Configuracion de SD-WAN para VPN de sitio a
sitio a traves de firewall seguro
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Introduccion

Este documento describe escenarios de implementacion de VPN basada en rutas con ruteo de
superposicion BGP mediante la funcion SD-WAN en Secure Firewall.

Prerequisites

Todos los hubs y spokes ejecutan el software FTD 7.6 o posterior y se gestionan a través del
mismo FMC, que también ejecuta el software 7.6 o posterior.

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

« IKEV2

VPN basada en ruta
Interfaces de tunel virtual (VTI)
* |IPsec

« BGP

Componentes Utilizados

La informacion de este documento se basa en:



+ Cisco Secure Firewall Threat Defence 7.7.10
+ Cisco Secure Firewall Management Center 7.7.10

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Informacion sobre la Funcion

Management Center simplifica la configuracion de tuneles VPN y el routing entre la sede central
(hubs) y las sucursales remotas (spokes) mediante el nuevo asistente para SD-WAN.

- Automatiza la configuracién de VPN aprovechando el DVTI (Dynamic Virtual Tunnel Interface)
en los hubs y el SVTI (Static Virtual Tunnel Interface) en los spokes, con el ruteo superpuesto
habilitado a través de BGP.

- Asigna automaticamente direcciones IP SVTI para radios e introduce la configuracion VTI
completa, incluidos los parametros criptograficos.

- Proporciona una configuraciéon de ruteo sencilla de un paso dentro del mismo asistente para
habilitar BGP para el ruteo superpuesto.

- Habilita el ruteo escalable y 6ptimo aprovechando el atributo de reflector de ruta para BGP.

- Permite agregar varios radios simultaneamente con la minima intervencién del usuario.

Topologias cubiertas

En este articulo, se tratan varias topologias para garantizar que los usuarios conocen los diversos
escenarios de implementacion.

HUB vy radio (ISP unico)

Diagrama de la red
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Configuraciones

» Vaya a Devices > VPN > Site to Site > Add > SD-WAN Topology > Create.



Create VPN Topology

Topology Name *
HUB-Spoke-VEN-Single-ISP

/PN Type

e,

© SD-WANTopology ||| O Route-Based VPN || @ Policy-Based vPN

A SASE Topology cannot be
selected because Gisco
Select VPN Topology Select VPN Topology Umbrella Connection is not
Salect VPN Topology configured

5_ @ Hub and Spoke Prerequisites

Prerequisites i ' Refresh

Cancel

- Agregue un concentrador y cree un DVTI en el extremo del concentrador. Como parte de la
configuracion DVTI, asegurese de seleccionar la interfaz de origen de tunel correcta segun la
topologia.



Edit Virtual Tunnel Interface

General

Tunnel Type

Device* @

[M1 Name:*

VPN-0OUT-1_dynamic_wti_1
Dynamic Virtual Tunnel Interface (DVTI)* @ ¥ Enabled
VPN-OUT-1_dynarmic_vt_T v|+ 2 Description:

Tunnel Source: VPN-OUT-1 (IP Address: 203.0.113.1)

Hub Gateway IP Address @

Security Zone:
[ 203.0.113.1

VPN-OUT-1

Spoke Tunnel IP Address Pool*
[Select.._

Virtual Tunnel Interface Details

Template [D:*

Tunnel Source:
GigabitEthernet0/0 (VPN-OUT-1) = | | 203.0.113.1
[Psec Tunnel Details

IPsec Tunnel Mode:*
® |Pvd IPvé

IP Address:*
]

Loopbackl (VPN-Loopback-1B... = |

VPN Tepology Usage

Cancel

» Cree un conjunto de direcciones IP de tunel radial y haga clic en Guardar y luego en
Agregar. El conjunto de direcciones IP se utiliza para asignar direcciones IP de tunel VTl a
los radios.



Add IPvd Pool

Name*
VPN-POOL-198.51.100.0

Description

IPuvd Address Range®
198.51.100.10-198.51.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1=-10.72.1.150
Mask*
255.255.255.0

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

FMC

Site To Site Overview Analysis Policies Devices Objects Integration Deploy & ‘m Fe 2 ] admin

HUB-Spoke-VPN-Single-ISP~#
Hub and Spoke Route-Based (VTI) VPN Topology

© v

Device Dynamie Virtual Tunnel Interface (DVTI) Hub Gateway IP Addrass Spoke Tunnel IP Address Pool
fd 1 Virtual-Template1 (VPN-OUT-1_dynamic_wti_1) 203.0113.1 VPN-POOL-198.51.100.0 e
Threat Defense Source:GigabitEthernetd/0 (VPN-OUT-1) T Range: 198.51.100.10-198.51.100.20 .

2 Spokes @ Edit
3 Authentication Settings @ Edit
4 SD-WAN Settings Edit

» Haga clic en Next para continuar y agregar los radios. Puede aprovechar cualquiera de las
opciones de adicion masiva si tiene nombres comunes de interfaz/zona o agrega radios



individualmente.

FMC

Site To Site Overview Analysis Policies
Site To Site

HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @

Device ftdl DVTI VPN-OUT-1_dynamic_wti_1
o Spokes @

3 Authentication Settings @

¢  SD-WAN Settings

Devices Objects Integration

Deploy Q, ﬁm o 9 admin -

Edit
Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0
Add Spokes (Bulk Addition) Add Spoke
No spokes are configured. Add a spoke.
Edit
Edit

Seleccione los dispositivos y especifique un patron de nomenclatura para la interfaz

WAN/externa. Si los dispositivos comparten el mismo nombre de interfaz, basta con utilizar
las iniciales. Haga clic en Next y, si la validacién se realiza correctamente, haga clic en Add.
Para las adiciones masivas, también puede utilizar el nombre de zona del mismo modo.



Add Bulk Spokes

@ Aaddpevices

Available Devices"*

S, Search

Select VPN Interface Using *

2

(#) Interface Name Pattern @

|out

) Security Zone @

Select...

Validate Devices

Selected Devices*

ftd2
ftd3

frda




Add Bulk Spokes

N e
| Add

Device Name: fid2, Interface Name: VPN-OUT-1
Device Name: ftd3, Interface Name: VPN-OUT-1
Device Name: ftdd, Interface Name: VPN-OUT-4

Cancel Back

» Verifique los spokes y los detalles de la interfaz de superposicion para asegurarse de que se
seleccionen las interfaces correctas y, a continuacion, haga clic en Next.



FMC A i - . .
Site To Site Overview Analysis Palicies Devices Objects

HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology

1| Hubs @

Device ftdl DVTI VPN-QUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1

Integration

Local Tunnel (IKE) Identity

o Spokes @

Device VPN Interface

fidz WPN-0UT-1 (GigabitEthermet0/0)
Threat Defense 1P Address:203.0.113.2

frd3 VPN-0UT-1 (GigabitEthemet0/0)
Threat Defense P Address:203.0.113.3

frc4 VPN-0UT-4 (GigabitEthemet0/0)
Threat Defense 1P Adidress:203.0.113.4

Type: Key ID
Value: HUB-Spoke-YPN-Single-ISP_fud2
Type: Key ID
Value: HUB-Spoke-VPN-Single-1SP_ftd3
Type: Key ID
Value: HUB-Spoke-VPN-Single-1SP_ftd4

i Authentication Settings @

4 SD-WAN Settings

Deploy Q. @{} 9 admin

Edit

Spoke Tunnel IP Address Pool VPN-POOL-198.51,100.0

Add Spokes (Bulk Addition) | [ Add Spake

Viewing 1-30f 3

Edit

Edit

Cancel

» Puede conservar los parametros predeterminados para la configuracion de IPSec o
especificar cifrados personalizados segun sea necesario. Para continuar, haga clic en Next
(Siguiente). En este documento, esta utilizando los parametros predeterminados.



HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI1) VPN Topology

Hubs @ Edit

Device ftdl DVTI VPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0

2| Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device fd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) ldentity Key ID: HUB-Spoke-VPN-Single-1SP_ftd3
ftadd VPN-0UT-4 Key ID; HUB-Spoke-VPN-Single-ISP_ftd4

o Authentication Settings @

Authentication Type* Transform Sets (IPsec Proposals)* IKEv2 Policies*
Pre-shared Automatic Key ~ AES-GEM x ® o AES-GCM-NULL-SHA-LATEST x X

Pre-shared Key Length*
24 The range is 110 127.

4 SD-WAN Settings Edit

» Finalmente, puede configurar el ruteo superpuesto dentro del mismo asistente para esta
topologia especificando los parametros BGP apropiados, como el numero AS, el anuncio de
interfaz interna y las etiquetas de comunidad para el filtrado de prefijos. La zona de
seguridad puede ayudar en el filtrado del trafico a través de las politicas de control de
acceso, mientras que también puede crear un objeto para las interfaces y utilizarlas en la
redistribucion de interfaces conectadas si el nombre es diferente del interno o no es
simétrico entre los dispositivos de la topologia.



;::C;n Site Overview Analysis Policies Devices Objects Integration Deploy Q @ It @ admin
HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit
Device ftdl DVTI VPN-OUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.32
2 ) Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device ftd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-ISP_ftd3
ftdd VPN-OUT-4 Key ID: HUB-Spoke-VPN-Single-ISP_ftd4
3 | Authentication Settings @ Edit

Authentication Pre-shared Automatic Key Pre-shared Key Length 24
@ sD-WaN Settings

Spoke Tunnel Interface Auto Generation

Static Virual Tunnel Interfaces (SVTls) are auto generated on each spoke wsing the spoke’s VPN interface as tunnel source io establish a VPN to the DWTI on each of the hubs.,

Spoke Tunnel Interface Security Zone
‘VPN-OUT—'I X v | +

Overlay Routing Configuration

BGP tan be anabled on the VPN overlay topology for seamless VPN connactivity from the spokes to the hub, and for spoke-to-spoke connectivity via the hub. View maore

View more

| Enable BGP on the VPN Overlay Topology
Autonomous System Number* @ Community Tag for Local Routes* @

| | 65500 | [[101000
Redistribute Connected Interfaces@

| Default

2]+

Enable Multiple Paths for BGP

Adlowes multiple BGP routes to be used al the same Uime 1o reéach thi: same destination. Enables BGP 1o load-balance trafhc across multiple lnks.

You have unsaved changes

» Haga clic en Next, luego en Finish y, por ultimo, en Deploy para completar el proceso.
Verificacion
» Puede verificar el estado del tunel navegando hasta Devices > VPN > Site to Site.
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 Para verificar detalles adicionales, acceda a Descripcion general > Paneles > VPN de sitio a



sitio.
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« Para obtener mas informacion, seleccione el tunel y haga clic en Ver informacién completa.
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ftd2 (VPN Inter 1P: 208.9.113.2)

show crypto dpsec sa peer 193.0.113.1

Vi 1-3 643

+ El resultado se muestra directamente desde la CLI de FTD y se puede actualizar para
mostrar contadores actualizados e informacion importante, como los detalles del indice de
parametros de seguridad (SPI).



Tunnel Details (7]

Summary

Node A (203.0.113.1/500) ] ) Node B (203.0.113.2/500) [§
(B

IPsec Security Associations (1)
0.0.0.0/0.0.0.0/0/0 0.0,0.0/0.0.0.0/0/0

ftdl (VPN Interface IP: 203.8.113.1) ftd2 (VPN Interface IP: 203.0.113.2)

show crypto ipsec sa peer 203.90.113.2 show crypto ipsec sa peer 203.9.113.1
peer address: 203.8.113.2 peer address: 203.8.113.1
interface: VPN-OUT-1_dynamic_vti_1_va9 interface: VPN-OUT-1_static_vti 1
Crypto map tag: VPN-OQUT-1_dynamic_wti_1_vtemplate_dyn_map, seq n Crypto map tag: __wvti-crypto-map-Tunnell-@-1, q num: 65288, log

Protected vrf (iv Global Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (90.0.0.0/0.90.0.08/0/0) local ident (addr/m rot/port): (9.9.0.0/0.0.8.0/0/
remote ident (addr/mask/prot/port): (9.0.0.0/0.0.0.08/0/0) remote ident (addr/ fprot/port): (0.90.0.8/0.80 f
current_peer: 203.0.113.2 current_peer: 2083.0.113.1

#pkts encaps: 155, #pkts encrypt: 155, #pkts digest: 155 #pkts encaps: 154, #pkts encrypt: 154, #pkts diges

#pkts decaps: 154, #pkts decrypt: 154, #pk verify: 15 155, #pkts decrypt: 155, #pkts verify: 155

#pk compressed: @, #pkts decom sed: @ i ed: @, #pkts decompressed: @

#pkts not compressed: 155, #pkts comp Tailed: @, #pkts decomp not compr d: 154, #pkts comp failed: @, #pkts decomp f

#pre-frag successes: @, #pre-frag failures: @, #fragments crea #pre-frag successes: @, #pre-frag failures: @8, #fragments creatf
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing rea #PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reag
#TFC rcvd: @, #TFC @ #TFC rcvd: @, #TFC t: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @ #Valid P Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#pkts not offload decrypted: 154 #pkts not offload dec

#send errors: @, #recv errors: @ #send errors: @, #recv errors: @

local crypto endpt.: 3.0.113.1/5088, remote crypto endpt.: 20 local crypto endpt.: 203.0.113.2/500, remote crypto endpt.:
path mtu 1508, ipsec overhead 55(36), media mtu 1560 path mtu 1588, ipsec overhead 55(36), media mtu 1580

PMTU time remaining (sec @, DF policy: copy-df PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC pa L d bl ICMP error val tion: disabled, ackets: disabled
current outbound spi: 3EE69843 current outbound spi: D113FBF4

current inbound spi : D113FBF4 current inbound spi : 3EE69843

inbound 5851 inbound esp sas:
spi: 28) E62843 (1055299651)
SA State: active SA State: active
form: esp-ae m-256 esp-null-hmac no compression transform: esp esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, } 1 settings ={L2L, Tunnel, IKEvZ, VTI, }
slot: @, _id: 9, crypto-map: VPN-OUT-1_dynamic_wti_1_wvt4

lifetime (sec):

» La CLI de FTD también se puede utilizar para verificar la informacién de ruteo y el estado de
peering de BGP.

En el lado del HUB

<tfroot>

HUB1# show bgp sunmary

BGP router identifier 198.51.100.3, Tocal AS number 65500
BGP table version 1is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory



1/1 BGP path/bestpath attribute entries using 208 bytes of memory

1 BGP community entries using 24 bytes of memory

1 BGP route-map cache entries using 64 bytes of memory
0 BGP filter-1list cache entries using 0 bytes of memory
BGP using 856 total bytes of memory

BGP activity 2/0 prefixes, 4/2 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver
198.51.100.10 4 65500 4 6 7

<<<<< spoke 1 bgp peering

198.51.100.11 4 65500 5 5 7

<<<<< spoke 2 bgp peering

198.51.100.12 4 65500 5 5 7

<<<<< spoke 3 bgp peering

<tfroot>

HUB1# show route bgp

InQ OutQ Up/Down State/PfxRcd

0

0

0

0 00:00:45 O

0 00:00:44 1

0 00:00:52 1

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS inter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.0 255.255.255.248 [200/1] via 198.51.100.10, 00:00:18

<<<<<<<< spoke 1 inside network

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.11, 00:08:08

<<<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.12, 00:08:16

<<<<<<<< spoke 3 inside network

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.0/29 198.51.100.10 1 100 0 7

<<<<<<<<<< routes received fromspoke 1

Total number of prefixes 1

<{froot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 11 routes

<<<<< to check only prefix receieved fromspecific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.11 1 100 0 7

<<<<<<<<<< routes received fromspoke 2

Total number of prefixes 1

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100.12 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.12 1 100 0o 7

<<<<<<<<<< routes received from spoke 3

Total number of prefixes 1

Lado de radio



La misma verificacion se puede realizar también en los dispositivos spoke. Aqui hay un ejemplo
de uno de los spokes.

<#froot>

Spokel# show bgp sumary

BGP router identifier 198.51.100.4, Tocal AS number 65500
BGP table version is 12, main routing table version 12

3 network entries using 600 bytes of memory

3 path entries using 240 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
2 BGP rrinfo entries using 80 bytes of memory

1 BGP community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1360 total bytes of memory

BGP activity 5/2 prefixes, 7/4 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver 1InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 12 11 12 0 0 00:07:11 2

<<<<<<<<< BGP peering with HUB

<tfroot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.1 routes

BGP table version 1is 12, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 2

*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 3

Total number of prefixes 2

<ffroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.1 adverti sed-routes

BGP table version is 12, Tocal router ID is 198.51.100.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.0/29 0.0.0.0 0 32768 7

<<<<<<<< route advertised by this spoke into BGP

Total number of prefixes 1

<{froot>

Spokel# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42
<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 3 inside network

HUB y radio duales (ISP unico para HUB redundante a través de EBGP entre HUB
y radios secundarios)

Diagrama de la red
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Después de agregar el primer HUB, continue agregando el segundo HUB siguiendo los mismos

pasos utilizados anteriormente para HUB1.

FMC

Site To Site Overview Analysis Policies Devices Objects Integration

Dual-HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

© Hiso
Device Dynamic Virtual Tunnel Interface (DVTI) :zzrm 1P
ftd1 Virtual-Template 1 (VPN-OUT=1_dynamic_vti_1) 208.0.113.1
Threat Defense Source:GigabitEthernet0f0 (WVPN-OUT-1) T

* Proceda a crear la interfaz de tunel virtual dinamico (DVTI).

Deploy Q@ @ I © admin -~
Add Hub
Spoke Tunnel IP Address Pool
VPN=-POOL-198.51.100.0 -
u

Range: 198.51.100.10-198.51.1

Add Loopback Interface

Goneral IPvd IPvé

Mame:
| VPN-OUT-LOOPBACK
® Enabled
Loopback ID;*
1

Oeu-rim'mn

» Se requiere un nuevo conjunto de direcciones IP para los tuneles VTI HUB 2 en el lado

spoke. Cree y configure el nuevo grupo y guarde los cambios.




Device* @
fud2

Diynamnéc Virtual Tunnel Interface (DVTI)* @

VPN-OUT-1_dynarnic_wti_1 v |+ #

Tunnel Source: VPN-0UT-1 (I Address: 203.0.113.2)

Hub Gateway IP Address @
202.0.112.2

Spoke Tunnel IP Address Pool *
VPN-POOL-198.51.100.32

Firewall Management Center

Devices | VPN | Site To Site Qverdew Analysis olicies. Devices Objects Integration Deploy o @ & @ admin A CECURE
—
Dual-HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology
© ruso
d Hu
Device Bynambc Virtual Tuseed Interface [OVTT) Hub Gaveway 1P Spoke Tunnel IF Address Pool
1 . Wirtual-Template 1 {(WPN-OUT-1_dynamic_vei_1] WPHN-POOL-198.51.100.0 -
Thieat Defense L) Pamar Source:GigabitEthemetd/o (VPN-OUT-1) AN Range: 198.51.100.10-198.51.100.20 ,u
[t ®» Wirtual-Tempiate ] (VPN-OUT=1_dynamic_vei_1) 2000.112.2 WPH-POOL-198.51.100.32 P
Threat Defense SourceGoaIENMeD (VPN-OUT-1) o Fange: 198.51,100.40-198.51.100.50 .
¢ Spokes @ Eiit
a3 VPN-OUT-1 Key |0 HUB-Spoie-VPN-Single-ISP_fd3
Davica VPN Interface VPH-OLT-4 Loeal Tunnel (IKE) Identity Key ID: HUB-Spok-VPN-Single-1SP_fild
3 Authentication Settings @ Edit
Auth ion Pro-shared icKoy  Pro-sharod Koy Longth 24
4 SD-WAN Settings Edit
BGP on Overlay Enabled
Hulbs and spokes are conbgured with intemal BGP and AS number 65500,

Para configurar el peering eBGP entre el segundo HUB y los radios, modifique la

configuracion de SD-WAN en el paso final. Habilite la opcién Secondary HUB is in a different
Autonomous System y especifique el numero de sistema autonomo (AS) para el HUB
secundario. IBGP también se puede utilizar si no existe ninguna limitacion de uso de
numeros AS diferentes en su entorno dejando la opcién Secondary HUB is in a different
Autonomous System sin marcar. Esto también envia la misma etiqueta de comunidad y el
mismo numero AS para el HUB secundario. El articulo se centra en eBGP para la

configuracion actual.



Firewall Management Center

o WPH [ Sits To Site Overview Analysis Policies Devices Objects Inteqration
Dual-HUB-Spoke-VPN-Single-ISP.~
Hub and Spoke Route-Baszed (VTI) VPN Topology
1) Hubs @
e VPN-OUT-1_dyrarmic_ti_1 200.0113.1 VPN-POOL-198.51.100.0

Device yn  OVT! vpm-oUT-1 oymamie w1 CoewaVIPAddress o o qngg  SokeTunnelIP Address Pool 1 ooot-198.51.100.32
Spakes @
pevice ™2 ypninterface YPROUTT oo Tunnel (IKE) Identity <€Y 10 HUB-Spoka-VPN-Single-1SP_fid3

Ftdd VPN-0UT-4

Authentication Settings @

Authentication Pre-shared Aulomatic Key

© S0-WAN Settings

Spoke Tunnel Interface Auto Benoration

Spoke Tunnel Interface Security Zone @
VPN-OUT-1 X v |+

Onsitay Routing Configuration

Enable BGP on the VPN Overlay Topology
Autonomous System Number* @

Kay I0: HUB-Spakn-YPN-Single-15P_fidd

Pre-shared Key Length 24

Cammunity Tag for Local Rautes * @

65500 101010

Redistribute Connected interfaces@
Default inside® w | +

Secondary Hub is in different Autonomous Systemdd

Autenamaus System Number *

Community Tag for Leamad Routes* @

85510 010
Enable Multiphe Paths for BGP
Alicenrs muslitiphe BGP route:s 1 be: used 3t the 3ame tme 10 reach th same dessnation. Erables BEP to loat-Balance trafhc acmss mulsiple Bnks

m You have unsaved changes

Depiy O & & @

admin ~ s SECURE

Asegurese de que el numero del sistema auténomo (AS) y la etiqueta de comunidad sean unicos

en esta configuracion.

Verificacion

Este diagrama ilustra la topologia de superposicion.



AS65500 AS65510

Primary HUB 1 DVTI HUB 2 DVTI

<4—Backup—»
VTI Tunnel / \
VTI Tunnel

VTI Tunnel VTI Tunnel

SVTI1  SVTI2 SVTI 1 SVTI 2

Spoke 1 Spoke 2
Inside 192.0.2.8/29 Inside 192.0.2.16/29

* En el FMC, navegue hasta Devices > VPN > Site to Site.

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy G @& o @ admin ghi== o
Last Updated: 02:20 PM
* || Refrosh
Tapology Mame VEN Type Natwork Tapology Tunnal Status Distribution IKEv1 W2
v Duusl-HUB-Spoke- VPN -Single- 159 Route Based (VT1) SD-WAN Tepology o s u
Hub Spoke
Device VPN Interface VTl Intertace Device VPH Interface T intertace
™ fdl VPN-OUT-1 (203.0.113.1) WPH-OUT-1_dyram...  (196.51.100.1) FID fd3 VPN-OUT-1 [203.0.113.3) VPN-OUT-1_static_... [198.51.100.10)
™ fidl VPN-OUT-1 (200.0.113.) VPN-OUT-1_dymam._. {158.51.100.1) FD fdd WPH-OUT-& (203.0.112.2) VPN-OUT-4_static_.. (198.61.100.11)
FTD a2 VPR-OUT-1 (203.0.113.3) VPN QUT=1_gyeaem... (198,51,100.2) Fio hod WRN-OUT-1 (203.0.113.3) WPN=OUT=1_static_... (198.51.100,40)
Fio fid2 VPN-OUT-1 (203.0.113.2) VPN-OUT-1_dynam... (198.51.100.2) FD  fadd VPN-OUT-4 (203.0.113.4) VPN-OUT-4_static_... (198.51.100.41)

Vigwing 1-4 of 4

* Los demas pasos no se modifican.




HUB y radio duales (ISP duales para HUB redundante e ISP a través de EBGP
entre HUB y radios secundarios)

Diagrama de la red
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La implementacion de esta topologia se omite utilizando el primer ISP, ya que esta cubierto en la
topologia anterior.

Topalogy Mama VPN Type Natwork Topaiagy Tunnel Status Dissribution wev mevz
v Gual-HUB- Spoke-VPH-Dual-15P-1 Foute Based (VT SO-WAN Topology — By £ ¥
Hub Spoke

Davice VPN Interface VTiinterface. IDavice VPN Intarface Tl Interface

FB i VPN-OUT-1 (20301131} VPN-OUT-1_dynam... (198.51.100.1) » Ao fod VPN-OUT-1 (20201133 VPN-OUT-1_static_.. [198.51.100.10)

FE o WPN-OUT-1 (20301131} VPN-OUT-1_gynam... (198,51.100.1) - Mo hod VPH-OUT-4 (20301134} VPN-OUT-4_statie_.. (198,51.100.11)

FIB tdZ VPN-OUT-1 (202.0.11332) WPN-OUT-1_chymam... (194.51.100.2] . Ao o3 VEN-OUT-1 (2020.013.3) VEN-OUT-1_static_... [198.51.100.40)

FE haz WPH-DUT-1 {203.0,113.3) VPN-OUT-1_gynam... (198,51.100.2) - 76 hdd VPH-OUT-4 (20301434} VPH-OUT-4_statie_... (198.51.100.41}
Viewing 1-4 of 4

» A continuacion, agregue la segunda topologia creando dos interfaces DVTI adicionales por
HUB, cada una de las cuales utiliza la interfaz subyacente para ISP 2 (VPN-OUT-2).

Add Virtual Tunnel Interface

General Path Manitoring
Tunnid Type

Marme:*
| VPN-OUT-1_dynamic_vii_2

Enabled
Description:

Secuity Zone:
Device* @
[

Priority:

Dynamic Virtual Tunnel interface (DVTI)* @
[Selost...

Virtual Tunnel Interface Details
Hub Gateway IP Address @ . '

Template 1D:*
2

Tunnel Source:

GigabitEthernetd/1 (VPN-QUT-2) » | | 203.0.113.33

WPsee Tunnel Details

IPsec Tunnel Mode:*
* IPva 1Pv

IP Address:”
L]

Loopback2 (VPN-2-LOOPBACK... » | 4

S

» Se proporciona un grupo de direcciones IP VPN adicional especificamente para las
direcciones de la interfaz de tunel virtual (VTI) spoke.



Davice* @
fed1

Dynamic Virtual Tunnel Interface (DVTI)* @
VPN-QUT-1_dynamic_wvii_2
Tunnel Source: VPN-OUT-2 (IP Address: 203.0.113.33)

Hub Gateway IP Address @
203.0.113.33

Spake Tunnel IP Address Pool*
VPN-POOL-198.51.100.70

Firewall Management Center oy amsbsis  Poicies  Deiess  Obiocts  Imopration Doy O @ & @ | admin v bsccun
—
Dual-HUB-Spoke-VPN-Dual-ISP-2#
Hub and Spoke Route-Based (VT1) VPN Topology
O Hs e
Dewice Drynamis Virnaal Tunned Interface (DVTI} Hub Gatewary IP Address Spelo Tunned IP Address Pool
fud1 Wirtual -Templane 2 (VPN-OUT- 1_dynamsc_vi_2) 203.0.113.53 VPN-POOL-158.51.100.70 PL
Trreat Defense SourcsGRMEEherra0/1 (VPN-CUT-2) B Range: 198:51,100.70- 196.51,100.80 "
z Spokos @ Edit

3 Authentication Settings @ Eit

1 ED-WAN Sottings

O |

» Para agregar un hub secundario, repita el proceso creando DVTI 2 mediante la interfaz ISP
secundaria (VPN-OUT-2) y configure un grupo de IP adicional para direcciones VTI de
extremo de radio.



Add Virtual Tunnel Interface

General Path Monitoring

Tunnel Type

Narme:*
VPN=0UT=1_dynamic_vti_2

Enabled
Description:

Security Zone:
VPN-OUT-2

Priority:

Virtual Tunnel interface Details

Template ID:*
2

Tunnel Source:

GigabitEthernetd/1 (VPN-OUT-2) » | | 203.0.113.34

IPsec Tunnel Details
IPsec Tunnel Mode:*

2 IPvd IPvE

1P Address:”
L]

| Loopback2 (VPN-2-LOOPBACK) + | +

Device* @
fre2

Dynamic Virtual Tunnel Interface (DVTI) " @
WPN-DUT-1_dynaric_wti_2 v | + 4
Tunnel Source: VPN-0UT-2 (IP Address: 203.0.113.34)

Hub Gateway IP Address @
203.0.113.34

ke Tunnel IP Address Pool *
VPN-POOL-198.51.100.100

Cancel m

» Al agregar un spoke, asegurese de que se especifica la interfaz subyacente/WAN correcta
para los tuneles VTI. Esta topologia utiliza la interfaz ISP secundaria VPN-OUT-2.



Add Bulk Spokes

| Add Devices

~ Device Name: fid3, Interface Mame:
~" Device Name: ftdd, Interface Mame:

Firewall Management Center

Devices / VPN / Site To Site Overdiew  Analysis  Policies  Devices
—
Dual-HUB-Spoke-VPN-Dual-I1SP-2#
Hub and Spoke Route-Based (VTI) VPN Topology
(1] Hubs @
) VPN-OUT-1_dynamic_wi_2 203.0.113.33
D G IP Add
SR faz VPN-OUT-1_dynamic_i 2~ oo 655 203.0.113.24
° Spokes @
Device VPN Interface
frd3 VPN-OUT-2 (GigabitEthernet0/1)
Threat Defense IP Address:203.0.113.35
ficia VPN-OUT-2 (GigabitEthemetd/1)
Threat Defense 1P Address:203.0.111.36

3 Authentication Settings @

4 SD-WAN Settings

Objects Integration

WPN-POOL-198.51.100.70
Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.100

Deploy O @ # @

admin -

Edit

View Generated Tunnel Interfaces

Add Spokes (Bulk Addition) | | Add Spoke

Local Tunned (IKE) identity

Type: Key ID
Value: Dual-HUB-Spoke-VPN-Dual-ISP-2_ftd:

Type: Key ID
Value: Dual-HUB-Spoke -WPN-Dual-I5P-2_frds

1€ < Viewing 1-2 of 2

Edit

Edit

Al configurar el ruteo, asegurese de que las etiquetas de comunidad y los numeros AS para



ambos HUB en esta topologia sean consistentes con los utilizados en la topologia ISP1
anterior. La topologia utiliza diferentes zonas de seguridad, pero las configuraciones
restantes, como los numeros AS para los HUB principales y secundarios, junto con las
etiquetas de comunidad, son las mismas. Esto es obligatorio para que la interfaz de usuario

complete la validacion de la topologia.

Firewall Management Center ; - . ) )
Devices { VPN | Site To Site Overview Analysis Policies Devices Objects Integration
—
Dual-HUB-Spoke-VPN-Dual-ISP-2#
Hub and Spoke Route-Based (VTI) VPN Topology
Hubs @
ftd1 WPN-OUT-1_dynamic_vti_2 203011333
Device VTl Gateway IP Address Spoke Tunnel IP Address Pool
evice [1d2 VBN -OUT-'I _dynamic_u‘h _2 ateway ress 203 n 1 334 poke Tunne ress Pool
2 | Spokes @

VEN-OUT=2

1) Authentication Settings @
Authentication Pre-shared Automatic Key Pre-gshared Key Length 24
© so-wan settings
Spoke Tunnel Interface Auto Generalion
Spoke Tunnel Interface Security Zone @
[VPN-OUT-2 _ X
Owverlay Routing Configuration

Enable BGP on the VPN Overtay Topology
Autonomous System Number* @ Community Tag for Local Routes® @

65500 101010

Redistribute Connected Interfacesi
v |+

Secondary Hub is in different Avtonomous System@

Autonomous System Number® Community Tag for Leamed Routes® @
| 85510 [o10101

Enable Multiple Paths for BGP

You have unsaved changes

VPN-POOL-19E.51.100.70
VPN-POOL-196,51.100.100

_ fid3 .. Key ID: Dual-HUB-Spoke -VPN=Dual-ISP=2_ftd3
Device VPN Interface Loeal Tunnel (IKE) ident
Bvic ftdd nterfac VPN-OUT-2 ocal Tunnel (IKE) Identity Koy ID: Dual-HUB-Spoke-VPN-Dyal-1SP-2_ftdd

Deploy Q. @ 4 @ admin

Edit

Edit

Edst

» El resto de la configuracion permanece sin cambios. Finalice el asistente y continde con la

implementacion.
Verificacion

» La topologia aparece como se muestra.
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Spoke 1 Spoke 2
Inside 192.0.2.8/29

Inside 192.0.2.16/29

Navegue hasta Devices > VPN > Site to Site para ver la topologia.




IFIFE‘N\a“IMBnaIgEI'TBﬂt Center Ovaréew Analysis Policies Devices Objects Insegration Depky 2, @ % @ . s
—
Last Updated: 03:26 PM | natexemptions W aca |
- " x Redresh
Topaogy Hame VPH Type Ntwork Topology Tennel Status Distribution KEl  KEv2
v Dual-HUB-Spoke-VFN- Dual-I5P- 1 Foute Based (VT1) SO-WAN Topology — o £
Hub Spake

Divice VPN intarface VTl intarisce Davice VPN intartace VTiintarisce

0 VPN-OUT-1 (03001300 jusqjsp VPN-OUT-1_dyram.., (198.51.100,1) fo md3 VPN-OUT-1 (203.0113.3) VPN-OUT-1_static_... (196.51.100.10)

o) a1 VEN-OUT-1 [201.0.113.1) VEM-BUT-1_dyram_. [198.51.100.1) B Hda VPN-OUT-2 (203.0.113.4] VEN-OUT-4_static__.. (138.51.100.11)

#0 maz VPN-OUT-1 (203.0.113.2) VPN-OUT-1_dyram_. (198.51.100.3) D ha3 VPN-OUT-1 (2030.113.3) VPN-OUT-1_statie__. (196.51.100.40)

#D| a2 VeH-OUT-1 (onearay D2 SP VPM-OUT-1_dymarm.. (198.51.100.2) PO mda VPN-OUT-2 (203.0.113.4) VEN-OUT-4_static_.. (198.51.100.41)

Viewing 1-4 of 4

w  Dual=-HUB-Spokg-VPM- Dual=-ISP- 2 Route Based (VT SD-WAN Topology oy - W £ u
Hub Spoke
Desvtce VPN Interface VT Interface Dawvice VPN Interface VTl Interface
D fodl VPN-OUT-2  (203.0.113.33) VPN-OUT-1_dyram_.  (198.51.100.3) o hd3 VPN-OUT-2 (203.00113.3%5) VPN-OUT-Z_static__.. (198.51.100.70)
HUB 1 I5P 2
IO fedl VPN-OUT-2 [203.0.113.33) VPH-OUT=-1_ gy, (198.51.100.3) HD hdd VIPN-0UT-2 (203.0.113.36} VPN-OUT-2_satie .. (198.51.100.71)
D fedi VPH-OUT-2 (200.0.113.34) VPH-OUT-1_dynam. (198.51.100.4) e hdd VPN-OUT-2 (203.0.112.35) VPN-OUT-2_static_ (196.51.100.100)
HUB 2 ISP 2
6 fed2 VPN-OUT-2 (303.0.113.34) VPN-OUT-1_dyram._.  (188.51.100.4) B fdd VIPN-OUT-2 (203.00113.36) VPN-OUT-2_static__.. (198.51.100.101 )
Viewing 1-4 of 4

Esta configuracion da como resultado cuatro pares BGP por dispositivo, y cada radio tiene las
rutas apropiadas para alcanzar otros radios. Por ejemplo, puede recuperar la salida de uno de los
radios.

Para radio 1

<tfroot>

Spokel#show bgp summary

BGP router identifier 203.0.113.35, Tocal AS number 65500
BGP table version is 4, main routing table version 4

2 network entries using 400 bytes of memory

7 path entries using 560 bytes of memory

1 multipath network entries and 2 multipath paths

3/2 BGP path/bestpath attribute entries using 624 bytes of memory
1 BGP rrinfo entries using 40 bytes of memory

1 BGP AS-PATH entries using 40 bytes of memory

2 BGP community entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1712 total bytes of memory

BGP activity 2/0 prefixes, 7/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 229 226 4 0 0 04:07:22 1

<<<<<<<<<< HUB 1 ISP 1 VTI

198.51.100.2 4 65510 226 230 4 0 0 04:06:36 2

<<<<<<<<<< HUB 2 ISP 1 VTI

198.51.100.3 4 65500 182 183 4 0 0 03:16:45 1

<<<<<<<<<< HUB 1 ISP 2 VTI



198.51.100.4 4 65510 183 183 4 0 0 03:16:30 2

<<<<<<<<<< HUB 2 ISP 2 VTI

<tfroot>

Spokel#show bgp i pv4 uni cast neighbors 198.51.100.1 routes <<<< check for specific prefixes received vi:

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 1 tunne

Total number of prefixes 1

<#root>

Spokel#show bgp i pv4 uni cast nei ghbors 198.51.100.3 routes <<<< check for specific prefixes received vi:

BGP table version 1is 4, Tlocal router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*mil92.0.2.16/29 198.51.100.3 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 2 tunne

Total number of prefixes 1

<{froot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.2 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.2 100 0 65510 65510 ?

<<<<<<< inside network receieved cause we advertised it to HUB 1 from ISP 2 topol ogy

* 192.0.2.16/29 198.51.100.2 100 0 65510 65510 ?



<<<<<<<< spoke 2 network received via HUB 2 ISP 1 tunnel but not preferred

Total number of prefixes 2

<tfroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.4 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<< inside network recei eved cause we advertised it to HUB 2 from ISP 1 topol ogy
* 192.0.2.16/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<<< spoke 2 network received via HUB 2 | SP 2 tunnel but not preferred

Total number of prefixes 2

La tabla de ruteo aparece como se muestra, lo que confirma que el trafico esta balanceado por
carga entre ambos links en el lado spoke.

<tfroot>

Spokel#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.3, 03:23:53
<<<<< mul tipath for spoke 2 inside network

[200/1] via 198.51.100.1, 03:23:53

<<<<< mul tipath for spoke 2 inside network

<tfroot>



Spokel#show bgp 192.0.2. 16

BGP routing table entry for 192.0.2.16/29, version 4
Paths: (4 available, best #4, table default)
MuTltipath: eBGP 1iBGP
Advertised to update-groups:
2 4
65510 65510
198.51.100.4 from 198.51.100.4 (198.51.100.4)

<<<< HUB2 | SP2 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.3 from 198.51.100.3 (198.51.100.3)

<<<< HUB1l | SP2 next - hop

Origin incomplete, metric 1, Tocalpref 100, valid, internal, multipath
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3
65510 65510
198.51.100.2 from 198.51.100.2 (198.51.100.4)

<<<< HUB2 | SP1 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.1 from 198.51.100.1 (198.51.100.3)

<<<< HUB1l | SP1 next - hop

Origin incomplete, metric 1, localpref 100, valid, internal, multipath, best
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3

Conclusion

El objetivo de este articulo es explicar diversos escenarios de implementacidén que se pueden
implementar facilmente mediante un unico asistente de configuracion.

Informacion Relacionada

» Para obtener ayuda adicional, pdngase en contacto con el TAC. Se necesita un contrato de
asistencia valido:Contactos de asistencia globales de Cisco.
» También puede visitar la Comunidad VPN de Cisco aqui.



https://www.cisco.com/c/es_mx/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



