Troubleshooting de Problemas de Adyacencia
1S-1S

Contenido

Introduccién

Prerequisites
Requirements
Componentes Utilizados
Adyacencia descendente 1S-1S
Adyacencia ISIS descendente (no relacionada con discordancia de MTU)
Inestable de adyacencia IS-IS
Adyacencia 1S-IS inestable (inestabilidades aleatorias)

Introduccion

Este documento describe cdmo resolver problemas del protocolo IS-IS para las plataformas Cisco
IOS® XE.

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

+ Sistema intermedio a sistema intermedio (IS-1S)
+ Cisco I0S XE

Para obtener mas informacion sobre estos temas, consulte:

* ip routing: Guia de configuraciéon de ISIS
« Configuracion de la Adyacencia IS-IS v los Tipos de Area

Componentes Utilizados

La informacidon de este documento se basa en el software Cisco |IOS XE.

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0

funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Adyacencia descendente [S-IS

Esta seccién proporciona una solucion al problema comun de IS-IS inactivo. Este diagrama de red
se utiliza como ejemplo:

S

Dvicah DeviceB

net 49.0001.0000.0000.000&.00 net 49.0001.0000.0000.000b.00
Topologia de referencia
IS-1S esta inactivo entre el dispositivo A y el dispositivo B.
<#root>
DeviceA#
show i si s nei ghbors det ai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA#
<#root>
DeviceB#
show i si s nei ghbors detai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA L1L2 Twel/0/9 192.0.2.1 DOWN 28 05

Area Address(es): 49.0001
SNPA: a84f.bl1lc3.9484
State Changed: never
Format: Phase V

Remote TID: O

Local TID: O



Interface name: TwentyFiveGigE1l/0/9
Neighbor Circuit Id: 5
Adj sync: Full

Diagnostique el problema:

1. Valide la conectividad entre los dispositivos.

<#root>
DeviceA#

ping 192.0.2.2 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceA#

<#root>
DeviceB#

ping 192.0.2.1 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceB#

2. Revise la configuraciéon en ambos lados.

<#root>
DeviceA#
show runni ng-config | sec router isis

ip router isis

router isis

net 49.0001.0000.0000.000a.00
DeviceA#

<ffroot>



DeviceB#
show runni ng-config | sec router isis

ip router isis

router isis

net 49.0001.0000.0000.000b.00
DeviceB#

3. Valide si la adyacencia esta activa en el Servicio de red sin conexion (CLNS). Esto proporciona
un resumen de los vecinos conectados a su dispositivo.

<#root>
DeviceA#

show cl ns nei ghbors detail

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000B Te0/0/4

6c31. Oedb. 3b5f

Up

257 IS ES-IS
Area Address(es): 49.0001
Uptime: 02:02:11

Interface name: TenGigabitEthernet0/0/4
DeviceA#

<#root>
DeviceB#

show cl ns nei ghbors detai

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000A Twel/0/9

a84f . blc3. 9484

Down

20 L1L2 IS-IS
Area Address(es): 49.0001
IP Address(es): 192.0.2.1%

Uptime: 02:02: 09



NSF capable
Interface name: TwentyFiveGigE1l/0/9
DeviceB#

Las direcciones MAC enumeradas en cada vecino CLNS son las direcciones MAC de los
dispositivos remotos que se emparejan con el dispositivo local.

<#root>
DeviceA#
show i nterface TenG gabitEt hernet0/0/ 4

TenGigabitEthernet0/0/4 is up, line protocol is up
Hardware is 8xSFP+, address is

a84f. blc3.9484 (bia aB84f.blc3.9484) < nac address appeared on SNPA Devi ceB

Internet address 1is 192.0.2.1/30
MTU 1500 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

<#root>
DeviceB#
show i nterface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 is up, line protocol is up (connected)
Hardware is Twenty Five Gigabit Ethernet, address is

6c31. Oedb. 3b5f (bia 6¢31. Oedb. 3b5f) < nmac address appeared on SNPA Devi ceA

Internet address is 192.0.2.2/30

MTU 9216 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, Toopback not set

4. Ejecute el comandoshow cinsinterface
para validar si los parametros coinciden con el par.

Asegurese de que coincide con estos valores:

* Unidad de transmision maxima (MTU)
 Tipo de circuito

DispositivoA

<ffroot>

DeviceA#

show clns interface TenG gabi t Et hernet0/0/ 4




TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 19 seconds

Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 908 milliseconds

if state DOMW

DispositivoB

<#root>
DeviceB#

show clns interface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 9213

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 8 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0x5

Neighbor System-ID: 0000.0000.000A

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0




Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds

if state INIT

En este escenario, el problema esta relacionado con la discordancia de MTU. Si no se puede

acceder al par remoto, el debugisis adj-packets
puede mostrar el valor de MTU que se envia y recibe.

Nota: Esto solo se aplica cuando se show cinsinterfaceimprime el comando if state INIT.

<#froot>

DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4



IS-IS Adjacency related packets debugging is on for router process null
*Jul 18 23:24:16.598: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
16.599: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

*Jul 18 23:24:

I ength 1496 <

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

<{froot>

DeviceB#

18
18
18
18
18
18
18
18
18
18

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

debug isis

24:

24

24:
24:
24:
24:
24:

24

24:
24:

MIU sent to the nei ghbor >

25.
:25.
34,
34,

42

42.
51.
:51.
59.
59.

189:
189:
057:
057:
.866:
866:
646:
646:
606:
606:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

adj - packets twentyFiveG gE 1/0/9

*Jul 18 23:53:22.420: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:INIT,

I ength 9212

*Jul 18 23:53:
*Jul 18 23:53:

I ength 1496

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

18
18
18
18
18
18

23:
23:
23:
23:
23:
23:

53:
53:
53:
53:
53:
53:

< MU sent to the nei ghbor >

22.591: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)
22.591: ISIS-Adj: cir type L1L2, cir 1id 05,

< MIU received from nei ghbor >

22.
22.
22.
22.
22.
22.

592:
592:
592:
592:
592:
592:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

rcvd state DOWN, old state INIT, new state INIT, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5
Nghbr Ckt ID changed: FALSE

newstate:1, state_changed:0, going_up:0, going_down:0

Action = ACCEPT

ACTION_ACCEPT:

Adyacencia ISIS descendente (no relacionada con discordancia
de MTU)

IS-IS esta inactivo y la MTU coincide en las interfaces.

<#root>

DeviceA#

show cl ns nei ghbors

Tlength
Tlength
Tlength
Tlength

Tength



System Id Interface SNPA
DeviceA#

<{froot>
DeviceB#

show cl ns nei ghbors

System Id Interface SNPA
DeviceB#

State Holdtime Type Protocol

State Holdtime Type Protocol

1. Valide la configuracion que coincida con el par.
2. Asegurese de que la interfaz fisica esté en buenas condiciones para transmitir (sin errores o

problemas de niveles de luz).

3. Verifique la conectividad entre pares (prueba
df).

4. Valide los vecinos CLNS entre los pares.

5. Asegurese de que ambos extremos tengan la
el estado.

de ping agregando el tamano de MTU vy el bit

misma MTU y el mismo Circuit-Type junto con

DispositivoA

<#root>
DeviceA#

show clns interface TenG gabitEthernet 0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 41 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, local circuit ID Ox5
Neighbor Extended Local Circuit ID: 0xO

Level-1 Metric: 10, Priority: 64, Circuit ID: Devi
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: Devi

ceA.05

ceA.05




Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 0
Next IS-IS Hello in 2 seconds

if state DOMW

DispositivoB

<#root>
DeviceB#

show clns interface twentyFiveG gE 1/0/9

TwentyFiveGigELl/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 42 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, local circuit ID OxB

Neighbor Extended Local Circuit ID: 0xO

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.0OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 5 seconds

if state DOMN

6. Habilite debugisis adj-packet
y valide los paquetes que se envian y reciben.

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 13:32:52.788: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:32:52.788: ISIS-Adj:



Sending serial |IIH on TenG gabitEthernet0/0/4, 3way state: DOM, |ength 1496

*Jul 19 13:33:00.708: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:33:00.709: ISIS-Adj:

Sending serial |IIH on TenG gabitEthernet0/0/4, 3way state: DOM, |ength 1496

*Jul 19 13:33:09.726: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:09.726: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length
*Jul 19 13:33:18.376: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:18.376: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length
*Jul 19 13:33:26.132: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:26.132: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length
DeviceA#

<#root>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 14:01:32.125: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:32.125: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DOAN, |ength 1496

*Jul 19 14:01:40.005: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:40.005: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DOMAN, |ength 1496

*Jul 19 14:01:49.602: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:49.602: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, Tength 1496
*Jul 19 14:01:58.284: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:58.284: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:DOWN, Tength 1496

Ambos dispositivos estan enviando, pero no reciben el paquete de saludo de sus vecinos.

7. Habilite una captura para validar que los paquetes se envian a cada vecino. Una vez que la
captura se haya completado, expértela a la memoria flash de inicializacidén o a la memoria flash
como.pcapfile y carguela en un servidor TFTP para obtener mas detalles.

<#root>
DeviceA#

show noni tor cap cap paraneter

nonitor capture cap interface TenG gabitEthernet0/0/4 BOTH < Interface fromwhere send and receive the |
noni tor capture cap control-plane IN < Packets to be process and generated by the CPU >

nonitor capture cap access-list TAC < ACL for capture only the 1S 1S packets >

monitor capture cap buffer size 10



monitor capture cap Timit pps 1000
DeviceA#
show access-list TAC

Extended MAC access 1list TAC
permit host

a84f . blc3. 9484

host

0900. 2b00. 0005 < Local MAC address towards the I1S-1S Hello >

permit host

6¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the 1S-1S Hello >

<tfroot>

DeviceB#

show nonitor capture cap paraneter

nmonitor capture cap interface TwentyFi veG gE1/0/9 BOTH < Interface from where send and receive the Hel

nmonitor capture cap control -pl ane BOTH < Packets to be process and generated by the CPU >

monitor capture

cap match any < match all the packets on the switch >

monitor capture cap buffer size 10



Nota: EPC en los switches Catalyst Cisco I0S XE solo captura los saludos I1S-IS salientes
y no los paquetes de ingreso. Como alternativa, se recomiendan capturas de SPAN.

En esta tabla se muestra una referencia a los paquetes de saludo.

Nombre Direccion Mac de destino
Todos los IS L1 0180.c200.0014
Todos los IS L2 0180.c200.0015
Todos los IS 0900.2b00.0005
Todos los ES 0900.2b00.0004

8. Revise la captura exportada y asegurese de que los paquetes hello se intercambian entre
vecinos.



El dispositivo A envia los paquetes de saludo afadiendo su ID de sistema (cuadrado rojo). Se
espera que reciba un paquete de su vecino con su ID de sistema. En esta captura, puede apreciar
que DeviceB no reenvia estos paquetes al par.

| | eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination | seq

3 2023-87-19 08:32:05.236987 Cisco_c3:94:84 DEC-MAP-(or-0517)-. P2P HELLO, System-ID: 0000.02000.000a

» Frame 3: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
~ IEEE 802.3 Ethernet ' ' Hello packet
Destination: DEC-MAP-(or-0SI?)-Intermediate-System-Hello? (09:00:2b:80:00:05) Source from local interface(MAC)
> Source: Cisco_c3:94:84 (aB8:4f:bl:c3:94:84) Destination MAC 1S-I5 Point to Point
Length: 1499 ]
> Logical-Link Control
-~ IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 2@
Version/Protocol ID Extension: 1
ID Length: @
= Reserved: @x@
= PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
~ ISIS HELLO

SystemID {Sendr System 1D sent to the neighbor
sraing

PDU length: 1496
Local circuit ID: 5
> Restart Signaling (t=211, 1=3)
*> Point-to-point Adjacency State (t=2408, 1=5)
> Protocols Supported (t=129, 1=1)
> Area address(es) (t=1, 1=4)
*» IP Interface address(es) (t=132, 1=4)
> Padding (t=B, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=B, 1=162)

DispositivoCaptura descendente de ISIS

La captura del dispositivo B muestra que los paquetes hello se envian a su vecino (cuadrado
rojo). Sin embargo, de manera similar a la ultima captura, no recibe los paquetes de saludo de su
vecino.



| M | eth.dst == 09:00:2b:00:00:05
Ne¢| Time | Seurce | Destination | seq
1 2023-07-19 09:80:28.028914 Cisco_db:3b:5f DEC-MAP-(or-05I7)-. P2P HELLO, System-ID: 0@80.0080.0200b

> Frame 1: 1513 bytes on wire (12184 bits), 1513 bytes captured (121084 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
b IEEE 802.3 Ethernet
> Destination: DEC-MAP-(or-0SI7)-Intermediate-System-Hello? (09:008:2b:00:00:05) Hello packet
> Source: Cisco_db:3b:5f (6c:31:8e:db:3b:5T) Sowrce MAC address (local intsrtace)
Destination MAC 15-1S Point to Point
Length: 1499
» Logica"—Link Contro
~ ISD 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 20
Version/Protocol ID Extension: 1

ID Length: @
808. .... = Reserved: @x@
...1 @001 = PDU Type: P2P HELLO (17)

Version: 1

Reserved: @

Maximum Area Addresses: @

-~ ISIS HELLO
Circuit type: Level 1 and 2 (8x3)
= Reserved: 0x8@
= r System ID sent to the neighbor

olding timer:

PDU length: 1496

Lecal circuit ID: 11
> Restart Signaling (t=211, 1=3)
> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)
»> Area address(es) (t=1, 1=4)
» IP Interface address{es) (t=132, 1=4)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
» Padding (t=8, 1=255)
» Padding (t=8, 1=255)
» Padding (t=8, 1=162)

DeviceB ISIS Down Capture

El problema en este escenario se debe a un dispositivo intermedio que no permite enviar los
paquetes de saludo. Si observa una situacion similar y necesita resolver mas problemas, abra un
caso de Cisco TAC.

Inestable de adyacencia IS-IS

Esta seccion proporciona una solucién al problema comun de los flaps IS-IS.

Diagnostique el problema:

IS-IS es inestable entre DeviceA y DeviceB.

<tfroot>



DeviceA#

show | oggi ng

Jul 19 15:05:03.623:

YCLNS- 5- ADJCHANGE

Jul
Jul
Jul
Jul
Jul

19 15
19 15
19 15
19 15
19 15

<{froot>

DeviceB#

show | ogg

:05:15.075:
:07:04.575:
:07:15.759:
:09:04.983:
:09:14.835:

ng

Jul 19 15:05:02.316:

YCLNS- 5- ADJ CHANGE:

Jul
Jul
Jul
Jul
Jul

19 15
19 15
19 15
19 15
19 15

:05:18.191:
:07:09.280:
:07:18.876:
:09:06.080:
:09:17.948:

%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

I SIS: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/ 4) Down,

DeviceB
DeviceB
DeviceB
DeviceB
DeviceB

I SI'S: Adjacency to DeviceA (TwentyFi veG gE1/ 0/ 9)

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

hold tine expired

(TenGigabitEthernet0/0/4) Up, new ad
(TenGigabitEthernet0/0/4) Down, hold
(TenGigabitEthernet0/0/4) Up, new ad
(TenGigabitEthernet0/0/4) Down, hold
(TenGigabitEthernet0/0/4) Up, new ad

Down, hold tine expired

(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)

Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace

1. Verifique la conectividad entre pares (prueba de ping con el tamano de MTU y el conjunto de
bits df).

2. Asegurese de que la interfaz fisica esté en buenas condiciones para transmitir (sin errores o
problemas de niveles de luz).

3. Valide que los vecinos CLNS se envien trafico entre si con el comando show cinstraffic interface

<{froot>

DeviceA#

show clns traffic interface TenG gabit Ethernet0/0/ 4

CLNS:

CLNS & ESIS Output:
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Time since last clear: 00:01:57
3, Input: 21



Interface TenG gabit Et her net 0/ 0/ 4:

IS-IS: Time since last clear: 00:01:57
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0
1S-1S: PTP Hellos (sent/rcvd): 15/11
IS-1S: Level-1 LSPs fl ooded (sent/rcvd):
I1S-1S: Level-2 LSPs fl ooded (sent/rcvd):
IS-IS: Level-1 CSNPs (sent/rcvd): 1/1
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1
IS-IS: Level-1 DR Elections: 0O

IS-IS: Level-2 DR Elections: 0

<#root>

DeviceB#

< Devi ceA sends hell o packets and receives less than its sends

2/ 2
2/ 2

show clns traffic interface TwentyFi ved@ gE1/ 0/ 9

CLNS:

Time since last clear: 00:00:27

CLNS queue depth: 0/100, drops: 0, highest: 2
CLNS & ESIS Output: 1, Input: 14
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Interface TwentyFiveGigE1l/0/9:

IS-1IS:
IS-1IS:
IS-1IS:

I1S1S:

1S-1S:
1S-1S:

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Time since last clear: 00:00:27
Level-1 Hellos (sent/rcvd): 0/0
Level-2 Hellos (sent/rcvd): 0/0

PTP Hel | os (sent/rcvd): 4/5

Level -1 LSPs fl ooded (sent/rcvd):
Level -2 LSPs fl ooded (sent/rcvd):

Level-1 CSNPs (sent/rcvd): 1/1
Level-2 CSNPs (sent/rcvd): 1/1
Level-1 PSNPs (sent/rcvd): 1/1
Level-2 PSNPs (sent/rcvd): 1/1
Level-1 DR Elections: 0O
Level-2 DR Elections: 0O

< Devi ceB,

2/2
2/2

sends and receives a couple of hellos in conparison v



Consejo: El comandodinstrafficmuestra los saludos I1S-IS basados en el nivel IS-IS y el tipo
de red IS-IS.

4. Habilite debug 1SS adj-packets
para ver qué paquetes se intercambian entre vecinos.

<#root>
DeviceA#

show i sis adj-packets TenG gabitEthernet0/0/4

< Hellos sent to the DeviceB with no response >



Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

< |1S-1S declares the

Jul 19 18:59:01.879:

19
19
19
19
19
19
19
19

Down,

18:
18:
18:
18:
18:
18:
18:
18:

58:
58:
58:
58:
58:
58:
58:
58:

34.
34.
42.
42.
50.
50.
58.
58.

779:
779:
719:
719:
430:
430:
356:
356:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

pr ot ocol

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
down >

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

hold tine expired

< 1S 1S sends hellos to the neighbor and receives a response from Devi ceB >

Jul 19 18:59:01.879: ISIS-Adj: L2 adj count O
Jul 19 18:59:07.724: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

Jul 19 18:59:07.724: ISIS-Adj:

Sendi ng seria

Jul
Jul
Jul

Rec

Jul
Jul

RCV:

Jul
Jul
Jul
Jul
Jul

< Devi ceA

I1H on TenG gabit Et hernet 0/ 0/ 4, 3way state: DOMW, |ength 1496

19 18:59:15.894: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
19 18:59:15.894: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1

19 18:59:15.896: ISIS-Adj:

seria

I1H from 6c31. Oedb. 3b5f (TenG gabi t Et her net 0/ 0/ 4)

19 18:59:15.896: ISIS-Adj: cir type L2, cir id OB, Tength 1496

19 18:59:15.896: ISIS-Adj:

19 18:
19 18:
19 18:
19 18:
19 18:

3way Adj .

59:15.896:
59:15.896:
59:15.896:
59:15.896:
59:15.896:

Local

Ckt

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

I D: OxB Nghbr Ckt |ID:0x5 Length: 15

Nghbr Ckt ID changed: TRUE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) O0x5
newstate:1, state_changed:1, going_up:0, going_down:0
Action = GOING UP, new type = L2

declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:15.896: ISIS-Adj: New serial adjacency

Jul 19 18:59:15.896: ISIS-Adj:

rcvd state INIT, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:15.898: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Jul 19 18:59:15.898: ISIS-Adj:

Sendi ng seria

Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:

rcvd state UP, old state INT,

Jul 19 18:59:15.900: ISIS-Adj:

I1H on TenG gabitEthernet0/0/4, 3way state:INIT, length 1496

Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)
cir type L2, cir id 0B, length 1496

new state UP, nbr usable TRUE

RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

Tength 149
Tength 149
Tength 149

Tength 149



Jul 19 18:59:15.900: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5

Jul 19 18:59:15.900: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:15.900: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:15.900: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

Up, new adj acency

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

< Hello sent to the DeviceA with no response >

Jul 19 18:58:44.105: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:44.105: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:51.814: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:51.814: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:59.768: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:59.768: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

< IS IS declares the protocol down >

Jul 19 18:59:07.886: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9)

Down, hold tine expired

< IS 1S sends hellos to the nei ghbor and receives a response from Devi ceA >

Jul 19 18:59:07.887: ISIS-Adj: L2 adj count O
Jul 19 18:59:08.422: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:08.422: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

Jul 19 18:59:16.144: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:16.144: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:DOWN, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

Rec serial IlIH from a84f. blc3.9484 (TwentyFi veG gE1/0/9)

Jul 19 18:59:19.001: ISIS-Adj: cir type L2, cir id 05, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

RCV: 3way Adj. Local Ckt |D:0x5 Nghbr Ckt |D: 0x49000184 Length:5

Jul 19 18:59:19.001: ISIS-Adj: Nghbr Ckt ID changed: TRUE
Jul 19 18:59:19.001: ISIS-Adj: newstate:1, state_changed:1l, going_up:0, going_down:0
Jul 19 18:59:19.001: ISIS-Adj: Action = GOING UP, new type = L2

< DeviceB declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:19.001: ISIS-Adj: New serial adjacency



Jul 19 18:59:19.001: ISIS-Adj:

rcvd state DOMWN, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:19.002: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:59:19.002: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state:INT, |ength 1496

Jul 19 18:59:19.004: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)
Jul 19 18:59:19.004: ISIS-Adj: cir type L2, cir id 05, Tength 1496
Jul 19 18:59:19.004: ISIS-Adj:

rcvd state INIT, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:19.004: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 19 18:59:19.004: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:19.004: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB

Jul 19 18:59:19.004: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:19.004: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:19.004: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9)

Up, new adj acency

5. Habilite una captura para validar que los paquetes se envian a cada vecino. Una vez que la
captura se haya completado, exporte la captura a la memoria flash de inicializacion como un
pcap file archivo y carguela en un servidor TFTP para obtener mas detalles.

El dispositivo A recibe un paquete del dispositivo B (19:15.05) después de recibir este paquete. El
dispositivo A envia su saludo correspondiente sin ninguna respuesta del vecino hasta que alcanza
el tiempo de espera vencido que es 30 segundos de forma predeterminada (cuadrado rojo).

Esto es cuando este router declara la adyacencia inactiva. Después de este periodo, el dispositivo
B envia su saludo y es recibido por el dispositivo A y estos paquetes se intercambian sin ningun
problema (cuadrado verde).



N |eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination

5 19:15:05.147987 Cisco_db:3b:5f DEC-MAP-(or-0SI?)}-. P2P HELLO, System-ID: ©00@.0000.000b

> Frame 5: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
» IEEE 882.3 Ethernet

> Logical-Link Comtrol

> ISD 18589 ISIS InTRA Domain Reouteing Information Exchange Protocol

> ISIS HELLO

Dispositivo inestable de ISISa

La captura del dispositivo B es similar al sintoma del par. El dispositivo no recibe los paquetes de
saludo de su vecino. El ultimo paquete se envia desde el dispositivo B sin respuesta del
dispositivo A hasta que alcanza el temporizador de espera de 30 segundos. Este switch considera
que la adyacencia esta inactiva. Después de esta falla, el switch recibe el saludo del dispositivo A
e inicia la vecindad.



N |eth.dst == 09:00:2b:00:00:05
Ne| Time | Source | Destination

21:11:52,513295 Cisco_c2:94:84 DEC-MAP-(or-0SI7)-.. P2P HELLO, System-ID: 00@0.00080.0800a

Dispositivo inestable ISIS B

Esto concluye que hay un problema con el transporte y debe revisar por qué se pierden los
paquetes.

Adyacencia |IS-IS inestable (inestabilidades aleatorias)

IS-IS es inestable entre DeviceA y DeviceB. El protocolo encuentra flaps aleatorios.

<#root>
DeviceA#
show | oggi ng

Jul 21 10:03:38.633: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:05:10.272: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 10:33:41.528: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:35:07.979: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 11:03:42.442: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 11:05:08.469: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad



<tfroot>

DeviceB#

show | ogg

Jul
Jul
Jul
Jul
Jul
Jul

21
21
21
21
21
21

10:
10:
10:
10:
11:
11:

03:
05:
33:
35:
03:
05:

44.535:
13.281:
38.408:
10.989:
39.291:
11.479:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Adjacency
Adjacency
Adjacency
Adjacency
Adjacency
Adjacency

to
to
to
to
to
to

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)

Cuando se produzca el problema, asegurese de continuar con estas acciones:

1. Valide que la configuracion coincida con el par.
2. Asegurese de que la interfaz fisica esté en buenas condiciones para transmitir (sin errores o
problemas de niveles de luz).
3. Verifique la conectividad entre pares (prueba de ping con el tamafio de MTU y el conjunto
de bits df).

Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace



Consejo: No es facil resolver este tipo de problemas debido a la condicién de los flaps
aleatorios. Para hacer frente a esta situacion, considere la posibilidad de utilizar
secuencias de comandos para ejecutar los comandos necesarios y continuar con la
solucién de problemas.

4. Proceda a configurar una captura de monitor con una lista de acceso para ser mas especifico
en la resolucién de problemas.
5. Inhabilite la consola de registro y habilite eldebug isis adj-packets

<#root>
DeviceA(config)#

no | oggi ng consol e



DeviceA(config)#exit
DeviceA#

debug isis adj-packets TenG gabitEthernet0/0/4

6. Habilite la captura de paquetes en el equipo y activelo.

<#root>
DeviceA#

show noni tor capture cap paraneter

monitor capture cap interface TenGigabitEthernet0/0/4 BOTH
monitor capture cap control-plane IN
monitor capture cap

access-list TAC > match only the packets allowed on the ACL
monitor capture cap buffer size 100
circular > when the capture reaches the size of 100 MB this overwite the previous information

monitor capture cap Timit pps 1000

DeviceA#

show access-lists TAC

Extended MAC access 1list TAC
permit

host a84f. blc3.9484 host 0900. 2b00. 0005 < Local MAC address towards the I1S-IS Hello >
permit

host 6c¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the IS 1S Hello >

Devi ceA#noni tor capture cap start

7. Configure Embedded Event Manager (EEM) en el dispositivo de Cisco. Una vez que el
problema acciona el patron de syslog, esto genera registros que se almacenan en la memoria
flash como un.xtarchivo. Proceda a cargarlos a un servidor TFTP para obtener mas informacion.

<#root>
DeviceA#
show runni ng-config | sec event

event nanager applet 1SIS Flap authorization bypass



event syslog pattern "%CLNS-5- ADJCHANGE: . *hol d tine expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"

action 1.1 cli command "enable"

action 1.2 cli command "show clIns interface ten0/0/4 | append bootflash:ISIS_DeviceA.txt"
action 1.3 cli command "show cIns traffic interface tenGigabitEthernet 0/0/4 |

append bootflash:1SI'S_DeviceA txt"

action 2.0 cli command "show Togging | append bootflash:debug_DeviceA.txt"
action 2.1 cli command "undebug all"

action 2.2 cli command "monitor capture cap stop"

action 3.0 cli command "end"

For switches to append the logs it is neccesary to use the

append fl ash:

, as example:

event manager applet ISIS_Flap authorization bypass

event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"
action 1.1 cli command "enable"

action 1.2 cli command "show clns interface ten0/0/4 | append

flash:1SI'S_DeviceB.txt"

action 3.0 c1i command "end"

8. Una vez que se desencadene el problema, proceda a exportar la captura en la memoria flash
de inicializacion/flash y asegurese de que los.xxtarchivos se almacenan correctamente en la misma
ubicacion.

<#root>
DeviceA#

nonitor capture cap export bootflash:|SI'S Devi ceA pcap



Exported Successfully
DeviceA#
dir bootflash:*.txt
Directory of bootflash:/*.txt
Directory of bootflash:/
19 -rw- 6048 Jul 22 2023 13:33:40 +00:00
I SI'S Devi ceA txt
20 -rw- 103153 Jul 22 2023 13:33:40 +00:00
debug_Devi ceA. t xt
26975526912 bytes total (20527607808 bytes free)

DeviceB#

noni tor capture cap export location flash:1SIS DeviceB. pcap

Exported Successfully

DeviceB#

dir bootflash:*.txt

Directory of bootflash:/*.txt

Directory of bootflash:/

356939 -rw- 660 Jul 22 2023 13:33:42 +00:00
I SIS Devi ceB. t xt

356943 -rw- 103283 Jul 22 2023 13:33:42 +00:00

debug_Devi ceB. t xt

9. Cargue los archivos en un servidor TFTP para comparar los registros entre los dispositivos.

<#root>

DeviceA#

copy bootflash:1SIS DeviceA txt tftp
Address or name of remote host []?
< TFTP I P address >

Destination filename [

I SI'S Devi ceA txt

17



I
18144 bytes copied in 0.095 secs (190989 bytes/sec)

10. Compare las capturas y los registros para validar si los paquetes se envian y reciben desde
ambos routers.

Analisis de los registros I1S-IS:

* Ambas interfaces 1S-IS se configuran con el mismo tipo de red L1-L2.

» El estado de las interfaces (si el estado es INACTIVO) muestra que ambas interfaces no
reciben el paquete de saludo.

* |IS-IS: Los saludos PTP tienen una discordancia en los paquetes enviados y recibidos.
Mientras que el dispositivo A envia 205 paquetes y recibe 199 del par, el dispositivo B tiene
202 de 202. Esto indica que el transporte no es confiable.

<{froot>

Devi ceA

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 30 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 574 milliseconds

if state DOMN

CLNS: Time since last clear: 00:29:37

CLNS & ESIS Output: 33, Input: 241

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O



Interface TenGigabitEthernet0/0/4:

IS-IS: Time since last clear: 00:29:37
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S 1S PTP Hell os (sent/rcvd): 205/199
IS-1S: Level-1 LSPs flooded (sent/rcvd): 2/2
IS-1S: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 0/0
IS-IS: Level-2 CSNPs (sent/rcvd): 0/0
IS-IS: Level-1 PSNPs (sent/rcvd): 2/2
IS-IS: Level-2 PSNPs (sent/rcvd): 2/2
IS-IS: Level-1 DR Elections: 0
IS-IS: Level-2 DR Elections: 0

Devi ceB

TwentyFiveGigE1/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 20 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB
Neighbor Extended Local Circuit ID: 0x0
P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID:

Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID:

Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 0
Next IS-IS Hello in 7 seconds

if state DOMW

CLNS: Time since Tast clear: 00:29:34

CLNS queue depth: 0/100, drops: 0, highest: 1
CLNS & ESIS Output: 34, Input: 243

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

DeviceB.0OB

DeviceB.0OB



Interface TwentyFiveGigE1l/0/9:

IS-IS: Time since last clear:
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S-1S: PTP Hel l
I1S-1S: Level-1
IS-1S: Level -2

IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2

0s

CSNPs
CSNPs
PSNPs
PSNPs

00:29:34

(sent/rcvd): 202/202
LSPs fl ooded (sent/rcvd): 2/2
LSPs fl ooded (sent/rcvd): 2/2

(sent/rcvd): 0/0
(sent/rcvd): 0/0
(sent/rcvd): 2/2
(sent/rcvd): 2/2
DR Elections:
DR Elections:

0
0

El siguiente paso es comparar las depuraciones y capturas.

<{froot>

Devi ceA

Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:

Jul 22 19:
Jul 22 19:

Devi ceB

Jul 22 19:

Jul 22 19:

17:
17:
17:

17

17:
17:
17:
17:
17:

17

17:
17:

17:
17:
17:
17:

17:
17:
18:
18:

18:

18:
18:

17:

17:

24.
24.
31.

:31.
31.
31.
31.
31.
31.
:31.
31.
31.

33.
33.
42.
42.

52.
52.
01.
01.

01.

01.
01.

25.

25.

929:
929:
685:

685:
685:
685:
685:
685:
685:
685:
685:
685:

626:
627:
671:
672:

008:
008:
475:
475:

685:

685:
685:

693:

693:

ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

ISl S Adj :

ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

YCLNS- 5- ADJCHANGE

ISIS-Adj:
ISIS-Adj:

ISl S Adj :

ISl S Adj :

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,
Rec serial IlH from 6c31. 0Oedb. 3b5f (TenG gabit Et her net 0/ 0/ 4)

cir type L1L2, cir id OB, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) 0x5
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

| ength 149¢

| ength 149¢

| ength 149¢

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

L1 adj count 0O
L2 adj count 0O

SND: 3way Adj. Local Ckt |ID:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI'S: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/ 4) Down, hold

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: UP, length 1496



Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul
Jul
Jul
Jul

Jul

Jul
Jul

22

22
22
22
22
22
22
22
22
22

22

22

22

22
22
22
22
22
22
22
22
22

22

22

22
22
22
22

22

22
22

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:
19:
19:
19:

19:

19:
19:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

17:

17:
17:
17:
17:

17

17:
17:

17

17:

17:

17:

17

17:
18:
18:

18:

18:
18:

27.

27.

27

27.
27.

27

27.
27.

27

27.

34.

34.

36.

36.
36.
36.
36.
:36.
36.
36.
:36.
36.

43.

43.

:51.
51.
00.
00.

06.

06.
06.

882:

882:
.882:
882:
882:
.882:
882:
882:
.882:
882:

637:

637:

579:

579:
579:
579:
579:
579:
579:
579:
579:
579:

270:

271:

658:
658:
248:
248:

579:

579:
579:

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496

UCLNS- 5- ADJCHANGE: |SI'S: Adjacency to DeviceA (TwentyFi veG gE1/0/9) Down, hold tin

ISIS-Adj: L1 adj count O
ISIS-Adj: L2 adj count O

Analisis de los registros de depuracion I1S-IS:

DispositivoA

+ El dispositivo A envia un paquete de saludo (22 jul 19:17:24), el dispositivo B responde a

este paquete (22 jul 19:17:25), el dispositivo A recibe esta respuesta (22 jul 19:17:31).



Jul 22 19:17:24.929:
Jul 22 19:17:24.929:
Jul 22 19:17:31.685:

DispositivoB

Jul 22 19:17:25.693:
Jul 22 19:17:25.693:
Jul 22 19:17:27.882:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149
ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigE1l/0/9)

 El dispositivo A envia otro paquete de saludo (22 de julio a las 19:17:33), el dispositivo B
envia su paquete de saludo (22 de julio a las 19:17:34) y dos segundos después recibe el
paquete de su par.

DispositivoA

Jul 22 19:17:33.626:
Jul 22 19:17:33.627:

DispositivoB

Jul 22 19:17:34.637:
Jul 22 19:17:34.637:
Jul 22 19:17:36.579:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:UP, length 1496
ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigE1l/0/9)

» Durante el periodo en que el dispositivo A no recibe el paquete enviado por el dispositivo B,
el protocolo se declara inactivo después de 30 segundos.

DispositivoA

Jul 22 19:17:42.671:
Jul 22 19:17:42.672:

Jul 22 19:18:01.475:
Jul 22 19:18:01.685:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149
%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold

 El dispositivo B no recibe ningun paquete de su par. Después del periodo de tiempo de
espera predeterminado, este protocolo se declara inactivo.



DispositivoB

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

<snip>

Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Down, hold tim

Captura el analisis:

El dispositivo A recibe paquetes del dispositivo B, pero el ultimo paquete que este router recibe
del par se encuentra en el minuto 13:17.31. Luego, el dispositivo A envia paquetes de saludo

sin ninguna respuesta del par.

M | eth.dst == 09:00:2b:00:00:05

N¢| Time | Source | Destination

2023-87-22 13:17:31.684962 Cisco_db:3b:5f DEC-MAP-(or-05I7)-.. P2P HELLO, System-ID: 0000.0000.000b

> Frame 679: 1513 bytes on wire (12104 bits), 1513 bytes captured (12184 bits)
> IEEE 8@82.3 Ethernet

> Logical-Link Control
> IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
> ISIS HELLO




Dispositivo de inestabilidad aleatoria I1SISa

La captura del dispositivo B muestra una condicidn similar, el switch recibe el ultimo paquete de
saludo de su par, sin embargo, el dispositivo B comienza a enviar sus paquetes de saludo sin
respuesta.

N | eth.dst == 09:00:2b:00:00:05

Nt| Time | Source Destination

2023-07-22 19:14:20.125427 Cisco_c3:94:84 DEC-MAP-(or-0SI?)-- P2P HELLO, System-ID: @080.0000.000a

» Frame 1971: 1513 bytes on wire (12184 bits), 1513 bytes captured (12104 bits) on interface \Device\NPF_{D6BBEB60-9886-4A6C-BDD5~8E2837C66FBA}Y, id @
~ IEEE 862.3 Ethernet

» Destination: DEC-MAP-{or-05I7)-Intermediate-System-Hello? (89:98:2b:08:88:85)
» Source: Cisco_c3:94:84 (aB:4T:bl:c3:94:84)
Length: 1499
» Logical-Link Control
» IS0 1@589 ISIS InTRA Domain Routeing Information Exchange Protocol
» ISIS HELLO

Dispositivo inestable ISIS B

En las capturas exportadas, los paquetes de saludo no se entregan entre pares. Este problema
parece estar relacionado con el transporte.



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



