ASA: Ejemplo y troubleshooting de la
configuracion de Relay DHCPv6
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Introduccién

El documento describe como configurar un dispositivo de seguridad adaptante de Cisco (ASA)
como un Agente Relay DHCPv6 y también cubre algun Troubleshooting basico. En la version del
codigo 9.0 ASA y posterior, los soportes ASA

Prerrequisitos

Requisitos

Cisco recomienda que tenga conocimiento sobre estos temas:



- Conceptos basicos del IPv6

- IPv6 que dirige el mecanismo
- Flujo de paquetes DHCPv6

. Conceptos del relé DHCP

Componentes Utilizados

La informacion en este documento se basa en la version 9.1.2 ASA 5500.

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si la red esta funcionando,
asegurese de haber comprendido el impacto que puede tener cualquier comando.

Stateful contra DHCPv6 apatrida

Si usted entiende el método distinto de asignacion de direccion en el IPv6, le ayuda a entender
coémo la funcién de relay DHCPVG6 trabaja en el ASA. Refre a la asignacion de direccion dinamica
en el IPv6 usando SLAAC y DHCP para una introduccion a la configuracion automatica de
direccion apatrida (SLAAC) y a DHCPV6.

Diagrama de la red

Esta configuracion de muestra describe cémo configurar el ASA como Agente Relay DHCPV6. En
esta configuracion, el CLIENTE es la interfaz donde el cliente del IPv6 esta conectado. El
SERVIDOR es la interfaz a través de la cual el servidor DHCPv6 2001:db8:200:2/64 es accesible.

CLIENT

SERVER
2001 :db8:100::1/64 200

1:db8:200::1/64

] =
———
DHCP Client DHCP Server

2001:db8:200::2/64

DHCPV6 contra los Tipos de mensaje DHCPv4


https://supportforums.cisco.com/docs/DOC-23871
https://supportforums.cisco.com/docs/DOC-23871

DHCPvt Message Type DHCPv4 Message Type
Salicit (17 DHCPDISCOYER
Advertise (2] ODHCPOFFER

Request (3), Renew (5], Rebind () DHCPREQUEST

Reply (7] DHCPACK S DHCPMAR,
Felease (8) DHCPRELEASE
Information-Request (11) DHCPINFORM

Decline (£ DHCPDECLINE
Confirm (4) none

Feconfigure (10) ODHCPFORCEREMEWY
Relay-Forw (12), Relay-Reply {13) nane

Retransmisién apatrida DHCPv6

Configuracion

Aqui esta la configuracion basica para la configuracién de Relay apatrida DHCPv6 en el ASA:

interface G gabitEthernet0/1
nanei f CLI ENT

security-level 100

i pv6 address 2001: db8:100::1/64
i pv6 enabl e

i pv6 nd other-config-flag

|

interface G gabitEthernet0/0
nanmei f SERVER

security-level 0

i pv6 address 2001: db8: 200: 1/ 64
i pv6 enabl e

|

i pv6 dhcprelay server 2001: db8:200: 2 inside
i pv6 dhcprel ay enabl e outside

Flujo de paquetes

Con DHCPv6 apatrida, aqui esta el flujo de paquetes del cliente:



Client

EI Information-request

El ASA intercepta estos paquetes y los envuelve en el formato del relé DHCP:

DHCPv6
Client Relay-Forward Server
Information-request =
. W .
Reply
Relay-Reply
Verificacion
Depuraciones

Si usted habilita el IPv6 del debug dhcprelay y hace el debug del DHCP del IPv6, después la
salida relevante imprime a la pantalla. Esta salida se toma de un escenario de trabajo:

| Pv6 DHCP: Received | NFORVATI ON- REQUEST from fe80::c671: feff:fe93: b51la on CLI ENT

| Pv6 DHCP: detail ed packet contents

src fe80::c671:feff:fe93:b51la (CLIENT)

dst ff02::1:2

type | NFORVATI ON- REQUEST(11), xid 1588088

opti on ELAPSED TI ME(8), len 2

el apsed-time 0

option CLIENTID(1), len 10

00030001c471fe93b516

option ORQ(6), len 6

DNS- SERVERS, DOVAI N- LI ST, UNKNOWN
| Pv6 DHCP_RELAY: Rel ayi ng | NFORVATI ON- REQUEST from fe80::c671: feff:fe93: b51a on CLI ENT
| Pv6 DHCP_RELAY: Creating relay binding for fe80::c671:feff:fe93:b51la at interface CLIENT
| Pv6 DHCP_RELAY: to 2001: db8:200::2 via 2001: db8: 200:: 2 usi ng SERVER
I Pv6 DHCP: Sendi ng RELAY- FORWARD to 2001: db8: 200::2 on SERVER

| Pv6 DHCP: detail ed packet contents
src 2001: db8:200:: 1
dst 2001: db8: 200: : 2 ( SERVER)
type RELAY- FORWARD(12), hop O
Iink 2001: db8: 100: : 1
peer fe80::c671:feff:fe93:b51a
opti on RELAY-M5G(9), len 34
type | NFORVATI ON- REQUEST(11), xid 1588088
opti on ELAPSED TI ME(8), len 2

el apsed-time 0

option CLIENTID(1), len 10



00030001c471f e93b516
option ORQ(6), len 6
DNS- SERVERS, DOVAI N- LI ST, UNKNOAN
option | NTERFACE-1D(18), len 4
0x00000015
| Pv6 DHCP: Received RELAY-REPLY from 2001: db8: 200:: 2 on SERVER

| Pv6 DHCP: detail ed packet contents
src 2001: db8: 200: : 2 ( SERVER)
dst 2001: db8:200::1
type RELAY-REPLY(13), hop O
link 2001: db8: 100:: 1
peer fe80::c671:feff:fe93:b51a
opti on RELAY-MSE 9), len 67
type REPLY(7), xid 1588088
option SERVERI D(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471f e93b516
opti on DNS- SERVERS(23), len 16
2001: db8: 1000: : 1
opti on DOVAI N-LIST(24), len 11
ci sco.com
option | NTERFACE-1D(18), len 4
0x00000015
| Pv6 DHCP_RELAY: Rel ayi ng RELAY-REPLY from 2001: db8: 200: : 2 on SERVER
| Pv6 DHCP_RELAY: rel ayed nmsg: REPLY
| Pv6 DHCP_RELAY: to feB80::c671:feff:fe93:b51a
| Pv6 DHCP: Sending REPLY to fe80::c671:feff:fe93:b51a on CLIENT

| Pv6 DHCP: detail ed packet contents
src fe80::219: 7ff: fe24: 2e44
dst fe80::c671:feff:fe93: b51la (CLIENT)
type REPLY(7), xid 1588088
opti on SERVERI D(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471f e93b516
opti on DNS- SERVERS(23), len 16
2001: db8: 1000: : 1
opti on DOVAI N-LIST(24), len 11
ci sco.com

En el paquete de pedidos INFORMATION-REQUEST, el cliente pide solamente el DNS-servidor y
el dominio, se espera que puesto que el cilent se configura para DHCPv6 apatrida.

Fotos de Wireshark

Pedido de DHCP cliente



Protocol  Length  Identification

133 Oxfezadf C

reply XID:

ID: 00030001c471Fes3h5ls

Mext header: upP (173

Hop Jdimit: 255
E-E-- —
ource: Tes0::ca/l:feft:feds:hila (Fes0::ca 1 :feff feds:hilal ) Src. Address field set to link-local IPv6 address assigned to the sending interface.
Tt s K lw AF T ETE h E =R Lal]
Joestination: £f02::1:2 (FF02::1:2) |mmmmmjieme—  Dst. Address set to link-local scope all-routers Multicast address (FF02::2).
[SOUrCE GenIr: OrRnown]
[Destination GeoIP: Unknown]
# User Datagram Protocel, [5TC FOTT: ONCPvE-ClTent C928), DSt rort: dncpve-server Loa7. ]
= DHCPvE
[fessage type: Information-reguest (11) |
Transaction ID: OxFcsadt
B Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
= client rdentifier
option: Client Identifier (1)
Length: 10
value: 00030001c471fe93holE
DUID: 00030001c471Fe93b516
DUID Type: link-Tayer address (3)
Hardware Type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
= option Request
option: option Reguest (6)
Length: &
value: 001700180020
Requested Option code: DNS recursive name server (23)
reguested option code: Domain Search List (240 Requested options. I
Eequested ootion codes 1 fatima (327

UDP ports used for DHCPv6.

m

Pedido de DHCP retransmitido por el ASA

[Destination
10 0 3 0::] 8
2 0.0048346

Protocol
D
DHCPvE

Length Identification
146

179

df CID: 00( 1]

< I

User Datagram Protocol,[src Port: dhcpué-server (547), Dst Port: dhcpyé-server (547) ] Ports used for DHCPv6 Relay
5 DHCPYE

pressage type: Relay-forw (12)]
Aopcount . 0
JLink address: 200l:db8:100::1 (2001:db8:100::1) |
Peer address: TeB0::ce7l:feft:Ted3:hsla (tes0::ca7l:feff:feo3:h51lal
B Relay Message
option: relay message (9)

Length: 34
value: 0bfc3adfooo8000200000001000a00030001cd 71fe93b516. ..
= DHCPvE

Messange type: 1nformation-reguest (111 |
[fransaction ID: OxfcZadh
= Elapsed time
option: Elapsed time (8]
Length: 2
value: 0000
Elapsed-time: O ms
= Client Identifier
option: Client Identifier (12
Length: 10
value: 00030001c471Fe23b516
DUID: 00030001c471fe93bs1l6
DUID Type: Tink-Tlayer address (3]
Hardware type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
= option Request i
option: option Reguest (&)
Length: 6
value: 001700180020
reguested option code: DHS recursive name server (23)
requested option code: Domain Search List (24)

m

Respuesta DHCP del servidor




Mo, Time Source Destination Protocol  Length  Identification Info
1 0.000000 2001 :db8: 200 2001 :dhs8 DHCPvE relay-forw L: 2001 :dbi
2 0.00 20 H 2 DHC [ RE aply 20

Information-request xID:
r 2 11 Rep o: Oxf df CID: 000

(= DHCPWE -
[tessage type: Relay-reply (13) ]
Aopcount . o
JLink address: 2001:db8:100::1 (2001:db8:100::1)]
Peer address: TeB0::cev7l:Teft:Ted3:h51a (fel0::ca7l:feff:feo3:b51a)

B Relay Massage
Ioptinm: Relay Massage (9)'

o=l ge i ]
value: 07Fc3adfo002000a00030001002414233C940001000a0003. ..
= DHCPvE

Message Type: Reply (7))
Transaction ID: Oxfcsal
= server Identifier
option: server Identifier (20
Length: 10
value: 00030001002414a33c%4
DUID: 0Q0030001002414a33c594
DUID Type: Tlink-Tayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3c:94
@ Client Identifier
DH= TEcUrsTvE Mame Server
option: DNS recursive name server (23]
Length: 16
value: 20010db8100000000000000000000001 DNS Server Provided hy DHCPv6 Server
CNS server address: 2001:db8:1000::1 ¢2001:cdb8:1000::1)

m

option: pomain search List (24)
Length: 11

value: 05636973636F0363676d00
DMNS Domain Search List Domain name

pomain: cisco.com

Contestacion remitida al cliente

Mo, Time
1 0.000000
2 584

Source Destination Protocol  Length Identification Info
DHCPYG 100 Information-request xIo: Oxfc3adf c1 00030001c471F293h5;

1 Reply 0x df CID: 5

165

Internet Protoco] Version 6, src: fe80::210:77F:Fe2d:2e44 (fe80::210:7FF:Ta24:2e447, Dst: fes0::ce7l:feff:fedz:hsla (fe80::c671:feff:fed3:b5la) 9
® User Datagram Protocol, [Src Port: dhcpwé—server (5470, Dst Port: dhcpvé-client (545) | Ports used to reply clients
£ DHZPvE

IMezsage type: Reply (701
Transaction ID: Oxfc3adf
= server Identifier
option: server Identifier (20
Length: 10
value: 00030001002414a33c%4
DUID: 00030001002414a33c594
DUID Type: link-Tlayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3c:94
= Client Identifier
option: client Identifier (1)
Length: 10
value: 00030001c471Fes3b516
DUID: 00030001cd71fe93hsle
DUID Type: link-Tayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
TECUr S Ve name server
option: DNS recursive name server (23]
Length: 18
value! 20010dk8100000000000000000000001 Information forwarded to client
DNS server address: 2001:db8:1000::1 (2001:cdh8:1000::1)
= Domain search List
option: pomain Search List (24)
Length: 11
value: 05636973636f03636F6d00
DNS Domain Search List
Domain: cisco.com -

m

DHCPv6 stateful

Configuracion

Aqui esta la configuracion basica para la configuracion de Relay stateful DHCPv6 en el ASA:

interface G gabitEthernet0/1
nanei f CLI ENT

security-level 100

i pv6 address 2001: db8:100::1/64
i pv6 enabl e

|
interface G gabitEthernet0/0
nanmei f SERVER

security-level 0
i pv6 address 2001: db8: 200: 1/ 64
i pv6 enabl e



i pv6é dhcprelay server 2001:db8:200: 2 inside
i pv6 dhcprel ay enabl e outside

Flujo de paquetes

Con DHCPv6 stateful, aqui esta el flujo de paquetes del cliente:

DHCPvE
Client Server
Advertise

g Hequest -. =

“—  1m

El ASA intercepta estos paquetes y los envuelve en el formato del relé DHCP:

Relay-Forward
m Solicit
Client Advertise @
g Request I Request

W ASA
Reply

Relay-Reply

Advertise

Relay-Forward

Relay-Reply

Verificacion

Depuraciones

| Pv6 DHCP: Received SOLICIT fromfe80::c671:feff:fe93:b51a on CLI ENT

| Pv6 DHCP: detail ed packet contents

src feB80::c671:feff:fe93: b51la (CLIENT)

dst ff02::1:2

type SCLICIT(1), xid 2490681

opti on ELAPSED- TI ME(8), len 2

el apsed-time 0

option CLIENTID(1), len 10

00030001c471f e93b516

option ORQ(6), len 4

DNS- SERVERS, DOVAI N- LI ST

option I A-NA(3), len 12

| Al D 0x00040001, T1 O, T2 O
| Pv6 DHCP_RELAY: Relaying SCLICIT fromfe80::c671:feff:fe93:b51a on CLIENT
| Pv6 DHCP_RELAY: Creating relay binding for fe80::c671:feff:fe93:b51la at interface CLIENT
| Pv6 DHCP_RELAY: to 2001: db8:200::2 via 2001: db8: 200:: 2 usi ng SERVER

DHCPvb
Server



I Pv6 DHCP: Sendi ng RELAY- FORWARD to 2001: db8: 200::2 on SERVER

| Pv6 DHCP: detail ed packet contents
src 2001: db8:200:: 1
dst 2001: db8: 200: : 2 ( SERVER)
type RELAY- FORWARD(12), hop O
link 2001: db8: 100:: 1
peer fe80::c671:feff:fe93:b51a
opti on RELAY-MSE 9), len 48
type SOLICIT(1), xid 2490681
opti on ELAPSED TI ME(8), len 2
el apsed-time O
option CLIENTID(1), len 10
00030001c471f e93b516
option ORQ(6), len 4
DNS- SERVERS, DOVAI N- LI ST
option I A-NA(3), len 12
| Al D 0x00040001, T1 0, T2 O
option | NTERFACE-1D(18), len 4
0x00000015
| Pv6 DHCP: Recei ved RELAY-REPLY from 2001: db8: 200:: 2 on SERVER

| Pv6 DHCP: detail ed packet contents
src 2001: db8: 200: : 2 ( SERVER)
dst 2001: db8:200::1
type RELAY-REPLY(13), hop O
link 2001: db8: 100:: 1
peer fe80::c671:feff:fe93:b51a
opti on RELAY-MSE 9), len 111
type ADVERTI SE(2), xid 2490681
opti on SERVERI D(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471f e93b516
option I A-NA(3), len 40
| Al D 0x00040001, T1 43200, T2 69120
option | AADDR(5), len 24
| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY
opti on DNS- SERVERS(23), len 16
2001: db8: 1000: : 1
opti on DOVAI N-LIST(24), len 11
ci sco.com
option | NTERFACE-1D(18), len 4
0x00000015

| Pv6 DHCP_RELAY: Rel ayi ng RELAY-REPLY from 2001: db8: 200: : 2 on SERVER

| Pv6 DHCP_RELAY: rel ayed nmsg: ADVERTI SE
| Pv6 DHCP_RELAY: to feB80::c671:feff:fe93:b51a

| Pv6 DHCP: Sendi ng ADVERTI SE to fe80::c671: feff:fe93: b51a on CLI ENT

| Pv6 DHCP: detail ed packet contents
src feB80::219: 7ff: fe24: 2e44
dst fe80::c671:feff:fe93:b51la (CLIENT)
type ADVERTI SE(2), xid 2490681
option SERVERI D(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471f e93b516
option I A-NA(3), len 40
| Al D 0x00040001, T1 43200, T2 69120
option | AADDR(5), len 24
| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY
opti on DNS- SERVERS(23), len 16



2001: db8: 1000:: 1
opti on DOVAI N-LIST(24), len 11
ci sco.com
| Pv6 DHCP: Received REQUEST from fe80::c671: feff:fe93:b51la on CLI ENT

| Pv6 DHCP: detail ed packet contents

src feB80::c671:feff:fe93: b51la (CLIENT)

dst ff02::1:2

type REQUEST(3), xid 2492842

opti on ELAPSED TI ME(8), len 2

el apsed-time O

option CLIENTID(1), len 10

00030001c471f e93b516

option ORQ(6), len 4

DNS- SERVERS, DOVAI N- LI ST

option SERVERI D(2), len 10

00030001002414a33c94

option I A-NA(3), len 40

| Al D 0x00040001, T1 O, T2 O

option | AADDR(5), len 24

| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY

| Pv6 DHCP_RELAY: Rel aying REQUEST from fe80::c671: feff:fe93: b5la on CLI ENT
| Pv6 DHCP_RELAY: to 2001: db8: 200::2 via 2001: db8: 200: : 2 usi ng SERVER
I Pv6 DHCP: Sendi ng RELAY- FORWARD to 2001: db8: 200:: 2 on SERVER

| Pv6 DHCP: detail ed packet contents
src 2001: db8:200:: 1
dst 2001: db8: 200: : 2 ( SERVER)
type RELAY- FORWARD(12), hop O
link 2001: db8: 100:: 1
peer fe80::c671:feff:fe93:b51a
opti on RELAY-MSE9), len 90
type REQUEST(3), xid 2492842
opti on ELAPSED TI ME(8), len 2
el apsed-time O
option CLIENTID(1), len 10
00030001c471f e93b516
option ORQ(6), len 4
DNS- SERVERS, DOVAI N- LI ST
option SERVERI D(2), len 10
00030001002414a33c94
option I A-NA(3), len 40
| Al D 0x00040001, T1 0, T2 O
option | AADDR(5), len 24
| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY
option | NTERFACE-1D(18), len 4
0x00000015
| Pv6 DHCP: Recei ved RELAY-REPLY from 2001: db8: 200:: 2 on SERVER

| Pv6 DHCP: detail ed packet contents

src 2001: db8: 200: : 2 ( SERVER)

dst 2001: db8:200::1

type RELAY-REPLY(13), hop O

link 2001: db8: 100:: 1

peer fe80::c671:feff:fe93:b51a

opti on RELAY-MSE 9), len 111

type REPLY(7), xid 2492842

option SERVERI D(2), len 10
00030001002414a33c94

option CLIENTID(1), len 10
00030001c471f e93b516

option I A-NA(3), len 40



| Al D 0x00040001, T1 43200, T2 69120
option | AADDR(5), len 24
| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY
opti on DNS- SERVERS(23), len 16
2001: db8: 1000: : 1
opti on DOVAI N-LIST(24), len 11
ci sco.com
option | NTERFACE-1D(18), len 4
0x00000015
| Pv6 DHCP_RELAY: Rel ayi ng RELAY-REPLY from 2001: db8: 200: : 2 on SERVER
| Pv6 DHCP_RELAY: rel ayed nmsg: REPLY
| Pv6 DHCP_RELAY: to feB80::c671:feff:fe93:b51a
| Pv6 DHCP: Sending REPLY to fe80::c671:feff:fe93:b51a on CLI ENT

| Pv6 DHCP: detail ed packet contents
src feB80::219: 7ff: fe24: 2e44
dst fe80::c671:feff:fe93:b51la (CLIENT)
type REPLY(7), xid 2492842
option SERVERI D(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471f e93b516
option I A-NA(3), len 40
| Al D 0x00040001, T1 43200, T2 69120
option | AADDR(5), len 24
| Pv6 address 2001: db8: 300: 0: 48ae: 5f 5d: 8290: €926
preferred INFINITY, valid INFINITY
opti on DNS- SERVERS(23), len 16
2001: db8: 1000:: 1
opti on DOVAI N-LIST(24), len 11
ci sco.com

Fotos de Wireshark

SOLICITE (1)

Un cliente DHCPV6 envia un mensaje de la solicitacion para localizar los servidores DHCPV6.

Qurce Destingtion Brotocol  Length Identification Info
lfeg0 car)ifeffifonahila ffoo 1. DHODWE 114 olicit =ID: Qxpe0120 cIh: 00030001ca7 feozbole |

feB0::210:7ff:fe2d :2ed44 fed0::ce7l:Feff:fed3:h51la DHCPVE 177 Advertise xID: 0x260139 CID: 00030001c471fe93b516 Ias: 2001:dbB:300:0:48ae:5F5d:8200:292¢
fesou: :c671:feff:fev3:b5la ffoz::1:2 DHCPWG 156 Request XID: Ox260%3aa CID: 00030001c471fes3h516 Taa: 2001:db8:300:0:48ae:5F5d:8200: 2526
feb::210:7ff:Fe2d4:2e44 febl::c671l:feff:fe93:051a DHCOPWE 177 Reply XID: 0x2608aa CID: 00030001c471fe93b516 Iaa: 2001:dbB8:300:0:48ae:5F5d:8290:2928
“ m '

# LATErA&T PFOTOCOl VErSTOn 0, SFc: TESU:DCh/LiTerT:TEYS:051a (TeNU:ICo/LITaTT TeyYs:090a), UST: TTUZIILiZ (TTUZiiLliZ)
¥ User Datagram Protocol, |src Port: dhcpvé-client (54&), Dst Port: dhcpwé-server (3470 |  Perts used between clients and Relay Agent (ASA).
=l DHCPy6
Pessage type:_sonicit (] DHCPv6 client sends a solicit message.
Transaction ID: 0Ox26013% M
2 Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
= Client Identifier
option: client Identifier (1)
Length: 10
value: 00030001c471Fe03b516
DUID: 00030001cd471fe93h5ls Each DHCP client and server has a DUID. DHCP servers use DUIDs to identify clients for the selection of configuration parameters
DUID Type: Tink-Tayer address (3) and in the association of 1As with clients.
Hardware type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
S option Request
| option: option Reguest (6)
Length: 4
value: 00170018
Requested Option code: DMS recursive name server (23]
ption code: Domain Search List (240

m

The client is responsible for creating l1As and requesting that a server assign IPv6 address to 1A,

tTer——
value: 000400010000000000000000
IAID: 00040001

T1: 0

TZ: 0 -

El ASA retransmite el mensaje de la solicitacion.



Y 0x260139 CID: 00030001c471fe
2001:db8:200: :1 2001 :dbd:200 DHCPYE 202 relay-forw L: 2001:db8:100::1 Request XID: O0x2609aa CID: 00030001c471fed3h
2001 :cdb8:200::2 2001 :cdb8:200::1 DHCPYE 223 relay-reply L: 2001:cdb8:100::1 Reply ®ID: 0x26089aa CID: 00030001c471fe33b5

N

[0 '

# Frame 1: 160 hbytes on wire (1280 bits), 160 bytes captured (1230 bits)
@ Ethernet IT, Src: Cisco_24:2e:44 (00:19:07:24:2e:447, Dst: Cisco_a3:3c:98 (00:24:14:a3:3c:98)
@ 802.1q wirtual LAN, PRI: O, CFI: 0, ID: 901
@ Internet Protacal version 6,[Sre: 2001:0b8:200::1 (2001:0b8:200::1), Dst: 2001:dbB8:200::2 (2001:dbB:200::2) |
User Datagram Protocol, |Src port: dhcpvé-server (547), Dst Port: dhcpwG-server (547) | Ports used between ASA and DHCPV6 server.
= DHCPY6 . -
[Fessage type: relay-torw @2y | ASA relay’s Solicit message

e apmiels e
Link address: 2001:db8:100::1 (2001:db3:100::1)
peer address: fe80::ca7l:feff:fes3:h51a (fel80::ca71l:feff:feo3:b51a)
£ Relay Massage
option: relay message (9)

TETTT
Alue: 012600 30000800020000000] 000a00023000] c47]feo3hn]
= DHCPvE

Message type: solicit (1)

Transaction ID: Ox26013%

Elapsed time

Client Identifier

option Request

Identity Association for Mon-temporary Address
B IPCErT ace-10

HEEE®

HAGA PUBLICIDAD de (2)

Un servidor envia un mensaje de la publicidad para indicar que esta disponible para el servicio del
DHCP, en respuesta a un mensaje de la solicitacion recibido de un cliente.

Source
2000 :cdh&:200: :1

Destination

Protocol  Length Tdentification Info
DHCPWE relay-forw L:

0x260139 CID: 00030001cd71fea3b!
! : D: Fedd
REfUesT xID: Ox2608%aa CI 00030001 c471Fed3h
rRelay-reply L: 2001:db8:100::1 Reply XID: Ox260%a3a CID: 00030001c471feozhsd -
G

2001 5] 1
2001:cb8:200::2 2001:dh8:200::

DHCPVE 202
DHCPvE 223
I

Frame 2: 223 bytes on wire (1784 bits), 223 bytes captured (1734 bits)
Ethernet II, Src: Cisco_a3:3c:898 (00:24:14:a3:3c:98), Dst: Cisco_24:2e:44 (00:19:07:24:2e2:44)
802.10 virtual LAN, PRI: 6, CFI: Q. ID: 901
Internet Protocol Version 6, src:|2000:db8:200::2 €2001:db8:200::2), Dst: 2001:cdb8:200::1 (2001:db8:200::10
User Datagram Protocol, Src Port:ldhcpvé-servar (5477, Dot port: dhcpuG-servar (5477
DHCPvVE
[Message type: Relay-reply (13 ]

Ropcount: o

Link address: 2001:db8:100::1 (2001:db3:100::1)

Peer address: feB0::cé7l:feff:fed3:h51a (fel80::ca71l:feff:fe93:b51a)
B Relay Message

option: relay message (9)

N

OIHE®HBHE

Length: 111
value: 0226013%0002000a00030001002414a330940001000a0003. ..
= DHCPvE

| Message type: Adwvertise t2) |
Tron=ociion Tho horpl=n

# server Identifier

@ Client Identifier

[ Identity Association for Mon-temporary Address

DNS recursive name server

© Domain search List

Server sends an Advertise message to indicate that it is available for DHCPV6 service.

® Interface-Id

.
Transaction ID: Ox260139
= Server Identifier
option: server Identifier (20

Length: 10
value: 00030001002414333c%4
[ouzD: c0030001002414a33¢94 | Server DUID

DUID Type: [1nk-Tayer address (3]
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3¢:94
@ client Identifier
= Identity Association for Mon-temporary Address

option: Identity Association for Mon-temporary address (30
Length: 40

00002800001 02000005001820010db803000000. . .
0004 0001

T2: 68120
= IA Address
option: Ia address (5)
Length: 74
alue: 20010db80300000048aest5d8200es 26 FHFrrrfirffrirft
Pv6 address: 2001:db8:300:0:48ae:5F5d:8200:8526 (2001 :db8:300:0:48a8:5F5d:8290:2926) Offered IP Address
Freterred TiTetime: Tnt ity
preferred Tifetime: infinity
[ DNS recursive name server
option: DNS recursive name server (23]

u

Length: 18
alus: 2000 0dhal 000000AA00AAAAAAANAAAN]
I DS server address: 2001:db8:1000::1 ¢2001l:dbS:1000::1) | DNS Server IP Address

= Domain search List
option: pomain Search List (24)
Length: 11
value: 05636973636f03636F6d00
Dz pomain Search List
| comain: cisco.com | Domain Name Provided
® Interface-Id

PETICION (3)

Un cliente envia un mensaje request para pedir los parametros de la configuracién, que incluyen
los IP Addresses o los prefijos delegados, de un servidor especifico.



Source Destination Protocol  Length Identification  Info

feg0::cerl:feffifesshila ffoz:i:l:2 DHCPYE 114 solicit XID: Ox26013% CID: 00030001c471fed3bils

fe80::215:7ff:Fe2d: 0044 feg0::ca71:Feff:feo3:b51a DHCPWE 177 Advertise =ID: 0x260139 CI0: 00030001c471fe03hs16 Tad: 2000 :dbB:300:0:485e:5F5d: 820
G71:feff:fed3:h5la froz2::1:2 DHCPWE 156 Request ¥ID: 0x26093a CID: 00030001cd471fed3h5le Taa: 2001:db8:300:0:48ae:5750d:825

« I "

EOLTILEN TIEL R OLOCD T WET 3 TONT O, 51 e 1O e L | S 1 e S5 L W JLa A SO, Ui L S0 S RILa, USL. 1T WE . aLe 2 LI WE . aLaE g

% User Datagram Protocol, Src Port: dhcpv&—c?ientl(546), Dst Port: dhcpvé-server (54?)'
= DHCI

Transaction I 0x2609aa
2 Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
Client Identifier

B option Reguest
I option: option Reguest (&) I
TErT T S
value: 00170018
|Requested option code: DMS recursive name server (230
requested option code: Domain Search List (240
server Identifier
Identity Association for Mon-temporary Address
option: Identity association for won-temporary address (30
Length: 40
value: 0004000100000000000000000005001820010db803000000. . .
IAID: 00040001
T1: 0
Ti: 0
IA Addraess
option: IA address (5)
Lencth: 24
walue: 20010cdb80300000048aest5d8200es2ef It
IPvE address: 2001:db8:300:0:48ae:5750:8290:926 (2001:dbB:300:0:48ae:5F50:8290:2926)
Freferred TiTetime: Tnm 1ty
preferred Tifetime: infinity -

®

=

m

Client request for IPv6 Address, DNS Server, Domain name.

CONTESTACION (7)

Un servidor envia un mensaje de la contestacion que contenga los direccionamientos y los
parametros de la configuracidén asignados en respuesta a una solicitacion, solicitud, renueva, o
reencuaderna el mensaje recibido de un cliente. Un servidor envia un mensaje de la contestacion
que contenga los parametros de la configuracién en respuesta a un mensaje de la Informacion-
peticion. Un servidor envia un mensaje de la contestacion en respuesta a un mensaje del
confirmar que confirme o niega que los direccionamientos asignados al cliente son apropiados al
link con el cual el cliente esta conectado. Un servidor envia un mensaje de la contestacion para
reconocer el recibo de una version o disminuir el mensaje.

Source Destination Protocol  Length Identification Info -
2001:chE:200::1 2001 :dbB8:200:: DHCPWE 160 Relay-forw L: 2001:cbh3:100::1 solicit ®ID: Ox260139 CID: Q0030001c471fe93hs
g DHCPwG 223 Relay-reply L: 2001:cdb8:100::1 Adwertise ®ID: 0x260139 CID: 00030001c471fe9:

DHCPWE 202 Request XID: (x26093a CI

00030001 c471fed30s

< 0 G

=l DHCPv6
| message type: reply (7)) |
Transaction ID: OxZ60%aa
Server Identifier
Client Identifier
o Identity Association for Mon-temporary Address
option: Identity Association for non-temporary address (3)
Length: 40
value: 000400010000a8c0000102000005001820010db803000000. ..
IAID: Q0040001
T1: 43200 W
T2: 60120
Ia Address
option: IA Address ¢5)
Length: 24
wvalue: 20010db80300000048Baes5T 5d8290esz6fFIFFFrffrffffrfff
IPvE address: 2001:db8:300:0:48ae:575d:8290:e926 (2001:db3:300:0:48ae:5F5d:8290:2926)
preferred Tifetime: infinity
preferred Tifetime: infinity
DNS racursive name servar
option: DNS recursive name server (23]
Length: 16
value: 20010db8100000000000000000000001
DNs server address: 2001:db8:1000::1 (2001:cdb8:1000::1)
= bomain Search List
option: pomain search List (24)
Length: 11
value: 05636973636F0363676d00
DNS Domain Search List
pomain: cisco. com

=

=

w

Troubleshooting

Confirme la Conectividad con el servidor DHCPVG6.

ci scoasa# show i pv6 nei ghbor
| Pv6 Address Age Link-layer Addr State Interface

2001: db8: 200: : 2 0 0024. 14a3. 3c98 REACH SERVER



Confirme que usted recibe los paquetes del cliente cuando pide un direccionamiento del IPv6. El
paquete enviado por el cliente dependera de las configuraciones de la asignacion de direccion (es
decir, stateful contra apatrida).

Cuando el cliente comienza el proceso DHCPvV6, envia a un router solicita el mensaje para
descubrir la presencia de Routers del IPv6 en el link. Envia un mensaje de la solicitacion del
router de multidifusion para indicar al Routers del IPv6 que responda. En el encabezado Ethernet
del Mensaje de solicitud de router, visualizacion de estos campos:

- El campo de direccién de origen es la direccion MAC del host que pide el direccionamiento
del IPv6.
- El campo direccion de destino se fija a 33-33-00-00-00-02.
En la encabezado del IPv6 del Mensaje de solicitud de router, visualizacion de estos campos.

- El campo de direccién de origen se fija a un direccionamiento del IPv6 del local de la
conexion asignado a la interfaz de envio o al IPv6 direccionamiento sin especificar (::).

- El campo direccion de destino se fija a la direccion Multicast del todo-Routers del alcance del
local de la conexién (FF02::2).

- El campo del limite del salto se fija a 255.

En la respuesta, el Routers del IPv6 envia los mensajes no solicitados del aviso del router que el
mensaje del aviso del router contiene la informacién requerida por los host para determinar los
prefijos del link, la Unidad maxima de transmision (MTU) del link (MTU), y el especifico rutea.

ci scoasa(config)# show capture capin detai

feB80::c671:feff:fe93: b51la. 546 > ff02::1:2.547: [udp sum ok] udp 42
[hl'im 255] (len 100)---->Request fromclient

fe80::219: 7ff:fe24: 2e44.547 > fe80::c671: feff:fe93:b51la. 546: [udp sum oK]
udp 75 [class 0xe0] (len 133, hlim 255)

ci scoasa(config)# show capture capout det ai
2 packets captured

1: 12:06:52. 700799 2001: db8: 200: 1. 547 > 2001: db8: 200: 2. 547: udp 88
[cl ass 0xe0]---->ASA forwards request to DHCPv6 router

2: 12:06:53. 289047 2001: db8: 200: 2. 547 > 2001: db8: 200: 1. 547: udp 121
[cl ass 0xe0]----> Reply from DHCPV6 server.

Salidas del relé DHCP

ci scoasa# show i pv6 dhcprel ay binding
1in use, 1 nost used

Client: feB80::c671:feff:fe93:b51a (CLI ENT)
DU D. 00030001c471fe93b516, Tineout in 56 seconds

Nota: El atascamiento es borrado por el ASA después de un periodo breve. Esto se ve en el
IPv6 del debug dhcprelay.

ci scoasa# show i pv6 dhcprel ay binding
1in use, 1 nost used

Client: feB80::c671:feff:fe93:b51a (CLIENT)



DU D: 00030001c471f e93b516, Timeout in 56 secondsci scoasa# show i pv6 dhcprel ay statistics

Rel ay Messages:
SaLIaT
ADVERTI SE
REQUEST
CONFI RM
RENEW
REBI ND
REPLY
RELEASE
DECLI NE
RECONFI GURE
| NFORVATI ON- REQUEST
RELAY- FORWARD
RELAY- REPLY

OO Ok, O©WOoOOoOOoONMNNMDDN

e
(BN

Rel ay Errors:

Mal f or med nessage:

Bl ock all ocation/duplication failure:
Hop count limt exceeded:

Forward binding creation failure:
Reply binding | ookup failure:

No out put route:

Conflict relay server route:

Failed to add server input rule:

Unit or context is not active:

O OO OO0 O0oOOoOOo

Total Rel ay Bindings Created: 8

Direccionamientos de la version

Los clientes pueden liberar su direccionamiento asignado DHCPv6 después de que los hagan
usando él para la red. La siguiente seccion muestra la salida de los debugs asociada a la version
del direccionamiento en DHCPVG6 stateful.

Depuraciones

ci scoasa# show i pv6 dhcprelay statistics

Rel ay Messages:
saLIaT
ADVERTI SE
REQUEST
CONFI RM
RENEW
REBI ND
REPLY
RELEASE
DECLI NE
RECONFI GURE
| NFORVATI ON- REQUEST
RELAY- FORWARD
RELAY- REPLY

O OOk, ©WOOONMNNMDNDN

=R
(BN

Rel ay Errors:

Mal f or med nessage:

Bl ock all ocation/duplication failure:
Hop count limt exceeded:

Forward binding creation failure:

O O O o



Reply binding | ookup failure:

No out put route:

Conflict relay server route:
Failed to add server input rule:
Unit or context is not active:

O O O oo

Total Rel ay Bindings Created: 8

Informacion Relacionada

Comprension diversas de las opciones DHCP

Ejemplo de configuraciéon del relé DHCP ASA

Configure el ASA para pasar el trafico del IPv6

Capturas de paquetes ASA con el CLI v el ejemplo de la Configuraciéon de ASDM



https://technet.microsoft.com/en-us/library/cc958929.aspx
//www.cisco.com/c/es_mx/support/docs/security/adaptive-security-appliance-asa-software/116265-configure-product-00.html
//www.cisco.com/c/es_mx/support/docs/security/adaptive-security-appliance-asa-software/119012-configure-asa-00.pdf
//www.cisco.com/c/es_mx/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
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