
Esquema de credenciales de almacén

Contenido

 

 
{ 

  "type": "object", 

  "properties": { 

    "targetIp": { 

      "type": "string", 

      "description": "IP address or hostname of the target device(s). Supports wildcards (e.g., 5.0.*.*)." 

    }, 

    "credentials": { 

      "type": "object", 

      "description": "Object containing protocol-specific credentials.", 

      "properties": { 

        "snmpv2c": { 

          "type": "object", 

          "description": "SNMPv2c credentials.", 

          "properties": { 

            "read": { 

              "type": "string", 

              "description": "SNMP Read Community" 

            } 

          }, 

          "required": ["read"] 

        }, 

        "snmpv3": { 

          "type": "object", 

          "description": "SNMPv3 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "SNMPv3 User" 

            }, 

            "authAlgorithm": { 

              "type": "string", 

              "description": "Authentication Algorithm (optional)" 

            }, 

            "authPassword": { 

              "type": "string", 

              "description": "Authentication Password (required if authAlgorithm is provided)" 

            }, 

            "privacyAlgorithm": { 

              "type": "string", 

              "description": "Privacy Algorithm (optional)" 

            }, 

            "privacyPassword": { 

              "type": "string", 

              "description": "Privacy Password (required if privacyAlgorithm is provided)" 

            }, 

            "engineId": { 

              "type": "string", 



              "description": "SNMP Engine ID (optional)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "sshv1": { 

          "type": "object", 

          "description": "SSHv1 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 22)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "sshv2": { 

          "type": "object", 

          "description": "SSHv2 credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 22)" 

            } 

          }, 

          "required": ["user"] 

        }, 



        "telnet": { 

          "type": "object", 

          "description": "Telnet credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional if enablePassword is provided)" 

            }, 

            "enableUser": { 

              "type": "string", 

              "description": "Enable Username (optional)" 

            }, 

            "enablePassword": { 

              "type": "string", 

              "description": "Enable Password (required if password is not provided)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 23)" 

            } 

          }, 

          "required": ["user"] 

        }, 

        "http": { 

          "type": "object", 

          "description": "HTTP credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username (optional)" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional)" 

            }, 

            "port": { 

              "type": "integer", 

              "description": "Port (optional, default = 80)" 

            } 

          } 

        }, 

        "https": { 

          "type": "object", 

          "description": "HTTPS credentials.", 

          "properties": { 

            "user": { 

              "type": "string", 

              "description": "Username (optional)" 

            }, 

            "password": { 

              "type": "string", 

              "description": "Password (optional)" 

            }, 

            "port": { 

              "type": "integer", 



              "description": "Port (optional, default = 443)" 

            } 

          } 

        } 

      }, 

      "additionalProperties": false 

    } 

  }, 

  "required": ["targetIp", "credentials"], 

  "additionalProperties": false 

}

 



Acerca de esta traducción
Cisco ha traducido este documento combinando la traducción automática y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.
 
Tenga en cuenta que incluso la mejor traducción automática podría no ser tan precisa como
la proporcionada por un traductor profesional.
 
Cisco Systems, Inc. no asume ninguna responsabilidad por la precisión de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vínculo URL).


