Configuracion de un marco para la migracion al
acceso seguro y el control de seguridad en la
nube
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Introduccion

En este documento se describe como migrar de Umbrella a Secure Access mediante Security
Cloud Control (SCC).

Antecedentes

Se recomienda a los clientes de Umbrella que migren de Umbrella a Secure Access y se les exige
que utilicen Security Cloud Control para gestionar todos sus productos de seguridad en la nube
como parte de estos cambios. Esto le permite disponer de un unico panel de acceso para
gestionar sus productos de seguridad para la nube, que incluye Cisco Secure Access.

Actualmente no se admite Multi-org (en el momento de la creaciéon de este articulo).
Prerequisites

» Suscripcion actual a DNS o SIG
* Acceso de administrador completo a Umbrella



* Acceso al control de seguridad en la nube

Etapas de preparacion

1. Preparacion para la migracion

1. Asegurese de que dispone de una suscripcion DNS o SIG en Umbrella:

» Vaya a Admin > Licensing para verificar
» La actualizacion a Secure Access debe aparecer en la parte superior de la pagina:
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ii. Anote el ID de organizacién, en este ejemplo 8350166.

iii. Seleccione la opcion Solicitar invitacion en la pagina de licencias.

% Nota: Si el Upgrade to Secure Access no esta presente, asegurese de que el paquete



%‘ Umbrella sea DNS o SIG (actualmente no se soportan multi-org o complementos en el
momento de escribir este articulo).

iv. Espere 3-4 dias habiles y debe recibir un correo electrénico con su cédigo de reclamacion de
suscripcidon. Consulte el ejemplo de correo electronico aqui:

Welcome to Cisco Security Cloud

no-reply-securityi@cisco, com <no-reply-securnty@cisco.com>

H To: I

Welcome to Cisco Security Cloud

Thani you for choosing Cisco! Your subscription I
" (5 now ready b0 be cladmeed in Security Cloud using daim code CWLG-
RN HH. You will need a Security Cloud Sign On account io daim your subscription.

Revbenw the products on this subscrption, listed at the end of this email. If you already have one
of these products and would like io apply the subscription kcenses 1o an existing product, contact
product support or Cisco Customear Success belore you clalm your subscription.

To claim your subscription:

1. Sign in 10 security.claco.com with your Security Cloud Sign On account. If this is your first
time signing In to Security Clowd Contred, a new organization will be created for you
auicmatically to associate with the subscription. if your account ks associated with multiple
organications, select tha desired organization from the Organization many

2 Chck Clalm Subscriptihon.

3. Enmer your subscription claim code NP 5nd follow the on-screen
instructions 1o review and claim your subscription

For detaled instrucBions on claiming your subscription, sae the documen

2. Inicie sesion en SCC con sus credenciales de inicio de sesion de Cisco
existentes

i. Navegue hasta el portal Security Cloud Control e inicie sesién con sus credenciales de inicio de sesién de Cisco.

% Nota: Las mismas credenciales de inicio de sesion de Cisco utilizadas para acceder a su



https://control.security.cisco.com

% panel de Umbrella.

ii. Seleccione Crear nueva organizacion (si no tiene una existente).
iii. Introduzca el nuevo nombre de la organizacién en el campo Nombre de la nueva organizacion.

iv. Seleccione la region adecuada en el menu desplegable Region deployment.
%ﬁ Nota: Debe ser la regidn geografica en la que se implementaria el arrendatario.

Ejemplo aqui:

Select Organization

[ Create new organization / (=) W ]

New organization name *

[.JaJan::-ESE b 1
50 character imit --_h“'-_;_‘

Reglon deployment *

Europe e J

This selection sets the preferred region for all products and services in this

I. organization, See your Product’s Privacy Data sheet on the Trust Portal to confirm
regional availabllity

v. A continuacion, seleccione Continuar para completar la creacidén de la organizacion.

3. Enlace Umbrella org a SCC y suscripcion de reclamacion

i. Seleccione el botén Claim subscription para reclamarlo con los cédigos proporcionados en el
paso 1 anterior.



ii. Su ID de organizacion de Umbrella debe aparecer en la pagina Suscripciones, junto con la

invitacion para adjuntarlo a SCC.

% Nota: EI ID de organizacion de Umbrella debe ser el mismo que el del panel de Umbella.
Esto es importante para la migracion y para garantizar que tanto SCC como Umbrella estén

vinculados.
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- Seleccione Adjuntar producto para adjuntar su organizacién de Umbrella a SCC.

- Cuando se adjunta, debe ver Cisco Secure Access como producto en la misma pagina que se

muestra en el ejemplo siguiente:

Subscriptions

B350166_secure-access Externally managed

Claim subscription

End date: —
Product Region Entitlements Status
Clsco Sacure Access Global 0 -

iii. Introduzca el codigo de reclamacién y seleccione Next:



Claim Subscription

o Enter subscription claim code Enter SUbﬂﬂ:ﬂpﬁﬂ'ﬂ :h[m ":ﬂdﬂ

To bargin, enter your claim code below and click Next, For detailed
instructicns please read cur doecumentation 3.

Subscription claim code *

| coset————- 7FNH

g Cancel

iv. Seleccione Attach existing instance en el menu desplegable Create new instance o attach
existing:
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v. Revise la configuracion:

» Asegurese de que (Instancia existente) forma parte del nombre del producto

» Laregion debe establecerse en la region existente de la instancia de Secure Access
asociada

+ Seleccione Reclamar mover para pasar a la pagina siguiente



@ Enter subscrioiion clalm code Review subscription

Subscription 1D Crganization
() maview products T
| Eurcpe
€ Aeview subscrigtion | I
Products Deployments
Cisco Secure Access DNS Advantage
/ [Exigting rritarce) Sglon pa misting deployment @

4 /
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» Confirme la reclamacion de suscripcion:

A Claim subscription

Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization.

Cancel

» Después de realizar correctamente la reclamacion y el aprovisionamiento, debe obtener una
pagina de suscripciones similar a la que se muestra aqui, en la que se muestren todos los

productos activados:



Subscriptions

ﬂ Subscription successtully claimed. ™

Products will appear i the Ravigation shortly. Oncd your products ane fully activdled, you can SC6EE5 thaem
from tha left-hand navigation or the platform navigator at the top of the page. After activation, configurne
your role- based access controls to ensure proper user parmissions.

Product and service activation status 1

Cisco Secure Access DNS Advantage Start date 09/16/2025

B350166_secure-access Extemally managed (1)

Endd date: —
Product Regien Entitlemants Status
Clsco Secure ACCass Global 1] =

f8643562-d914-4582-a95d-49f3922757d
End date; —

Product Reglen Entitlements Status

Cleco Security Cloud Control Firewall

Europe 1 Actheated
Management Bagse -]

4. Aplique la licencia a la instancia de Secure Access

i. Seleccione la opcién Accion requerida:

Product and service activation status 1 \ i

Cisco Secure Access DNS Advantage Start date 09/16/2025 | Action required

ii. Seleccione Aplicar licencia:



Cisco Secure Access DNS =
Advantage

Subscription 1D f——— e
Y
e et e

Apply Hcense to an existing Instance

Tha following Clsco Sacure Access DNS Advantage

INSlances ane Associated with your CisCo SeCurity
Cloud organization. Select an instance and click

Apply license.

(@) Cisco Securs Access  Externally managed
Instancea ID 8330966



» Seleccione NEXT para continuar

SAML Dashboard User Configuration

tep 1 of 2
Verify Cisco Security Cloud Sign On
Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requirgs all accounts in this onganization 1o already have existing Cisco Security Cloud Sign On
accounts, and for t(hose accounts 1o have the Cisco Umbrella app assigned. You can create Ciscd Security Cloud Sign On accounts and assign the Cisco Umbrella app at
https:ffsign-on.sacurity.cisco.com,

Please verily your Cisco Security Cloud Sign On account by clicking the " Test Configuration”™ button below.

TEST CONFIGURATION

9 Your SAML settings have been properly configured!
CANGEL PREVIOUS

Guarde los cambios y notifiquelos a los usuarios:

SAML Dashboard User Configuration

Save and Notify
After clicking 'Save’, all users in your organization will be required to use the single sign-on service rather than a password, Umbrella will send an emall to every

administrative user In the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 1o reset their passwords and their old passwords are not
restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

[ PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your 380 provider.

Configuracion de SAML completada:

SAML Dashboard User Configuration

n Cisco Umbrella supports Security Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (S50) access wo
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping lentity. SAML S50 is avallable to all Cisco Umbrella dashboard users. For more
information, see Umbrella's Help.

Status  © Enabled
Provider Cisco Security Cloud Sign On

DISABLE CONFIGURE

7. Actualice a Secure Access seleccionando Upgrade en la seccion Iniciar Upgrade:



Prerequisites © 33 prorequishios done

Start Upgrade S NorSwmed -~

Clicking Upgrate genaraties your nénw Secune Actess ofganization {and dashboard) and coples your Umbnslia configurations to Secune Access. Umbrella
confinues 10 operate during this process and your organizaticn |s always protected. Help 7

&=

Upgrading to Secure Access

Ganerates a vew Secure Access ofganization (organization UAL does not changal,
and copies DNS policies and components to Secure ACCeSS policy rules,

» Permitir que la actualizacion continue:

Start Upgrade @ InProgress .~

Glicking Upgracs generates your niw Secunk ACCHSS organization (and dashboard) and copies your Umbolla configurations 1o Securs Access, Umbnell
continueS 1o opdrat duning this process and your organization is Aiways protected. Help (3

-

Upgrading to Secure ADCess...

Yo can exit and return to this page at any time. Changes are automatically saved.

» Cuando haya terminado, debe obtener una pagina como en la imagen aqui:



Start Upgrade 3 GDone

Clicking Upgrade generates your new Secure Access organization {and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella
continues 1o operate during this procass and your organization is always protected. Help (3

Upgrade Success.

YOUF new Ewe.ﬁmmonganlzallon has been successiully ﬂmﬁd and i3 now listed
in Umbralla’s navigation menu. To review your new Secure Access deploymaent, click
Secure ACCRSS.

Umirella DNS policies have been copsed and converted 1o Secure Access policy rubes, All
deployment and policy compaonents, inchuding identities (sources) and Admin settings, are
shared between Secure Access and Umbrella. Any changes 1o these shared components
are automatically updated in the other organization.

Application seltings and policy ane not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella,

Usmbralla and Secure ACCEss ane NoW nunning simultanecusly, but traffic is only steered
through Umbrella. Complete the upgrade process and redirect traflic to Secure Access,

WView rules in Secure Access m

8. Redireccién del trafico a Secure Access

Redirect Traffic © Mot Started -~

Hedp .
Redirect your nrganlzmh::n's IdEI‘lLI'I".' traffic 50 that it I3 steerad H'Ir'ﬂl.lgh Secure Access. You must mﬂ.mjﬂ]l’g.' galact which H:IEﬂ1|'|‘!||' trafic Is upgraded to be stesnad
theough Secuns ACCESS.

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steerad through Secure Access.

— 3

» Confirmacion de la redireccion que se esta completando. En el ejemplo, solo se migré la



identidad de red de Umbrella a Secure Access:

Redirect Traffic to Secure Access

Salect which Umbrealla identities, upgraded to sources in Secure Access, should have their traffic redirected to Secure Access,

Traffic redirected to Secure Access
To verify redirected traffic, in Secure Access review Activity Search logs.

Metworks @& Hetwork devices Roaming computers

Secund ACCess 1 0

5(]% Umbrella 0 o

9. Finalice la actualizacion y migracion a Secure Access
.& Precaucion: Esto elimina por completo la organizacién de Umbrella y no es reversible, por lo

que debe asegurarse de que todos los elementos se han migrado por completo antes de
realizar este paso.

o Coemplete Upgrade and Close Umbrella 2 ol Barie
o

» Cuando seleccione Close Umbrella en la imagen, perdera el acceso a su organizacion
paraguas a medida que se borre:



Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbrella is lost and cannot be recoverad.

| understand and wish to proceed

Cancel Close Umbralla

Verificar migracion

1. Inicie sesion en Secure Access con sus credenciales de inicio de sesion

2. Navegue hasta Secure > Access Policy para mostrar las reglas migradas, como en el
ejemplo aqui. EI ID de organizacion debe ser el mismo que en la seccion Prepare for
Migration arriba.



http://login.sse.cisco.com

2% dashboard.sse.cisco.comfo

Al Sapure Access

3

Connect

==

Resources

Sacure

q

Manitar

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are an your netwark or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help .3

v by rule name = Filters

5 Rules
D #  Rulename Action Access Sources Destinations
[_] 1 3/3 DNS-only-policy-1 (U... Q} Allow Internet Any AD Group... +1 Global Allow...
] 2 213 DMS-only-poliey-1 (U.. & Block Internet Ary AD Group... +1 AMcohal  +28
D 3 1/2 DMS-only-policy-1D... = Allow Internet Any AD Group... +1 Any

Informacion Relacionada

* Documentacién general

» Soporte Técnico y Documentacién - Cisco Systems
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Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



