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About this Guide

\}

Note

Control and User Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. This document provides information on the features
and functionality specifically supported by this 3G/4G CUPS product deployed in a 3G/4G network. It should
not be assumed that features and functionality that have been previously supported in legacy or non-CUPS
products are supported by this product. References to any legacy or non-CUPS products or features are for
informational purposes only. Furthermore, it should not be assumed that any constructs (including, but not
limited to, commands, statistics, attributes, MIB objects, alarms, logs, services) referenced in this document
imply functional parity with legacy or non-CUPS products. Please contact your Cisco Account or Support
representative for any questions about parity between this product and any legacy or non-CUPS products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

This guide describes the User Plane (UP) functionality in Control and User Plane Separation (CUPS). This
document also contains feature descriptions, configuration procedures, and monitoring and troubleshooting
information.

« Conventions Used, on page xliii

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type Description

Information Note Provides information about important features
or instructions.

Caution Alerts you of potential damage to a program,
device, or system.
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Notice Type Description

Warning Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.

Typeface Conventions Description
Text represented as a screen This typeface represents displays that appear on your
display terminal screen, for example:

Login:

Text represented as commands This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as a command | This typeface represents a variable that is part of a
variable command, for example:

show card slot_number

slot_number is a variable representing the desired chassis

slot number.
Text represented as menu or This typeface represents menus and sub-menus that you
sub-menu names access within a software application, for example:

Click the File menu, then click New
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CHAPTER 1

Overview

The Evolved Packet Core (EPC) network is evolving and moving toward Control User Plane Separation
(CUPS) based architecture where User Plane and Control Plane are separate nodes for P-GW, S-GW, and
TDF products. The User Plane and Control Plane combined together provide functionality of a node for other
elements in the EPC network. However, keeping it separate has numerous advantages from the network point
of view — support different scaling for Control Plane and User Plane, support more capacity on per session
level in User Plane, and so on.

This chapter highlights high-level details, call flows, and configurations related to Control Plane implementation
for P-GW, S-GW, and SAEGW products.

* Product Description, on page 1
« Supported Features and Functionality, on page 3
« How It Works, on page 15

Product Description

The SAEGW-U Virtualized Network Function (VNF) can be hosted in Cisco Ultra Services Platform (USP)
on COTS hardware or on ASR 5500/DPC2 chassis. The SAEGW-U can be collocated with SAEGW-C in the
same data center or can be located remotely in a different data center.

Following is a high-level architecture of User Plane as a service.
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Some important points that describe the User Plane as a service:

« User Plane can be programmed from Control Plane.
« Single User Plane service can serve both SGW-U and P-GW-U type sessions.

 Two or more separate User Plane services can be defined for each node type, SGW-U and PGW-U,
respectively.

* A group of SAEGW-Us can be explicitly associated with an APN. If no group is associated, a default
group is used which includes all the registered User Planes that are registered to SAEGW-C but are not
part of any configured SAEGW-U group.

 User Plane service is associated with Sx service for the Control Plane interface, and GTP-U service for
receiving GTP-U packets.

| &

Important  Currently, each User Plane Service is associated with only single Sx service to
interface with Control Plane.

« User Plane service can be associated with four GTP-U services which can be extended to support SaMOG,
GGSN, and ePDG.

» Multiple peers of Control Plane services use single User Plane service.
* To associate the IP pool and its configuration, APN configuration is required.

| o

Important  Currently, User Plane supports APN and pool configuration. The IP addresses
are allocated from the Control Plane and are validated in the User Plane.
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Licensing Information

The Cisco UPC CUPS supports Cisco Smart Licensing, a cloud-based licensing model that simplifies the
purchase, deployment, and management of Cisco software assets. For more information, refer to the Smart
Licensing collection page.

Supported Features and Functionality

3GPP ULI Enhanced Reporting Support

This feature enhancement covers ULI-related gaps in P-GW and GGSN as per 3GPP standards.

S4SGSN reports ULI to the P-GW through S-GW. P-GW determines the changes in the ULI with previously
received ULLI. If P-GW detects any change and the change request is from the PCRF as an event trigger, then
the P-GW reports the ULI to the PCRF.

SGSN reports ULI to the GGSN. GGSN determines the changes in the ULI with previously received ULI. If
GGSN detects any change and the change request is from the PCRF as an event trigger, then the GGSN reports
the ULI to the PCRF. This feature also supports the detection of the change in RAI received as part of the
UL field at GGSN.

For more information on 3GPP ULI Reporting Support Enhancement, refer the 3GPP ULI Reporting Support
Enhanced section in the StarOS P-GW Administration Guide.

AAA Server Group

The AAA Server Group feature is used to create and manage the Diameter/RADIUS server groups within the
context or system. The AAA server group facilitates management of group (list) of servers at per
subscriber/APN/realm-level for AAA functionality.

\}

Note The AAA Server Group is an existing feature that is supported in non-CUPS architecture. With this release,
the feature is qualified in CUPS architecture.

For additional information about CLI configurations related to AAA server group, refer the AAA Server Group
Configuration Mode Commands chapter in the Command Line Interface Reference.

APN Configuration Support
Y

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24
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. Asynchronous Core Transfer Support for egtpinmgr

The CLI commands radius-group, cc-home behaviour 0x10 profile 2 and mediation-device are qualified
and validated in the CUPS architecture to support APN configuration.

radius-group

Under this functionality validation the CUPS architecture supports 800 Radius Server Groups each group
configured with RADIUS Authentication and Accounting server.

cc-home { behavior bits | profile index}

Configures the home subscriber charging characteristics (CC) used by the GGSN when those from the SGSN
will not be accepted. The values configured in the CLI are taken into precedence by CUPS SAEGW service
and populated appropriately in the GTPP CDR records.

NOTES:

« behavior bits: Specifies the behavior bit for the home subscriber charging characteristic. bits can be
configured to any unique bit from 001H to FFFH (0001 to 1111 1111 1111 bin) where the least-significant
bit corresponds to B1 and the most-significant bit corresponds to B12.

* profileindex: Specifies the profile index for the home subscriber charging characteristic. index can be
configured to any integer value between 0 and 15. Default: 8

« For more information, refer to the cc-home command under APN Configuration Mode Commands
chapter in the Command Line Interface Reference A-B document

mediation-device [ context-name context_name] [ delay-GTP-response ] [ no-early-PDUs ] [ no interims ] +

This command and all associated sub section CLIs are supported in CUPS. This CLI enables use of mediation
device and all associated configuration that can be used for a given APN by CUPS SAEGW service.

NOTES:

« context-name context_name: Configures the mediation VPN context for this APN as an alphanumeric
string of 1 through 79 characters that is case sensitive. If not specified, the mediation context is the same
as the destination context of the subscriber. Default: The subscribers destination context.

« delay-GTP-response: When enabled, delays the CPC response until an Accounting Start response is
received from the mediation device. Default: Disabled.

* no-ear ly-pdus: Specifies that the system delays PDUs from the MS until a response to the GGSN
accounting start request is received from the mediation device. The PDUs are queued, not discarded.
Default: Disabled.

* no-interim: Disables sending interims to the mediation server. Default: Disabled.

« For more information, refer to the mediation-device command under APN Configuration Mode Commands
chapter in the Command Line Interface Reference A-B document

Asynchronous Core Transfer Support for egtpinmgr

Asynchronous core transfer support for egtpinmgr has been added in CUPS to optimize outage time during
an egtpinmgr restart.

. Ultra Packet Core CUPS User Plane Administration Guide, Release 21.26



| Overview
Charging Data Records to HDD .

Previously, when the egtpinmgr restarted, the recovery process began only after a core dump file was created
and transferred. However, the time taken to transfer the core file was significant. The outage time during an
egtpinmgr restart was equal to the egtpinmgr recovery time plus the core file transfer time.

Support for Asynchronous Core Transfer has been added in CUPS to include the egtpinmgr during the recovery
process. Now, recovery begins when the egtpinmgr process crashes without waiting for the kernel to complete
a core dump file transfer and release its resources. As a result, the outage time during an egtpinmgr restart is
equal to the egtpinmgr recovery time only.

With this enhancement, outage time during an egtpinmagr restart is reduced. The outage time consists only of
the time required to recover the egtpinmgr. The time taken to create and transfer the core file no longer
contributes to the outage time.

\)

Note  The Asynchronous Core Transfer Support for egtpinmgr is an existing feature that is supported in non-CUPS
architecture. With this release, the feature is qualified in CUPS architecture.

Charging Data Records to HDD

A Charging Data Record (CDR) is a formatted collection of information about a chargeable event. The GTPP
accounting CDRs that are generated are sent to an external node for storage. The CDRs are written to files in
formats supported by the external node and stored on the hard disk (HDD). From the HDD, CDR files can be
pushed or pulled using FTP or SFTP protocols.

\)

Note Itis strongly recommended that you do not use the system directories created by StarOS under /hd-raid/records/
for deployment use cases such as backups. If such directories are used, this could impact the normal functioning
of the product.

CDR is an existing feature that is supported in the non-CUPS architecture, and qualified in the CUPS
architecture. For additional information, see the HDD Storage chapter in the GTPP Interface Administration
and Reference.

GTP-C Path Failure Enhancements and Improved Debugging Tools

In CUPS architecture, enhancements have been added to optimize GTP-C path failure functionality, and to
improve the debug capability of the system for GTP-C path failure problems. These features will help Operators
and Engineers to debug different aspects of the system that will help in identifying the root cause of GTP-C
path failures in the network. These enhancements affect path failure detection via the S5, S8, S2b, and S2a
interfaces.

These enhancements are part of this feature:

* The node can be configured so that it does not detect a path failure if a low restart counter is received
due to incorrect or spurious messages. This prevents call loss. The option to disable path failure due to
Echo Request/Response and Control Message Request/Response messages is also available so that call
loss is prevented in the event of a false path failure detection.

» More granularity has been added to GTP-C path failure statistics so that the root cause of issues in the
network can be diagnosed more quickly.

Ultra Packet Core CUPS User Plane Administration Guide, Release 21.26 .



Overview |
. GTPP Suppress-CDR No Zero Volume

« A path failure history for the last five path failures per peer is available to assist in debugging path failures
in the network.

« Seamless path failure handling is implemented so that call loss is avoided during redundancy events.

N

Note The GTP-C Path Failure Enhancements and Improved Debugging Tools is an existing feature that is supported
in non-CUPS architecture. With this release, the feature is qualified in CUPS architecture. For additional
information, refer the GTP-C Path Failure Enhancements and I mproved Debugging Tools section in the
P-GW Administration Guide.

GTPP Suppress-CDR No Zero Volume

This feature allows suppression of CDRs with zero byte data count, so that the OCG node is not overloaded
with a flood of CDRs. The CDRs can be categorized as follows:

« Final-cdrs: These CDRs are generated at the end of a context.

« Internal-trigger-cdrs: These CDRs are generated due to internal triggers such as volume limit, time limit,
tariff change, or user-generated interims through the CLI commands.

« External-trigger-cdrs: These CDRs are generated due to external triggers such as QoS Change, RAT
change and so on. All triggers which are not considered as final-cdrs or internal-trigger-cdrs are considered
as external-trigger-cdrs.

The customers can select the CDRs they want to suppress.

The CLI command mentioned below helps suppress CDRs on different CDR triggers supported in CUPS:

* [ default | no] gtpp suppress-cdr s zero-volume{ exter nal-trigger-cdr | final-cdr | internal-trigger-cdr
}

Location Based DNS and PCSCF IP Address Selection

Location-based DNS and P-CSCF Selection provides an option to the operator to manage the DNS server
address and P-CSCF IP address according to location information.

P-GW gathers the DNS server address and P-CSCF IP address information by Tracking Area Identifier (TAI),
which is achieved through the TAC-based Virtual APN (VAPN) selection.

When UE sends the PCO request in session creation, P-GW selects the Virtual APN (VAPN) with the received
location information. The selected VAPN (with DNS server address and P-CSCF IP address configured in it)
with PCO IE is sent in the Create session response.

Following are the CLI commands for enabling the Location-based DNS and PCSCF IP address selection:

Command Description

Tracking-area-code-rangefrom <start | Provides the tracking area code range, starting from 0 through
value> to <end value> 65536. The end value is always greater than the start value.
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Command Description

P-cscf priority <priority> ip/ipv6 Specifies the priority for P-CSCF address for the APN. Address_
<IPv4/lpv6 address> priority is an integer 1-3. One is the maximum priority.
IPv4_address is in IPv4 dotted-decimal notation. IPv6_address is
in IPv6 colon-separated-hexadecimal notation.

Show apn name <APN Name> To show PCSCF IP address at APN
dnsprimary <IPv4 address> Primary: Configures the primary DNS server for the APN.
Dns secondary <1Pv4 address> Secondary: Configures the secondary DNS server for the APN.

ipv6 dns primary <IPv6 address> Only one secondary DNS server is configurable.

Address: Configures the IP address of the DNS server expressed
in IPv4 dotted-decimal notation. Default: primary = 0.0.0.0,
secondary = 0.0.0.0

ipv6 dns secondary <IPv6 address>

dns_address: Specifies the IP address of the DNS server to remove,
expressed in IPv4 dotted-decimal notation.

Show apn name <APN Name> To show DNS IP address at APN

MPRA Support

P-GW supports negotiation of Multiple-Presence Reporting Area feature in Feature-List-1D 2 over Gx interface
with PCRF. The CNO-ULI feature works only when the P-GW and/or the PCRF doesn’t support Multiple-PRA
and both P-GW and PCRF support CNO-ULI.

For Multiple-PRA feature support during the lifetime of the IP-CAN session, P-GW handles the change of
UE Presence in Reporting Areas request from PCRF in PRA-Install AVP including the
Presence-Reporting-Area-Information AVPs. Each AVP contains the Presence Reporting Area Identifier
within the Presence-Reporting-Area-ldentifier AVP

For more information on Presence Reporting Area (PRA) and Multiple PRA, refer the Presence Reporting
Area chapter in the StarOS P-GW Administration Guide.

No udp-checksum Support

This feature supports no udp-checksum CLI command for CUPS under GTPU service where udp-checksum
is disabled in the outer GTPU header for the downlink subscriber packet. When downlink packet arrives from
internet, the GTPU header is added on top of the packet and is sent to the access side. The "checksum" value
is zero in the outer UDP layer of this packet enabling optimization and therefore, improving the performance
throughput.

Use the following configuration to enable the feature.

configure
context context_name
gtpu-service gtpu_service_name
[ no ] udp-checksum
end
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Show Commands and Outputs
This section provides information about the show CLI commands available in support of the feature.
Use the following command to determine if GTPU UDP Checksum is enabled or disabled.

« show gtpu-service all—Displays all GTPU services.

* show gtpu-service name service_name—Displays information for the specific GTPU service name.

QUIC IETF Implementation

In the current framework, Deep Packet Inspection (DPI) is done for every packet in a flow when it reaches
the plugin. The DPI is done by analyzing the packets and extracting deterministic patterns. The DPI is done
in-order to detect the application and to classify its subtype. Plugin excludes the flow after the DPI. The flow
is offloaded after the detection. As part of QUIC IETF, the initial QUIC handshake packets (Client/Server
Hello) are encrypted over the network. Hence, there are no deterministic patterns available for detection of
the application. Support is added in p2p plugin to decrypt and obtain the SNI (Server Name Indication) for
detection.

Configuring QUIC IETF
Use the following configuration to enable or disable the QUIC IETF decryption.

configure
active-charging service acs_service_name
p2p-detection debug-param protocol-param p2p_quic_ietf decrypt 1
end

)

Note By default, the CLI is disabled and there’s minimal impact on the performance due to TLS decryption.

Optimization for egtpinmgr Recovery

Previously, when the egtpinmgr task restarted, it took a significant amount of time for it to recover. As a result,
the outage time when the SAEGW were unable to accept any new calls during egtpinmgr recovery was high.

The software has been enhanced to optimize the recovery outage window in the event of an egtpinmgr task
restart; this has been achieved by optimizing the internal algorithms of egtpinmgr recovery and the data
structures required. In addition, recovery time now is dependent only on the number of unique IMSIs and not
on the number of sessions for an IMSI.

)

Note  The Optimization for egtpinmgr Recovery is an existing feature that is supported in non-CUPS architecture.

With this release, the feature is qualified in CUPS architecture.
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Quota Hold Time Support

Quota-Hold-Time (QHT) is an inactivity time duration, after which the Gateway(Diameter client) returns the
Charging-Bucket with its usage and reaches a clean-state.

The QHT value is provided by the OCS per Category - Multiple-Services-Credit-Control (MSCC), or the
gateway provides an option to configure the default value of the QHT - for enabling the default QHT value
for the MSCCs for which the OCS has not provided any QHT AVP.

The QHT timer runs per MSCC bucket. If the QHT timer expires without a packet during run-time, then the
usage is reported with the Reporting-Reason: QHT as per 3GPP specification.

The QHT value received in the CP from the OCS, is sent in the "Quota Holding Time" IE defined in the CUPS
specification 3GPP TS 29.244. Also along with provisioning the Quota-Holding-Time IE to the UP, the
Reporting-Triggers will be sent with the bit corresponding to Quota-Holding-Time SET, so that on QHT
expiry the reporting takes place.

The UP on receiving the Quota-Holding-Time IE along with the QHT Reporting-Triggers enabled, starts the
timer per URR to monitor the inactivity period. Once the inactivity period exceeds the QHT time, the
Usage-Reporting is initiated from the UP for the Trigger : Quota-Holding-Time.

The CP on receiving the QHT event from UP, triggers the QHT reporting to the OCS after updating the usage
in the MSCC bucket.

Configuring Quota Hold Time
Use the following configuration to enable Quota Hold Time in CUPS:
configure
require active-charging
active-charging service service_name
credit-control group group_name

quota-hold-time timer_value
end

NOTES:

« quota-hold-time: configures the inactivity duration after which the charging bucket reports its usage
and have a clean state.

Limitation

The QHT (inactivity-timer) usually is a larger value compared to the flow-idle timer. If the flow-idle timer is
larger than QHT, then there is a possibility for the flows present even after the QHT expiry, and is processed
by VPP as per the NoQuota Pending-Traffic-Treatment configuration.

S-GW Paging Enhancement

S-GW Paging includes the following scenarios:

Scenario 1. S-GW sends a Downlink Data Notification (DDN) message to the MME/S4-SGSN nodes.
MME/S4-SGSN responds to the S-GW with a DDN Ack message. While waiting for the DDN Ack message
from the MME/S4-SGSN, if the S-GW receives a high priority downlink data, it does not resend a DDN to
the MME/S4-SGSN.
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Scenario 2: If a DDN is sent to an MME/S4-SGSN and TAU/RAU MBR is received from another
MME/S4-SGSN, S-GW doesn't send DDN.

Scenario 3: DDN is sent to an MME/S4-SGSN and DDN Ack with Cause #110 is received. DDN Ack with
cause 110 is treated as DDN failure and standard DDN failure action procedure is initiated.

To handle these scenarios, the following two enhancements are added to the DDN functionality in CUPS
architecture:

« High Priority DDN at S-GW
* MBR-DDN Collision Handling

These enhancements support the following:
« Higher priority DDN on S-GW and SAEGW, which helps MME/S4-SGSN to prioritize paging.
* Enhanced paging KPI and VOLTE services.
« DDN message and mobility procedure so that DDN isn't lost.

* MBR guard timer, which is started when DDN Ack with temporary HO is received. A CLI command
ddn temp-ho-rejection mbr-guard-timer has been introduced to enable the guard timer to wait for
MBR once the DDN Ack with cause #110 (Temporary Handover In Progress) is received.

» TAU/RAU with control node change triggered DDNS.
In addition, to be compliant with 3GPP standards, support has been enhanced for Downlink Data Notification
message and Mobility procedures. As a result, DDN message and downlink data which triggers DDN is not

lost. This helps improve paging KPI and VOLTE success rates in scenarios where DDN is initiated because
of SIP invite data.

\)

Note  For information on Downlink Data Notification (DDN) messages with support for DDN Delay and DDN
Throttling, refer the SAEGW Idle Buffering with DDN Delay and DDN Throttling chapter in this guide.

For more information on how S-GW Paging Enhancement feature works, configuration, monitoring and
troubleshooting, refer the S GW Paging Enhancements chapter in the StarOS S GW Administration Guide.

Session Recovery in User Plane

Support is added to recover the Session Manager process in the event of any crash. The recovered Session
Manager has all the existing subscriber session on the recently crashed Session Manager process.

Uplink and Downlink data flow is processed on the newly recovered Session Manager process for all recovered
subscriber sessions.

SRVCC PS to CS Handover Indication and the QoS Class Index IMS Media
Configuration Support

This feature notifies the PCRF about the cause for PCC rule deactivation on \oice bearer deletion. This
notification helps the PCRF to take further action appropriately.
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This feature ensures the compliance for SRVCC. This feature also supports the PS-to-CS handover indication
after release of the voice bearers.

SRVCC service for LTE lets a single radio User Equipment (UE) accessing IMS-anchored voice call services
to switch from LTE network to Circuit Switched domain. The UE switches the network while it can transmit
or receive on only one of the access networks then. The SRVCC service removes the need for a UE to have
multiple Radio Access Technology (RAT) capabilities.

After handing over the PS sessions to the target, the source MME removes the Voice Bearers (VB). The MME
removes the VB by deactivating the voice bearers. The MME bars the VB towards S-GW/P-GW and sets the
VB flag of Bearer Flags IE in the Delete Bearer Command message (TS 29.274 v9.5.0).

If the IP-CAN bearer termination happens due to PS to CS handover. The PCEF reports the related PCC rules
for this IP-CAN bearer by including the Rule-Failure-Code AVP set to the value: PS_TO_CS_HANDOVER
(TS29.212 v10.2.0 and TS 23.203 v10.3.0).

Support for new AVP PS-to-CS-Session-Continuity (added in 3GPP Release 11) inside Charging Rule Install
indicates the bearer support for PS to CS continuity.

QCI IMS-Media Configuration Support

Specifies the QoS Class Index (QCI) value to mark the IMS media bearers for preferential treatment during
session recovery and ICSR switchover.

Mode

Exec > Global Configuration > Context Configuration > APN Configuration
configure > context <context_name > apn <apn_name>

Entering the above command sequence results in the following prompt:
[context_name] host_name(config-apn)#

Syntax

gci value bytesims-media

no qci value_bytesims-media

\}

Note » no: Disables this IMS QCI feature.

» ims_media: Marks bearers classified as IMS media for preferential treatment during session recovery
and ICSR switchover.

» value_bytes: Specifies the QCI value an integer from 1 through 254.

Usage Guidelines Use this command to specify the QCI value to be used to mark bearers classified as IMS media for preferential
treatment during session recovery and ICSR switchover.

The following prerequisites apply to the implementation of this feature:

« A dedicated APN must be reserved for VOLTE traffic.

« A call connected to this APN will not be classified as Active VOLTE unless there is a dedicated bearer
matching the VOLTE-configured QCI.
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« Preferential treatment would be given to only those calls which are active VOLTE.

* A GGSN call connected to this APN will not be classified as Active VOLTE unless there is network
initiated bearer matching the VoLTE-configured QCI.

* VOLTE marking is preserved across a Gn-Gp handoff.

When this feature is enabled via a CLI command, the actions are taken:
« During bearer creation
» New bearer QCI is matched against APN configuration.
« If the QCI matches an APN configuration, the bearer is marked for preferential treatment.
* Flow_entries are modified with this information (if this is first VOLTE bearer).
* Egtpu_session is updated with the VOLTE tag during a rx_setup request.

 An indication message informs ECS about the VOLTE tagging.

« During bearer deletion

* Flow_entry is updated with VOLTE information if this is the last VOLTE bearer.

» ECS is informed of the deletion via an indication message.

The following command enables preferential treatment for IMS bearers with a QCI of 9:

gci 9 ims-media

Support for ip hide-service-address CLI Command

The ip hide-service-address CLI command is supported in CUPS.

When enabled, this CLI renders the IP address of the GGSN unreachable from mobile stations (MSs) using
this APN. This command is configured on a per-APN basis.

Use the following configuration to enable or disable the feature.

configure
context context_name
apn apn_name
[ default | no ] ip hide-service-address
end

« default: Does not allow the mobile station to reach the GGSN IP address using this APN.
* no: Allows the mobile station to reach the GGSN IP address using this APN.

« Use this command to prevent subscribers from using traceroute to discover the network addresses that
are in the public domain and configured on services.
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Support for regardless-of-other-triggers CLI Command

This feature supports regar dless-of-other-trigger s option in CLI for CUPS. regardless-of-other-triggers
option enables eG-CDR or P-GW-CDR generation at the fixed time interval irrespective of any other eG-CDR
or P-GW-CDR triggers that may occur in between. Therefore, when you enable this option although other
CDR triggers occur, the Time Limit CDR gets triggered dynamically at every interval in seconds, that is, the
Time Threshold calculation is based on the sum of the last threshold time and the interval. This option supports
session recovery and ICSR.

Use the following configuration to enable the feature.

configure
active-charging service service_name
rulebase rulebase name
egcdr threshold interval interval regardless-of-other-triggers
end

The following steps are carried out when a new call comes in:

« When you enable, regar dless-of-other-trigger seven if any other usage report triggers in between, timer
will not be reset, and the session usage report for the time threshold occurs for every interval time
configured.

Show Commands and Outputs
This section provides information about the show CLI commands available in support of the feature.

« show active-charging rulebase name name

* show active-charging rulebase all

The output of these CLI commands includes the following fields to support this feature.

« Interval Threshold: <seconds> (secs) Regardless of Other Triggers

TFT Suppression for Default Bearer

Feature Description

TFT Suppression for default bearer is supported in the UPC CUPS architecture. Following CLI commands
are added in support of this feature.

« policy-control update-default-bearer

* no tft-notify-ue-def-bearer

The preceding CLI commands are used to bind all the predefined rules received from PCRF without QoS and
ARP or with the same QoS and ARP as that of the default bearer, to the default bearer.

|

Important ~ This CLI is applicable to all the rulebases in the chassis configuration. If the rulebase is changed to some other
rulebase in the interim period or anytime later, this CLI will continue to apply to the current new rulebase
too.
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Configuring TFT Suppression

Configuring TFT Suppression in Default Bearer for Predefined Rules
Use the following commands to configure TFT Suppression for default bearers.
configure

require active-charging

require active-charging service_name

[ default | no ] policy-control update-default-bearer
end

A

Caution  Upon executing this CLI command "no policy-control update-default-bearer”, system crash is likely to
occur if the TFT information is not added to the charging-action.

Configuring TFT Suppression in Default Bearer
Use the following commands to configure TFT Suppression for default bearers.

configure
require active-charging
require active-charging service_name
rulebase rulebase_name
[ default | no ] tft-notify-ue-def-bearer
end

\)

Note » default: Configures this command with its default setting.

Disables only binding those rules having QoS of default bearer to the default bearer and specifies to not
ignore other rules. Rules having respective QoS gets attached to the relevant bearers. Also, TFT updates

towards UE (access side) is not suppressed.

« no: Enables binding rules having QoS of default bearer to the default bearer and specifies to ignore other

rules.

In case no QoS is specified the rule gets attached to default bearer. Also, TFT updates towards UE (access

side) is suppressed for default bearer. So only one default-bearer is ever be created.

Zero-byte EDR Suppression

The Zero-byte Event Data Record (EDR) Suppression, a CLI-controlled feature, enables or disables creation
of EDRs when there is no data for the flow. A zero-byte EDR is typically possible when two successive EDRs
are generated for a flow. The CLI command suppresses the second such EDR for the flow.

Use the following configuration to enable or disable the suppression of zero-byte EDRS.

configure
active-charging service service_name
rulebase rulebase name
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[ default | no ] edr suppress-zero-byte-records
end

NOTES:
« default: Configures this command with its default setting.

Default: Disabled; same as no edr suppress-zer o-byte-records
« no: Disables the suppression of zero-byte EDRs.
« edr suppress-zero-byte-records. Suppresses zero-byte EDRS.

* The “Total zero-byte EDRs suppressed” field in the output of the following CLI command can be used
to verify if the zero-byte EDRs are suppressed: show user-plane-service statistics rulebase name
rulebase_name.

How It Works

This section describes the Call Flows for User Plane service.

Call Flows

This section describes the User Plane Call Flows in the CUPS architecture.

P-GW Data Session

This section describes the P-GW initial attach procedure.

Initial Attach Procedure (Pure P)

Following call flow illustrates, at a high-level, the initial attach procedure for a Pure-P PDN.
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* P-GW receives a Create Session Request message including an APN, on the S5/S8 interface.

* P-GW-C initiates an Sx establishment request on Sxb interface towards selected P-GW-U with PRDs,
FARs information to establish the data path. PGW-C does not support TEID (Tunnel Identifier) allocation;
it is allocated by PGW-U.

« Once the resources are allocated (TEID and so on), P-GW-U sends an Sx establish response message
towards P-GW-C.

» P-GW responds to the S-GW with a Create Session Response message including the assigned address,
TEID, and additional information.

« The S5/S8 data plane tunnel is established and the PGW-U can forward and receive packets to and from
the PDN.

Initial Detach Procedure (Pure P)

Following call flow illustrates, at a high-level, the initial detach procedure for a Pure-P PDN.
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* P-GW receives a Create Session Request message including an APN, on the S5/S8 interface.

» P-GW-C initiates an Sx establishment request on Sxb interface towards selected P-GW-U with PRDs,
FARs information to establish the data path. PGW-C does not support TEID (Tunnel Identifier) allocation;
it is allocated by PGW-U.

« Once the resources are allocated (TEID and so on), P-GW-U sends an Sx establish response message
towards P-GW-C.

* P-GW responds to the S-GW with a Create Session Response message including the assigned address,
TEID, and additional information.

* The S5/S8 data plane tunnel is established and the PGW-U can forward and receive packets to and from
the PDN.

S-GW Data Session

This section describes the S-GW initial attach procedure.

Initial Attach Procedure (Pure S)

Following call flow illustrates, at a high-level, the initial attach procedure for a Pure-S PDN.
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 On S11 interface, S-GW-C receives a Create Session Request message including an Access Point Name
(APN) from MME.

* S-GW-C initiated the Sx establishment request on the Sxa interface towards the selected S-GW-U with
PDRs, FARs information to establish data path. Here, the S-GW-C does not support the TEID (Tunnel
Identifier) allocation. It is allocated by the S-GW-U.

« After allocation of resources such as egree TEID and so on, S-GW-U sends the Sx establishment response
message towards the S-GW-C.

 The S-GW-C initiates the Create Session Request towards the selected P-GW-C.

» P-GW-C responds with the Create Session Response with the IP address and default bearer related
information.

* SGW-C initiates Sx Modification Request message towards SGW-U to update FAR (Forwarding action)
information for the existing session.

* SGW-U provides Sx Modification Response with success after updating information.

» SGW-C sends Create Session Response with all necessary information for Default Bearer towards MME.
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* MME initiates Modify Bearer Request message towards SGW-C, once it received eNodeB's F-TEID
information.

« SGW-C initiates Sx Modification Request towards SGW-U for updating FAR information on eNodeB's
F-TEID.

« After successfully updating, Sx Modification Response is sent to SGW-C.
* SGW-C inturn will send Modification Response message towards MME to complete attach procedure.

* SGW-U has established S1U side data tunnel towards eNodeB and S5/S8 side data tunnel towards
PGW-U. Now, SGW-U can forward and receive packets to/from PGW as well eNodeB.

« The S5/S8 data plane tunnel is established and the PGW-U can forward and receive packets to/from the
PDN.

Initial Detach Procedure (Pure S)

Following call flow illustrates, at a high-level, the initial detach procedure for a Pure-S PDN.

S-GW-C S-GW-U
I

Delete Session Request
received from MME

1. Sx Message Deletion Request
Message

Y

2. 5x Message Deletion
Response Message

o
o

425026

Delete Session Response sent
to MME

S-GW-C S-GW-U

« Once Delete Session Request is received from MME, SGW initiate Sx Delete Request message towards
SGW-U.

* SGW-U clears all allocated User-Plane resources and responds back with Cause Success to SGW-C.

* SGW-C responds back to MME with Delete Session Response message.
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Support for Addition, Deletion and Updation of Dedicated Bearers for S-GW

Feature Description
Addition, Deletion and Updation of Dedicated Bearers for Pure-S calls is supported in the CUPS architecture.
The following functionality is added in support of this feature:

* SAEGW-CP supports Create Bearer Request for dedicated bearer for Pure-S Call.
* SAEGW -CP supports multiple bearer contexts in single Create Bearer Request.

* SAEGW-CP supports multiple Create Bearer request in parallel for different PDN; these PDN can be
Pure-S PDN or Collapsed and Pure-S combinations.

» SAEGW-UP creates uplink and downlink bearer stream at VPP for Pure-S call per bearer. Number of
streams per direction depends on the GTP-U Service IP address.

* SAEGW-CP supports Release Access Bearer Request (RAB) with dedicated bearer, all FAR corresponding
to all bearer is modified.

* SAEGW-CP supports Modify Bearer Request (Idle mode, Connected mode) with dedicated bearer.
* SAEGW-CP supports Create Bearer Response Failure handling from MME.
* SAEGW-CP and SAEGW-UP supports DSCP marking for default and dedicated bearer with VVPP.

* SAEGW-CP and SAEGW-UP supports Delete Bearer Request for dedicated bearer. SAEGW-UP removes
bearer stream and TEP entries belonging to those bearers.

* SAEGW-CP supports Pure-S Dedicated Bearer Creation when call is in IDLE state.
» SAEGW-CP supports Pure-S Dedicated Bearer S-GW Relocation (both X2 and S1-based).
* SAEGW-CP supports Pure-S Dedicated Bearer Update success scenarios.

« SAEGW-CP supports Piggybacking of Create Bearer Request for dedicated bearer for Pure-S call along
with Create Session Response.

* SAEGW-CP supports Piggybacking of Create Bearer Response for dedicated bearer for Pure-S call with
Modify Bearer Request.

* SAEGW-CP supports Pure-S Dedicated Bearer Creation if P-GW receives bearer creation as part of
CCA-I, where P-GW does not send Piggyback request, which results in Create Session Response followed
by Create Bearer Request.

* SAEGW-CP supports Session Recovery and ICSR with Pure-S dedicated bearer.

* SAEGW-CP supports Create Bearer Request and Delete Bearer Request (default bearer) collision.
* SAEGW-CP supports Create Bearer Request and Delete Session Request collision.

» SAEGW-CP supports Create Bearer Response and Delete Bearer Request (default bearer) collision.
« SAEGW-CP supports Create Bearer Response and Delete Session Request collision.

* SAEGW-CP supports End Marker with Pure-S default and dedicated bearer.

* SAEGW-UP supports Session Recovery with Pure-S default and dedicated bearer.
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* SAEGW-UP supports movement of IP transport from IPv4 to IPv6, or IPv6 to IPv4, during IDLE->Active
and Handover procedure on S1U interface. Transport selected on S1U at the time of Attach is supported.
For example, eNode handover from IPv4 eNodeB to IPv6 eNodeB will work.

* SAEGW-CP supports CBRsp with Cause Partially Accepted and Context Not Found.

* SAEGW-CP supports Downlink Data Notification for Pure-S Call, so when UE moves to IDLE state for
Pure-S call, FAR action is set as BUFFER.

* SAEGW-CP supports Update Bearer Response with cause PARTIALLY_ACCEPTED and context not
Found.

* SAEGW-CP supports the Error and Failure handling from other peer nodes including User Plane node.

Limitations

For Pure-S calls, Idle Session timeout is not supported.

Support for Collapse Call

Following call flow illustrates, at a high-level, the detach procedure for UE initiated Collapsed PDN.

Initial Attach Procedure (Collapsed PDN)

The following call flow illustrates, at a high-level, the initial attach procedure for Collapsed PDN.
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MME SAEGW-C User-Plane PCRF
1, Create Session Request
P
2. CCR-l
3. CCA-l
A Sx Session Establishment Request
’ (Sxab)
»>
5 Sx Session Establishment
L : Response (Sxab)
Sx Session Modification
b Request (Sxab)
>
Sx Session Modification
7 Response (Sxab)
Create Session Response “S1-U
S-GW F-TEID” and “S5/58-U P-
GW F-TEID"
-
Maodify Bearer Request with
9. “S1 eNodeB F-TEID”
.
Sx Session Modification
10. Request (Sxab)
P
Sx Session Modification
1. Response (Sxab)
Modify Bearer Response with
2 “S1-U S-GW F-TEID"
<
h 4 Y h 4 h 4
a
ay
MME SAEGW-C User-Plane PCRF §

1. For CUPS SAEGW collapsed call, SAEGW-C does the following:

* After Gx interaction, performs Gx communication (CCR-I and CCA-I).

* Performs User Plane selection based on user-plane-pr ofile configured with IP Pool (APN associated
with IP Pool).

* Establishes GTP-U session (required for RA/RS, in case of IPv6/IPv4v6 PDN).

» Performs Sxab interaction with selected User Plane.

2. Sx Establishment Request contains the following information:
* Create PDR/FAR information for S-GW Uplink and Downlink data path (Sxa Type PDR).

* Create PDR/FAR/URR information for Uplink and Downlink data path (Sxb Type PDR): For
dynamic/pre-defined/static rules.
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* Create PDR/FAR for RA/RS (Sxb Type PDR): Required for IPv6/IPv4v6 PDN Type.

« Additionally, Control Plane requests User Plane to allocate F-TEID for:
¢ S-GW Ingress "S1-U S-GW F-TEID",
* S-GW Egress "S5/S8-U S-GW F-TEID", and
* P-GW Ingress PDR "S5/S8-U P-GW F-TEID"

3. User Plane provides following information as part of Sx Session Establishment Response:

* Created PDR: S-GW Ingress PDR "S1-U S-GW F-TEID",
* Created PDR: S-GW Egress PDR "S5/S8-U S-GW F-TEID", and
» Created PDR: P-GW Ingress PDR "S5/S8-U P-GW F-TEID"

4. On receipt of successful Sx Session Establishment Response, the Control Plane triggers Sx Modification
Request with the following information:

* To update P-GW (Sxb) "Uplink PDR" with "Outer Header Removal" based on IP address information
in "S5/S8-U S-GW F-TEID"

* To update P-GW (Sxb) "Downlink FAR" with "Outer Header Creation" as "S5/S8-U S-GW F-TEID"
* To update S-GW (Sxa) "Uplink FAR" with "Outer Header Creation" as "S5/S8-U P-GW F-TEID"

* To update S-GW (Sxa) "Downlink PDR" with "Outer Header Removal" based on IP address
information in "S5/S8-U P-GW F-TEID"

5. On receipt of Sx Session Modification Response, the SAEGW-C sends Create Session Response toward
MME with "S1-U S-GW F-TEID" and "S5/S8-U P-GW F-TEID".

6. On receipt of Modify Bearer Request (MBR), the SAEGW-C does the following:
* Trigger Sx Session Modification Request:

« To update Downlink FAR with "Outer Header Creation" as "S1 eNodeB F-TEID".

« To update Uplink PDR with "Outer Header Removal" based on IP address information in "S1
eNodeB F-TEID".

7. On receipt of Sx Session Modification Response, the SAEGW-SGW-C sends MBR with "S1-U S-GW
F-TEID".

Initial Detach Procedure (Collapsed Call)

Detach Procedure (Collapsed): UE Initiated

Following call flow illustrates, at a high-level, the detach procedure for UE initiated Collapsed PDN.
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MME SAEGW-C User-Plane PCRF

1 Delete Session Request

2. Sx Session Modification Request (Sxab)

3. Sx Session Modification Response (Sxab)

A

4. Delete Session Response

5 Sx Session Deletion Request (Sxab)

Sx Session Deletion Response (Sxab) with URR
6. Information

7. CCR-T

Y

CCA-T

A=

MME SAEGW-C User-Plane PCRF -

425682

1. On receipt of Delete Session Request, the SAEGW-C performs Sxab interaction to update FAR with
Apply Action as "DROP" for both Uplink and Downlink data path.

2. On receipt of Sx Session modification Response, SAEGW-C sends Delete Session Response towards
MME.

3. For CUPS SAEGW Collapsed call, the SAEGW-C does the following:
* Removes GTP-U session (required for RA/RS in case of IPv6/IPv4v6 PDN).

 Performs Sxab interaction with the selected User Plane.

4. On receipt of Sx Session Deletion Response, the SAEGW-C does the following:
* Performs Gx communication (CCR-T and CCA-T).

* Generates CDR (Gz) based on URR information received.

Detach Procedure (Collapsed): Network Initiated

Following call flow illustrates, at a high-level, the detach procedure for network initiated Collapsed PDN.
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MME SAEGW-C User-Plane PCRF

1. Sx Session Modification Request (Sxab)

2. Sx Session Madification Response (Sxab)

3. Delete Bearer Request

-

4. Delete Bearer Response
-—

5 Sx Session Deletion Request (Sxab)

Y

Sx Session Deletion Response (Sxab) with URR
Information

7. CCR-T

Y

CCA-T

A=

MME SAEGW-C User-Plane PCRF
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1. On receipt of Delete Bearer Request (RAR initiated or by the clear sub all CLI), SAEGW-C performs
Sxab interaction to update FAR with Apply Action as "DROP" for both Uplink and Downlink data path.

2. On receipt of Sx Session Modification Response, SAEGW-C sends Delete Bearer Request toward MME.

3. For CUPS SAEGW Collapsed call, the SAEGW-C does the following:
» Removes GTP-U session (required for RA/RS in case of IPv6/IPv4v6 PDN).

 Performs Sxab interaction with the selected User Plane.

4. On receipt of Sx Session Deletion Response, the SAEGW-C does the following:
* Performs Gx communication (CCR-T and CCA-T).

* Generates CDR (Gz) based on URR information received.

P-GW Session Reporting with Gy Interface

This section describes P-GW session reporting with Gy interface.
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Sx_EVT_SESS_REPORT_REQ
Sk Session Report Request

Sx_EVT_SESS_REPORT_RSP CCR Update Request

Sx Session Report Response

CCA Update Response

Sx Session Madify Request

sx_EVT_SESS_REPORT_REQ

Sx_EVT_SESS_REPORT_RSP

425860

URR Support in Session Establishment Request
« User plane module supports the storage of a list of URRSs received as part of session establishment request.
« Each PDR is associated with one or more URRSs.
* A particular URR is linked to another URR.

« Each URR contains the measurement method (time or volume), and reporting triggers that indicates the
event on which the user plane has to send usage report.

» The URR have both volume-quota and volume-threshold present for the Gy-URRs.

Session Delete Response

This message sent from the User Plane is in response to a session deletion request from control plane. This
results in the termination of the Sx session at User plane. Usage Report is included as part of Sx Delete Session
Response.

Session Report Request and Response Message

Request Message

« On encountering a time or volume threshold limit, user plane generates an Sx Session Report Request
message and sends the same to control plane.

« This message contains the Usage report, which indicates the reason for generating the message, specified
by Usage Report Trigger.

« In addition to this, the Usage report contains the time or volume measurement.

« If any other URRs are linked to the URR for which the session report request is being generated, then a
session report request is generated for those linked URRs as well. For this release, Gy-URRs are not
linked with any of the URRs.
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Response Message

This message from the Control plane indicates a successful delivery of the Session Report Request message
with a cause code. Currently no specific failure handling is done on receiving a failure cause.

Server-Unreachable Support for Gy

The Server-Unreachable (SU) mechanism is configured on the Control-Plane (CP), for the Gy interface in
order to resolve issues that are encountered on the Online Charging System (OCS) or with the connectivity
between Policy and Charging Enforcement Function (PCEF) and OCS. The SU configuration provides the
options to continue the session even after a failure by providing the option to use configurable interim quota
(volume and/or time) and configurable server retries before a session is converted to offline or terminated.

A new Usage Reporting Rule (URR) bucket is created, which contains the SU quota when a Gy session goes
into the SU state. The ID for the new URR is generated dynamically when the SU URR is allocated.

In a CUPS User Plane (UP) node, the existing Vector Packet Processor (VPP) streams are modified with a
new LC record, which contains the updated SU URR bucket along with the existing set of charging buckets.

When the VPP streams are in the SU state, two quota rows are available, GyURR and SU URR. When GYyURR
is in the SU state with linked-usage-reporting trigger set, the quota row for the SU URR is linked to the VPP
streams.

This section describes the SU call flow in CUPS.
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Server-Unreachable Support for Gy .

Step Description

1 PGW-U sends a Sx Session Report Request message with URR1 (RG-1) to PGW-C due to
triggers like Time and Volume or Quota and Threshold.

2 PGW-C acknowledges the request and sends a Sx Session Report Response message to F

3 PGW-C sends CCR Update (CCR-U) Request message to both the primary and secondal

4 When the CCR-U Request messages fail at both primary and secondary OCS, the Gy se:
enters an SU state. The SU URR is created for the Gy session, and it’s linked to the relevan
PGW:-C sends an Sx Session Modification Request message to PGW-U with UpdatePDF
includes Gy SU URR in the PDR URR list.

5 PGW-U starts updating the usage in both the Gy buckets (URR1 and Gy SU URR1) and
an Sx Session Modification Response message to PGW-C.

6 PGW-U sends another Sx Session Report Request message with URR2 (RG-2) to PGW-
the Gy URR bucket exhausts the quota .

7 PGW-C acknowledges the request sends a Sx Session Report Response message to PGV!

8 PGW-C sends an Sx Session Modification Request message to PGW-U with UpdatePDF
Update RR2. The UpdatePDR has a modified URR list, which contains both URR2 and
URR.

9 PGW-U sends an Sx Session Modification Response message to PGW-C.

10 PGW-U sends a Sx Session Report Request message with URR1 (RG-1) and URR2 (RG
PGW-C after the Gy SU URR quota is exhausted.

11 PGW-C acknowledges the request and sends a Sx Session Report Response.

12 PGW-C sends CCR Update (CCR-U) Request message to OCS after an SU retry.

13 OCS sends a CCA Update Response message with the Result-Code as 2001.

14 PGW-C sends an Sx Modification Request message with URR1 (RG-1), URR2 (RG-2),
UpdatePDR (without Gy SU URR) to PGW-U.

New Behavior in CUPS

The new SU mechanism in CUPS, are as follows:

« Inanon CUPS architecture, where a single node (P-GW) processes the Gy session state and the data-traffic,
an SU URR is created without any messaging delay. However, in the CUPS mode, the CP forms an
additional node, which maintains information about the session state and handles any URR requests from
the User Plane (UP). Only the CP can associate a Gy session with an SU URR. This messaging between
UP and CP causes a delay and the data packets are treated according to the Pending-Traffic-Treatment
configuration to complete the communication.

* In a non CUPS architecture, the SU state timer is processed in a different manner compared to the
Time-Quota timer. After an SU quota is exhausted, the retry attempt to OCS occurs and a new
next-interim-time-quota is started. However, in the CUPS mode, when the SU Time Quota is used and
it is reported to CP for the Quota Exhaust, and if the session goes into Server-Unreachable state again,
the time elapsed from the last Usage-Report is accounted in the usage.
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« It's not recommended to use the server s-unreachableafter-timer-expiry timeout_period CLI command
in CUPS. Instead, use the server s-unreachable after-interim-time timeout_period server-retries
retry_count to achieve similar behavior but with a single retry (set retry_count to 1).

Limit-Reached Postprocessing

Limit-reached-post-processing is a non-3GPP, proprietary behavior supported in both CUPS and non-CUPS
architecture. This feature allows redirection or restriction operation implemented when the quota is exhausted
for the charging-bucket, however, the OCS server is unable to grant the FUI-Redirect or FUI-Restrict. When
using this feature, the operator can combine all the rule-matching criteria that are available—for example, to
enable IMSI-based matching criteria, and so on—to selectively apply different handling for different
subscribers/traffic. Use the following CLI commands to enable the feature.

configure
active-charging service service_name
rulebase rulebase_name
post-processing policy always
end

Also, rule-application post-processing CLI command must be configured as limit-reached under ACS
Ruledef configuration mode.

PTT no-quota Limited Pass

This feature allows the subscriber to use the network while waiting for the response from OCS. The
Limited-Pass configuration allows to specify the Volume which the subscriber can consume while waiting
for the quota-response from OCS. The usage is accounted in the respective charging bucket and are adjusted
against the next-quota allocation.

Use the following CLI commands to enable the feature:

configure
active-charging service service_name
credit-control
pending-traffic-treatment noquota limited-pass volume volume
end

Limited Pass Volume is used only for noquota case (Rating Group (RG) seeking quota for the first time) and
not for quota-exhausted. Limited Pass Volume isn't used for subsequent credit requests.

The traffic is allowed to pass until the Limited-Pass Volume gets exhausted. The usage is counted in the
respected charging-bucket and adjusted against the "Quota" granted. If the "Quota" allocation is less than the
actual usage, immediate reporting towards OCS with the usage-report occurs requesting for more quota
allocation. The subsequent incoming packets are handled as per the "quota-exhausted" PTT configuration.

If the Limited Pass Volume is NOT exhausted before the OCS responds with denial of quota, traffic is blocked
after the OCS response. The gateway reports usage on Limited-Pass Volume even in for CCR-U (FINAL)
(in non-CUPS) or CCR-T (for CUPS) until the OCS responds.

If the Limited Pass Volume is exhausted before the OCS responds, then the subsequent incoming packets for
the session are dropped until quota is granted from OCS.

The default pending-traffic-treatment for noquota is Drop. The default pending-tr affic-treatment noquota
command removes any Limited Pass Volume size configured.
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PTT Quota-Exhausted Limited Pass

Pending-Traffic-Treatment (PTT) Quota-Exhausted Limited-Pass in CUPS architecture is an alternative to
the Buffering option. The Buffering option has practical limitations in the high-speed network. Buffering
requires packet buffering for large number of packets at the gateway, causing the risk to run out of memory
and affecting the bandwidth speed. The PTT Quota-Exhausted Limited Pass allows the traffic to pass through
until it reaches the configured limit on the Quota-Exhaust scenarios.

The PTT allows the traffic until the Limited-Pass volume exhausts. The PTT counts and adjusts the usage in
the respected charging-bucket against the granted "Quota". If the "Quota" allocation is less than the actual
usage, there’s immediate reporting towards OCS with the usage-report and asking for more quota allocation.

If the Limited-Pass Volume doesn’t exhaust before the OCS responds with denial of quota, there’s traffic
blockage after the OCS response. Gateway reports the usage in CCR-U (FINAL).

If the Limited-Pass Volume exhausts before the OCS responds, then further incoming packets for the session
are dropped until quota is granted from OCS.

The default behavior of pending-traffic-treatment for quota-exhausted is Drop. The default
pending-traffic-treatment quota-exhausted CLI command removes any configured Limited-Pass Volume size.

Use the following CLI command to enable the feature:

configure
active-charging service service_name
credit-control
pending-traffic-treatment quota-exhausted limited-pass volume volume

end

\)

Note  The above CLI command is applicable only in CUPS architecture.

NOTES:

* limited-pass: Enables limited access to subscriber when OCS is unreachable.

« volumevolume: Enables limited volume access to subscriber when OCS is unreachable. volume specifies
the Default Quota size (in bytes) and must be an integer from 1 through 4294967295

Quota-Validity-Time Handling

When the Quota-Validity-Time is received for an MSCC bucket, the same is sent to the User Plane. Since
there is no specific IE that can be used directly, the QVT value is filled in the Time-Quota IE, and URR is
sent to the User Plane. The lesser QVT or Time-Quota is set in the Time-Quota IE. And, the Usage-Reporting
from the User Plane for the Time-Quota trigger, the interpretation is made and the CCR-Update for the
Validity-Timeout is generated.

Supported Functionality and Limitations

Basic call flow with Volume-Quota mechanism is supported with the following limitations on P-GW session
reporting for Gy interface:

* Only CCR/CCA-I, CCR/CCA-U and CCR/CCA-T, RAR/RAA messages are supported.

» Dynamic Rules with Online Enabled is supported; both at Session-Setup and Mid-Session.
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« Predefined Rules (dynamic-only) is supported; both at Session-Setup and Mid-Session. No restriction
on configuring the "preemptively request”.

« Static-rules with Online Charging are supported.
« Ignore-service-id is supported.
* Volume-Quota/\Volume-Threshold mechanisms are supported.

* Event-Triggers (through which the Query URR occurs), and sending of usage information to the OCS
is supported.

|

Important  RAT-change functionality is not validated for this release.

* The "updateURR" procedure, through the Sx-Session-Modification procedure where the OCS grants a
fresh Quota, is supported.

« Bearer-Level Gy and Subscriber-Level Gy is supported.

* Pending-Traffic-Treatment (PTT) Drop/Pass is supported with following limitations:

* The scenarios supported for now are no-quota and quota-exhausted.
* The trigger/re-authorization scenarios are not supported.

» The PTT action (Forward/Drop) is considered after the quota-get is exhausted.

« Failure scenarios are qualified, which includes:

* Failure-Handling Terminate, Continue and Retry, and Terminate: With CC-Group/FHT
* Handling for the Error-Result-Codes (both at MSCC and Command level) is supported.

» Wall-Clock time-quota mechanism is supported.

* Other Time Quota Mechanisms (Discrete Time Period and Continuous-Time-Period) are not supported.
« Final-Unit-Indication Terminate mechanism is supported.

* FUI-Restrict is not supported.

» Mid-Session Rule Installation/Removal/Modification is supported.

* RAR mechanism is supported.

« Server-Unreachable (SU) mechanism is now supported with minor change in behavior compared to
non-CUPS P-GW.

» When an URR needs quota at UP, the usage-report is generated to CP and until the CP responds
with the linked SU_URR, the packets matching this URR are treated with Pending-Traffic-Treatment
configuration.

» When the SU Time Quota is used and it's reported to CP for the Quota Exhaust, and if the session
goes into Server-Unreachable state again, the time elapsed from the last Usage-Report is accounted
in the usage.

* Pending-Traffic-Treatment Buffer mechanism is not supported.
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« The “send-ccri on traffic-start” is supported.

* Quota-Hold-Time is supported.

* Quota-Consumption-Time mechanism is not supported.

* Quota-Validity-Time is supported.

» Triggering Gz records from Gy, when any event in Gy occurs, is supported; Gy-Gz sync is not supported.
« Triggering Rf records from Gy, when any event in Gy occurs, is not supported.

« Configuring different "rating-group™ value other than the "content-id" is supported.

» The RG 0 is not supported.

« Trigger to PCRF for the Out-of-Credit, Reallocation-of-Credit events are not qualified.

|

Important  Event-trigger Out-of-Credit towards PCRF is validated with a limitation of having
only one time Grant-Quota (Keeping Total Volume and Granted Volume at same
value).

* The delayed response from OCS for the CCR-1 is supported.
* Service-Specific-Units are not supported.

« Tariff-Time change is supported as per 3GPP specification.
* Quota-Retry Timer is supported.

» The diameter msce-final-unit-action terminate session CLI command under Credit Control
Configuration mode is supported.

* FUI-Redirect is supported with following limitations:
* Redirection for HTTPs is not supported.
* The FUI-Redirect with Filter-IDs/Filter-Rules are not supported.
» The WSP Protocol is not supported.

* In accordance with 3GPP specification, the Redirected-Traffic also gets redirected if it hits the rule
that is in FUI-Redirect. There is no provision to allow the redirected-traffic to pass through.

« In accordance with 3GPP specification, the CUPS architecture adheres to no diameter
fui-redirected-flow allow CLI command behavior.
* The redirect-require-user-agent CLI command is not supported; the redirection continues to work
even if the user-agent is not present.

* Appending the original URL is not supported.

» The diameter redirect-validity-timer immediate CLI command is supported. However, diameter
redirect-validity-timer traffic-start CLI command is not supported.

» Token based mechanism, to come out of Redirection, is not supported. To end the redirection in
CUPS, OCS sends Redirect Validity-Time or RAR.
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* FUI-Redirection is supported only for the URL, similar to the behavior in non-CUPS architecture.

* Rulebase change from PCRF/OCS is supported.

P-GW Session Reporting with Gz Interface

This section describes P-GW session reporting with Gz interface.

URR Support in Session Establishment Request
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Create Session Request
—

P-GW-5x

Sx_EVT_Session_Estab_Request

Sx_EVT_Setup_Handle CMO

e ——

P-GW-U

Sx Session Establishment Request

—

A

A

Sx_EVT_SESS_ESTAB_CFM

Sx Session Establishment
Response

A

-

Create Session Response

%

S-GW-C P-GW-C

P-GW-Sx

P-GW-U

425915

« User plane module supports the storage of a list of URRs received as part of session establishment request.

» Each PDR is associated with one or more URRSs.

* A particular URR is linked to another URR.

« Each URR contains the measurement method (time or volume), and reporting triggers that indicates the
event on which the user plane has to send usage report.
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Session Delete Response
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This message sent from the User Plane is in response to a session deletion request from control plane. This
results in the termination of the Sx session at User plane. Usage Report is included as part of SX Delete Session
Response.
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Session Report Request and Response Message
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Request Message

» On encountering a time or volume threshold limit, user plane generates an Sx Session Report Request
message and sends the same to control plane.

« This message contains the Usage report, which indicates the reason for generating the message, specified
by Usage Report Trigger.

« In addition to this, the Usage report contains the time or volume measurement.

« If any other URRs are linked to the URR for which the session report request is being generated, then a
session report request is generated for those linked URRs as well.

Response Message

This message from the Control plane indicates a successful delivery of the Session Report Request message
with a cause code. Currently no specific failure handling is done on receiving a failure cause.

Bit Rate Mapping Support

P-GW converts the bit rate value that it receives from PCRF from bps to kbps. This conversion may lead to
truncation of fractional value to nearest integer (floor) value and lead to loss of information. 3GPP suggested
that if the conversion from bps to kbps leads to a fractional value, then it should be rounded up to the nearest
integer value (ceil) value and sent to the access side.

)

Note  Design changes are done to ensure rounded down (floor) value from bps to kbps is sent on the PFCP interface.

Standards Compliance

The bit rate mapping feature complies with 3GPP TS 29.274 release 12.

Configuring the Bit Rate Mapping Feature

To configure the rounded up (ceil) value for bit rate from bps to kbps in APN-AMBR, GBR, and MBR on
P-GW, perform the following steps:

configure
context context_name
pgw-service service_name
[ no ] egtp bitrates-rounded-down-kbps
end

To configure the rounded down (floor) value for bit rate from bps to kbps in APN-AMBR, GBR, and MBR
on P-GW, perform the following steps:

configure
context context_name
pgw-service service_name
egtp bitrates-rounded-down-kbps
end
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New Behavior in CUPS

By default, the rounded up value of bit rate in kbps for APN-AMBR, MBR, and GBR will be sent on the Sx
and GTP interfaces. To enable the rounding down behavior, CLI must be configured.

Standards Compliance

The User Plane in CUPS complies with the following standards:

* 3GPP specification 23.214 release 14.0: Universal Mobile Telecommunications System (UMTS); LTE;
Architecture enhancements for control and user plane separation of EPC nodes

» 3GPP specification 29.244 release 14.0: LTE; Interface between the Control Plane and the User Plane
of EPC Nodes

» 3GPP specification 23.401 release 14.0: 3rd Generation Partnership Project; Technical Specification
Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved
Universal Terrestrial Radio Access Network (E-UTRAN) access
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Configuring User Plane in CUPS

This section describes the CLI commands available to configure User Plane in CUPS.

|

Important  For information related to following configurations, refer the Ultra Packet Core CUPS Sx I nterface
Administration and Reference Guide:

* Configuring Sx Service for CUPS
* Configuring Sx-u Interface for CUPS
* Configuring Sx Demux for CUPS

| A

Important * The following configuration limit applies in CUPS:

* Rulebase - 512
« Ruledef - 2500
« Charging-action - 2048

« The following CLI command is not recommended to be used, with active subscriber sessions, in production
environment: no active-charging service service_name

« Configuring User Plane Service, on page 39

« Associating GTP-U Service with User Plane Service, on page 40
« Associating Sx Service to User Plane Service, on page 41

* Recommended Timers, on page 41

Configuring User Plane Service

Use the following CLI commands to configure the User Plane service.

configure
context context_name
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[ no ] user-plane-service service_name
end

NOTES:

« user-plane-service service_name: Creates the specified User Plane service name to allow configuration
of User Plane service. The service_name is a mandatory parameter to define the User Plane service.

* [ no] user-plane-service service_name: Removes the User Plane service from the particular context.

« By default, the CLI is disabled.

Starting a User Plane Service
The following minimum and critical parameters must be configured to start the User Plane service:
* One Sx-Service.

 Three GTP-U Services of interface type P-GW ingress, S-GW-ingress, and S-GW-egress.

| A

Important  Removal or change of any critical parameters from User Plane service results in
the User Plane service getting stopped.

The services that are associated with User Plane service should be in running
mode. Else, stop in any associated service triggers stopping of User Plane service.

Associating GTP-U Service with User Plane Service

To associate the GTPU service with the User Plane service, execute the following CLI commands:

configure
context context_name
user-plane-service service_name
[ no ] associate gtpu-service gtpu_service_name { pgw-ingress |
sgw-ingress | sgw-egress }
end

NOTES:

* no: Removes association of GTP-U service with the specified interface type from User Plane service.
* associate: Associates User Plane service with GTP-U service.

* gtpu-service gtpu_service_name: Specifies the GTP-U service for the User Plane service.

* pgw-ingress: Configures the interface type as P-GW ingress.

* sgw-ingress: Configures the interface type as S-GW ingress.

* sgw-egress: Configures the interface type as S-GW egress.

* By default, this command is disabled.
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Associating Sx Service to User Plane Service

Use the following CLI commands to associate Sx service with User Plane service.

configure
contextcontext_name
user-plane-service service_name
associate sx-service sx_service name
Nno associate sx-service
end

NOTES:

* no : Removes association of Sx service from User Plane service.
« Associating Sx service with User Plane service is a mandatory parameter.

* By default, this CLI command is disabled.

Recommended Timers

The following table provides the recommended timer values for CLI commands related to IPSec, Sx, and

SRP.

IPSEC CP UP

ikev2-ikesa max-retransmission 3 3

ikev2-ikesa retransmission-timeout | 1000 1000

keepalive interval 4 interval 5
timeout 1 timeout 2
num-retry 4 num-retry 4

X CP UP

sx-protocol heartbeat interval 10 10

sx-protocol heartbeat 5 5

retransmission-timeout

sx-protocol heartbeat 4 4

max-retransmissions

Sxa max-retransmissions 4 4

sxa retransmission-timeout-ms 5000 5000

sxb max-retransmissions 4 4

sxb retransmission-timeout-ms 5000 5000

sxab max-retransmissions 4 4

sxab retransmission-timeout-ms 5000 5000
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IPSEC cp UP
sx-protocol association 60 60
reattempt-timeout

SRP CP UP
hello-interval 3 3
dead-interval 15 15

Recommended Configurations

Following are the recommended configurations and restrictions related to Sx and SRP over IPSec:

« The multihop BFD timer between CP and UP must be seven seconds (for Data UPs).

« The singlehop BFD must be enabled on all the contexts (CP GW/Billing and UP Gn/Gi).

* Inter-chassis multihop BFD must be enabled for CP-CP ICSR and UP-UP ICSR (IMS UP).
 The SRP-IPSec ACL must be configured for TCP protocol instead of IP protocol.

» The Sx-IPSec ACL must be configured for UDP protocol instead of IP protocol.

Example Configurations in CP

Multihop BFD Configuration VPC-DI

The following is an example of multihop BFD configuration with seven seconds timer.

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 350 min_rx 350 multiplier 20
bfd multihop-peer 209.165.200.227 interval 350 min_rx 350 multiplier 20
bfd multihop-peer 209.165.200.225 interval 350 min_rx 350 multiplier 20
bfd multihop-peer 209.165.200.230 interval 350 min_rx 350 multiplier 20
bfd multihop-peer 209.165.200.228 interval 350 min_rx 350 multiplier 20
bfd multihop-peer 209.165.200.229 interval 350 min_rx 350 multiplier 20
#exit

Multihop BFD Configuration VPC-SI

The following is an example of multihop BFD configuration with three seconds timer.

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 150 min_rx 150 multiplier 20
bfd multihop-peer 209.165.200.227 interval 150 min_rx 150 multiplier 20
bfd multihop-peer 209.165.200.225 interval 150 min_rx 150 multiplier 20
bfd multihop-peer 209.165.200.230 interval 150 min_rx 150 multiplier 20
bfd multihop-peer 209.165.200.228 interval 150 min_rx 150 multiplier 20
bfd multihop-peer 209.165.200.229 interval 150 min_rx 150 multiplier 20
#exit

BGP Configuration

The following is an example of BGP configuration with recommended timers.

router bgp 1111
router-id 209.165.200.225
maximum-paths ebgp 15
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neighbor 209.165.200.250 remote-as 1000
neighbor 209.165.200.250 ebgp-multihop
neighbor 209.165.200.250 update-source 209.165.200.225
neighbor 1111:2222::101 remote-as 1000
neighbor 1111:2222::101 ebgp-multihop
neighbor 1111:2222::101 update-source 1111:2222::1
bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 300
timers bgp keepalive-interval 30 holdtime-interval 90 min-peer-holdtime-interval 0
server-sock-open-delay-period 10
address-family ipv4
redistribute connected
#exit
address-family ipv6
neighbor 1111:2222::101 activate
redistribute connected
#exit
#exit

Singlehop BFD Configuration

The following is an example of singlehop BFD configuration with three seconds timer.

interface bgp-sw1-2161-10
ip address 209.165.200.233 209.165.200.255
ipv6 address 1111:222::9/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-11
ip address 209.165.200.234 209.165.200.255
ipv6 address 1111:222::10/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-12
ip address 209.165.200.235 209.165.200.255
ipv6 address 1111:222::11/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-3
ip address 209.165.200.226 209.165.200.255
ipv6 address 1111:222::2/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-4
ip address 209.165.200.227 209.165.200.255
ipv6 address 1111:222::3/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-5
ip address 209.165.200.228 209.165.200.255
ipv6 address 1111:222::4/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-6
ip address 209.165.200.229 209.165.200.255
ipv6 address 1111:222::5/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-7
ip address 209.165.200.230 209.165.200.255
ipv6 address 1111:222::6/112 secondary
bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-8
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ip address 209.165.200.231 209.165.200.255

ipv6 address 1111:222::7/112 secondary

bfd interval 999 min_rx 999 multiplier 3
#exit
interface bgp-swl-2161-9

ip address 209.165.200.232 209.165.200.255

ipv6 address 1111:222::8/112 secondary

bfd interval 999 min_rx 999 multiplier 3
#exit

Static Route for Multihop BFD Configuration

The following is an example of static route multihop BFD configuration.

ip route static multihop bfd UP-5 209.165.200.240 209.165.200.245
ip route static multihop bfd UP-6 209.165.200.240 209.165.200.246
ip route static multihop bfd UP-9 209.165.200.240 209.165.200.247
ip route static multihop bfd UP-10 209.165.200.240 209.165.200.248
ip route static multihop bfd UP-7 209.165.200.240 209.165.200.249
ip route static multihop bfd UP-8 209.165.200.240 209.165.200.250

Static Route for Singlehop BFD Configuration

The following is an example of static route singlehop BFD configuration.

ip route static bfd bgp-swl-2161-3 209.165.200.230
ip route static bfd bgp-swl-2161-4 209.165.200.230
ip route static bfd bgp-swl-2161-5 209.165.200.230
ip route static bfd bgp-swl-2161-6 209.165.200.230
ip route static bfd bgp-swl-2161-7 209.165.200.230
ip route static bfd bgp-swl-2161-8 209.165.200.230
ip route static bfd bgp-swl-2161-9 209.165.200.230
ip route static bfd bgp-swl-2161-10 209.165.200.230
ip route static bfd bgp-swl-2161-11 209.165.200.230
ip route static bfd bgp-swl-2161-12 209.165.200.230

IPSec ACL Configuration

The following is an example IPSec ACL configuration in CP.

ip access-list UP-1
permit udp host 209.165.200.225 host 209.165.200.226
#exit

IPSec Transform Set Configuration

The following is an example of IPSec Transform Set configuration in CP.

ikev2-ikesa transform-set ikesa-UP-1
encryption aes-chc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

ipsec transform-set A-UP-1
encryption aes-chc-256

hmac sha2-256-128
group 14

IPSec Crypto Map Configuration

The following is an example of IPSec Crypto Map configuration in CP.
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cryp

Sx Configuration

to map UP-1 ikev2-ipv4
match address UP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-UP-1
ikev2-ikesa rekey
keepalive interval 4 timeout 1 num-retry 4
control-dont-fragment clear-bit
payload foo-sa0 match ipv4
ipsec transform-set list A-UP-1
lifetime 300
rekey keepalive
#exit
peer 192.1.1.1
ikev2-ikesa policy error-notification
#exit

The following is an example of Sx configuration in CP.

SX-S

end

ervice SX-1
instance-type controlplane
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4
sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4
sxab retransmission-timeout-ms 5000
n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression
sx-protocol supported-features load-control
sx-protocol supported-features overload-control
exit

Example Router Configurations

Static Routes for Interface

The following is an example configuration of static route for interface.

Ip r
Ip r
Ip r
Ip r
Ip r
Ip r
Ip r
Ip r
Ip r
Ip r

Static Routes for Singlehop

oute 209.165.200.224/27 Vlanllll 209.165.200.225
oute 209.165.200.224/27 Vlanl11lll 209.165.200.226
oute 209.165.200.224/27 Vlanl1lll 209.165.200.227
oute 209.165.200.224/27 Vlanllll 209.165.200.228
oute 209.165.200.224/27 Vlanl1lll 209.165.200.229
oute 209.165.200.224/27 Vlanllll 209.165.200.230
oute 209.165.200.224/27 Vlanl11lll 209.165.200.231
oute 209.165.200.224/27 Vlanl1lll 209.165.200.232
oute 209.165.200.224/27 Vlanl11lll 209.165.200.233
oute 209.165.200.224/27 Vlanllll 209.165.200.234

BFD

The following is an example configuration of static route for singlehop BFD.

Sx Configuration .
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route static bfd Vlanl111l 209.165.200.225
route static bfd Vlanll11ll 209.165.200.226
route static bfd Vlanll11l 209.165.200.227
route static bfd Vlanll11l 209.165.200.228
route static bfd Vlanll11l 209.165.200.229
route static bfd Vlanl111l 209.165.200.230
route static bfd Vlanl1l11l 209.165.200.231
route static bfd Vlanll11l 209.165.200.232
route static bfd Vlanll11l 209.165.200.233
route static bfd Vlanl111l 209.165.200.234

T T TTTTTTTTOT

Interface for Singlehop BFD

The following is an example configuration of interface for singlehop BFD.

interface Vlanl1111l
no shutdown
bandwidth 10000000
bfd interval 999 min_rx 999 multiplier 3
no bfd echo
ip address 209.165.200.224/27
ipv6 address 1111:222::1/112

BGP Configuration

The following is an example of BGP configuration with recommended timers.

router bgp 1000
router-id 209.165.200.226
timers bgp 30 90
timers bestpath-limit 300
timers prefix-peer-timeout 30
timers prefix-peer-wait 90
graceful-restart
graceful-restart restart-time 120
graceful-restart stalepath-time 300

Example Configurations in UP

IPSec ACL Configuration

The following is an example of IPSec ACL configuration in UP.

ip access-list CP-1
permit udp host 209.165.200.225 host 209.165.200.226
#exit

IPSec Transform Set Configuration

The following is an example of IPSec Transform Set configuration in UP.

ipsec transform-set A-CP-1
encryption aes-chc-256
hmac sha2-256-128
group 14

ikev2-ikesa transform-set ikesa-CP-1
encryption aes-chc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256
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IPSec Crypto Map Configuration

The following is an example of IPSec Crypto Map configuration in UP.

crypto map CP-1 ikev2-ipv4
match address CP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-CP-1
ikev2-ikesa rekey
keepalive interval 5 timeout 2 num-retry 4
control-dont-fragment clear-bit
payload foo-sa0 match ipv4
ipsec transform-set list A-CP-1
#exit
peer 209.165.200.230
ikev2-ikesa policy error-notification
#exit

Sx Configuration

The following is an example of Sx configuration in UP.

sx-service SX-1
instance-type userplane
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4
sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4
sxab retransmission-timeout-ms 5000
n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression
exit

Example SRP Configurations

IPSec ACL Configuration

The following is an example of IPSec ACL configuration for SRP.

ip access-list SRP
permit tcp host 209.165.200.227 host 209.165.200.228
#exit

SRP Configuration

The following is an example of SRP configuration.

configure
context srp
bfd-protocol
bfd multihop-peer 209.165.200.225 interval 999 min_rx 999 multiplier 3
#exit
configure
context srp
service-redundancy-protocol
chassis-mode primary
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hello-interval 3
dead-interval 15
monitor bfd context srp 209.165.200.226 chassis-to-chassis
monitor bgp context gi-pgw 209.165.200.245
monitor bgp context gi-pgw 3333:888::1
monitor bgp context saegw 209.165.200.245
monitor bgp context saegw 3333:888::2
peer-ip-address 209.165.200.227
bind address 209.165.200.228
#exit
ip route static multihop bfd srp 209.165.200.229 209.165.200.245
ip route 209.165.201.1 209.165.202.129 209.165.200.230 SRP-Physical-2102
ip route 209.165.201.2 209.165.202.130 209.165.200.231 SRP-Physical-2102
ip route 209.165.201.3 209.165.202.131 209.165.200.232 SRP-Physical-2102
ip igmp profile default
#exit
#exit
end
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CHAPTER 3

Monitoring and Troubleshooting User Plane in
CUPS

This section provides information about the CLI commands available to monitor and/or troubleshoot User
Plane in CUPS.

« Monitoring and Troubleshooting User Plane in CUPS, on page 49
* SNMP Traps, on page 49
« Show Commands, on page 50

Monitoring and Troubleshooting User Plane in CUPS

This section provides information about the CLI commands available to monitor and/or troubleshoot User
Plane in CUPS.

SNMP Traps

The following traps are available after session recovery in the User Plane node:

« star Manager Failure: This trap is generated when there is failure in the Software manager.

* star TaskFailed: This trap is generated when a noncritical task has failed and the appropriate recovery
steps begin.
« star TaskRestart: This trap is generated when a noncritical task has restarted after an earlier failure.

« star SessM gr Recover yComplete: This trap is generated when Session Manager recovery completes.
This is typically caused by the failure of Session Manager task and successful completion of recovery.

« starManager Restart: This trap is generated when the identified manager task has been restarted.
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Show Commands

show configuration

This command displays the following fields:

saegw-service

associate sgw-service

associate pgw-service

associate gtpu-service up-tunnel
associate sx-service

show-gtpu-statistics
Executing this show command displays the following output:
* Session Stats:

* Current

* Current (IMS-media)

* Total Setup

« Total Setup (IMS-media)
* Current gtpu vO sessions

« Current gtpu v1 sessions

* Total Data Stats:
* Uplink Packets
« Uplink Bytes
» Downlink Packets
» Downlink Bytes
* Packets Discarded
* Bytes Discarded
* Uplink Packets (IMS-media
* Uplink Bytes (IMS-media)
» Downlink Packets (IMS-media
» Downlink Bytes (IMS-media)
* Packets Discarded (IMS-media
* Bytes Discarded (IMS-media

QoS Stats:
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* QCI <n>:
« Uplink Packets
 Uplink Bytes
» Downlink Packets
« Downlink Byte
* Packets Discarded

« Bytes Discarded

* Non-Std QCI(Non-GBR):
 Uplink Packets
 Uplink Bytes
» Downlink Packets
« Downlink Byte
* Packets Discarded

* Bytes Discarded

* Non-Std QCI(GBR):
* Uplink Packets
* Uplink Bytes
» Downlink Packets
» Downlink Byte
* Packets Discarded

* Bytes Discarded

« Total uplink packets GBR QCI's:
« Total uplink Bytes GBR QCl's

» Total Downlink packets GBR QCl's

» Total Downlink Bytes GBR QClI's

» Total uplink packets Non-GBR QClI's

« Total uplink Bytes Non-GBR QCI's

» Total Downlink packets Non-GBR QCI's
* Total Downlink Bytes Non-GBR QCI's

« Path Management Messages:

* Echo Request Rx
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* Echo Response Rx
* Echo Request Tx
 Echo Response Tx
* SuppExtnHdr Tx
* SuppExtnHdr Rx

* Peer Stats:
* Total GTPU Peers

 Total GTPU Peers with Stats

* Tunnel Management Messages:

* Error Indication Tx
* Error Indication Rx

* Error Indication Rx Discarded

 Optimization Stats:

« Total Packets Input

» Total Packets Optimized

* Total TCP Packets Input:

» Total TCP Packets Optimized:
« Total UDP Packets Input

* Total UDP Packets Optimized

* Total Fragments Input

* IPSec Data Stats:

* Discards Due To IPSec Tunnel Not Present

* Packets Discarded
« Bytes Discarded
* Err-Ind Tx Discarded

\}
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Note In CUPS, the "Packets Discarded" statistics are the aggregate of packets dropped at the Session manager and
packets dropped at VPP. As VPP handles majority packets, the packet drops at VPP can only be categorized

broadly under these statistics.

You can view specific packet drop reasons only for packets dropped at session manager. Packets dropped at
VPP are categorized under Packets Discarded counter in the show gtpu statistics CLI.
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show module p2p user-plane-ipv6-addr .

show module p2p user-plane-ipv6-addr

Executing this show command displays the following output:
« Control-Plane Sx-Service name
* Priority
* User-Plane ip
* version

* update/rollback time

show saegw-service all

The output of this command has been enhanced to include the following new field in support of the Sx Service
associated with an SAEGW Service.

SX-service

show saegw-service name

The output of this command is similar to the show saegw-service all CLI command and displays the field
for the specified saegw-service name.

show service all

The output of this command has been modified to include user-plane service and its related parameters.
 Context ID
« Service ID
 Context Name
* Service Name
* State

* MaxSessions

* Type

show subscriber all

The output of this command has been modified to include user-plane service and its related parameters:
 Access type

* user-plane

 Access Tech
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. show subscribers user-plane-only all

* Call State

*» Access CSCF Status
* Link Status
 Network Type

¢ CALLID

* MSID

« USERNAME

. IP

* TIME-IDLE

show subscribers user-plane-only all
Executing this show command displays the following output:
 Access Type
* Interface Type
* Call State
« CALLID
* LOCAL SEID
o IP
* PDN-INSTANCE
e TIME-IDLE

show subscribersuser-plane-only called/seid called/seidflowflow-id flow-id

Executing this show command displays the following output:
* Callid
* Interface Type
* IP address
* Flow ID
* Uplink pkts
» Downlink pkts
* Uplink bytes
» Downlink bytes
» UE IP address
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show subscribers user-plane-only called/seid called/seid flows full .

* UE Port
* Server IP address
* Server Port

* Protocol

« Total Flows found

« Total subscribers matching specified criteria

show subscribers user-plane-only called/seid called/seid flows full

Executing this show command displays the following output:
* Callid
* Interface Type
* IP address
* Flow ID
* Uplink pkts
» Downlink pkts
* Uplink bytes
» Downlink bytes
» UE IP address
» UE Port
* Server IP address
* Server Port
* Protocol
* Flow ID
* Uplink pkts
» Downlink pkts
» UE IP address
» UE Port
* Server IP address
* Server Port

* Protocol

« Total Flows found
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. show subscribers user-plane-only called/seid called/seid flows

* Total subscribers matching specified criteria

show subscribers user-plane-only called/seid called/seid flows

Executing this show command displays the following output:
» Sessmgr Instance

* Application Protocol

» Transport Protocol
« Tethered Flow

» Recovered Flow

» Total Number of Active flows

show subscribers user-plane-only callid call_id pdr all
Executing this show command displays the following output:
* Source Interface
* Type
* Destination Interface
* Type
oW
* PDR-ID
* Linked FAR-ID
* Linked URR-ID
* Linked QER-ID

« Total subscribers matching specified criteria

show subscribers user-plane-only callid/seid callid/seid pdr full all

Executing this show command displays the following output:
« Callid
* Interface Type

* |P address

* PDR-ID
« Hits
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show subscribers user-plane-only callid/seid callid/seid pdr full all .

» Match Bypassed
» Matched Bytes

* Precedence

* Source Interface

» Matched Packets
 SDF Filter(s)
o Filter 1
* Protocol
* Src IP Addr
* Src Port
* Dst IP Addr
* Dst Port

* SPI
* Local F-TEID

» QOuter header removal

* Application 1D

* Linked FARID

* Destination Interface
» Apply Action

* Outer Header Creation
* Remote TEID

* Remote IP Address

* Remote Port

« Linked QERID
* PDR-ID
* Hits
» Match Bypassed
» Matched Bytes

* Precedence

» Source Interface
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. show subscribers user-plane-only callid/seid callid/seid pdr id pdr-id

* SDF Filter(s)
* Filter 1

* Protocol
* Src IP Addr
* Src Port
* Dst IP Addr
* Dst Port
* SPI

e Local F-TEID
 Quter header removal

* Application ID

* Linked FARID

* Destination Interface
» Apply Action

» Outer Header Creation
* Remote TEID

* Remote IP Address

* Remote Port

« Total PDRs found

* Total subscribers matching specified criteria

show subscribers user-plane-only callid/seid callid/seid pdr id pdr-id

Executing this show command displays the following output:
* Callid
* Interface Type

* |P address

* PDR-ID

* Hits

» Match Bypassed
» Matched Bytes

* Precedence
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* Source Interface

» Matched Packets
« SDF Filter(s)
* Filter 1

* Protocol

« Src IP Addr
* Src Port

* Dst IP Addr
* Dst Port

* SPI

* Local F-TEID

* Outer header removal

« Application ID

* Linked FARID
* Destination Interface
* Apply Action
* Outer Header Creation

* Remote TEID

* Remote IP Address
* Remote Port

e Linked QERID

* Total PDRs found

« Total subscribers matching specified criteria

show subscribers user-plane-only flows

Executing this show command displays the following output:

» Sessmgr Instance
* Application Protocol
* Transport Protocol
* Tethered Flow

* Recovered Flow

show subscribers user-plane-only flows .
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. show subscribers user-plane-only full all

* Flow-1D

* Bytes-Up

* Bytes-Down

* Pkts-Up

* Total Number of Active flows

« Total subscribers matching specified criteria

show subscribers user-plane-only full all
Executing this show command displays the following output:
* Local SEID
* Remote SEID
* State
* Connect Time
* Idle time
» Access Type
 Network Type
* user-plane-service-name
* Callid
* Interface Type
* Card/Cpu
« IP allocation type
* IP address
* Source context
* Destination context
* PDN-Instance
« User-plane-Sx-addr
« Control-plane-Sx-addr
* Number of associated PDRs
* Number of associated FARS
» Number of associated QERS
* Number of associated URRs

* input pkts
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show subscribers user-plane-only full all .

* output pkts

* input bytes

* output bytes

* input bytes dropped

* output bytes dropped

« input pkts dropped

* output pkts dropped

* pk rate from user(bps)

* pk rate to user(bps)

« ave rate from user(bps)
« ave rate to user(bps)

« sust rate from user(bps)
* sust rate to user(pps)

* pk rate from user(pps)

* pk rate to user(pps)

* ave rate from user(bps)
* ave rate to user(pps)

« sust rate from user(pps)
* sust rate to user(pps)

* ipv4 bad hdr

* ipv4 ttl exceeded

« ipv4 fragments sent

* ipv4 could not fragment
* ipv4 bad length trim

* ipv4 input mcast drop

« ipv4 input bcast drop

« input pkts dropped (0 mbr)
* output pkts dropped (0 mbr)
* ip source violations

« ipv4 output no-flow drop
* ipv6 bad hdr

* ipv6 bad length trim
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. show subscribers user-plane-only seid seid pdr all

* ipv4 input mcast drop

« ipv4 input bcast drop

« input pkts dropped (0 mbr)

* output pkts dropped (0 mbr)

* ip source violations

« ipv4 output no-flow drop

* ipv6 bad hdr

* ipv6 bad length trim

* ipv4 icmp packets dropped

* APN AMBR Input Pkts Drop

* APN AMBR Output Pkts Drop
* APN AMBR Input Bytes Drop
*« APN AMBR Output Bytes Drop

« Total subscribers matching specified criteria

show subscribers user-plane-only seid seid pdr all

Executing this show command displays the following output:
« Source Interface

* Type

* Destination Interface
* Type

oW

* PRD-ID

* Linked FAR-ID

* Linked URR-ID

« Linked QER-ID

* Total subscribers matching specified criteria

show user-plane-service [ all | name name]

Executing this show command displays the following output:

* Service name
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show user-plane-service statistics all .

* Service-ld

* Context

* Status

* PGW Ingress GTPU Service

* SGW Ingress GTPU Service

* SGW Egress GTPU Service

* Control Plane Tunnel GTPU Service

* Sx Service

show user-plane-service statistics all
Executing this show command displays the following output:
* VPN Name

* Subscribers Total
* PDNs Total
* Active
 Setup
* Released

* Rejected

* PDNs By PDN-Type
* |IPv4 PDNs

« Active
 Setup

* Released

* IPv6 PDNs

* Active
* Setup

* Released

* |Pv4v6 PDNs

* Active

 Setup
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. show user-plane-service statistics all

* Released

» PDNs By interface-Type
* Sxa interface-type PDNs

* Active

* Released

* Sxb interface-type PDNs

* Active
 Setup

* Released

* PDNs Rejected By Reason

* No Resource

* Missing or unknown APN
 Addr not alloc

» Addr not present

* No memory available

* System Failure

* PDR install failed

» PDNs Released By Reason

» Network initiated release

* Admin disconnect

* Total Data Statistics
* Uplink
* Total Pkts
« Total Bytes
« Total Dropped Pkts
« Total Dropped Bytes

* Downlink

« Total Pkts
« Total Bytes
« Total Dropped Pkts
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show user-plane-service statistics all .

« Total Dropped Bytes

« Data Statistics Per PDN-Type
* |[Pv4 PDNs
« Uplink
* Total Pkts
« Total Bytes

* Downlink

« Total Pkts

« Total Bytes

* IPv6 PDN Data Statistics
« Uplink
* Total Pkts
« Total Bytes

* Downlink

« Total Pkts

« Total Bytes

* IPv4v6 PDN Data Statistics
« Uplink
* Total Pkts v4
« Total Bytes v4
* Total Pkts v6

« Total Bytes v6

* Downlink
« Total Pkts v4

« Total Bytes v4
* Total Pkts v6

« Total Bytes v6

* Flow Statistics

» Max Flow Reached
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. show user-plane-service statistics all

* Pkts Dropped - system Limit (L4)
* Ip Flow Statistics
* Total Flows v4
« Uplink
* Total Pkts v4
« Total Bytes v4
* Total Error Pkts v4

« Total Error Bytes v4

* Active Flows v4

» Downlink

* Total Pkts v4

« Total Bytes v4

* Total Error Pkts v4

« Total Error Bytes v4

* Total Flows v6
« Uplink
* Total Pkts v6
« Total Bytes v6
* Total Error Pkts v6

« Total Error Bytes v6

* Active Flows v6
» Downlink
* Total Pkts v6
« Total Bytes v6
* Total Error Pkts v6

* Total Error Bytes v6

» Udp Flow Statistics
* Total Udp Flows
* Uplink
« Total Udp Pkts
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show user-plane-service statistics charging action .

« Total Udp Bytes
« Total Udp Error Pkts
« Total Udp Error Bytes

« Downlink
« Total Udp Pkts
« Total Udp Bytes
« Total Udp Error Pkts
« Total Udp Error Bytes

» TCP Flow Statistics
* Total TCP Flows
« Uplink
* Total TCP Pkts
« Total TCP Bytes
» Total TCP Error Pkts
« Total TCP Error Bytes

» Downlink
* Total TCP Pkts
« Total TCP Bytes
* Total TCP Error Pkts
« Total TCP Error Bytes

show user-plane-service statistics charging action

This command displays charging action statistics for all or specified charging actions that are configured in
the Active Charging Service (ACS). A charging action represents actions to be taken when a configured rule
is matched. Actions range from generating accounting records to dropping the IP packet, and so on. The
charging action also determines the metering principle—Whether to count retransmitted packets, and which
protocol field to use for billing (L3/L4/L7, and so on).

Syntax

show user-plane-service statistics charging-action
{ all [ debug-info | verbose] | name charging_action_name [ debug-info |
verbose] } [ | { grep grep_options | more } ]
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. show user-plane-service statistics charging action

Notes:
« all: Displays information for all charging actions configured in ACS.

« name charging_action_name: Displays information for an existing charging action specified as an
alphanumeric string from 1 through 63 characters.

This show CLI command doesn't support the following statistics with the value 0 that is displayed for each
of its counter value

PP Flows Readdressed:0

Bytes Charged Yet Packet Dropped:0
Predef-Rules Deactivated:0

Outer 1P header dscp marked Pkts:O

Tethering Blocking Statistics:
TTL Modified downlink packets:0

Throttle-Suppress Stats:
Uplink Bytes:O Downlink Bytes:O

XHeader Information:
IP Frags consumed by XHeader:0 IP Frags consumed by XHeader:0

Strip URL:
Successful Token stripped:0
Total strip URL failure:0
Failure - Missing config:0
Failure - Existing flow bid:0
Failure - Token matching failed:0
Failure - Empty packet:0
Failure - Req end not found:0
Failure - Subset of big token:0

URL-Readdressing:
Requests URL-Readdressed:0
Total Charging action hit - Req. Readdr.:0
Proxy Disable Success:0
Flows connected to URL Server:0

URL-Readdressing Error Conditions:
Total connect failed to URL Server:0
URL Readdress- pipelined case:0
URL Readdress- Socket Mig. Failed:0
Proxy Disable Failed:0

CAE-Readdressing:
Requests CAE-Readdressed:0
Responses CAE-Readdressed:0
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show user-plane-service statistics group-of-ruledefs .

Requests having MVG xheader inserted:0O
Total CAE-Readdressed Uplink Bytes:O

Total CAE-Readdressed Uplink Packets:0
Total CAE-Readdressed Downlink Bytes:O
Total CAE-Readdressed Downlink Packets:O
Total Charging action hit - Req. Readdr.:0
Total Charging action hit - Resp. Readdr:0
Proxy Disable Success:0

Flows connected to CAE:O

CAE Readdressing Error Conditions:
Total connect failed to CAE:O
Req. Readdr. - pipelined case:0
Skipped Resp. Readdr. - pipelined req:0
Req. Readdr. - Socket Mig. failed:0
Skipped Resp. Readdr. - partial resp hdr:0
Resp. Readdr. - Socket Mig. failed:0
Total CAE load balancer failed:0
Total MVG xheader insertion failed:0
Proxy Disable Failed:0

Rulebase Changed by flow action:0
Terminate Session:0
P2P random dropped packets:0

show user-plane-service statistics group-of-ruledefs

This command displays statistics for all groups or a specified group of ruledefs configured in the active
charging service. The group-of-ruledefs s a collection of rule definitions that can be used in access policy
creation.

Syntax

show user-plane-service statistics group-of-ruledefs { all | name
group_of_ruledefs_name } [ | { grep grep_options | more } ]

Notes:
« all: Displays information for all groups of ruledefs configured in ACS.

« namegroup_of ruledefs name: Displays detailed information for an existing group of ruledefsspecified
as an alphanumeric string from 1 through 63 characters.

 { grep grep_options | more} Pipes: Sends the output of this command to the specified command.
« The following clear CLI command is available for use:

clear user-plane-service statistics group-of-ruledefs { all | name
group_of_ruledefs_name }
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. show user-plane-service statistics ruledef

show user-plane-service statistics ruledef

This command displays statistics for all or specified ruledef that is configured in an active charging service.
The ruledef represents a set of matching conditions across multiple L3 - L7 protocol that is based on protocol
fields and state information. You can use each ruledef across multiple rule bases within the active charging
service.

Syntax

show user-plane-service statistics ruledef { all { charging | Ffirewall [
wide ] | post-processing } | name ruledef name [ wide ] } [ | { grep
grep_options | more } ]

Notes:
« all: Displays statistics for all ruledefs of the specified type that is configured in the ACS.
* charging: Displays statistics for all charging ruledefs configured in the ACS.
« firewall: Displays statistics for all firewall ruledefs configured in the service.
* post processing: Displays statistics for all post processing ruledefs configured in the ACS.

« nameruledef_name: Displays statistics for an existing ruledef specified as an alphanumeric string from
1 through 63 characters.

« wide: Displays all available information in a single wide line.

« The following clear CLI command is available for use:

clear user-plane-service statistics ruledef { all | charging | firewall
| name group_of ruledefs_name }
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CHAPTER 4

1:1 User Plane Redundancy for 4G CUPS

« Revision History, on page 71

* Feature Description, on page 71

* How it Works, on page 71

« Configuring 1:1 User Plane Redundancy for 4G CUPS, on page 81
» Monitoring and Troubleshooting, on page 86

Revision History
A

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

The 1:1 User Plane Redundancy for 4G CUPS feature supports the detection of a failed User Plane (UP) and
handles seamlessly the functions of the failed UP. Each of the Active UPs has a dedicated Standby UP. The
1:1 UP redundancy architecture is based on the UP to UP Interchassis Session Recovery (ICSR) connection.

How it Works

This section briefly describes how 1:1 User Plane Redundancy for 4G CUPS feature works.

The 4G CUPS deployment leverages the ICSR framework infrastructure for checkpointing and switchover
of the UP node as shown in the following figure. The Active UP communicates to its dedicated Standby UP
via the Service Redundancy Protocol (SRP) link that is provisioned between the UPs.
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Figure 1: UP 1:1 Redundancy Using SRP
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The Control Plane (CP) node does not have the Standby UP information that is available in the UP group
configuration. Therefore, the CP is not aware of the UP redundancy configuration and the switchover event
among the UPs.

The Active UP communicates to the CP via the Sx interface address configured in the UP. The Standby UP
takes over the same Sx interface address when it transitions to the Active during the switchover event. This
implies that the Sx interface is SRP activated and is in line with the existing configuration method, therefore
UP switchover is transparent to the CP.

Figure 2: UP 1.1 Redundancy Switchover

Subscriber
data path

To make redundancy fully compliant, it addresses the following dependencies on the SRP-based ICSR in the
CUPS environment.

* Synchronization of PFD Configuration
 Sx Association Checkpoint

« Sx Link Monitoring
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Besides the dependencies listed, the UP implements data collection and checkpoint procedures specific to the
UP node. For example, checkpointing for IP-pool chunks. The UP integrates these procedures into the existing
ICSR checkpointing framework.

Figure 3: CP-CP ICSR with 1:1 UP Redundancy, before CP Switchover

' ICSR for CP |

..... - -

Control

=== Sx Session evenls |

++ ICSR for UP

+ = Checkpoints sent at setup and session is pre-allocated on standby
1 = Checkpoints sent

' = For every state change

] + Periodically for accounting buckets
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Figure 4: CP-CP ICSR with 1:1 UP Redundancy, After CP Switchover

CP - New  [oyn
Active

CP — New
Standby

« ICSR for UP
« Checkpoints sent at setup and session is pre-allocated on standby
+ Checkpoints sent

« For every state change

« Periodically for accounting buckets
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Synchronization of PFD Configuration

The CP node pushes the UP configuration via the Packet Flow Description (PFD) messages. The CP sends
the PFD configuration from the Active UP to the Standby UP because the Sx IP address of the UP is
SRP-activated over the Active UP and Standy UP.

The SRP VPN Manager provides the transport between UPs and the Session Controller in the Active UP
anchors the configuration push. The following illustration lists the sequence of events.
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Figure 5: Synchronizing PFD Configuration
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BFD Monitor Between Active UP and Standby UP

The BFD monitors the SRP link between the Active UP and Standby UP for a fast failure detection and
switchover. When the Standby UP detects a BFD failure in this link, it takes over as the Active UP.

The BFD link can be single-hop or multi-hop.

)

Note  The recommendation is that the SRP bind interface must be an Ethernet interface that attaches to the card
service Port. In a loopback address, the recommendation is to ensure that the BFD control packets traverse
only though one service port. If it is the ECMP, ensure that the route convergence time does not exceed the
BFD timeout.

To configure the BFD monitor, between the Active UP and Standby UP, see "Configuring BFD Monitoring
Between Active UP and Standby UP."

Sample Configuration for Multihop BFD Monitoring
Primary UP:

config
context srp

bfd-protocol
bfd multihop-peer 209.165.200.225 interval 50 min_rx 50 multiplier 20

#exit

service-redundancy-protocol
monitor bfd context srp 209.165.200.225 chassis-to-chassis
peer-ip-address 209.165.200.225
bind address 209.165.200.227
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#exit
interface srp
ip address 209.165.200.227 255.255.255.224
#exit
ip route static multihop bfd bfdl 209.165.200.227 209.165.200.225

ip route 192.168.210.0 255.255.255.224 209.165.200.228 srp
#exit

end

Backup UP:

config
context srp

bfd-protocol
bfd multihop-peer 209.165.200.227 interval 50 min_rx 50 multiplier 20

#exit

service-redundancy-protocol
monitor bfd context srp 209.165.200.227 chassis-to-chassis
peer-ip-address 209.165.200.227
bind address 209.165.200.225

#exit

interface srp
ip address 209.165.200.225 255.255.255.224

#exit

ip route static multihop bfd bfdl 209.165.200.225 209.165.200.227

ip route 192.168.209.0 255.255.255.224 209.165.200.226 srp
#exit

End

Router between Primary UP and backup UP:

config
context one
interface one

ip address 209.165.200.228 255.255.255.224
#exit

interface two

ip address 209.165.200.226 255.255.255.224
#exit
#exit
end

Sample Configuration for Single Hop BFD Monitoring
Primary UP:

config
context srp
bfd-protocol
#exit
service-redundancy-protocol
monitor bfd context srp 255.255.255.230 chassis-to-chassis
peer-ip-address 255.255.255.230
bind address 209.165.200.227
#exit
interface srp
ip address 209.165.200.227 255.255.255.224
bfd interval 50 min_rx 50 multiplier 10
#exit
ip route static bfd srp 255.255.255.230
#exit
end

Backup UP:
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config
context srp
bfd-protocol
#exit
service-redundancy-protocol
monitor bfd context srp 209.165.200.227 chassis-to-chassis
peer-ip-address 209.165.200.227
bind address 255.255.255.230
#exit
interface srp
ip address 255.255.255.230 255.255.255.224
bfd interval 50 min_rx 50 multiplier 10
#exit
ip route static bfd srp 209.165.200.227
#exit
end

VPP Monitor
The SRP VPP monitor initiates a switchover to Standby UP when the VPP subsystem fails.

)

Note  The VPP monitor is available only on the VPC-SI instance UP. It is not available in the hybrid CUPS ASR
5500 UP because the card level redundancy handles the VPP failure on the ASR 5500. If VPP causes multiple
card failures, then SRP card monitor must be used.

To configure the VPP monitor, see "Configuring VPP Monitor on Active UP and Standby UP."

Sx Association Checkpoint

Whenever an Active UP initiates a Sx association to the configured CP node, the Standby UP checkpoints
this data. This maintains the association information even after the UP switchover.

The Sx heartbeat messages sends and the Active UP must responds even after back-to-back UP switchovers.

Sx Monitor

It is critical to monitor the Sx interface between the UP and CP. Enabling the Sx heartbeat functionality is
essential because it helps detect a monitor failure.

\}

Note  Sx monitoring is available only in the UP.

The Sx interface on the Active UP detects failure and informs the SRP VPN Manager to trigger the UP
switchover event such that the Standby UP takes over.

It is important to ensure that the CP Sx heartbeat timeout is higher than the UP Sx heartbeat timeout plus UP
ICSR switchover time. This is to ensure that the CP does not detect the Sx path failure during a UP switchover
because of the UP Sx monitor failure.

Preventing Control Plane Heartbeat Time Out

There is a minor possibility that the CP heartbeat times out during the UP ICSR switchover. Follow these
steps to mitigate it:

1. Remove the Sx heartbeats from the CP toward the UPs.
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If the former is not possible, then ensure that the Sx heartbeats from the CP toward the UP have multiple
retry timeout. Also ensure that the number of retries is greater than the UP Sx heartbeat timeout plus UP
ICSR switchover time.

For example:

A = CP heartbeat interval (sx-protocol heartbeat interval)

B = CP heartbeat max retransmissions (sx-protocol heartbeat max-retransmissions)
C = CP heartbeat retransmission timeout (sx-protocol heartbeat retransmission-timeout)
D = UP heartbeat interval (sx-protocol heartbeat interval)

E = UP heartbeat max retransmissions (sx-protocol heartbeat max-retransmissions)
F = UP heartbeat retransmission timeout (sx-protocol heartbeat max-retransmissions)
G = Switchover time (including BGP route convergence time)

Therefore, the formula for successful Sx monitor failure switchover is:
B*C>D+(E*F)+G

Example Values:

CP:

A:

sx-protocol heartbeat interval 60

B:

sx-protocol heartbeat max-retransmissions 10

C:

sx-protocol heartbeat retransmission-timeout 10

UP:

D:

sx-protocol heartbeat interval 30

E:

sx-protocol heartbeat max-retransmissions 3

F:

sx-protocol heartbeat retransmission-timeout 3

BGP:

G: Example route converge time = 30 sec

Therefore, B*C>D+(E*F)+G

=>10*10>30+(3*3)+30

=>100> 69

A maximum value of B is 15 and max value of C is 20. Therefore, configure the Sx monitor failure
detection and UP switchover (D + (E * F ) + G ) to withstand a maximum delay of 15 * 20 = 300 sec,
that is, 5 min.
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To minimize the BGP route convergence time (G), run the BGP with BFD fail-over.
To configure the Sx monitor, see "Configuring Sx Monitoring on the Active UP and Standby UP."

The Standby UP itself has no independent connectivity to the CP. The Active UP Sx context is replicated to
the Standby UP such that it is ready to takeover during SRP switchover. This implies that when the Active
UP has switched over to Standby because of Sx monitor failure, the new Standby has no way of knowing if
the UP to CP link is working. To prevent a switchback of the new Standby to Active state again due to Sx
monitor failure in new Active, use the disallow-switchover-on-peer-monitor-fail keyword in the new
monitor sx CLI command.

After a chassis becomes Standby due to Sx monitoring failure, the Sx failure status is not reset even if Sx up
checkpoint is received from the new Active UP. This is to prevent the new Active to cause an unplanned
switchback again due to Sx monitor failure when the previous cause of switchover itself was Sx monitor
failure. This prevents back-to-back ping-pong type of switchovers when CP is down. The Sx monitor failure
status must be manually reset when the operator is convinced that the network connectivity is normal. To
reset, use the new srp reset-sx-fail CLI command (see "Resetting Sx Monitor Failure™) in the Standby chassis.

BGP Monitor

Configure BGP peer monitor and peer group monitors for the next-hop routers from UP (both Gi and Gn side)
as shown in the following figure. This is the existing ICSR configuration. BGP may run with BFD assist to
detect fast BGP peer failure.

Figure 6: BGP Peer Groups and Routing

context 5Gi-DATA
router bgp 4913
router-id 187.183.115.7
max imum-paths ebgp 4
neighbor 172.16.1.2 remote-as 64709
neighbor 172.16.2.251 remote-as 647@1

R RTRE.5 11 3

851 SR neighbor 172.16.2.252 remote-as 64781
-.ﬂl.ll.il.l 1 neighbor 172.16.3.2 remote-as 64782
GW UP I K RT5 151
(G Conbaxt)
context SAP
282 SR-2 service-redundancy-protocol
[ RIFRTRITE] menitor bop context SAEGW 187.243.96.1
monitor bgp context SAEGW 107.243.96.2
mgnitor bgp context SGi-DATA 172.16.1.2 growp 1
monitor bgp context SGi-DATA 172.16.2.251 growp 2
monitor bgp context SGI-DATA 172.16.2.252 group 2
1 1T2.16.2.024 T manitor bgp context SGi-DATA 172.16.3.2 group 3
peer-ip-address 187.183.112.146
\ J bind address 187.183.112.145

Loopback is not needed if only one peer is present for each group
437171

To configure BGP monitoring and flag BPG monitoring failure, see Flagging BGP Monitoring Failure, on

page 82.

UP Session Checkpoints

The Active chassis sends a collection of UP data as checkpoints to the peer Standby chassis in the following
scenarios:

» New call setup
« For every state change in the call

« Periodically for accounting buckets
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On receiving these checkpoints, the Standby chassis acts on the data and updates the necessary information
either at the call level or node or instance level.

VPN IP Pool Checkpoints

Along with the PFD configuration message, the CP sends the IP pool allocation to each UP. The VPN manager
receives this message in the UP and checkpoints the same information to the Standby UP when the SRP is
configured.

The IP pool information is also sent during the SRP VPNMGR restart and during the SRP link down and up
scenarios.

Validation of the presence of IP pool information in the Standby is vital before switchover. If the IP pool
information is not present, then route advertisement is not possible. Therefore, traffic does not reach the UP.

External Audit and PFD Configuration Audit Interaction

The Active UP performs external audit and PFD configuration audit interaction. The Session Manager gets
a start and complete notification of the PFD configuration audit. The Session Manager does not start the
external audit if the PFD configuration audit is in progress. If the PFD configuration audit start notification
arrives when the external audit is already underway, then the Session Manager raises a flag such that the
external audit restarts when it completes. Restarting the external audit is necessary because it does not achieve
its purpose if it occurs when the PFD audit is already underway.

Zero Accounting Loss for User Plane

Zero accounting loss feature is implemented on User Plane (UP) so that accounting-data/billing loss is reduced
from 18 seconds, which is the default checkpoint time from Active UP to Standby UP, or for the configured
accounting checkpoint time.

This change in UP is to support the Gz, Gy, VoGx, and RADIUS URRs. Only planned switchover is supported
for zero accounting loss/URR data counters loss. This feature does not impact the current ICSR framework
or the way checkpointing is done and recovered.

The Sx usage report is blocked during the “pending active state” till the chassis becomes Active.

Early PDU Recovery for UP Session Recovery

Early PDU Recovery feature overcomes the earlier limitation of Session Recovery feature wherein it did not
prioritize the CRRs that were selected for recovery. All the CRRs were fetched from the AAAMgr and then
the calls were recovered sequentially. The time taken to fetch all the CRRs was a major factor in the perceived
delay during session recovery. When a failure occurred, the delay was sometimes very long if there were a
lot of sessions in a Session Manager. Also, since the calls were recovered in no particular order, the idle
sessions were sometimes recovered before active sessions.

\)

Note The Early PDU Recovery feature can recover a maximum of 5 percent sessions.

Session Prioritization during Recovery

Prior to this release, the Session Recovery function did not prioritize the sessions selected for recovery, and
loops through all the calls in the call recovery list and are recovered sequentially when the session recovery
is triggered.
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As part of Session Prioritisation during Recovery, a separate skiplist is maintained only for priority calls so
that these records can be sent from AAAMgr immediately without going through the loop, thus leading to
quicker recovery of the priority calls and reducing the data outage time.

There are two types of sessions at User Plane, prioritized sessions and normal sessions. Session is considered
to be prioritized session based on message priority flag received from Control Plane and it is recovered first
followed by normal calls.

These prioritized sessions also take priority in case of early PDU handling. The early PDU of normal calls
will only initiate recovery when all prioritized sessions have been recovered.

In case of critical flush (GR), checkpoints for prioritized sessions are sent first followed by the normal calls.
The data of all the calls (both normal and prioritized) are allowed during switchover.

\)

Note
details received from the Control Plane for the Session Prioritisation feature.

The Control Plane is responsible to set the priority flags for all the calls. The User Plane uses the priority call

Configuring 1:1 User Plane Redundancy for 4G CUPS

The following sections provide information about the CLI commands available to enable or disable the feature.

Configuring BFD Monitoring Between Active UP and Standby UP

Use the following commands to configure Bidirectional Forwarding Detection (BFD) monitoring on the
Active UP and Standby UP. This command is configured in the SRP Configuration Mode.

configure
context context_name
service-redundancy-protocol
[ no 1 monitor bfd context context_name { ipv4_address | ipv6_address }
{ chassis-to-chassis | chassis-to-router }
exit

NOTES:
« no: Disables BFD monitoring on the Active and Standby UP.

« context context_name : Specifies the context that is used. It refers to the context where the BFD peer is
configured (SRP context).

context_name must be an existing context expressed as an alphanumeric string of 1 through 79 characters.

* ipv4_address|ipv6_address: Defines the IP address of the BFD neighbor to be monitored, entered using
IPv4 dotted-decimal or IPv6 colon-separated-hexadecimal notation.

It refers to the IP address of the configured BFD (ICSR) peer.
* chassis-to-chassis| chassis-to-router:
chassis-to-chassis: BFD runs between primary and backup chassis on non-SRP links.

chassis-to-router: BFD runs between chassis and router.
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A

Caution Do not use the chassis-to-router keyword for BFD monitoring on the SRP link
between the Active UP and the Standby UP.

« This command is disabled by default.

Flagging BGP Monitoring Failure

Use the following commands to flag BGP monitor failure on a single BGP peer (User Plane) failure. This
command is configured in the SRP Configuration Mode.

\}

Note * In this release, the exclusive-failover keyword is added to the existing monitor bgp CLI command as
an alternate (new) algorithm to flag BGP monitoring failure.

* For more informnation about the monitor bgp CLI command in the "Service Redundancy Protocol
Configuration Mode Commands" section command of the Command Reference Guide.

* Before adding the exclusive-failover keyword to the existing monitor bgp CLI command, implementing
the monitor bgp command resulted in the following behavior:

« BGP peer group was up if any BGP peer in that group was up.
« Omitting a group configuration for a BGP monitor included that monitor in group 0.

* BGP group 0 monitored in a context from an implicit group. Each context formed a separate BGP
group 0 implicit monitor group.

* BGP monitor was down if any BGP peer group was down.

configure
context context_name
service-redundancy-protocol
[ no ] monitor bgp exclusive-failover
end

NOTES:
« no: Disables flagging of BGP monitor failure on a single BGP peer failure.
* On implementing the new exclusive-failover keyword, the behavior is as follows:
» BGP peer group is Up if any BGP peer in that group is Up.
* Including a BGP peer in group 0 is same as making it non-group (omitting group).
* BGP monitor is down if any BGP peer group or any non-group BGP peer is down.

* Removing a BGP peer being monitored induces a BGP monitor failure.

« This command is disabled by default.
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Configuring Sx Monitoring on the Active UP and Standby UP

Use the following commands to configure Sx monitoring on the Active UP and Standby UP. This command
is configured in the SRP Configuration Mode.

configure
context context_name
service-redundancy-protocol
[ no 1 monitor sx [ { context context_name | bind-address {ipv4_address

lipve_address } | { peer-address {ipv4_address | ipv6_address } } ]
exit

NOTES:
« no: Disables Sx monitoring on the Active and Standby UP.
« contextcontext_name : Specifies the context of the Sx service.
context_name must be an existing context expressed as an alphanumeric string of 1 through 79 characters.

* bind-address{ ipv4 _address| ipv6_address}: Defines the service IP address of the Sx service, entered
using IPv4 dotted-decimal or IPv6 colon-separated-hexadecimal notation.

A

Note  The IP address family of the bind-address and peer-address must be same.

* peer-address{ ipv4 _address| ipv6_address}: Defines the IP address of the Sx peer, entered using IPv4
dotted-decimal or IPv6 colon-separated-hexadecimal notation.

« disallow-switchover-on-peer-monitor-fail :
Prevents the switchback of the UP to Active state when the working status of the UP to CP link is
unknown.

« It is possible to implement this CLI command multiple times for monitoring multiple Sx connections.
» The Sx monitor state goes down when any of the monitored Sx connections are down.

« This command is disabled by default.

Configuring SRP over IPSec on the Active UP and Standby UP

IPSec is a suite of protocols that interact with one another to provide secure private communications across
IP networks. These protocols allow the system to establish and maintain secure tunnels with peer security
gateways. IPSec provides confidentiality, data integrity, access control, and data source authentication to IP

datagrams.
The CUPS architecture uses the IPSec protocol to encrypt the packets sent over the Interchassis Session
Recovery (ICSR) connection between the active and standby UPs. This encryption is done by defining an

access-list to match all traffic between Service Redundancy Protocol (SRP) peers and associating it with a
crypto map. This crypto map is used to establish Security Association between IPSec peers residing in UPs.
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\)

Note  For more information on IPSec, its features or functionality, and applicable CLI configurations, refer the
StarOS IPSec Reference.

The following CLI command is a sample configuration to configure SRP over IPSec for UPs.

context srp
ip access-list srp-acl
permit tcp host 209.165.200.225 host 209.165.200.226
#exit
ipsec transform-set A-foo
#exit
ikev2-ikesa transform-set ikesa-foo
#exit
crypto map srp-cm ikev2-ipv4
match address srp-acl
authentication local pre-shared-key key local key
authentication remote pre-shared-key key remote key
ikev2-ikesa transform-set list ikesa-foo
payload foo-sa0 match ipv4
ipsec transform-set list A-foo
#exit
peer 209.165.200.227
#exit
service-redundancy-protocol
checkpoint session duration non-ims-session 30
checkpoint session duration ims-session 30
route-modifier threshold 18
delta-route-modifier 2
audit periodicity 60
priority 2
monitor bgp context isp 209.165.200.228
monitor sx context EPC2 bind-address bbbb:abcd::77 peer-address bbbb:abcd::10
peer-ip-address 209.165.200.226
bind address 209.165.200.225
#exit
interface ike-1b loopback
ip address 209.165.200.228 255.255.255.224
crypto-map srp-cm
#exit
interface srp-rtr
ip address 209.165.200.229 255.255.255.224
#exit
interface srp-loopback loopback
ip address 209.165.200.225 255.255.255.224
#exit
ip route 209.165.200.226 255.255.255.224 209.165.200.231 srp-rtr
ip route 209.165.200.227 255.255.255.224 209.165.200.231 srp-rtr
#exit

)

Note IKEv1 - Transport mode with Authentication Header (AH) protocol is not recommended. Encapsulating
Security Payload (ESP) is recommended because ESP performs both Authentication and Encryption.
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Configuring VPP Monitor on Active UP and Standby UP

Use the following commands to configure Vector Packet Processing (VPP) monitor to trigger UP switchover
on the Active UP if VPP goes down. This command is configured in the SRP Configuration Mode.

configure
context context_name
service-redundancy-protocol
monitor system vpp delay-period 0-300 seconds
exit

no monitor system vpp
NOTES:
« no: Disables VPP monitoring on the Active and Standby UP.

« vpp delay-period0-300 seconds : Specifies the delay period in seconds for a switchover, after a VPP
failure.

If the delay period is a value greater than zero, then the switchover is initiated after the specified delay
period when VPP fails. The last VPP status notification within the delay period is the final trigger for
switchover action. The default value is 0 seconds, which initiates an immediate switchover.

The need for delay is to address the scenario wherein the VPP is temporarily down and the revival is in
process. This implies that a switchover may not be necessary.

« This command is disabled by default.

Preventing User Plane Switchback

Use the following commands to prevent the switchback of the new Standby UP to Active state again due to
Sx monitor failure in the new Active. This command is configured in the SRP Configuration Mode.

configure
context context_name
service-redundancy-protocol
monitor sx disallow-switchover-on-peer-monitor-fail [ timeout
seconds ]
exit

Use either of the following CLIs to allow switchback of the new Standby UP to Active state.

no monitor sx disallow-switchover-on-peer-monitor-fail

Or

monitor sx disallow-switchover-on-peer-monitor-fail timeout O
NOTES:
« no: Disables prevention of switchover.

« disallow-switchover-on-peer-monitor-fail [ timeout seconds] : Prevents the switchback of the UP to
Active state when the working status of the UP to CP link is unknown.
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timeout seconds: Timeout after which the switchback is allowed even if the Sx failure status is not reset
in the Standby peer. The valid values range from 0 to 2073600 (24 days).

N

Note  Assigning 0 seconds as the the timeout allows unplanned switchover.

If timeout keyword is not specified, the Active chassis waits indefinitely for the Sx failure status to be
reset in the Standby peer.

* The default configuration is to allow unplanned switchover due to Sx monitor failure in all conditions.

N

Note  Manual planned switchover is allowed irrespective of whether this CLI is
configured or not.

Preventing Dual Active Error Scenarios
Use the following CLI configuration in CP to prevent dual Active error scenarios for UP 1:1 redundancy.

configure
user-plane-group group_name
sx-reassociation disabled

end
NOTE:
* sx-reassociation disabled: Disables UP Sx reassociation when the association already exists with the
CP.

Resetting Sx Monitor Failure

Use the following command only on the Standby chassis to reset the Service Redundancy Protocol (SRP) Sx
monitor failure information. This command is configured in the Exec Mode.

srp reset-sx-fail

Monitoring and Troubleshooting

This section provides information regarding the CLI command available in support of monitoring and
troubleshooting the feature.

Show Command(s) and/or Outputs

This section provides information regarding show commands and/or their outputs in support of this feature.
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show srp monitor bfd
The output of this CLI command contains the following fields for the 4G CUPS 1:1 UP Redundancy feature:
* Type
* State
* Groupld
* IP Addr
* Port
« Context (VRF Name)
« Last Update

show srp monitor bgp
The output of this CLI command contains the following fields for the 4G CUPS 1:1 UP Redundancy feature:
* Type
* State
* Groupld
* IP Addr
* Port
« Context (VRF Name)
* Last Update

show srp monitor sx
The output of this CLI command contains the following fields for the 4G CUPS 1:1 UP Redundancy feature:
* Type
* State
* Groupld
* IP Addr
* Port
« Context (VRF Name)
* Last Update

show srp monitor vpp
The output of this CLI command contains the following fields for the 4G CUPS 1:1 UP Redundancy feature:
* Type
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. show srp monitor vpp

* State

* Groupld

* IP Addr

* Port

* Context (VRF Name)
« Last Update
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CHAPTER 5

5G NSA for SAEGW in CUPS

« Feature Description, on page 89

Feature Description

Cisco 5G Non Standalone (NSA) solution leverages the existing LTE radio access and core network (EPC)
as an anchor for mobility management and coverage. This solution enables operators using the Cisco EPC
Packet Core to launch 5G services in shorter time and leverage existing infrastructure. Thus, NSA provides
a seamless option to deploy 5G services with very less disruption in the network.

5G is the next generation of 3GPP technology, after 4G/LTE, defined for wireless mobile data communication.
The 5G standards are introduced in 3GPP Release 15 to cater to the needs of 5G networks.

5G Non Standalone (NSA): The existing LTE radio access and core network (EPC) is leveraged to anchor
the 5G NR using the Dual Connectivity feature. This solution enables operators to provide 5G services with
shorter time and lesser cost.

Limitation

« In CUPS architecture, the SGW-C/PGW-C selecting SGW-U/PGW-U based on DCNR is not supported
in this release.

« In this release, APNMBR rate-limit configuration is not supported. The APNMBR policer uses
Auto-readjust internally.

For more information on limitations, refer to the 5G NSA for SAEGW chapter in the 5G Non Standalone
Solution Guide

For additional information about 5G NSA for SAEGW, refer the 5G NSA for SAEGW chapter in the 5G Non
Sandal one Solution Guide.
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« Revision History, on page 91

* Feature Description, on page 91

* Configuring Access Control Lists, on page 91
« Monitoring and Troubleshooting, on page 92

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

The CUPS architecture supports Access Control Lists on the User-Plane. This feature allows the User-Plane
to create and manage IP access privileges for a subscriber.

Configuring Access Control Lists

An existing configuration, which is part of the non-CUPS architecture is implemented for this feature. The
ip access-list command — part of the Context Configuration mode is used to implement an access control list.

\}

Note For CUPS, the same configuration is implemented on a User Plane’s APN Configuration mode.

Use the following configuration to create and manage IP-based, user access privileges:

configure
context context_name
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ip access-list acl_name
{ deny | permit } [ log ] source_address source_wildcard

no { deny | permit } [ log ] source_address source_wildcard
end

NOTES:
« no: Removes the rule which exactly matches the options specified.
« deny | permit: Specifies the rule is either block (deny) or an allow (permit) filter.
* deny: Indicates the rule, when matched, drops the corresponding packets.

* per mit: Indicates the rule, when matched, allows the corresponding packets.

« log: Indicates all packets which match the filter are to be logged. By default, packets are not logged.

» source_address. The IP address(es) from which the packet originated. IP addresses must be entered
in IPv4 dotted-decimal format.

This option is used to filter all packets from a specific IP address or a group of IP addresses.

When specifying a group of addresses, the initial address is configured using this option. The range
can then be configured using the source wildcard parameter.

» source_wildcard: This option is used in conjunction with the source_address option to specify a
group of addresses for which packets are to be filtered.

The mask must be entered as a complement:

« Zero-bits in this parameter mean that the corresponding bits configured for the source_address
parameter must be identical.

 One-bits in this parameter mean that the corresponding bits configured for the source_address
parameter must be ignored.

A

Note  The mask must contain a contiguous set of one-bits from the least significant bit
(LSB). Therefore, allowed masks are 0, 1, 3, 7, 15, 31, 63, 127, and 255. For
example, acceptable wildcards are 0.0.0.3, 0.0.0.255, and 0.0.15.255. A wildcard
of 0.0.7.15 is not acceptable since the one-bits are not contiguous.

Monitoring and Troubleshooting

This section provides information regarding monitoring and troubleshooting the Access Control Lists feature.

Show Command(s) and/or Outputs

This section provides information regarding show commands and/or their outputs in support of this feature.
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show sub user-plane-only full all .

show sub user-plane-only full all
On executing the above command, the following fields are displayed for this feature:

« active input acl
* active output acl
* ipv4 input acl drop

« ipv4 output acl drop
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« Feature Description, on page 95

* How It Works, on page 96

* Configuring ADC over Gx, on page 97

« Monitoring and Troubleshooting, on page 98

Feature Description

In compliance with 3GPP TS 29.244 VV15.0.0, ADC over Gx feature supports the following functionalities in
CUPS environment:

* Application START/STOP event reporting at the instance level, over the Sx Interface, as part of the
session usage report request.

* Application START/STORP is sent for Group of Ruledef when a flow matches the Group of Ruledef.
« Supports AND logic for rulelines while matching ADC ruledefs.
« Supports new Information Elements (1Es) for Packet Forwarding Control Protocol (PFCP) messages that

are used for ADC application detection notifications.

| A

Important  In this release, the ADC Over Gx feature is applicable for ADC L3/L4 rules.

| A

Important  For supplemental information about ADC Over Gx feature in non-CUPS environment, refer to:

» ADC Support over Gx section in the Application Detection and Control Overview chapter of the ADC
Administration Guide.

* Support ADC Rules over Gx Interface section in the Gx Interface Support chapter of the P-GW
Administration Guide.
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How It Works

For ADC over Gx feature in the CUPS environment, support is added for the following:

* The Application ID/TDF Application Identifier is part of the PDI of PDR, either in Sx Establishment
Request or Sx Session Modify Request.

« Handling of the ADC rule match on U-Plane.
« To generate a session usage report request when the Application START/STOP event occurs on U-Plane.
* New IEs as part of the Usage report request:

* Application ID

* Application Instance 1D

 Flow Information

* Monitor Protocol to decode the new IEs.

« To handle the usage report request that is received, and trigger the CCR-U to PCRF on C-Plane.

The functionality of ADC Over Gx feature consists of the following components, and each are described in
this section.

ADC Rule Match

The ADC rule match is invoked after the traditional rule match. After the L3/L4 filters are being matched,
the rule match engine checks for any ADC rules being configured on the bearer. If ADC rules are present,
then the ADC rule match occurs.

If the bearer has ADC rule which does not have the L3/L4 filters, and it’s a non-GBR bearer, then the ADC
rule match is done across all the non-GBR bearers. The charging is done against the charging and action policy
of the rule match.

For ADC dynamic rules, if the L3/L4 filter matches but the ADC rule match fails, then the rule is considered
as not matched.

Session Usage Report Request Generation

Once the ADC rule matches on the U-Plane and an application has been detected, the U-Plane triggers the
Application START notification over the Sx interface as a session usage report:

« With the measurement method set to Event
« Usage Report Trigger set to “Start of Traffic”

« The Application Detection Info, such as Application ID, Application Instance ID, and Application Flow
Information along with the direction.

When the application teardown gracefully, the application gets timed out, or the rule match changes, the
application STOP is triggered from U-Plane to C-Plane as a session usage report:

 With the measurement method set to “Event”
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« Usage Report Trigger set to “Stop of Traffic”
« Application ID

« Application Instance ID

The application STOP is not triggered when:

* “mute” is enabled.
* The call is going down.
 The rule/PDR is deleted.

 The bearer/tunnel deletion occurs.

Handling Session Usage Report on C-Plane

After receiving the session usage report on C-Plang, it detects the event and CCR-U is triggered toward PCRF,
along with the required attributes to be sent.

Limitations
Following are the known limitations of the ADC Over Gx feature:
» When the TDF Application Identifier on the U-Plane and the “policy-control bypass TDF-I D-validation
CLI command are not present, the calls are dropped. And, the proper disconnect reason is not being
shown.
* The configuration change for predefined ADC rules, such as "mute"” to "unmute" and "unmute™ to "mute"
scenarios are not supported in this release.
 Mid-session update and/or modification of ADC rules—whether change in configuration or PDN update
over RAR, is not supported.
* ADC is supported for L3/L4 rules on default bearer.
Licensing

ADC over Gx feature requires Application Detection Control License. Contact your Cisco account representative
for detailed information on specific licensing requirements.

Configuring ADC over Gx

The CLI commands available for ADC Over Gx in non-CUPS environment can be used in CUPS environment.
Following are the sample configurations to:
« Enable the feature under Policy Control Configuration mode:

diameter encode-supported-features adc-rules

« Configure ADC predefined rule under ACS Rulebase Configuration mode:
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action priority 55 dynamic-only adc ruledef qci5 charging-action charge-action-qci5
action priority 56 dynamic-only adc mute group-of-ruledefs qci5_gor charging-action
charge-action-qci5

|

Important ~ Application START/STOP will not be sent to PCRF if the Application START/STOP event trigger is not
registered while enabling the ADC Over Gx feature.

|

Important  For additional information about the CLI commands, refer the Command Line Interface Reference.

Monitoring and Troubleshooting

This section describes the CLI commands available to monitor and/or troubleshoot the feature.

Monitor Protocol

When using the monitor protocol command, enable option 49 to see ADC related parameters in Sx messages.

Show Command(s) and/or Outputs

On C-Plane
show active-charging subscribers callid <callid> urr-info
The output of this show command has been modified to display the ADC URRs along with Volume and
Duration related URRs.

On U-Plane

show subscribers user-plane-only full all
The output of this show command has been modified to display the “Number of associated ADC PDRs”.

show subscribers user-plane-only callid <callid> pdr full all

The output of this show command has been modified to display the following new fields:
* TDF App Id
» TDF Notifications
* Total ADC PDRs found
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show subscribers user-plane-only callid <callid> urr full all

The output of this show command has been modified to display the ADC URRs along with Volume and
Duration related URRs.

show user-plane-service rulebase name <rulebase_name>

The output of this show command has been enhanced in support of this feature. Two new Type characters
are introduced to identify ADC rules and ADC rules with “mute”:

* RDA — Where A is for ADC rule
* GDAM - Where AM is for ADC rule with “mute”
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Addition of IP Pool in IP Group

* Revision History, on page 101

* Feature Description, on page 101

» How it Works, on page 102

« Monitoring and Troubleshooting, on page 102

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

In the existing CUPS platform, when a new IP pool is added, only the User Planes (UPs) that register after
the creation of the new pool can use these pools. If any existing UP requires to use the new pool, a UP reload
or UP reassocation is performed.

The Addition of IP Pool in IP Group feature ensures that when a new IP pool is added, each existing UP is
evaluated based on whether its APN configuration makes it eligible to get chunks from this new pool. If the
UP is eligible, then chunks are allocated to the UP and it is used for future call allocation.

The eligibility of the UP is determined in the following scenarios:

* APN has a pool-group configured. A new pool is added under this pool-group.

» APN has no pool-name or pool-group configured . A new public pool is added.

A\

Note  Any changes implemented on the APN do not take affect until the UP is reassociated or reloaded.
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How it Works

This section briefly describes how the Addition of IP Pool in IP Group feature works.

Adding New Pools in a CP-CP ICSR Environment
1. Add the new pool in the Standby Control Plane (CP).

2. Add the new pool in the Active CP.
Chunks are allocated to the eligible UPs and the same are checkpointed to the Standby CP.

3. Verify whether show { ip | ipv6 } pool-chunks pool-name <name> command in both the CPs are
synchronized.

Delete Pools in CP-CP ICSR Environment
1. Delete the pool in the Active CP.

2. Ensure that all the IPs are free from the deleted pool in the Standby CP, using the show { ip | ipv6 } pools
command.

3. Delete the pool in the Standby CP.

Monitoring and Troubleshooting

This section provides information regarding the CLI command available in support of monitoring and
troubleshooting the feature.

Show Command(s) and/or Outputs

This section provides information regarding show commands and/or their outputs in support of this feature.

show ip user-plane verbose

The output of this CLI command displays the following fields in support of the Addition of IP Pool in IP
Group feature in CUPS mode:

» Dynamic pool count

* apn-without-pool-name-v4
* apn-without-pool-name-v6
« Pool-groups

* Pool-Group-Names
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APN ACL Support

* Revision History, on page 103
« Feature Description, on page 103
« Troubleshooting, on page 104

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

Currently in CUPS (pre 21.19.x release), the APN level ACL definitions are configured on UP.

With this feature, ACLs configured on CP are pushed to UP. This feature saves the cost and effort of configuring
separate ACL definitions on all UP nodes.
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\)

Note « Verify the APN ACLs in CP configuration before proceeding with the upgrade to the release.

» The configuration must have the same context names in both CP and UP. CP can have more contexts
than UP. If the context names do not match, the respective ACLs are dropped at UP.

« It is recommended to not define APN ACLs in both CP and UP. However, if there is a requirement, the
ACL names in both UP and CP must be different from each other to avoid any conflicts.

* To ensure backward compatibility, ACLs locally created in UP configuration gets preference.

« If an APN belongs to a specific user-plane-group, ACLs for the same APN are pushed to only those UPs,
which are part of the same user-plane-group.

» A maximum of 64 contexts is allowed and a maximum of 16 ACLs per context.
 Multiple APNs can share an ACL in the same context.
» Changes to an ACL are applicable only for new sessions, but not for ongoing sessions.

* If a deny any rule is configured in IPv6 ACLs, the Router advertisement (RA) and Router Solicitation
(RS) messages must be explicitly allowed in ACL.

Troubleshooting

This section describes how to troubleshoot this feature.

)

Note  This feature is enabled by default.

Show commands

This section describes the show commands for this feature.

show user-plane-service ip-access-list name access list name

This command is used to display ACL rules on user plane.

show user-plane-service pdn-instance name apn name

This command is used to display the access group for an apn on user plane.

show srp statistics

This command is used to display the sent, received, and discarded packet count for APN ACLs over SRP.

show demux-mgr statistics sxdemux all

This show command is used to display the number of PFD ACL_INFO packets sent from CP.
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APN AMBR Traffic Policing

* Revision History, on page 105

« Feature Description, on page 105

* Configuring the APN AMBR Traffic Policing Feature, on page 106
« Monitoring and Troubleshooting, on page 106

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

The APN-AMBR is a subscription parameter stored per APN in the HSS. S-GW provides APN-AMBR during
default bearer establishment procedure. APN-AMBR limits the aggregate bit rate that can be expected to be
provided across all non-GBR bearers and across all PDN connections of the same APN. Each of those non-GBR
bearers could potentially utilize the entire APN-AMBR, for example, when the other non-GBR bearers don’t
carry any traffic. The P-GW enforces the APN-AMBR in downlink and uplink direction.

As part of this CLI-controlled feature, the CLI parameters must be configured on Control Plane and propagated
to User Plane through Sx interface.

Limitations

The following is the known limitation of APN-AMBR Traffic Policing feature:

« Configuring token-replenishment-interval and violate-action shape CLIs aren’t supported.
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Configuring the APN AMBR Traffic Policing Feature

This section describes how to configure the APN-AMBR Traffic Policing feature.

configure
context context_name
apn apn_name
apn-ambr rate-limit direction { downlink | uplink } [ burst-size
{ auto-readjust duration { milliseconds msecs | seconds } | violate-action
{ drop | lower-ip-precedence | transmit }
end

NOTES:

« rate-limit direction { downlink | uplink }: Specifies that the rate limit is to be applied to either the
downlink (network to subscriber) traffic or the uplink (subscriber to network) traffic.

* bur st-size{ auto-readjust dur ation milliseconds msecs | seconds}: This parameter is used by policing
algorithms to permit short bursts of traffic not to exceed the allowed data rates. It’s the maximum size
of the token bucket.

» auto-readjust durationseconds: The duration (in seconds) used in this burst size calculation: burst
size = peak data rate/8 * auto-readjust duration.

« Seconds must be an integer value from 1-30. Default is 1 second.

 milliseconds: msecs must be an integer value from 100-900, in increments of 100 milliseconds. For
example, 100, 200, or 300, and so on.

* violate-action { drop | lower-ip-precedence| transmit }: The action that the P-GW takes when the data
rate of the bearer context exceeds the AMBR.

* drop: Drops violating packets.
* lower-ip-precedence: Sets the DSCP value to zero (“best effort™) for violating packets.

* transmit: Transmits violating packets. This is the default behavior of the feature.

* Prior to this feature, the default behavior was to drop the violating packets.

Monitoring and Troubleshooting

This section provides information about the commands available to monitor and/or troubleshoot the
APN-AMBR Traffic Policing feature.

Show Commands and or Outputs

This section provides information about the show commands available for monitoring and/or troubleshooting
the APN-AMBR Traffic Policing feature.
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* show user-plane-service pdn-instance name <apn_name>: The following APN-AMBR information
is available on User Plane after APN-AMBR CLI is configured on Control Plane and PFD Push to User
Plane is completed:

* APN-AMBR
« Downlink Apn Ambr: Indicates if the rate limit is enabled or disabled for downlink traffic.

« Burst Size: Indicates the burst size of the downlink traffic.

« Auto Readjust: Indicates if the auto-readjust is enabled or disabled for downlink burst
size.

 Auto Readjust Duration: Indicates the duration used in downlink burst size calculation.
* Burst Size(bytes): Indicates the burst size in bytes.
* Violate Action: Indicates the action that the P-GW takes when the data rate of the bearer
context exceeds the AMBR for downlink traffic.
« Uplink Apn Ambr: Indicates if the rate limit is enabled or disabled for uplink traffic.
« Burst Size: Indicates the burst size of the uplink traffic.
 Auto Readjust: Indicates if the auto-readjust is enabled or disabled for uplink burst size.
* Auto Readjust Duration: Indicates the duration used in uplink burst size calculation.
« Burst Size(bytes): Indicates the burst size in bytes.
* Violate Action: Indicates the action that the P-GW takes when the data rate of the bearer

context exceeds the AMBR for uplink traffic.

« Token Replenishment Interval: Indicates the token replenishment interval duration.

* show sub user-plane-only full all:

Use this show command in User Plane to see the count of packets that are dropped, and IP precedence
lowered due to APN-AMBR policer. The following fields are introduced in support of this feature:

» APN AMBR Uplink Pkts Drop: Indicates the number of APN-AMBR packets that are dropped for
uplink traffic.

» APN AMBR Uplink Bytes Drop: Indicates the number of APN-AMBR bytes that are dropped for
uplink traffic.

* APN AMBR Uplink Pkts IP pref lowered: Indicates the number of APN-AMBR uplink packets for
which IP precedence is lowered.

* APN AMBR Uplink Bytes IP pref lowered: Indicates the number of APN-AMBR uplink bytes for
which IP precedence is lowered.

* APN AMBR Downlink Pkts Drop: Indicates the number of APN-AMBR packets that are dropped
for downlink traffic.

» APN AMBR Downlink Bytes Drop: Indicates the number of APN-AMBR bytes that are dropped
for downlink traffic.
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* APN AMBR Downlink Pkts IP pref lowered: Indicates the number of APN-AMBR downlink packets
for which IP precedence is lowered.

» APN AMBR Downlink Bytes IP pref lowered: Indicates the number of APN-AMBR downlink
bytes for which IP precedence is lowered.
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APN Data Tunnel MTU Size Configuration

* Revision History, on page 109
« Feature Description, on page 109
* Configuring MTU, on page 110

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

The enhanced packet core (EPC) defines many different interfaces that require encapsulation of IPv4 and
IPv6 data packets. Because the EPC adds encapsulating headers, additional care must be taken when fragmenting
IPv4 and IPv6 packets.

Appropriate configuration should not result in fragmentation at any node in EPC. This feature fragments the
IPv6 and IPv4 packets based on their MTU.

In RFC-4861 there is a provision to send the Maximum Transmission Unit (MTU) in Router Advertisement
(RA) messages. P-GW supports the sending of the IPv6é MTU option in RAs for IPv6 and IPv4v6 PDN types
towards the UE. The (Internet) can now send downlink data packet and based on the configured MTU, data
fragmentation is performed at the source, if required. This feature also reduces the number of ICMPv6 Packet
Too Big Error messages in the customer's network.

The MTU size is configurable through the Command Line Interface (CLI) on P-GW.
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Limitation

* For P-GW/SAEGW IPv6 session, when packet exceeds the APN MTU value the CLI policy ipv6 tunnel
mtu exceed notify-sender is not supported as ICMP is not available in \VPP.

» For GGSN/P-GW/SAEGW IPv4 session, when packet (with df bit) exceeds the APN MTU value the
CL1I access-link ip-fragmentation df-fragment-and-icmp-notify is not supported as ICMP is not
available in VPP.

 For GGSN/P-GW/SAEGW IPv4 session, when packet (with df bit) exceeds the APN MTU value the
CLI access-link ip-fragmentation normal is not supported as ICMP is not available in VPP.

Configuring MTU

The following CLI commands configures the Maximum Transmission Unit (MTU) for data sent on the IPv4
and IPv6 tunnel between the P-GW and the mobile node:

configure
context context_name
apn apn_name

ppp mtu bytes

data-tunnel mtu bytes

policy ipv6 tunnel mtu exceed { fragment inner | notify-sender |
fragment }

access-link ip-fragmentation { df-ignore | normal |
df-fragment-and-icmp-notify }

end

NOTES:

« bytes: Specifies the MTU for the IPv6 tunnel between the P-GW and the mobile node. bytes must be an
integer between 1280 and 2000. Default: 1500.

* ppp: Specifies data sent on the IPv4 tunnel between P-GW and mobile node.
« data-tunel mtu: Specifies data sent on the IPv6 tunnel between P-GW and mabile node.
« fragment inner: Performs one time fragment at GTP tunnel initiator.

« notify-sender: System will drop the incoming packet and send "ICMPv6 Packet Too Big" to the original
sender.

A\

Note  This s also the default CLI configuration, hence this should be the default behavior
when nothing is explicitly configured.

« fragment: Performs fragmentation or reassembly at intermediate GTP hops.

« df-ignore: Ignores the DF (Don't Fragment) bit setting; fragments and forwards the packet over the
access link.
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A

Note  This is also the default CLI configuration, hence this should be the default behavior
when nothing is explicitly configured.

« df-fragment-and-icmp-notify: Partially ignores the DF bit; fragments and forwards the packet, but also
returns an ICMP error message to the source of the packet. The number of ICMP errors sent like this is
rate-limited to one ICMP error packet per second per session.

» normal: Drops the packet and sends an ICMP unreachable message to the source of packet.
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App-based Tethering Detection in User Plane

* Revision History, on page 113

* Feature Description, on page 113

« Configuring App-based Tethering Detection, on page 114

« Monitoring and Troubleshooting the App-based Tethering Detection, on page 115

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

|

Important ~ The App-based Tethering Detection is an existing feature that is supported in non-CUPS architecture. With
this release, the feature is supported in the CUPS architecture.

The App-based Tethering Detection solution is built around the existing ADC plugins for App identifications.
Tethering-specific patterns are added on top of recognized App plugins. These plugins successively return if
the App flow is tethered or not. The App based Tethering Detection interworks with other existing supported
tethering technique.

Similar to non-CUPS architecture, the tethering detection is currently supported only for Netflix and Youtube.
This feature on CUPS is in parity with non-CUPS tethering pattern detection technique.

For more information about App-based Tethering Detection, refer the App-based Tethering Detection chapter
in the ADC Administration Guide.
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Limitation

This feature on CUPS is in parity with non-CUPS tethering pattern detection technique. And so, if there are
any new TLS patterns used by tethered devices in the network, then those are not identified for tethering
detection.

Configuring App-based Tethering Detection

This section describes how to enable support for App-based Tethering Detection.

Enabling App-based Tethering Detection at Rulebase Level

| A

Important  The tethering configuration must be done on Control Plane and then, it must be pushed to User Plane.

Use the following commands to enable App-based Tethering Detection for ADC traffic under ACS Rulebase
Configuration Mode:

configure
active-charging service service_name
rulebase rulebase name
tethering-detection application
exit
exit
exit

NOTES:
* The default tethering-detection command configures its default setting.

Default: By default, the Tethering Detection feature is disabled.

|

Important  The OS and UA-based tethering detection are currently not supported in CUPS.

« If previously configured, use the no tethering-detection command to remove the tethering detection
configuration from the rulebase.

Enabling App-based Tethering Detection at Ruledef Level

Use the following configurations to enable App-based Tethering Detection at Ruledef Configuration mode:

configure
active-charging service service_name
ruledef ruledef name
tethering-detection application { flow-tethered | flow-not-tethered

exit
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exit
exit

NOTES:

« If previously configured, use the no tethering-detection command to remove the tethering detection
configuration from the ruledef.

Monitoring and Troubleshooting the App-based Tethering
Detection

This section provides information regarding commands available to monitor and troubleshoot the App-based
Tethering Detection.

Show Commands and Outputs

This section provides information regarding show commands and their outputs in support of this feature.

show user-plane-service statistic tethering-detection
The output of this CL1 command has been enhanced to include the following fields in support of this feature.
« Tethering Detection Statistics (Application):

» Total flows scanned
» Tethered flows detected
» Tethered uplink packets

* Tethered downlink packets

show user-plane-service statistic rulebase name <rulebase_name>
The output of this CLI command has been enhanced to include the following fields in support of this feature.
* Tethering Detection (Application):
* Total flows scanned
* Tethered flows detected
» Tethered uplink packets

* Tethered downlink packets
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APN and APN Profile-Based User Plane
Selection

* Revision History, on page 117

« Feature Description, on page 117

* How It Works, on page 118

« Configuring APN-Based UP Grouping, on page 120

* Monitoring and Troubleshooting APN-Based UP Grouping, on page 122

Revision History
~

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced. Pre 21.24

Feature Description

In the CUPS architecture, SAEGW-C selects a user plane by using an algorithm that selects the least connected
user plane. It also selects the user plane from a flat list of user planes.

This feature enables the operator to select a user plane from a specific UP group associated with an APN or
APN Profile.

In S-GW, UP groups are associated with an Access Point Name (APN) profile. An APN profile groups a set
of APN-specific parameters that are applicable to one or more APNSs. A single APN profile can be associated
with multiple operator policies.
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How It Works

Cisco CUPS solution supports static UP selection. This is based on static selection of active and available
SAEGW-U. The static UP selection uses the UP Group concept. UP group is a group of UP SAEGW-Us.
Each APN is then associated with one UP group. APN is served by the UP groups associated with it. UPs are
selected using an algorithm that selects the least connected UP available in that particular group.

UP Group

A UP can be part of only one UP group. In a UP Group, all UPs must be of the same capacity and capability.
Different type of UPs must be part of different UP groups.

CUPS supports the following types of UP groups:

« Specific UP Group—It is a set of explicitly configured UPs. The specific group gives the flexibility to
group certain specific types of UPs together. This helps in reserving specific set of UPs for a specific
purpose. There can be multiple specific groups that can be configured.

* Default UP Group—This is a default group that groups all UPs that are registered and are not explicitly
configured as part of any specific UP group. The default group has advantage of registering UPs in a
zero touch manner without configuring a UP on the CP explicitly. This type of group is suited for
collocated CUPS cases where all UPs with the same capacity and capability are in the same data center.
The default group optimizes the UP configuration on CP.

An APN can be associated with UP group. If no group is associated with an APN, then default UP group is
used to serve that APN. Similarly, for selecting UP for Pure-S calls, UP group can be associated to an APN
profile. If there is no APN Profile/Operator-Policy defined or no group is associated with APN Profile, then
SAEGW-C uses the "default” UP group for selection.

An operator can reserve certain UPs for certain applications. For example, IMS, Internet, and IOT can have
different UP groups.

With this feature:

* SAEGW-C always has one user plane group with the name "default".
* SAEGW-C supports a maximum number of 100 user planes.
« The user planes can be organized in different groups.

* Currently, 100 user-plane-groups can be configured, and a single group can have a maximum number
of 100 user planes.

* One user plane can be part of only one user plane group.
» Multiple user planes can be configured in specific user-plane-groups and default group.

« The user planes associated with SAEGW-C but not defined in any user plane group are added in the
default group.

 An operator can associate a User Plane Group to APN and APN Profile.

* If there is no User Plane group associated to an APN for Pure-P and Collapsed calls, SAEGW-C uses
the default group to select user plane for that session.
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« If there is no user plane group associated to APN Profile or no APN Profile is defined, then SAEGW-C
uses the "default" user plane group for Pure-S calls.

« For multi-PDN call with same APN, the same user plane is selected. For multi-PDN call with different
APN, a different user plane from a different user plane group is selected.

« User Plane group associated with APN is also used while sending IP Pool chunks to User Plane. IP Pool
associated with APN is broken down to chunks and are available for distribution to all UPs from group
associated with APN.

« For user-plane-groups that are not associated with any APN, SAEGW-C does not send any IP pool chunks
to UPs belonging to these groups. This is also applicable to the default group.

« Sessions with static IP address (IPv4 or IPv6) are supported. The user plane selection of static session
is fixed as per chunk allocation to user plane from user plane group associated to an APN.

« If the same static IP address range is used across multiple APNs, it is recommended to use the same user
plane group in those APNSs.

Architecture
The following figure depicts a high-level architecture of this feature.
UserPlaneGroupA: Default: SAEGW-US AR Miternet
SAEGW-U1-U4 i T UserPlaneGroupA
- SAEGW-C X
UserPlaneGroupB: APN IM5S
SAEGW-U5-U7 UserPlaneGroupB

SAEGW-U1 SAEGW-U8

SAEGW-U5

SAEGW-U2 SAEGW-U9
SAEGW-U6
SAEGW-U3 SAEGW-U10
SAEGW-U7

SAEGW-U4 SAEGW-U11

UserPlaneGroupA serving APN: . Default User Plane Group: For all

Internet, Broadband, and APN UserPlaneGroupA serving APN: calls on APN and APN Profile that
S ! Interstat, IMS .

Profile internet and broadband do not have UP group assigned

432816

Session Recovery and ICSR

Sx-Demux Recovery, ICSR and Sessmgr and VPNmgr recovery is supported

Limitations

In CUPS architecture, this feature has the following known limitations:
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. Licensing
» SAEGW-C does not support IPv4v6 PDN type call with static address received from UE, even if one of
the IP address (either IPv4 or IPv6, or both) is static address.
* SAEGW-C does not support “allow-static” type pool configuration.
» Multi-PDN call with static IP address allocation is not supported.
Licensing

This feature is license-controlled. Contact your Cisco Account representative for license related details.

Configuring APN-Based UP Grouping

This section provides information about configurations available in support of this feature.
Prerequisites:

« Same IP context should be present at Control-Plane as well as in User-Plane.

« |P context name which is specified in APN configuration should be same at Control-Plane and User-Plane.

Configuring User Plane Group in Control Plane

New user-plane-group is defined at the global configuration mode which lists User Plane endpoints

1. User Plane Group name “default” is created by default. Operator can add and remove peer-node-id in
default group. Operator cannot delete user-plane-group “default

2. If Sx Association Setup Request is received for any User plane node-id which is not part of any defined
User Plane Group, it will be part of Default User Plane Group.

Configuring User Plane Group

Use the following CLI commands to configure User Plane endpoint group in Control Plane.

configure
[ no ] user-plane-groupgroup_name
end

Notes:

» Removal of user-plane-group will trigger Sx-Association release from Control Plane of individual peer
id from that group.

Configuring Peer Node ID and User Plane Node IP Address

Use the following configuration commands to configure time-based PCC rule.

configure
user-plane-group group_name
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[ no ] peer-node-id { ipv4-address | ipv6-address }
end

Notes:

» Removal of peer-node-id will trigger Sx-Association Release from Control Plane for that peer id.

Verifying the User Plane Group

Use the following CLI command for verification.

show user-plane-group { all | name group_name }

Associating User Plane Group with APN

It is desired that calls to a particular APN be connected to a certain group of user-planes based on some
predefined selection criteria. Operator can associate User Plane Group to APN Configuration.

User Plane group configured to APN is also used while sending IP Pool chunks to User Plane. If there is IP
Pool associated with APN, only then the chunks from that pool will be sent to all User Planes in this group.

User Plane Group configuration in APN is used to select User Plane for P-GW Pure-P and Collapsed Call.

If there is no specific group is configured in APN then “default” group will be used.

Configuring User Plane Group in APN

Use the following CLI commands to configure User Plane group in APN.

configure
context context_name
apn apn_name
[ no ] user-plane-group group_name
end

NOTE: In this EFT release, removal or change of user-plane-group from APN is not supported.

Verifying the User Plane Group in APN

Use the following CLI command for verification.

show apn name apn_name }

Associating User Plane Group with APN Profile

To select User Plane for S-GW Pure-S calls, SAEGW-C uses user-plane-group associated with APN Profile
under Operator Policy. When APN profile do not have any user-plane-group associated or no APN profile
was used, then SAEGW-C will select User Plane from default user-plane-group.

Configuring User Plane Group in APN Profile

Use the following CLI commands to configure User Plane group in APN.
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configure
apn-profile profile_name
[ no ] user-plane-group group_name
end

Method of Procedure (MOP) to Remove or Change User Plane Group from APN

When explicit user-plane-group is configured, or implicit default group is used, the SAEGW-C sends IP Pool
chunks from the pool that is configured (or global pool when there is no explicit pool configuration in APN)
to the user planes in the group.

If you want to change or remove user-plane-group associated to a APN, then it is recommended to follow this
MOP because, currently, there is no support of run time config change of user-plane-group in APN after User
Plane is associated with SAEGW-C.

Before changing user-plane-group in APN it is recommended to use the following CLI command to first
gracefully clear all existing calls belonging to user-plane-group associated with APN.

clear subscribers saegw-only user-plane-group group_name no-select-up

Executing this CLI command releases all sessions from User Plane belonging to the mentioned user-plane-group
gracefully, and marks that User Plane as "Not Available for Session Selection™. This User Plane continues to
be in Associated state, but it will not be available for Session selection.

\}

Note When the clear subscribers command is executed on UP, CP will not be informed and CP will consider the
sessions as running.

After clearing the session, execute either of the following CLI command on User Plane to remove its association
from Control Plane, and make required changes after UP association is released.

no user-plane-service service_name

Or:

no peer-node-id { ipv4-address ipv4_address | ipv6-address ipv6_address}

Monitoring and Troubleshooting APN-Based UP Grouping

This feature supports the following CLI commands:
* show sX peers

 Group Name Column in the output of this command displays the name of the user-plane-group
under which the peer is configured at Control Plane.

* Peer, which is not part of any group, will be added under "default" user-plane-group

* For a user-plane-group that is not associated with any "apn", SAEGW-C will not send any IP pools
to user planes from this group. Hence, in the output of this command, for the Group Name that is
not associated with "apn"”, the IP Pool status will be "N — Not Applicable". Also, for user planes in
this group, when show sx peersis executed on UP, it displays Peer 1D as "0".
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* show ip user-plane

« show ip pool-chunks up-id up_id user-plane-group name up_group_name
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Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

Cisco Ultra Traffic Optimization is supported on VPP in the CUPS architecture.

The Cisco Ultra Traffic Optimization is a RAN optimization technology that increases subscriber connection
speeds in congested cells and, as a result, increases the cell capacity significantly. The result is an optimized
RAN, where Mobile Network Operators (MNOs) can deploy fewer cells, on an ongoing basis, and absorb
more traffic growth while meeting network quality targets.

Large traffic flows, such as Adaptive Bit Rate (ABR) video, saturate radio resources and swamp the eNodeB
scheduler. The Cisco Ultra Traffic Optimization employs machine learning algorithms to detect large traffic
flows (such as video) in the network and optimize the delivery of those flows to mitigate the network congestion
without changing user quality (that is, video works the same for the end user). In other words, by employing
software intelligence at the network core, Cisco Ultra Traffic Optimization mitigates the overwhelming impact
video has on the RAN.

The resulting benefits are seen in congested network sites. The Cisco Ultra Traffic Optimization:
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* Increases average user throughput.

« Increases congested cell site capacity.

 Reduces scheduler latency.

» Maintains user quality of experience even when more users and more traffic share a cell.

« Is measured directly by eNodeB performance counters (for example, average UE throughput, scheduler
latency), which are the key performance indicators that are used for network capacity planning.

« Provides permanent savings in RAN investment requirements.
« Is integrated in the Cisco StarOS P-GW.
* Requires no new hardware or cabling complexity - it can be turned on for a market in an hour.

* Supports HTTP(s) and QUIC traffic.

Licensing

The Cisco Ultra Traffic Optimization with VPP is a licensed Cisco solution. Contact your Cisco account
representative for detailed information on specific licensing requirements. For information on installing and
verifying licenses, refer to the Managing License Keyssection of the Software Management Operations chapter
in the System Administration Guide.

RCM Support

This feature enables the Redundancy and Configuration Management (RCM) support for the Cisco Ultra
Traffic Optimization (CUTO). All relevant configuration to enable the Cisco Ultra Traffic Optimization
(CUTO) using service scheme and application of the Cisco Ultra Traffic Optimization (CUTO) profile or
policy on User Plane is supported using RCM.

Sending the GBR or MBR Values to Cisco Ultra Traffic
Optimization

During the stream create/update, a bearer with valid QER and is GBR bearer, the respective bearer level
downlink GBR/MBR values are sent to Cisco Ultra Traffic Optimization (CUTO) library as lower or upper
limit values otherwise lower limit or upper limit values are zero. The values of lower limit and upper limit
are in Bits Per Second (BPS). Post RCM support, the P-GW sends the downlink flow level GBR and MBR
values instead of bearer level GBR and MBR to the optimization library. For GBR bearer, flow level GBR is
sent as lower limit and flow level MBR is sent as the upper limit to the Cisco Ultra Traffic Optimization
(CUTO) library. For non-GBR bearer 0 is sent as lower limit and flow level MBR is sent as upper limit to the
Cisco Ultra Traffic Optimization (CUTO) library. If the flow level MBR is greater than the APN-AMBR for
a non GBR bearer, traffic is throttled at APN-AMBR. In such a case APN-AMBR is sent as the upper limit
to the Cisco Ultra Traffic Optimization (CUTO) library. If there is no valid flow level MBR specific to the
flow, APN-AMBR is sent as the upper limit to the Cisco Ultra Traffic Optimization (CUTO) library.
Optimization library maintains logical flow based on 3-tuple (That is source IP, destination IP and protocol),
whereas the non-CUPS architecture considers a flow as 5-tuple (That is source IP, destination IP, source port,
destination port and protocol). Hence multiple non-CUPS architecture 5-tuple entries can belong to same
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3-tuple entry in optimization library. The PG-W provides GBR and MBR values based on 5-tupple to the
optimization library. As part of this feature:

* Optimization library uses the minimum of all MBR values that belong to same 3-tuple entry as upper
limit.

« Optimization library uses maximum of all GBR values that belong to same 3-tuple entry as lower limit.

Cisco Ultra Traffic Optimization Library Deinitialization

This feature currently doesn’t support the Deinitialization. Deinitialization happens when the Cisco Ultra
Traffic Optimization (CUTO) license is removed from the system.

How it Works

Architecture

The following figure illustrates the architecture of Cisco Ultra Traffic Optimization on VPP in CUPS.
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Cisco Ultra Traffic Optimization is split across Control Plane and User Plane.

CUTO-CTRL

* CUTO-CTRL receives guidance and requests from SMGR through the East-West API (EWAPI), through
which clients (SMGR instances) are registered and de-registered, and new streams/flows are created and
terminated.

» CUTO-CTRL manages a set of shared memory (SHM) tables using a North-South AP1 (NSAPI) consisting
of Cisco-provided SHM infrastructure.

« It is through this SHM environment that CUTO-VPP can read and write content that is visible to both
CUTO-VPP and CUTO-CTRL.

» The SHM is used for all high volume, scalable/mutable content necessary for the high-performance
configuration and administration of the CUTO solution in VPP.
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CUTO-VPP
» CUTO-VPP is the packet processing engine in the user plane.

« In fastpath, Cisco Ultra Traffic Optimization is applied to packets on a stream configured with its operation.

« Packets are sent from the Stream conduit to a particular CUTO-VPP operation, and after some potential
delay (0-N milliseconds), traffic is returned to the same Conduit.

« Packets are never dropped by the Cisco Ultra Traffic optimization application.

Limitations
The Cisco Ultra Traffic Optimization feature in CUPS has the following limitations:
» CUTO configuration changes done in Service Schema do not take effect immediately for existing flows.
» Cisco Ultra Traffic Optimization VPP global deinitialization is not supported.
« Dynamic memory allocation between SMGR and CUTO-VPP.
« Bearer-related triggers for enabling Cisco Ultra Traffic Optimization are not supported.
* Rule match change trigger must be configured for CUTO in CUPS.
« Disabling of Traffic optimization is not supported on 'loc-update' trigger.
* Enabling Cisco Ultra Traffic Optimization via Gx is not supported.

« Removal of CUTO license will not trigger global deinitialization. CUTO configurations must be removed
to disengage CUTO functionality for new flows.

Show Commands and Outputs

This section provides information regarding show commands and their outputs in support of Cisco Ultra
Traffic Optimization in CUPS.

For information on other supporting show commands, refer to Monitoring and Troubleshooting section under
the Cisco Ultra Traffic Optimization chapter in the P-GW Administration Guide.

Show Commands and Outputs

show user-plane-service traffic-optimization counters sessmgr all
The output of this command includes the following fields:
TCP Traffic Optimization Flows:

« Active Normal Flow Count

* Active Large Flow Count

« Active Managed Large Flow Count

« Active Unmanaged Large Flow Count
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* Total Normal Flow Count

« Total Large Flow Count

« Total Managed Large Flow Count

« Total Unmanaged Large Flow Count
« Total 10 Bytes

« Total Large Flow Bytes

« Total Recovered Capacity Bytes

« Total Recovered Capacity ms

UDP Traffic Optimization Flows:

« Active Normal Flow Count

* Active Large Flow Count

« Active Managed Large Flow Count
« Active Unmanaged Large Flow Count
« Total Normal Flow Count

« Total Large Flow Count

« Total Managed Large Flow Count

« Total Unmanaged Large Flow Count
* Total 10 Bytes

« Total Large Flow Bytes

« Total Recovered Capacity Bytes

« Total Recovered Capacity ms

show user-plane-service traffic-optimization info

The output of this command includes the following fields:
» CUTO Citrl Library Version
« CUTO VPP Library Version
* Mode

« Configuration

show user-plane-service traffic-optimization policy all
The output of this command includes the following fields:

* Policy Name

« Policy-Id
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 Bandwidth-Mgmt
» Backoff-Profile
» Min-Effective-Rate

* Min-Flow-Control-Rate

* Curbing-Control:
* Time
* Rate
» Max-Phases

» Threshold-Rate

» Heavy-Session:
* Threshold

« Standard-Flow-Timeout

* Link-Profile:
* Initial-Rate
» Max-Rate
* Peak-Lock

* Session-Params:
* Tcp-Ramp-Up
» Udp-Ramp-Up

Bulkstats
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The following existing bulk statistics are supported by Cisco Ultra Traffic Optimization in CUPS:

Bulk Statistics

Description

cuto-uplink-drop

Indicates the total number of uplink packets dropped by CUTO
library

cuto-uplink-hold

Indicates the total number of uplink packets held by CUTO library

cuto-uplink-forward

Indicates the total number of uplink packets forwarded by CUTO
library

cuto-uplink-rx

Indicates the total number of uplink packets received by CUTO
library

cuto-uplink-tx

Indicates the total number of uplink packets sent by CUTO library
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Bulk Statistics

Description

cuto-dnlink-drop

Indicates the total number of downlink packets dropped by CUTO
library

cuto-dnlink-hold

Indicates the total number of downlink packets held by CUTO
library

cuto-dnlink-forward

Indicates the total number of downlink packets forwarded by CUTO
library

cuto-dnlink-rx

Indicates the total number of downlink packets received by CUTO
library

cuto-dnlink-tx

Indicates the total number of downlink packets sent by CUTO
library

cuto-todrs-generated

Indicates the total number of TODRS generated.

tcp-active-normal-flow-count

Indicates the number of TCP active-normal-flow count for Cisco
Ultra Traffic Optimization.

tcp-active-large-flow-count

Indicates the number of TCP active-large-flow count for Cisco Ultra
Traffic Optimization.

tcp-active-managed-large-flow-count

Indicates the number of TCP active-managed-large-flow count for
Cisco Ultra Traffic Optimization.

tcp-active-unmanaged-large-flow-count

Indicates the number of TCP active-unmanaged-large-flow count
for Cisco Ultra Traffic Optimization.

tcp-total-normal-flow-count

Indicates the number of TCP total-normal-flow count for Cisco
Ultra Traffic Optimization.

tcp-total-large-flow-count

Indicates the number of TCP total-large-flow count for Cisco Ultra
Traffic Optimization.

tcp-total-managed-large-flow-count

Indicates the number of TCP total-managed-large-flow count for
Cisco Ultra Traffic Optimization.

tcp-total-unmanaged-large-flow-count

Indicates the number of TCP total-unmanaged-large-flow count for
Cisco Ultra Traffic Optimization.

tcp-total-io-bytes

Indicates the number of TCP total-10 bytes for Cisco Ultra Traffic
Optimization.

tcp-total-large-flow-bytes

Indicates the number of TCP total-large-flow bytes for Cisco Ultra
Traffic Optimization.

tcp-total-recovered-capacity-bytes

Indicates the number of TCP total-recovered capacity bytes for
Cisco Ultra Traffic Optimization.

tcp-total-recovered-capacity-ms

Indicates the number of TCP total-recovered capacity ms for Cisco
Ultra Traffic Optimization.
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Bulk Statistics

Description

udp-active-normal-flow-count

Indicates the number of UDP active-normal-flow count for Cisco
Ultra Traffic Optimization.

udp-active-large-flow-count

Indicates the number of UDP active-large-flow count for Cisco
Ultra Traffic Optimization.

udp-active-managed-large-flow-count

Indicates the number of UDP active-managed-large-flow count for
Cisco Ultra Traffic Optimization.

udp-active-unmanaged-large-flow-count

Indicates the number of UDP active-unmanaged-large-flow count
for Cisco Ultra Traffic Optimization.

udp-total-normal-flow-count

Indicates the number of UDP total-normal-flow count for Cisco
Ultra Traffic Optimization.

udp-total-large-flow-count

Indicates the number of UDP total-large-flow count for Cisco Ultra
Traffic Optimization.

udp-total-managed-large-flow-count

Indicates the number of UDP total-managed-large-flow count for
Cisco Ultra Traffic Optimization.

udp-total-unmanaged-large-flow-count

Indicates the number of UDP total-unmanaged-large-flow count
for Cisco Ultra Traffic Optimization.

udp-total-io-bytes

Indicates the number of UDP total-10 bytes for Cisco Ultra Traffic
Optimization.

udp-total-large-flow-bytes

Indicates the number of UDP total-large-flow bytes for Cisco Ultra
Traffic Optimization.

udp-total-recovered-capacity-bytes

Indicates the number of UDP total-recovered capacity bytes for
Cisco Ultra Traffic Optimization.

udp-total-recovered-capacity-ms

Indicates the number of UDP total-recovered capacity ms for Cisco
Ultra Traffic Optimization.

The following statistics for Cisco Ultra Traffic Optimization, that are part of the legacy (StarOS)
implementation, are not applicable to the CUPS implementation.

* tcp-uplink-drop

* tcp-uplink-hold

* tcp-uplink-forward

« tcp-uplink-forward-and-hold
« tcp-uplink-hold-failed

* tcp-uplink-bw-limit-flow-sent
* tcp-dnlink-drop

« tcp-dnlink-hold
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* tcp-dnlink-forward

« tcp-dnlink-forward-and-hold

« tcp-dnlink-hold-failed

« tcp-dnlink-bw-limit-flow-sent

* tcp-dnlink-async-drop

« tcp-dnlink-async-hold

« tcp-dnlink-async-forward

* tcp-dnlink-async-forward-and-hold

« tcp-dnlink-async-hold-failed

« tcp-process-packet-drop

* tcp-process-packet-hold

* tcp-process-packet-forward

« tcp-process-packet-forward-failed

« tcp-process-packet-forward-and-hold

« tcp-process-packet-forward-and-hold-failed
« tcp-pkt-copy

« tcp-pkt-Copy-failed

* tcp-process-pkt-copy

« tcp-process-pkt-copy-failed

« tcp-process-pkt-no-packet-found-action-forward
« tcp-process-pkt-no-packet-found-forward-and-hold
« tcp-process-pkt-no-packet-found-action-drop
* tcp-todrs-generated

* udp-uplink-drop

* udp-uplink-hold

« udp-uplink-forward

« udp-uplink-forward-and-hold

* udp-uplink-hold-failed

* udp-uplink-bw-limit-flow-sent

« udp-dnlink-drop

* udp-dnlink-hold

* udp-dnlink-forward
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* udp-dnlink-forward-and-hold

« udp-dnlink-hold-failed

« udp-dnlink-bw-limit-flow-sent

« udp-dnlink-async-drop

* udp-dnlink-async-hold

« udp-dnlink-async-forward

« udp-dnlink-async-forward-and-hold

* udp-dnlink-async-hold-failed

* udp-process-packet-drop

« udp-process-packet-hold

* udp-process-packet-forward

« udp-process-packet-forward-failed

« udp-process-packet-forward-and-hold

« udp-process-packet-forward-and-hold-failed
* udp-pkt-copy

* udp-pkt-Copy-failed

* udp-process-pkt-copy

« udp-process-pkt-copy-failed

* udp-process-pkt-no-packet-found-action-forward
* udp-process-pkt-no-packet-found-forward-and-hold
« udp-process-pkt-no-packet-found-action-drop

« udp-todrs-generated

Sample Configuration

Sample configuration to enable CUPS CUTO feature:

configure
active-charging service ACS
trigger-action TAl
traffic-optimization policy customl
#exit
trigger-condition TC1
rule-name = dynamic-rule2
#exit
service-scheme SS1
trigger rule-match-change
priority 5 trigger-condition TCl trigger-action TAl
#exit
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subs-class SB1
rulebase = cisco
#exit
subscriber-base default
priority 5 subs-class SB1 bind service-scheme SS1
#exit
traffic-optimization-profile
mode active
data-record
#exit
traffic-optimization-policy customl
bandwidth-mgmt min-effective-rate 300 min-flow-control-rate 150
heavy-session threshold 200000
link-profile max-rate 20000
#exit
traffic-optimization-policy default
#exit
end
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Charging Action Configuration Change Support
for Existing Sessions Gy and Gz Interface

« Revision History, on page 137
« Feature Description, on page 137
* How It Works, on page 138

Revision History
A

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

Configuration gap leads to improper usage report being sent to Gy and Gz in CDR, and delay in checkpointing
also results in data loss due to the SR/ICSR process.

To overcome the gaps in the existing Pure-P and collapsed calls for Gy/Gz charging, the following configuration
changes are implemented:

« “Rated to Free” and “Free to Rated” mid-call in the charging-action.
« Addition of high priority rule mid-call with different charging-action that has different Rating Group.

* Charging-action mid-call for the ruledef.
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How It Works

Support for the following is added in the existing calls for configuration change related to charging-action
and addition of high priority rule within the Rulebase.

Configuration Change Under Charging Action from Rated to Free and Free to
Rated Mid Call

For the configuration change under the charging-action from “free to rated”, the Control Plane (CP) applies
the change and creates the required URR for the Gy/Gz components. And, when the User Plane reports the
usage report, the same report goes to the Gy interface and in the CDR based on the new changes.

When configuration change under charging-action is done from “rated to free”, The User Plane (UP) sends
the data usage only for the rated configuration in the usage report to CP. After receiving the usage report, the
same is reported to the Gy/Gz interface as applicable.

Configuration Change for Addition of High Priority Rule with Different Charging
Action with Different Rating Group

Once you apply the configuration changes in the rulebase by adding a high priority rule with different
charging-action and with different rating group. The User Plane sends the separate URR for new charging-action
rule and the CP compares the URR with the configuration and handles the new URR. The CP sends the
corresponding information to the Gy/Gz interface as applicable.

Configuration Change for Charging-Action Mid Call for the Ruledef

When configuration change is done in the Rulebase by changing the charging-action with different
charging-action and with a different rating group. The CP handles the new URR received and sends the proper
LOSDV in the CDR with correct Rating Group. Also, when the User Plane sends the start of the traffic after
configuration change to the CP, the CP sends the Gy to the CCR-U to request for the quota.

URR Bucket Checkpointing Enhancement for Gy

Whenever the “sx-session-usage-report” comes from User Plane to Control Plane, the checkpointing does not
happen immediately. It is done as part of full checkpoint. In between, if there is session recovery, the
intermediate details are missed out. To avoid this issue, the micro checkpointing is needed as and when the
“sx-session-usage-report” reaches to the Control Plane.
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* Revision History, on page 139
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Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

To provide IMS services to the UE that aren't VOLTE capable, P-GW uses the deep packet inspection (DPI)
functionality to create dedicated bearers without interaction with PCRF. This helps in maintaining high QoS
of the voice service although the default bearer for the internet APN gets created with interaction with PCRF.

SBC IP address (IPv4 or IPv6) and protocol RTP/RTCP are configured in ruledef and a dedicated bearer is
created when a subscriber traffic matches with the ruledef without interaction with PCRF to detect voice
services. If no data flows, then the dedicated bearer gets removed after the configured time limit and there's
no interaction with PCRF.

How i1t Works

The service schema framework in CUPS supports the dedicated bearer establishment in GW when default
bearer is created via PCRF. Trigger condition and trigger action are configured under service schema to create
new traffic flow. For dedicated bearer establishment, the rule name configured in trigger condition must match
with the rule name in the rule base configuration which is the default bearer rule name.
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. How it Works

The predefined rule trigger action gets activated when the traffic matches with the corresponding IP and the
configured port range in the rule. This results in a new dedicated bearer activation without an interaction with
PCREF. If no data flows on this bearer after the predefined configured time limit then it gets deleted.

Some of the key highlights are:

« There's a separate APN for non-VOLTE UEs, to avoid creation attempt of a dedicated bearer for VOLTE
UEs.

« If dedicated bearer creation fails, call continues and the traffic continues to flow on this bearer.

« Retransmission for SX_Session_Report_Request intended for dedicated bearer creation works as per
existing behavior.

« Feature support is provided for P-GW/SAEGW CUPS calls only. GGSN CUPS doesn't support dedicated
bearer in this release.

This section describes call flow and procedure on how the dedicated bearer is established without involving
PCRF.

Figure 7: Call Flow

Dedi d bearer establishment without PCRF invelvement
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Table 1: Procedure
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Sx Interface Changes .

Step

Description

Default Bearer receives a SIP invite and forwards to SBC.

Note
The port 5060/5061 receives the SIP invite, which is outside the port
range for dedicated bearer.

An RTCP packet is received matching the SBC address and port-range
that matches with the trigger rule.

After the rule match, UP reads the service schema and identifies the
predefined rule information that is required for the creation of a dedicated
bearer.

UP shares the rule information through SX_Session_Report_Request
(for report type Trigger Action Report) with CP. CP process the request
message and triggers the rule installation.

A dedicated bearer is created with predefined Audio_dedicated_ruleand
TFT with multiple ranges of port as defined by packet-filters tft1 and tft2.

Note
The charging-action for such rule has billing-action egedr and content-id
configured.

UE pushes any packets for the specified port ranges to the dedicated bearer
and matches with the Audio_dedicated_rule.

After 300 seconds or configured timeout value of inactivity according to
the threshold configuration, the bearer gets deleted and PGWCDR gets
generated for a bearer with corresponding data counts.

« You can adjust the threshold based on the keep-alive/watchdog
messages.

« The SIP control messages after voice call flows on the ports that are
outside the port-range defined for dedicated bearer TFT.

Note

As UE sends SIP control messages on the default bearer, it's not
considered under dedicated bearer activity. AF-Charging-1d isn't
populated in dedicated bearer PGWCDR.

Sx Interface Changes

During the Post rule match activity at UP, the service schema is checked to get the predefined rule information
that is required for the dedicated bearer creation. This information is shared with CP through
SX_Session_Report_ Request message enabling the CP to trigger the installation of the rule for dedicated

bearer creation.

The rule information sent in SX_Session_Report_ Request through a newly introduced session report type
"TRIGGER ACTION REPORT” and SX private IE as explained below.
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. Trigger Action Report IE (Private IE)

Table 2: Session Report Type IE

Bits
Octets | 8 7 6 5 4 3 2 1
1to | Type =39 (decimal)
2
3to |Length=n
4
5 GTER SRIR Spare SPTIR UPIR ERIR | USAR | DLDR
6 Spare TAR NBUR URR [STS

7to | These octet(s) is/are present only if explicitly specified
(n+4)

Octet 6 (present when Length>1) is encoded as follows:
« Bit 1 - STS (Subscriber Trace Status Report): When set to 1, it indicates Subscriber Trace Status Report.
* Bit 2 - UPRR.
* Bit 3- NBUR.
* Bit 4 — TAR (Trigger Action Report): When set to 1, it indicates Trigger Action Report IE.
* Bit 5 to 8 — Spare.

Trigger Action Report IE (Private IE)
This is a conditional IE applicable only for Pure-P and Collapse call types.

Table 3: Trigger Action Report IE

Bits

Octets |8 7 6 5 4 3 2 1
1to2 |Type =256 (decimal)

3to4 |Length=n

5to n+2 | Trigger Actions

Multiple Trigger Action IE is specified in the TAR IE. Currently, only one Trigger Action Type is packed
within the Trigger Actions.

Trigger Actions
It is encoded per the following format:

Table 4: Trigger Actions

Bits
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Octets |8 7 6

N-1 Compatibility Matrix .

1 Trigger Action Type

2t03 |Length=p

4to0 Trigger Action Blob
(4+p)

Trigger Action Type: Current value allowed = 1 (Rule Activate). It can be extended for different trigger
action types in future.

Trigger Action Blab: It is unique as per trigger action type. For trigger action type = Activate Rule, it is:

Table 5: Trigger Action Blob

Bits

Octets |8 7 6

ltop |Rule Name

N-1 Compatibility Matrix

The following details are part of the N-1 compatibility matrix:

SI.No

CP-UP

Behavior

1

CP and UP are on same
version

SX_Session_Report_Request is handled at CP and trigger
action is performed.

CP must validate IE and return reject with Offending IE in
case the TAR IE is not packed accurately.

CP is of older version
(doesn’t understand TAR in
Sx Session Report Req)

UP sends the SX_Session_Report_Request with TAR bit. CP
ignores this SX_Session_Report_Request and sends as success
to UP.

Newer CP version

Older version of UP never triggers SX_Session_Report with
TAR bit = 1, so no handling is needed.

However, CP must validate the IE and reject with Offending
IE in case the TAR IE is not packed accurately.

Configuring active-charging-services

Use the following example configuration to establish a dedicated bearer without interaction with PCRF.

config

active-charging service acs
ruledef Audio_dedicated_rule

#exit
ruledef trigger_rule

ip dst-address = 209.165.200.224/27

ip dst-address = 209.165.200.224/27
udp either-port range 1024 to 5059
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udp either-port range 5062 to 43672
#exit
packet-filter tftl
ip remote-port range 1024 to 5059
ip remote-address = 209.165.200.224/27
#exit
packet-filter tft2
ip remote-port range 5062 to 43672
ip remote-address = 209.165.200.224/27
#exit
charging-action no_charge
#exit
charging-action ca_audio
content-id 2
billing-action egcdr
qgos-class-identifier 1

Dedicated Bearer Establishment without PCRF |

flow limit-for-bandwidth direction downlink peak-data-rate 256000 peak-burst-size

32000 violate-action discard

flow limit-for-bandwidth direction uplink peak-data-rate 256000 peak-burst-size 300000

violate-action discard

allocation-retention-priority 4 pvi 1 pci 1

tft packet-filter tftl
tft packet-filter tft2
#exit
rulebase prepaid
billing-records egcdr

#Install Audio_dedicated_rule on dedicated bearer to cater to VoLTE traffic
action priority 1 dynamic-only ruledef Audio_dedicated_rule charging-action ca_audio
#Use traffic matching to trigger_rule on default bearer as trigger condition
action priority 2 ruledef trigger_rule charging-action no_charge

#exit
trigger-action TAl

#activate-predef-rule Audio_dedicated_rule

#exit

trigger-condition TC1
rule-name = trigger_rule

#exit

trigger-condition tc
rulebase = prepaid

#exit

service-scheme SS
trigger flow-create

priority 1 trigger-condition TCl trigger-action TAl

#exit
subs-class SC1
rulebase = prepaid
#exit
subscriber-base sb

priority 1 subs-class SC1 bind service-scheme SS

#exit
#exit
context egress
apn internet

#Remove dedicated bearer after 300 seconds of inactivity
timeout bearer-inactivity gbr 300 volume-threshold total 1

active-charging rulebase prepaid
exit
exit
end
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Disable Radius Accounting

* Revision History, on page 145
« Feature Description, on page 145
« Configuring RADIUS Accounting on Dedicated Bearer Feature, on page 146

Revision History
A\

Note  Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

RADIUS is a distributed client or server system that secures networks against unauthorized access. In the
Cisco implementation, the RADIUS clients run on Cisco devices and send authentication requests to a central
RADIUS server that contains all user authentication and network service access information.

CUPS supports disabling RADIUS accounting on dedicated bearers for RADIUS server.
CUPS supports the following functionality:
« Enabling RADIUS accounting for all bearers
* Disabling RADIUS accounting for a specific dedicated bearer based on its QCI and ARP value

* Enabling RADIUS accounting only for the default bearer while disabling RADIUS accounting for all
the dedicated bearers

» URRs are not created for bearers that have their RADIUS accounting disabled

« CLI configuration changes apply only to new calls made after the configuration change and do not affect
existing calls.
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. Configuring RADIUS Accounting on Dedicated Bearer Feature

« If the RADIUS accounting for a particular bearer is disabled or enabled, it applies to bearers created after
it was disabled or enabled, and not for existing bearers

NOTE: This functionality is also available for products that use RADIUS in non-CUPS architecture.

Configuring RADIUS Accounting on Dedicated Bearer Feature

This section describes the CLI configurations for:

* Enabling RADIUS accounting for all bearers
« Disabling RADIUS accounting for a specific dedicated bearer based on its QCI and ARP value

« Enabling RADIUS accounting only for the default bearer while disabling RADIUS accounting for all
the dedicated bearers

Enabling RADIUS Accounting for All Bearers

To enable RADIUS accounting for all the bearers, use the following CLI configuration.

configure
context context_name
aaa group group_name
radius accounting mode all-bearers
end

NOTES:

* The radius accounting mode all-bearers CLI command is enabled by default.

Disabling RADIUS Accounting for a Specific Bearer

To disable RADIUS accounting for a specific dedicated bearer based on its QCI and ARP values, use the
following CLI configuration.

configure
context context_name
aaa group group_name

radius accounting disable-bearer qci qci_value arp-priority-level
arp_value

end
NOTES:

* The radius accounting disable-bearer qci qci_value arp-priority-level arp_value CLI command
disables RADIUS accounting only for the dedicated bearer with the specified QCI and ARP values.
Accounting of other dedicated bearers is not affected.

» The maximum number of QCI and ARP combination configurations allowed to disable RADIUS
accounting on dedicated bearers is 16. If you try to configure more than 16 combinations, the following
error message is displayed:
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Enabling RADIUS Accounting only for the Default Bearer .

Failure: Error!!! Maximum 16 gci and arp combinations allowed.

Enabling RADIUS Accounting only for the Default Bearer

To enable RADIUS accounting only for the default bearer, and disable RADIUS accounting for all the dedicated
bearers, use the following CLI configuration.

configure
context context_name
aaa group group_name
radius accounting mode default-bearer-only
end

NOTES:

* The radius accounting mode default-bearer-only CLI command enables RADIUS accounting only
for the default bearer and disables RADIUS accounting for all the dedicated bearers.

« To remove the radius accounting disable-bearer qci gci_value arp-priority-level arp value
configuration for a specific dedicated bearer, and allow RADIUS accounting for that dedicated bearer,
use the no radiusaccounting disable-bearer qci qci_valuearp-priority-level arp_value CLI command.

« When RADIUS accounting mode is set to default-bearer-only, you cannot disable RADIUS accounting
on a dedicated bearer. If you run the radiusaccounting disable-bearer qci qci_valuearp-priority-level
arp_value CLI command, the following error message is displayed:

Failure: Error!!! Radius accounting mode is set to default-bearer-only. Change the mode
to all-bearers and run this CLI again
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. Enabling RADIUS Accounting only for the Default Bearer
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CHAPTER 18

Default and Dedicated Bearer Support for Pure-P
and Collapsed Sessions

« Revision History, on page 149
« Feature Description, on page 149

Revision History
A\

Note Revision history details are not provided for features introduced before release 21.24.

Revision Details Release

First introduced Pre 21.24

Feature Description

Provides a foundation for contributing towards improved Quality of User Experience (QoE) by enabling
deterministic end to-end forwarding and scheduling treatments for different services or classes of applications
pursuant to their requirements for committed bandwidth resources, jitter and delay. In this way, each application
receives the service treatment that users expect.

The Cisco EPC core platforms support one or more EPS bearers (default plus dedicated). An EPS bearer is a
logical aggregate of one or more Service Data Flows (SDFs), running between a UE and a P-GW in the case
of a GTP-based S5/S8 interface, and between a UE and HSGW (HRPD Serving Gateway) in case of a
PMIP-based S2a interface. In networks where GTP is used as the S5/S8 protocol, the EPS bearer constitutes
a concatenation of a radio bearer, S1-U bearer and an S5/S8 bearer anchored on the P-GW. In cases where
PMIPv6 is used the EPS bearer is concatenated between the UE and HSGW with IP connectivity between
the HSGW and P-GW.

An EPS bearer uniquely identifies traffic flows that receive a common QoS treatment between a UE and
P-GW in the GTP-based S5/S8 design, and between a UE and HSGW in the PMIPv6 S2a approach. If different
QoS scheduling priorities are required between Service Data Flows, they should be assigned to separate EPS
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. Supported Functionality

bearers. Packet filters are signaled in the NAS procedures and associated with a unique packet filter identifier
on a per-PDN connection basis.

One EPS bearer is established when the UE connects to a PDN, and that remains established throughout the
lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. That bearer
is referred to as the default bearer. A PDN connection represents a traffic flow aggregate between a mobile
access terminal and an external Packet Data Network (PDN) such as an IMS network, a walled garden
application cloud or a back-end enterprise network. Any additional EPS bearer that is established to the same
PDN is referred to as a dedicated bearer. The EPS bearer Traffic Flow Template (TFT) is the set of all 5-tuple
packet filters associated with a given EPS bearer. The EPC core elements assign a separate bearer ID for each
established EPS bearer. At a given time a UE may have multiple PDN connections on one or more P-GWSs.

With this feature, UDP, TCP, and HTTP data is offloaded to Fastpath for Default and Dedicated bearer.

Supported Functionality

For Pure-P and Collapsed session, the:
1. Default bearer establishment includes (CCA-I):

 Default bearer establishment with and without rule.

* Predefined Rules/Group-of-Ruledefs (GoRs).

2. Default bearer updation includes (CCA-U/RAR):

* New Rule installation.

» Modification of existing rules (TFT change, MBR/GBR change, Flow Status change).
» Removal of existing rules.

» Default Bearer QoS change.

» APN-AMBR change.

* Predefined Rules/GoRs.

3. Default bearer deletion includes (CCA-U/RAR):

» Removal of existing rules.

4. Dedicated bearer establishment includes (CCA-I/CCA-U/RAR):

» New dedicated bearer establishment.

* Predefined Rules/GoRs.

5. Dedicated bearer updation includes (CCA-U/RAR):

* Addition of new rule on already installed dedicated bearer.
» Modification of existing rules (TFT change, MBR/GBR change).
» Removal of existing rules.

* Rule QCI change.
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Limitations .

* Predefined Rules/GoRs
» Basic Support for ADC over dedicated bearers

* IDLE to ACTIVE mode transition (SAEGW, DDN) support for dedicated bearers.

6. Dedicated bearer deletion includes:

* Deletion of dedicated bearer through MME/PCRF and clear subscribersimsi imsi_id ebi ebi_id
CLI command.

7. During session recovery for Pure-P and Collapsed session at User Plane, charging data is recovered for
User Plane.
8. MME and eNodeB Handovers (HO):
* Pure-P Call Type:
« MME and eNodeB HO with and without new policy (Create, Update, Delete, and any
combination of Create, Update, and Delete) from Gx.
* Collapsed Call Type:
* MME and eNodeB HO with and without new policy (Create, Update, and Delete) from Gx.

9. S-GW Handovers (HO):
* Pure-P to Pure-P HO:

* Pure-P to Pure-P HO with and without dedicated bearer with new policy (Create, Update, Delete,
and any combination of Create, Update, and Delete) from Gx.

« Pure-P to Pure-P HO with bearer marked for deletion during HO.

* Collapsed to Pure-P and Pure-P to Collapsed HO:

« Collapsed to Pure-P and Pure-P to Collapsed HOs without dedicated bearer with new policy
(Install new rule, modify default bearer QCI, update, or remove rule) from Gx.

« Collapsed to Pure-P and Pure-P to Collapsed HOs with dedicated bearer with and without new
policy from Gx.

Limitations
In this release, the following functionality are not supported:
« Updation of dynamic rule precedence installed on default bearer.
* Time-based activation and deactivation of rules on default and dedicated bearer.

* Collision Handling is not yet supported.

Collisions can happen between Control messages from PCRF and from Access side. Multiple procedures
in asingle PCRF initiated message (CCA-U/RAR) leads to uncontrolled collisions. For example, Creation
of a Bearer along with Deletion of another Bearer in same RAR.
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 Mid-session update and/or modification of ADC rules—whether change in configuration or PDN update
over RAR, is not supported.

« MME and eNodeB Handovers (HO):
* Pure-P Call Type:

« Any failure handling or Collisions occurring during HO.

* Collapsed Call Type:

 MME and eNodeB HO with new policy (any combination of create, update, and delete together)
from Gx.

« Any failure handling or Collisions occurring during HO.

* S-GW Handovers (HO):
e Pure-P to Pure-P HO:

* Any failure handling or Collisions occurring during HO.

« Dynamic rule QCI change installed on dedicated bearer such that its bearer EBI is not changed.

* Collapsed to Pure-P and Pure-P to Collapsed HO:

 Any failure handling or Collisions occurring during HO.
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CHAPTER 19

Device ID in EDNSO Records

* Revision History, on page 153

« Feature Description, on page 153

« How it Works, on page 154

« Configuring EDNS Format and Trigger Action, on page 157
» Monitoring and Troubleshooting, on page 160

Revision History
A

Note  Revision history details are not provided for features introduced before release 21.24.

Table 6: Revision History

Revision Details Release
The feature is supported in 21.25 and later releases. 21.25
First introduced. Pre 21.24

Feature Description

The Device ID in EDNSO offers each enterprise with a customized domain blocking through Umbrella.
To enable the Device ID in EDNSO functionality:

« The UP must reformat a subscriber DNS request into an EDNSO request.

 The UP must include an Umbrella "Device ID" in the EDNSO packet so that the Umbrella DNS resolver
can use the Device ID to apply the domain filter associated or configured with the Device ID in the
EDNSO packet.

The Control Plane (CP) receives the domain filtering policy ID from PCRF or PCF. The CP passes the domain

filtering policy ID to the User Plane (UP) in Subscriber Parameters. The UP uses the domain filtering policy
ID to apply domain filtering functionality to the subscriber.
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How it Works

The EDNSO packet receives the 64-bit device ID as OPT RR data. The first 32 bits of all device IDs is a fixed
value configured in the UP. The last 32 bits of a subscriber device ID is the content filter ID value received
from PCRF or PCF. The UP concatenates the two 32-bit values to build a subscriber-full 64-bit Device 1D
for populating the subscriber EDNSO queries. The CLI command configures the first 32 bits of static Device
ID value. If you do not configure the 32-bit static prefix CLI command, the outgoing packet displays the
device-1D = 32-bit CF PolicyID.

The Device ID number in the EDNSO record allows the Umbrella DNS system to apply a custom set of domain
filters for the EDNSO queries.

64 bit Umbrella Device ID

AN
4 A

32 bits 32 bits

. /
N

New static configurable
parameter in the P-GW/UPF

Content filter policy ID passed
down from the PCRF over the
Gx interface for the subscriber

458078

Process Flow

The following process flow describes the Content Filtering enhancement to insert Device ID in EDNSO
records:
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Figure 8: Inserting Device ID in EDNS Records

EDNSO Packet Format

The enterprise policy ID (CF_POLICY_ID) from PCRF helps to create the Device ID. The CP sends the
Device ID to the UP. Adding the Device ID to the DNS packet helps in creating the EDNSO packet. The
format of EDNSO packets is specified by RFC2671.

The following are specifics of the packet format:

« The following is the structure for the fixed part of an OPT RR:

Field Name Field Type Description

NAME domain name empty (root domain)

TYPE u_intl6_t OPT

CLASS u_intle_t sender®s UDP payload size
TTL u_int32_t extended RCODE and flags
RDLEN u_intle_t describes RDATA

RDATA octet stream {attribute, value} pairs

« The following is the variable part of an OPT RR encoded in its RDATA:

+0 (MSB) +1 (LSB)

ottt -ttt -ttt —F———F———+———+
0: | OPTION-CODE |

ottt -ttt -ttt —F———F———+———+
2: OPTION-LENGTH l

ottt -ttt -ttt —F———F———+———+
4: | |

/ OPTION-DATA /

/ /

B S S S S

* OPTION-CODE: Assigned by IANA
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