
UCC 5G SMF Release Notes, Release 2024.04.0

First Published: 2024-10-25

5G Converged Core Session Management Function

Introduction
This Release Notes identifies changes and issues related to this software release.

Release Lifecycle Milestones

DateMilestoneRelease Lifecycle Milestone

30-Oct-2024FCSFirst Customer Ship

30-Oct-2024EoLEnd of Life

30-Apr-2026EoSMEnd of Software Maintenance

30-Apr-2026EoVSSEnd of Vulnerability and Security Support

30-Apr-2027LDoSLast Date of Support

These milestones and the intervals between them are defined in the Cisco Ultra Cloud Core (UCC) Software
Release Lifecycle Product Bulletin available on cisco.com.

Release Package Version Information

VersionSoftware Packages

2024.04.0ccg-2024.04.0.SPA.tgz

ncs-5.6.8-ccg-nc-2024.04.0

ncs-6.1.12-ccg-nc-2024.04.0

NED package

5.6.8

6.1.12

NSO

Descriptions for the various packages provided with this release are available in the Release Package
Descriptions, on page 10 section.
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Verified Compatibility

VersionProducts

2024.04.1.14Ultra Cloud Core SMI

1.11.9.1Ultra Cloud CDL

2024.04.0Ultra Cloud Core UPF

2024.04.0Ultra Cloud cnSGWc

For information on the Ultra Cloud Core products, refer to the documents for this release available at:

• https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-subscriber-microservices-infrastructure/
products-installation-and-configuration-guides-list.html

• https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-user-plane-function/
products-installation-and-configuration-guides-list.html

• https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-serving-gateway-function/
products-installation-and-configuration-guides-list.html

What's New in this Release

Features and Enhancements

This section covers a brief description of the features and enhancements introduced in this release. It also
includes links to detailed documentation, where available.

DescriptionFeature

SMF

The 3GPP LI support is introduced to adhere to the 3GPP standards for lawful
interception.

Important
This feature is fully qualified in this release. Contact your Cisco account representative
for more information.

3GPP LI Support
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DescriptionFeature

The User Plane Confidentiality Protection (UPCP) is a user plane security mechanism
to enable ciphering of user data between the UE and the gNB.

Based on the UDM subscription data and local configuration, SMF determines the
UPCP status for a PDU session during the PDU Session Establishment process. The
SMF provides this UP security policy for a PDU session to the gNB during the PDU
Session Establishment Procedure. The gNB shall activate the UP confidentiality
depending upon the received UP security policy.

Commands Introduced:

• A CLI is introduced to configure the UPCP status locally: [ no ] upcp status {
required | preferred | not-needed }

• A new CLI is introduced to deactivate the UPCP feature in the SMF profile: [ no
] instances instance_id deactivate-features { upcp | upip }

Default Settings: Enabled—Always-on

Enabling User Plane
Confidentiality
Protection

During the SM context retrieval, the SMF may send N4 Session modification to UPF
to establish the CN tunnel for each EPS bearer. If the UPF is not reachable, it was not
returning a proper cause to the AMF.

This feature enhances the 5G to 4G handover process by introducing a new response
valueUPF_NOT_RESPONDING, which is sent by SMF if the UPF is unresponsive.

Enhancement in 5G
to 4G Handover
Process for
Compliance with
3GPP Release 16

The AMF releases the PDU session upon receiving notification of UE Subscription
changes. However, it was not specifying the cause for the PDU session release. This
feature enhances the PDU session release process by introducing a new PDU session
release cause asREL_DUE_TO_SUBSCRIPTION_CHANGE to indicate the PDU
session release due to UE subscription changes.

Enhancement in
AMF-initiated PDU
Session Release for
Compliance with
3GPP Release 16

During any PDUSessionManagement processes, upon receiving the subsequent N1N2
Message Transfer Request, the AMF cannot determine whether this request was issued
by the newly or originally selected SMF. This feature allows the SMF to send
NFInstanceID in the N1N2 Message Transfer Request, in the existing nfId attribute.

Enhancement in
PDU Session
Management Process
for Compliance with
3GPP Release 16

This feature enhances the Subscription (POST) process by including reqNfType
attribute, which contains the NF type of the NF Service Consumer. The NRF uses it
for authorizing the request.

Enhancement in
Subscription (POST)
process for
Compliance with
3GPP Release 16

With this feature, the consistent event failure logs are enhanced to support the Session
Report procedure for the SMF, PGW, hSMF, and vSMF interfaces.

Event Failure Logs
for Session Report
procedure
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DescriptionFeature

SMF allows you to configure FQDN for communicating with NRF and peer NFs.

Command introduced:

• fqdn fqdn_value —Used to configure FQDN at endpoint, interface, and NF
client level.

Default Setting: Disabled – Configuration Required

• smf-fqdn fqdn_value —Used to configure SMF’s FQDN under SMF profile
for each instance.

Default Setting: Disabled – Configuration Required

FQDN for Peer
Communication

With this feature, SMF terminates or continues the session on receiving the data change
notification with REPLACE operation from Unified Data Management (UDM). This
feature enables the User Equipment (UE) to avail new subscription changes.

This feature introduces a new event subscription-change in the existing Event
Management Policy configuration.

Command Enhanced:

policy eventmgmt policy_eventmgmt_namepriority priority_number event
subscription-change

Default Setting: Disabled–Configuration Required

Sessionmanagement
based on UDM data
change notification

IoT

SMF validates and supports 4G FixedWireless Access (FWA) for separate subscriber
groups: those using 4G interfaces (RADIUS andGz) and those using 5G SBA interfaces
(N7 and N40).

FWA Support

With this release, SMF provides the ability to view the connection status of Diameter
(Gx and Gy), RADIUS, CGF, and N4 peers using Grafana queries on Grafana cloud.

In a single pane view, you can see the peer status across various deployments, aiding
in faster identification and resolution of connectivity issues.

The Grafana query shows the current status of the peers and also shows the peer status
if it is connected or not connected.

For more information about SMF metrics, see the UCC 5G SMF Metrics Reference
Guide.

SMFMetrics – View
Peer Status Through
Grafana

SMF uses TosTrafficClass field in dynamic ADC rules from PCRF to prioritize the
traffic flows associated with IoT applications during network congestion.

Traffic Prioritization
based on Flows of
DynamicADCRules

Behavior Changes

This section covers a brief description of behavior changes introduced in this release.

UCC 5G SMF Release Notes, Release 2024.04.0
4

5G Converged Core Session Management Function
What's New in this Release

https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_smf_interfaces_3gpp_spec_compliance.html#r_fqdn_overview
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_smf_interfaces_3gpp_spec_compliance.html#r_fqdn_overview
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_udm-integration.html#feature-description
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_udm-integration.html#feature-description
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_udm-integration.html#feature-description
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_5g-smf-overview.html#id_116528
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/metrics-ref/b_ucc-5g-smf-metrics-reference-release-2025-01/m_smf-metrics.html
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/metrics-ref/b_ucc-5g-smf-metrics-reference-release-2025-01/m_smf-metrics.html
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_smf-serviceability.html#reference_t2f_3b4_ydc
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_smf-serviceability.html#reference_t2f_3b4_ydc
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_smf-serviceability.html#reference_t2f_3b4_ydc
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_policy-and-user-plane-management.html#adc-over-gx-for-dynamic-rules
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_policy-and-user-plane-management.html#adc-over-gx-for-dynamic-rules
https://www.cisco.com/content/en/us/td/docs/wireless/ucc/smf/2025-01/config-and-admin/b_ucc-5g-smf-config-and-admin-guide_2025-01/m_policy-and-user-plane-management.html#adc-over-gx-for-dynamic-rules


DescriptionBehavior Change

SMF

Previous Behavior: After peer OCI Validity Timeout, if the SMF
received an OCI from the peer (SGW,MME)with the same sequence
number, it ignored the received OCI.

New Behavior:After the peer OCIValidity Timeout, the SMF deletes
the expired peer OCI and its entry. It uses the newOCI value received
from the peer, even if it has the same sequence number.

Enhancement in SMF Behaviour Post
the Peer OCI Validity Timeout

Previous Behavior: The operator did not have the flexibility to
deactivate the User Plane Integrity Protection feature on SMF
manually.

New Behavior:AnewCLI is added under deactivate-features under
the SMF profile to deactivate the User Plane Integrity Protection
feature on SMF manually.

New CLI:

profile smf smf_profile_name [ no ] instances instance_id
deactivate-features upip

Enhancement in UPIP Feature to
Deactivate Manually

Previous Behavior: During the Xn handover process, If the target
gNB is unable to apply the UPIP, then it was sending Xn handover
pathswitch setup failure with cause "CauseRadioNetwork-
up-integrity-protection-not-possible" and was releasing the PDU
session. SMF was moving the session to idle state.

New Behavior: During the Xn handover procedure, If the target gNB
is unable to apply the UPIP, then it sends pathswitch setup failure
response with radio network cause as
“up-integrity-protection-not-possible" to SMF and releases the PDU
session. Based on the target gNB’s failure response, SMF also
releases the session.

Enhancement in UPIP Failure
Handling duringXnHandover Process

Previous Behavior: The SMF did not support the roaming scenarios
for UPIP implementation.

New Behavior: As part of this release, the SMF supports Visitor
Local Break-Out scenario in the roaming cases. For Visitor LBO
scenario, the UPIP implementation works the same as the homer
scenario. However, during the UPIP status negotiation SMF
prioritizes the local configuration over the UPIP status received from
the UDM.

Customer Impact: Due to this enhancement, the operator can enable
UPIP for Visitor LBO scenario.

Support for Visitor LBO scenario in
UPIP Implementation

IoT
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DescriptionBehavior Change

Previous Behavior: The maximum limit for the rate of clearing the
subscribers using clear subscriber nf-service smf rate <rate_val>
CLI command is 500.

New Behavior: The maximum limit for the rate of clearing
subscribers is increased to 1500.

Thus, now all the subscribers can be cleared at the maximum rate
value of 1500 using the clear subscriber nf-service smf rate
<rate_val> CLI command.

Customer Impact: You can clear the subscribers at a higher rate
which help in scenarios where the system has huge number of
sessions.

Increase max limit for rate of clearing
subscribers

Related Documentation
For the complete list of documentation available for this release, see https://www.cisco.com/c/en/us/support/
wireless/ultra-cloud-core-session-management-function/products-installation-and-configuration-guides-list.html.

Installation and Upgrade Notes
This Release Note does not contain general installation and upgrade instructions. Refer to the existing
installation documentation for specific installation and upgrade considerations.

Software Integrity Version
To verify the integrity of the software image you have from Cisco, you can validate the SHA512 checksum
information against the checksum identified by Cisco for the software.

Image checksum information is available through Cisco.com Software Download Details. To find the
checksum, hover the mouse pointer over the software image you have downloaded.

At the bottom you find the SHA512 checksum, if you do not see the whole checksum you can expand it by
pressing the "..." at the end.

To validate the information, calculate a SHA512 checksum using the information in the following table and
verify that it matches either the one provided on the software download page.

To calculate a SHA512 checksum on your local desktop, refer to the table below.
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Table 1: Checksum Calculations per Operating System

SHA512 checksum calculation command examplesOperating System

Open a command line window and type the following
command:

> certutil.exe -hashfile filename.extension

SHA512

Microsoft Windows

Open a terminal window and type the following
command:

$ shasum -a 512 filename.extension

Apple MAC

Open a terminal window and type the following
command:

$ sha512sum filename.extension

OR

$ shasum -a 512 filename.extension

Linux

Note
filename is the name of the file.

extension is the file extension (for example, .zip or .tgz).

If the SHA512 checksum matches, you can be sure that no one has tampered with the software image or the
image has not been corrupted during download.

If the SHA512 checksum does not match, we advise you to not attempt upgrading any systems with the
corrupted software image. Download the software again and verify the SHA512 checksum again. If there is
a constant mismatch, please open a case with the Cisco Technical Assistance Center.

Certificate Validation
SMF software images are signed via x509 certificates. Please view the .README file packaged with the
software for information and instructions on how to validate the certificates.

Open Bugs for this Release
The following table lists the open bugs in this specific software release.

This software release may contain open bugs first identified in other releases. Additional information for all
open bugs for this release are available in the Cisco Bug Search Tool.

Note

HeadlineBug ID

SMF

UCC 5G SMF Release Notes, Release 2024.04.0
7

5G Converged Core Session Management Function
Certificate Validation

https://tools.cisco.com/bugsearch/search


HeadlineBug ID

3gpp li provisioning results in call failures and CEPS lossCSCwm98056

IoT

Clear sub CLI did not clear all active sessionsCSCwk82318

show peers all interfaceNameGz not showing all peers on dyanmic config
change

CSCwm73549

Rolling Upgrade Async/SendNotification support validation for IOTCSCwm86970

"mode debug exec attributes" cli pushing two ip chunks to UPF instead
of one

CSCwm94697

Resolved Bugs for this Release
The following table lists the resolved bugs in this specific software release.

This software release may contain bug fixes first introduced in other releases. Additional information for all
resolved bugs for this release are available in the Cisco Bug Search Tool.

Note

Behavior ChangeHeadlineBug ID

NoAMF sends duplicate NRF subscription req
intermittently during retry for expired validity

CSCwe15107

NoEncrypt all the CALEA Data in ETCD DBCSCwk65884

NoGR switchover resulted in huge go routine spikes
on nodemgr pods

CSCwm65123

NoOps center needs to validate the IP format in CLICSCwj98129

NoRegistration Time during LTE to wifi sent wronglyCSCwk73687

YesService pod PanicMessage during Intial attach with
- Release request

CSCwm58741

No"Show nrf discovery-info" with AMF set filter key
need to print all service level info

CSCwk11285

No"show subscriber all" showing rat as NR andWLAN
- after handover from wlan to nr

CSCwm10198

Noshow subscriber count nf-specific updating wrongly
after upgrade

CSCwm86027
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk73687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm58741
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk11285
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm10198
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm86027


Behavior ChangeHeadlineBug ID

NoSMF does not suspend IDLE mode exit proc with
incoming context retrieve request

CSCwm47828

NoSMF not sending usage stats under charging request
to CHF with EPFAR - Converged call clear

CSCwm28044

NoSMF picking wrong CA inconsistently when static
and dynamic rules' CA have same RG

CSCwm05930

NoSMF takes 2 seconds (after a failed attempt to AMF)
when NRF has already notified the AMF failure

CSCwm45589

NoStuck sessions, no clear event sent towards
northbound- ipHoldTimer(issue with both 4G /5G)

CSCwm41162

NoSytax error in amf RegionID related CLICSCwk40753

NoUDP endpoints are not Started - 2 0.0.0.0:16002
0.0.0.0:16002 Udp Starting S5E false

CSCwm05677

Operator Notes

Cloud Native Product Version Numbering System
The show helm list command displays detailed information about the version of the cloud native product
currently deployed.
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm47828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm28044
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm05930
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm45589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm41162
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk40753
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm05677


The appropriate version number field increments after a version has been released. The new version numbering
format is a contiguous sequential number that represents incremental changes between releases. This format
facilitates identifying the changes between releases when using Bug Search Tool to research software releases.

Release Package Descriptions
The following table provides descriptions for the packages that are available with this release.

Table 2: Release Package Information

DescriptionSoftware Packages

The SMF offline release signature package. This package contains
the SMF deployment software, NED package, as well as the release
signature, certificate, and verification information.

ccg.<version>.SPA.tgz

The NETCONFNED package. This package includes all the yang
files that are used for NF configuration.

Note that NSO is used for the NED file creation.

ncs-<nso_version>-ccg-nc-<version>.tar.gz

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information, refer to https://www.cisco.com/c/en/us/support/index.html.
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