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About this Guide

\}

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. While any existing
biased terms are being substituted, exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP documentation, or
language that is used by a referenced third-party product.

This preface describes the 5G Session Management Function Guide, how it is organized and its document
conventions.

This guide describes the Cisco Session Management Function (SMF) and includes infrastructure and interfaces,
feature descriptions, specification compliance, session flows, configuration instructions, and CLI commands
for monitoring and troubleshooting the system.

» Conventions Used, on page xxxiii

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type Description

Information Note Provides information about important features
or instructions.

Caution Alerts you of potential damage to a program,
device, or system.

Warning Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.
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B About this Guide

Typeface Conventions Description
Text represented as a screen This typeface represents displays that appear on your
display terminal screen, for example:
Login:
Text represented as commands This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as a command This typeface represents a variable that is part of a
variable command, for example:

show card slot_number

slot_number is a variable representing the desired chassis
slot number.

Text represented as menu or This typeface represents menus and sub-menus that you
sub-menu names access within a software application, for example:

Click the File menu, then click New
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Configuration Command Reference

* aaa, on page 22

* active-charging service, on page 23

* active-charging service bandwidth-policy, on page 23

* active-charging service bandwidth-policy flow limit-for-bandwidth id, on page 23

* active-charging service bandwidth-policy group-id, on page 24

* active-charging service bandwidth-policy group-id direction downlink grpPeakBwp, on page 24

* active-charging service bandwidth-policy group-id direction uplink grpPeakBwp, on page 26

* active-charging service buffering-limit, on page 27

* active-charging service charging-action, on page 28

* active-charging service charging-action allocation-retention-priority, on page 29

* active-charging service charging-action billing-action, on page 30

* active-charging service charging-action cca charging credit, on page 30

* active-charging service charging-action flow action, on page 31

* active-charging service charging-action flow action discard, on page 31

* active-charging service charging-action flow action readdress, on page 32

* active-charging service charging-action flow limit-for-bandwidth, on page 32

* active-charging service charging-action flow limit-for-bandwidth direction downlink peak-data-rate, on
page 33

* active-charging service charging-action flow limit-for-bandwidth direction uplink peak-data-rate, on
page 34

* active-charging service charging-action tft packet-filter, on page 35

* active-charging service charging-action tos afl1, on page 36

* active-charging service charging-action tos af12, on page 36

* active-charging service charging-action tos afl3, on page 36

* active-charging service charging-action tos af21, on page 37

* active-charging service charging-action tos af22, on page 37

* active-charging service charging-action tos af23, on page 38

* active-charging service charging-action tos af31, on page 38

* active-charging service charging-action tos af32, on page 38

* active-charging service charging-action tos af33, on page 39

* active-charging service charging-action tos af41, on page 39

* active-charging service charging-action tos af42, on page 40

* active-charging service charging-action tos af43, on page 40

* active-charging service charging-action tos be, on page 40
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« active-charging service charging-action tos ef, on page 41

« active-charging service charging-action tos lower-bits, on page 41

* active-charging service content-filtering category policy-id, on page 42

« active-charging service content-filtering category policy-id analyze priority, on page 42

« active-charging service content-filtering category policy-id analyze priority all, on page 42

« active-charging service content-filtering category policy-id analyze priority category, on page 43
* active-charging service content-filtering category policy-id analyze priority x-category, on page 46
« active-charging service credit-control group, on page 46

« active-charging service credit-control group associate, on page 47

« active-charging service credit-control group diameter, on page 47

* active-charging service credit-control group diameter origin, on page 47

* active-charging service credit-control group diameter service-context-id, on page 48

« active-charging service credit-control group diameter session, on page 48

« active-charging service credit-control group failure-handling initial-request continue, on page 49

* active-charging service credit-control group failure-handling initial-request retry-and-terminate, on page
49

* active-charging service credit-control group failure-handling initial-request terminate, on page 50

* active-charging service credit-control group failure-handling terminate-request continue, on page 50

« active-charging service credit-control group failure-handling terminate-request retry-and-terminate, on
page 51

* active-charging service credit-control group failure-handling terminate-request terminate, on page 51

« active-charging service credit-control group failure-handling update-request continue, on page 52

* active-charging service credit-control group failure-handling update-request retry-and-terminate, on page
52

« active-charging service credit-control group failure-handling update-request terminate, on page 53

* active-charging service credit-control group pending-traffic-treatment forced-reauth, on page 53

* active-charging service credit-control group pending-traffic-treatment noquota, on page 53

* active-charging service credit-control group pending-traffic-treatment noquota limited-pass, on page 54

« active-charging service credit-control group pending-traffic-treatment quota-exhausted, on page 54

* active-charging service credit-control group pending-traffic-treatment trigger, on page 55

* active-charging service credit-control group pending-traffic-treatment validity-expired, on page 55

« active-charging service credit-control group quota holding-time, on page 56

« active-charging service credit-control group quota request-trigger, on page 56

* active-charging service credit-control group timestamp-rounding, on page 57

« active-charging service credit-control group usage-reporting quotas-to-report based-on-grant, on page
57

« active-charging service group-of-ruledefs, on page 58

« active-charging service group-of-ruledefs add-ruledef priority, on page 58

* active-charging service p2p-detection attribute ssl-renegotiation, on page 59

* active-charging service p2p-detection ecs-analysis, on page 59

* active-charging service p2p-detection protocol, on page 60

« active-charging service packet-filter, on page 61

* active-charging service packet-filter ip local-port operator, on page 61

* active-charging service packet-filter ip local-port range, on page 62

« active-charging service packet-filter ip protocol, on page 62

« active-charging service packet-filter ip remote-address, on page 63
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* active-charging service packet-filter ip remote-port operator, on page 64

« active-charging service packet-filter ip remote-port range, on page 64

* active-charging service packet-filter ip tos-traffic-class, on page 65

« active-charging service rulebase, on page 66

* active-charging service rulebase action, on page 66

« active-charging service rulebase action priority, on page 67

* active-charging service rulebase action priority dynamic-only, on page 67

« active-charging service rulebase action priority dynamic-only adc group-of-ruledefs, on page 67
* active-charging service rulebase action priority dynamic-only adc ruledef, on page 68

* active-charging service rulebase action priority dynamic-only group-of-ruledefs, on page 69

* active-charging service rulebase action priority dynamic-only ruledef, on page 70

« active-charging service rulebase action priority group-of-ruledefs, on page 71

* active-charging service rulebase action priority ruledef, on page 72

« active-charging service rulebase action priority static-and-dynamic group-of-ruledefs, on page 72
* active-charging service rulebase action priority static-and-dynamic ruledef, on page 73

« active-charging service rulebase action priority timedef group-of-ruledefs, on page 74

« active-charging service rulebase action priority timedef ruledef, on page 75

« active-charging service rulebase bandwidth, on page 76

* active-charging service rulebase billing-records, on page 76

« active-charging service rulebase billing-records udr, on page 77

« active-charging service rulebase cca diameter requested-service-unit sub-avp time, on page 77
« active-charging service rulebase cca diameter requested-service-unit sub-avp units, on page 78
* active-charging service rulebase cca diameter requested-service-unit sub-avp volume, on page 78
« active-charging service rulebase cca quota holding-time, on page 79

« active-charging service rulebase cca quota retry-time, on page 79

« active-charging service rulebase cca quota time-duration, on page 80

* active-charging service rulebase content-filtering category, on page 81

« active-charging service rulebase content-filtering flow-any-error, on page 81

« active-charging service rulebase content-filtering mode, on page 82

« active-charging service rulebase credit-control-group, on page 82

* active-charging service rulebase dynamic-rule, on page 83

« active-charging service rulebase edr transaction-complete, on page 84

* active-charging service rulebase egedr threshold, on page 84

« active-charging service rulebase egedr threshold volume, on page 85

* active-charging service rulebase flow control-handshaking, on page 86

« active-charging service rulebase flow control-handshaking charge-to-application, on page 86
* active-charging service rulebase flow end-condition, on page 87

« active-charging service rulebase flow limit-across-applications, on page 87

* active-charging service rulebase ip, on page 88

« active-charging service rulebase p2p, on page 88

« active-charging service rulebase post-processing priority, on page 89

« active-charging service rulebase post-processing priority group-of-ruledefs, on page 89

* active-charging service rulebase post-processing priority ruledef, on page 90

« active-charging service rulebase route priority, on page 90

* active-charging service rulebase route priority ruledef, on page 91

« active-charging service rulebase rtp, on page 92
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* active-charging service rulebase tcp, on page 92

« active-charging service rulebase tcp mss, on page 93

* active-charging service rulebase tcp packets-out-of-order, on page 93

« active-charging service rulebase tcp packets-out-of-order transmit, on page 94
« active-charging service rulebase tethering-detection, on page 95

« active-charging service rulebase url-blacklisting action, on page 96

* active-charging service rulebase url-blacklisting match-method, on page 96
* active-charging service ruledef, on page 97

* active-charging service ruledef bearer service-3gpp rat-type, on page 98

« active-charging service ruledef dns answer-name, on page 98

* active-charging service ruledef dns any-match, on page 99

« active-charging service ruledef dns previous-state, on page 100

* active-charging service ruledef dns query-name, on page 101

« active-charging service ruledef dns query-type, on page 102

* active-charging service ruledef dns return-code, on page 103

* active-charging service ruledef dns state, on page 104

* active-charging service ruledef dns tid, on page 104

« active-charging service ruledef http content type, on page 105

* active-charging service ruledef http host, on page 106

« active-charging service ruledef http referer, on page 107

* active-charging service ruledef http url, on page 108

« active-charging service ruledef http user-agent, on page 109

* active-charging service ruledef icmpv6 any-match, on page 109

* active-charging service ruledef ip any-match, on page 110

* active-charging service ruledef ip dst-address, on page 111

« active-charging service ruledef ip protocol, on page 113

* active-charging service ruledef ip server-ip-addr, on page 113

« active-charging service ruledef ip uplink, on page 115

« active-charging service ruledef ip version, on page 115

« active-charging service ruledef multi-line-or, on page 116

* active-charging service ruledef p2p, on page 116

« active-charging service ruledef p2p app-identifier, on page 117

* active-charging service ruledef p2p protocol, on page 118

« active-charging service ruledef p2p traffic-type, on page 127

* active-charging service ruledef rtp any-match, on page 128

« active-charging service ruledef rtsp any-match, on page 129

* active-charging service ruledef secure-http any-match, on page 130

« active-charging service ruledef secure-http uplink, on page 131

* active-charging service ruledef tcp any-match, on page 132

« active-charging service ruledef tcp either-port with-portMap-range, on page 133
« active-charging service ruledef tcp either-port with-range, on page 133

« active-charging service ruledef tcp either-port without-range, on page 134
* active-charging service ruledef tcp flag, on page 135

« active-charging service ruledef tcp state, on page 136

« active-charging service ruledef tethering-detection, on page 137

« active-charging service ruledef tethering-detection application, on page 137
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« active-charging service ruledef tethering-detection dns-based, on page 138
« active-charging service ruledef tethering-detection ip-ttl, on page 138

* active-charging service ruledef tethering-detection os-ua, on page 138

« active-charging service ruledef udp any-match, on page 139

* active-charging service ruledef udp either-port with-portMap-range, on page 140
« active-charging service ruledef udp either-port with-range, on page 140
* active-charging service ruledef udp either-port without-range, on page 141
* active-charging service ruledef wsp any-match, on page 142

* active-charging service ruledef wtp any-match, on page 143

« active-charging service ruledef www any-match, on page 144

* active-charging service ruledef www host, on page 145

* active-charging service ruledef www url, on page 146

« active-charging service url-blacklisting, on page 146

« active-charging service urr-list, on page 147

* active-charging service urr-list urr-list-data, on page 147

* active-charging service urr-list urr-list-data service-identifier, on page 148
* apn, on page 148

* apn active-charging, on page 149

* apn authorize-with-hss, on page 149

« apn authorize-with-hss egtp, on page 149

* apn authorize-with-hss egtp gn-gp-enabled, on page 150

« apn authorize-with-hss egtp s2b, on page 150

* apn authorize-with-hss egtp s2b gn-gp-enabled, on page 150

« apn authorize-with-hss egtp s2b s5-s8, on page 150

* apn authorize-with-hss egtp s5-s8, on page 151

« apn authorize-with-hss egtp s5-s8 s2b, on page 151

* apn authorize-with-hss Ima, on page 152

* apn cc-profile, on page 152

« apn content-filtering category, on page 153

« apn data-tunnel, on page 153

* apn gtpp group, on page 153

* apn ip access-group, on page 154

* apn ip source-violation, on page 154

* apn ppp, on page 155

* apn timeout, on page 155

* cd, on page 155

* cdl clear, on page 156

* cdl show sessions, on page 156

* cdl show status, on page 157

* clear ipam, on page 158

* clear ipam, on page 158

* clear lawful-intercept stats, on page 158

» clear subscriber, on page 159

« clear subscriber, on page 161

« clear subscriber imsi-opt, on page 161

* clear subscriber supi-opt, on page 162
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« client http header, on page 162

« client http ping, on page 163

* client inbound interface, on page 163

« client inbound interface limit overload, on page 164

* client inbound interface limit pending, on page 164

« client inbound limit overload, on page 164

» client inbound limit pending, on page 165

« client outbound host ping, on page 165

« client outbound interface, on page 166

« client outbound interface host ping, on page 166

» client outbound interface limit consecutive failure, on page 167
« client outbound interface limit pending, on page 167

» client outbound limit consecutive failure, on page 168

* client outbound limit pending, on page 168

* commit, on page 169

e compare, on page 169

» config, on page 170

« config-error info, on page 170

» datastore dbs, on page 171

« datastore dbs endpoints, on page 171

« datastore notification-ep, on page 171

« datastore session-db, on page 172

» datastore session-db endpoints, on page 172

* deployment, on page 173

* deployment resource, on page 173

« describe, on page 174

» diagnostics info, on page 175

* dump, on page 175

* dump core, on page 176

» dump transactionhistory, on page 177

* edr, on page 177

* edr file files, on page 178

« edr file files disable, on page 178

« edr file files flush, on page 179

* edr file files limit, on page 179

* edr file files procedure-id disable-event-id, on page 179
* edr file files procedure-id disable-event-id disable-inner disable, on page 180
« edr file files procedure-id disable-event-id disable-inner event-id disable-field-id, on page 180
* edr file files procedure-id disable-event-id disable-inner event-id disable-field-id disable, on page 181
* endpoint all, on page 181

* endpoint info, on page 181

* exit, on page 182

* geo maintenance, on page 183

* geo replication-pull , on page 183

* geo reset-role, on page 183

* geo switch-role, on page 184
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» geomonitor podmonitor pods, on page 184

» geomonitor remoteclustermonitor, on page 185

» geomonitor trafficMonitor, on page 186

 geomonitor vipmonitor instance, on page 186

* geomonitor vipmonitor instance vips, on page 186

* group nf-mgmt, on page 187

* group nf-mgmt heartbeat, on page 188

« group nrf discovery, on page 188

« group nrf discovery service type nrf, on page 189

« group nrf discovery service type nrf endpoint-profile, on page 189

» group nrf discovery service type nrf endpoint-profile endpoint-name, on page 190

« group nrf discovery service type nrf endpoint-profile endpoint-name primary ip-address, on page 191
« group nrf discovery service type nrf endpoint-profile endpoint-name secondary ip-address, on page 191
« group nrf discovery service type nrf endpoint-profile endpoint-name tertiary ip-address, on page 192
» group nrf discovery service type nrf endpoint-profile version uri-version, on page 193

« group nrf mgmt, on page 193

« group nrf mgmt service type nrf, on page 194

« group nrf mgmt service type nrf endpoint-profile, on page 194

» group nrf mgmt service type nrf endpoint-profile endpoint-name, on page 195

« group nrf mgmt service type nrf endpoint-profile endpoint-name primary ip-address, on page 195
« group nrf mgmt service type nrf endpoint-profile endpoint-name secondary ip-address, on page 196
« group nrf mgmt service type nrf endpoint-profile endpoint-name tertiary ip-address, on page 197
» group nrf mgmt service type nrf endpoint-profile version uri-version, on page 197

* gtpp group, on page 198

* gtpp group gtpp egedr final-record closing-cause, on page 198

* gtpp group gtpp egedr losdv-max-containers, on page 198

* gtpp group gtpp egcdr service-data-flow threshold, on page 199

* gtpp group gtpp egedr service-data-flow threshold volume, on page 199

* gtpp group gtpp egedr service-idle-timeout, on page 200

* gtpp group gtpp trigger, on page 200

* gtpp group gtpp trigger egedr, on page 200

* help, on page 201

* history, on page 202

* id, on page 203

* idle-timeout, on page 203

* ignore-leading-space, on page 203

* infra metrics experimental, on page 204

« infra metrics verbose verboseLevels, on page 204

* infra metrics verbose verboseLevels metrics metricsList, on page 205

« infra transaction limit, on page 205

* infra transaction limit consecutive same, on page 206

* infra transaction loop, on page 206

* infra transaction loop category, on page 207

« infra transaction loop category threshold, on page 207

* infra transaction loop category threshold thresholds, on page 207

* instance instance-id, on page 208
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* instance instance-id endpoint ep, on page 209

* instance instance-id endpoint diameter, on page 212

* instance instance-id endpoint ep cpu, on page 212

* instance instance-id endpoint ep extended-service, on page 213

* instance instance-id endpoint ep heartbeat, on page 213

* instance instance-id endpoint gtpprime, on page 214

* instance instance-id endpoint ep interface, on page 215

* instance instance-id endpoint ep interface dispatcher, on page 216

* instance instance-id endpoint ep interface echo, on page 218

* instance instance-id endpoint ep interface heartbeat, on page 218

* instance instance-id endpoint ep interface internal base-port, on page 219

* instance instance-id endpoint ep interface overload-control client threshold critical, on page 219

* instance instance-id endpoint ep interface overload-control client threshold high, on page 220

* instance instance-id endpoint ep interface overload-control client threshold low, on page 221

* instance instance-id endpoint ep interface overload-control endpoint threshold critical, on page 223

* instance instance-id endpoint ep interface overload-control endpoint threshold high, on page 224

* instance instance-id endpoint ep interface overload-control endpoint threshold low, on page 225

* instance instance-id endpoint ep interface overload-control msg-type messageConfigs, on page 226

* instance instance-id endpoint ep interface overload-control msg-type messageConfigs discard-behavior,
on page 227

* instance instance-id endpoint ep interface path-failure, on page 228

* instance instance-id endpoint ep interface retransmission, on page 228

* instance instance-id endpoint ep interface secondary-ip, on page 229

* instance instance-id endpoint ep interface sla, on page 229

* instance instance-id endpoint ep interface supported-features, on page 229

* instance instance-id endpoint ep interface sx-path-failure, on page 230

* instance instance-id endpoint ep interface vip, on page 230

* instance instance-id endpoint ep interface vip6, on page 231

* instance instance-id endpoint ep internal base-port, on page 231

* instance instance-id endpoint ep labels pod-config, on page 232

* instance instance-id endpoint ep memory, on page 232

* instance instance-id endpoint ep overload-control client threshold critical, on page 232

* instance instance-id endpoint ep overload-control client threshold high, on page 234

* instance instance-id endpoint ep overload-control client threshold low, on page 235

* instance instance-id endpoint ep overload-control endpoint threshold critical, on page 236

* instance instance-id endpoint ep overload-control endpoint threshold high, on page 237

* instance instance-id endpoint ep overload-control endpoint threshold low, on page 238

* instance instance-id endpoint ep overload-control msg-type messageConfigs, on page 239

* instance instance-id endpoint ep overload-control msg-type messageConfigs discard-behavior, on page
240

* instance instance-id endpoint ep path-failure, on page 241

* instance instance-id endpoint ep retransmission, on page 241

* instance instance-id endpoint ep secondary-ip, on page 242

* instance instance-id endpoint ep sla, on page 242

* instance instance-id endpoint ep sx-path-failure, on page 243

* instance instance-id endpoint ep system-health-level crash, on page 243
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* instance instance-id endpoint ep system-health-level critical, on page 244
* instance instance-id endpoint ep system-health-level warn, on page 244

* instance instance-id endpoint ep vip, on page 245

* instance instance-id endpoint ep vip6, on page 246

* instance instance-id endpoint gtp interface interface-name, on page 246

* instances instance, on page 247

* ipam, on page 247

* exec-ipam reclaim-chunk, on page 248

* ipam dp, on page 248

* ipam instance, on page 249

* ipam instance address-pool, on page 249

* ipam instance address-pool ipv4, on page 250

* ipam instance address-pool ipv4 address-range, on page 250

* ipam instance address-pool ipv4 chunk-group, on page 251

* ipam instance address-pool ipv4 prefix-range, on page 251

* ipam instance address-pool ipv4 split-size, on page 252

* ipam instance address-pool ipv4 threshold, on page 252

* ipam instance address-pool ipv6, on page 253

* ipam instance address-pool ipv6 address-ranges address-range, on page 253
* ipam instance address-pool ipv6 address-ranges prefix-range, on page 254
* ipam instance address-pool ipv6 address-ranges chunk-group, on page 254
* ipam instance address-pool ipv6 address-ranges split-size, on page 255

* ipam instance address-pool ipv6 address-ranges threshold, on page 255

* ipam instance address-pool ipv6 prefix-ranges prefix-range, on page 256
* ipam instance address-pool ipv6 prefix-ranges chunk-group, on page 256
* ipam instance address-pool ipv6 prefix-ranges split-size, on page 257

* ipam instance address-pool ipv6 prefix-ranges threshold, on page 258

* ipam instance address-pool tags, on page 258

* ipam instance audit chunk, on page 259

* ipam instance chunk-reclamation, on page 259

* ipam instance min-dp-addr-size, on page 260

* ipam instance source, on page 260

* ipam instance source external ipam, on page 261

* ipam instance threshold, on page 261

* ipam pool, on page 262

* ipam pool ipv4-addr, on page 262

* ipam pool ipv6-addr, on page 262

* job, on page 263

* k8 ccg, on page 263

* k8 ccg coverage, on page 263

* k8 label pod-group-config, on page 264

* leaf-prompting, on page 264

* license smart deregister, on page 265

* license smart register, on page 265

* license smart renew, on page 266

* local-instance, on page 266
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* logging async application enable, on page 266

* logging async monitor-subscriber enable, on page 267
* logging async tracing enable, on page 267

* logging async transaction enable, on page 267

* logging error, on page 268

* logging level, on page 268

* logging logger, on page 270

* logging logger level, on page 270

* logging transaction, on page 271

* logout, on page 272

* message type, on page 273

» mode debug exec action release-resource, on page 274
* monitor protocol, on page 275

* monitor active-instance-traffic, on page 276

* monitor-protocol cpu-limit, on page 276

* monitor subscriber, on page 277

» msid-opt, on page 278

« nf-tls ca-certificates, on page 279

* nf-tls certificate-status, on page 279

« nf-tls certificates, on page 280

* no, on page 280

* nodemonitor, on page 280

» nrf discovery-info discovery-filter, on page 281

« nrf discovery-info discovery-filter nf-discovery-profile, on page 281
* nrf discovery-info discovery-filter nf-discovery-profile nf-service, on page 281
« nrf registration-info, on page 282

» nrf subscription-info, on page 282

* nssai, on page 282

* paginate, on page 283

* pcscf mark-online, on page 283

* peers all, on page 284

* policy, on page 284

* policy actionmgmt, on page 285

* policy call-control-profile, on page 286

* policy call-control-profile cc, on page 286

* policy call-control-profile cc local-value, on page 287
* policy dnn, on page 287

* policy dnn dnn dnn, on page 287

* policy dnn dnn network-identifier, on page 288

* policy dnn dnn network-identifier operator-identifier, on page 288
* policy dnn dnn operator-identifier, on page 289

* profile dnn skip-n10-registration, on page 289

* policy eventmgmt, on page 290

* policy network-capability, on page 290

* policy operator, on page 291

* policy operator policy, on page 292
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* policy path-failure-detection, on page 292

* policy path-failure-detection ignore, on page 293

* policy rulemgmt, on page 293

* policy subscriber, on page 294

* policy subscriber list-entry, on page 294

* policy subscriber list-entry imsi, on page 296

* policy subscriber list-entry imsi msin, on page 296

* policy subscriber list-entry serving-plmn, on page 297

* policy sx-path-failure-detection, on page 297

* policy sx-path-failure-detection ignore, on page 298

* policy upf-selection, on page 298

* policy upf-selection list-entry, on page 298

* policy upf-selection list-entry query-params, on page 299

« profile access, on page 299

» profile access eps-fallback cbr, on page 300

« profile access eps-fallback guard, on page 300

« profile access eps-fallback trigger-cause group, on page 301

* profile access erir, on page 301

» profile access gtpc, on page 302

« profile access gtpc message-handling create-session-request ho-ind, on page 302
* profile access gtpc message-handling create-session-response action, on page 302
« profile access gtpc message-handling create-session-response condition, on page 303
* profile access nl message-handling pdu-establishment condition, on page 303
* profile access nl message-handling pdu-release condition, on page 304
« profile access nl t3591-pdu-mod-cmd, on page 305

« profile access nl t3592-pdu-rel-cmd, on page 305

* profile access nl, on page 306

« profile access n2, on page 306

* profile access nl1, on page 306

« profile access n2 idft, on page 307

* profile access n26 idft, on page 307

« profile charging, on page 308

* profile charging accounting limit, on page 310

« profile charging accounting limit volume, on page 310

* profile charging dynamic-rules request-quota, on page 310

« profile charging failure-handling error-type, on page 311

* profile charging limit, on page 312

« profile charging limit rating-group, on page 312

» profile charging mscc-final-unit-action terminate session, on page 313
« profile charging offline zero-usage, on page 313

« profile charging quota, on page 314

« profile charging quota suppress, on page 314

» profile charging quota validity-time, on page 315

« profile charging quota volume-threshold percent, on page 315

« profile charging reporting-level, on page 315

« profile charging requested-service-unit, on page 316
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« profile charging requested-service-unit volume, on page 316

« profile charging send charging-initial, on page 317

» profile charging session-failover, on page 317

« profile charging tariff-time-change, on page 318

« profile charging triggers, on page 318

« profile charging-characteristics, on page 319

» profile charging-characteristics network-element-profile-list, on page 319
« profile charging-qbc, on page 320

« profile charging-qbc limit, on page 321

« profile charging usage-reporting quota-to-report based-on-grant, on page 321
» profile compliance, on page 322

* profile compliance service, on page 322

* profile compliance service nl, on page 323

* profile compliance service n2, on page 324

* profile compliance service namf-comm, on page 325

« profile compliance service nchf-convergedcharging, on page 326
* profile compliance service nnrf-disc, on page 327

« profile compliance service nnrf-nfm, on page 328

» profile compliance service npcf-smpolicycontrol, on page 329
« profile compliance service nsmf-pdusession, on page 330

* profile compliance service nudm-sdm, on page 331

* profile compliance service nudm-uecm, on page 332

» profile compliance service threegpp23502, on page 333

« profile content-filtering category database, on page 334

« profile content-filtering category database directory, on page 334
* profile converged-core supported-features, on page 334

» profile diameter-client, on page 335

« profile diameter-endpoint, on page 336

* profile diameter-host-selection, on page 340

* profile dnn, on page 341

* profile dnn accounting, on page 345

* profile dnn authentication algorithm, on page 345

« profile dnn authentication secondary, on page 346

« profile dnn authorization, on page 346

* profile dnn dnn, on page 347

* profile dnn dnn nw-fu-conf, on page 347

* profile dnn dnn rmgr-conf, on page 348

* profile dnn dns primary, on page 348

» profile dnn dns secondary, on page 348

« profile dnn ims mark, on page 349

* profile dnn max-upf-sessions, on page 349

* profile dnn network-element-profiles, on page 350

* profile dnn nexthop-forwarding-address, on page 351

* profile dnn nssai, on page 351

* profile dnn outbound, on page 352

* profile dnn primary-plmn, on page 352
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* profile dnn session type, on page 352

* profile dnn skip-n10-registration, on page 353

» profile dnn ssc-mode, on page 354

« profile dnn timeout, on page 354

* profile dnn timeout bearer-inactivity, on page 356

« profile dnn timeout bearer-inactivity gbr, on page 356

* profile dnn timeout bearer-inactivity gbr volume, on page 356

« profile dnn timeout bearer-inactivity non-gbr, on page 357

* profile dnn timeout bearer-inactivity non-gbr volume, on page 357

* profile dnn upf, on page 358

* profile dns-proxy, on page 358

« profile dns-proxy servers, on page 359

* profile ecgi-group, on page 360

« profile ecgi-group ecgis, on page 360

» profile ecgi-group ecgis ecgi, on page 361

« profile ecgi-group ecgis ecgi range, on page 361

* profile emergency-profile, on page 362

« profile failure-handling, on page 362

» profile failure-handling interface diameter, on page 362

« profile failure-handling interface gtpc message, on page 364

* profile failure-handling interface gtpc message cause-code-type cause-code, on page 364

« profile failure-handling interface gtpc message cause-code-type cause-code action, on page 365
» profile failure-handling interface nl1, on page 366

« profile failure-handling interface n11 message, on page 366

« profile failure-handling interface n11 message cause-code-value cause-code, on page 366

« profile failure-handling interface n11 message cause-code-value cause-code action, on page 367
» profile failure-handling interface pfcp, on page 367

« profile failure-handling interface pfcp message, on page 368

* profile failure-handling interface pfcp message cause-code-type-est cause-code, on page 368

« profile failure-handling interface pfcp message cause-code-type-est cause-code action, on page 369
» profile failure-handling interface pfcp message cause-code-type-mod cause-code, on page 369

« profile failure-handling interface pfcp message cause-code-type-mod cause-code action, on page 370
« profile failure-handling interface pfcp message cause-code-type-sessreport cause-code, on page 371

« profile failure-handling interface pfcp message cause-code-type-sessreport cause-code action, on page
371

» profile failure-handling interface sxa message, on page 372

« profile failure-handling interface sxa message cause-code-type-est cause-code, on page 372
« profile failure-handling interface sxa message cause-code-type-est cause-code action, on page 373
* profile gtpp-profile gtpp, on page 373

* profile icmpv6, on page 375

« profile icmpv6 options, on page 376

* profile icmpvo6 ra trigger, on page 377

« profile interface-mapping default interface, on page 377

* profile load, on page 378

« profile load advertise, on page 378

« profile load interface, on page 379
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* profile location-area-group, on page 379

« profile message-handling nf type, on page 380

» profile message-handling nf type udm mh-profile, on page 380

* profile n3-tunnel, on page 381

* profile n3-tunnel buffer, on page 381

* profile ncgi-group, on page 381

* profile ncgi-group ncgis, on page 382

* profile ncgi-group ncgis ncgi, on page 382

* profile ncgi-group ncgis ncgi range, on page 383

« profile network-element amf, on page 383

» profile network-element amf discovery, on page 384

« profile network-element amf query-params, on page 384

* profile network-element chf, on page 385

« profile network-element chf discovery, on page 386

» profile network-element chf query-params, on page 387

« profile network-element nrf, on page 387

* profile network-element pcf, on page 388

« profile network-element pcf bitrates, on page 390

* profile network-element pcf discovery, on page 390

* profile network-element pcf query-params, on page 391

* profile network-element scp, on page 391

« profile network-element sepp, on page 392

» profile network-element sepp discovery, on page 393

« profile network-element sepp query-params, on page 393

* profile network-element udm, on page 394

* profile network-element udm discovery, on page 395

» profile network-element udm failure-handling-profile-rat, on page 395

« profile network-element udm query-params, on page 396

* profile network-element upf, on page 396

* profile network-element upf n4-peer-address, on page 399

» profile nf-client nf-type amf amf-profile, on page 399

« profile nf-client nf-type amf amf-profile locality, on page 399

« profile nf-client nf-type amf amf-profile locality service name type, on page 400

« profile nf-client nf-type amf amf-profile locality service name type endpoint-profile, on page 401

» profile nf-client nf-type amf amf-profile locality service name type endpoint-profile endpoint-name, on
page 402

« profile nf-client nf-type amf amf-profile locality service name type endpoint-profile endpoint-name
primary ip-address, on page 402

« profile nf-client nf-type amf amf-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 403

« profile nf-client nf-type amf amf-profile locality service name type endpoint-profile endpoint-name
tertiary ip-address, on page 403

» profile nf-client nf-type amf amf-profile locality service name type endpoint-profile version uri-version,
on page 404

« profile nf-client nf-type ausf ausf-profile, on page 405

« profile nf-client nf-type ausf ausf-profile locality, on page 405
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« profile nf-client nf-type ausf ausf-profile locality service name type, on page 405

« profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile, on page 406

» profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile endpoint-name, on
page 407

« profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile endpoint-name
primary ip-address, on page 408

« profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 408

« profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile endpoint-name
tertiary ip-address, on page 409

» profile nf-client nf-type ausf ausf-profile locality service name type endpoint-profile version uri-version,
on page 409

« profile nf-client nf-type chf chf-profile, on page 410

« profile nf-client nf-type chf chf-profile locality, on page 410

« profile nf-client nf-type chf chf-profile locality service name type, on page 411

» profile nf-client nf-type chf chf-profile locality service name type endpoint-profile, on page 411

« profile nf-client nf-type chf chf-profile locality service name type endpoint-profile endpoint-name, on
page 412

« profile nf-client nf-type chf chf-profile locality service name type endpoint-profile endpoint-name primary
ip-address, on page 413

« profile nf-client nf-type chf chf-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 414

» profile nf-client nf-type chf chf-profile locality service name type endpoint-profile endpoint-name tertiary
ip-address, on page 414

« profile nf-client nf-type chf chf-profile locality service name type endpoint-profile version uri-version,
on page 415

« profile nf-client nf-type eir eir-profile, on page 415

« profile nf-client nf-type eir eir-profile locality, on page 416

» profile nf-client nf-type eir eir-profile locality service name type, on page 416

« profile nf-client nf-type eir eir-profile locality service name type endpoint-profile, on page 417

« profile nf-client nf-type eir eir-profile locality service name type endpoint-profile endpoint-name, on
page 418

« profile nf-client nf-type eir eir-profile locality service name type endpoint-profile endpoint-name primary
ip-address, on page 418

» profile nf-client nf-type eir eir-profile locality service name type endpoint-profile endpoint-name secondary
ip-address, on page 419

« profile nf-client nf-type eir eir-profile locality service name type endpoint-profile endpoint-name tertiary
ip-address, on page 420

« profile nf-client nf-type eir eir-profile locality service name type endpoint-profile version uri-version,
on page 420

« profile nf-client nf-type pcf pcf-profile, on page 421

» profile nf-client nf-type pcf pcf-profile locality, on page 421

« profile nf-client nf-type pcf pcf-profile locality service name type, on page 422

« profile nf-client nf-type pcf pcf-profile locality service name type endpoint-profile, on page 422

« profile nf-client nf-type pcf pcf-profile locality service name type endpoint-profile endpoint-name, on
page 423

» profile nf-client nf-type pcf pef-profile locality service name type endpoint-profile endpoint-name primary
ip-address, on page 424
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« profile nf-client nf-type pcf pcf-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 425

« profile nf-client nf-type pcf pef-profile locality service name type endpoint-profile endpoint-name tertiary
ip-address, on page 425

» profile nf-client nf-type pcf pcf-profile locality service name type endpoint-profile version uri-version,
on page 426

« profile nf-client nf-type scp scp-profile, on page 426

« profile nf-client nf-type sepp sepp-profile, on page 427

« profile nf-client nf-type sepp sepp-profile locality, on page 428

» profile nf-client nf-type sepp sepp-profile locality service name type, on page 428

« profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile, on page 429

« profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile endpoint-name,
on page 430

« profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile endpoint-name
primary ip-address, on page 430

» profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 431

« profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile endpoint-name
tertiary ip-address, on page 431

« profile nf-client nf-type sepp sepp-profile locality service name type endpoint-profile version uri-version,
on page 432

« profile nf-client nf-type smf smf-profile, on page 433

» profile nf-client nf-type smf smf-profile locality, on page 433

« profile nf-client nf-type smf smf-profile locality service name type, on page 433

« profile nf-client nf-type smf smf-profile locality service name type endpoint-profile, on page 434

« profile nf-client nf-type smf smf-profile locality service name type endpoint-profile endpoint-name, on
page 435

» profile nf-client nf-type smf smf-profile locality service name type endpoint-profile endpoint-name
primary ip-address, on page 436

« profile nf-client nf-type smf smf-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 436

« profile nf-client nf-type smf smf-profile locality service name type endpoint-profile endpoint-name
tertiary ip-address, on page 437

« profile nf-client nf-type smf smf-profile locality service name type endpoint-profile version uri-version,
on page 437

» profile nf-client nf-type udm udm-profile, on page 438

« profile nf-client nf-type udm udm-profile locality, on page 438

* profile nf-client nf-type udm udm-profile locality service name type, on page 439

« profile nf-client nf-type udm udm-profile locality service name type endpoint-profile, on page 439

» profile nf-client nf-type udm udm-profile locality service name type endpoint-profile endpoint-name, on
page 440

« profile nf-client nf-type udm udm-profile locality service name type endpoint-profile endpoint-name
primary ip-address, on page 441

« profile nf-client nf-type udm udm-profile locality service name type endpoint-profile endpoint-name
secondary ip-address, on page 442

« profile nf-client nf-type udm udm-profile locality service name type endpoint-profile endpoint-name
tertiary ip-address, on page 442
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* profile nf-client nf-type udm udm-profile locality service name type endpoint-profile version uri-version,
on page 443

« profile nf-client-failure nf-type amf, on page 443

» profile nf-client-failure nf-type amf profile failure-handling, on page 444

« profile nf-client-failure nf-type amf profile failure-handling service name type, on page 444

« profile nf-client-failure nf-type amf profile failure-handling service name type message type, on page
445

« profile nf-client-failure nf-type amf profile failure-handling service name type message type status-code
httpv2, on page 445

» profile nf-client-failure nf-type ausf, on page 446

« profile nf-client-failure nf-type ausf profile failure-handling, on page 447

« profile nf-client-failure nf-type ausf profile failure-handling service name type, on page 447

« profile nf-client-failure nf-type ausf profile failure-handling service name type message type, on page
448

» profile nf-client-failure nf-type ausf profile failure-handling service name type message type status-code
httpv2, on page 448

« profile nf-client-failure nf-type chf, on page 449

« profile nf-client-failure nf-type chf profile failure-handling, on page 449

« profile nf-client-failure nf-type chf profile failure-handling service name type, on page 450

» profile nf-client-failure nf-type chf profile failure-handling service name type message type, on page 450

« profile nf-client-failure nf-type chf profile failure-handling service name type message type status-code
httpv2, on page 451

« profile nf-client-failure nf-type eir, on page 452

« profile nf-client-failure nf-type eir profile failure-handling, on page 452

» profile nf-client-failure nf-type eir profile failure-handling service name type, on page 452

« profile nf-client-failure nf-type eir profile failure-handling service name type message type, on page 453

« profile nf-client-failure nf-type eir profile failure-handling service name type message type status-code
httpv2, on page 453

« profile nf-client-failure nf-type nrf, on page 454

» profile nf-client-failure nf-type nrf profile failure-handling, on page 455

« profile nf-client-failure nf-type nrf profile failure-handling service name type, on page 455

« profile nf-client-failure nf-type nrf profile failure-handling service name type message type, on page 456

« profile nf-client-failure nf-type nrf profile failure-handling service name type message type status-code
httpv2, on page 457

» profile nf-client-failure nf-type pcf, on page 457

« profile nf-client-failure nf-type pcf profile failure-handling, on page 457

* profile nf-client-failure nf-type pcf profile failure-handling service name type, on page 458

« profile nf-client-failure nf-type pcf profile failure-handling service name type message type, on page 458

» profile nf-client-failure nf-type pcf profile failure-handling service name type message type status-code
httpv2, on page 459

« profile nf-client-failure nf-type sepp, on page 460

« profile nf-client-failure nf-type sepp profile failure-handling, on page 460

« profile nf-client-failure nf-type sepp profile failure-handling service name type, on page 461

» profile nf-client-failure nf-type sepp profile failure-handling service name type message type, on page
461

« profile nf-client-failure nf-type sepp profile failure-handling service name type message type status-code
httpv2, on page 462
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« profile nf-client-failure nf-type smf, on page 463

« profile nf-client-failure nf-type smf profile failure-handling, on page 463

» profile nf-client-failure nf-type smf profile failure-handling service name type, on page 463

« profile nf-client-failure nf-type smf profile failure-handling service name type message type status-code
httpv2, on page 464

« profile nf-client-failure nf-type udm, on page 465

« profile nf-client-failure nf-type udm profile failure-handling, on page 465

» profile nf-client-failure nf-type udm profile failure-handling service name type, on page 466

« profile nf-client-failure nf-type udm profile failure-handling service name type message type, on page
466

« profile nf-client-failure nf-type udm profile failure-handling service name type message type status-code
httpv2, on page 467

* profile nf-pair nf-type, on page 468

» profile nf-pair nf-type cache invalidation true, on page 469

« profile nf-pair nf-type locality, on page 470

* profile overload, on page 470

« profile overload node-level, on page 471

* profile overload node-level advertise, on page 471

« profile overload node-level interface, on page 472

* profile overload node-level reduction-metric, on page 472

* profile overload node-level tolerance, on page 473

» profile overload overload-exclude-profile, on page 473

« profile overload peer-level interface, on page 474

« profile overload peer-level interface action throttle, on page 474

« profile overload peer-level message-prioritization, on page 475

* profile overload-exclude, on page 475

« profile overload-exclude message-priority, on page 476

* profile pcscf, on page 477

« profile pcscf fqdn, on page 477

» profile pcscf pescf-selection, on page 477

« profile pcscf pescf-restoration trigger, on page 478

« profile pcscf v4-list, on page 478

« profile pcscf v4-list list-entry, on page 478

» profile pcscf v4-list list-entry primary, on page 479

« profile pcscf v4-list list-entry secondary, on page 479

* profile pcscf v4-list list-entry tertiary, on page 480

« profile pcscf v4vo-list, on page 480

* profile pcscf v4vo6-list list-entry, on page 480

* profile pcscf v4vo-list list-entry primary, on page 481

« profile pcscf v4vo-list list-entry secondary, on page 481

« profile pcscf v4vo-list list-entry tertiary, on page 482

* profile pcscf vo-list, on page 482

« profile pcscf vo-list list-entry, on page 483

* profile pcscf vo-list list-entry primary, on page 483

« profile pcscf vo-list list-entry secondary, on page 484

* profile pcscf vo6-list list-entry tertiary, on page 484

. Ultra Cloud Core 5G Session Management Function, Release 2024.02 - CLI Command Reference



| Configuration Command Reference

* profile ppd, on page 485

« profile ppd dscp-list, on page 485

* profile qos, on page 486

* profile qos ambr, on page 487

* profile qos arp, on page 487

* profile qos dscp-map qi5, on page 488

» profile qos dscp-map qi5 arp-priority-level, on page 488

* profile qos dscp-map qi5 arp-priority-level dscp-info, on page 489

* profile qos dscp-map qi5 arp-priority-level dscp-info user-datagram, on page 490
* profile qos dscp-map qi5 dscp-info, on page 490

» profile qos dscp-map qi5 dscp-info user-datagram, on page 491

* profile qos max, on page 492

* profile qos qos-enforcement, on page 492

* profile qos qosflow qi5, on page 492

* profile qos qosflow qi5 arp-priority-level, on page 493

« profile qos qosflow qi5 arp-priority-level dscp-info downlink encaps-header, on page 493
* profile qos qosflow qi5 arp-priority-level dscp-info downlink user-datagram, on page 494
« profile qos qosflow qi5 arp-priority-level dscp-info uplink encaps-header, on page 494
» profile qos qosflow qi5 arp-priority-level dscp-info uplink user-datagram, on page 495
« profile qos qosflow qi5 arp-priority-level flow-parameter gfbr, on page 496

* profile qos qosflow qi5 arp-priority-level flow-parameter mfbr, on page 496

* profile qos qosflow qi5 dscp-info downlink encaps-header, on page 497

* profile qos qosflow qi5 dscp-info downlink user-datagram, on page 497

« profile qos qosflow qi5 dscp-info uplink encaps-header, on page 498

« profile qos qosflow qi5 dscp-info uplink user-datagram, on page 499

* profile qos qosflow qi5 flow-parameter gfbr, on page 499

* profile qos qosflow qi5 flow-parameter mfbr, on page 500

« profile radius, on page 500

« profile radius accounting, on page 501

« profile radius accounting attribute, on page 502

» profile radius accounting attribute instance, on page 502

« profile radius accounting detect-dead-server, on page 503

« profile radius allow auth, on page 504

« radius profile server group allow auth, on page 504

» profile radius attribute, on page 504

« profile radius attribute instance, on page 505

« profile radius consecutive failure dead server detection, on page 506

« profile radius detect-dead-server, on page 506

» profile radius dictionary, on page 507

« profile radius max transmissions, on page 507

« profile radius server, on page 507

« profile radius server-group, on page 508

* profile radius server-group accounting, on page 509

« profile radius server-group accounting attribute, on page 510

* profile radius server-group accounting attribute instance, on page 510

« profile radius server-group attribute, on page 511
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« profile radius server-group attribute instance, on page 512

« profile radius server-group server, on page 513

» profile radius server group max transmissions, on page 513

* profile radius-dynamic-author, on page 514

* profile radius-dynamic-author client, on page 514

* profile sgw-qos-profile, on page 515

* profile sgw-qos-profile dscp-map operator-defined-qci, on page 515

* profile sgw-qos-profile dscp-map operator-defined-qci gbr arp-priority-level, on page 515
* profile sgw-qos-profile dscp-map operator-defined-qci gbr arp-priority-level dscp-info, on page 516
* profile sgw-qos-profile dscp-map operator-defined-qci gbr dscp-info, on page 521

* profile sgw-qos-profile dscp-map operator-defined-qci non-gbr, on page 527

* profile sgw-qos-profile dscp-map operator-defined-qci non-gbr arp-priority-level, on page 527
* profile sgw-qos-profile dscp-map operator-defined-qci non-gbr arp-priority-level dscp-info, on page 527
« profile sgw-qos-profile dscp-map operator-defined-qci non-gbr dscp-info, on page 533
* profile sgw-qos-profile dscp-map qci, on page 538

* profile sgw-qos-profile dscp-map qci arp-priority-level, on page 539

* profile sgw-qos-profile dscp-map qci arp-priority-level dscp-info, on page 539

* profile sgw-qos-profile dscp-map qci default, on page 544

* profile sgw-qos-profile dscp-map qci default dscp-info, on page 545

« profile sgw-qos-profile dscp-map qci gbr dscp-info, on page 550

* profile sgw-qos-profile dscp-map qci non-gbr dscp-info, on page 556

* profile smf, on page 561

* profile smf instances, on page 562

* profile smf plmn-id, on page 563

* profile smf plmn-list, on page 564

« profile smf service, on page 564

» profile smf service http-endpoint, on page 566

* profile tai-group, on page 566

* profile tai-group tais, on page 567

« profile tai-group tais tac, on page 567

» profile tai-group tais tac range, on page 568

« profile upf-group, on page 568

* profile upf-group failure-profile, on page 569

« profile upf-group heartbeat, on page 569

* profile wps, on page 570

« profile wps dscp, on page 571

* service name type, on page 573

* radius, on page 573

» radius acct-server, on page 573

« radius auth-server, on page 574

* radius-dyn-auth, on page 574

* radius-dyn-auth clients, on page 574

* rcm switchover, on page 574

* reconcile ipam, on page 575

* resource pod, on page 575

* resource pod cpu, on page 575

. Ultra Cloud Core 5G Session Management Function, Release 2024.02 - CLI Command Reference



| Configuration Command Reference

* resource pod labels, on page 576

* resource pod memory, on page 576

* resources info, on page 576

* router bgplist, on page 577

« router bgplist bfd, on page 577

* router bgplist interfaceList, on page 578

» router bgplist interfaceList bondinglInterfaces, on page 578
* router bgplist interfaceList neighbors, on page 579
* router bgplist policies, on page 579

* rpc all, on page 581

* running-status info, on page 581

« screen-length, on page 581

* screen-width, on page 582

* send, on page 582

* sessions affinity, on page 582

* sessions commit-pending, on page 583

* quit, on page 583

* show, on page 583

* show bfd-neigbor, on page 583

 show bgp-global, on page 584

» show bgp-kernel-route, on page 584

» show bgp-neighbors, on page 584

* show bgp-route-summary, on page 585

» show bgp-routes, on page 585

* show edr, on page 585

 show georeplication, on page 586

* show role, on page 586

« show subscriber, on page 586

* show subscriber count-opt, on page 591

* show subscriber debug-opt, on page 595

* show subscriber gpsi-opt policy-opt, on page 596
 show subscriber imsi-opt, on page 596

* show subscriber msid-opt policy-opt, on page 596
* show subscriber msisdn-opt policy-opt, on page 597
* show subscriber pei-opt policy-opt, on page 597

« show subscriber supi-opt, on page 598

* show subscriber supi-opt policy-opt, on page 598
 show userplane userplane, on page 599

* show-defaults, on page 599

* smiuser, on page 599

* system, on page 601

« system-diagnostics event-trace, on page 601

* system-diagnostics idmgr-secondary-recon, on page 602
* system-diagnostics ip-validation, on page 602

* system-diagnostics pod type, on page 602

« system-diagnostics pod type fault, on page 603
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. aaa

* system-diagnostics protocol supi, on page 604

* system-diagnostics protocol supi preferred-up, on page 604
* system-diagnostics session-consistency, on page 604
* terminal, on page 605

* test dns-query, on page 605

* test gtpc echo , on page 606

* test gtpp echo, on page 606

* test-radius accounting, on page 607

« test-radius authentication, on page 608

* timestamp, on page 609

» who, on page 610

dda

Configures AAA based user management parameters.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description aaa { authentication { users 1list of local users admin change-password
old-password user password new-password user password confirm-password

user password } '}

users list_of local_users
Specify the user name.

Must be a string.

old-password user_password
Specifies the current password of the user.

Must be a string.

new-password user_password
Specifies a new password of the user.

Must be a string.

confirm-password user_password
Enter the new password once again to change the password.

Must be a string.

Usage Guidelines Use this command to configure the AAA based user management parameters.
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active-charging service .

active-charging service

Command Modes

Syntax Description

Usage Guidelines

Configures Active Charging Service (ACS) parameters.
Exec > Global Configuration (config)

active-charging service service name

service service_name
Specify name of the Active Charging Service.

Must be a string of 1-15 characters.

Use this command to configure the ACS parameters.

You can configure a maximum of one element with this command.

active-charging service bandwidth-policy

Command Modes

Syntax Description

Usage Guidelines

Configures ACS bandwidth policy parameters.
Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name)

bandwidth-policy bandwidth policy name

bandwidth-policy bandwidth_policy_name

Specify name of the ACS Bandwidth Policy.

Must be a string of 1-63 characters.

Use this command to configure ACS bandwidth policy parameters. The CLI prompt changes to the Bandwidth
Policy Configuration mode (config-bandwidth-policy-<policy name>).

You can configure a maximum of 64 elements with this command.

active-charging service bandwidth-policy flow
limit-for-bandwidth id

Command Modes

Syntax Description

Configures bandwidth ID and bandwidth policy group parameters.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Bandwidth Policy
Configuration (config-bandwidth-policy-policy name)

flow limit-for-bandwidth id id group-id group id
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. active-charging service bandwidth-policy group-id

Usage Guidelines

group-id group_id
Specify the bandwidth policy group ID.
Must be an integer in the range of 1-65535.

id id
Specify the bandwidth ID.
Must be an integer in the range of 1-65535.

Use this command to configure the bandwidth ID and bandwidth policy group parameters.

You can configure a maximum of 1000 elements with this command.

active-charging service bandwidth-policy group-id

Command Modes

Syntax Description

Usage Guidelines

Configures bandwidth policy group ID.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Bandwidth Policy
Configuration (config-bandwidth-policy-policy_name)

group-id group id
group-id group_id

Specify the bandwidth policy group ID.
Must be an integer in the range of 1-65535.

Use this command to configure the bandwidth policy group ID.

You can configure a maximum of 1000 elements with this command.

active-charging service bandwidth-policy group-id direction
downlink grpPeakBwp

Command Modes

Syntax Description

Syntax Description

Configures peak bandwidth parameters.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Bandwidth Policy
Configuration (config-bandwidth-policy-policy_name)

group-id group id direction downlink peak-data-rate-kbps peak data rate
peak-burst-size peak burst size violate-action lower-ip-precedence
committed-data-rate-kbps

group-id group id direction uplink peak-data-rate-kbps peak data rate
peak-burst-size peak burst size violate-action lower-ip-precedence
committed-data-rate-kbps
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active-charging service bandwidth-policy group-id direction downlink grpPeakBwp .

committed-burst-size committed_burst_size
Specify the committed burst size in bytes.

Must be an integer in the range of 1-4294967295.

committed-options committed_option
Specify the committed option.
Must be one of the following:

» committed-data-rate-kbps: Specify Committed Data Rate in kilo bits per second. This can also be used
to specify GBR for Bearer Binding (without the exceed-action).

« committed-data-rate: Specify Committed Data Rate in bits per second. This can also be used to specify
GBR for flow Binding (without the exceed-action).

committed-value committed_value
Specify the bandwidth in bits per second.
Must be an integer in the range of 1-4294967295.

exceed-action exceed_action
Specify the action to be taken if committed data rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak-burst-size peak_burst_size
Specify the burst size in bytes.
Must be an integer in the range of 1-4294967295.

peak-options peak_options
Specify the peak data rate option.
Must be one of the following:

« peak-data-rate-kbps: Specify Peak Data Rate in kilo bits per second.
« peak-data-rate: Specify Peak Data Rate in bits per second.

peak-value peak_value
Specify the bandwidth in bits per second.
Must be an integer in the range of 1-4294967295.

Ultra Cloud Core 5G Session Management Function, Release 2024.02 - CLI Command Reference .



Configuration Command Reference |

. active-charging service bandwidth-policy group-id direction uplink grpPeakBwp

Usage Guidelines

violate-action violate_action
Specify the action to be taken if Peak Data Rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

Configures bandwidth control in downlink or uplink directions. Use this command to configure the peak
bandwidth parameters.

active-charging service bandwidth-policy group-id direction
uplink grpPeakBwp

Command Modes

Syntax Description

Syntax Description

Configures peak bandwidth parameters.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs _name) > Bandwidth Policy
Configuration (config-bandwidth-policy-policy_name)

group-id group id direction downlink peak-data-rate-kbps peak data rate
peak-burst-size peak burst size violate-action lower-ip-precedence
committed-data-rate-kbps

group-id group id direction uplink peak-data-rate-kbps peak data rate
peak-burst-size peak burst size violate-action lower-ip-precedence
committed-data-rate-kbps

committed-burst-size committed_burst_size
Specify the committed burst size in bytes.

Must be an integer in the range of 1-4294967295.

committed-options committed_option
Specify the committed option.
Must be one of the following:

« committed-data-rate-kbps: Specify Committed Data Rate in kilo bits per second. This can also be used
to specify GBR for Bearer Binding (without the exceed-action).

« committed-data-rate: Specify Committed Data Rate in bits per second. This can also be used to specify
GBR for flow Binding (without the exceed-action).

committed-value committed_value
Specify the bandwidth in bits per second.
Must be an integer in the range of 1-4294967295.
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active-charging service buffering-limit .

exceed-action exceed_action
Specify the action to be taken if committed data rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak-burst-size peak_burst_size
Specify the burst size in bytes.
Must be an integer in the range of 1-4294967295.

peak-options peak_options
Specify the peak data rate option.
Must be one of the following:

» peak-data-rate-kbps: Specify Peak Data Rate in kilo bits per second.
* peak-data-rate: Specify Peak Data Rate in bits per second.

peak-value peak_value
Specify the bandwidth in bits per second.
Must be an integer in the range of 1-4294967295.

violate-action violate_action
Specify the action to be taken if Peak Data Rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

Usage Guidelines Configures bandwidth control in downlink or uplink directions. Use this command to configure the peak
bandwidth parameters.

active-charging service buffering-limit

Configures flow/session-based packet buffering.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name)

Syntax Description buffering-limit { [ flow-max-packets flow max packets ] [
subscriber-max-packets subscriber max packets ] }
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. active-charging service charging-action

Usage Guidelines

flow-max-packets flow_max_packets
Specify the maximum number of packets to be buffered per flow.

Must be an integer in the range of 1-255.

subscriber-max-packets subscriber_max_packets
Specify the maximum number of packets to be buffered per subscriber.

Must be an integer in the range of 1-255.

Use this command to configure flow/session-based packet buffering configuration.

active-charging service charging-action

Command Modes

Syntax Description

Configures ACS charging actions.
Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name)

charging-action charging action name [ [ content-id content id ] [
nexthop-forwarding-address { ipv4 address | ipv6 address } [ gqos—-class-identifier
gos _class_id ] [ service-identifier service id ] [ ft-notify-ue ] ]

charging-action charging_action_name
Specify name of the charging action.

Must be a string of 1-63 characters.

content-id content_id

Specify the content ID to use in the generated billing records, as well as the AVP used by the Credit Control
Application, such as the "Rating-Group" AVP for use by the Diameter Credit Control Application (DCCA).
This identifier assists the carrier's billing post processing and is also used by the credit-control system to use
independent quotas for different value of content-id.

Must be an integer in the range of 1-2147483647.

nexthop-forwarding-address { ipv4_address | ipv6_address}

Specify the nexthop forwarding address for this charging action. When an uplink packet matches a rule and
a charging action is applied to it this nexthop forwarding address is used.

Must be a string in the ipv4-address pattern. For information on the ipv4-address pattern, see the |nput Pattern
Types chapter.

-Or-

Must be a string in the ipv6-address pattern. For information on the ipv6-address pattern, see the Input Pattern
Types chapter.

qos-class-identifier gos_class_id

Specify the QoS Class Identifier (QCI).
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Usage Guidelines

active-charging service charging-action allocation-retention-priority .

Must be an integer in the range of 1-9.

service-identifier service id

Specify the service identifier to use in the generated billing records, as well as the AVP used by the Credit
Control Application, such as the "Service-Identifier" AVP for use by DCCA. This is a more general classifier
than content-id.

Must be an integer in the range of 1-2147483647.

tit-notify-ue

Specify whether or not TFT updates are sent to UE. Use this command to suppress the selected TFT updates
from being sent to the UE. This helps to identify if the appropriate TFT defined in the charging action needs
to be sent to the UE or not.

Use this command to create and configure an ACS charging action. A charging action represents actions to
be taken when a configured rule is matched. Actions could range from generating an accounting record (for
example, an EDR) to dropping the IP packet, etc. The charging action will also determine the metering principle
whether to count retransmitted packets and which protocol field to use for billing (L3/L4/L7 etc).

Example

The following command creates a charging action named action123 and changes to the ACS Charging
Action Configuration Mode:

charging-action actionl23

active-charging service charging-action
allocation-retention-priority

Command Modes

Syntax Description

Configures the Allocation Retention Priority (ARP).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

allocation-retention-priority priority level { PCl preemption capability indicator
| PV1i preemption vulnerability indicator }

allocation-retention-priority priority_level
Specify the priority.

Must be an integer in the range of 1-15.

pci preemption_capability_indicator
Specify the Pre-emption Capability Indicator (PCI).
Must be one of the following:

* MAY_PREEMPT
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. active-charging service charging-action billing-action

Usage Guidelines

* NOT_PREEMPT

pvi preemption_vulnerability_indicator
Specify the Pre-emption Vulnerability Indicator (PVI).
Must be one of the following:

* NOT_PREEMPTABLE

* PREEMPTABLE

This command configures the ARP, which indicates the priority of allocation and retention of the service data
flow. The ARP resolves conflicts in demand for network resources. At the time of resource crunch, this
parameter prioritizes allocation of resources during bearer establishment and modification. In a congestion
situation, a lower ARP flow may be dropped to free up capacity. Once a service flow is successfully established,
this parameter plays no role in quality of service (QoS) experienced by the flow.

Example

The following command sets the ARP to 10:

allocation-retention-priority 10

active-charging service charging-action billing-action

Command Modes

Syntax Description

Usage Guidelines

Configures the billing action for packets that match specific ruledefs.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

billing-action egcdr

egedr

Specify to enable eG-CDR billing.

Use this command to enable eG-CDR type of billing for content matching this charging action.

active-charging service charging-action cca charging credit

Command Modes

Syntax Description

Configures the Credit Control Charging Credit behavior.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

cca charging credit [ rating-group coupon id ] [ preemptively-request ]
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active-charging service charging-action flow action .

preemptively-request

Specify preemptively requested charging credit behavior.

rating-group coupon_id

Specify the coupon ID used in prepaid charging as rating-group which maps to the coupon ID for prepaid
customer. This option also assigns different content-types for the same charging action depending upon
whether or not prepaid is enabled. This rating-group overrides the content ID, if present in the same
charging-action for the prepaid customer in Diameter Credit Control Application (DCCA). But, only the
content IDs will be used in eG-CDRs irrespective of the presence of rating-group in that charging action.

Must be an integer in the range of 0-65535.

Usage Guidelines Use this command to configure RADIUS/Diameter Prepaid Credit Control Charging Credit behavior.

active-charging service charging-action flow action

Configures to take the redirect-url or terminate-flow action on packets that match ruledefs.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

Syntax Description flow action { redirect-url redirect url | terminate-flow }

redirect-url redirect_url
Specify to redirect URL.

Must be a string.

terminate-flow

Specify to terminate flow.

Usage Guidelines Use this command to specify the action to take on packets, for example to terminate.

Example

The following command sets the flow action to terminate:

flow action terminate-flow

active-charging service charging-action flow action discard

Configures discard action on packets that match ruledefs.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)
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. active-charging service charging-action flow action readdress

Syntax Description

Usage Guidelines

flow action discard [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure discard action on packets that match ruledefs.

active-charging service charging-action flow action readdress

Command Modes

Syntax Description

Usage Guidelines

Configures the readdress server for this charging action.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

flow action readdress server { ipv4 address | ipvé address }

server{ ipv4_address | ipv6_address}
Specify IP address of the readdress server.

Must be a string in the ipv4-address pattern. For information on the ipv4-address pattern, see the | nput Pattern
Types chapter.

-Or-

Must be a string in the ipv6-address pattern. For information on the ipv6-address pattern, see the |nput Pattern
Types chapter.

Use this command to configure the readdress server for this charging action.

active-charging service charging-action flow
limit-for-bandwidth

Command Modes

Syntax Description

For Session Control functionality, this command allows you to enable or disable bandwidth limiting.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

flow limit-for-bandwidth { direction | id bw 1imit id }
id bw_limit_id

Specify the bandwidth limiting ID.
Must be an integer in the range of 1-65535.
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Usage Guidelines

active-charging service charging-action flow limit-for-bandwidth direction downlink peak-data-rate .

Use this command to limit the bandwidth a subscriber uses in the uplink and downlink directions under Session
Control.

active-charging service charging-action flow
limit-for-bandwidth direction downlink peak-data-rate

Command Modes

Syntax Description

Syntax Description

Configures the peak data rate in bits per second.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

flow limit-for-bandwidth direction downlink peak-data-rate peak data rate
peak-burst-size peak burst size violate-action violate action [
committed-data-rate committed data rate committed-burst-size committed burst size
exceed-action exceed action ]

flow limit-for-bandwidth direction uplink peak-data-rate peak data rate
peak-burst-size peak burst size violate-action violate action [
committed-data-rate committed data rate committed-burst-size committed burst size
exceed-action exceed action ]

committed-burst-size committed_burst_size
Specify the committed burst size in bytes.

Must be an integer in the range of 1-4294967295.
Default Value: 3000.

committed-data-rate committed_data_rate

Specify the Committed Data Rate in bits per second. This can also be used to specify GBR for Bearer Binding
(without the exceed-action).

Must be an integer in the range of 1-4294967295.
Default Value: 144000.

exceed-action exceed_action
Specify the action to be taken if the Committed Data Rate is surpassed.
Must be one of the following:

» discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak-burst-size peak_burst_size
Specify the peak burst size in bytes.
Must be an integer in the range of 1-4294967295.
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violate-action violate_action
Specify the action to be taken if the Peak Data Rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak_data_rate
Specify the peak data rate in bits per second.
Must be an integer in the range of 1-4294967295.

Usage Guidelines Configures bandwidth control in downlink or uplink directions. Use this command to configure the peak data
rate in bits per second.

active-charging service charging-action flow
limit-for-bandwidth direction uplink peak-data-rate

Configures the peak data rate in bits per second.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

Syntax Description flow limit-for-bandwidth direction downlink peak-data-rate peak data rate
peak-burst-size peak burst size violate-action violate action [
committed-data-rate committed data rate committed-burst-size committed burst size
exceed-action exceed action ]

Syntax Description flow limit-for-bandwidth direction uplink peak-data-rate peak data rate
peak-burst-size peak burst size violate-action violate action [
committed-data-rate committed data rate committed-burst-size committed burst size
exceed-action exceed action ]

committed-burst-size committed_burst size
Specify the committed burst size in bytes.

Must be an integer in the range of 1-4294967295.
Default Value: 3000.

committed-data-rate committed_data_rate

Specify the Committed Data Rate in bits per second. This can also be used to specify GBR for Bearer Binding
(without the exceed-action).

Must be an integer in the range of 1-4294967295.
Default Value: 144000.
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Usage Guidelines

active-charging service charging-action tft packet-filter .

exceed-action exceed_action
Specify the action to be taken if the Committed Data Rate is surpassed.
Must be one of the following:

« discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak-burst-size peak_burst_size
Specify the peak burst size in bytes.
Must be an integer in the range of 1-4294967295.

violate-action violate_action
Specify the action to be taken if the Peak Data Rate is surpassed.
Must be one of the following:

» discard: Specify to discard the packet.

* lower-ip-precedence: Specify to lower the IP precedence of the packet.

peak_data_rate
Specify the peak data rate in bits per second.
Must be an integer in the range of 1-4294967295.

Configures bandwidth control in downlink or uplink directions. Use this command to configure the peak data
rate in bits per second.

active-charging service charging-action tft packet-filter

Command Modes

Syntax Description

Usage Guidelines

Configures the packet filter to use in Traffic Flow Template (TFT) sent to the MS.

Exec > Global Configuration (config) > ACS Configuration (config-service-acsS_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tft packet-filter packet filter name

packet-filter packet filter_name

Specify name of the packet filter.

Must be a string of 1-63 characters.

Use this command to configure the packet filter to be sent to the MS. Up to eight packet filters can be specified
in a charging action.

You can configure a maximum of eight elements with this command.
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. active-charging service charging-action tos af11

Example

The following command configures the packet filter filter23 to be sent to the MS:

tft packet-filter filter23

active-charging service charging-action tos af11

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 11 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos afll [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 11 Per Hop Behavior (PHB).

active-charging service charging-action tos af12

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 12 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos afl2 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 12 Per Hop Behavior (PHB).

active-charging service charging-action tos af13

Configures using Assured Forwarding 13 Per Hop Behavior (PHB).
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Command Modes

Syntax Description

Usage Guidelines

active-charging service charging-action tos af21 .

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos afl3 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 13 Per Hop Behavior (PHB).

active-charging service charging-action tos af21

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 21 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs _name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af2l1 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 21 Per Hop Behavior (PHB).

active-charging service charging-action tos af22

Command Modes

Syntax Description

Configures using Assured Forwarding 22 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af22 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.
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. active-charging service charging-action tos af23

Usage Guidelines

Use this command to configure using Assured Forwarding 22 Per Hop Behavior (PHB).

active-charging service charging-action tos af23

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 23 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af23 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 23 Per Hop Behavior (PHB).

active-charging service charging-action tos af31

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 31 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af31 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 31 Per Hop Behavior (PHB).

active-charging service charging-action tos af32

Command Modes

Syntax Description

Configures using Assured Forwarding 32 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af32 [ downlink | uplink ]
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Usage Guidelines

active-charging service charging-action tos af33 .

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 32 Per Hop Behavior (PHB).

active-charging service charging-action tos af33

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 33 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs _name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af33 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 33 Per Hop Behavior (PHB).

active-charging service charging-action tos af41

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 41 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af4l [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 41 Per Hop Behavior (PHB).
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. active-charging service charging-action tos af42

active-charging service charging-action tos af42

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 42 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acS_name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af42 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 42 Per Hop Behavior (PHB).

active-charging service charging-action tos af43

Command Modes

Syntax Description

Usage Guidelines

Configures using Assured Forwarding 43 Per Hop Behavior (PHB).

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos af43 [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Assured Forwarding 43 Per Hop Behavior (PHB).

active-charging service charging-action tos be

Command Modes

Syntax Description

Configures using Best Effort Forwarding PHB.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs _name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos be [ downlink | uplink ]
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Usage Guidelines

active-charging service charging-action tos ef .

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Best Effort Forwarding Per Hop Behavior (PHB).

active-charging service charging-action tos ef

Command Modes

Syntax Description

Usage Guidelines

Configures using Expedited Forwarding PHB.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs _name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos ef [ downlink | uplink ]

downlink

Specify only downlink packets.

uplink
Specify only uplink packets.

Use this command to configure using Expedited Forwarding Per Hop Behavior (PHB).

active-charging service charging-action tos lower-bits

Command Modes

Syntax Description

Configures the least-significant six bits in the ToS byte with the specified numeric value.

Exec > Global Configuration (config) > ACS Configuration (config-service-acs name) > Charging Action
Configuration (config-charging-action-charging_action_name)

tos lower-bits value [ downlink | uplink ]

downlink

Specify the ToS only for downlink packets.

lower-bits value
Specify the value.

Must be an integer in the range of 0-63.

uplink
Specify the ToS only for uplink packets.
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. active-charging service content-filtering category policy-id

Usage Guidelines Use this command to configure the least-significant six bits in the ToS byte with the specified numeric value.

active-charging service content-filtering category policy-id

Configures Content Filtering Category Policy ID.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name)

Syntax Description ~ content-filtering category policy-id cf category policy id

policy-id cf_category_policy_id
Specify the Content Filtering Category Policy ID.
Must be an integer in the range of 1-4294967295.

Usage Guidelines Use this command to configure the Content Filtering Category Policy ID. The CLI prompt changes to the
Content Filtering Category Policy Configuration mode (config-policy-id-<content filtering_ policy id>).

active-charging service content-filtering category policy-id
analyze priority

Assigns priority to a Content Filtering Category in the Content Filtering Policy.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Content Filtering
Category Policy Configuration (config-policy-id-content_filtering_policy _id)

Syntax Description analyze priority cf category priority

priority cf_category_priority
Specify priority of the Content Filtering Category in the Content Filtering Policy.
Must be an integer in the range of 1-65535.

Usage Guidelines Use this command to assign priority to a Content Filtering Category in a Content Filtering Policy.

active-charging service content-filtering category policy-id
analyze priority all

Configures all content to be rated.

Command Modes Exec > Global Configuration (config) > ACS Configuration (config-service-acs_name) > Content Filtering
Category Policy Configuration (config-policy-id-content_filtering_policy id)
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