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About this Guide

This preface describes the 5G Session Management Function Guide, how it is organized and its document
conventions.

This guide describes the Cisco Session Management Function (SMF) and includes infrastructure and interfaces,
feature descriptions, specification compliance, session flows, configuration instructions, and CLI commands
for monitoring and troubleshooting the system.

* Conventions Used, on page XxXxix

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type Description

Information Note Provides information about important features or
instructions.

Caution Alerts you of potential damage to a program, device,
or system.
Warning Alerts you of potential personal injury or fatality. May

also alert you of potential electrical hazards.

Typeface Conventions Description

Text represented as a screen display This typeface represents displays that appear on your
terminal screen, for example:
Login:

Text represented as commands This typeface represents commands that you enter,
for example:

show ip access-list

This document always gives the full form of a
command in lowercase letters. Commands are not
case sensitive.
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Typeface Conventions

Description

Text represented as a command variable

This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired
chassis slot number.

Text represented as menu or sub-menu names

This typeface represents menus and sub-menus that
you access within a software application, for example:

Click the File menu, then click New
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« Feature Summary and Revision History, on page 1

* Overview, on page 2
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. Overview

Overview

The Ultra Cloud Core is Cisco's solution supporting 3GPP's standards for 5G new radio (NR) standalone (SA)
mode. These standards define various network functions (NFs) based on the separation of control plane (CP)
and user plane (UP) (e.g. CUPS) functionality for increased network performance and capabilities.

Control Plane NFs

The CP-related NFs that comprise the Ultra Cloud Core are based on a common architecture designed around
the following tenants:

* Cloud-scale — Fully virtualized for simplicity, speed, and flexibility
 Automation and orchestration — Optimized operations, service creation, and infrastructure

« Security — Multiple layers of security across the deployment stack from the infrastructure through the
NF applications

* API exposure — Open and extensive for greater visibility, control, and service enablement
« Access agnostic — Support for heterogeneous network types (e.g. 5G, 4G, 3G, Wi-Fi, etc.)

These CP NFs are each designed as containerized applications (e.g. microservices) for deployment via the
Subscriber Microservices Infrastructure (SMI).

The SMI defines the common application layers for functional aspects of the NF such as life cycle management
(LCM), operations and management (OAM), and packaging.

Figure 1: Ultra Cloud Core CP Architectural Components
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User Plane NF

The 5G UP NF within the Ultra Cloud Core is the User Plane Function. Unlike the CP-related NFs, the 5G
UPF is leverages the same Vector Packet Processing (VPP) technology currently in use by the user plane
component within Cisco's 4G CUPS architecture. This commonality ensures the delivery of a consistent set
of capabilities between 4G and 5G such as:

* Ultra-fast packet forwarding

« Extensive integrated IP services such as Subscriber Firewall, Tethering, Deep-Packet Inspection (DPI),
Internet Content Adaption Protocol (ICAP), Application Detection and Control (ADC), and header
enrichment (HE)

« Integrated third-party applications for traffic and TCP optimization

Refer to the Ultra Cloud Core 5G UPF Configuration and Administration Guide for more information.

Subscriber Microservices Infrastructure Architecture

The Ultra Cloud Core Subscriber Microservices Infrastructure (SMI) is a layered stack of cloud technologies
that enable the rapid deployment of, and seamless life cycle operations for microservices-based applications.

The SMI stack consists of the following:

« SMI Cluster Manager — Creates the Kubernetes (K8s) cluster, creates the software repository, and
provides ongoing LCM for the cluster including deployment, upgrades, and expansion.

« Kubernetes Management — Includes the K8s master and etcd functions, which provide LCM for the NF
applications deployed in the cluster. This component also provides cluster health monitoring and resources
scheduling.

« Common Execution Environment (CEE) — Provides common utilities and OAM functionalities for
Cisco cloud native NFs and applications, including licensing and entitlement functions, configuration
management, telemetry and alarm visualization, logging management, and troubleshooting utilities.
Additionally, it provides consistent interaction and experience for all customer touch points and integration
points in relation to these tools and deployed applications.

» Common Data Layer (CDL) — Provides a high performance, low latency, stateful data store, designed
specifically for 5G and subscriber applications. This next generation data store offers HA in local or
geo-redundant deployments.

« Service Mesh — Provides sophisticated message routing between application containers, enabling
managed interconnectivity, additional security, and the ability to deploy new code and new configurations
in low risk manner.

« NF/Application Worker nodes — The containers that comprise an NF application pod.
» NF/Application Endpoints (EPs) — The NF's/application’s interfaces to other entities on the network.

* Application Programming Interfaces (APIs) — SMI provides various APIs for deployment, configuration,
and management automation.

The following figure depicts how these components interconnect to comprise a microservice-based
NF/application.
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. Control Plane Network Function Architecture

Figure 2: SMI Components
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See the Overview chapter in the Ultra Cloud Core Subscriber Microservices Infrastructure documentation
for more information.

Control Plane Network Function Architecture

CP NFs are designed around a three-tiered architecture that take advantage of the stateful/stateless capabilities
afforded within cloud native environments.

The architectural tiers are as follows:

« Protocol Load Balancer Services — These are stateless microservices that are primarily responsible for
dynamic discovery of application containers as well as for protocol proxy and/or termination. These
include traditional 3GPP protocols and new protocols introduced with 5G.

* Applications Services — Responsible for implementing the core application/business logic, these are
the stateless services that render the actual application based on the received information. This layer may
contain varying degrees of microservice granularity. Application services are stateless.

» State management services — Enable stateless application services by providing a common data layer
(CDL) to store/cache state information (e.g. session and subscriber data). This layer supports various
data storage technologies from in-memory caches to full-fledge databases.
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Figure 3: Control Plan Network Function Tiered Architecture
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The three-tiered architecture on which Cisco's CP NFs are designed full support the 5G core (5GC)
Service-based Architecture (SBA) defined by 3GPP. These NFs communicate with each other and with
third-party NFs over the Service-based Interface (SBI) using HTTP/2 over TCP as defined by 3GPP.

Figure 4: Cisco CP NF Service-based Architecture Support
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. Control Plane Network Function Architecture

Refer to the Overview Chapter for more information on the respective Cisco NF.
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Product Description

The Cisco Session Management Function (SMF) is one of the Control Plane Network Functions (NF) of the
5G core network (5GC). The SMF is responsible for the session management with the supported individual
functions on a per-session basis.

A single instance of SMF can support some or all the functionalities of the SMF. As specified in 3GPP TS
23.501, the SMF supports the following functionalities:

« Handles session management. For example, session establishment, modification and release, including
the tunnel between the User Plane Function (UPF) and the access network (AN).

* Handles user element (UE) IP address allocation and management, which includes an optional
authorization.

* Performs Dynamic Host Configuration Protocol for IPv4 (DHCPv4) and DHCPv6 functions, both as
server and client.

« Performs Allocation and Retention Priority (ARP) proxying and IPv6 Neighbor Solicitation Proxying
functionality for the Ethernet PDUs. The SMF communicates with the ARP and the IPv6 Neighbor
Solicitation Request by providing the MAC address. This address corresponds to the IP address that
exists in the request.

« Selects and controls the UPF for the Ethernet PDU sessions. The UP function includes controlling the
UPF to proxy ARP or IPv6 Neighbor Discovery, and forwarding all ARP or IPv6 Neighbor Solicitation
traffic to the SMF.

» Configures Traffic Steering at the UPF to route traffic to the corresponding Data Network (DN).

* Terminates interfaces toward the Policy Control Function (PCF).

« Handles the Lawful Intercept (LI) for Session Manager (SM) events and interface to the LI system.

« Controls and synchronizes the charging data collection at the UPF.

« Terminates the SM parts of Non-Access-Stratum (NAS) messages.

* Routes packets and ensures the delivery of information through the Downlink Data Notification (DDN).

« Initiates the AN-specific SM information that is sent through the Access and Mobility Management
Function (AMF) to AN over the N2 interface.

« Determines the session and service continuity (SSC) mode of a session.

* Provides the following roaming functionalities:
» Manages the local enforcement to apply Quality of Service (QoS) SLAs (VPLMN).
» Collects charging data and supports the charging interfaces.

* Supports communication with the external DN. The communication is for the transport of signaling
for the PDU session authorization or authentication by an external DN.
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Use Cases and Features

This section describes the use cases that SMF supports in this release.

Base SMF Configuration

The SMF base configuration provides a detailed view of the configurations that are required for making the
SMF operational. This includes setting up the infrastructure to deploy the SMF, deploying the SMF through
SMI, and configuring the Ops Center for exploiting the SMF capabilities over time.

For more information on SMI, see the Ultra Cloud Core SMI Cluster Deployer Operations Guide.
The following features are related to this use case:
« Customized Configuration for Controlling Subscription Messages over N10, on page 191

« Deploying and Configuring SMF through Ops Center, on page 23

4G Session Support with 5GS SBI Interfaces

SMF leverages the 3GPP provision for the UEs that can support both 5G and 4G NAS to connect to both 4G
and 5G core networks. With this provision, the SMF includes the EPS interworking support and acts as a
PGW-C+SMF. The interfaces, such as the Gx, Gy, or Gz, which are used for a 4G session creation are replaced
with the corresponding 5G core SBI interfaces, such as the Npcf and Nchf.

The following feature is related to this use case:

* 4G to 5G Data Session Handover Support, on page 89.

5G Session Support

The Session and Service Continuity (SSC) support in 5G system architecture addresses the continuous
requirements of different applications and services for a User Equipment (UE). The 5G system supports the
SSC modes such that the network maintains the connectivity service to the UE. The SMF manages the UE
IP address and 1D allocation for establishing sessions. The SMF also maintains session connectivity on
interfaces, such as N40, N4, N7, and N10, to facilitate charging.

The SMF uses the Xn interface to handover a UE from a source NG-RAN to the target NG-RAN when the
AMF is unchanged, and without relocating the UPF. The SMF includes the N3 tunnel profile configuration
to enable the notifications on the Control Plane (CP) and enable buffering on the UPF. The SMF supports
activation and deactivation of the User Plane (UP) connection of a PDU session. The SMF also includes the
DNS proxy feature to configure proxy servers for resolving the host names and their IP addresses.

The following features are related to this use case:

« AN Modification Call Flow Support, on page 115
« Inter gNodeB Handover, on page 295

* DNS Proxy Integration, on page 195

« IP Pool Allocation per DNN, on page 356
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« Load-based Selection of UPF, on page 339

« Network-Initiated Service Request, on page 369

« Protocol Data Unit RAN Tunnel Endpoint Identifier Session, on page 457
* Resource Management, on page 549

* Session and Service Continuity Mode, on page 557

5GS-EPS Interworking

The SMF supports interworking with EPS using the N26 interface (which is an inter-CN interface between
the MME and the 5GS AMF) to enable interworking between the Evolved Packet Core (EPC) and the NG
core networks. Support of the N26 interface in the network is optional for interworking. The N26 interface
supports a subset of the functionalities over S10 interface to enable interworking. The UE uses the EPC NAS
or 5GC NAS procedures that are based on the core network. The SMF supports QoS flow failures for access
and mobility procedures.

The following features are related to this use case:
* 4G to 5G Data Session Handover Support, on page 89
« Timers Support, on page 619
« EPS Interworking, on page 203

 Flow Failure Handling for Access and Mobility Procedures, on page 273

Access and Mobility Support

The SMF supports the access and mobility through session management procedures for PDU session
establishment, modification, and release. The SMF supports N2-based handovers for intra-SMF or inter-AMF
when a UE moves from one NG-RAN to another NG-RAN for Data Forwarding Tunnel (DFT) and Indirect
Data Forwarding Tunnel (IDFT) cases. With the multi-DNN support, SMF has multiple PDN connections
for providing various services including Internet and Voice over New Radio (VoNR) services. The SMF
supports network-initiated messages when a UE is either in the CM-Idle state or in the CM-Connected state.

Access and mobility support includes the intra-5G handover use case, which has the following handover
support:

« Xn Handover
* Intra-AMF N2 Handover
¢ Inter-AMF N2 Handover

The following features are related to this use case:
* 5GSM Cause Handling, on page 107
» CHF and PCF Integration for Access and Mobility Procedures, on page 165
« Inter gNodeB Handover, on page 295
» Multiple and Virtual DNN Support, on page 349
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 Network-initiated Messages Support, on page 359
« Policy and User Plane Management, on page 469
« Support for the Unsubscribe-To-Notifications Messages, on page 603

« Voice over New Radio, on page 637

Charging Integration

The SMF supports converged charging and uses the Nchf or N40 interface to generate charging events. The
SMF supports offline failover for charging when a charging (CHF) server fails. Based on the charging data
information that SMF receives, it provides reporting level support for online and offline charging.

The following feature is related to this use case:

« SMF Charging, on page 561

Cloud Native Infrastructure

The SMF services includes the configuration to process PDU Session Management API calls. The IP Address
Management (IPAM) technique is integrated with the SMF in the Application Services layer for tracking and
managing the IP address space of a network. The SMF uses the Operations Center interface, which is a
system-level infrastructure, to initiate the deployment of micro-services, to push application specific
configuration to one or more micro-services, and to run application-specific commands to invoke APIs in
application-specific pods.

The following features are related to this use case:
* NRF Discovery, on page 379
* Policy and User Plane Management, on page 469
* Router Solicit and Router Advertisement, on page 553

« Static IP Support, on page 324

Failure Handling Support

The SMF uses the NRF Client profile configuration and the NRF failure profile configuration to achieve the
NF failover support functionality.

The failure handling support provides the flexibility for the operator to take an action upon a failure, based
on the message type and failure status code received.

The following feature is related to this use case:

* Peer NF Failure Handling Support, on page 437

High Availability Support

The SMF supports high availability with the new "smf-udp-proxy" Kubernetes pod. This pod performs the
following functions:
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« Acts as a proxy for all types of UDP messages.
« Sends the UDP payload out after it receives the payload from the protocol pods.

« Opens the UDP sockets on a virtual IP (VIP) instead of a physical IP to enable node-level high availability
for the UDP proxy.

The following feature is related to this use case:
« UDP Proxy for SMF, on page 625

IPAM Support

IP Address Management (IPAM) is a technique for tracking and managing IP addresses of a network. IPAM
is one of the core components of the subscriber management system. The IPAM provides all the functionalities
necessary for working with the cloud-native subscriber management system. Also, the IPAM acts as a generic
IP address management system for the different network functions such as the Session Management Function
(SMF), Policy Control Function (PCF), and so on.

The following feature is related to this use case:

« IP Address Management, on page 309

Lawful Intercept

NRF Support

The Lawful Intercept (LI) feature enables law enforcement agencies (LEAS) to intercept subscriber
communications. The LI functionality provides the network operator the capability to intercept and control
data messages of targeted mobile users. The SMF that handles the Control Plane actions for the PDU sessions
includes an IRI-POI that has the LI capability to generate the related xIRI.

For more details, contact your Cisco account representative.

Based on the 3GPP-defined architecture model for 5G systems for data connectivity, SMF discovers the set
of NF instances and their associate NF service instances. These instances, which are based on the NF profiles,
are registered in the Network Repository Function (NRF) and meet the various input query parameters.

The following features are related to this use case:
* NRF Discovery, on page 379
» SMF Deregistration with NRF, on page 593

Policy Integration

The SMF communicates with the Unified Data Management (UDM) and Policy Control Function (PCF) to
perform the following:

* Procure the subscribed and authorized QoS parameters for the Guaranteed Bit Rate (GBR) and non-GBR
flows
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« Pass the relevant information to the UE (NAS), gNB (NGAP), and UPF (PFCP)

This ensures that all nodes on the network provide the desired QoS to the PDU session.

The SMF uses the service-based N7 interface with the PCF to retrieve the session management policy
information corresponding to the PDU session of the UE. The SMF selects the PCF during the PDU Session
Establishment procedure. It also acts as a consumer of the PCF-provided session management policy service.

The following features are related to this use case:
« Policy and User Plane Management, on page 469
» UPF Path Management and Restoration, on page 631

» Wireless Priority Services, on page 701

RADIUS Support

In the 5G architecture, the serving network authenticates the Subscription Permanent Identifier (SUPI) during
authentication and the key agreement between the UE and the network. In addition, the serving network can
perform a secondary authentication for data networks outside the mobile operator domain. For this purpose,
various EAP-based authentication methods and associated credentials are used among which the RADIUS
protocol is one of the widely used authentication protocols.

The following feature is related to this use case:
« RADIUS Client, on page 525

SMF Emergency Support

The Emergency SoS Support feature enables the co-located cloud-native SMF and PGW-C to support the
following:

« SoS emergency over LTE for subscribers camped on the 4G network

« SoS emergency service fallback to LTE for subscribers camped on the 5G network

The following feature is related to this use case:

* Emergency SoS Support, on page 101

SMF Inline Services

The SMF uses the Inline Services feature such as the Enhanced Charging Service (ECS) that enables operators
to reduce billing-related costs and gives the ability to offer tiered, detailed, and itemized billing to their
subscribers. Using shallow and deep packet inspection (DPI), the ECS [also known as Active Charging Service
(ACS)] allows operators to charge subscribers based on the actual usage, number of bytes, premium services,
location, and so on. The ECS also generates charging records for postpaid and prepaid billing systems.

The following features are related to this use case:

« Policy and User Plane Management, on page 469

« Content Filtering, Event Detail Records, and X-Header Enrichment Support, on page 177
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SMF Specification Compliance

The SMF supports different 3GPP specification versions for the SMF interfaces. It processes the messages
from the interfaces as per the compliance profile configured for the corresponding services.

The following feature is related to this use case:

» 3GPP Specification Compliance for SMF Interfaces, on page 83

UPF Integration

The SMF uses the available StarOS-based UPF node to meet the non-standard requirements on the UPF node
to interwork with this UPF. To comply with the IPv6 Stateless Auto-configuration, the SMF supports ICMPv6
Router Solicit and Advertisement.

The following features are related to this use case:
« Customization of StarOS-based UPF on N4 Interface, on page 187
« Router Solicit and Router Advertisement, on page 553

« Support for UPF Node Reports and Proprietary Session Reports, on page 518

VOLTE Support

The SMF supports Voice over Long-Term Evolution or LTE (VOLTE). The VOLTE technology utilizes the
IP Multimedia Subsystem (IMS) to support cellular calls over the LTE access network.

The following feature is related to this use case:

* VOLTE Support, on page 661

VoNR Support

The SMF supports the Voice over New Radio (MVoNR) solution for the voice and video communication for
5G networks. The voice services in 5GS over NG-RAN continues to be based on the IP Multimedia Subsystem
(IMS), such as Voice over LTE (VOLTE).

The following feature is related to this use case:

« Voice over New Radio, on page 637

WiFi Support

The SMF supports Voice over Wi-Fi (VoWiFi). The VoWiFi technology provides the telephony services
using Voice over IP (MolP) from the mobile devices that are connected across a Wi-Fi network.

The following feature is related to this use case:
* VoOWiFi Support, on page 673
» Wi-Fi Handovers, on page 681
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Deployment Architecture and Interfaces

The Cisco SMF is a part of the 5G core network functions portfolio with a common mobile core platform
architecture. The core network functions include Access and Mobility Management Function (AMF), Network
Repository Function (NRF), Policy Control Function (PCF), Network Slice Selection Function (NSSF), and
User Plane Function (UPF).

SMF Architecture

The SMF network function consists of loosely coupled microservices together. The microservice decomposition
is based on a three-layered architecture as illustrated in the following figure.

Figure 5: SMF 3-Layered Micro Services Architecture
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Following are the three layers of the SMF architecture:

* Layer 1—Protocol and Load Balancer services (Stateless)
* Layer 2—Application services (Stateless)

« Layer 3—Database services (Stateful)

SMF Deployment

The 5G Mobility NFs deployment supports the following modes:

« Standalone mode: In this mode, each NF together with the required microservices is deployed in a separate
name space in Kubernetes.

« Converged mode: In this mode, several NFs are deployed together in a single name space and micro-service
common to NFs render the service to all the deployed NFs.

The following figure illustrates the SMF and SAEGW service that is deployed in the converged mode.
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Figure 6: SMF and SAEGW Service Deployment in Converged Mode
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Supported Interfaces

This section describes the interfaces supported between the SMF and other network functions in the 5GC.
» N4—Reference point between the SMF and UPF.
* N7—Reference point between the SMF and PCF.
» N10—Reference point between the UDM and SMF.
» N11—Reference point between the AMF and SMF.
» N40—Reference point between the SMF and CHF.
» S5—Interface between the PGW-C and S-GW.
*» S2b—Interface between the PGW-C and ePDG.

Life Cycle of Data Packet

The following call flow depicts the life cycle of a data packet traversing through various pods of the SMF for
a successful PDU session establishment.
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The SMF application includes the following pods:
e REST-EP
* Cache
* Service
» Nodemgr
* Protocol
* UDP-Proxy
* CDL
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Figure 7: End-to-End PDU Session Establishment Call Flow for Data Packets
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Table 5: End-to-End PDU Session Establishment Call Flow Description

Step

Description

1

The AMF sends N11:SMContextCreateRequest to the SMF, which terminates on the VIP-IP/external
IP of REST-EP pod.
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Step | Description

2 The REST-EP pod performs look-up for session affinity with cache pod. The SMF does not have
the entry for the user session. The cache output does not result in any SMF-service affinity for the
user session.

Kubernetes service/ISTIO load balancer selects one SMF-service pod from multiple SMF-service
pods that are configured.

3 The REST-EP starts the timer associated with transaction-1. The PDU session establishment
procedure involves using three transactions which are started at different stages of the call flow.

The default transaction timer on SMF is 10 seconds. The transaction timers are configurable through
Service Level Agreement (SLA) feature.

4 The REST-EP forwards the N11:SMContextCreateRequest to the selected SMF-service.

5 The SMF-service starts procedure timer (guard timer/SLA timer). The SLA timers are configurable.

6 The SMF-service adds affinity entry with cache pod for the session. The SMF continues to use the
same selected SMF-service in the subsequent stages of the call flow until the cache is expired.

7 The SMF-service instructs the REST-EP pod to trigger N10: Registration Request.

8 The REST-EP decides whether to perform NF discovery or static NF selection of UDM based on

the configuration.

9 The REST-EP encodes and sends UDM discovery request to the NRF and receives a successful
response with the list of UDMs.

10 The REST-EP encodes and sends N10:RegistrationRequest to the selected UDM.

11 The REST-EP starts messageResponseTimer. The default value of the configurable
messageResponseTimeout is 2 seconds. The messageResponseTimer is applicable for all outbound
HTTP2 messages initiated by SMF. They are not explicitly called out in the subsequent stages of
the call flow.

12 The REST-EP receives successful N10:RegistrationResponse from the UDM.

13 The REST-EP stops messageResponseTimer.
14 The REST-EP forwards the N10:RegistrationResponse to the SMF-service.

15 The SMF-service instructs the REST-EP pod to trigger N10:SubscriptionFetchRequest.

16 The REST-EP encodes and sends N10: SubscriptionFetchRequest to the UDM. The REST-EP
receives a response from the UDM.

17 The REST-EP forwards the N10:SubscriptionFetchResponse to the SMF-service.
18 The SMF-service instructs the REST-EP pod to trigger N10:SubscribeNotificationRequest.

19 The REST-EP encodes and sends N10:SubscribeNotificationRequest to UDM. The REST-EP
receives a response from the UDM.

20 The REST-EP forwards the N10:SubscribeNotificationRequest to the SMF-service.
21 The SMF-service sends N11:SMContextCreateResponse to the REST-EP.
22 The REST-EP forwards the N11:SMContextCreateResponse to the AMF.
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Step

Description

23

The REST-EP stops the transaction-1 timer started in step 3.

24

The SMF-service adds the session entry information in the CDL.

25

The SMF-service starts an internal transaction by sending NIntSelfTxnPduSetup message.

26

The SMF-service starts the timer associated with transaction-2.

27

The SMF-service instructs the REST-EP pod to trigger N7:SMPolicyCreateReq.

28

The REST-EP decides whether to perform NF discovery or static NF selection of PCF based on the
configuration.

29

The REST-EP encodes and sends the PCF discovery request to the NRF and receives a successful
response with the list of PCFs.

30

The REST-EP encodes and sends N7:SMPolicyCreateReq to the selected PCF. The REST-EP
receives a response from the PCF.

31

The REST-EP forwards N7:SmPolicyCreateSuccess to the SMF-service.

32

The SMF-service performs the UPF selection.

33

The SMF-service sends ResourceMgmtReq to IPAM module of Nodemgr to request the IP address
for the UE.

34

The SMF-service receives ResourceMgmtResp from the IPAM module of the Nodemgr with the
IP address to the UE.

35

The SMF-service instructs the REST-EP pod to trigger N7:SMPolicyUpdateReq with trigger
"UE_IP_CH".

36

The REST-EP encodes and sends N7:SMPolicyUpdateReq with UE_IP_CH trigger to the selected
PCF. The REST-EP receives a response from the PCF.

37

The REST-EP sends N7:SMPolicyUpdateSuccess to the SMF-service.

38

The SMF-service instructs the REST-EP pod to trigger N40:ChargingDataRequest.

39

The REST-EP decides whether to perform the NF discovery or static NF selection of CHF based
on the configuration.

40

The REST-EP encodes and sends the CHF discovery request to the NRF. The REST-EP receives
a successful response with the list of CHFs.

41

The REST-EP encodes and sends N40:ChargingDataRequest to the selected CHF. The REST-EP
receives a response from the CHF.

42

The REST-EP forwards N40:ChargingDataResponse to the SMF-service.

43

The SMF-service instructs the SMF-Protocol pod to trigger N4:SessionEstablishmentRequest.

44

The SMF-Protocol encodes and sends the N4:SessionEstablishmentRequest to the UDP-Proxy pod.

45

The UDP-Proxy pod sends the N4:SessionEstablishmentRequest to the UPF. The UDP-Proxy
receives a response from the UPF.

46

The UDP-Proxy forwards the N4:SessionEstablishmentResponse to the SMF-Protocol pod.

47

The SMF-protocol forwards the N4:SessionEstablishmentResponse to the SMF-service.
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Step

Description

48

The SMF-service instructs the REST-EP to trigger N11:N1N2MessageTransferReq.

49

The REST-EP decides whether to perform NF discovery or static NF selection of AMF based on
the configuration.

50

The REST-EP encodes and sends the AMF discovery request to the NRF. The REST-EP receives
a successful response with the list of AMFs.

51

The REST-EP encodes and sends N11:N1N2MessageTransferReq to the selected AMF. The
REST-EP receives a successful response from the AMF.

52

The REST-EP forwards the N11:N1N2MessageTransferSuccess to the SMF-service.

53

The REST-EP stops the transaction-2 timer started in step 26.

54

The SMF-service updates the session entry in the CDL.

55

The REST-EP receives N11:SMContextUpdate from the AMF.

56

The REST-EP looks-up for session affinity in the cache pod and identifies the SMF-service handling
the session.

57

The REST-EP starts the timer associated with transaction-3.

58

The REST-EP forwards the N11:SMContextUpdate to the SMF-service pod learnt in step 56.

59

The SMF-service instructs the SMF-Protocol pod to trigger N4:SessionModificationRequest.

60

The SMF-Protocol encodes and sends the N4:SessionModificationRequest to the UDP-Proxy pod.

61

The UDP-Proxy pod sends the N4:SessionModificationRequest to the UPF. The UDP-Proxy receives
a response from the UPF.

62

The UDP-Proxy forwards the N4:SessionModificationResponse to the SMF-Protocol pod.

63

The SMF-protocol forwards the N4:SessionModificationResponse to the SMF-service.

64

The SMF-service forwards the N11:SMContextUpdateSuccess to the REST-EP.

65

The REST-EP forwards the N11:SMContextUpdateSuccess to the AMF.

66

The REST-EP stops the transaction-3 timer started in step 57.

67

The SMF-service updates the session entry in the CDL.

68

The SMF-service stops the procedure timer (guard timer/SLA timer).

License Information

The SMF supports Cisco Smart Licensing. For more information, see the Smart Licensing, on page 47 chapter
in this document.

Standards Compliance

Cisco SMF complies with the following 3GPP standards as per Release 15 Dec 2018:
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* 3GPP TS23.501
* 3GPP TS23.502
* 3GPP TS23.503
* 3GPP TS23.510
* 3GPP TS24.008
* 3GPP TS24.501
* 3GPP TS29.244
* 3GPP TS29.501
* 3GPP TS29.502
* 3GPP TS29.503
* 3GPP TS29.510
* 3GPP TS29.512
* 3GPP TS29.518
* 3GPP TS32.255
* 3GPP TS32.290
* 3GPP TS 32.291, Release 15 June 2019
* 3GPP TS38.413

Limitations

The SMF has the following limitation:

* QoS flow modifications and errors are not supported.
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Deploying and Configuring SMF through Ops
Center

* Feature Summary and Revision History, on page 23
« Feature Description, on page 24

* Deploying and Accessing SMF, on page 25

* SMF Service Configuration, on page 27

« Loading Day 1 Configuration, on page 29

Feature Summary and Revision History

Summary Data

Table 6: Summary Data

Applicable Product(s) or Functional Area SMF

Applicable Platform(s) SMI

Feature Default Setting Disabled - Configuration Required
Related Changes in this Release Not Applicable

Related Documentation Not Applicable

Revision History

Table 7: Revision History

Revision Details Release

First introduced. Pre-2020.02.0
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Feature Description

The SMF deployment and configuration procedure involves deploying the SMF through the Subscriber
Microservices Infrastructure (SMI) Cluster Deployer and configuring the settings or customizations through
the SMF Operations (Ops) Center. The Ops Center is based on the ConfD CLI. The SMF configuration
includes the NRF profile data configuration and the externally visible IP addresses and ports.

SMF Ops Center

The Ops Center is a system-level infrastructure that provides the following functionality:

« A user interface to trigger a deployment of microservices with the flexibility of providing variable helm
chart parameters to control the scale and properties of Kubernetes objects (deployment, pod, services,
and so on) associated with the deployment.

* A user interface to push application-specific configuration to one or more microservices through
Kubernetes configuration maps.

« A user interface to issue application-specific execution commands (such as show and clear commands).
These commands:

* Invoke some APIs in application-specific pods

« Display the information returned on the user interface application

The following screenshot is a sample of the web-based command line interface presented to the user.
Figure 8: Web-based CLI of Ops Center

<« cC @ D & https smi-ops-center.10.86.73.232.nip.io

roduct smf# show running-config

elm default-repository saf

eélm repository smf

url http://engci-maven-master.cisco.com/artifactory/mobile-cnat-charts-dev/mobile-cnat-smf/smf-products/master/

namespace smf
5 registry dockerhub.cisco. com/mobile-cnat-docker-dev
single-node false
use-vo lume-clai false
ingr - -name 10.86.73.232.nip. 10
rvic
-n. smfl
255 127.0.9.1
http-endpoint base-url smf-service.com
slices name slicel
sst 88
sdt 123456
'
!
smf-settings base-url-nrf http://10.142.408.191:8099
smf-settings base-url-pcf http://10.142.48.191:88699
3 —-url-amf http://10. @.191:9000
se-url-udm http://10. 9.191:8099
upf=ip-addr 10.142.48.191
- addr 10.142.40.191
r-port 8809
ore-endpoint datastore-ep-smf:8980
saf-settings redis-endpoint redis-primary:6379
settings rest-ep no-of-replicas 1
rest-ep external-ip | 18.86.74.158 |
rvice no—of-rep 2

smf-settings protocol no—of-repl
smf-settings protocol external-ip | 10.86.74.158 )
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The SMF Ops Center allows you to configure the features such as licensing, SMF engine, REST Endpoint,
and CDL.
Prerequisites
Before deploying SMF on the SMI layer:
« Ensure that all the virtual network functions (VNFs) are deployed.

* Run the SMI synchronization operation for the SMF Ops Center and Cloud Native Common Execution
Environment (CN-CEE)

Deploying and Accessing SMF

This section describes how to deploy SMF and access the SMF Ops Center.

Deploying SMF

The SMI platform is responsible for deploying and managing the Cloud Native 5G SMF application and other
network functions.

For deploying SMF Ops Center on a vCenter environment, see Deploying and Upgrading the Product section
in the UCC SMI Cluster Deployer Operations Guide.

For deploying SMF Ops Center on a OpenStack environment, see UAME-based VNF Deployment section in
the UAME-based 4G and 5G VNF Deployment Automation Guide, Release 6.9

Accessing the SMF Ops Center
You can connect to the SMF Ops Center through SSH or the web-based CLI console.
* SSH:
ssh admin@ops_center_pod_ip -p 2024
* Web-based console:
1. Log in to the Kubernetes master node.
2. Run the following command:

kubect!l get ingress <namespace>

The available ingress connections get listed.
3. Select the appropriate ingress and access the SMF Ops Center.

4. Access the following URL from your web browser:

cli.<namespace>-ops-center.<ip_address>.nip.io

By default, the Day 0 configuration is loaded into the SMF.
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Day 0 Configuration
To view the Day 0 configuration, run the following command.
show running-config

The following is a sample Day 0 configuration:

root@smf-cluster# ssh -p 2024 admin@$(kubectl get svc -n smf-smf --no-headers | grep
smf-ops-center| grep 2024 Jawk "{print $3}")
admin@l.1.1.1"s password:
Welcome to the CLI
admin connected from 2.2.2.2 using ssh on ops-center-smf-smf-ops-center-76bbc7f4df-rkrff
product smf# show running-config
helm default-repository base-repos
helm repository base-repos
url
https://engci-maven-master . cisco.con/ar tifactory/smi-fuse- intemal -snapshot/mobi le-cnat-smf/smf-products/master/
exit
k8s namespace smf-smf
k8s registry dockerhub.cisco.com/smi-fuse-docker-internal
k8s single-node false
k8s use-volume-claims false
k8s iIngress-host-name 1.1.1.2._nip.io
aaa authentication users user admin
uid 117
gid 117
password  $1$fvIWGa/b$GW60yeqG771Q.Xu/qcbgu.
ssh_keydir /tmp/admin/.ssh
homedir /tmp/admin
exit
aaa ios level O
prompt *"\h> "
exit
aaa ios level 15
prompt *"\h# "
exit
aaa ios privilege exec
level 0O
command action
exit
command autowizard
exit
command enable
exit
command exit
exit
command help
exit
command startup
exit
exit
level 15
command configure
exit
exit
exit
nacm write-default deny
nacm groups group LI
user-name [ liadmin ]
exit
nacm groups group admin
user-name [ admin ]
exit
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nacm rule-list admin
group [ admin ]
rule li-deny-tap

module-name lawful-intercept
path /lawful-intercept
access-operations *

action deny

exit

rule li-deny-clear

module-name tailf-mobile-smf
path /clear/lawful-intercept
access-operations *

action deny

exit

rule any-access
action permit
exit
exit
nacm rule-list confd-api-manager
group [ confd-api-manager ]
rule any-access
action permit

exit

exit

nacm rule-list lawful-intercept

group [ LI ]

rule li-accept-tap
module-name lawful-intercept
path /lawful-intercept
access-operations *
action permit

exit

rule li-accept-clear
module-name tailf-mobile-smf
path /clear/lawful-intercept
access-operations *
action permit

exit

exit

nacm rule-list any-group

group [ * ]

rule li-deny-tap
module-name lawful-intercept
path /lawful-intercept
access-operations *
action deny

exit

rule li-deny-clear
module-name tailf-mobile-smf
path /clear/lawful-intercept
access-operations *
action deny

exit

exit

SMF Service Configuration

SMF Service Configuration .

The SMF service requires the basic configuration to process PDU Session Management API calls.
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Configuring SMF

The SMF configuration is provided using the Ops Center infrastructure.

The following is a sample SMF configuration:

Deploying and Configuring SMF through Ops Center |

smf-settings base-url-nrf http://10.81.71.223:8082/NRF

smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings
smf-settings

The following table describes the supported SMF commands:

base-url-amf http://10.81.71.223:8090
base-url-udm http://10.81.71.224:8099
upf-ip-addr 10.81.71.224

nd-peer-addr 10.81.71.224
n4-peer-port 8809

datastore-endpoint datastore-ep-smf:8980

redis-endpoint redis-primary:6379
rest-ep no-of-replicas 1

rest-ep external-ip [ 10.81.71.224 ]
service no-of-replicas 1

upmgmt no-of-replicas 1

protocol no-of-replicas 1

protocol external-ip [ 10.81.71.228 ]

Table 8: Supported SMF Commands

No. |Configuration

Description

1 smf-services service_name

Configures a new SMF service. Entering
this command results in a sub command
mode. service_nameis the name of the SMF
service.

2 smf-name node_name

Specifies the NF name that is sent to the
NRF during the SMF registration. This is
a command in the smf-services mode.

3 http-endpoint base-url url

Configures the base endpoint URL to be
sent in the NRF registration of the SMF.
This is a command in the smf-services
mode.

4 dnn dnn_name

Specifies the SMF-served DNN name. This
is sent to the NRF during the SMF
registration. This is a command in the
smf-services mode.

5 dices name slice_name sdt sdt_value sst sst_value

Specifies the slice information to which the
SMF belongs. This includes the slice type
(sst) and slice descriptor (sdt). This is sent
to the NRF during the SMF registration.
This is a command in the smf-services
mode.
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No.

Configuration

Description

smf-settings base-url-nrf nrf_url
smf-settings base-url-amf amf_url
smf-settings base-url-pcf pcf_url
smf-settings base-url-udm udm _url

smf-settings rest-ep no-of-replicas num_replicas

Specifies the URL for the SBI interface
towards the NRF, UDM, AMF, and PCF.
These configurations are used when the
nodes are not discovered through the NRF
discovery procedure.

Specifies the number of replicas for the
different microservices of the SMF.

smf-settings upf-ip-addr upf_ip_address
smf-settings n4-peer-addr upf_ip_address
smf-settings n4-peer-port upf_port

Specifies the peer UPF IP address and port
configuration.

smf-settings nd4-addr pfcp_intf_address

Specifies the N4 interface IP address of the
SMF towards the peer UPF.

smf-settings datastore-endpoint datastore_endpoint

smf-settings redis-endpoint redis_store_endpoint

Specifies the endpoints for the mongodb
and redis data stores.

10

smf-settings rest-ep no-of-replicas num_replicas
smf-settings service no-of-replicas num replicas
smf-settings upmgmt no-of-replicas num replicas

smf-settings protocol no-of-replicas num replicas

Specifies the number of replicas for the
different microservices of the SMF.

11

smf-settingsrest-ep external-ip [ restep_external_ip ]

smf-settingsprotocol external-ip [ smfprot_external_IP
]

Specifies the service IP to be exposed for
the rest-ep and smf-protocol services.

12

ue-pool ipv4_address

Specifies the IP pool to assign the IPv4
address in the CIDR notation to the UE
session.

Contact your Cisco Account representative for the corresponding yang and render.yaml files.

Loading Day 1 Configuration

To load the Day 1 configuration for SMF, run the following command:

ssh admin@ops_center_pod_ip —-p 2024

N

< Daylconfig.cli

Note  The Daylconfig.cli file contains the necessary parameters required for the Day 1 configuration.

Alternatively, you can copy the configuration and paste it in the SMF Ops Center CLI to load the Day 1
configuration.
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configure
<Paste the Day 1 configuration here>
commit
exit

A sample Daylconfig.cli file, which contains the Day 1 configuration for SMF is shown below.

Daylconfig.cli

The following is a sample Daylconfig.cli file, which contains the Day 1 configuration for the SMF.

config
ipam
source local
address-pool ipv6
vrf-name ISP
tags
dnn intershat
exit
ipv6
prefix-ranges
prefix-range 2001:4870:e00b:1500:: length 56
exit
exit
exit
address-pool poolv4
vrf-name ISP
tags
dnn intershat
exit
ipvd
split-size
per-cache 1024
per-dp 256
exit
address-range 0.0.0.1 0.0.0.254
exit
exit
exit
group nf-mgmt NFMGMT1
nrf-mgmt-group MGMT
locality LOC1
exit
group nrf discovery udmdiscovery
service type nrf nnrf-disc
endpoint-profile epprof
capacity 10
priority 1
uri-scheme http
version
uri-version vl
full-version 1.1.1.[1]
exit
exit
endpoint-name endpointName
priority 1
capacity 100
primary ip-address ipv4 3.3.3.3
primary ip-address port 8082
exit
exit
exit

. Ultra Cloud Core 5G Session Management Function, Release 2020.03 - Configuration and Administration Guide



| Deploying and Configuring SMF through Ops Center
Daylconfig.cli .

exit
group nrf mgmt MGMT
service type nrf nnrf-nfm
endpoint-profile mgmt-1
priority 1
uri-scheme http
endpoint-name mgmt-1
primary ip-address ipv4 3.3.3.3
primary ip-address port 8082
secondary ip-address ipv4 3.3.3.3
secondary ip-address port 8083
tertiary ip-address ipv4 3.3.3.3
tertiary ip-address port 8084
exit
exit
exit
exit
cdl node-type smf-cdl
cdl zookeeper replica 2
cdl kafka replica 2
etcd replicas 1
endpoint nodemgr

exit

endpoint gtp
replicas 1
vip-ip 4.4.4.4

exit

endpoint pfcp
replicas 1
nodes 2

exit

endpoint service
replicas 1
nodes 1

exit

endpoint protocol
replicas 1
nodes 2
vip-ip 4.4.4.4

exit

endpoint sbi
replicas 1
nodes 2

vip-ip 4.4.4.4

interface nrf

loopbackPort 7005

vip-ip 20.20.20.5 vip-port 9005
exit

interface n7

loopbackPort 7001

vip-ip 20.20.20.1 vip-port 9001
exit

interface nl10

loopbackPort 7004

vip-ip 20.20.20.4 vip-port 9004
exit

interface n40

loopbackPort 7003

vip-ip 20.20.20.3 vip-port 9003
exit
exit
logging level application trace
logging level transaction trace
logging level tracing off
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logging name infra.config.core level application debug

logging name infra.config.core level transaction warn

logging name infra.config.core level tracing warn

logging name infra.resource_monitor.core level application warn
logging name infra.resource_monitor.core level transaction warn

deployment

app-name SMF

cluster-name Local

dc-name DC

model small
exit

k8 label protocol-layer key smi.cisco.com/node-type value smf-proto
exit

k8 label service-layer key vm-type value smf-svc
exit

k8 label cdl-layer key smi.cisco.com/node-type value smf-cdl
exit

k8 label oam-layer key smi.cisco.com/node-type value oam
exit

helm default-repository smf

helm repository smf

url

htttps://engci-maven-master . cisco..con/ar tifactory/smi-fuse-intemal -snapshot/mobi le-cnat-smf/smf-products/master/
exit

helm repository smf-stage

url

hittps: //engci-mavennester .cisco.con/ar tifactory/smi-fuse-intermal-snapshot/mobi le-cnat-amf/smf—products/dev-smf-stage/
exit

k8s namespace smf

k8s registry dockerhub.cisco.com/smi-fuse-docker-internal
k8s single-node false

k8s use-volume-claims false

k8s ingress-host-name 1.1.1.1.nip.io
profile dnn intershat

dns primary ipv4 11.11.1.1

dns primary ipv6 66:66:1::aa

dns secondary ipv4 22.22.2.2

dns secondary ipv6 66:66:2::bb

network-element-profiles chf chfl

network-element-profiles amf amfl

network-element-profiles pcf pcfl

network-element-profiles udm udml

dnn starent.com network-function-list [ upf ]
charging-profile chgprfl

virtual-mac b6:6d:47:47:47:47
pcscf-profile pcscfl
ssc-mode 1

session type IPV4 allowed [ IPV4V6 ]

upf apn cisco.com
exit

profile dnn profDnnl

dnn cisco.com network-function-list [ chf pcf udm upf ]
charging-profile chgprfl

ssc-mode 1
session type IPV4
exit

profile dnn profDnn2
dnn cisco.com network-function-list [ chf pcf rmgr udm upf ]
charging-profile chgprfl

ssc-mode 1

session type IPV4
exit

profile charging chgprfl

method [ offline ]
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limit volume 20
limit duration 60
tight-interworking-mode true
reporting-level online rating-group
reporting-level offline service-id
exit
profile pcscf pcscfl
v4-list
precedence 3
primrary 3.3.3.1
secondary 3.3.3.2
exit
precedence 5
primrary 5.5.5.1
secondary 5.5.5.2
exit
precedence 7
primrary 7.7.7.1
secondary 7.7.7.2
exit
exit
ve-list
precedence 3
primrary 33:33::1
secondary 33:33::2
exit
precedence 5
primrary 55:55::1
secondary 55:55::2
exit
exit
v4ve-list
precedence 3
primrary ipv4 46.46.33.1
primrary ipv6 46:46:33::1
secondary ipv4 46.46.33.2
secondary ipv6 46:46:33::2
exit
precedence 5
primrary ipv4 46.46.55.1
primrary ipv6 46:46:55::1
secondary ipv4 46.46.55.2
secondary ipv6 46:46:55::2
exit
precedence 7
primrary ipv4 46.46.77.1
primrary ipv6 46:46:77::1
secondary ipv4 46.46.77.2
secondary ipv6 46:46:77::2
exit
exit
exit
profile charging-characteristics 1
charging-profile chgprfl
exit
profile icmpv6 icmpprfl
options virtual-mac b6:6d:57:45:45:45

exit

profile smf smfl
locality LOC1
bind-address ipv4 4.4.4.4
bind-port 8090

fqdn 5.5.5.5

allowed-nssai [ slicel slice2 ]
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pImn-id mcc 123
pImn-id mnc 456
service name nsmf-pdu

type pdu-session
schema http
version 1.Rn.0.0
http-endpoint base-url http://smf-service
icmpv6-profile icmpprfl
compliance-profile decl8
access-profile accessl
policy subscriber polSub

exit

exit

profile compliance decl8
service nsmf-pdusession
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service namf-comm
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service nl
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service n2
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service nudm-sdm
version uri vl
version full 1.0.0
version spec 15.2.1
exit

service nudm-uecm
version uri vl
version full 1.0.0
version spec 15.2.1
exit

service nnrf-disc
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service nnrf-nfm
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service npcf-smpolicycontrol
version uri vl
version full 1.0.0
version spec 15.2.0
exit

service nchf-convergedcharging
version uri v2
version full 1.0.0
version spec 15.2.1
exit
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exit
profile network-element amf amfl
nf-client-profile amfP1

failure-handling-profile FH3
query-params [ dnn ]

exit

profile network-element pcf pcfl
nf-client-profile pcfP1
failure-handling-profile FH1
rulebase-prefix cbn#
predefined-rule-prefix crn#

exit

profile network-element udm udml
nf-client-profile udmP1
failure-handling-profile FH1

exit

profile network-element upf upfl
n4-peer-address ipv4 6.6.6.6
n4-peer-port 8805

keepalive 60

dnn-list [ dnnl intershat starent ]
exit

profile network-element chf chfl
nf-client-profile chfPl
failure-handling-profile FH2
nf-client-profile-offline CP2
failure-handling-profile-offline FH2
exit

profile gos abc
ambr ul 250 Kbps"
ambr dl 500 Kbps"
qi5 7
arp priority-level 14
arp preempt-cap NOT_PREEMPT
arp preempt-vuln PREEMPTABLE
priority 120
max data-burst 2000
dscp-map qi5 2 arp-priority-level 3 uplink user-datagram dscp-marking Oxlc
dscp-map qi5 2 arp-priority-level 3 downlink user-datagram dscp-marking Oxla encsp-header
dscp-marking Ox1b
dscp-map qi5 3 arp-priority-level 3 uplink user-datagram dscp-marking O0x4
dscp-map qi5 3 arp-priority-level 3 downlink user-datagram dscp-marking 0x3 encsp-header
copy-inner
exit
profile access accessl
eps-fallback cbr delay 500 max-retry 10 timeout 3
n26 idft enable timeout 15
n2 idft enable timeout 15
exit
profile nf-client nf-type udm
udm-profile udmPl
locality LOC1
priority 30
service name type nudm-sdm
endpoint-profile EP1
capacity 30
uri-scheme http
endpoint-name EP1
primary ip-address ipv4 3.3.3.3
primary ip-address port 9007
exit
exit
exit
service name type nudm-uecm
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endpoint-profile EP1
capacity 30
uri-scheme http
endpoint-name EP1
primary ip-address ipv4 3.3.3.3
primary ip-address port 9001
exit
exit
exit
exit
exit
exit
profile nf-client nf-type pcf
pcf-profile pcfPl
locality LOC1
priority 30
service name type npcf-am-policy-control
endpoint-profile EP1
capacity 30
uri-scheme http
endpoint-name EP1
priority 50
primary ip-address ipv4 3.3.3.3
primary ip-address port 9003
exit
exit
exit
service name type npcf-smpolicycontrol
endpoint-profile EP1
capacity 30
uri-scheme http
endpoint-name EP1
priority 5
primary ip-address ipv4 3.3.3.3
primary ip-address port 9003
exit
endpoint-name realPCF
priority 10
primary ip-address ipv4 7.7.7.7
primary ip-address port 9082
exit
exit
exit
exit
exit
exit
profile nf-client nf-type amf
amf-profile amfP1
locality LOC1
priority 10
service name type namf-comm
endpoint-profile EP1
capacity 20
uri-scheme http
endpoint-name EP1
priority 30
primary ip-address ipv4 3.3.3.3
primary ip-address port 9002
exit
exit
exit
exit
exit
exit
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profile nf-client nf-type chf
chf-profile CP2
locality LOC1
priority 31
service name type nchf-convergedcharging
endpoint-profile EP1
capacity 30
uri-scheme http
version
uri-version v2
exit
exit
endpoint-name EP1
priority 56
primary ip-address ipv4 3.3.3.3
primary ip-address port 9906
exit
exit
exit
exit
exit
chf-profile chfPl
locality LOC1
priority 10
service name type nchf-convergedcharging
endpoint-profile EP1
capacity 30
uri-scheme http
version
uri-version v2
exit
exit
endpoint-name EP1
priority 50
primary ip-address ipv4 3.3.3.3
primary ip-address port 9904
exit
endpoint-name EP2
priority 80
primary ip-address ipv4 3.3.3.3
primary ip-address port 9905
exit
exit
exit
exit
exit
exit
profile nf-pair nf-type UDM
locality client LOC1
locality geo-server GEO
exit
profile nf-pair nf-type AMF
locality client LOC1
locality geo-server GEO
exit
profile nf-pair nf-type PCF
locality client LOC1
locality geo-server GEO
exit
profile nf-pair nf-type UPF
nrf-discovery-group udmdiscovery
locality client LOC1
locality preferred-server LOC1
locality geo-server GEO

Daylconfig.cli .
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exit
profile nf-pair nf-type CHF
locality client LOC1
locality preferred-server LOC1
locality geo-server GEO
exit
profile nf-client-failure nf-type chf
profile failure-handling FH2
service name type nchf-convergedcharging
message type ChfConvergedchargingCreate
status-code httpv2 0
action continue
exit
exit
message type ChfConvergedchargingUpdate
status-code httpv2 0
action continue
exit
exit
exit
exit
exit
policy subscriber polSub
precedence 1
sst 01
sdt ABcdO1
serving-plImn mcc 123
serving-pImn mnc 456
supi-start-range 100000000000001
supi-stop-range 999999999999999
gpsi-start-range 1000000000
gpsi-stop-range 9999999999
operator-policy opPoll
exit
exit
policy operator opPoll
policy dnn opPolDnnl
exit
policy dnn dnnPoll
profile default
dnn starent profile abc.com
exit
policy dnn opPolDnnl
dnn intershat profile intershat
dnn intershatl profile profDnnl
exit
policy dnn polDnn
profile default
dnn intershat profile intershat
dnn intershatl profile profDnnl
dnn intershat2 profile profDnn2
exit
nssai name slicel
sst 01
sdt ABcdO1
dnn [ intershat ]
exit
nssai name slice2
sst 02
sdt 000003
dnn [ cisco.com ]
exit
active-charging service acsl
packet-filter pktl
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ip local-port range 2 to 23
ip protocol = 23
ip remote-address = 10.10.10.0/24
ip remote-port range 12 to 34
ip tos-traffic-class = 23 mask = 23
priority 23
exit
packet-filter pkt2
direction uplink
ip local-port = 100
ip protocol = 100
ip remote-address = 1.1.1.1/32
ip remote-port = 140
priority 100
exit
packet-filter pkt3
direction downlink
ip local-port = 111
ip protocol = 111
ip remote-address = 2.2.2.2/31
ip remote-port = 111
priority 111
exit
charging-action cal
allocation-retention-priority 12 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 1000000 peak-burst-size 100
violate-action discard committedDataRate 2000000 committed-burst-size 100 exceed-action
discard
flow limit-for-bandwidth direction downlink peak-data-rate 2000000 peak-burst-size 100
violate-action discard committedDataRate 3000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 3
tft-notify-ue
tos afll
tft packet-filter pktl
exit
charging-action calO
flow limit-for-bandwidth direction uplink peak-data-rate 2000000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 3000000000 peak-burst-size 100
violate-action discard
tos afll
exit
charging-action call
flow limit-for-bandwidth direction uplink peak-data-rate 2000000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 3000000000 peak-burst-size 100
violate-action discard
exit
charging-action cal2
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 3000000 peak-burst-size 100
violate-action discard
exit
charging-action cal3
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 3000000 peak-burst-size 100
violate-action discard
exit
charging-action ca2
allocation-retention-priority 13 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000000 peak-burst-size 100
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violate-action discard committedDataRate 3000000000 committed-burst-size 100 exceed-action
discard
flow limit-for-bandwidth direction downlink peak-data-rate 3000000000 peak-burst-size 100
violate-action discard committedDataRate 4000000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 2
tft-notify-ue
tos afll
tft packet-filter pkt2
exit
charging-action ca20
flow limit-for-bandwidth direction uplink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
exit
charging-action ca2l
flow limit-for-bandwidth direction uplink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
exit
charging-action ca22
flow limit-for-bandwidth direction uplink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
exit
charging-action ca23
flow limit-for-bandwidth direction uplink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 1000000 peak-burst-size 100
violate-action discard
exit
charging-action ca3
allocation-retention-priority 14 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard committedDataRate 1000000 committed-burst-size 100 exceed-action
discard
flow limit-for-bandwidth direction downlink peak-data-rate 4000000 peak-burst-size 100
violate-action discard committedDataRate 3000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 1
tft-notify-ue
tos afll
tft packet-filter pkt3
exit
charging-action ca4
allocation-retention-priority 11 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard committedDataRate 3000000 committed-burst-size 100 exceed-action
discard
flow limit-for-bandwidth direction downlink peak-data-rate 4000000 peak-burst-size 100
violate-action discard committedDataRate 4000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 4
tft-notify-ue
tos afll
tft packet-filter pktl
exit
charging-action cab
allocation-retention-priority 11 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard committedDataRate 3000000 committed-burst-size 100 exceed-action
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discard
flow limit-for-bandwidth direction downlink peak-data-rate 4000000 peak-burst-size 100
violate-action discard committedDataRate 4000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 4
tft-notify-ue
tos afll
tft packet-filter pkt2
exit
charging-action ca6
allocation-retention-priority 11 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard committedDataRate 3000000 committed-burst-size 100 exceed-action
discard
flow limit-for-bandwidth direction downlink peak-data-rate 4000000 peak-burst-size 100
violate-action discard committedDataRate 4000000 committed-burst-size 100 exceed-action
discard
qgos-class-identifier 4
tft-notify-ue
tos afll
tft packet-filter pkt3
exit
charging-action ca7
allocation-retention-priority 1 pci NOT_PREEMPT pvi NOT_PREEMPTABLE
flow limit-for-bandwidth direction uplink peak-data-rate 2000000 peak-burst-size 100
violate-action discard
flow limit-for-bandwidth direction downlink peak-data-rate 400000 peak-burst-size 100
violate-action discard
qgos-class-identifier 7
tft-notify-ue
tos afll
exit
charging-action caGyGz
billing-action egcdr
cca charging credit rating-group 102

content-id 102
service-identifier 202
exit

charging-action caOffline
billing-action egcdr

content-id 100
service-identifier 200
exit

charging-action caOfflinel
billing-action egcdr

content-id 11
service-identifier 21
exit

charging-action caOffline2
billing-action egcdr

content-id 12
service-identifier 22
exit

charging-action caOffline3
billing-action egcdr

content-id 13
service-identifier 23
exit

charging-action caOffline4
billing-action egcdr
content-id 40

exit

charging-action caOfflineOnline
billing-action egcdr
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cca charging credit

content-id 30
service-identifier 60
exit

charging-action caOfflineOnlinel
billing-action egcdr
cca charging credit

content-id 31
service-identifier 61
exit

charging-action caOnline
cca charging credit rating-group 100

content-id 100
service-identifier 200
exit

charging-action caOnlinel
cca charging credit rating-group 101

content-id 101
service-identifier 201
exit

charging-action caOnline2
cca charging credit

content-id 102
service-identifier 202
exit

charging-action caOnline3
cca charging credit

content-id 103
service-identifier 203
exit

charging-action caOnline4
cca charging credit
content-id 110
exit
charging-action nocharging
exit
rulebase cbn#spp-1
action priority 1 ruledef crn#test_1 charging-action cal
action priority 2 ruledef crn#test_2 charging-action ca2
exit
rulebase rbal
action priority 1 dynamic-only ruledef rdal charging-action cal description myrulel
action priority 2 dynamic-only ruledef rda2 charging-action ca2 description myrule2
action priority 3 dynamic-only ruledef rda3 charging-action ca3 description myrule3
exit
rulebase rba2
action priority 10 ruledef rdalO charging-action calO description myrulelO
action priority 11 ruledef rdall charging-action call description myrulell
action priority 12 dynamic-only ruledef rdal2 charging-action cal2 description myrulel2
action priority 13 dynamic-only ruledef rdal3 charging-action cal3 description myrulel3
exit
rulebase rba3
action priority 20 ruledef rda20 charging-action ca20 description myrule20
action priority 21 ruledef rda2l charging-action ca2l description myrule2l
action priority 22 dynamic-only ruledef rda22 charging-action ca22 description myrule22
action priority 23 dynamic-only ruledef rda23 charging-action ca23 description myrule23
exit
rulebase rba4
action priority 30 ruledef rda3 charging-action ca3 description myrule3
action priority 31 dynamic-only ruledef rda3 charging-action ca3 description myrule3
exit
rulebase rba5
action priority 50 dynamic-only ruledef rda50 charging-action ca4 description myrule50
action priority 51 dynamic-only ruledef rda51 charging-action ca5 description myrule51
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action priority 52 dynamic-only ruledef rda52 charging-action ca6 description myrule52
exit
rulebase rba6
action priority 60 dynamic-only ruledef rda60 charging-action cal description myrule60
action priority 61 dynamic-only ruledef rda6l charging-action cal description myrule6l
action priority 62 dynamic-only ruledef rda62 charging-action cal description myrule62
exit
rulebase rba7
action priority 50 ruledef rda50 charging-action ca4 description myrule50
action priority 51 ruledef rda51 charging-action ca5 description myrule51
action priority 52 ruledef rda52 charging-action ca6 description myrule52
exit
rulebase rba8
action priority 60 ruledef rda60 charging-action cal description myrule60
action priority 61 ruledef rda6l charging-action cal description myrule6l
action priority 62 ruledef rda62 charging-action cal description myrule62
exit
rulebase rbaStatic
action priority 10 ruledef rda20 charging-action caOffline
exit
rulebase rbaStatic-Online
action priority 20 ruledef rdaStatic charging-action caOnline
exit
rulebase rbaStaticl
action priority 10 ruledef rda20 charging-action caOffline
exit
rulebase rba_GyGz
egcdr threshold volume downlink 100000 uplink 100000
action priority 20 dynamic-only ruledef rdaPredefined charging-action caGyGz
action priority 30 ruledef rda20 charging-action caGyGz
exit
rulebase rba_charging_StaticDynamic_Offline_Online_mix
cca diameter requested-service-unit sub-avp volume cc-input-octets 11000 cc-output-octets
12000 cc-total-octets 23000
credit-control-group onlineoffline
egcdr threshold interval 100
egcdr threshold volume downlink 150000 uplink 150000 total 300000
action priority 20 dynamic-only ruledef rdaPredefined charging-action caOfflinel
action priority 21 dynamic-only ruledef rdaPredefinedl charging-action caOnlinel
action priority 31 ruledef rdaStatic charging-action caOfflineOnline
exit
rulebase rba_charging_StaticDynamic_offline
egcdr threshold volume downlink 100000 uplink 100000
action priority 20 dynamic-only ruledef rdaPredefined charging-action caOfflinel
action priority 30 ruledef rda20 charging-action caOffline
exit
rulebase rba_charging_StaticDynamic_online
action priority 20 ruledef rda20 charging-action caOnline
action priority 30 dynamic-only ruledef rdaPredefined charging-action caOnlinel
exit
rulebase rbsl
action priority 1 ruledef rdsl charging-action cal description myrulesl
action priority 2 ruledef rds2 charging-action ca2 description myrules2
exit
urr-list urr_smf
rating-group 10 service-identifier 20 urr-id 1
rating-group 11 service-identifier 21 urr-id 2
rating-group 12 service-identifier 22 urr-id 3
rating-group 13 service-identifier 23 urr-id 4
rating-group 30 service-identifier 60 urr-id 2
rating-group 31 service-identifier 61 urr-id 2
rating-group 100 service-identifier 200 urr-id 5
rating-group 101 service-identifier 201 urr-id 6
rating-group 102 service-identifier 202 urr-id 7

0
1
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rating-group 103 service-identifier 203 urr-id 8

exit
ruledef rdal

ip server-ip-address =

exit

ruledef rdalO
ip any-match =

exit

ruledef rdall
ip any-match =

exit

ruledef rdal2
ip any-match =

exit

ruledef rdal3
ip any-match =

exit

ruledef rda2

TRUE

TRUE

TRUE

TRUE

ip server-ip-address =

exit

ruledef rda20
ip any-match =

exit

ruledef rda2l
ip any-match =

exit

ruledef rda22
ip any-match =

exit

ruledef rda23
ip any-match =

exit

ruledef rda3

ip server-ip-address

exit
ruledef rda40

TRUE

TRUE

TRUE

TRUE

ip any-match = TRUE

exit
ruledef rda50

ip server-ip-address

exit
ruledef rda51

ip server-ip-address

exit
ruledef rda52

ip server-ip-address

exit

ruledef rda60
ip dst-address

exit

ruledef rda6l
ip dst-address

exit

ruledef rda62
ip dst-address

exit

60.60.

61.61.

62.62.

ruledef rdaPredefined
ip any-match = TRUE

exit

ruledef rdaStatic
ip any-match = TRUE

exit

ruledef rdaStaticl

ip any-match = TRUE

10.

10.165.161.77/32

10.10.10

8.8.8.8/28

50.

51.

52.

60.

61

62

50.50.50

51.51.51

52.52.52

60

.61

.62
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exit
ruledef rdaStatic2
ip any-match = TRUE
exit
ruledef rdsl
ip any-match = TRUE
exit
ruledef rds2
ip any-match = TRUE
exit
credit-control group onlineoffline
diameter ignore-service-id true
exit
exit
apn intershat
gtpp group groupl
active-charging rulebase rbal
exit
gtpp group groupl
gtpp egcdr service-data-flow threshold interval 60
gtpp egcdr service-data-flow threshold volume downlink 100000 uplink 100000 total 200000
apn intershat
gtpp group groupl
exit
smiuser add-user username liadmin password Cisco@123
smiuser change-password username liadmin current_password Cisco@123 new_password Mitg_123
confirm_password Mitg_123
smiuser add-group groupname LI
smiuser assign-user-group username liadmin group LI
smiuser add-user username liadmin2 password Cisco@123
smiuser change-password username liadmin2 current_password Cisco@123 new_password Mitg_123
confirm_password Mitg_123
smiuser add-group groupname LI12
smiuser assign-user-group username liadmin2 group LI2
smiuser add-user username liadmin3 password Cisco@123
smiuser change-password username liadmin3 current_password Cisco@123 new_password Mitg_123
confirm_password Mitg_123
smiuser add-group groupname LI13
smiuser assign-user-group username liadmin3 group LI3
nacm groups group LI2
user-name [ liadmin2 ]
exit
nacm groups group LI3
user-name [ liadmin3 ]
exit
nacm rule-list lawful-intercept
group [ LI LI2 LI3 ]
commit
end
config
system mode running
commit
end
exit
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CHAPTER 4

« Feature Summary and Revision History, on page 47

» Smart Software Licensing, on page 47
« Configuring Smart Licensing, on page 50

« Monitoring and Troubleshooting Smart Licensing, on page 60

Feature Summary and Revision History

Summary Data

Table 9: Summary Data

Applicable Products or Functional Area

SMF

Applicable Platform(s)

SMI

Feature Default Setting

Disabled - Configuration Required

Related Changes in this Release

Not Applicable

Related Documentation

Not Applicable

Revision History

Table 10: Revision History

Revision Details

Release

First introduced.

Pre-2020.02.0

Smart Software Licensing

Smart Licensing is a cloud-based approach to licensing that simplifies the purchase, deployment, and
management of Cisco software assets. Entitlements are purchased through your Cisco account via Cisco
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Commerce Workspace (CCW) and immediately deposited into your Virtual Account for usage. This eliminates
the need to install license files on every device. Products that are smart enabled communicate directly to Cisco
to report consumption. A single location is available to customers to manage Cisco software licenses — the
Cisco Software Central (CSC). License ownership and consumption are readily available to help make better
purchase decision based on consumption or business need. See
https://www.cisco.com/c/en/us/buy/smart-accounts/software-licensing.html for more information about Cisco
Smart Licensing.

Comparison Between Legacy Licensing and Smart Licensing

Cisco employs two types of license models - Legacy Licensing and Smart Software Licensing. Legacy
Licensing consists of software activation by installing Product Activation Keys (PAK) on to the Cisco product.
A Product Activation Key is a purchasable item, ordered in the same manner as other Cisco equipment and
used to obtain license files for feature set on Cisco Products. Smart Software Licensing is a cloud-based
licensing of the end-to-end platform through the use of a few tools that authorize and deliver license reporting.
Smart Software Licensing functionality incorporated into the NFs complete the product registration and
authorization.

Cisco Software Central

Cisco Software Central (CSC) enables the management of software licenses and Smart Account from a single
portal. The interface allows you to activate your product, manage entitlements, and renew and upgrade software.
A functioning Smart Account is required to complete the registration process. To access the Cisco Software
Central, see https://software.cisco.com.

Smart Accounts/Virtual Accounts

A Smart Account provides a single location for all Smart-enabled products and entitlements. It helps speed
procurement, deployment, and maintenance of Cisco Software. When creating a Smart Account, you must
have the authority to represent the requesting organization. After submitting, the request goes through a brief
approval process.

A Virtual Account exists as a sub-account within the Smart Account. Virtual Accounts are a customer-defined
structure based on organizational layout, business function, geography or any defined hierarchy. They are
created and maintained by the Smart Account administrator.

See https://software.cisco.com to learn about the set up or manage the Smart Accounts.

Request a Cisco Smart Account

A Cisco Smart Account is an account where all products enabled for Smart Licensing are deposited. A Cisco
Smart Account allows you to manage and activate your licenses to devices, monitor license use, and track
Cisco license purchases. Through transparent access, you have a real-time view into your Smart Licensing
products. IT administrators can manage licenses and account users within your organization's Smart Account
through the Software Central.

Step 1 In a browser window, enter the following URL:

https://software.cisco.com
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Step 2 Log in using your credentials, and then click Request a Smart Account in the Administration area.
The Smart Account Request window is displayed.
Step 3 Under Create Account, select one of the following options:

* Yes, | have authority to represent my company and want to create the Smart Account — If you select this
option, you agree to authorization to create and manage product and service entitlements, users, and roles on behalf
of your organization.

« No, the per son specified below will createthe account — If you select this option, you must enter the email address
of the person who will create the Smart Account.

Step 4 Under Account I nformation:
a) Click Edit beside Account Domain | dentifier.
b) Inthe Edit Account Identifier dialog box, enter the domain, and click OK. By default, the domain is based on the
email address of the person creating the account and must belong to the company that will own this account.
c) Enter the Account Name (typically, the company name).
Step 5 Click Continue.
The Smart Account request will be in pending status until it has been approved by the Account Domain Identifier. After
approval, you will receive an email confirmation with instructions for completing the setup process.
SMF Smart Licensing

At present, the Smart Licensing feature supports application entitlement for online and offline licensing for
all 5G applications (PCF, SMF and NRF). The application usage is unrestricted during all stages of licensing
including Out of Compliance (OOC) and expired stages.

\}

Note A 90 day evaluation period is granted for all licenses in use. Currently, the functionality and operation of the
5G applications is unrestricted even after the end of the evaluation period.

Software Tags and Entitlement Tags

Tags for the following software and entitlements have been created to identify, report, and enforce licenses.

Software Tags

Software tags uniquely identify each licenseable software product or product suite on a device. The following
software tags exist for the SMF.

Product Type / Description | Software Tag

Ultra Cloud Core - Session | regid.2020-04.com.cisco.SMF,1.0_37ffdc21-3e95-4192-bcda-d3225h6590ce
Management Function
(SMF), Base Minimum

Ultra Cloud Core 5G Session Management Function, Release 2020.03 - Configuration and Administration Guide .



Smart Licensing |

. Configuring Smart Licensing

\}

Entitlement Tags

The following entitlement tags identify licenses in use:

Product Type / Entitlement Tag
Description
Ultra Cloud Core - regid.2020-04.com.cisco.SMF_BASE,1.0_b49f5997-21aa-4d15-9606-0cff88729f69

Session Management
Function (SMF), Base
Minimum

Note

The license information is retained during software upgrades and rollback.

Configuring Smart Licensing

You can configure Smart Licensing after a new SMF deployment.

Users with Access to CSC

This section describes how to configure Smart Licensing if you have access to CSC portal from your
environment.

Setting Up the Product and Entitlement in CSC

Before you begin, you need to setup your product and entitlement in the CSC. To setup your product and
entitlement:

1. Loginto your CSC account.

2. Click Add Product and enter the following details.
* Product name — Specify the name of the deployed product. For example, SMF.

e Primary PM CEC | D - Specify the primary Project Manager's CEC ID for the deployed product.
» Dev Manager CEC 1D - Specify the Development Manager's CEC ID for the deployed product.
* Description (Optional) — Specify a brief description of the deployed product.

* Product Type - Specify the product type.

« Software | D Tag — Specify the software ID Tag provided by the Cisco Accounts team.

Click Create.
Select your product from the Product/Entitlement Setup grid.

Click Entitlement drop-down and select Create New Entitlement.

o o~ ©

Select New Entitlement in Add Entitlement and enter the following details.
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* Entitlement Name — Specify the license entitlement name. For example, SMF_BASE.
 Description (Optional) — Specify a breif description about the license entitlement.

* Entitlement Tag — Specify the entitlement tag provided by the Cisco Accounts team.

« Entitlement Type - Specify the type of license entitlement.

» Vendor String — Specify the vendor name.

7. Click Entitlement Allocation.
8. Click Add Entitlement Allocation.

9.  In New License Allocation, provide the following details:

* Product — Select your product from the drop-down list.

« Entitlement — Select your entitlement from the drop-down list.

10. Click Continue.

11. In New License Allocation window, provide the following details:
 Quantity — Specify the number of licenses.
* License Type — Specify the type of license.

 Expiring Date — Specify the date of expiry for the license purchased.

12. Click Create.
13. Verify the status of Smart Licensing using the following command.
show license all

Example:

SMF# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 83 days, O hr, 15 min, 8 sec
Last Communication Attempt: NONE

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

utility:
Status: DISABLED

Transport:
Type: CALLHOME
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Evaluation Period:
Evaluation Mode: In Use
Evaluation Period Remaining: 83 days, O hr, 15 min, 8 sec

License Usage

License Authorization Status: EVALUATION MODE
Evaluation Period Remaining: 83 days, O hr, 15 min, 8 sec

UCC 5G SMF BASE (SMF_BASE)
Description: Ultra Cloud Core - Session Management Function (SMF), Base Minimum
Count: 1
Version: 1.0
Status: EVAL MODE
Export status: RESTRICTED_NOTALLOWED
Feature Name: <empty>
Feature Description: <empty>

Product Information

UDI: PID:SMF,SN:6GKJ20A-NMUWA7Y

Agent Version

Smart Agent for Licensing: 3.0.13

Registering Smart Licensing

You must register the product entitled to the license with CSC. In order to register, you must generate an ID
token from CSC.

1
2.

o o~ ®

Log in to your CSC account.
Click General > New Token and enter the following details:
* Description — Specify a brief description about the ID token.
» Expires After — Specify the number of days for the token to expire.

* Max. Number Users— Specify the maximum number of users.

Click Create Token.

Select new 1D token in Product I nstance Registration Token.

Click Actions > Copy.

Log in to SMF Ops Center CLI and paste the 1D token using the following command.
license smart register idtoken

Example:

SMF# license smart register

Value for "idtoken® (<string>): MTI2Y2FINTAtOThkMiOOYTAXLWE4M2QtOTNhNzNjNjY4ZmFiLTE2MTc4N
Tky%0AMTA5MDh8ck1 j UHNwc3k1ZCOnWFFCSnVEcUp4QU1 j TFoxOGXDTUSkQ3 1pa25E%0Ab04wSTO%3D%0A
SMF#

Verify the Smart Licensing status using the following command.

show license all
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Example:

SMF# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Cisco Systems, Inc.
Virtual Account: SMF-SMF
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Apr 15 05:45:07 2020 GMT
Last Renewal Attempt: SUCCEEDED on Apr 15 05:45:07 2020 GMT
Next Renewal Attempt: Oct 12 05:45:07 2020 GMT
Registration Expires: Apr 15 05:40:31 2021 GMT

License Authorization:
Status: AUTHORIZED on Apr 15 05:45:12 2020 GMT

Users with Access to CSC .

Last Communication Attempt: SUCCEEDED on Apr 15 05:45:12 2020 GMT

Next Communication Attempt: May 15 05:45:12 2020 GMT
Communication Deadline: Jul 14 05:40:40 2020 GMT

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: CALLHOME

Evaluation Period:
Evaluation Mode: Not In Use
Evaluation Period Remaining: 83 days, 0 hr, 10 min, 43 sec

License Usage

License Authorization Status: AUTHORIZED as of Apr 15 05:45:12 2020 GMT

UCC 5G SMF BASE (SMF_BASE)

Description: Ultra Cloud Core - Session Management Function (SMF), Base Minimum

Count: 1

Version: 1.0

Status: AUTHORIZED

Export status: RESTRICTED_ALLOWED
Feature Name: <empty>

Feature Description: <empty>

Product Information

UDI: PID:SMF,SN:6GKJ20A-NMUWA7Y

Agent Version

Smart Agent for Licensing: 3.0.13
NOTES:

* license smart register — Registers Smart Licensing with CSC.

* idtoken — Specifies the ID token generated from CSC.
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Deregistering Smart Licensing

To deregister Smart Licensing:

1. Log into SMF Ops Center CLI and use the following command.
license smart deregister

2. Verify the Smart Licensing status using the following command.
show license all
Example:

SMF# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 83 days, O hr, 10 min, 43 sec
Last Communication Attempt: NONE

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

utility:
Status: DISABLED

Transport:
Type: CALLHOME

Evaluation Period:
Evaluation Mode: In Use
Evaluation Period Remaining: 83 days, O hr, 10 min, 43 sec

License Usage

License Authorization Status: EVALUATION MODE
Evaluation Period Remaining: 83 days, O hr, 10 min, 43 sec

UCC 5G SMF BASE (SMF_BASE)
Description: Ultra Cloud Core - Session Management Function (SMF), Base Minimum
Count: 1
Version: 1.0
Status: EVAL MODE
Export status: RESTRICTED_NOTALLOWED
Feature Name: <empty>
Feature Description: <empty>

Product Information

UDI: PID:SMF,SN:6GKJ20A-NMUWA7Y

Agent Version

Smart Agent for Licensing: 3.0.13
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SMF#
NOTES:

* license smart deregister — Deregisters Smart Licensing from CSC.

Users without Access to CSC

The Smart License Reservation feature — Perpetual Reservation — is reserved for customers without access to
CSC from their internal environments. With this feature, Cisco allows customers to reserve licenses from
their virtual account and tie them to their devices Unique Device Identifier (UDI). This enables customers to
use their devices with reserved licenses in a disconnected mode.

The subsequent sections describe the procedure involved in reserving Smart License for users without access
to CSC from their internal environment.

Enabling Smart License Reservation

To enable Smart License reservation through SMF Ops Center CLI:

1

Log in to SMF Ops Center CLI and use the following configuration.

configure terminal
license smart reservation
commit
exit

NOTES:

* license smart reservation — Enables license reservation.

Generating Smart License Reservation Request Code

To generate the Smart License reservation request code:

1
2.

Log in to SMF Ops Center CLI.

To enable reservation, use the following configuration.

configure terminal
license smart reservation
commit
exit

To request for a reservation code, use the following command.
license smart reservation request

Example:

SMF# license smart reservation request

reservation-request-code CJ-ZSMF:6GKJ20A-NMUWA7Y-A175GxtBs-3B

SMF#

Message from confd-api-manager at 2020-04-15 05:51:37...

Global license change NotifyReservationlnProgress reason code Success - Successful.
SMF#
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NOTES:
* license smart reservation — Enables license reservation request code.

* license smart reservation request — Generates the license reservation request code.

[ 1

Important  You must copy the generated license request code from the SMF Ops Center
CLI.

Generating an Authorization Code from CSC

To generate an authorization code from CSC using the license reservation request code:

1
2.

Log in to your CSC account.
Click License Reservation.

Enter the Request Code: Paste the license reservation request code copied from the SMF Ops Center CLI
in the Reservation Request Code text-box.

Select the Licenses: Click Reserve a Specific License radio-button and select UCC 5G SMF BASE.

Note In the Reserve text-box enter the value 1.

Review your selection.
Click Generate Authorization Code.

Download the response file: The authorization code is generated and displayed on-screen. Click Download
as File to download the authorization code.

Click Close.

Reserving Smart Licensing

To reserve Smart License for the deployed product using the authorization code generated in CSC:

1

Log in to SMF Ops Center CLI and use the following command.
license smart reservation install authorization_code

Example:

SMF# license smart reservation install

Value for “"key" (<string>):
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>35757dc6-2bdf-4fal-ba7e-4190f5b6ea22</piid><timestamp>1586929992297</timestamp>
<entitlements=<entitlement<tag>regid.2020-04..com.ciisco. SVF_BASE, 1.0 60b1da6f-3832-4687-90c9-8379dc815a27</tag>
<count>1</count><startDate>2020-Apr-08 UTC</startDate><endDate>2020-0ct-05 UTC</endDate>
<licenseType>TERM</licenseType><displayName>UCC 5G SMF BASE</displayName>
<tagDescription>Ultra Cloud Core - Session Management Function (SMF), Base
Minimum</tagDescription>
<subscriptionlID></subscriptionlD></entitlement></entitlements></authorizationCode>
<signature>MEYCI1QC/9v5LpgFoEk214omlgj jk83g5WXjzs09kQns08DO jRg I hAMh+
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D6DRUYmgh1TIfJoZxNteOFPKW6 FHEY5CEF3+kPQj</signature>
<udi>P:SMF,S:6GKI20A-NMUWA7Y</udi></specificPLR>
SMF#

2. Verify the smart licensing status using the following command.
show license all
Example:

SMF# show license all

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - SPECIFIC LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Wed Apr 15 05:53:31 GMT 2020
Last Renewal Attempt: None

License Authorization:
Status: AUTHORIZED - RESERVED on Wed Apr 15 05:53:31 GMT 2020

utility:
Status: DISABLED

Transport:
Type: CALLHOME

Evaluation Period:
Evaluation Mode: Not In Use
Evaluation Period Remaining: 83 days, O hr, 5 min, 15 sec

License Usage

License Authorization Status:

Status: AUTHORIZED - RESERVED on Wed Apr 15 05:53:31 GMT 2020
Last Communication Attempt: SUCCEEDED on Apr 15 05:53:31 2020 GMT
Next Communication Attempt: NONE

Communication Deadline: NONE

UCC 5G SMF BASE (SMF_BASE)
Description: Ultra Cloud Core - Session Management Function (SMF),
Base Minimum
Count: 1
Version: 1.0
Status: AUTHORIZED
Export status: NOT RESTRICTED
Feature Name: <empty>
Feature Description: <empty>
Reservation:
Reservation Status: SPECIFIC INSTALLED
Total Reserved Count: 1
Term expiration: 2020-Oct-05 GMT

Product Information

UDI: PID:SMF,SN:6GKJ20A-NMUWA7Y
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Agent Version

Smart Agent for Licensing: 3.0.13
NOTES:

* licensesmart reservation install authorization_code — Installs a Smart License Authorization code.

Returning the Reserved License

You can return the reserved license to CSC if required. Use the following procedure to return the reserved
license:

1. When the license reservation authorization code is installed in the SMF Ops Center.
a. Log into the SMF Ops Center CLI and use the following command.
license smart reservation return

Example:
SMF# license smart reservation return
reservation-return-code CJ6m3k-RAvu6b-hMNmwf-mrdcko-NoSwKL-tF7orz-9aNtEu-yVjGAm-D6j
SMF#
b. Copy the license reservation return code generated in SMF Ops Center CLI.
c. Log into your CSC account.
d. Select your product instance from the list.
e. Click Actions> Remove.

f. Paste the license reservation return code in Return Code text-box.

NOTES:

* license smart reservation return — Returns a reserved Smart License.

2. When the license reservation authorization code is not installed in the SMF Ops Center.
a. Log into the SMF Ops Center CLI and use the following command to generate the return code.

license smart reservation return
authorization_code

|

Important  Paste the license reservation authorization code generated in CSC to generate the return code.

b. Log into your CSC account.
c. Select your product instance from the list.
d. Click Actions> Remove.

e. Paste the license reservation return code in Return Code text-box.

3. Verify the smart licensing status using the following command.
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show license all

Example:

SMF# show license all

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 83 days, O hr,

5 min, 15 sec

Users without Access to CSC .

Last Communication Attempt: SUCCEEDED on Apr 15 05:53:31 2020 GMT

Next Communication Attempt: NONE
Communication Deadline: NONE

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: CALLHOME

Evaluation Period:
Evaluation Mode: In Use
Evaluation Period Remaining: 83 days, O hr,

License Usage

License Authorization Status: EVALUATION MODE
Evaluation Period Remaining: 83 days, O hr,

UCC 5G SMF BASE (SMF_BASE)

5 min, 15 sec

5 min, 15 sec

Description: Ultra Cloud Core - Session Management Function (SMF), Base Minimum

Count: 1

Version: 1.0

Status: EVAL MODE

Export status: RESTRICTED_NOTALLOWED
Feature Name: <empty>

Feature Description: <empty>

Product Information

UDI: PID:SMF,SN:6GKJ20A-NMUWA7Y

Agent Version

Smart Agent for Licensing: 3.0.13

SMF#
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Monitoring and Troubleshooting Smart Licensing

You can use the following show commands to view Smart Licensing related information in the SMF Ops
Center.

show license [ all | UDI | displaylevel | reservation | smart | status |
summary | tech-support | usage ]

NOTES:

« all — Displays an overview of Smart Licensing information that includes license status, usage, product
information and Smart Agent version.

« UDI - Displays Unique Device Identifiers (UDI) details.

« displaylevel — Depth to display information.

e reservation — Displays Smart Licensing reservation information.
e smart — Displays Smart Licensing information.

* status — Displays the overall status of Smart Licensing.

e summary - Displays a summary of Smart Licensing.

« tech-support — Displays Smart Licensing debugging information.

« usage — Displays the license usage information for all the entitlements that are currently in use.
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CHAPTER 5

SMF Rolling Software Update

« Feature Summary and Revision History, on page 61
* Introduction, on page 61
« Updating SMF, on page 63

Feature Summary and Revision History

Summary Data

Table 11: Summary Data

Applicable Product(s) or Functional Area SMF
Applicable Platform(s) SMI
Feature Default Setting Not Applicable
Related Changes in this Release Not Applicable
Related Documentation Not Applicable

Revision History

Table 12: Revision History

Revision Details Release
First introduced. Pre-2020.02.0
Introduction

The Cisco SMF has a three-tier architecture consisting of Protocol, Service, and Session tiers. Each tier includes
a set of microservices (pods) for a specific functionality. Within these tiers, there exists a Kubernetes Cluster
comprising of Kubernetes (K8s) master, and worker nodes (including Operation and Management nodes).
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SMF Rolling Software Update |

For high availability and fault tolerance, a minimum of two K8s worker nodes are required for each tier. You
can have multiple replicas for each worker node. Kubernetes orchestrates the pods using the StatefulSets

controller. The pods require a minimum of two replicas for fault tolerance.

Figure 9: SMF Architecture
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The following figure depicts an SMF K8s Cluster with 12 nodes — three Master nodes, three Operations and
Management (OAM) worker nodes, two Protocol worker nodes, two Service worker nodes, and two Session
(data store) worker nodes.

Figure 10: SMF Kubernetes Cluster
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Note

» OAM worker nodes: These nodes host the Ops Center pods for configuration management and metrics

pods for statistics and Key Performance Indicators (KPIs).

« Protocol worker nodes: These nodes host the SMF protocol-related pods for service-based interfaces

(N11, N7, N10, N40, NRF) and UDP-based protocol interfaces (N4, S5/S8).

« Service worker nodes: These nodes host the SMF application-related pods that perform session
management processing.

« Session worker nodes: These nodes host the database-related pods that store subscriber session data.
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Updating SMF .

Updating SMF

The following section describes the procedure involved in updating the SMF software.

Rolling Software Update Using SMI Cluster Manager

The SMF software update or in-service update procedure utilizes the K8s rolling strategy to update the pod
images. In K8s rolling update strategy, the pods of a StatefulSet are updates sequentially to ensure that the
ongoing process remains unaffected. Initially, a rolling update on a StatefulSet causes a single pod instance
to terminate. A pod with an updated image replaces the terminated pod. This process continues until all the
replicas of the StatefulSet are updated. The terminating pods exit gracefully after competing all the ongoing
processes. Other in-service pods continue to receive and process the traffic to provide a seamless software
update. You can control the software update process through the Ops Center CLI.

Note

Each pod needs a minimum of two pods for high availability. In a worst-case scenario, the processing capacity
of the pod may briefly reduce to 50% while the software update is in-progress.

The following figure illustrates an SMF rolling update for SMF REST Endpoint pods (two replicas) on Protocol
worker nodes along with SMF Service pods (three replicas) on Service worker nodes.
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Figure 11: SMF Rolling Update
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The prerequisites for upgrading SMF are:

SVC-1

‘ SVC-2

L SVC-3

« All the nodes — including all the pods in the node — are up and running.

« A patch version of the SMF software.

N

LBLERY

Note  Currently, major versions does not support rolling upgrade.
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[ 1

SMF Health Check [}

Important

Trigger rolling upgrade only when the CPU usage of the nodes is less than 50%.

SMF Health Check
You need to perform an health check to ensure that all the services are running and nodes are in ready state.
To perform an health check:
1. Log in to master node and use the following configuration
kubectl get pods -n smi
kubectl get nodes
kubectl get pod --all-namespaces -o wide
kubectl get pods -n smf-wsp -o wide
kubectl get pods -n cee-wsp -0 wide
kubectl get pods -n smi-vips -0 wide
helm list
kubectl get pods -A | wc -1
©
Important ~ Ensure that all the services are running and nodes are in ready state before you proceed further.

Preparing the Upgrade

This section describes the procedure involved creating a backup configuration, logs and deployment files. To
backup the files:

1
2.

Log in to the SMI Cluster Manager Node as an ubuntu user.

Create a new directory for deployment.

Example:

test@smismf-cm01l:~$ mkdir -p “temp_$(date +"%m%d%Y_T%H%M")" && cd "$_""

Move all the working files into the newly created deployment directory.

Untar the smf deployment file.

Example:

test@smilsmfOl-cmOl:~/temp_08072019 T1651$ tar -xzvf smf.2020.01.0-1.SPA.tgz

-/

./smf_REL_KEY-CCO_RELEASE.cer
./cisco_x509_verify_release.py
./smf.2020.01.0-1.tar
./smf_2020.01.0-1.tar.signature.SPA
./smf.2020.01.0-1.tar.SPA_README

Verify the downloaded image.

Example:

test@smilsmf0l-cm0l:~/temp_08072019_T1651$ cat smf.2020.01.0-1.tar.SPA_README
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. Back Up Ops Center Configuration

|

Important  Follow the procedure mentioned in the SPA.README file to verify the build before proceeding to the next
step.

Back Up Ops Center Configuration
This section describes the procedure involved in creating a backup of the Ops Center configurations.
To perform a backup of the Ops Center configurations:
1. Log into SMI Cluster Manager node as an ubuntu user.

2. Runthe following command to backup the SMI Ops Center configuration to /home/ubuntu/smiops.backup
file.

ssh -p <port_number> admin@$(kubectl get svc -n smi | grep
" .*netconf.*<port_number>" | awk "{ print $4 }") "show run | nomore"
> smiops.backup_$(date +"%m%d%Y_T%H%UM")

3. Runthe following command to backup the CEE Ops Center configuration to /home/ubuntu/ceeops.backup
file.
ssh admin@<cee-vip> "'show run | nomore' > ceeops.backup $(date
+"%mY%d%Y_T%H%M ™)

4. Run the following command to backup the SMF Ops Center configuration to
/home/ubuntu/smfops.backup file.

ssh admin@<smf-vip> "show run | nomore" > smfops.backup_$(date
+"%m%d%Y_T%H%M ")

Back Up CEE and SMF Ops Center Configuration
This section describes the procedure involved in creating a backup of CEE and Ops Center configuration from
the master node. To perform a backup of CEE and Ops Center configuration:

1. Log in to the master node as an ubuntu user.
2. Create a directory to backup the configuration files.
mkdir backups_$(date +"%m¥bd%Y T%H%WM") && cd "'$ '
3. Backup the SMF Ops Center configuration and verify the line count of the backup files.

ssh -p <port_number> admin@$(kubectl get svc -n $(kubectl get namespaces
| grep -oP "smf-(\d+|\w+)") | grep <port_number> | awk "{ print $3

}") "show run | nomore" > smfops.backup_$(date +"%m%d%Y_T%H%M") && wc
-1 smfops.backup_$(date +"%m%d%Y_T%H%M"™)

Example:

ubuntu@posmf-mas01:~/backups_09182019_T2141$ ssh -p 2024 admin@$(kubectl get svc -n
$(kubectl get namespaces | grep -oP "smf-(\d+|\w+)") | grep <port_number> | awk "{ print
$3 }") "show run | nomore" > smfops.backup_$(date +"%m%bd%Y_T%H%M") && wc -1
smfops.backup_$(date +"%mbd%Y_T%H%M")

admin@<ipv4address>"s password: smf-OPS-PASSWORD

334 smfops.backup
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4.

Staging a New SMF Image .

Backup the CEE Ops Center configuration and verify the line count of the backup files.

ssh -p <port_number> admin@$(kubectl get svc -n $(kubectl get namespaces
| grep -oP "cee-(\d+|\w+)") | grep <port_number> | awk "{ print $3

}°) "show run | nomore"™ > ceeops.backup_$(date +"%m%d%Y_T%H%M") && wc
-1 ceeops.backup_$(date +"%m%d%Y_T%H%M")

Example:

ubuntu@posmf-mas01:~/backups_09182019_T2141$ ssh -p <port_number> admin@$(kubectl get
svc -n $(kubectl get namespaces | grep -oP "cee-(\d+|\w+)") | grep <port_number> | awk
*{ print $3 }") "show run | nomore" > ceeops.backup_$(date +"%m%d%Y_T%H%M") && wc -1
ceeops.backup_$(date +"%mbd%Y_T%H%M")

admin@<ipv4address>"s password: CEE-OPS-PASSWORD

233 ceeops.backup

Move the SMI Ops Center backup file (from the SMI Cluster Manager) to the backup directory.

scp $(grep cm01l /etc/hosts | awk "{ print $1
}7) :/home/ubuntu/smiops.backup_$(date +"%m%d%Y_T%H%M")

Example:

ubuntu@posmf-mas01:~/backups_09182019_T2141$ scp $(grep cmOl /etc/hosts | awk "{ print

$1 }"):/home/ubuntu/smiops.backup_$(date +"%m%d%Y_T%H%BM") .

ubuntu@<ipv4address>"s password: SMI-CM-PASSWORD

smiops.backup 100% 9346 22 .3MB/s
00:00

Verify the line count of the backup files.

Example:

ubuntu@posmf-mas01:~/backups_09182019_T2141% wc -1 *
233 ceeops.backup
334 smfops.backup
361 smiops.backup
928 total

Staging a New SMF Image

\)

This section describes the procedure involved in staging a new SMF image before initiating the upgrade.

To stage the new SMF image:

1
2.
3.

Download and verify the new SMF image.
Log in to the SMI Cluster Manager node as an ubuntu user.

Copy the images to Uploads directory.

sudo mv <smf_new_image.tar> /data/software/uploads

Note

The SMI uses the new image present in the Uploads directory to upgrade.

4.

Verify whether the image is picked up by the SMI for processing from the Uploads directory.
sleep 30; Is /data/software/uploads

Example:
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. Triggering the Rolling Software Upgrade

)

ubuntu@posmf-cm0l:~/temp_08072019 T1651% sleep 30; Is /data/software/uploads
ubuntu@posmf-cm0l:~/temp_08072019 T1651%

Verify whether the images were successfully picked up and processed.

Example:

auser@unknown:$ sudo du -sh /data/software/packages/*
1.6G /data/software/packages/cee.2019.07

5.3G /data/software/packages/smf.2019.08-04

16K /data/software/packages/sample

Note

The SMI must unpack the images into the packages directory successfully to complete the staging.

Triggering the Rolling Software Upgrade

| A

The SMF utilizes the SMI Cluster Manager to perform a rolling software update. To update SMF using SMI
Cluster Manager, use the following configurations:

Important

)

Before you begin, ensure that SMF is up and running with the current version of the software.

Log in to SMI Cluster Manager Ops Center.
Download the latest TAR ball from the URL.
software-packages download url

Example:

SMI Cluster Manager# software-packages download <url>
Verify whether the TAR balls are loaded.
software-packages list

Example:

SMI Cluster Manager# software-packages list

[ smf-2019-08-21 ]

[ sample ]

Update the product repository URL with the latest version of the product chart.

Note

If the repository URL contains multiple versions, the Ops Center automatically selects the latest version.

configure
cluster cluster_name
ops-centers app_name smf_instance_name
repository url
exit
exit

Example:
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SMI Cluster Manager# config

SMI Cluster Manager(config)# clusters test2

SMI Cluster Manager(config-clusters-test2)# ops-centers smf data
SMI Cluster Manager(config-ops-centers-smf/data)# repository <url>
SMI Cluster Manager(config-ops-centers-smf/data)# exit

SMI Cluster Manager(config-clusters-test2)# exit

5. Run the cluster sync command to update to the latest version of the product chart.
clusters cluster_name actions sync run
Example:

SMI Cluster Manager# clusters test2 actions sync run

|

Important « The cluster synchronization updates the SMF Ops Center, which in turn updates the application pods
(through helm sync command) one at a time automatically.

» When you trigger rolling upgrade on a specific pod, the SMF avoids routing new calls to that pod.

» The SMF honors in-progress call by waiting for 30 seconds before restarting the pod where rolling
upgrade is initiated. Also, the SMF establishes all the in-progress calls completely within 30 seconds
during the upgrade period (maximum call-setup time is 10 seconds).

N

Note « softwar e-packages download url — Specifies the software packages to be downloaded through
HTTP/HTTPS.

* software-packageslist — Specifies the list of available software packages.
« cluster — Specifies the K8s cluster.
« cluster_name — Specifies the name of the cluster.

* ops-centersapp_name instance_name — Specifies the product Ops Center and instance. app_name is
the application name. instance_name is the name of the instance.

* repository url — Specifies the local registry URL for downloading the charts.
« actions — Specifies the actions performed on the cluster.

* sync run — Triggers the cluster synchronization.

Monitoring the Upgrade

You can monitor the status of the upgrade through SMI Cluster Manager Ops Center. To monitor the upgrade
status, use the following configurations:

configure
clusters cluster_name actions sync run debug true
clusters cluster_name actions sync logs
monitor sync-logs cluster_name
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