afran]n
CISCO.

L]
g
]
=
=
-
B
s
B
]
i

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release
2023.01 - Configuration and Administration Guide

First Published: 2023-01-24
Last Modified: 2023-01-23

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

CONTENTS

PREFACE About this Guide xxxiii

Conventions Used  xxxiii

Contacting Customer Support — xxxiv

CHAPTER 1 5G Architecture 1
Overview 1
Control Plane Network Functions 1
User Plane Network Function 2
Subscriber Microservices Infrastructure Architecture 2

Control Plane Network Function Architecture 4

CHAPTER 2 cnSGW-C Overview 7

Product Description 7

Converged Core Overview 7

Use Cases 8

Deployment Architecture and Interfaces 12
cnSGW-C Architecture 12
cnSGW-C Deployment 13
Converged Core Architecture 14
Converged Core Deployment 15
Supported Interfaces 16

Life Cycle of Data Packet 16

License Information 17

Standards Compliance 17

CHAPTER 3 Deploying and Configuring cnSGW-C through Operations Center 19

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Feature Summary and Revision History 19
Summary Data 19
Revision History 19
Feature Description 20
cnSGW-C Ops Center 20
Prerequisites 20
cnSGW-C Service Configuration 21
Mapping Pods with Node Labels 21
Deploying and Accessing cnSGW-C 22
Deploying cnSGW-C 22
Accessing the cnSGW-C Ops Center 22
Day 0 Configuration 22
Loading Day 1 Configuration 25
Daylconfig.cli 25

CHAPTER 4 Smart Licensing Support 43
Feature Summary and Revision History 43
Summary Data 43
Revision History 43
Smart Software Licensing 44
Cisco Software Central 44
Smart Accounts and Virtual Accounts 44
Requesting a Cisco Smart Account 44
cnSGW-C Smart Licensing 45
Software Tags and Entitlement Tags 45
Multiple Entitlement Tags 46
Feature Description 46
How it Works 46
Sample Configuration 47
Configuration Checks 48
Troubleshooting 49
Configuring Smart Licensing 49
Users with Access to Cisco Software Central 49

Users without Access to Cisco Software Central 53

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Viewing the Smart Licensing information 57

CHAPTER 5 cnSGW-C Rolling Software Update 59
Feature Summary and Revision History 59
Summary Data 59
Revision History 59
Introduction 59
Updating cnSGW-C 60
Rolling Software Update Using the SMI Cluster Manager 61
Prerequisites 62
Triggering the Rolling Software Upgrade 66
Monitoring the Update Procedure 67
Viewing the Pod Details 68
Rolling Software Update on Non-SMI Cluster 70

CHAPTER 6 Pods and Services Reference 73
Feature Summary and Revision History 73
Summary Data 73
Revision History 73
Feature Description 73
Pods 74
UDP Proxy Pod 176
Feature Description 76
Services 78
Open Ports and Services 80
Associating Pods to the Nodes 82
Viewing the Pod Details and Status 82
Pod Details 83

States 83

CHAPTER 7 3GPP RAN/NAS Cause Codes Support 85
Feature Summary and Revision History 85
Summary Data 85
Revision History 85

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Feature Description 85
How it Works 87
Call Flows 87
Create Bearer Procedure Call Flow 87
Update Bearer Procedure Call Flow 88
Delete Bearer Command Procedure Call Flow 89

Delete Session Procedure Call Flow 90

CHAPTER 8 Access Bearer Release Support 93
Feature Summary and Revision History 93
Summary Data 93
Revision History 93
Feature Description 93
How it Works 94
Call Flows 94

Release Access Bearer (Active to IDLE Transaction) Call Flow 94

CHAPTER 9 APN Profile Support 97

Feature Summary and Revision History 97
Summary Data 97
Revision History 97

Feature Description 98

Feature Configuration 98
Configuring DNN Profile 98
Configuring Network Element Profile 98
Configuration Modification Impact 99

Troubleshooting Information 100

Configuration Errors 100

CHAPTER 10 Change Notification Request Handling 101
Feature Summary and Revision History 101
Summary Data 101
Revision History 101

Feature Description 101

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Standards Compliance 102
How it Works 102
Call Flows 102
Change Notification Request Call Flow 102
OAM Support 104
Bulk Statistics Support 104

CHAPTER 11 Clear Subscriber Request 107

Feature Summary and Revision History 107
Summary Data 107
Revision History 107

Feature Description 107
Standards Compliance 108

How it Works 108
Supported Clear Command 109
Call Flows 109

Clear PDN Call Flow 109

CHAPTER 12 Context Replacement Support 113
Feature Summary and Revision History 113
Summary Data 113
Revision History 113
Feature Description 114
How it Works 114
Call Flows 114
Full Context Replacement Call Flow 114
Partial Context Replacement Call Flow 115
OAM Support 119
Bulk Statistics 119

CHAPTER 13 Dedicated Bearer Support 121
Feature Summary and Revision History 121
Summary Data 121
Revision History 121

Contents .

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Feature Description 121
Setup and Update Dedicated Bearers 122
Feature Description 122
How it Works 122
Call Flows 122
Delete Dedicated Bearers 129
Feature Description 129
How it Works 129
Call Flows 129

CHAPTER 14 Delete Bearer and Delete Session Request 133
Feature Summary and Revision History 133
Summary Data 133
Revision History 133
Feature Description 133
Delete from MME 134
Delete from PGW 134
Standard Compliance 134
How it Works 134
Call Flows 134

CHAPTER 15 Downlink Data Notification 139
Feature Summary and Revision History 139
Summary Data 139
Revision History 139
Feature Description 140
DDN Message Handling 140
Feature Description 140
How it Works 140
Call Flows 140
Feature Configuration 146
Configuring the DDN Failure Timer 147
Configuring DDN No User Connect Retry Timer 147

Configuration Example 148

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Configuration Verification 148
Control Messages Triggered DDN Support 148
Feature Description 148
How it Works 148
Call Flows 148
Feature Configuration 150
Configuration Example 150
Configuration Verification 150
Disabling the DDN Control Procedure 150
DDN Advance Features 150
Feature Description 150
How it Works 151
Call Flows 151
Standards Compliance 157
Feature Configuration 157
Configuration Example 158
OAM Support 158
Bulk Statistics 158

CHAPTER 16 DSCP Marking Support 161

Feature Summary and Revision History 161
Summary Data 161
Revision History 161

Feature Description 162

DSCP Marking for Data Packets 162
Feature Description 162
How it Works 162
Feature Configuration 162
Configuration Example 164
Configuration Verification 164

DSCP Marking for CP Signaling Messages 164
Feature Description 164
Feature Configuration 164

Configuring DSCP under S11 Interface for GTP Endpoint 165

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Configuring DSCP under S5e Interface for GTP Endpoint 165

Configuring DSCP under Sxa Interface for Protocol Endpoint 166

Removing DSCP Configuration 166

CHAPTER 17 Dynamic Routing by Using BGP 169

Feature Summary and Revision History 169

Summary Data 169

Revision History 169

Feature Description 170

How it Works 170

External Network Failure 172

Geo Switchover 172

Internal Network Failure 173

Local Switchover 173

Recovery and Failback 173

Call Flows 174

Publish Route for Incoming Traffic in an Active-Standby Mode 174

Single Protocol Pod Failure Call Flow 175

Learn Route for Outgoing Traffic Call Flow
Configuring Dynamic Routing by Using BGP

Monitoring and Troubleshooting

CHAPTER 18

Feature Summary and Revision History

Summary Data

Revision History
Feature Description

Limitations 186
How it Works 186

Call Flows 186

Create Emergency Session Call Flow

OAM Support

Bulk Statistics Support

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide

Emergency Call Support

188

176
177
180

185
185

185

185
185

186

188



CHAPTER 19 Extended and Non-Standard QCI Values Support and Validation
Feature Summary and Revision History 189
Summary Data 189
Revision History 189
Feature Description 189

Validation for Extended and Non-Standard QCI Values 190

189

Contents .

Support and Validation for Extended and Non-Standard QCI Values for VOLTE Marking 190

CHAPTER 20 eMPS/WPS Support 191

Feature Summary and Revision History 191
Summary Data 191
Revision History 191

Feature Description 191

eMPS/WPS Support 192
Feature Description 192
Feature Configuration 192

Configuring WPS Profile 192

Configuring WPS-Profile and SGW-Profile Association 193
Configuring WPS-Profile and DNN-Profile Association 193

OAM Support 194
Bulk Statistics Support 194
eMPS GTPv2 Load/Overload Self Protection Exclusion Support
Feature Description 195
Feature Configuration 195

Configuring Overload Exclude Profile 195

Configuring the Overload-Profile and the SGW-Profile Association

CHAPTER 21 Failureand Error Handling Support 199
Feature Summary and Revision History 199
Summary Data 199
Revision History 199
Overview 200

Attach and Detach Failure and Error Handling 200

195

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Create Session Request Failure Handling 200
Delete Default Bearer Procedure Failure Handling 201
Delete Session Procedure Failure Handling 202
Session Setup Timer during Attach Procedure 202
Create-Update-Delete Bearer Request and Response Failure and Error Handling 203
Create Bearer Procedure Failure Handling 203
Delete Dedicated Bearer Procedure Failure Handling 204
Update Bearer Procedure Failure Handling 205
Radio Access Bearer/Modify Bearer Request Failure and Error Handling 208
Support for Failure Cause Code, Cause Source, and Bearer Context Error 210
Failure Cause Code 210
Cause Source 210

Bearer Context Error 210

CHAPTER 22 GTPC and Sx Path Management 211
Feature Summary and Revision History 211
Summary Data 211
Revision History 212
Feature Description 212
GTPC and Sx Path Management 212
Feature Description 212
Feature Configuration 212
Configuring the Echo Parameters 213
Configuring Heartbeat 213
Viewing the Peer Configuration 214
Configuration Example 215
OAM Support 215
Alerts 215
Bulk Statistics Support 215
GTPC Path Failure 217
Feature Description 217
How it Works 218
GTPC Path Failure Detection 218
Path Failure Handling 218

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Feature Configuration 219
Configuring Action on Path Failure Detection 219
Configuring Notification to Update the Peer Node 219
Configuration Example 219

OAM Support 219
Bulk Statistics Support 219

Sx Path Failure 220

Feature Description 220

How it Works 220
Sx Path Failure Detection 221
Path Failure Handling 221
Heartbeat Handling 221

OAM Support 221
Bulk Statistics Support 221

Customization of Path Failure Detection 222

Feature Description 222

Feature Configuration 222
Configuring Sx Path Failure Customization 223
Configuring GTPC Path Failure Customization 223

OAM Support 224
Bulk Statistics Support 224

CHAPTER 23 GTPU Error Indication 227
Feature Summary and Revision History 227
Summary Data 227
Revision History 227
Feature Description 228
How it Works 228
Error Indication Support 228
Default Bearer with slu as local-purge Call Flow 229
Dedicated Bearer with slu as local-purge Call Flow 231
Dedicated Bearer (IDFT) with slu as local-purge Call Flow 232
Default/Dedicated Bearer with slu as page-ue Call Flow 234

Default Bearer with s5u as local-purge/signal-peer Call Flow 235

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Dedicated Bearer with s5u as local-purge/signal-peer Call Flow 237
Graceful Termination 239
Graceful Termination Call Flow 239
Session Replacement 241
Session Replacement for Default Bearer Call Flow 241
Session Replacement for Dedicated Bearer Call Flow 243
Feature Configuration 245
Configuration Example 245
Conifguration Verification 246
OAM Support 246
Bulk Statistics 246

CHAPTER 24 GTPU Path Failure 249
Feature Summary and Revision History 249
Summary Data 249
Revision History 249
Feature Description 250
How it Works 250
Call Flows 251
Path Failure for Default Bearer Call Flow 251
Path Failure for Dedicated Bearer Call Flow 252
Feature Configuration 254
Configuration Example 254
Configuration Verification 255
GTPU Path Failure OAM Support 255
Bulk Statistics 255

CHAPTER 25 GTPv2 and Sx M essages Retransmission and Timeout Handling 257
Feature Summary and Revision History 257
Summary Data 257
Revision History 257
Feature Description 257
How it Works 258

Inbound Message Retransmission 258

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Call Flows 258
GTPCv2 (GTPC-EP or Service) Call Flow 258
Sxa (smf-proto or Service) Call Flow 260
Configuring the Dispatcher 261
Configuration Example 262

Configuration Verification 262

CHAPTER 26 GTPv2 Load/Overload Support 265
Feature Summary and Revision History 265
Summary Data 265
Revision History 265
Feature Description 265
Configuring the GTPv2 Load and Overload Feature 267
Configuring the Load Profile 267
Configuration Example 268
Configuring the Exclude Profile 268
Configuration Example 269
Configuring the Overload Condition Profile 269
Configuring the Maximum Session Count 270
Configuration Example 270
Configuring the Overload-Profile and the SGW-Profile Association 271
Configuration Example 272
Configuration Verification 273
GTPv2 Load and Overload OAM Support 273
Bulk Statistics 273

CHAPTER 27 GTPv2 Message Validation 275
Feature Summary and Revision History 275
Summary Data 275
Revision History 275
Feature Description 275
How it Works 276
Call Flows 276
Basic and Advance Validation on SGW-Ingress (S11) Call Flow 276

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Basic and Advance Validation on SGW-Egress (S5) Call Flow 278

CHAPTER 28 IDFT Support 281
Feature Summary and Revision History 281
Summary Data 281
Revision History 281
Feature Description 281
Standards Compliance 282
How it Works 282
Call Flows 282
IDFT Support without SGW Relocation Call Flow 282
IDFT Support with SGW Relocation Call Flow 284
5G to 4G Handover Flow for Pure-S Call Flow 285
4G to 5G Handover Flow for Pure-S Call Flow 287
Create IDFT (System-level) Call Flow 289
Delete IDFT (System-level) Call Flow 291
OAM Support 292
Viewing IDFT Configuration 292
Failure Handling 294
Bulk Statistics Support 296

CHAPTER 29 Idle Session Timeout Settings 297
Feature Summary and Revision History 297
Summary Data 297
Revision History 297
Feature Description 297
How it Works 298
Call Flows 298
Inactivity Report Call Flow 298
Idle Timer Handling on UPF Call Flow 300
Reactivity Report Call Flow 302
Clear Call Handling Call Flow 303
Feature Configuration 304

Configuration Example 304

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Configuration Verification 304

CHAPTER 30 Initial Attach Support 305

Feature Summary and Revision History 305
Summary Data 305
Revision History 305

Feature Description 306

How it Works 306
Call Flows 306

Initial Attach Call Flow 306

Standards Compliance 309

Support for Backoff Timer, Origination TimeStamp, and MaxWait Time 309
Backoff Timer 309
Origination Time Stamp 309
MaxWaitTime 310

CHAPTER 31 Inter System RAT Handover 311
Feature Summary and Revision History 311
Summary Data 311
Revision History 311
Feature Description 311
How it Works 312
Call Flows 312
Wi-Fi to LTE Success Call Flow 312
GnGp to LTE Handover with OI Indicator Set Call Flow 314
GnGp to LTE Handover with OI Indicator Unset Call Flow 315

Standards Compliance 317

CHAPTER 32 Intra-MME and Inter-MME Handover Procedures 319
Feature Summary and Revision History 319
Summary Data 319
Revision History 319
Feature Description 319

How it Works 320

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Call Flows 320

Inter-MME Handover Active-Active Transition Call Flow 320

Intra-MME Handover Active-Active Transition Call Flow 321

Inter/Intra-MME Handover Idle-Idle Transition Call Flow 322

Inter/Intra-MME Handover Active-Idle Transition Call Flow 323

Inter-MME Handover and Multi-PDN Handling Active-Idle Transition with ULI Change Call

Flow 324

Inter-MME Handover with Bearer Context Marked for Removal Call Flow 325

Intra-MME and Inter-MME Handover Procedures OAM Support 327

Bulk Statistics 327

CHAPTER 33 MCC/MNC Configuration in the SGW Service 329
Feature Summary and Revision History 329
Summary Data 329
Revision History 329
Feature Description 329
How it Works 330
Call Flows 330
PLMN-type Detection Call Flow 330
Configuring the MCC or the MNC in the SGW Service
Configuration Example 331
OAM Support 332
Bulk Statistics Support 332

CHAPTER 34 M essage | nter actions Support 335

Feature Summary and Revision History 335
Summary Data 335
Revision History 335

Feature Description 336

How it Works 337
Call Flows 337

CBR Multi-PDN Call Flow 337

331

Graceful Stop the Existing PDN Procedure Call Flow 340
Inter MME Handover with Multi-PDN Handling (With PGW Interaction) Call Flow 343

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Multi PDN Call X2 Handover SGW Relocation to cnSGW-C Call Flow 344
Multi-PDN S1 Handover SGW Relocation to Service-Pod (SGW) Call Fow 346
Multiple CBR for Same PDN Call Flow 349

Collision Resolver Discard Handling Call Flow 352

Suspend Handling Call Flow 353

Abort Handling of Low-Priority Procedure Call Flow 356

Double Delete Optimization Call Flow 357

CHAPTER 35 Modify and Delete Bearer Command Support 361
Feature Summary and Revision History 361
Summary Data 361
Revision History 361
Feature Description 361
How it Works 362
Call Flows 362
MBC Failure Handling Call Flow 362
MBC Success Handling Call Flow 363
DBC Failure Handling Call Flow 365
DBC Success Handling Call Flow 366

CHAPTER 36 Modify Bearer Request Support 369
Feature Summary and Revision History 369
Summary Data 369
Revision History 369
Feature Description 369
How it Works 370
Call Flows 370
UE-Triggered Service Request without PGW Interaction Call Flow 370
UE-Triggered Service Request with PGW Interaction Call Flow 371

CHAPTER 37 Monitor Subscriber and Protocol Support 375
Feature Summary and Revision History 375
Summary Data 375
Revision History 375

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Feature Description 375
Feature Configuration 376
Configuring the Monitor Subscriber 376
Configuration Example 377
Configuring the Monitor Protocol 399
Configuration Example 400
Configuring the Transaction Messages 411
Configuration Example 411

Accessing the Logs 415

CHAPTER 38 Multiple PDN Attach or Detach Procedures 417
Feature Summary and Revision History 417
Summary Data 417
Revision History 417
Feature Description 417
How it Works 418
Call Flows 418
UE-requested PDN Connection Call Flow 418
UE-requested or the MME-requested PDN Disconnection Call Flow 421
PGW-requested Disconnection Call Flow 423

CHAPTER 39 Performance Optimization Support 427

Feature Summary and Revision History 427
Summary Data 427
Revision History 429

Feature Description 430

Async BG-IPC from GTPC-EP towards SGW-Service 431
Feature Description 431

Batch ID Allocation, Release, and Reconciliation Support 431
Feature Description 431
How it Works 431
Feature Configuration 432
OAM Support 432

Bulk Statistics 432

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Cache Pod Optimization 434
Feature Description 434
CDL Flush Interval and Session Expiration Tuning Configuration 434
Feature Description 434
Feature Configuration 434
Configuration Example 435
DDN Call Flow Optimization 435
Feature Description 435
How it Works 435
Call Flows 435
Feature Configuration 439
Configuration Example 440
OAM Support 440
Bulk Statistics 440
DDN Timeout Configuration 440
Feature Description 440
Feature Configuration 440
Domain-based User Authorization Using Ops Center 441
Feature Description 441
How it Works 441
Feature Configuration 442
Configuration Example 443
Configuration Verification 443
Edge Echo Implementation 443
Feature Description 443
How it Works 444
OAM Support 444
Bulk Statistics Support 444
ETCD Peer Optimization Support 445
Feature Description 445
How it Works 445
Optimized GTPv2 Encoder and Decoder 446
Feature Description 446

Feature Configuration 446

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Configuration Example 447
OAM Support 447
Bulk Statistics Support 448
GTPC Endpoint with GR Split 448
Feature Description 448
How it Works 448
GTPC Endpoint Interface Split with S11 and S5 449
Feature Description 449
How it Works 449
Feature Configuration 450
Configuration Example 451
GTPC IPC Cross-rack Support 451
Feature Description 451
How it Works 453
Call Flows 454
Feature Configuration 457
Configuration Example 458
OAM Support 458
KPI Support 458
Interservice Pod Communication 459
Feature Description 459
How it Works 460
Call Flows 460
OAM Support 462
Statistics Support 462
MBR Call Flow Optimization 462
Feature Description 462
How it Works 462
Call Flows 463
Feature Configuration 470
Configuration Example 471
Configuration Verification 471
OAM Support 471
Bulk Statistics Support 471

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

Maintenance Mode 472
Feature Description 472
How it Works 472
Limitations 473
Enabling or Disabling Maintenance Mode 473
Enabling or Disabling Maintenance Mode Example 473
Verifying the Maintenance Mode State 473
Partial CDL Update for Idle-Active Call Flow 473
Feature Description 473
How it Works 474
Limitations 475
Feature Configuration 475
Configuration Example 475
OAM Support 475
Bulk Statistics Support 475
PFCP Session Report with DLDR Throttling Support 476
Feature Description 476
How it Works 476
Feature Configuration 476
Configuration Example 477
Configuration Verification 477
OAM Support 478
Bulk Statistics Support 478
Resiliency Handling 478
Feature Description 478
How it Works 479
Feature Configuration 479
Configuration Example 481
Configuration Verification 481
OAM Support 481
Bulk Statistics Support 482
Roaming Peer Path Management Optimization 482
Feature Description 482

How it Works 482

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

CHAPTER 40

CHAPTER 41

Feature Configuration 483
Configuring the Operator Policy and Subscriber Policy 483
Configuration Example 484
Configuring the Default Gateway 485
Configuration Example 485
Configuration Verification 485
OAM Support 486
Bulk Statistics Support 486
Flag DB Database Updates 486
Feature Description 486
OAM Support 487
Bulk Statistics Support 487
UDP Proxy Functionality Merged into Protocol Microservices 487
Feature Description 487
PFCP Protocol Endpoint with UDP Proxy Bypass 488
GTPC Protocol Endpoint with UDP Proxy Bypass 488

Presence Reporting Area 493
Feature Summary and Revision History 493
Summary Data 493
Revision History 493
Feature Description 493

How it Works 494

Redundancy Support 497
Feature Summary and Revision History 497
Summary Data 497
Revision History 497
High Availability Support 498
Feature Description 498
High Availability of UDP Proxy 498
Architecture 498
cnSGW-C Pod and VM Deployment Layout 498
How it Works 499

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Configuring Pod-level Labelling and Replicas 500
Configuration Example 500

Configuration Verification 500

Geographic Redundancy Support 501

Feature Description 501
How it Works 501
Overview 501
GR Triggers 502
Site Roles 503
General Guidelines 503
Instance Awareness 504
Configuring GR Instance 504
Configuring Endpoint Instance Awareness 505
Configuring Profile cnSGW-CSMF Instance Awareness
Configuring cnSGW-C Endpoint 507
Dynamic Routing 509
Configuring Dynamic Routing by Using BGP 511
Configuring BGP Speaker 514
IPAM 515
Configuring [IPAM 516
Geo Replication 517
Configuring ETCD/Cachepod Replication 518
Geo Monitoring 519
POD Monitoring 519
Remote Cluster Monitoring 519
Traffic Monitoring 520
BFD Monitoring 521
CDL GR Deployment 523
Prerequisites for CDL GR 523
CDL Instance Awareness and Replication 524
Lawful Intercept 528
RADIUS Configuration 529
Software Upgrade on GR Pairs 530
Manual CLI Switchover 534

507

Contents .

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Geo Switch Role 534
Geo Reset Role 534
Troubleshooting 534
show/clear Commands 534
Monitor Subscriber 545
Monitor Protocol 547
Geographic Redundancy OAM Support 547
Prerequisites for RMA Process 547
Health Check 548
Recovery Procedure 552
Key Performance Indicators (KPIs) 554
Bulk Statistics 560
Alerts 562
Maintenance Mode 569

CHAPTER 42 Service Configuration Enhancements 571
Feature Summary and Revision History 571
Summary Data 571
Revision History 571
Feature Description 571
Feature Configuration 572
Configuring the SGW Profile 572
Configuration Example 572
Configuration Verification 572
Configuring the Subscriber Policy 573
Configuration Example 574
Configuring the Operator Policy 574
Configuration Example 574
Configuring the Policy DNN 574
Configuration Example 575
Configuration Modification Impact 576
Troubleshooting Information 577

Configuration Errors 577

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Contents .

CHAPTER 43 SGW Charging Support 579
Feature Summary and Revision History 579
Summary Data 579
Revision History 579
Feature Description 579
Architecture 580
Roaming Support 581
How it Works 581
Call Flows 581
URR Installation on Initial Attach Call Flow 581
SGW CDR Call Flow 583
URR Removal and CDR Reporting on Detach Call Flow 585
Usage Report on Hitting Threshold Call Flow 587
URR Installation for Dedicated Bearer Call Flow 589
URR Removal and CDR Generation on Deletion of Dedicated Bearer Call Flow 590
Volume Reporting on S11 Trigger Call Flow 592
Volume Reporting on S5 Trigger Call Flow 594
Standards Compliance 596
Limitations 596
Feature Configuration 597
CLI Configuration 597
Configuring the cnSGW-C Charging Profile or GTP Prime 598
Configuring the Charging Mode 603
Configuring the cnSGW-C Charging Threshold 603
Configuring cnSGW-C Charging Threshold and cnSGW-C Charging Profile Association 605
Configuring Call Control Profile 606
Configuring Charging Characteristics Under Call Control Profile 607
Show CLI 608
GTPP-EP SFTP Push CLI 608
CDR Fields Supported in cnSGW-CDRs 608
custom24 Dictionary 608
ASN.1 Definition for Fields in custom24 632
SGW Charging OAM Support 640

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Bulk Statistics 640

CHAPTER 44 SGW Relocation Support 645
Feature Summary and Revision History 645
Summary Data 645
Revision History 645
Feature Description 645
How it Works 646
Call Flows 646
X2 Handover SGW Relocation to cnSGW-C Call Flow 646
S1 Handover SGW Relocation to cnSGW-C Call Flow 648
TAU X2 Handover SGW Relocation to cnSGW-C Call Flow 649
X2 Handover SGW Relocation to CN-SGW (Multi PDN) Call Flow 651
S1 Handover SGW Relocation to CN-SGW (Multi PDN) Call Flow 653
X2 Handover SGW Relocation with Bearer Context Marked for Removal Call Flow 655
S1 Handover SGW Relocation with Bearer Context Marked for Removal Call Flow 658

Inter and Intra MME Handover and S1 SGW Relocation with Less Number of Bearer Context
Call Flow 661

SGW Relocation OAM Support 662

CHAPTER 45 Sx Load/Overload Control Handling 663
Feature Summary and Revision History 663
Summary Data 663
Revision History 663
Feature Description 664
How it Works 664
Node Feature Support 664
UP Selection 664
Throttling Support for Sx Establishment 665
Session Termination Trigger From User-Plane in Self-Protection 665
Failure-handling Profile Support for Congestion Cause 665
Configuring the Sx Load/Overload Feature 665
Configuring Failure Handling Profile 666
Sx Load/Overload Control OAM Support 668

. Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide



Bulk Statistics 668

CHAPTER 46 Stale Session Handling and Clearing 669
Feature Summary and Revision History 669
Summary Data 669
Revision History 669
Feature Description 670
How it Works 670
Call Flows 670
Timer Expiry Handling Call Flow 670
Feature Configuration 672
Configuration Example 673
Configuration Verification 673
OAM Support 673
Bulk Statistics 673

CHAPTER 47 Support for CSFB Procedures Suspend and Resume 675
Feature Summary and Revision History 675
Summary Data 675
Revision History 675
Feature Description 675
How it Works 676
Call Flows 676
Suspend Notification Call Flow 676
Resume Notification Call Flow 678

Empty Modify Bearer Request for Resume Call Flow

CHAPTER 48 Update Bearer Request and Response 683
Feature Summary and Revision History 683
Summary Data 683
Revision History 683
Feature Description 683
Standards Compliance 684
How it Works 684

679

Contents .

Cisco Ultra Cloud Serving Gateway Control Plane Function, Release 2023.01 - Configuration and Administration Guide .



. Contents

Call Flows 684

CHAPTER 49 UPF Selection Support 689
Feature Summary and Revision History 689
Summary Data 689
Revision History 690
Feature Description 690
UPF Selection using DNN and DCNR Support 690
Feature Description 690
How it Works 690
UPF Selection Metho