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Feature Summary and Revision History

Summary Data

Table 1: Summary Data

Applicable Product(s) or Functional Area

PCF

Applicable Platform(s)

SMI

Feature Default Setting

Disabled — Configuration required to enable

Related Documentation

Not Applicable

Revision History

Table 2: Revision History

Revision Details Release
Enhancement introduced. 2020.02.0
Added procedural information to configure the LDAP Endpoint.

First introduced. 2020.01.0
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Feature Description

In the policy-based network, the SPR/LDAP initiates a NAP notification towards PCF to signify a profile
change. Upon receiving the notification, the PCF refreshes the subscriber profile by requerying LDAP to
receive information about the modified subscriber.

If the NAP endpoint terminates on PCRF, the PCRF forwards the NAP request to PCF when it does not find
the session in the local database. In situations where the NAP endpoint terminates on PCF, the PCF requeries
LDAP and CHF to refresh the subscriber details.

How it Works

This section describes how this feature works.

Table 3: Feature History Table

Feature Name Release Information Description
Updates to LDAP Query in PCF to | 2024.02.0 PCF sends LDAP query only for
Perform Blocking Action the on-net and roaming sessions

where the PCF needs to perform a
blocking action. The blocking
action allows to limit the irrelevant
LDAP queries sent from PCF.

NAP Notifications

When you modify subscriber details, the NAP server, LDAP server, and PCF or PCRF perform the following
operations:

NAP request termination on the PCRF

1
2.

The LDAP server updates the NAP server with the modified details.

The NAP server broadcasts the Subscriber Change Notification message to the connected PCRF server.
The message contains the unique identifier, and MSISDN or IMSI ID.

After receiving the message, the PCRF sends an acknowledgment to NAP. The PCRF then searches for
the local session.

If the subscriber session is active on the PCRF, then PCRF requests the updated subscriber information
from SPR or LDAP server. Depending upon the information it receives, PCRF updates the local session
with the updated subscriber information and sends a Re-Auth-Request (RAR) for the Policy and Charging
Rules Function (PCEF). For example, if PCRF identifies a session for the notification that contains the
specified MSISDN in the PCREF then it triggers a Gx-RAR for the subscriber sessions.

If PCRF does not find the subscriber session locally, then the Policy Server forwards the Subscriber
Change Notification to PCF. After receiving notification, PCF seeks the session locally and takes the
appropriate action.
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NAP request termination on PCF

When profile changes occur in NAP, it signifies that certain policies are added or modified. In this situation,
the PCF performs the following:

1. Upon receiving a notification from NAP, the PCF initiates a requery or refresh request.

2. The PCF sends an N28 Subscribe Update request seeking the details of the policies that are added or
updated.

3. After receiving the updates, the PCF reevaluates the policies to determine the updated policies and sends
the Update Notify message to SMF (over the N7 interface).

LDAP Queries

The Policy Server manages the 4G and 5G subscriber information in separate modules, which indicates that
the PCRF continues to store the 4G-specific information, and PCF preserves the 5G-specific details. When
the Policy Server receives a request seeking subscriber information, the LDAP with other components performs
the following tasks:

1. The LDAP queries the MongoDB or Subscriber Profile Repository (SPR) by sending the "Get Subscriber
Information" message.

2. After receiving the query, the Policy Server searches the subscriber information in the local MongoDB
instance.

3. After receiving the search query, the Policy Server searches the subscriber information in the local
MongoDB instance.

4. If the Policy Server discovers the subscriber information on PCREF, it sends the details to LDAP in the
defined format. If the PCRF does not find the information, it forwards the request to PCF for further
processing.

5. When PCF detects the information, it notifies PCRF with the subscriber information, which the PCRF
forwards to the LDAP in the specified format.

LDAP Query Based on QUERY_USD

PCF performs a query to the external USD, when the QUERY USD flag is TRUE . The PCF sends an LDAP
query upon receipt of the N7 Create message.

PCF sends the LDAP query only for the on-net and roaming sessions where the PCF will need to perform a
blocking action. Following are the funtionality criteria for different sessions to perform the blocking action:

* PCF performs (or suppress) the USD query based on the location (for example, locRoamInt).

* In the policy builder, PCF has two new columns Rx USD_Table and N5 _USD_Table to allow the query
for a specific Media-Type and AF-Application-Id values.

* PCF sets the QUERY USD flag based on the ratType and location (for example, locHome, locRoamInt
and so on.).

* In roaming use cases, PCF do not send the the LDAP query if the Rat-Type is WLAN.
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* When the Dummy RAR or Dummy Update Notify value is TRUE, PCF waits for the response to
evaluate the RX_TABLE or N5_TABLE (BAU)

* In roaming use cases, if the LDAP query times out or is returned with an error, the PCF allows the
dedicated bearer to be established.

* During the active N7 session, if the PCF performed an LDAP query and the USD profile was returned,
PCF do not re-query LDAP even if the QUERY _USD flag is TRUE for a new Rx/NS5 session.

* If the Rx/N5 session is WPS and the QUERY _USD flag is TRUE, the PCF do not perform an LDAP
query.

* If the Rx/NS5 session is an emergency Session and QUERY USD flag is TRUE, PCF do not perform an
LDAP query.

» For an AAR or a N5 message with multiple media components (for example, AUDIO and VIDEO), PCF
performs the LDAP query if the QUERY USD is TRUE for at least one media component(VIDEO).

* PCF do not issue GPASS or EPASS.
* PCF do not perform LDAP Modify or Add actions.

* PCF do not retry LDAP query upon timeout or an error.

On-Net Sessions
Following are the use cases for on-net sessions:
* PCF does not send LDAP query to the USD in the following scenarios:

» N7 attach: PCF receives N7 Create message but the PLMN_Table N7 table reference is set to
QUERY_ USD=FALSE.

* Voice Call : PCF receives Rx AAR with the Media-Type=0 (or N5 PolicyAuthorization Create
with mediaType set to AUDIO) and the N7 session location is locHome (on-net).

* RCSFileTransfer Call : PCF receives the Rx AAR Media-Type=6 (or N5
PolicyAuthorization Create with mediaType set to MESSAGE) with an AF Application Id indicating
the file transfer.

* VILTE Call : When PCF receives Rx AAR Media-Type=1 (or N5 PolicyAuthorization Create with
mediaType set to VIDEO), it performs a Dummy N7 Update Notify action and determines whether the
device is on EUTRA or NR. In this case, PCF sends the LDAP query to USD.

Upon receipt of the LDAP response, PCF evaluates the received features to determine whether to initiate
N28 and allow the dedicated bearer to be established.

Roaming Sessions
Following are the use cases for roaming sessions:

» N7 attach : When the PCF receives N7 Create message, Location_Ref value maps to one of the
non-locHome locations (locRoamUsa, locRoamPrepayUsa, locRoamCanMex, or locRoamlnt, and so
on.). PLMN Table N7 table reference evaluates to QUERY USD=TRUE. PCF sends the LDAP query
to USD and evaluates the response.
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* Voice Call : PCF receives Rx AAR with Media-Type=0 (or N5 PolicyAuthorization Create with
mediaType set to AUDIO) and the N7 session location is not locHome. If the LDAP query (for N7 attach)
was not performed or profile is not stored (for example, LDAP error or timeout during initial query),
PCF sends the LDAP Query to USD. Upon receipt of LDAP response, PCF evaluates the received features
to determine whether to allow the dedicated bearer to be established.

* VILTE Call : PCF receives Rx AAR Media-Type=1 (or N5 PolicyAuthorization_Create with mediaType
set to VIDEO). If LDAP query (for N7 attach) was not performed or profile is not stored, PCF sends the
LDAP query to USD. Upon receipt of the LDAP response, PCF evaluates the received features to
determine whether to allow the dedicated bearer to be established.

* RCSFileTransfer Call : PCF receives Rx AAR Media-Type=6 (or N5 PolicyAuthorization Create
with mediaType set to MESSAGE) with AF Application Id indicating the file transfer. If LDAP query
(for N7 attach) was not performed or profile is not stored, PCF sends the LDAP query to USD. Upon
receipt of LDAP response, PCF evaluates the received features to determine whether to allow the dedicated
bearer to be established.

Call Flows

This section describes the key call flows for this feature.

NAP Notification Call Flow

This section describes the NAP Notification call flow.
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. NAP Notification Call Flow

Figure 1: NAP Notification Call Flow
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Table 4: NAP Notification Call Flow Description

Step |Description

1 The SMF sends an N7 Create request to the PCF requesting the policy details.

2 The PCF searches for the configured policies by sending the LDAP Search request towards LDAP.

3 The LDAP sends the response with search results in the LDAP Search success message to the PCF.

4 PCF evaluates the policies to determine the newly added or modified policies, and install the rules as
required.

The PCF responds with a set of pccRules to the original N7_Create request from the SMF with HTTP
status 201.
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LDAP Server Initialization Call Flow .

Step

Description

The NAP sends a SOAP request for Subscriber Profile Change to the PCF.

In response to the request, PCF sends a Success response along with the requested subscriber

information to NAP.

After PCF initiates a search request to LDAP, the PCF sends a LDAP Search request to LDAP.

The LDAP responds with LDAP_Search success message and the search results to the PCF.

PCF reevaluates the policies to determine the updated or modified policies, and installs or removes
the policy rules as required. The PCF initiates an N7 Notify request to the SMF.

10

The SMF acknowledges the request with the N7 Notify response message towards the PCF.

LDAP Server Initialization Call Flow

This section describes the LDAP Server Initialization call flow.

Figure 2: LDAP Server Initialization Call Flow
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Table 5: LDAP Server Initialization Call Flow Description

CCess response

LOAP

LDAP Client

437553

Step

Description

1

The SMF sends an N7 Create request to the PCF requesting the policy details.

2

The PCF searches for the configured policies by sending the LDAP Search request towards LDAP.

The LDAP sends the response with search results in the LDAP Search Success message to the PCF.
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Step

Description

PCF evaluates the policies to determine the newly added or modified policies, and install the rules as

required.

The PCF responds with a set of pccRules to the original N7 Create request from the SMF with the

HTTP status 201.

The LDAP Client sends an LDAP request for Subscriber Profile Change to the PCF.

In response to the request, PCF sends a Success response along with the requested subscriber
information to LDAP Client.

Call Flow for On-Net and Roaming Sessions

On-Net Session with Voice Call

The following call flow illustrates the on-net session scenario with voice call and no LDAP query is sent to

USD:
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The following call flow illustrates the on-net session scenario with video call and the LDAP query is sent to

USD:
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Call Flow for On-Net and Roaming Sessions .

Roaming Session

SMF SBG PCF usbD CHF
I
NT Create Al
T 14
N7 Create Response
AAR/NS Video '
" N7 Dummy Update Notify
MNT UN Response - ratType=NR or EUTRA |
¥
LDAP Query '
LDAP Response
' AAA 2001/N5 201
N28 Subscribe N
I 4
N28 Subscribe Response
" N7 Upl:latle Motify
N7 UN Response Y
I 14
SMF SBG PCF usbD CHF

481947

The following call flow illustrates the roaming session scenario with the LDAP query on initial attach:

SMF

SBG

[
N7 Create

PCF

N7 Create Response

AARNS Audio ’

N7 Update Motify

‘ AAAZ2001/MNS 201

N7 UN Response

SMF

SBG

Roaming Session with Video Call

PCF

usD

CHF

LDAP query .
' LDAP Response

usD

CHF

Qaoan
oL

The following call flow illustrates the roaming session scenario with video call where the LDAP query is on

initial attach and no subsequent LDAP query:
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The following call flow illustrates the roaming session scenario with LDAP query on initial attach timeout or
error and the PCF sends subsequent LDAP query:

SMF
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SMF
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Enabling the Policy Server to Process the NAP and LDAP
Queries

The configuration that enables the Policy Server to forward the NAP and LDAP queries to PCF or PCRF
involves the following:

1. Configuring the gRPC Endpoint for PCF

2. Configuring the Forwarding Capability

Configuring the gRPC Endpoint for PCF

This section describes how to configure the gRPC endpoint to route the messages for PCF.
To set up the endpoint for gRPC, use the following configuration:

config
engine engine group name
grpc externallIPs external ip
port port number
end

For example,
engine magenta grpc externalIPs [192.0.2.18] port 8080
NOTES:

* engine engine_group_name —Specify the engine group name.

* grpc externall Ps external_ip—Specify the gRPC external IP address.

* port port_number—Specify the port number.

Configuring the Forwarding Capability

This section describes how to configure the forwarding capability.

For High Availability (HA) or Geographic Redundancy (GR) environments, ensure that the PCF Engine can
access the Policy Server VMs. You can configure the capability responsible for routing the notification and
queries by adding the following parameters to the qns.conf file.

The following table describes the application parameters.
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Table 6: Application Parameters

Parameter Name Description Default Value | Possible Example
Values

-DsubmitToPCF When set to true, | False True or False | -DsubmitToPCF=true
PCRF sends NAP
and LDAP
requests to the
PCF Engine.

For HA or GR
deployment, the
external PCF
Engine must be
able to access the
Policy Server
VMs.

Enable this
feature on PCRF.

This is an
optional
parameter.

-Dpcf.host Host or IP - IP or host -Dpcf.host=192.0.2.19
address of the address
PCF Engine on
which PCRF
sends the NAP
and LDAP
request. This
parameter works
when you set the
submitToPCF
parameter to true.

Configuring this
parameter is an
optional step.
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Parameter Name

Description

Default Value

Possible
Values

Example

-Dpcf.alternate.host

Host or IP
address of the
PCF Engine on
which PCRF
sends the NAP
and LDAP
requests.

The NAP and
LDAP requests
are sent to the
specified IP or
host address
when the address
specified in the
—Dpcf.host
parameter is not
accessible from
the Policy Server.

This parameter is
usable only when
you set the
submitToPCF
parameter to true.

Configuring this
parameter is an
optional step.

The IP or host
address

-Dpcf.alternate.host
=192.0.2.20

-Dpcf.actions.sync.timeout

Ms.default

The timeout
period in
milliseconds.

Policy Server
reports a timeout
message when the
PCREF sends a
NAP and LDAP
request and waits
for the response
until the specified
interval is met.

Configuring this
parameter is an
optional step.

350
(recommended
value)

An integer
value

-Dpcf.actions.sync.timeout

Ms.default=350
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Parameter Name Description Default Value | Possible Example
Values

-Dpcf.engine.port The port number | 9884 An integer -Dpcf.engine.port=9884
on which the PCF value
Engine is
running.

The NAP and
LDAP requests
are directed to
this port number.

Configuration Support for PCF-NAP Requests

This section describes the prerequisites and configurations that are required to support the PCF-NAP
communication.

This configuration support involves the following:

* Prerequisites for PCF-NAP Requests

1. Configuring the Unified API

2. Setting a Limit on NAP Requests

Prerequisites for PCF-NAP Requests

This section describes the prerequisites that must be met for PCF-NAP communication.
For PCF-NAP interaction, make sure that the following configurations are available in your environment:

* N7 interface must be configured. For information on configuring the N7 interface, see Configuration
Support for the N7 and N28 Interface.

* LDAP must be configured to operate with PCF. For information on configuring the LDAP, see Configuring
PCF to use LDAP.

Configuring the Unified API

This section describes how to configure the unified API through the PCF Ops Center.

PCF receive NAP requests to requery the LDAP and reevaluate policies after receiving notification about
profile change from NAP, so the new policies are applied. PCF receives the NAP requests through the unified
API ingress endpoint.

To configure the unified API, use the following configuration in the Policy Ops Center console:

config
api unified
engine-group engine group name
external-port external ip
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externallIPs external ip
end

NOTES:
+ api unified—Enter the unified API configuration mode.
* engine-group engine_group_name —Specify the PCF engine's group name.

« external-port port_number—(Optional) Specify the service to be accessed using an external IP instead
of an Ingress endpoint. Specifies the external port number to expose the unified API endpoint.

» externall Ps external _ip—(Optional) Specify the service to be accessed using an external IP instead of
an Ingress endpoint. Specifies the IP address for the external endpoint.

Setting a Limit on NAP Requests

This section describes how to set a limit on the number of NAP requests for PCF to process.

To configure the maximum number NAP requests TPS per PCF Engine deployment, use the following
configuration in the Policy Ops Center console:

config
engine engine name
properties broadcast.tps value tps
end

NOTES:
* engine engine_name —Specify the engine name.

* properties broadcast.tps value tps—Specify the maximum number of NAP requests TPS that each
PCF Engine must process. The default value is 20.

Configuration Support for LDAP Endpoint

This section describes how to configure the LDAP server endpoint that enables PCF to establish a connection
with LDAP.

The configuration of the LDAP server endpoint involves the following steps:

1. Configuring the LDAP Endpoint
2. Setting a Limit on LDAP Search Request

Configuring the LDAP Endpoint

This section describes how to configure the LDAP server endpoint and the associated filter mappings.

Based on the LDAP endpoint configuration, the LDAP endpoint authenticates itself with PCF to retrieve the
subscriber details through the search query.

Session Queries over LDAP .



Session Queries over LDAP |
Configuring the LDAP Endpoint

\)

Note Configuration changes to the LDAP endpoint cause the endpoint to restart automatically. Cisco recommends
making such changes only within the maintenance window.

To configure the LDAP server endpoint, use the following configuration in the Policy Ops Center console:

config
ldap-server-endpoint
connect
bind-ip ip address
port port number
binddn username
password password
request-timeout timeout
replica replica count
max-transactions maximum transaction
health-check-attributes attribute name
valueattribute value
health-check-filter name attribute name
valueattribute value
ldap-clients client name
passwordpassword
input-mapping filter from client
internal-lookup-key [ IMSI | IP_ADDRESS | MSISDN ]
output-mapping output attribute name
input session attribute name
end

NOTES:
* |dap-ser ver-endpoint—Enters the LDAP server endpoint configuration mode.

» connect—Enters the LDAP connection configuration.

« bind-ip ip_address port port_number request-timeout timeout—Specify the external IP address and
port number to which the LDAP client can connect to externally. The default port number is 9389.

* binddn username password password—Specify the user DN, for example: cn=manager, ou=account,
so=profile, and password for connecting to the LDAP server.

* request-timeout timeout_duration—Specify the duration in milliseconds after which the request expires.
The request awaits a response from the PCF engine. The default timeout value is 2000.

* replica replica_count —Specify the replica count for the LDAP server.

» max-transactions maximum_transaction—Specify the maximum number of transactions per second
that each connection must process. The default value is 200.

« health-check-attributes attribute_name value attribute_value—Specify the attribute name and value
that the client receives as a response to the health check request.

« health-check-filter name attribute_name value attribute_value—Specify the attribute name and value
that distinguishes the health check request.
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* |[dap-clients client_name passwor d password—Specify the configuration that PCF uses to configure
multiple client authentication parameters.

* input-mapping filter_from_client—Specify the configuration to map the filter ID received from LDAP
client and the internal-lookup-key. The accepted value must contain text string. For example, IMSI,
MSISDN, framedlIp, framedIpv6Prefix. You can configure the input mapping separately for framelP,
MSISDN, IMSI, and framedIpv6Prefix.

« internal-lookup-key [ IMS| | IP_ADDRESS | M SI SDN ]—Configures the internal lookup key.

« output-mapping output_attribute_name input session_attribute_name —Specify the table that is used
to defile the response attributes for the client. The response attribute name is mapped to the internal CPS
session attributes for added flexibility.

A

Note PCF does not process the requests for which the output-mapping configuration
is missing. The response attributes contain only those values that are configured
in the output mapping as input key.

You can configure multiple supported keys only if they are available in the PCF session. The input keys
can be duplicate but not the output values that you cannot configure two output-mappings with the same
values.

Setting a Limit on LDAP Search Request

This section describes how to set the limit on the number of LDAP search requests for PCF to process.

To configure the maximum number LDAP requests TPS per replica, use the following configuration in the
Policy Ops Center console:

config
ldap-server-endpoint connect
max-transactions max tps
end

NOTES:

» max-transactions max_tps—Specify the maximum number of LDAP requests TPS that each replica
must process. The default value is 200.

Configuration Based on QUERY_USD

Following are the updated configuration in the Custom Reference Data table:

* In DNN_TABLE, the QUERY USD column is removed.
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. Configuration Based on QUERY_USD

CISCO. POLICY BUILDE

File Tools

i Custom Reference Data Table some or ail columns in this table have been published and will be read only. Newly added columns will be editable.

*Name
DNN_TABLE

Display Name
ONN TABLE 7| Cache Results

Activation Condition

satact claac Svn Crd Data + Best Match A
*Evaluation Order
o
*Columns
“Name Display Name “Use In Conditic *Type Key Requll
DNN DNN - Text - -
IMS1_SUPI_RANGE IMSI SUPI RANGE - Text / 4
: £ N7 (3) LOGICAL_DNN LOGICAL DNN v Text v
» (@ LOTATION TAgU QUERY_USD QUERY USD s Text v
b i LOCATION TAGLE { QUERY_SY QUERY SY v Taxt -
+ @ S-TARLE(e) DN TEARDOWN DNN TEARDOWN - Text o
|~ R 5) Add | Remeve || 4F | b
I TAC TABLE NIS (5) Column Detalls
' j i R valid values validation o
- M TARIE (8Y v It »
S -1 k]

* InLOCATION_TABLE, the QUERY USD and RAT TYPE columns are added to set the QUERY USD
flag based on the ratType and location.

e
CISCO. POLICY BUILDER
Hostnam er -pCl-pof-engine-af
e Tosls
X I
- ACCOUNT TABLE (O

Medslye_hap § Custom Reference Data Table some or all eslumns in this tabie have been published and will B read only. Newly added eslumns will be editable.

*Name
PLMN_ID_TABLE

Display Name

he Resul
PLMN-ID TABLE o Coche Results

Activation Condition
select | cloar Svn Crd Dota | Bast Match
*Evaluation Order
0
*Columns
*Mame Display Name *Use In Conditic *Type Key Required
LOCATION_TAG LOCATION TAG & Text L |
QOS_LIMIT_REF QOS LIMIT REF v Text
QOS_LIMIT_REF_PRIORITY QOS LIMIT REF PRIORITY s Text
EVENT_TRIGGER EVENT TRIGGER v Taxt
1PvE_SUPPORTED 1PvE SUPPORTED 0 Text -
LOCATION RULE GROUP LOCATION RULE GROUP v Text 3
Add | Remowe | qp || 4k
Column Detalls
Wy USOTABLE (7) Valid Values Validation
Ty M2E TABLE (8) The values sllowed in Cantrol Center for this column validation used by Control Ce

Which rows match when & messege is received

!

* In LOCATION_TABLE, the RAT TYPE column is set as key and bind to Session/Policy State Field

N7_RAT TYPE.
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i
cisco

POLICY BUILDER

Hostname: e-pet-pel-engine-a

*Columns

NHame Display Name n Conditic *Type
LOGICAL_DNN LOGICAL DNN o Taxt
PLMN_ID PLMN-ID s

» @y W5_SBlReservatmnPrion =
LOCATION_REF LOCATION REF -
LOCATION_TAG LOCATION TAG "
00S LIMIT REF 00S LIMIT REF 3 Text
Add || Remove | | 4p | b
Column Detalls
Valid Values Validation

The values allowed in Control Center for this column Validation used by Control Canter

Regular Expression

Configuration Based on QUERY_USD .

ey Required
v v 2
- =
- -

Runtime Binding
Which rows match when a message s recelved

None

Bind to Subscriber AVP code

“name Display Name Regular Expression Description

ind to Session/Policy State Field
N7 RAT Type salect | claac

Bind to & result column from ancther table
O select | ced@B2025

= | 000000

* A new STG named RX USD TABLE is added with Result column QUERY _USD for Rx Session.

'OLICY BUILDER
: o b scf-pct-eng

ame- poli fpct-eng wfiguration

File Took

Search Table Group =
= Actions
Name *Evaluation Order
RX USD TABLE 4

Current Search Takle Group

Result Columns

* Nama Display Name

o PLMN,ID. TABLE M *Use In Conditic Default Value
e ) N - <0 7 persAT
Add | Remove | i
Table Search Initiators (OR Together)
) xSassionEx -
- ] -

- 4820260

el
CISCO. POLICY BUILDER
Host -

der-pet-pot.engin

File Tools

Add | Remove |4 ||

Table Search Initiators (OR Together)

Namy

UNTER_MAPPING x

Ao TABLE 2} @

+ @ LOCATION TABLE N7 (3) A
=} PLMN_ID_TABLE_NT (0)

NS (3)

nitistor Name

RxSessionExist

Conditians (AND Together)

B V5 USD TRBLE (4 3
1 5LTABLE (4) Hame

e TaELE A Dismeter Rx TGPP Session exists
B TAC TABLE 87

Add | Remove qf b

-
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* A new CRD table RX USD TABLE is added under the RX USD TABLE STG with key columns for
MEDIA TYPE, AF ID, RAT TYPE,LOCATION_ REF and QUERY USD result column to allow
query for specific Media-Type (or medType) and AF-Application-Id (afAppld) values for Rx Session.

alln

CISCO. POLICY BUILDER

Hostname: policy-bullder-pol.peten

i Custom Reference Data Table soma or all columns in this table have been published and will be resd only. Newly added columns will be editable

*Name Display Name
RX_USD_TABLE o Cache Results

Activation Condition

§ Svn Crd Data o Best Match
select | clear 3
*Evaluation Order
o
*Columns
N Bisplay Name *Use In Conditic *Type Key Rec
MEDIA_TYPE v Taxt - v
AF_ID AF 1D v Taxt ’ v
RAT_TYPE RAT_TYPE v Text ; v
LOCATION_REF LOCATION REF - Taxt -
QUERY_USD QUERY_USD v Taxt
Add || Remove
Calumn Details
Valid Values Validation Runtime Binding
TR e S e Pl Fba s i e Nl abiam +innsd b S bl P mban Mok i b cobn @ e annn st
482028000

tha]a
CISCO. POLICY BUILDER

wilderpct-pcf-engine-app.

“ Search Table Group E
= Actions
Create Child:
Name *Evaluation Order =
NS USD TABLE 4
MAPPING Copy:
crant h roup

Result Columns

*Name Display Name *Use In Conditic Defsult Value
QUERY_USD QUERY_USD =,

Add || Remove 47

Table Search Initistors (OR Together)

g 28 TABLE (8

Ag2ifpeo0
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Configuration Based on QUERY_USD .

e
CISCO. POLICY BUILDER

Hostnarme: poscy. oot ptengine.3

Type_Mag Add || Remove

Table Search Initistors (CR Together)

Inktiater Neme:

NSSessionExist

Conditions (AND Together)
Name

A Policy N5 TGPP Session exists

add | Remove

48‘203905(2 000 ’

* A new CRD table N5 USD TABLE added under N5 USD TABLE STG with key columns for
MEDIA TYPE,AF ID, RAT TYPE, LOCATION REF and QUERY USD result column to allow
query for specific Media-Type (or medType) and AF-Application-Id (afAppld) values for N5 Session.

CISCO. POLICY BUILDER
Hoslname: policy-builder-bof.ocl endine-a
File Tools

i Custom Reference Data Table some or all columns in this table have been published and will be read only. Newly added columns will be editable

*Name
NS_USD_TABLE

Display Name
+ Cache Results

Activation Condition

Swn Crd Data Best Match
select | clear
*Evaluation Order
0
*Columns
“Name Display Name *Use In Conditic *Type Koy Regquired
MEDIA_TYPE MEDIA_TYPE Taxt 4 e
AF 1D AF_ID v Text v .
RAT_TYPE RAT_TYPE Test v -
LOCATION_REF LOCATION_REF - Tex - v
QUERY_USD QUERY_USD - Taxt
4dd | Remove
Column Detalis
valid Values validation Runtime Binding
The values allowed in Control Center for this column Validation used by Control Center Which rows match when & message is received -
=4 2000000
28707

* A new Rx Media Type and N5 Media Type retrievers are added for binding MEDIA_ TYPE column in
RX USD TABLE/N5 USD TABLE to Session/Policy State Field.
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afialn Plaase select an abject
CISCO. POLICY BUILDER
| s _erigine o Media
4 N5 Media Type
R =
4 Rx Madia Type
. *Columns 1

» @ MPS! aType_Mapping “name Kay Required
» @ DRMPRese ority (0) ! - v
» @ PsL = AF_ID = -
» @ M5PSL ) RAT TYPE - %

B N5_SBlResenvatonprionty (0} LOCATION REF B -
st i QUERY_USD
» @ NS_MPSID_RP_MediaType_Map
» By MSISON TABLE (1) T Y
, P51 TABLE N7 (1)

@ Column Details

& DN TABLE (2) § -

: ) valid Values Runtime Binding
+ @y FEATURE_COUNTER_MAPPING {
e The values aliowed In | @ Please select an object... Which rows match when a messoge is received
» g AN ) 3
» @y LOCATION 3 Neone
Cancel

B e Bind to Subscriber AVP code

+ gy LoCATION Tas. ) “Hame YT TITTEPEETIENOIIPI eciaTyoe

&3 RXUSD TABLE (4]
+ | RXUUSD TABLE (4)

g FOC_USD_TABLE (6) ) Bind to Sesslon/Policy State Fleld

4 & N5 USD TABLE (4) Rx Media Type salect | claar

Bind to a result column from anather table
Tk

« W TAC TABLE N7

ARFNAF000

* A new Rx AF Application Identifier and N5 AF Application Identifier retrievers are added for binding
AF_ID column in RX USD TABLE/N5 USD TABLE to Session/Policy State Field.

e Please select an object...
CISCO. POLICY B
ame poicy
= 4 AF Application Identif
& X k=
. 4 AF Application
+ (@ Sesrch Tsble Groaps = 4 AF Ap on
v @ MPSID_RI_MediaType_M: 4 AF Application Key Required
» # AF Application - v
3 + AF Application v v
RAT_TYPE 4 AF Application = =
LOCATION_REF + NS AF Applical -
QUERY_USD 4 Rx AF Application Identifier
Add | | Remove | {7
Column Datails
» @ 0NN
Valid Values Runtime Binding
» [ FEATURE_COUNTER_MAPPING {
The values allowed in D Please select an object, Which rows match when a message Is received
» @ APN TABLE (2) §
i TABLE N None
Cancel
TABLE N15 (3) 8ind to Subscriber AVP code
TABLE (3) *Name T WegUiar Expression Descripton

®) Bind to Session/Policy State Field

Rx AF Application Ide

select clear
Bind to a result column from ancther table
» @ SLTABLE (4)

+ 8y TAC TABLE N7 (5) -

482033000

* Use the following engine property to enable the LDAP query feature:

ims.enforce.external.profile
value true
exit

Use the following engine property for mediatypes that require external profile:

ims.external.profile.required.mediatypes
value video
exit
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A

Note The properties allow multiple values. Following is an example:

ims.external.profile.required.mediatypes
value video,data
exit

» Use the following engine property for skipping the LDAP modify request:

ldap.skip.modify

value true
exit

OAM Support

This section describes operations, administration, and maintenance support for this feature.

Statistics

This section provides the list of statistics and counters that are involved when the Policy Server routes the
LDAP queries and NAP notification to PCF or PCRF.

* PCF:

* inbound request_total: Captures the total number of inbound LDAP search requests that PCF
receives.

* incoming_request_total: Captures the total number of search results that contain the result code.

* LDAP_CHANGE-RES success: Invoked when the LDAP change message is successfully sent to
the PCF Engine.

* LDAP_CHANGE-RES error: Invoked when the LDAP change message is not sent to the PCF
Engine because of some exception.

* LDAP_SEARCH-RES success: Invoked when the LDAP query receives successful response from
the PCF Engine.

* LDAP_SEARCH-RES error: Invoked when the LDAP queries fail to process due to an error or an
exception.

* ldap policy request total: Captures the total count of LDAP policy requests.

» message_total: Captures the total NAP requests such as total count of ldap notify and
ldap-change-message messages.

* PCRF:

* ldap change success: Invoked when the PCRF receives success response from PCF for a NAP
notification.

* ldap_change timeout: Invoked when the PCRF receives timeout response from PCF for a NAP
notification.

Session Queries over LDAP .
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* ldap _change <MessageType>: Invoked when the PCRF receives an error message from PCF for
a NAP notification.

* ldap _search success: Invoked when the PCRF receives success response from the PCF for the
LDAP queries.

* ldap_search_timeout: Invoked when the PCRF receives timeout response from the PCF for the
LDAP queries.

* ldap_search <MessageType>: Invoked when the PCRF receives an error message from the PCF
for the LDAP queries.

* PCRF counters:

* ldap_search_send: Captures the count of the cumulative number of the LDAP queries which the
PCREF sends to the PCF.

* ldap_change send: Captures the count of the cumulative number of the NAP notifications that PCRF
sends to the PCF.

The following KPI counters added in the total 1dap query for Rx and NS5 interfaces:
* Media_type = [video/data]

* interface_name = [N5/Rx]

For information on statistics, see Ultra Cloud Core 5G Policy Control Function Satistics Reference.
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