
UCC 5G PCF - Release Change Reference

• Features and Changes Quick Reference, on page 1
• Features Defaults Quick Reference, on page 1
• mTLS on SBA Interfaces, on page 2
• NRF Enhancements, on page 2
• PCF Session Binding with Binding Support Function, on page 3

Features and Changes Quick Reference
Release Introduced / ModifiedFeatures / Behavior Changes

2022.04.0PCF Session Binding with Binding Support Function,
on page 3

2022.04.0mTLS on SBA Interfaces, on page 2

2022.04.0NRF Enhancements, on page 2

Features Defaults Quick Reference
DefaultFeature

Enabled – Configuration required to disableBinding Support Function

Disabled – Configuration required to enablemTLS on SBA Interfaces

EnabledNRF Enhancements
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mTLS on SBA Interfaces

Feature Summary and Revision History

Summary Data

Table 1: Summary Data

PCFApplicable Product(s) or Functional Area

SMIApplicable Platform(s)

Disabled – Configuration required to enableFeature Default Setting

Not ApplicableRelated Documentation

Revision History

Table 2: Revision History

ReleaseRevision Details

2022.04.0First introduced.

Feature Description
PCF supports Hypertext Transfer Protocol (HTTP) over Transport Layer Security (TLS) for provided Service
Based Interfaces (SBI). PCF enables support to the TLS client authentication for NF consumers (SMF, AF)
and authenticates itself with NFs (CHF, UDR, NRF).

Enabling and disabling mTLS: PCF supports the configuration option to enable and disable TLS client
authentication for REST server endpoints when using HTTPS.

Certificate configuration: PCF configures with a single certificate and enabled with server authentication
and client authentication. When mTLS enabled, PCF uses the same certificate for client authentication.

NRF Enhancements

Feature Summary and Revision History

Summary Data

Table 3: Summary Data

PCFApplicable Products or Functional Area
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SMIApplicable Platform(s)

EnabledFeature Default Setting

Not ApplicableRelated Documentation

Revision History

Table 4: Revision History

ReleaseRevision Details

2022.04.0First introduced.

Feature Description
The Network Repository Function (NRF) subscription, registration, and KPI enhancements that included with
this feature are as follows:

• The Cisco PCF sends an NRF Registration Request to the primary, secondary, or tertiary node NRF for
each interval rather than sending the request only to the primary node. If there is failure, PCF sends the
subscription request to the same node for a particular count. If the primary NRF is not operational, PCF
sends subscription requests only to the registered primary NRF.

• The outgoing request total of an existing NRF subscription supports the separate primary, secondary,
and tertiary KPIs for each peer and route.

• PCF includes the location Uniform Resource Indentifier (URI) as a part of the NRF Hypertext Transfer
Protocol (HTTP) response header. If PCF does not receive a response, PCF attempts to register on every
reconnect interval.

• NRF sets the HTTPmaximum frame size as 16MB in HTTP settings, which internally causes high global
catalog intervals. At the time of initializing HTTP2 Jetty Transport, PCF REST EP sets the maximum
frame size.

PCF Session Binding with Binding Support Function

Feature Summary and Revision History

Summary Data

Table 5: Summary Data

PCFApplicable Product(s) or Functional Area

SMIApplicable Platform(s)

Enabled – Configuration required to disableFeature Default Setting
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Not ApplicableRelated Documentation

Revision History

Table 6: Revision History

ReleaseRevision Details

2022.04.0First introduced.

Feature Description
The Cisco Policy Control Function (PCF) supports the Binding Support Function (BSF) to provide a packet
data unit (PDU) session binding functionality. PCF ensures that an AF request for a PDU session reaches the
relevant PCF holding the PDU session information.

The Nbsf Management Register service enables the PCF to register the session binding information for a User
Equipment (UE) in the BSF. The BSF maintains and provides the user identity, the Data Network Name
(DNN), the UE addresses, and the PCF address for the PDU session.

The PCF registers a new session binding information in the BSF and obtains a unique BSF binding ID for the
existing PDU session. If PCF receives a new UE address (for example, an IPv4 address) and the session
binding information is registered for this PDU session.

The PCF deletes the session binding data for a UE in the BSF using the NbsfManagement De-Register service
operation and deletes a specific resource with the resource identifier by Individual PCF Session Binding (for
example Binding ID).
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