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About this

\}

Guide

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. While any existing
biased terms are being substituted, exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP documentation, or

language that is used by a referenced third-party product.

This preface describes the Ultra Cloud Core 5G Access and Mobility Management Function - Configuration

and Administration Guide, the document conventions, and the customer support details.

* Conventions Used, on page xxxi

* Contacting Customer Support, on page Xxxii

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type

Description

Information Note

Provides information about important features
or instructions.

Caution

Alerts you of potential damage to a program,
device, or system.

Warning

Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.

Typeface Conventions

Description

display

Text represented as a screen This typeface represents displays that appear on your

terminal screen, for example:

Login:

Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide .
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. Contacting Customer Support

Typeface Conventions Description
Text represented as commands This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as a command This typeface represents a variable that is part of a
variable command, for example:

show card slot_number

slot_number is a variable representing the applicable
chassis slot number.

Text represented as menu or This typeface represents menus and sub-menus that you
sub-menu names access within a software application, for example:

Click the File menu, then click New

Contacting Customer Support

Use the information in this section to contact customer support.

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.
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CHAPTER 1

5G Architecture

* Overview, on page 1
* Subscriber Microservices Infrastructure Architecture, on page 2
* Control Plane Network Function Architecture, on page 4

Overview

The Ultra Cloud Core is Cisco's solution supporting 3GPP's standards for 5G new radio (NR) standalone (SA)
mode. These standards define various network functions (NFs) based on the separation of control plane (CP)
and user plane (UP) (for example CUPS) functionality for increased network performance and capabilities.

Control Plane Network Functions

The CP-related NFs that comprise the Ultra Cloud Core are based on a common architecture that is designed
around the following tenants:

* Cloud-scale—Fully virtualized for simplicity, speed, and flexibility.
» Automation and orchestration—Optimized operations, service creation, and infrastructure.

* Security—Multiple layers of security across the deployment stack from the infrastructure through the
NF applications.

* API exposure—Open and extensive for greater visibility, control, and service enablement.

* Access agnostic—Support for heterogeneous network types (for example 5G, 4G, 3G, Wi-Fi, and so on).

These control plane NFs are each designed as containerized applications (for example microservices) for
deployment through the Subscriber Microservices Infrastructure (SMI).

The SMI defines the common application layers for functional aspects of the NF such as life-cycle management
(LCM), operations and management (OAM), and packaging.
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Figure 1: Ultra Cloud Core CP Architectural Components
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User Plane Network Function

The 5G UP NF within the Ultra Cloud Core is the User Plane Function (UPF). Unlike the CP-related NFs,
the 5G UPF leverages the same Vector Packet Processing (VPP) technology currently in use by the user plane
component within Cisco 4G CUPS architecture. This commonality ensures the delivery of a consistent set of
capabilities between 4G and 5G such as:

* Ultrafast packet forwarding.

« Extensive integrated IP Services such as Subscriber Firewall, Tethering, Deep-Packet Inspection (DPI),
Internet Content Adaption Protocol (ICAP), Application Detection and Control (ADC), and header
enrichment (HE).

* Integrated third-party applications for traffic and TCP optimization.

Subscriber Microservices Infrastructure Architecture

The Ultra Cloud Core (UCC) Subscriber Microservices Infrastructure (SMI) is a layered stack of cloud
technologies that enable the rapid deployment of, and seamless life-cycle operations for microservices-based
applications.

The SMI stack consists of the following:

* SMI Cluster Manager—Creates the Kubernetes (K8s) cluster, creates the software repository, and provides
ongoing LCM for the cluster including deployment, upgrades, and expansion.
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Kubernetes Management—Includes the K8s primary and etcd functions, which provide LCM for the NF
applications that are deployed in the cluster. This component also provides cluster health monitoring and
resources scheduling.

Common Execution Environment (CEE)—Provides common utilities and OAM functionalities for Cisco
Cloud native NFs and applications, including licensing and entitlement functions, configuration
management, telemetry and alarm visualization, logging management, and troubleshooting utilities. Also,
it provides consistent interaction and experience for all customer touch points and integration points in
relation to these tools and deployed applications.

Common Data Layer (CDL)—Provides a high performance, low latency, stateful data store, designed
specifically for 5G and subscriber applications. This next generation data store offers high availability
in local or geo-redundant deployments.

Service Mesh—Provides sophisticated message routing between application containers, enabling managed
interconnectivity, extra security, and the ability to deploy new code and new configurations in low risk
manner.

NB Streaming—Provides Northbound Data Streaming service for billing and charging systems.
NF or Application Worker Nodes—The containers that comprise an NF application pod.

NF or Application Endpoints (EPs)—The NFs or applications and their interfaces to other entities on the
network

Application Programming Interfaces (APIs)—Provides various APIs for deployment, configuration, and
management automation.

The following figure depicts how these components interconnect to comprise a microservice-based NF or
application.
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Figure 2: SMI Components
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For more information on SMI components, see Ultra Cloud Core Subscriber Microservices Infrastructure and
the related-documentation at Deployment Guide > Overview chapter.

Control Plane Network Function Architecture

Control plane (CP) NFs are designed around a three-tiered architecture that take advantage of the stateful or
stateless capabilities that are afforded within cloud native environments.

The architectural tiers are as follows:

* Protocol Load Balancer Services—These are stateless microservices that are primarily responsible for
dynamic discovery of application containers as well as for protocol proxy and termination. These include
traditional 3GPP protocols and new protocols that are introduced with 5G.

» Applications Services—Responsible for implementing the core application or business logic, these are
the stateless services that render the actual application based on the received information. This layer may
contain varying degrees of microservice granularity. Application services are stateless.

« State management services—Enable stateless application services by providing a common data layer
(CDL) to store or cache state information (for example session and subscriber data). This layer supports
various data storage technologies from in-memory caches to full-fledge databases.
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Figure 3: Control Plan Network Function Tiered Architecture
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The three-tiered architecture on which Cisco CP NFs are designed fully support the 5G core (5GC)
Service-based Architecture (SBA) defined by 3GPP. These NFs communicate with each other and with
third-party NFs over the Service-based Interface (SBI) using HTTP/2 over TCP as defined by 3GPP.
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Figure 4: Cisco CP NF Service-based Architecture Support
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For more information on the Cisco network functions, see their corresponding network function documentation.
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Product Description

The Access and Mobility Management Function (AMF) is one of the control plane network functions (NF)
of the 5G core network (5GC). The SG AMF, is an evolution of 4G MME, continuing with the Control Plane
and User Plane Separation, and with further simplifications like moving the Sessions Management functions
to the SMF and, providing common SBA interfaces.

Figure 5: EPC with Control Plane User Plane Separation Enhancement
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Figure 6: 5G Core Network - (a) Interface Representation, and (b) APl Level Representation
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Use Cases and Features

The main functions of AMF are to support:
+ Connection management, registration, and mobility management with UE.
« It terminates the control plane of 5G Radio Access Network and manages the register/deregister

status/mobility of UEs.

This section describes the use cases that AMF supports.

4G EPC Interworking with N26

The N26 interface is used to transfer mobiles authentication and session context as the mobile moves between
the two systems (MME <-> AMF). This scheme provides seamless mobility to an UE's IP session and hence
enables seamless mobility to voice sessions between 4G and 5G. Both Idle and Connected mode handovers
are supported.

The following features are related to this use case:

* Internode Registration Support, on page 205
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* N26-based Handover Procedures - EPC Interworking, on page 251

* N26 Stack Integration Support, on page 247

AN Release Procedure

The AMF supports procedure to release the logical NGAP signalling connection and the associated N3 User
Plane connections and RAN RRC signalling and resources.

* AN-initiated—The AMF supports RAN initiated release because of inactivity, UE initiated connection
release, link failure or any other reason.

* AMF-initiated—The AMF supports AMF-initiated release because of:
* [E value received as a part of prior procedure.

* Optional timer expiry

The following feature is related to this use case:

* Idle Entry Procedure, on page 201

Base AMF Configuration

AMF base configuration provides a detailed view of the configurations that are required for making AMF
operational. This includes setting up the infrastructure to deploy AMF, deploying AMF through SMI, and
configuring the Ops Center for exploiting the AMF capabilities over time.

For more information on SMI, see the Ultra Cloud Core SMI Cluster Deployer Operations Guide.
The following feature is related to this use case:

* Deploying and Configuring AMF through Ops Center , on page 21

CMAS Support

The AMF supports interaction with Cell Broadcast Centre Function (CBCF) for public warning functionality
and required messaging toward gNB as well as for realizing broadcast functionality.

The following feature is related to this use case:

* CMAS Service Support, on page 111

Encryption and Integrity Protection

The AMF supports both 5G-AKA and EAP-AKA’ authentications. The following encryption and integrity
protection algorithms enable encryption and integrity protection on the N1 interface:

* NEAO/NIAO
* 128-NEA1/128-NIA1
* 128-NEA2/128-NIA2
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The following features are related to this use case:
* EAP and AKA Authentication, on page 157

* Encryption and Integrity Protection, on page 161

Handover Procedure

The AMF supports procedures to handover a UE from source NG-RAN to target NG-RAN.

» Xn Handover—The AMF supports Xn handover, used to handover a UE from source NG-RAN to target
NG-RAN using Xn when the AMF is unchanged.

* N2 Handover—The AMF supports inter-AMF and intra-AMF N2 handovers. These can be triggered
due to new radio conditions/load balancing, if there is no Xn connectivity between source and target
NG-RAN or due to AMF change.

The following features are related to this use case:

* N2 Handover Procedure, on page 241
* Xn Handover, on page 451

Lawful Intercept

The Lawful Intercept (LI) feature enables law enforcement agencies (LEAs) to intercept subscriber
communications. The LI functionality provides the network operator the capability to intercept and control
messages of targeted mobile users.

For more details, contact your Cisco account representative.

NRF Register/Discovery

The AMF supports register/de-register/update with NRF. The AMF includes various query parameters, such
as nf-type, plmn-info, slice-data, DNN, routing-indicator when it sends the NFDiscovery request towards the
NRF during discovery of network elements. When AUSF, UDM, PCF, and SMF aren't locally configured,
the AMF queries the NRF NF discovery API to discover them.

The following feature is related to this use case:

* NRF (Network Function Repository) Services, on page 265

OAM Support

The AMF provide counters and alarms/alerts for monitoring the AMF-specific functionality and features.
The following features are related to this use case:

* Application-based Alerts, on page 85
* Deploying and Configuring AMF through Ops Center , on page 21

* Pods and Services Reference, on page 27
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* Smart Licensing, on page 41
* AMF Rolling Software Upgrade, on page 71
* Troubleshooting, on page 455

For more information, you can also see the following documents:

» UCC 5G AMF - Metrics Reference
« UCC 5G AMF - CLI Reference

PDU Session Establishment

The UE receives data services through a Protocol Data Unit (PDU) session, which is a logical connection
between the UE and core network. In a PDU session establishment, the UE establishes a PDU session for
accessing data services. Unlike EPS, where a default PDU session is always created while the UE registers
to the network, in 5G, the UE establishes a PDU session when service is needed.

The following feature is related to this use case:

» Compliance to 3GPP Specifications, on page 119

PDU Session Modification

The PDU session modification procedure happens when one or several of the QoS parameters exchanged
between the UE and the network are modified. Both UE- and SMF-initiated PDU session modifications are
supported.

The following feature is related to this use case:

» Compliance to 3GPP Specifications, on page 119

PDU Session Release

The PDU session release procedure is used to release all the resources associated with a PDU Session. This
can either be initiated by the UE or the SMF.

The following feature is related to this use case:

» Compliance to 3GPP Specifications, on page 119

Redundancy Support

The AMF support high availability for AMF specific pods and ensures session continuity in case of Pod
failure.

The following feature is related to this use case:

* High Availability Services, on page 195
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Roaming and Restriction Support

The AMF supports subscribers moving seamlessly in geographies beyond their network reach. Restriction
control is also supported. Steering of Roaming (SoR) is supported at AMF.

The following feature is related to this use case:

* Roaming Support, on page 329

Service Request Procedure

The AMF supports the Service Request procedure used by a UE in CM-IDLE state or the 5GC to request the
establishment for a secure connection to an AMF. The Service Request procedure is also used when the UE
is in CM-IDLE and in CM-CONNECTED state to activate a User Plane connection for an established PDU
Session.

* UE Triggered—The AMF supports UE in Idle state initiating Service request procedure for sending
uplink signalling messages, user data or other reasons.

*» Network Triggered Service Request/Paging—The AMF supports procedure when the network needs to
send Paging Request to RAN based on trigger(s) from UDM, SMF and other NF nodes. The paging
request triggers the UE to initiate Service Request procedure.

The following features are related to this use case:
* Paging Support, on page 295

* Service Request Procedure, on page 347

SMS over NAS

The AMF supports registration and deregistration for SMS over NAS. MO/MT SMS are supported in
CM-IDLE/CM-CONNECTED state.

The following feature is related to this use case:

* SMS over the Non-Access Stratum Procedures, on page 373

UE Configuration Update Procedure

The AMF supports UE Configuration Update procedure for access and mobility management related parameters,
such as GUTI, TAI-list.

The following feature is related to this use case:

* UE Configuration Management Procedures, on page 421

Deregistration

To enable UE to deregister from 5GS network.
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* UE-init Deregistration—The deregistration procedure allows the UE to inform the network that it doesn’t
want to access the 5G data services.

» Network-init Deregistration—The deregistration can be initiated by the UDM if the subscription is
withdrawn for the UE or UE has moved to another node. It can also be initiated by AMF based on OAM
requirements.

The following feature is related to this use case:

» Compliance to 3GPP Specifications, on page 119

Registration
To enable UE tracking and reachability, a UE must register with the authorized network to receive services.
* Initial Registration—The AMF supports initial UE registration to 5GS network.
* Mobility Registration Update—The AMF supports mobility registration update:

* When changing to new Tracking Area (TA) outside the UE’s Registration Area in Connected/Idle
state.

* When the UE needs to update its capabilities or negotiated parameters.

AMF also supports registration with AMF change.

* Periodic Registration Update—The AMF supports periodic registration to the UE to confirm its availability.
The procedure is controlled in the UE by the periodic registration update timer, T3512. The value of the
T3512 timer is sent by the AMF to the UE in the Registration Accept message. The UE registers
periodically as per the T3512 timer interval.

» Emergency Registration—The AMF supports Emergency Registration without authentication/subscription.

The following feature is related to this use case:

» Compliance to 3GPP Specifications, on page 119

Deployment Architecture and Interfaces

The Cisco AMF is a part of the 5G core network functions portfolio with a common mobile core platform
architecture. The core network functions include Session Management Function (SMF), Network Repository
Function (NRF), Policy Control Function (PCF), Network Slice Selection Function (NSSF), and User Plane
Function (UPF).

AMF Architecture

The software architecture of the AMF is shown in the following diagram.
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Figure 7: AMF Architecture
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The SCTP endpoint (EP) pod type supports the SCTP interface between the AMF and gNB. Only a single
SCTP EP pod is run at a time. In addition to a GUAMI, the SCTP bind address is also unique to an AMF. If
multiple SCTP EPs are run, they have to bind to different SCTP addresses, at which time they would not be
part of the same AMF.

The SCTP EP converts each message into a GRPC message with the SCTP Payload. Unlike TCP, SCTP
messages are delimited by the protocol, so there is no other knowledge that the SCTP EP needs to figure out
message boundaries.

The NGAP EP or Node Manager provides termination for NGAP messages. Node Manager terminates the
handling of all NGAP messages from a gNB. All messages from gNB are handled by a single Node Manager,
but one Node Manager can handle messages from multiple gNBs. This allows a Node Manager to manage
the state of both gNB, and one connection between a UE, gNB and AMF. If messages from the same gNB
were distributed across multiple instances of Node Manager, there is no single entity in the AMF that is
responsible for the state of a gNB in the AMF.

The AMF Service pods implement the logic that is necessary to provide Access and Mobility functions to the
UE. This includes handling registration, handover and PDU session related procedures.

AMF Deployment

The AMF deployment supports standalone mode. In this mode, each NF together with the required microservices
is deployed in the same namespace in Kubernetes.

Supported Interfaces

This section lists the interfaces supported between the AMF and other network functions in the 5GC.

* N1 - Reference point between UE and AMF.
* N2 - Reference point between R(AN) and AMF.
* N8 - Reference point between AMF and UDM.

* N11 (Namf) - Reference point between AMF and SMF.
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* N11 (Nsmf) - Reference point between AMF and SMF.
* N12 - Reference point between AUSF and AMF.

* N14 - Reference point between AMF and AMF.

* N15 - Reference point between AMF and PCF.

Life Cycle of Control Plane Message

This call flow uses initial registration by a UE at the AMF using a GUTI assigned by an MME. All the steps
in the call flow are not shown. The procedure level call flow has all the messages. The intent here is to show
all the components, and the actions that are taken by each component.

Figure 8: End-to-End Registration by an UE Call Flow
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Table 1: End-to-End Registration by an UE Call Flow Description

Step

Description

1

The UE sends an Initial Registration Request to the gNB, which sends it to the AMF in an Initial
UE message.

On the AMF, the message reaches the SCTP Endpoint (EP), which terminates the SCTP protocol
and extracts the payload. It sends a Datalnd GRPC message to the NGAP EP.

The NGAP EP parses the request. Both NGAP message parsing and NAS parsing are performed
by the NGAP EP. It takes the ID that came in the initial message, and checks for any existing state
in any AMF service by looking up the Session Affinity Cache.

To optimally serve the UE, the AMF maintains affinity of subscriber with service pod internally.
If there’s session affinity information for the UE, the NGAP EP forwards the message to that AMF
service pod. Otherwise, it load balances the request to any available AMF service pod.

The AMF service finds the MME to check the identity of the UE. Currently, the MME information
is locally configured. The AMF service sends this request to the EGTPC EP.

The EGTPC EP forwards the request to the UDP proxy after a transaction ID has been allocated.

The UDP proxy forwards this message to the MME and gets a response.

The response from the MME is forwarded to EGTPC EP. The EGTPC EP does the transaction
matching for the request.

The identity response is sent to the AMF service.

10

If the security context is not present in the response from the MME, the AMF service decides to
authenticate the UE. The authentication procedure is started by sending a AuthenticationRequest
to the REST EP.

11

The REST EP handles all the client and server requests for the AMF, and all NRF interactions.
REST EP makes a query to the NRF to find the AUSF to serve the UE. In further steps, the
interaction with the NRF to resolve UDM and PCF are skipped.

12

The REST EP sends an Authentication Information Request to the AUSF and gets a response.

13

The response from the AUSF is forwarded to the AMF service. The authentication procedure
between the AMF service and the UE is not explained here.

14

If there is any vestigial PDU state for the UE in the SMF, the AMF clears the state. The AMF
service sends a message to REST EP for each SMF that needs to be cleared of state.

15

On the REST EP, there is no NRF interaction for this message, and the REST EP forwards this to
the SMF identified in the request from the AMF service.

16

The response from the SMF is sent to the AMF service by REST EP.

17

The AMF service sends a UECM registration request to the REST EP.

18

The REST EP uses the NRF to resolve UDM selection for this request and sends a request to the
UDM.
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Step

Description

19

The response from the UDM is forwarded to the AMF Service. Retrieval of subscription data
information and registering for notifications for change is not explained here.

20

The AMF service checks the configuration to see if an AM policy association needs to be done
for this registration, and if it is, sends a request to the REST EP.

21

The REST EP does NRF discovery for PCF and sends a request to the PCF.

22

Response from the PCR is forwarded to the AMF service.

23

The AMF service sends a Registration Accept Message to NGAP.

24

The NGAP encodes both the NAS message and the NGAP message and sends a message to the
SCTP EP.

25

The SCTP EP sends the message out to the gNB.

26

The rest of the message has been excluded.

27

The AMF sends an Add or Update Session message to the CDL.

License Information

The AMF supports Cisco Smart Licensing. For more information, see the Smart Licensing chapter in this

document.

Standards Compliance

Cisco AMF complies with the 3GPP standards.

The AMF is one of the control plane (CP) NFs of the 5G core network. The AMF uses different interfaces to
communicate with the other NFs or nodes. For example, the N11 interface exists between the AMF and Session
Management Function (SMF). Each of the AMF interfaces comply to a specific version of the 3GPP
specification depending on the compliance version supported.
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Figure 9: Interfaces
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Use the following table to determine the compliance mapping for each AMF interface and the 3GPP Standards
specification version revision 16.

Table 2: Compliance Mapping

Interface Relationship 3GPP Specification Version

N1 Between UE and AMF 24.501 Compliance Support:
16.6.0

N2 Between R(AN) and AMF 38.413 Compliance Support:
16.6.0

N8 Between AMF and UDM 29.503 Compliance Support:
16.6.0

N11 (Namf) Between AMF and SMF 29.518 Compliance Support:
16.6.0

N11 (Nsmf) Between AMF and SMF 29.502 Compliance Support:
16.6.0

N12 Between AUSF and AMF 29.509 Compliance Support:
16.6.0

N14 Between AMF and AMF 29.518 Compliance Support:

16.6.0
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Interface

Relationship

3GPP Specification

Version

NI15

Between AMF and PCF

29.507

Compliance Support:
16.6.0
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CHAPTER 3

Deploying and Configuring AMF through Ops
Center

* Feature Summary and Revision History, on page 21
* Feature Description, on page 22

* Deploying and Accessing AMF, on page 24

* Configuring Ops Center, on page 25

* Post Configuration Check, on page 25

Feature Summary and Revision History

Summary Data

Table 3: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Enabled-Always-on
Related Documentation Not Applicable

Revision History

Table 4: Revision History

Revision Details Release

First introduced. 2021.04.0
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Feature Description

AMF deployment and configuration procedure involves deploying AMF through the Subscriber Microservices
Infrastructure (SMI) Cluster Deployer and configuring the settings or customizations through the AMF Ops
Center which is based on the Confd CLI.

The AMF configuration includes the NRF profile data configuration and the externally visible IP addresses
and ports.

AMF Ops Center

The Ops Center is a system-level infrastructure that provides the following user interface to:

* Trigger the deployment of microservices by providing variable helm chart parameters. These chart
parameters control the scale and properties of Kubernetes objects (deployment, pod, services, and so on)
associated with the deployment.

* Push application specific configuration to one or more micro-services through Kubernetes configuration
maps.

* Issue application-specific execution commands (such as show commands and clear). These commands:
* Invoke APIs in application-specific pods

* Display the information returned by the application on the user interface

To view the sample of the web-based CLI, use the following show command.

show running-config amf-services
amf-services aml

amf-name AMF
validate-Tais false
relative-amf-capacity 127
locality LOC1

operator-policy-name local
guamis mcc 123 mnc 456 region-id 1 set-id 14 pointer 3
tai-groups testl
exit
slices name sl
sst 11
sdt 111111
exit
slices name s2
sst 2
sdt 000003
exit
slices name s3
sst 3
sdt 000004
exit
exit

Prerequisites
Before deploying AMF on the SMI layer:

* Ensure that all the virtual network functions (VNFs) are deployed.
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AMF Sysctl Tuning Parameters and Hyperthreading Enable .

* Run the SMI synchronization operation for the AMF Ops Center and Cloud Native Common Execution
Environment (CN-CEE).

AMF Sysctl Tuning Parameters and Hyperthreading Enable

In case the total number of AMF peers exceed 500, the following recommended sysctl parameter values should
be configured:

net

net.

net

net.
net.
net.

1

4.

A

.ipv4
ipv4
.ipv4
ipvé6
ipvé6
ipvé6

.neigh.
.neigh.
.neigh.
.neigh.
.neigh.
.neigh.

default
default.
default.
default
default.
default.

.gc_threshl1=4096
gc_thresh2=8192
gc_thresh3=8192
.gc_threshl1=4096
gc_thresh2=8192
gc_thresh3=8192

Create a sysctl.yaml file and add the following contents:

cat sysctl.yaml

profiles:
bios:
name: cndp_default settings

description: "HyperThreading Enabled CIMC BIOS settings for CNDP"
pids:
ULTM-C220-M5SX-CM:
description: "HyperThreading Enabled CIMC BIOS settings for ULTM-C220-M5SX-CM"
tokens:
cpuPerformance: hpc
cpuEnergyPerformance: balanced-performance
eppProfile: Performance
intelHyperThreadingTech: enabled
packageCstateLimit: CO Cl State
usbPortInternal: disabled
usbPortKvm: enabled
usbPortRear: disabled
usbPortSdCard: disabled
linux:
name: sysctl settings
sysctl:
net.ipvéd.neigh.default.gc_threshl: 4096
net.ipvéd.neigh.default.gc_thresh2: 8192
net.ipvéd.neigh.default.gc_thresh3: 8192
net.ipvé.neigh.default.gc_threshl: 4096
net.ipvé.neigh.default.gc_ thresh2: 8192
net.ipvé.neigh.default.gc_ thresh3: 8192
net.sctp.rto max: 5000

Run the following commands:

tar -czvf sysctl.tgz
./sysctl.yaml

sha256sum sysctl.tgz

d3496cd26cbd7a35b06581ad4af7cd507b89000a34£6531b990edcd4aldl326e26

./sysctl.yaml

sysctl.tgz

Host sysctl.yaml file in any HTTP server accessible from the setup.

Add the new host-profile in cluster deployer Ops Center configuration.

Note

Create a new host profile instance and link it to node. Do not update the existing one.
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config

software host-profile sysctl

url http://209.165.200.230:9080/sysctl.tgz

allow-dev-image true

sha256 42b64b2860826136079e8c7146086fce3e98£d8933ef837e1484£2682abdb38f
exit
commit

5. Link the host profile in each of the nodes using the following in cluster deployer Ops Center:

config

clusters <cluster-name> nodes <node-name> host-profile sysctl
clusters <cluster-name> nodes <node-name> os tuned enabled
commit

6. After cluster sync is complete, verify whether the changes are complete on each server.

sysctl -a | grep -i net.ipvé6.neigh.default.gc thresh

net.ipv6.neigh.default.gc threshl 4096
net.ipv6.neigh.default.gc thresh2 = 8192
net.ipv6.neigh.default.gc thresh3 = 8192

sysctl -a | grep -i net.ipvé4.neigh.default.gc thresh

net.ipvé4.neigh.default.gc threshl 4096
net.ipvé4.neigh.default.gc thresh2 = 8192
net.ipv4.neigh.default.gc thresh3 = 8192

lscpu | grep Thread
Thread(s) per core: 2

Deploying and Accessing AMF

This section describes how to deploy AMF and access the AMF Ops Center.

Deploying AMF

The SMI platform is responsible for deploying and managing the Cloud Native 5G AMF application and other
network functions.

For information on how to deploy AMF Ops Center on a vCenter environment, see Deploying and Upgrading
the Product section in the Ultra Cloud Core Subscriber Microservices I nfrastructure — Operations Guide.

For information on how to deploy AMF Ops Center on bare metal servers (currently Cisco UCS-C servers)
environment, see Operating the SMI Cluster Manager on Bare Metal section in the Ultra Cloud Core Subscriber
Microservices Infrastructure — Operations Guide.

Accessing the AMF Ops Center

You can connect to the AMF Ops Center through SSH or the web-based CLI console.

SSH
1. Log in to the Master node

2. SSH to Ops Center pod IP using the following command:
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ssh admin@ops_center_pod_ip -p 2024

Web-based Console
1. Log in to the Kubernetes Master node
2. Run the following command:
kubectl get ingress <namespace>
Available ingress connections get listed.
3. Select the appropriate ingress and access the AMF Ops Center.

4. Access the following URL from your web browser:

cli.<namespace>-ops-center.<ip_address>.nip.io

\)

Note By default, the Day 0 configuration is loaded into the AMF.

Configuring Ops Center

This section describes how to configure the AMF Ops center.

1. Log in to the Master node

2. SSH to Ops Center pod IP using the following command:
ssh admin@ops_center_pod_ip -p 2024

3. Copy the contents from the configuration file and paste it in the AMF Ops Center CLI to load the
configuration.

config
<Paste the contents from configuration file here>
commit
exit

Sample Configuration

You can use show running-config command to view the sample configuration that is provided only
for reference. You must create and modify your own configuration file according to the specific needs of your
deployment.

To check the sample configuration file, refer to Sample Configuration, on page 461.

Post Configuration Check

You can use the following commands from the AMF Ops Center to check the AMF status after the
configuration.
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« show system
* show helm

Also, log in to the Master node and check the AMF pod health and running state, using the following command:

kubectl get pod -n amf_namespace.
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Pods and Services Reference

* Feature Summary and Revision History, on page 27

* Feature Description, on page 28

* Associating Pods to the Nodes, on page 33

* Viewing the Status and Pod Details, on page 34

* Viewing the Service Summary and Details, on page 38

Feature Summary and Revision History

Summary Data

Table 5: Summary Data

Applicable Product(s) or Functional Area AMF
Applicable Platform(s) SMI
Feature Default Setting Enabled - Always-on

For Multiple Service Pods on Multiple Nodes:
Disabled — Configuration required to enable

Related Documentation Not Applicable

Revision History

Table 6: Revision History

Revision Details Release
Multiple Service Pods on Multiple Nodes 2023.02.0
First introduced. 2021.04.0
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Feature Description

Pods

The AMF is built on the Kubernetes cluster strategy, which implies that it has adopted the native concepts of
containerization, high availability, scalability, modularity, and ease of deployment. To achieve the benefits
offered by Kubernetes, AMF uses the construct that includes the components such as pods and services.

Depending on your deployment environment, the AMF deploys the pods on the virtual machines that you
have configured. Pods operate through the services that are responsible for the intrapod communications. If
the machine hosting the pods fail or experiences network disruption, the pods are terminated or deleted.
However, this situation is transient and AMF spins new pods to replace the invalid pods.

The following workflow provides a high-level visibility into the host machines, and the associated pods and
services. It also represents how the pods interact with each other. The representation might defer based on
your deployment infrastructure.

Figure 10: Communication Workflow of Pods

REST EP SCTP EP UDP Proxy UEP

NGAP EP GTPCEP

AMF SERVICE

COLEP UE DATA KAFKA

OoPs
COMFD CENTER GRAFAMA FROMETHEUS

SOBSEY

A pod is a process that runs on your Kubernetes cluster. Pod encapsulates a granular unit known as a container.
A pod contains one or multiple containers.

Kubernetes deploys one or multiple pods on a single or multiple nodes which can be a physical or virtual
machine. Each pod has a discrete identity with an internal IP address and port space. However, the containers
within a pod can share the storage and network resources.

The following tables list the AMF pod names and the Kubernetes node names on which they are deployed
depending on the labels that you assign. For information on how to assign the labels, see Associating Pods to
the Nodes, on page 33.
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\)

Pods .

Note Maximum number of pods that can be configured per node is 256.

)

Note In case of separate CDL deployment, CDL pods are visible under CDL namespace.

Table 7: AMF Pods

as N4 link establishment,
management (heart-beat). It also
generates unique identifiers, such as
NGAP-ID, TMSI, GUTI and so on.

Pod Name Description Kubernetes Node Name
base-entitlement-amf Supports Smart Licensing feature. |OAM
cache-pod Operates as the pod to cache any sort | Protocol
of system information that will be
used by other pods as applicable.
cdl-ep-session-cl Provides an interface to the CDL. Session
cdl-index-session-c1 Preserves the mapping of keys to the | Session
session pods.
cdl-slot-session-c1 Operates as the CDL Session pod to | Session
store the session data.
etcd-amf-etcd-cluster Hosts the etcd for the AMF OAM
application to store information, such
as pod instances, leader information,
NF-UUID, endpoints, and so on.
georeplication Contains business logic for Protocol
Geographic Redundancy (Currently,
GR is not fully supported in AMF).
grafana-dashboard-cdl Contains the default dashboard of |OAM
CDL metrics in Grafana.
grafana-dashboard-amf Contains the default dashboard of |OAM
AMF-service metrics in Grafana.
gtpc-ep Operates as GTPC endpoint of AMF. | Protocol
kafka Hosts the Kafka details for the CDL | Protocol
replication.
nodemgr Performs node level interactions, such | Service
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Pod Name Description Kubernetes Node Name

oam-pod Operates as the pod to facilitate Ops | OAM
Center actions, such as show
commands, configuration commands,
monitor protocol monitor subscriber,
and so on.

ops-center-amf-ops-center Acts as the AMF Ops Center. OAM

smart-agent-amf-ops-center Operates as the utility pod for the OAM
AMF Ops Center.

amf-service Contains main business logic of Service
AMF.

amf-rest-ep Operates as REST endpoint of AMF | Protocol
for HTTP2 communication.

amf-protocol-ep Processes NGAP/NAS Protocol Protocol
Messages.

amf-gosctp-1b Operates as SCTP endpoint for AMF. | Protocol

udp-proxy Operates as proxy for all UDP Protocol
messages. Owns UDP client and
server functionalities.

swift-amf-ops-center Operates as the utility pod for the |OAM
AMF Ops Center.

zookeeper Assists Kafka for topology OAM
management.

li-ep Responsible for handling LI-IRI OAM
events for AMF.

The AMF configuration is composed of several microservices that run on a set of discrete pods. Microservices
are deployed during the AMF deployment. AMF uses these services to enable communication between the
pods. When interacting with another pod, the service identifies the pod's IP address to initiate the transaction

and acts as an endpoint for the pod.

The following table describes the AMF services and the pod on which they run.

)

Note 1In case of separate CDL deployment, CDL related services are visible under CDL namespace.

Table 8: AMF Services and Pods

Service Name

Pod Name

Description

alert-frwd-ops-center

ops-center-amf-ops-center

Responsible for forwarding SNMP alerts.
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Service Name

Pod Name

Description

amf-gosctp-lb

amf-gosctp-1b

Responsible for receiving incoming traffic
over SCTP from N1 interface.

amf-nrf-service

amf-rest-ep

Responsible for providing API for NRF
CLIs.

amf-protocol-ep

amf-protocol-ep

Responsible for inter-pod communication
with amf-protocol-ep pod.

amf-rest-ep amf-rest-ep Responsible for inter-pod communication
with amf-rest-ep pod.

amf-sbi-service amf-rest-ep Responsible for routing incoming SBI
messages to REST-EP pods.

amf-service amf-service Responsible for inter-pod communication

with amf-service pod.

base-entitlement-amf

ops-center-amf-ops-center

Supports Smart Licensing feature.

bgpspeaker-pod

georeplication-pod-0

Responsible for providing Geo replication
support.

datastore-ep-session

cdl-ep-session

Responsible for the CDL session.

datastore-notification-ep

amf-rest-ep

Responsible for sending the notifications
from the CDL to
the smf-service through amf-rest-ep.

datastore-tls-ep-session

cdl-ep-session

Responsible for the secure CDL
connection.

documentation

documentation

Responsible for the AMF documents.

eted

etcd-cluster

Responsible for pod discovery within the
namespace.

etcd-amf-ins1-etcd-cluster-0

etcd-cluster

Responsible for synchronization of data
among the ETCD cluster.

etcd-amf-ins1-etcd-cluster-1

etcd-cluster

Responsible for synchronization of data
among the ETCD cluster.

etcd-amf-ins1-etcd-cluster-2

etcd-cluster

Responsible for synchronization of data
among the ETCD cluster.

grafana-dashboard-amf

grafana-dashboard-amf

Responsible for the default dashboard of
AMF-service metrics in Grafana.

grafana-dashboard-cdl-cdl-amf

grafana-dashboard-cdl

Responsible for the default dashboard of
CDL metrics in Grafana.
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Service Name

Pod Name

Description

grafana-dashboard-etcd-amf

grafana-dashboard-etcd

Responsible for the default dashboard of
ETCD metrics in Grafana.

gtpc-ep gtpe-ep Responsible for inter-pod communication
with GTP-C pod.

kafka kafka Processes the Kafka messages.

local-ldap-proxy-amf-ins1-ops-center | ops-center-amf-ops-center | Responsible for leveraging Ops Center
credentials by other applications, such as
Grafana.

netoonfops-center-amif-ins1-ops-centter | ops-center-amf-ops-center | Responsible for providing/exposing
netconf interface to configure AMF.

nodemgr nodemgr Responsible for inter-pod communication
with nodemgr pod.

oam-pod oam-pod Responsible to facilitate Exec commands

on the Ops Center.

ops-center-amf-ops-center

ops-center-amf-ops-center

Operates as the utility pod for the SMF
Ops Center.

prometheus-rules-etcd

prometheus-rules-etcd

Responsible for the default Prometheus
rules of ETCD in Prometheus.

smart-agent-amf-ops-center

smart-agent-amf-ops-center

Responsible for smart licensing.

ssh-ops-center-amf-ops-center

ops-center-amf-ops-center

To access AMF Ops Center using SSH
IP.

zookeeper

zookeeper

Assists Kafka for topology management.

zookeeper-service

zookeeper

Assists Kafka for topology management.

Open Ports and Services

The AMF uses different ports for communication. The following table describes the default open ports and

the associated services.

Table 9: Open Ports and Services

Port Service Usage

22 SSH SMI uses TCP port to communicate with the virtual machines.

80 HTTP SMI uses TCP port for providing Web access to CLI, Documentation,
and TAC.

443 SSL/HTTP SMI uses TCP port for providing Web access to CLI, Documentation,
and TAC.
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Port

Service

Usage

6443

HTTP

SMI uses port to communicate with the Kubernetes API server.

9100

jetdirect

SMI uses TCP port to communicate with the Node Exporter.

Node Exporter is a Prometheus exporter for hardware and OS metrics
with pluggable metric collectors.

It allows you to measure various machine resources, such as memory,
disk, and CPU utilization.

10250

SSL/HTTP

SMI uses TCP port to communicate with Kubelet.

Kubelet is the lowest level component in Kubernetes. It is responsible
for what is running on an individual machine.

It is a process watcher or supervisor focused on active container. It
ensures the specified containers are up and running.

10256

HTTP

SMI uses TCP port to interact with the Kube proxy.

Kube proxy is a network proxy that runs on each node in your cluster.
Kube proxy maintains network rules on nodes. These network rules
allow network communication to your pods from network sessions
inside or outside of your cluster.

2024

SSH

AMF Ops Center uses this port to provide the ConfD CLI access.

9090

HTTP

AMF REST endpoint pods use this port to expose the APIs to support
NREF interface specific CLIs.

8090

HTTP

AMF REST endpoint pods use this port for routing incoming SBI
messages to REST-EP pods.

8890

gRPC/HTTP

AMF REST endpoint pods use this port to receive timer notification
from CDL.

3179

Tepwrapped

SMI uses this TCP port for Calico(Kubernetes networking).

Calico is used for routing the networking packets to pods.

In addition to the preceding ports, AMF uses the ports that are destined for SMI for routing information
between hosts. For more information on SMI ports, see Ultra Cloud Core Subscriber Microservices

Infrastructure Operations Guide.

Associating Pods to the Nodes

This section describes how to associate a pod to the node based on their labels.

After you have configured a cluster, you can associate pods to the nodes through labels. This association
enables the pods to get deployed on the appropriate node based on the key-value pair.

Labels are required for the pods to identify the nodes where they must get deployed and to run the services.
For example, when you configure the protocol-layer label with the required key-value pair, the pods are
deployed on the nodes that match the key-value pair.
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To associate pods to the nodes through the labels, use the following configuration:

config
k8 label

cdl-layer
key key value
value value

oam-layer
key key value
value value

protocol-layer
key key value
value value

service-layer
key key value
value value

sctp-layer
key key value
value value
end

NOTES:
« label { cdl-layer { key key value | value value }—Specify the key value pair for CDL.
» oam-layer { key key_value | value value }—Specify the key value pair for OAM layer.
« protocol-layer { key key value | value value }—Specify the key value pair for protocol layer.
* service-layer { key key_value | value value }—Specify the key value pair for the service layer.

- sctp-layer { key key_value| value value }—Specify the protocol value. Example: For k8 label sctp-layer
key value is smi.cisco.com/node-type-2 value protocol.

)

Note If you opt not to configure the labels, then AMF assumes the labels with the default key-value pair.

Viewing the Status and Pod Details

If the service requires extra pods, the AMF creates, and deploys those pods.
You can perform the following:

* View the list of pods that are participating in your deployment through the AMF Ops Center.

* Run the kubectl command from the Master node to manage the Kubernetes resources.

To view the comprehensive pod details, use the following command:
* kubectl get pods -n amf namespace pod name —O yaml

The pod details are available in YAML format. The output of this command results in the following
information:
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* The IP address of the host where the pod is deployed.
* The service and application that is running on the pod.
* The ID and name of the container within the pod

* The IP address of the pod

* The current state and phase in which the pod is.

* The start time from which the pod is in the current state.

Sample Output:

kubectl get pod -n amf-ins cache-pod-0 -o yaml
apiVersion: vl
kind: Pod
metadata:
annotations:
cni.projectcalico.org/podIP: 209.165.201.3/32
cni.projectcalico.org/podIPs: 209.165.201.3/32,4141:4141::d32/128
prometheus.io/port: "10080"
prometheus.io/scrape: "true"
sidecar.istio.io/inject: "false"
creationTimestamp: "2021-10-16T18:03:322"
generateName: cache-pod-
labels:
component: cache-pod
controller-revision-hash: cache-pod-56dc45d7df
release: amf-insl-infra-charts
statefulset.kubernetes.io/pod-name: cache-pod-0
name: cache-pod-0
namespace: amf-insl
ownerReferences:
- apiVersion: apps/vl
blockOwnerDeletion: true
controller: true
kind: StatefulSet
name: cache-pod
uid: 18dfdb38-ca20-47ab-b525-770be%ace57¢c

resourceVersion: "5770907"
uid: 088c4£8d-143b-4096-ad03-£95409c1l6db9
spec:
affinity:
nodeAffinity:

requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: smi.cisco.com/node-type-2
operator: In
values:
- protocol

status:

conditions:

- lastProbeTime: null
lastTransitionTime: "2021-10-16T18:03:47Z"
status: "True"
type: Initialized

- lastProbeTime: null
lastTransitionTime: "2021-10-16T18:04:527Z"
status: "True"
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type: Ready
- lastProbeTime: null
lastTransitionTime: "2021-10-16T18:04:522"
status: "True"
type: ContainersReady
- lastProbeTime: null
lastTransitionTime: "2021-10-16T18:03:322"
status: "True"
type: PodScheduled

containerStatuses:
- containerID: docker://68f5c45ed73ee311la05a32bedfadcalcb9fda0742a01d303fe5115dfa7573a48

image:
docker.209.165.201.29.nip.io/amf.2021.04.m0.180/mobile-cnat-app-infra/cache-pod/main/
cache pod:0.1.0-32e359%a

imageID:
docker-pullable://docker.209.165.201.29.nip.10/amf.2021.04.m0.180/mobile~-cnat-app-infra/
cache-pod/main/cache pod@sha256:d2c82elaf506c£92c04d93f40ef8caldfcf830d457bfeabd4dc8aba7b63ce894

lastState: {}
name: cache-pod
ready: true
restartCount: 0
started: true

state:
running:
startedAt: "2021-10-16T18:03:492Z"

hostIP: 209.165.201.29
phase: Running
podIP: 209.165.201.3
podIPs:
- ip: 209.165.201.3
- ip: 4141:4141::d32
gosClass: Burstable
startTime: "2021-10-16T18:03:472Z"

To view the summary of the pod details, use the following command.
* kubectl get pods -n amf namespace -0 wide

Sample Output:

kubectl get pod -n amf-ins3 -o wide

NAME
AGE IP NODE
amf-ins3-amf-gosctp-1lb-sctp-1-0
2d1l6h 209.165.201.29
amf-ins3-amf-gosctp-1lb-sctp-1-1
2d1l6h 209.165.201.30

<none>
amf-ins3-amf-protocol-ep-default-0
2dléh 192.203.42.85 amf-cndp-tb27d-master-2
amf-ins3-amf-protocol-ep-default-1
2dléh 192.203.236.6 amf-cndp-tb27d-master-1
amf-ins3-amf-rest-ep-n0-0
2d19%h 192.203.236.55
amf-ins3-amf-rest-ep-n0-1
2d19%h 192.203.42.123
amf-ins3-amf-service-n0-0
2d19%h 192.203.211.179
amf-ins3-amf-service-n0-1
2d19%h 192.203.211.131
amf-ins3-amf-service-nl-0

amf-cndp-tb27d-master-1
amf-cndp-tb27d-master-2
amf-cndp-tb27d-master-3

amf-cndp-tb27d-master-3

amf-cndp-tb27d-master-1

READY

STATUS

NOMINATED NODE

1/1

<none>

1/1

2/2
<none>
2/2
<none>
2/2
<none>
2/2
<none>
2/2
<none>
2/2
<none>
2/2

Running

Running

amf-cndp-tb27d-master-2

Running
Running
Running
Running
Running
Running

Running

RESTARTS
READINESS GATES
0

<none>
0

<none>

0

<none>

0

<none>

0

<none>

0

<none>

1 (2d19h ago)
<none>

0

<none>

1 (2d19h ago)
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2d1%h 192.203.236.62 amf-cndp-tb27d-master-1 <none> <none>
amf-ins3-amf-service-nl-1 2/2 Running 0
2d1%h 192.203.236.63 amf-cndp-tb27d-master-1 <none> <none>
base-entitlement-amf-679£fd785c-2zrnl 1/1 Running 0
3d12h 192.203.211.149 amf-cndp-tb27d-master-3 <none> <none>
cache-pod-0 1/1 Running 0
2d1%h 192.203.236.50 amf-cndp-tb27d-master-1 <none> <none>
cache-pod-1 1/1 Running 0
2d1%h 192.203.42.80 amf-cndp-tb27d-master-2 <none> <none>
etcd-amf-ins3-etcd-cluster-0 2/2 Running 0
3dllh 192.203.236.52 amf-cndp-tb27d-master-1 <none> <none>
etcd-amf-ins3-etcd-cluster-1 2/2 Running 0
3dllh 192.203.42.126 amf-cndp-tb27d-master-2 <none> <none>
etcd-amf-ins3-etcd-cluster-2 2/2 Running 0
3dllh 192.203.211.178 amf-cndp-tb27d-master-3 <none> <none>
georeplication-pod-0 1/1 Running 0
3d1llh 209.165.201.31

amf-cndp-tb27d-master-2 <none> <none>
grafana-dashboard-amf-774bdd8b6d-6t6kw 1/1 Running 0
3dllh 192.203.211.130 amf-cndp-tb27d-master-3 <none> <none>
grafana-dashboard-etcd-amf-ins3-8597cf9fdc-72z7w 1/1 Running 0
3dllh 192.203.211.170 amf-cndp-tb27d-master-3 <none> <none>
gtpc-ep-n0-0 2/2 Running 0
2d1%h 192.203.236.22 amf-cndp-tb27d-master-1 <none> <none>
gtpc-ep-n0-1 2/2 Running 0
2d1%h 192.203.42.125 amf-cndp-tb27d-master-2 <none> <none>
li-ep-n0-0 2/2 Running 0
3dllh 192.203.42.108 amf-cndp-tb27d-master-2 <none> <none>
li-ep-n0-1 2/2 Running 0
3dllh 192.203.236.13 amf-cndp-tb27d-master-1 <none> <none>
nodemgr-n0-0 2/2 Running 1 (2d19h ago)
2d1%h 192.203.236.44 amf-cndp-tb27d-master-1 <none> <none>
nodemgr-n0-1 2/2 Running 0
2d1%h 192.203.211.150 amf-cndp-tb27d-master-3 <none> <none>
oam-pod-0 2/2 Running 0
3dllh 192.203.211.146 amf-cndp-tb27d-master-3 <none> <none>
ops-center-amf-ins3-ops-center-64479bd9d6-zqzzz 4/4 Running 0
3dl2h 192.203.42.81 amf-cndp-tb27d-master-2 <none> <none>
prometheus-rules-etcd-57688b5657-5gv5z 1/1 Running 0
3dllh 192.203.211.175 amf-cndp-tb27d-master-3 <none> <none>
smart-agent-amf-ins3-ops-center-798d5£9884-zplrn 1/1 Running 0
3d12h 192.203.42.120 amf-cndp-tb27d-master-2 <none> <none>
udp-proxy-0 1/1 Running 0
2d1%h 198.51.100.10 amf-cndp-tb27d-master-1 <none> <none>
udp-proxy-1 1/1 Running 0
2d1%h 198.51.100.11 amf-cndp-tb27d-master-2 <none> <none>

Understanding the pod's state lets you determine the current health and prevent the potential risks. The following

table describes the pod's states.

Table 10: Pod States

State

Description

Running

The pod is healthy and deployed on a node.

It contains one or more containers
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State Description

Pending The application is in the process of creating the container images
for the pod

Succeeded Indicates that all the containers in the pod are successfully
terminated. These pods cannot be restarted.

Failed One ore more containers in the pod have failed the termination
process. The failure occurred as the container either exited with
non zero status or the system terminated the container.

Unknown The state of the pod could not be determined. Typically, this could
be observed because the node where the pod resides was not
reachable.

Use the following commands to view the service summary:

kubectl get svc -n

Sample Output:

NAME

alert-frwd-ops-center
8080/TCP
amf-nrf-service
9090/TCP

amf-protocol-ep-ngap-1
9003/TCP,8080/TCP
amf-rest-ep
9003/TCP,8080/TCP
amf-sbi-service

8090/TCP
amf-service
9003/TCP,8080/TCP, 9909/TCP
base-entitlement-amf
8000/TCP
bgpspeaker-pod
9008/TCP,7001/TCP,8879/TCP
datastore-ep-session
8882/TCP
datastore-notification-ep
8890/TCP
datastore-tls-ep-session
8883/TCP
edr-monitor
8080/TCP
etcd
2379/TCP, 2380/TCP
etcd-amf-etcd-cluster-0
2380/TCP,2379/TCP
grafana-dashboard-amf
9418/TCP
grafana-dashboard-cdl-amf
9418/TCP

amf_namespace

TYPE CLUSTER-IP
AGE

ClusterIP 209.165.202.
4d19h

ClusterIP 209.165.202.

37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.

37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
4d19h

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP None
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

ClusterIP 209.165.202.
37m

Viewing the Service Summary and Details

EXTERNAL-IP

130

140

151

142

145

156

144

137

154

135

134

138

143

139

131

PORT (S)

<none>

209.165.202.152

<none>

<none>

209.165.202.146

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

<none>

. Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide




| Pods and Services Reference
Viewing the Service Summary and Details .

grafana-dashboard-etcd-amf ClusterIP 209.165.202.133 <none>

9418/TCP 37m

kafka ClusterIP None <none>

9092/TCP, 9083/TCP,5005/TCP, 7070/ TCP 37m

ldap-proxy-amf-infra-charts ClusterIP 10.111.123.172 <none>

636/TCP, 389/TCP 37m

ldap-proxy-amf-oam-pod ClusterIP 10.98.86.168 <none>

636/TCP, 389/TCP 37m

local-ldap-proxy-amf-ops-center ClusterIP 10.104.241.224 <none>

636/TCP,369/TCP 4d19h

nodemgr ClusterIP 10.100.29.104 <none>

9003/TCP, 8884/TCP,8879/TCP,9201/TCP, 8080/TCP 37m

oam-pod ClusterIP 10.105.32.51 <none>

9008/TCP,7001/TCP,8879/TCP,10080/TCP,8080/TCP 37m

ops-center-amf-ops-center ClusterIP 10.108.159.80 <none>

8008/TCP,8080/TCP,2024/TCP,2022/TCP 4d19h

ops-center-amf-ops-center-expose-cli LoadBalancer 10.99.138.131 209.165.202.144

2024:26905/TCP 4d19h

prometheus-rules-cdl ClusterIP None <none>

9419/TCP 37m

prometheus-rules-etcd ClusterIP None <none>

9419/TCP 37m

rest-ep ClusterIP 209.165.202.148 <none>

9201/TCP 37m

smart-agent-amf-ops-center ClusterIP 209.165.202.151 <none>

8888/TCP 4d19h

ssh-ops-center-amf-ops-center ClusterIP 209.165.202.152 209.165.202.142
2024/TCP 4d19h

xl-service-1 ClusterIP 209.165.202.129 37.37.37.37

1200/TCP 37m

zookeeper ClusterIP None <none>

2888/TCP,3888/TCP 37m

zookeeper-service ClusterIP 209.165.202.136 <none>

2181/TCP,7070/TCP 37m

Use the following commands to view the comprehensive service details:
kubectl get svc -n amf namespace service name —-oO yaml

Sample Output:

kubectl get svc amf-rest-ep -n amf-insl -o yaml
apiVersion: vl
kind: Service
metadata:
annotations:
meta.helm.sh/release-name: amf-insl-amf-rest-ep
meta.helm.sh/release-namespace: amf-insl
creationTimestamp: "2021-10-16T18:00:232"
labels:
app: amf-rest-ep
app.kubernetes.io/managed-by: Helm
chart: amf-rest-ep-0.1.0-main-2464-211014124230-2d34ce?
component: amf-rest-ep
heritage: Helm
release: amf-insl-amf-rest-ep
name: amf-rest-ep
namespace: amf-insl

resourceVersion: "5768444"

uid: 65cb4204-8914-4b71-aa3c-809238dd755e
spec:

clusterIP: 209.165.202.145

clusterIPs:

- 209.165.202.145

ipFamilies:
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- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: grpc
port: 9003

protocol: TCP
targetPort: 9003
- name: metrics
port: 8080
protocol: TCP
targetPort: 8080
- name: nrfrestep
port: 9201
protocol: TCP
targetPort: 9201
selector:
component: amf-rest-ep
release: amf-insl-amf-rest-ep
sessionAffinity: None
type: ClusterIP
status:
loadBalancer: {}
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CHAPTER 5

Smart Licensing

* Feature Summary and Revision History, on page 41
* Smart Software Licensing, on page 41

* Configuring Smart Licensing, on page 44

* OAM Support, on page 52

Feature Summary and Revision History

Summary Data

Table 11: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Disabled - Configuration required to enable
Related Documentation Not Applicable

Revision History

Table 12: Revision History

Revision Details Release

First introduced. 2021.04.0

Smart Software Licensing

Cisco employs two types of license models - Legacy Licensing and Smart Software Licensing. Legacy
Licensing consists of software activation by installing Product Activation Keys (PAK) on to the Cisco product.
A Product Activation Key is a purchasable item, ordered in the same manner as other Cisco equipment and
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used to obtain license files for feature set on Cisco Products. This traditional licensing does not need any
online communication with the Cisco licensing server.

Smart Software Licensing is a cloud-based licensing of the end-to-end platform through the use of a few tools
that authorize and deliver license reporting. Smart Software Licensing functionality incorporated into the NFs
complete the product registration and authorization. AMF supports the Smart Software Licensing model.

Smart Licensing simplifies the purchase, deployment, and management of Cisco software assets. Entitlements
are purchased through your Cisco account through Cisco Commerce Workspace (CCW) and immediately
available in your Virtual Account for usage. This approach eliminates the need to install license files on every
device. Smart-enabled products communicate directly to Cisco to report consumption. A single location—Cisco
Software Central—is available for customers to manage Cisco software licenses. License ownership and
consumption are readily available to help make a better purchase decision that is based on consumption or
business need.

For more information on Cisco Smart Licensing, see
https://www.cisco.com/c/en/us/buy/smart-accounts/software-licensing.html.

Cisco Software Central

Cisco Software Central (CSC) enables the management of software licenses and the smart account from a
single portal. The CSC interface allows you to enable your product, manage entitlements, renew, and upgrade
software. You need a functioning smart account to complete the registration process.

To access Cisco Software Central, see https://software.cisco.com.

Smart Accounts and Virtual Accounts

Requesting a

Procedure

A Smart Account provides a single location for all smart-enabled products and entitlements. It helps in
procurement, deployment, and maintenance of Cisco Software. When creating a smart account, you must
have the authority to represent the requesting organization. After submission, the request goes through approval
process.

A Virtual Account exists as a sub-account within the smart account. Virtual Accounts are customer-defined
based on the organizational layout, business function, geography, or any defined hierarchy. Smart account
administrator creates and maintains the virtual accounts.

For information on setting up or managing the Smart Accounts, see https://software.cisco.com.

Cisco Smart Account

A Cisco Smart Account is an account where smart licensing-enabled products are available. A Cisco smart
account allows you to manage and activate your licenses to devices, monitor license use, and track Cisco
license purchases. Through transparent access, you have a real-time view into your smart licensing products.
IT administrators can manage licenses and account users within the organization's smart account through
Cisco Software Central. To create a Cisco Smart Account, perform the following steps:

Step 1 Visit the following URL:
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https://software.cisco.com

Step 2 Log in using your credentials, and click Request a Smart Account in the Administration area.

The Smart Account Request window appears.

Step 3 Under Create Account, select one of the following options:

* Yes, | haveauthority to represent my company and want to createthe Smart Account. If you select this option,
you agree to authorize to create and manage product and service entitlements, users, and roles, on behalf of the
organization.

* No, the person specified below will create the account. If you select this option, you must enter the email address
of the person who creates the smart account.

Step 4 Under Account Information,
a) Click Edit beside Account Domain | dentifier.

b) In the Edit Account Identifier dialog box, enter the domain, and click OK. By default, the domain is based on the
email address of the person creating the account, and must belong to the company that will own this account.

¢) Enter the Account Name (typically, the company name).

Step 5 Click Continue.
The Smart Account request will be in pending status until it is approved by the Account Domain Identifier. After the
approval, you will receive an email confirmation with instructions for completing the setup process.

AMF Smart Licensing

The Smart Licensing feature supports application entitlement for online and offline licensing for all 5G
applications (AMF, SMF, and NRF). The application usage is unrestricted during all stages of licensing,
including Out of Compliance (OOC) and expired stages.

)

Note  All licenses in use are granted a 90-day evaluation period. Currently, the functionality and operation of the
5G applications is unrestricted even after the end of the evaluation period.

Software Tags and Entitlement Tags

The following sections provide information on software and entitlement tags that are created to identify,
report, and enforce licenses.

Software Tags

A Software tag or a Product tag is a unique identifier that helps Smart Licensing system identify the software
product family. During the addition of Smart product instance in Cisco Smart Software Manager, the Smart
client uses the software/product tag for identification.

The following software tags exist for the AMF.
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Product Type / Description | Software Tag
Ultra Cloud Core - Access | regid.2020-04.com.cisco.AMF,1.0_d9b74814-21¢c2-4667-alb2-e27165bfc533

and Mobility Management
Function (AMF), Base
Minimum

Entitlement Tags

An Entitlement tag is a part of the software that identifies the features that are being used in a software image.
These tags underlay the communication on usage and entitlements of the software products that are installed
on the devices. The entitlement tags map to both the PID license and the Software image. Every Smart-enabled

PID may contain one or more entitlement tags.

The following entitlement tags identify licenses in use.

Product Type / Entitlement Tag
Description
Ultra Cloud Core - regid.2020-04.com.cisco.AMF _BASE,1.0 9aad44be9-ec64-4¢65-ac3d-b4040c108180

Access and Mobility
Management Function
(AMF), Base Minimum

\}

Note The license information is retained during software upgrades and rollback.

Configuring Smart Licensing

You can configure Smart Licensing after a new AMF deployment.

Users with Access to CSC

This section describes how to configure Smart Licensing if you have access to CSC portal from your

environment.

Setting Up the Product and Entitlement in CSC
To set up your product and entitlement in CSC:
1.  Login to your CSC account.

2. Click Add Product and enter the following details:
* Product name—Specify the name of the deployed product. Example: AMF.

* Primary PM CEC | D—Specify the primary Project Manager's CEC ID for the deployed product.
» Dev Manager CEC | D—Specify the Development Manager's CEC ID for the deployed product.

* Description—(Optional) Specify a brief description of the deployed product.
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* Product Type—Specify the product type.
» Software I D Tag—Specify the software ID Tag provided by the Cisco Accounts team.

Click Create.

Select your product from the Product/Entitlement Setup grid.

Click Entitlement drop-down list and select Create New Entitlement.
Select New Entitlement in Add Entitlement and enter the following details:

+ Entitlement Name—Specify the license entitlement name. Example: AMF BASE.
« Description—(Optional) Specify a brief description about the license entitlement.

+ Entitlement Tag—Specify the entitlement tag provided by the Cisco Accounts team.
« Entitlement Type—Specify the type of license entitlement.

» Vendor String—Specify the vendor name.

Click Entitlement Allocation.
Click Add Entitlement Allocation.

In New License Allocation, provide the following details:
* Product—Select your product from the drop-down list.

+ Entitlement—Select your entitlement from the drop-down list.

Click Continue.

In New License Allocation, enter the following details:

* Quantity—Specify the number of licenses.
» License Type—Specify the type of license.

 Expiring Date—Specify the date of expiry for the license purchased.

Click Create.

Registering Smart Licensing

You must register the product that is entitled to the license with CSC. To register, generate an ID token from

CSC.

1. Log in to your CSC account.

2. Click General > New Token and enter the following details:

* Description—Specify a brief description for the ID token.
* Expires After—Specify the number of days for the token to expire.

» Max. Number Users—Specify the maximum number of users.
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Click Create Token.
Select new I D token in Product I nstance Registration Token.
Click Actions> Copy.
Log in to AMF Ops Center CLI and paste the | D token using the following command:
license smart register idtoken
NOTES:
* license smart register—Registers Smart Licensing with CSC.

+ idtoken—Specify the ID token generated from CSC.

Example:

license smart register

Value for 'idtoken' (<string>): MTI2Y2FINTAtOThkMiOOYTAXLWE4M2QtOTNNNZNIN]Y4ZmFiLTE2MTCAN
Tky%0AMTASMDh8ck1 3 UHNwc3k1ZCINWFFCSNVECUp4QU1L j TFox0GxDTUSkQ31pa25ES0Ab04wST0S3D%S0A
Verify the Smart Licensing status using the following command:

show license all

Example:

show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CN-5G-NF
Virtual Account: Default
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jun 15 12:12:38 2020 GMT
Last Renewal Attempt: SUCCEEDED on Jun 15 12:12:38 2020 GMT
Next Renewal Attempt: Dec 12 12:12:38 2020 GMT
Registration Expires: Jun 15 12:02:50 2021 GMT

License Authorization:
Status: AUTHORIZED on Jun 15 12:12:44 2020 GMT
Last Communication Attempt: SUCCEEDED on Jun 15 12:12:44 2020 GMT
Next Communication Attempt: Jul 15 12:12:44 2020 GMT
Communication Deadline: Sep 13 12:09:43 2020 GMT

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: Smart Transport
Registration URL: null
Utility URL: null

Evaluation Period:
Evaluation Mode: Not In Use
Evaluation Period Remaining: 87 days, 10 hr, 3 min, 3 sec
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License Authorization Status: AUTHORIZED as of Jun 15 12:12:44 2020 GMT

AMF_BASE (AMF_BASE)
Description: 5G AMF Base Entitlement
Count: 1
Version: 1.0
Status: AUTHORIZED
Export status: NOT RESTRICTED
Feature Name: <empty>
Feature Description: <empty>

Product Information

UDI: PID:AMF, SN:JEZZ35Q0-ZF6DE7Y

Agent Version

Smart Agent for Licensing: 3.1.4

Deregistering Smart Licensing

To deregister Smart Licensing:

1.

Log in to AMF Ops Center CLI and use the following command:
license smart deregister

NOTES:

* license smart deregister—Deregisters Smart Licensing from CSC.

Verify the Smart Licensing status using the following command:
show license all
Example:

show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 84 days, 22 hr, 58 min, 0 sec
Last Communication Attempt: NONE

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: Smart Transport
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Registration URL: null
Utility URL: null

Evaluation Period:
Evaluation Mode: In Use
Evaluation Period Remaining: 84 days, 22 hr, 58 min, 0 sec

License Usage

License Authorization Status: EVALUATION MODE
Evaluation Period Remaining: 84 days, 22 hr, 58 min, 0 sec

(AMF_BASE)

Description: <empty>

Count: 1

Version: 1.0

Status: EVAL MODE

Export status: NOT RESTRICTED
Feature Name: <empty>

Feature Description: <empty>

Product Information

UDI: PID:AMF, SN:5DSFOZQ-DMKWHEA

Agent Version

Smart Agent for Licensing: 3.1.4

Users without Access to CSC

The Smart License Reservation feature—Perpetual Reservation—is reserved for customers without access to
CSC from their internal environments. Cisco allows customers to reserve licenses from their virtual account
and tie them to their devices' Unique Device Identifier (UDI). This enables customers to use their devices
with reserved licenses in a disconnected mode.

The subsequent sections describe the procedure involved in reserving Smart License for users without access
to CSC from their internal environment.

Enabling Smart License Reservation

To enable Smart License reservation through AMF Ops Center CLI, log in to AMF Ops Center CLI and use
the following configuration:

config terminal
license smart reservation
exit

NOTES:

* license smart reservation—Enables license reservation.

Enabling and Generating Smart License Reservation Request Code
To enable and generate the Smart License reservation request code:

1. Login to AMF Ops Center CLI.

2. To enable reservation, use the following configuration:
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config terminal
license smart reservation
exit

NOTES:

* license smart reservation—Enables license reservation request code.

3. To request for a reservation code, use the following command:
license smart reservation request
NOTES:

* license smart reservation request—Generates the license reservation request code.

| A

Important  Copy the generated license request code from the AMF Ops Center CLI to your
local machine for further use.

Example:

license smart reservation request

reservation-request-code CB-ZAMF:JEZZ35Q0-ZF6DE7Y-AS5QHppdj5-21

Message from confd-api-manager at 2020-06-15 12:18:47...

Global license change NotifyReservationInProgress reason code Success - Successful.

Generating an Authorization Code from CSC

To generate an authorization code from CSC using the license reservation request code:
1. Log in to your CSC account.

2. Click License Reservation.

3. Enter the Request Code: Paste the license reservation request code copied from the AMF Ops Center CLI
in the Reservation Request Code text box.

4. Select the Licenses: Click Reserve a Specific License radio button and select UCC 5G AMF BASE.

N

Note In the Reserve text box, enter the value 1.

5. Review your selection.
6. Click Generate Authorization Code.

7. Download the response file: The authorization code is generated and displayed on-screen. Click Download
as File to download the authorization code.

8. Click Close.

Reserving Smart Licensing

To reserve Smart License for the deployed product using the authorization code generated in CSC:
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1. Login to AMF Ops Center CLI and use the following command:
license smart reservation install authorization code
NOTES:

« licensesmart reservation install authorization_code—Installs a Smart License Authorization code.

Example:

license smart reservation install
Value for 'key' (<string>): CAACEfW-Wb5cMa-jEZjtU-M2KnUS5-toCZBA-iaVr

2. Verify the smart licensing status using the following command:
show license all

Example:

show license all

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Mon Jun 15 12:22:25 GMT 2020
Last Renewal Attempt: None

License Authorization:
Status: AUTHORIZED - RESERVED on Mon Jun 15 12:22:25 GMT 2020

Utility:
Status: DISABLED

Transport:
Type: Smart Transport
Registration URL: null
Utility URL: null

Evaluation Period:
Evaluation Mode: Not In Use
Evaluation Period Remaining: 87 days, 9 hr, 55 min, 44 sec

License Usage

License Authorization Status:
Status: AUTHORIZED - RESERVED on Mon Jun 15 12:22:25 GMT 2020
Last Communication Attempt: SUCCEEDED on Jun 15 12:22:25 2020 GMT
Next Communication Attempt: NONE
Communication Deadline: NONE

AMF _BASE (AMF_BASE)
Description: 5G AMF Base Entitlement
Count: 1
Version: 1.0
Status: AUTHORIZED
Export status: NOT RESTRICTED
Feature Name: <empty>
Feature Description: <empty>

Product Information
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UDI: PID:AMF, SN:JEZZ35Q0-ZF6DE7Y

Agent Version

Smart Agent for Licensing: 3.1.14

Returning the Reserved License
To return the reserved license, use the following procedure:
1. When the license reservation authorization code is installed in the AMF Ops Center:
a. Log in to the AMF Ops Center CLI and use the following command:
license smart reservation return
NOTES:

* license smart reservation return—Returns a reserved Smart License.

Example:

license smart reservation return
reservation-return-code CACfWm-rdGtXu-kP1lYtP-hPNELK-63EC7s-70K

b. Copy the license reservation return code generated in AMF Ops Center CLI.
c. Login to your CSC account.

d. Select your product instance from the list.

e. Click Actions> Remove.

f. Paste the license reservation return code in Return Code text box.

2. When the license reservation authorization code is not installed in the AMF Ops Center:
a. Login to the AMF Ops Center CLI and use the following command to generate the return code:

license smart reservation return
authorization code

| A

Important  Paste the license reservation authorization code generated in CSC to generate the return code.

b. Log in to your CSC account.
c. Select your product instance from the list.
d. Click Actions> Remove.

e. Paste the license reservation return code in Return Code text box.

3. Verify the smart licensing status using the following command:
show license all

Example:
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show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED

Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE

Evaluation Period Remaining:

Last Communication Attempt:

License Conversion:

Automatic Conversion Enabled:

Status: NOT STARTED
Utility:
Status: DISABLED
Transport:
Type: Smart Transport
Registration URL: null
Utility URL: null

Evaluation Period:

Evaluation Mode: In Use

Evaluation Period Remaining:

License

Usage

License Authorization Status:

Evaluation Period Remaining:

(AMF_BASE)
Description:
Count: 1
Version:
Status:
Export status:
Feature Name: <empty>
Feature Description:

<empty>

1.0
EVAL MODE

Product Information

UDI:

Version

Smart Agent for Licensing: 3.

OAM Support

<empty>

84 days,

NONE

true

84 days,

84 days,

NOT RESTRICTED

PID:AMF, SN:5DSFOZQ-DMKWHEA

.4

22 hr,

22 hr,

EVALUATION MODE

22 hr,

58 min, 0 sec
58 min, 0 sec
58 min, 0 sec

Smart Licensing |

This section describes operations, administration, and maintenance information for this feature.

Use the following show command to view the Smart Licensing information in the AMF Ops Center:

show license [ all |

summary
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NOTES:

+ all—Displays an overview of Smart Licensing information that includes license status, usage, product
information, and Smart Agent version.

» UDI—Displays Unique Device Identifiers (UDI) details.

« displaylevel—Depth to display information.

* reservation—Displays Smart Licensing reservation information.
» smart—Displays Smart Licensing information.

* status—Displays the overall status of Smart Licensing.

* summary—Displays a summary of Smart Licensing.

» tech-support—Displays Smart Licensing debugging information.

« usage—Displays the license usage information for all the entitlements that are currently in use.
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CHAPTER 6

AMF Authentication and GUTI Reallocation

Configuration Control

* Feature Summary and Revision History, on page 55

* Feature Description, on page 56
* Feature Configuration, on page 57

Feature Summary and Revision History

Summary Data

Table 13: Summary Data

Applicable Products or Functional Area

AMF

Applicable Platforms

SMI

Feature Default Setting

Enabled — Always-on

Related Documentation

UE Configuration Management Procedures, on page
421

Revision History

Table 14: Revision History

Revision Details

Release

First introduced.

2022.01.0
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Feature Description

AMF supports the authentication activities and the GUTI (Globally Unique Temporary Identity) reallocation
configuration control for call flows.
GUTI

GUTI is used to keep the subscriber's IMSI confidential. AMF allocates a GUTI to the UE. It's composed of
PLMN ID, AMF ID, and TMSI. As it's a temporary identifier, its associations aren’t fixed to any specific
subscriber or mobile. A single 5G-GUTI is used to access the Security Context of 3GPP and non-3GPP
technologies within the AMF.

Supported Functions

AMF supports the following functions:

* Authentication and GUTI reallocation counter maintained as per the UE. For each supported type, separate
counters are maintained.

* Time reference per UE for network-initiated GUTI reallocation
» GUTI reallocation attempted as per the configuration for a specific time interval.
* Includes the new GUTT in either Registration Accept or Configuration Update Command NAS message

» AMF shows the allocated GUTI and the allocated time in the show subscriber command output.

)

Note Collision of GUTI reallocation in Registration Accept or Configuration Update Command with other procedures
isn’t supported.

Supported Scenarios

This feature supports the following scenarios based on the UE on time and frequency of access attempts.
These scenarios are part of the Registration and Service Request procedure:

« Selective authentication

» GUTI reallocation

The frequency supports access attempts per UE and not across UEs.

Unsupported Scenarios
The following scenario isn’t supported:

* Authentication requirements dependent or based on EAP-AKA or EAPAKA' or EAPAKA Prime

* When the latest GUTI isn’t acknowledged, the UE is paged simultaneously with the old and the new
GUTL
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\)

Note GUTI reallocation process takes place only for the successful procedure.

Feature Configuration

To configure this feature, use the following configuration:

config
call-control-policy ccp name
authenticate registration-request type { frequency frequency count |
periodicity duration }
no authenticate registration registration-request
authenticate service-request type { frequency frequency count |
periodicity duration }
no authenticate registration service-request
authenticate all-events { frequency frequency count | periodicity duration

no authenticate all-events
guti-reallocation type { frequency frequency count | periodicity duration

no guti-reallocation
end

NOTES:

« call-control-policy ccp_name—Specify the UE-specific name for call control policy. Must be a string.

+ authenticateregistration-request { normal | periodic | inter-rat | intra-rat }—Specify the required option
to authenticate the registration process.

* registration-type normal —Specify the initial registration details with locally allocated GUTI.

+ authenticate service-request { data | signaling }—Specify the option to authenticate the service type
for the service request.

« authenticate all-events—Specify the option to authenticate all events. It’s also the default or the fallback
authentication option, when the configuration doesn’t present for any type.

» guti-reallocation { periodic-registration | service-request }—Specify the options to authenticate the
GUTI reallocation process.

* no authenticate { [ registration-request ] | [ service-request ] | [ all-events ]| [ guti-reallocation ]
}—Specify the option for which the authentication isn’t required.

» frequency frequency_count—Specify the required frequency duration or count for authenticating each
option. The frequency range is 0-256. The disabled value is 0.

» periodicity duration—Specify the time, period, or duration for authenticating the selected option. The
periodicity duration range is 0—10800 (minutes). The disabled value is 0.
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\)

Note » The AMF does not maintain periodicity and frequency after the context is deleted. If UE context is not
available, the frequency and periodicity triggers doesn't work.

For example, if the mobile identifier in the NAS Attach is a foreign GUTI, the AMF doesn't trigger
authentication/GUTI reallocation for the subscriber based on frequency/periodicity.

* Inter-rat ReAuth/SelectiveAuth is supported for frequency 1 and periodicity 0 only.

* If the GUTI reallocation and reauthentication need to be configured on the basis of only frequency or
only periodicity, then the non-used or disabled configuration parameter (such as periodicity or frequency)
must be set as 0.

* The periodicity values in minutes indicate that Amf ReAuth or ReAllocateGuti time difference between
the two successive requests is more than the defined values.

* The periodicity timer configured for any procedure starts on the first occurrence of that procedure.
* The defined frequency value indicates that Amf ReAuth or ReAllocateGuti for every subscriber.

* When the AMF resets both frequency and periodicity, it indicates the expired value for either frequency
or periodicity.

* The default GUTI reallocation is enabled for periodic-registration. The following commands are used
to disable or enable this option.

config
amf-global call-control-policy ccp-name
guti-reallocation periodic-registration disabled
end

config
amf-global call-control-policy ccp-name
no guti-reallocation periodic-registration disabled

guti-reallocation periodic-registration { frequency count | periodicity
duration }
end

Configuration Example

The following is an example configuration.

amf-global
call-control-policy local
guti-reallocation periodic-registration frequency 2 periodicity 1
guti-reallocation service-request frequency 0 periodicity 1
authenticate service-request signaling frequency 1 periodicity 20
authenticate registration-request periodic frequency 1 periodicity 0
end
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Configuration Verification

To verify the configuration:

show call-control-policy ccp name
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CHAPTER 7

AMF Bulk Statistics and MME Equivalent KPI
Support

* Feature Summary and Revision History, on page 61
* Feature Description, on page 61

* How it Works, on page 62

* OAM Support, on page 62

Feature Summary and Revision History

Summary Data

Table 15: Summary Data

Applicable Products or Functional Area AMF

Applicable Platforms SMI

Feature Default Setting Enabled — Always-on
Related Documentation Not Applicable

Revision History

Table 16: Revision History

Revision Details Release

First introduced. 2022.01.0

Feature Description

The bulk statistics and Key Performance Indicators (KPIs) are used for analyzing the AMF performance.
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The following is a list of applicable bulk statistics:
» Gauge:
* A snapshot value that shows the statistic at the time of reporting.
* These statistics values can increment or decrement continuously.

» Example: The number of current PDP contexts, simultaneous Active EPS Bearers, and so on

e Counter:

* A historic value that shows the statistic accumulated for a specific time range.

* These statistics values can only increment except in the following two scenarios:

» Rollover: Where a counter exceeds its maximum value and rolls over to zero.

* Reset: Where a counter is manually reset to zero.

» Example: The total number of CSR requests received.

How it Works

This section describes how this feature works.

Bulk statistics allows you to configure various schemas for collecting statistics from the system. It also offloads
those statistics to a collector for offline review and analysis. They are further processed for the following
scenarios:

* Controlling the statistics gathering and reporting
* Collecting and transferring on both the active and the standby chassis
* Providing specific requirements for more selective statistics obtained on standby

» Acting as a subset of the total statistics collected over a specific timeline

OAM Support

This section describes operations, administration, and maintenance support for this feature.

Supported Service Request Counters

All scenarios are supported as per the required references. The following table lists various supported service
request counters and their descriptions.
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Table 17: Supported Service Request Counters

0AM Support .

Name Description Trigger
Sctp Outgoing SCT PPacket The total number of SCTP packets | Increments when the AMF sends the
stats sent. Retransmitted DATA chunks | SCTP packet to the gNB.

are included.

Sctp Incoming SCTPPacket
stats

The total number of SCTP packets
received. Duplicates are included.

Increments when the AMF receives
the SCTP packet from the gNB.

Sctp Init stats

The total number of times that
AMF received SCTP INIT and
association reached to established
state.

Increments when the AMF received
SCTP INIT and SCTP association is
successfully established.

Sctp Shutdowns stats

The total number of times that
associations terminated gracefully
from AMF side or gNB.

Increments when the gNB is
disconnected from the AMF.

Sctp Fragmented M essage stats

The total number of user messages
that needs to be fragmented due to
the presence of the MTU.

Increments when the SCTP message
is fragmented, due to the presence
of the MTU.

Sctp Reassembled M essage stats

The total number of user messages
reassembled, after converting into
DATA chunks.

Increments when the SCTP message
is reassembled, due to the data
fragment received from the gNB.

Ausf Ue eapaka rsp The total number of EAPAKA or |Increments when the AMF receives
EAP-AKA or EAP-AKA-Prime |an EAPAKA or EAP-AKA or
responses received by the AMF. | EAP-AKA-Prime response for the

eap-session request.

Ausf Ue eapaka cfm The total number of EAPAKA or |Increments when the AMF sends

EAP-AKA or EAP-AKA-Prime
authorization confirmation sent by
the AMF.

AUSF EAPAKA or EAP-AKA or
EAP-AKA-Prime CFM to AUSF.

Ausf Autentication Cfm Rsp
Stats

The total numbers of 5g-aka
confirm response received from the
AUSF.

Increments when the AMF receives
5g-aka authentication confirm
response.

Ausf Autentication Cfm Stats

The total numbers of 5g-aka
confirm requests sent to the AUSF.

Increments when the AMF sends
Sg-aka authentication confirm
request to the AUSF.

Ausf Autentication Req Stats

The total number of AUSF
authentication requests sent by the
AMF.

Increments when the AMF receives
authentication request.

Ausf Autentication Rsp Stats

The total number of AUSF
authentications responses received
by the AMF.

Increments when the AMF receives
authentication response from the
AUSFE.

Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide .



. O0AM Support

AMF Bulk Statistics and MME Equivalent KPI Support |

Description

Trigger

Authentication Mac Failed

The total number of authentication
MAC failures received during UE
authentications.

Increments when the N1
authentication rejection is sent due
to the MAC failure.

Authentication Reject

The total number of authentication
rejections sent by the AMF.

Increments when the 5g-aka
authentication fails.

Authentication Sync Failed

The total number of AMF
authentication rejections due to the
sync failure.

Increments when the N1
authentication rejection is sent due
to the sync failure.

Ebi Fail Bearers Not Found

The total number of failures in EPS
Bearer ID setup failed due to Bearer
ID not found.

Increments when the EPS bearer ID
allocation fails as the bearer ID isn’t
found.

Ebi Fail Invalid Pdu Session

The total number of failures due to
PDU session ID not found.

Increments when the EPS bearer ID
allocation fails as the PDU session
ID isn’t present.

Ebi Rejected No N26

The total number of failures due to
the restriction of EPS bearer ID
allocation.

Increments when the EBI allocation
failure happens, due to the EBI
allocation restriction.

Gnb IcsFail Stats

The total number of initial context
setup requests failed.

Increments when the AMF ICS fails.

Gnb IcsReq Stats

Total number of initial context
setup requests sent by the AMF.

Increments when the AMF sends
ICS requests.

Gnb IcsRsp Stats

The total number of initial context
setup responses received.

Increments when the AMF receives
ICS responses.

Pcf Delete Req Stats

The total numbers of PCF delete
requests sent during the PDU
release deregistration procedure.
It’s triggered during clear
subscriber process.

Increments when the AMF tried to
clear the subscriber requests towards
the UDM and the PCF.

Pcf Delete Rsp Stats

The total numbers of PCF delete
responses received during the PDU
release deregistration procedure.

Increments when the AMF tries to
clear the subscriber response towards
the UDM and the PCF.

Udm Pcscf Restor Reqg Stats

The total number of PCSCF
restoration requests sent to the
UDM.

Increments when the AMF sends the

PCSCEF restoration request to the
UDM.

Udm Pcscf Restor Rsp Stats

The total number of PCSCF
restoration responses received from
the UDM.

Increments during the PDU
modification process, when the PDU
map doesn’t have an entry, when the
AMF receives the PCSCF restoration
notification from the UDM.
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Description

Trigger

Udm Registration Reg Stats

The total number of UDM
registration requests sent.

Increments when the AMF sends the
UDM registration request.

Udm Registration Rsp Stats

The total number of UDM
registration responses received by
the AMF.

Increments when the AMF receives
the UDM registration response.

Udm Subscriber Data Req Stats

The total number of subscriber data
requests sent to the UDM.

Increments when the AMF sends the
subscriber data request to the UDM.

Udm Subscriber Data Rsp Stats

The total number of subscriber data
response received from the UDM.

Increments when the AMF receives
the subscriber data response.

Udm Subscriber Notify Reqg
Stats

The total numbers of subscriber
notify requests sent to the UDM.

Increments when subscriber notify
requests are sent to the UDM, during
the UDM registration procedure.

Udm Subscriber Notify Rsp
Stats

The total number of subscribers
notify responses received by the
AMF.

Increments when the AMF receives
the UDM subscriber notify response.

Stats

Udm Unsubscriber Notify Reqg

The total numbers of UDM
unsubscriber notify requests sent to
the UDM.

During deregistration process, it’s
the total number of unsubscribe
requests sent to the UDM.

Stats

Udm Unsubscriber Notify Rsp

The total numbers of UDM
response unsubscriber notify
statistics received by the UDM.

During deregistration process, it’s
the total number of unsubscribe
responses received from the UDM.

Ue Authentication Reqg Stats

The total number of UE
authentication requests sent.

During the UE authentication
procedure, this is incremented, when
the UE authentication request is sent.

Ue Authentication Rsp Stats

The total number of UE
authentication responses received.

During the UE authentication
procedure, this is incremented, when
the UE authentication response is
received.

Complete

Ue Configuration Update Cmd | The total number of UE Increments when the AMF sends the
configuration update commands | UE configuration update command.
sent by the AMF.

Ue Configuration Update The total number of UE Increments when the AMF receives

configuration update responses
received with completion note of
the procedure.

the UE config update response, for
completion.

Ue Security Cmd Req Stats

The total number of security mode
CMD sent from the AMF towards
the UE.

Increments when the AMF sends the
security mode command to the UE.
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Description

Trigger

Ue Security Cmd Rsp Stats

The total number of security mode
complete messages received by the
AMF.

Increments when the AMF receives
the security mode completed
messages.

Gtpc Rx Context Ack

The total number of GTPC contexts
ACK received from the MME.

Increments when the AMF receives
the context ACK from the MME.

Gtpc Rx Context Req

The total number of GTPC context
requests received from the MME.

Increments when the AMF receives
the GTPC context request from the
MME.

Gtpc Rx Context Rsp

The total number of GTPC context
request responses received from the
MME.

Increments when the AMF receives
the GTPC context response from the
MME.

Gtpc Rx Fwd Reloc Cmp Ack

The total number of GTPC forward
relocations complete ACK received
from the MME.

Increments when the AMF receives
the GTPC forward relocation
complete ACK is received from the
MME.

Gtpc Rx Fwd Reloc Req

The total number of GTPC forward
relocation requests received from
the MME.

Increments when the AMF receives
the GTPC forward relocation request
from the MME.

Gtpc Rx Fwd Reloc Rsp

The total number of GTPC forward
relocation responses received from
the MME.

Increments when the AMF receives
the GTPC forward relocation
response from the MME.

Gtpc Rx Identification Req

The total number of GTPC
identification requests received
from the MME.

Increments when the AMF receives
the GTPC identification requests
from the MME.

Gtpc Rx Identification Rsp

The total number of GTPC
identification responses received
from the MME.

Increments when the AMF receives
the GTPC identification response
from the MME.

Gtpc Rx Reloc Cancel Req

The total numbers of GTPC cancel
requests received from the MME.

Increments when the AMF receives
the GTPC cancel request from the
MME.

Gtpc Rx Reloc Cancel Rsp

The total numbers of GTPC cancel
response received from the MME.

Increments when the AMF receives
the GTPC cancel response from the
peer MME.

Gtpc Tx Context Ack

The total number of GTPC contexts
ACK sent to the MME.

Increments when the AMF sends the
GTPC context ACK to the MME.

Gtpc Tx Context Req

The total number of GTPC context
requests sent to the MME.

Increments when the AMF sends the
GTPC context request to the MME.

Gtpc Tx Context Rsp

The total number of GTPC context
responses sent to the MME.

Increments when the AMF sends the
GTPC context response to the MME.

. Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide




| AMF Bulk Statistics and MME Equivalent KPI Support

0AM Support .

Description

Trigger

Gtpc Tx Fwd Reloc Cmp Ack

The total number of GTPC forward
relocations complete ACK sent to
the MME.

Increments when the AMF sends the
GTPC forward relocation complete
ACK to the MME.

Gtpc Tx Fwd Reloc Cmp Notf

The total number of GTPC forward
relocation complete notifications
sent to the MME.

Increments when the AMF sends the
GTPC forward relocation complete
notification to the MME.

Gtpc Tx Fwd Reloc Reqg

The total number of GTPC forward
relocation requests sent to the
MME.

Increments when the AMF sends the
GTPC forward relocation request to
the MME.

Gtpc Tx Fwd Reloc Rsp

The total number of GTPC forward
relocation responses sent to the
MME.

Increments when the AMF sends the
GTPC forward relocation response
to the MME.

Gtpc Tx ldentification Req

The total number of GTPC
identification requests sent to the
MME.

Increments when the AMF sends the
GTPC identification request to the
MME.

Gtpc Tx Reloc Cancel Req

The total numbers of GTPC cancel
relocation requests sent to the
MME.

Increments when the AMF sends the
GTPC relocation cancel request to
the MME.

Gtpc Tx Reloc Cancel Rsp

The total number of GTPC
relocations cancel response sent to
the MME.

Increments when the AMF sends the
GTPC relocation cancel response to
the MME.

Gtpc Tx Req

The total number of context
requests or identification request
failures towards the MME.

Increments when there’s a failure in
sending the GTPC context request
or identification request, due to the
peer MME not ready, or epsnas
container not present, and so on.

NasIn Identity Response

The total number of identity
responses received from the UE.

Increments when the AMF recieves
an identity response from the UE.

Nas|n UeDeregistration Accept

The total number of network
initiated deregistration received.

Increments when the network
initiated deregistration is received.

Nas Out Identity Request I mei

The total number of identity
requests with IMEI as matching
value.

Increments when the IMEI-based
identity request is sent.

Nas Out Identity Request Suci

The total number of identity
requests with SUCI as matching
value.

Increments when the SUCI-based
identity request is sent.

Ngap DI Handover Command
Msg

The total number of handover
commands sent to the source gNB.

Increments when the AMF sends the
handover command to the source
gNB.
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Description

Trigger

Ngap DI Handover Preparation
Failure Msg

The total number of handovers
prepare failure sent by the AMF.

Increments when the AMF sends the
handover preparation failure to the
gNB.

Ngap DI Handover Request Msg

The total number of handover
request messages sent to the gNB.

Increments when the AMF sends the
handover request message to the
gNB.

Ngap Ul Handover Cancedl Msg

The total numbers of handover
cancel requests received from the
gNB.

Increments when the AMF receives
the handover cancel request from the
gNB.

Ngap Ul Handover Request Ack
Msg

The total number of handover ACK
messages received by the AMF.

Increments when the AMF recieves
the handover ACK message from the
gNB.

Ngap Ul Handover Required
Msg

The total number of handover
required messages received by the
AMF.

Increments when the AMF receives
the handover required message from
the gNB.

Smf Sm Ctxt Create Req

The total numbers of SMF SM
context create request sent to the
SMF.

Increments when the AMF sends the
SM context create request to the
SMF.

Smf Sm Ctxt Create Rsp

The total number of SM contexts

create response received from the
SMF.

Increments when the AMF receives
the SM context create response from
the SMF.

Smf Sm Ctxt Retrieve Req

The total number of SM contexts
retrieve request sent to the SMF.

Increments when the AMF sends the
message to retrieve the context.

Smf Sm Cixt Update Req

The total number of SMF context
updates request sent to the SMF.

Increments when the AMF sends the
SM context update request to the
SME.

Smf Sm Ctxt Update Rsp

The total number of SM context
update responses received for the
update contexted data from the
SMF.

Increments when the AMF receives
the SM context update response from
the SMF.

Udm Initiated Dereg Request

The total number of UDM initiated
deregistration request received.

Increments when the AMF receives
the UDM initiated deregistration
request.

Udm Initiated Dereg Response

The total number of UDM initiated
deregistration responses sent to the
UDM.

Increments when the AMF sends the
UDNr-initiated deregistration
responses to the SMF.
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Bulk Statistics Support

The following are supported bulk statistics in AMF for Attempted, Success, and Failure scenarios:
* Registration

* All procedures and features
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AMF Rolling Software Upgrade

* Feature Summary and Revision History, on page 71
* Feature Description, on page 71
» Upgrading AMF, on page 72

Feature Summary and Revision History

Summary Data

Table 18: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Disabled — Configuration required to enable
Related Documentation Not Applicable

Revision History

Table 19: Revision History

Revision Details Release
CDL 1.10.3 related updates. 2023.01.0
First introduced. 2022.01.0

Feature Description

The AMF consists of a three-tier architecture as the following:

* Protocol
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* Service

* Session

Each tier from this list includes a set of microservices (pods) for a specific functionality. Within these tiers,
a Kubernetes Cluster exists. It comprises K8s or Kubernetes nodes such as master node and worker node
(which also includes OAM nodes).

For high availability and fault tolerance, each tier requires a minimum of two K8s worker nodes. Each worker
node can have multiple replicas for each worker node. Kubernetes orchestrates the pods using the StatefulSets
controller. The pods require a minimum of two replicas for fault tolerance.

The following is a list of 12 nodes in the AMF KS8s cluster:

* Three master nodes

» Three OAM worker nodes
* Two protocol worker nodes
* Two service worker nodes

» Two session (data store) worker nodes

The K8s cluster supports the following nodes:

* OAM worker nodes—Hosts the Ops Center pods for configuration management and metrics pods for
statistics and Key Performance Indicators (KPIs).

* Protocol worker nodes—Hosts the AMF protocol-related pods for the following interfaces:

* Service-based interfaces (such as N8, N11, N12, N14, N15, NRF)
» UDP-based protocol interfaces (such as N26)

* Service worker nodes—Hosts the AMF application-related pods that help in processing the perform
session management.

* Session worker nodes—Hosts the database-related pods that store the data for the subscriber session.

Upgrading AMF

This section describes how to upgrade the rolling software for AMF.

Rolling Software Upgrade for AMF

The rolling software upgrade uses one of the following processes:
* Upgrading or migrating the build from an older version to a newer version

* Upgrading the patch for the required deployment set of application pods

The applications must be available all the time, where:

. Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide



| AMF Rolling Software Upgrade
Rolling Software Upgrade Using the SMI Cluster Manager .

* Any new version (or even multiple newer versions) is expected to get deployed with a new build version
or patch.

* Any unstable deployment upgrade is reverted to a previous stable version.

* Rolling upgrade process gets activated with a zero downtime, by incrementally updating pod instances
with new ones.

)

Note The rolling software upgrade is supported from an older version to a newer version within the same major
release.

Prerequisites

The prerequisites for upgrading AMF must not have changes to the following functions:
* Set of features supported in the old and new builds
* Addition, deletion, or modification of the existing CLI behavior

* Interface changes within the peer or across the pods

Recommendations
The following is a list of recommendations:

* Configuration changes aren’t recommended during the upgrade process.

+ All the required configuration changes must be performed, when the upgrade process gets completed.

Failure Handling

It’s recommended to use the manual process to downgrade the system to a previous healthy build. The following
are some of the failure scenarios:

* Crash, pods deployment, and others during the processes

» New events or procedures after the successful upgrade

Rolling Software Upgrade Using the SMI Cluster Manager

The AMF software upgrade or in-service upgrade procedure uses the K8s rolling strategy to upgrade the pod
images. The pods of a StatefulSet are upgraded sequentially to ensure that the ongoing process remains
unaffected.

Initially, a rolling upgrade on a StatefulSet causes a single pod instance to terminate. A pod with an upgraded
image replaces the terminated pod. This process continues until all the replicas of the StatefulSet are upgraded.

The terminating pods exit gracefully after completing all the ongoing processes. Other in-service pods continue
to receive and process the traffic to provide a seamless software upgrade.

You can control the software upgrade process through the Ops Center CLI.
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\)

Note Each pod needs a minimum of two replicas for high availability. In a worst-case scenario, the processing
capacity of the pod may briefly reduce to 50% while the software update is in progress.

The following figure illustrates the following:

* The AMF rolling upgrade for AMF REST endpoint pods (two replicas) on protocol worker nodes

*» Along with AMF service pods (three replicas) on service worker nodes

Figure 11: AMF Rolling Upgrade

Initial stage (pre-upgrade)
[ REST-EP -1 J [ REST-EP -2 ] [SVC—I ] [ SVC-2 ][ SVC-3 }
Rolling upgrade begins (a single instance of pod in a StatefulSet terminates)

(o] (o) ==

Pod with upgraded image replaces terminated pod, followed by another pod termination.

(oo ] (e (=)

AMF REST EP rolling upgrade is completed. The upgrade continues for AMF service pods.

[ REST—EP-l] [ REST- EP-2 J [ SVC—l] [ SVG-2 ][ SVE3 ]
AMF service rolling upgrade is completed.

(o] (=) ==

80897
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Prerequisites
The following is a list of prerequisites for updating AMF:
+ All the nodes that include all the pods in the node must be up and running.

* A patch version of the AMF software

A\

Note Currently, major versions don’t support the rolling upgrade. The major version
represents the release year, release number, and maintenance number. The version
format is YYYY.RN.MN. For example: 2020.03.0

|

Important  You can trigger rolling upgrade only when the CPU usage of the nodes is less
than 50%.

AMF Health Check

To perform a health check and to ensure that all the services are running, and nodes are in the ready state:
* Log on to the Master node.
* Use the following configuration:
kubectl get pods -n smi
kubectl get nodes
kubectl get pod --all-namespaces -o wide
kubectl get pods -n amf-wsp -o wide
kubectl get pods -n cee-wsp -o wide
kubectl get pods -n smi-vips -o wide
helm list
kubectl get pods -A | wc -1

|

Important  Ensure that all the nodes are in the ready state before you proceed further. Use the command kubectl get
nodes to display the node states.

Performing the Deployment File Back Up
Before upgrading, back up the configuration, logs, and deployment files.
To back up the deployment files, perform the following steps:
1. Log on to the SMI Cluster Manager Node as a Ubuntu user
2. Create a new directory for deployment.
Example:
test@smiamf-cm0l:~$ mkdir -p "temp $(date +'%m%d%Y TSHIM')" && cd "$ "

3. Move the amf deployment files into the newly created deployment directory.
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4. Untar the amf deployment file.

Example:

test@smilamfOl-cmOl:~/temp 08072019 T1651$ tar -xzvf amf.2020.01.0-1.SPA.tgz
-/

./amf_ REL KEY-CCO_RELEASE.cer

./cisco_x509_verify release.py

./amf.2020.01.0-1.tar

./amf.2020.01.0-1.tar.signature.SPA

./amf.2020.01.0-1.tar.SPA.README

5. Verify the downloaded image.
Example:

test@smilamf0l-cm0l:~/temp 08072019 T1651$ cat amf.2020.01.0-1.tar.SPA.README

|

Important  Follow the procedure mentioned in the SPA.README file to verify the build before proceeding to the next
step.

Performing the Ops Center Configuration Back Up
To back up the Ops Center configurations, perform the following steps:
1. Log on to SMI Cluster Manager node as an Ubuntu user

2. To back up the SMI Ops Center configuration to the /home /ubuntu/smiops.backup file, use the
following command:

ssh -p <port number> admin@$ (kubectl get svc -n smi | grep
'.*netconf.*<port number>' | awk '{ print $4 }') "show run | nomore"
> smiops.backup_$ (date +'%m%d%Y_ T%HIM')

3. To back up the CEE Ops Center configuration to the /home /ubuntu/ceeops.backup file, use the
following command:

ssh admin@<cee-vip> "show run | nomore" > ceeops.backup_ $ (date
+'%$m%dsY_TSHIM')

4. To back up the AMF Ops Center configuration to the /home/ubuntu/amfops.backup file, use the
following command:

ssh admin@<amf-vip> "show run | nomore" > amfops.backup_$ (date
+'sm%d%Y_TSHIM')

Performing CEE Back Up and AMF Ops Center Configuration
To back up the CEE and AMF Ops Center configuration, perform the following steps:

1. Log on to the Master node as an Ubuntu user

2. Create a directory to back up the configuration files as the following:

mkdir backups_$ (date +'%m%d%Y T%H%M') && cd "$_"

3. Backup the AMF Ops Center configuration and verify the line count of the backup files as the following:
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ssh -p <port_number> admin@$ (kubectl get svc -n $(kubectl get namespaces
| grep -oP 'amf-(\d+|\w+)') | grep <port number> | awk '{ print $3

}') "show run | nomore" > amfops.backup_ $(date +'$m%d$Y T$HIM') && wc
-1 amfops.backup_$(date +'$m%d%Y_TSHIM')

Example:

ubuntu@poamf-mas0l:~/backups 09182019 T2141$ ssh -p 2024 admin@$ (kubectl get svc -n

$ (kubectl get namespaces | grep -oP 'amf- (\d+|[\w+)') | grep <port number> | awk '{ print
$3 }') "show run | nomore" > amfops.backup $(date +'%m%d%Y T%HIM') && wc -1

amfops.backup $(date +'%m%d%Y T%HIM')
admin@<ipv4address>'s password: amf-OPS-PASSWORD
334 amfops.backup

4. Back up the CEE Ops Center configuration and verify the line count of the backup files as the following:

ssh -p <port number> admin@$ (kubectl get svc -n $(kubectl get namespaces
| grep -oP 'cee-(\d+|\w+)') | grep <port number> | awk '{ print $3

}') "show run | nomore" > ceeops.backup_ $(date +'%m%d%Y_T%H%M') && wc
-1 ceeops.backup_$(date +'%m%d%Y_TSHIM')

Example:

ubuntu@poamf-mas0l:~/backups 09182019 T2141$ ssh -p <port number> admin@$ (kubectl get
svc -n $(kubectl get namespaces | grep -oP 'cee-(\d+|\w+)') | grep <port number> | awk
'{ print $3 }') "show run | nomore" > ceeops.backup $(date +'%m%d%Y TSH%M') && wc -1

ceeops.backup S (date +'Sm%dS$Y TSHSM')
admin@<ipv4address>'s password: CEE-OPS-PASSWORD
233 ceeops.backup

5. Move the SMI Ops Center backup file (from the SMI Cluster Manager) to the backup directory as the
following:

scp $(grep cm0l1l /etc/hosts | awk '{ print $1
}') : /home/ubuntu/smiops.backup_$ (date +'%m%d%Y_TSHIM')

Example:

ubuntu@poamf-mas0l:~/backups 09182019 T2141$ scp $(grep cm0l /etc/hosts | awk '{ print
$1 }'):/home/ubuntu/smiops.backup $(date +'$m%d%$Y TSHSM')

ubuntu@<ipv4address>'s password: SMI-CM-PASSWORD

smiops.backup 100% 9346 22.3MB/s
00:00

6. Verify the line count of the backup files.

Example:

ubuntu@poamf-mas0l:~/backups 09182019 T2141$ wc -1 *
233 ceeops.backup
334 amfops.backup
361 smiops.backup
928 total

Staging a New AMF Image
This section describes the procedure involved in staging a new AMF image before initiating the upgrade.
To stage the new AMF image, perform the following steps:
1. Download and verify the new AMF image.

2. Log on to the SMI Cluster Manager node as an Ubuntu user
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3. Copy the images to the uploads directory.

sudo mv <amf new_image.tar> /data/software/uploads

A

Note The SMI uses the new image present in the uploads directory to upgrade.

4. Verify whether the image is picked up by the SMI for processing from the uploads directory.
sleep 30; 1ls /data/software/uploads
Example:

ubuntu@poamf-cm0l:~/temp 08072019 T1651$ sleep 30; ls /data/software/uploads
ubuntu@poamf-cm0l:~/temp_08072019_T1651$

5. Verify whether the images were successfully picked up and processed.
Example:

auser@unknown:$ sudo du -sh /data/software/packages/*
1.6G /data/software/packages/cee.2019.07

5.3G /data/software/packages/amf.2019.08-04

16K /data/software/packages/sample

A

Note The SMI must unpack the images into the packages directory successfully to complete the staging.

Triggering the Rolling Software Upgrade
AMF utilizes the SMI Cluster Manager to perform a rolling software upgrade.

To upgrade AMF using SMI Cluster Manager, use the following configuration procedures:

|

Important  Before you begin, ensure that the AMF is up and running with the current version of the software.

1. Log on to the SMI Cluster Manager Ops Center

2. Download the latest tarball from the URL, as the following:
software-packages download url
NOTES:

« softwar e-packages download url—Specify the software packages to be downloaded through
HTTP/HTTPS.

Example:

SMI Cluster Manager# software-packages download <url>
3. Verify whether the tarball is loaded.
software-packages list

NOTES:
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« software-packages list—Specify the list of available software packages.

Example:
SMI Cluster Manager# software-packages list

[ amf-2019-08-21 ]
[ sample ]

4. Update the product repository URL with the latest version of the product chart.

A

Note If the repository URL contains multiple versions, the Ops Center automatically selects the latest version.

config
cluster cluster name
ops-centers app name instance name
repository uri
exit
exit

NOTES:

* cluster cluster_name—Specify the K8s cluster name.

* ops-centersapp_name instance_name—Specify the product Ops Center and instance.
app_name is the application name.

instance_name is the name of the AMF instance.

* repository url—Specify the local registry URL for downloading the charts.

Example:

SMI Cluster Manager# config

SMI Cluster Manager (config)# clusters test2

SMI Cluster Manager (config-clusters-test2)# ops-centers amf data
SMI Cluster Manager (config-ops-centers—-amf/data)# repository <url>
SMI Cluster Manager (config-ops-centers-amf/data)# exit

SMI Cluster Manager (config-clusters-test2)# exit

5. Update the latest version of the product chart using the following command:
clusters ciuster name actions sync run
NOTES:
* actions—Specify the actions performed on the cluster.
* sync run—Triggers the cluster synchronization.

Example:

SMI Cluster Manager# clusters test2 actions sync run
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Important * The cluster synchronization updates the AMF Ops Center, which in turn updates the application pods
(through the helm sync command) one at a time automatically.

* When you trigger rolling upgrade on a specific pod, the AMF avoids routing new calls to that pod.

» The AMF honors in-progress calls by waiting for 30 seconds before restarting the pod where rolling
upgrade is initiated. Also, the AMF establishes all the in-progress calls completely within 30 seconds
during the upgrade period. The maximum call-setup time is 10 seconds.

Monitoring the Upgrade
You can monitor the status of the upgrade through SMI Cluster Manager Ops Center.
To monitor the upgrade status, use the following configurations:

config
clusters cluster name actions sync run debug true
clusters cluster name actions sync logs
monitor sync-logs cluster name
clusters cluster name actions sync status
exit

NOTES:

* clusters cluster_name—Specify the information about the nodes to be deployed. cluster_name is the
name of the cluster.

« actions—Specify the actions performed on the cluster.

* sync run—Trigger the cluster synchronization.

* sync logs—Display the current cluster synchronization logs.

* sync status—Display the current status of the cluster synchronization.
+ debug true—Enter the debug mode.

» monitor sync logs—Monitor the cluster synchronization process.

Example:

SMI Cluster Manager# clusters testl actions sync run

SMI Cluster Manager# clusters testl actions sync run debug true
SMI Cluster Manager# clusters testl actions sync logs

SMI Cluster Manager# monitor sync-logs testl

SMI Cluster Manager# clusters testl actions sync status

| o

Important  You can view the pod details after the upgrade through the CEE Ops Center.

For more information on pod details, see Viewing the Pod Details, on page 81 section.
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Viewing the Pod Details
You can view the details of the current pods through the CEE Ops Center.
To view the pod details, use the following command in the CEE Ops Center CLI:
cluster pods instance name pod name detail
NOTES:
» cluster pods—Specify the current pods in the cluster.
* instance_name—Specify the name of the instance.
* pod_name—Specify the name of the pod.

» detail—Display the details of the specified pod.

The following example displays the details of the pod named alertmanager-0 in the amf-data instance.
Example:

cluster pods amf-data alertmanager-0 detail
details apiVersion: "v1"
kind: "Pod"
metadata:
annotations:
alermanager.io/scrape: "true"
cni.projectcalico.org/podIP: "<ipvdaddress/subnet>"
config-hash: "5532425ef5£fd02add051cb759730047390blbce51da862d13597dbb38dfbde86"
creationTimestamp: "2020-02-26T06:09:132"
generateName: "alertmanager-"
labels:
component: "alertmanager"
controller-revision-hash: "alertmanager-67cdb95£8b"
statefulset.kubernetes.io/pod-name: "alertmanager-0"
name: "alertmanager-0"
namespace: "amf"
ownerReferences:
- apiVersion: "apps/v1l"
kind: "StatefulSet"
blockOwnerDeletion: true
controller: true

name: "alertmanager"
uid: "82allda4-585e-1lea-bc06-0050569ca70e"
resourceVersion: "1654031"

selfLink: "/api/vl/namespaces/amf/pods/alertmanager-0"
uid: "82aee5d0-585e-1lea-bc06-0050569ca70e"

spec:
containers:
- args:
- "/alertmanager/alertmanager"
- "--config.file=/etc/alertmanager/alertmanager.yml"
- "--storage.path=/alertmanager/data"
- "--cluster.advertise-address=$(POD IP):6783"
env:
- name: "POD_IP"
valueFrom:
fieldRef:
apivVersion: "v1"
fieldPath: "status.podIP"
image: "<path to docker image>"
imagePullPolicy: "IfNotPresent"
name: "alertmanager"
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ports:
- containerPort: 9093
name: "web"
protocol: "TCP"
resources: {}
terminationMessagePath: "/dev/termination-log"
terminationMessagePolicy: "File"
volumeMounts:
- mountPath: "/etc/alertmanager/"
name: "alertmanager-config"
- mountPath: "/alertmanager/data/"
name: "alertmanager-store"
- mountPath: "/var/run/secrets/kubernetes.io/serviceaccount"
name: "default-token-kbjnx"

readOnly: true

dnsPolicy: "ClusterFirst"
enableServicelinks: true

hostname: "alertmanager-0"

nodeName: "for-smi-cdl-1lb-worker94d84de255"
priority: 0

restartPolicy: "Always"

schedulerName: "default-scheduler"
securityContext:

fsGroup: 0
runAsUser: 0

serviceAccount: "default"

serviceAccountName: "default"
subdomain: "alertmanager-service"
terminationGracePeriodSeconds: 30
tolerations:

effect: "NoExecute"

key: "node-role.kubernetes.io/oam"
operator: "Equal"

value: "true"

effect: "NoExecute"

key: "node.kubernetes.io/not-ready"
operator: "Exists"
tolerationSeconds: 300

effect: "NoExecute"

key: "node.kubernetes.io/unreachable"
operator: "Exists"
tolerationSeconds: 300

volumes:
- configMap:
defaultMode: 420
name: "alertmanager"
name: "alertmanager-config"
- emptyDir: {}
name: "alertmanager-store"
- name: "default-token-kbjnx"
secret:
defaultMode: 420
secretName: "default-token-kbjnx"
status:
conditions:

lastTransitionTime: "2020-02-26T06:09:02Z"
status: "True"

type: "Initialized"

lastTransitionTime: "2020-02-26T06:09:06Z"
status: "True"

type: "Ready"

lastTransitionTime: "2020-02-26T06:09:06Z"
status: "True"

type: "ContainersReady"
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- lastTransitionTime: "2020-02-26T06:09:132"
status: "True"
type: "PodScheduled"
containerStatuses:
- containerID: "docker://82ledla272d37e3bdc4c9clec69b671a3c3febebdbd2108edf4470909¢c698ccd"”

image: "<path to docker image>"
imageID: "docker-pullable://<path to docker image>"
lastState: {}
name: "alertmanager"
ready: true
restartCount: 0
state:
running:
startedAt: "2020-02-26T06:09:05Z"
hostIP: "<host ipv4address>"
phase: "Running"
podIP: "<pod ipvé4address>"
gosClass: "BestEffort"
startTime: "2020-02-26T06:09:02Z"
cee#
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Application-based Alerts

* Feature Summary and Revision History, on page 85
* Feature Description, on page 86

* How it Works, on page 86

* Configuring the Alert Rules, on page 86

* Viewing Alert Logger, on page 88

* Call Flow Procedure Alerts, on page 88

* Message Level Alerts, on page 90

Feature Summary and Revision History

Summary Data

Table 20: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Disabled — Configuration required to enable
Related Documentation Not Applicable

Revision History

Table 21: Revision History

Revision Details Release

First introduced. 2021.04.0
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Feature Description

When the system detects an anomaly, it generates an alert notification. The system statistics are the cause for
these alert notifications. You can set an expression to trigger an alert when the expression becomes true.

How it Works

This section describes how this feature works.

The Common Execution Environment (CEE) uses the Prometheus Alert Manager for alerting operations. The
CEE YANG model - either through CLI or API - allows users to view the active alerts and alert history. Also,
the applications can call the alert API directly to add or clear alerts. The Prometheus Alert Manager API (v2)
is the standard API used.

The Prometheus Alerts Manager includes the following options:

* Defining Alert Rules: This option defines the types of alerts that the Alert Manager should trigger. Use
the Prometheus Query Language (PromQL) to define the alerts.

« Defining Alert Routing: This option defines the action the Alert Manager should take after receiving
the alerts. At present, the SNMP Trapper is supported as the outbound alerting. Also, the CEE provides
an Alert Logger for storing the generated alerts.

Configuring the Alert Rules

To configure the alert rules, use the following configuration:

config

alerts rules group alert group name

interval-seconds seconds

rule rule name
expression promgl expression
duration duration
severity severity level
type alert-type
annotation annotation name
value annotation value
end

NOTES:

» alertsrules—Specify the Prometheus alerting rules.

* group alert_group_name—Specify the Prometheus alerting rule group. One alert group can have multiple
lists of rules. alert-group-name is the name of the alert group. The alert-group-name must be a string in
the range of 0—64 characters.

» interval-seconds seconds—Specify the evaluation interval of the rule group in seconds.

* rulerule_name—Specify the alerting rule definition. rule_name is the name of the rule.
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* expression promgl_expression—Specify the PromQL alerting rule expression. promgl_expression is
the alert rule query expressed in PromQL syntax.

» duration duration—Specify the duration of a true condition before it’s considered true. duration is the
time interval before the alert is triggered.

* severity severity level—Specify the severity of the alert. severity-level is the severity level of the alert.
The severity levels are critical, major, minor, and warning.

« type alert_type—Specify the type of the alert. alert_type is the user-defined alert type. For example,
Communications Alarm, Environmental Alarm, Equipment Alarm, Indeterminate Integrity Violation
Alarm, Operational Violation Alarm, Physical Violation Alarm, Processing Error Alarm, Quality of
Service Alarm, Security Service Alarm, Mechanism Violation Alarm, or Time Domain Violation Alarm.

« annotation annotation_name—Specify the annotation to attach to the alerts. annotation_name is the
name of the annotation.

« value annotation_value—Specify the annotation value. annotation_value is the value of the annotation.

Configuration Example

The following is an example configuration.

The following example configures an alert that is triggered when the percentage of registration procedure
success is less than the specified threshold limit.

config
alerts rules group AMFProcStatus
interval-seconds 300
rule UeRegistration
expression "sum(amf procedure total{proc type='UE
Registration',proc status='ProcStatusComplete',status='success'}) /
sum (amf procedure total{proc type='UE Registration',6 status='attempted'}) < 0.95"
severity major
type Communications Alarm
annotation annotation name
value summary
value "This alert is fired when the UE registration procedure success is below specified
threshold”
end

Configuration Verification

To verify the configuration.

show running-config alerts rules group AMFProcStatus
alerts rules group AMFProcStatus

rule UeRegistration

expression "sum(amf procedure total{proc_ type='UE
Registration',proc status='ProcStatusComplete',6 status='success'}) /

sum (amf procedure total{proc_type='UE Registration',6 status='attempted'}) < 0.95"
severity major
type "Communications Alarm"

annotation summary

value "This alert is fired when the UE registration procedure success is below specified
threshold” "

exit
exit
exit
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Viewing Alert Logger

By default, alert logger stores all the generated alerts. You can view the stored alerts using the following show
command.

show alert history [ detail | summary ] [ filtering ]
You can narrow down the result using the following filtering options:

« annotations—Displays the annotations of the alert.
 endsAt—Displays the end time of the alert.

* labels—Displays the additional labels of the alert.

* severity—Displays the severity of the alert.

» sour ce—Displays the source of the alert.

* startsAt—Displays the start time of the alert.

* type—Displays the type of the alert.

Use the following show command to view the history of the alerts configured in the system:

show alerts history detail
alerts history detail UEReg 11576e6a86da

severity major

type "Communications Alarm"

startsAt 2021-10-24T07:56:24.8572

endsAt 2021-10-24T08:31:24.857%2

source System

summary "fired when ue reg fails"

labels [ "alertname: UEReg" "cluster: amf-cndp-bl9-4 cee-cisco" "monitor: prometheus"
"replica: amf-cndp-bl9-4 cee-cisco" "severity: major" ]

annotations [ "summary: fired when ue reg fails" "type: Communications Alarm" ]

You can view the active alerts using show alerts active command. The alerts remain active as long as the
evaluated expression is true.

show alerts active detail
alerts active detail UeRegistration 92b6dcdd8726

severity major

type "Communications Alarm"

startsAt 2021-10-24T14:56:42.7322

source System

summary "This alert is fired when the UE registration procedure success is below
specified threshold"

labels [ "alertname: UeRegistration" "cluster: amf-cndp-bl9-4 cee-cisco" "monitor:
prometheus" "replica: amf-cndp-bl9-4 cee-cisco" "severity: major" ]

annotations [ "summary: This alert is fired when the UE registration procedure success is

below specified threshold" "type: Communications Alarm" ]

Call Flow Procedure Alerts

This section describes commands that are required to configure alerts related to various call flow procedures.
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Paging Success

To configure alerts related to the Paging Success procedure, use the following configuration:

alerts rules group AMFProcStatus
rule Paging
expression
"sum(amf procedure total{proc_type='Paging',proc status='ProcStatusComplete', status='success'})
/ sum(amf_ procedure total{proc_type='Paging',6 status='attempted'}) < 0.95"
severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the Paging procedure success is below specified threshold"

exit
exit
exit

Service Request Success

To configure alerts related to the Service Request Success procedure, use the following configuration:

alerts rules group AMFProcStatus
rule ServiceRequest
expression "sum(amf procedure total{proc_ type='Service

Request',proc_status='ProcStatusComplete', status='success'}) /

sum (amf procedure total{proc_ type='Service Request',6 status='attempted'}) < 0.95"
severity major
type "Communications Alarm"

annotation summary
value "This alert is fired when the Service request procedure success is below specified
threshold"
exit
exit
exit

UE Deregistration Success

To configure alerts related to the UE Deregistration procedure, use the following configuration:

alerts rules group AMFProcStatus
interval-seconds 300
rule UeDeRegistration
expression "sum(amf procedure total{proc type='UE

DeRegistration',proc status='ProcStatusComplete',status='success'}) /

sum (amf procedure total{proc type='UE DeRegistration',6 status='attempted'}) < 0.95"
severity major
type "Communications Alarm"

annotation summary

value "This alert is fired when the UE deregistration procedure success is below specified
threshold"

exit
exit
exit

UE Registration Success

To configure alerts related to the UE Registration procedure, use the following configuration:
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alerts rules group AMFProcStatus

interval-seconds 300

rule UeRegistration

expression "sum(amf procedure total{proc_ type='UE
Registration',proc status='ProcStatusComplete', status='success'}) /

sum (amf procedure total{proc_type='UE Registration',6 status='attempted'}) < 0.95"
severity major
type "Communications Alarm"

annotation summary
value "This alert is fired when the UE registration procedure success is below specified
threshold”
exit
exit
exit

Message Level Alerts

This section describes commands that are required to configure alerts related to various message.

N1 Registration Accept

To configure alerts related to the N1 Registration Accept Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN1RegistrationSuccess

expression
"sum(increase (amf nas message total{message type=~'NlRegistrationAccept .*'}[5m])) /
sum(increase (amf nas message total{message type=~'NlRegRequest RegType .*'}[5m])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Registration Accept sent is lesser than
threshold.”

exit
exit

N1 Service Accept

To configure alerts related to the N1 Service Accept Request, use the following configuration:

alerts rules group AMFSvcStatus

interval-seconds 300

rule AMFNlServiceRequestSuccess

expression "sum(increase (amf nas message total{message type='NlServiceAcc'}[5m])) /
sum(increase (amf nas message total{message type='NlServiceReq'}[5m])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Service Accept sent is lesser than
threshold.”

exit
exit

N1 UE Initiated Deregistration

To configure alerts related to the N1 UE Initiated Deregistration Request, use the following configuration:
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alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN1UeInitDeregSuccess
expression
"sum(increase (amf nas message_total{message_ type='NlDeRegAccept UeOriginatingDereg'}[5m]))
/ sum(increase (amf nas message total{message type='NlDeRegReq UeOriginatingDereg'} [5m]))
< 0.95"
severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Deregistration Accept sent is lesser
than threshold.”
exit
exit

N1 Network Initiated Deregistration

To configure alerts related to the N1 Network Initiated Deregistration Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFNINwInitDeregSuccess

expression
"sum(increase (amf nas message total{message type='NlDeRegAccept UeTerminatedDereg'} [5m]))
/ sum(increase (amf nas message total{message type='NlDeRegReq UeTerminatedDereg'} [5m])) <
0.95"

severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Deregistration Accept received is lesser
than threshold.”
exit
exit

N2 ICSR Success

To configure alerts related to the N2 ICSR Success Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN2IcsrSuccess

expression
"sum(increase (amf ngap message total{message type='N2InitialContextSetupRsp'}[5m])) /
sum(increase (amf ngap message total{message type='N2InitialContextSetupReq'}[5m])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Initial Context Setup Response is lesser
than threshold.”

exit
exit

N2 PDU Setup Success

To configure alerts related to the N2 PDU Setup Success Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN2PduSetupRequestSuccess
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expression
"sum(increase (amf ngap message total{message type='N2PduSessResourceSetupRsp'}[5m])) /
sum(increase (amf ngap message total{message type='N2PduSessResouceSetupReq'}[5m])) < 0.95"

severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Ngap PDU Setup Response is lesser than
threshold.”
exit
exit

N2 PDU Modify Success

To configure alerts related to the N2 PDU Modify Success Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN2PduModifySuccess

expression
"sum(increase (amf ngap message total{message type='N2PduSessResourceModifyRsp'}[5m])) /
sum(increase (amf ngap message total{message type='N2PduSessResouceModifyReq'}[5m])) < 0.95"

severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Ngap PDU Modify Response is lesser than
threshold.”
exit
exit

N2 PDU Release Success

To configure alerts related to the N2 PDU Release Success Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN2PduReleaseSuccess

expression
"sum(increase (amf ngap message total{message type='N2PduSessResourceReleaseRsp'}[5m])) /
sum(increase (amf ngap message total{message type='N2PduSessResouceReleaseReq'}[5m])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Ngap PDU Release Response is lesser
than threshold.”

exit
exit

N8 UECM Registration Request

To configure alerts related to the N§ UECM Registration Request, use the following configuration:

alerts rules group AMFSvcStatus

interval-seconds 300

rule AMFN8UecmRegSuccess

expression "sum(increase (n8 service stats{message type='NudmUecmRegistrationRsp',
status='success'}[5m])) /
sum(increase (n8 service stats{message type='NudmUecmRegistrationReq',6 status='success'}[5m]))
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< 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of UECM registration responses received
is lesser than threshold.”

exit
exit

N8 UECM Deregistration Request

To configure alerts related to the N8 UECM Deregistration Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN8UecmDeRegSuccess
expression "sum(increase (n8 service stats{message type='NudmUecmDeRegistrationRsp',

status='success'}[5m])) /
sum (increase (n8_ service stats{message type='NudmUecmDeRegistrationReq',
status='success'}[5m])) < 0.95"

severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of UECM deregistration responses received
is lesser than threshold.”
exit
exit

N8 SDM Data Request

To configure alerts related to the N8 SDM Data Request, use the following configuration:

alerts rules group AMFSvcStatus

interval-seconds 300

rule AMFN8SdmDataRegSuccess

expression "sum(increase (n8 service stats{message type='NudmSdmDataRsp',
status='success'}[5m])) / sum(increase (n8 service stats{message type='NudmSdmDataReq',
status='success'}[bm])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of SDM Data responses received is lesser
than threshold.”

exit
exit

N8 SDM Subscription Request

To configure alerts related to the N8 SDM Subscription Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN8SdmSubscriptionSuccess
expression "sum(increase (n8 service stats{message type='NudmSdmSubscriptionRsp',
status='success'} [5m])) / sum(increase (n8 service stats{message type='NudmSdmSubscriptionReq',
status="'success'} [5m])) < 0.95"
severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of SDM Subscription responses received is
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lesser than threshold.”
exit
exit

N8 SDM Unsubscribe Request

To configure alerts related to the N8 SDM Unsubscribe Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN8SdmUnSubscriptionSuccess
expression "sum(increase (n8 service stats{message type='NudmSdmUnSubscriptionRsp',

status='success'}[5m])) /
sum(increase (n8 service stats{message type='NudmSdmUnSubscriptionReq', status='success'}[5m]))
< 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of SDM UnSubscription responses received
is lesser than threshold.”

exit
exit

N8 PCSCF Restoration Request

To configure alerts related to the N8 PCSCF Restoration Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN8PcscfRestorationSuccess
expression "sum(increase (n8 service stats{message type='NudmPcscfRestorationRsp',

status='success'}[5m])) /
sum(increase (n8 service stats{message type='NudmPcscfRestorationReq',
status="attempted'} [5m])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Pcscf Restoration responses sent is
lesser than threshold.”

exit
exit

N11 SM Create

To configure alerts related to the N11 SM Create Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN11SMCreateSuccess

expression
"sum(increase (rpc_response total{msg type='PostSmCtxtsRequestPB', rpc name='SMF',status code='201"'}[5m]))/
sum (increase (rpc_response total{msg type='PostSmCtxtsRequestPB', rpc name='SMF'} [5m])) <
0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Update SM context responses received
is lesser than threshold.”

exit
exit
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N11 SM Release

To configure alerts related to the N11 SM Release Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN11SMReleaseSuccess

expression

"sum (increase (rpc_response total {msg type='PostSmCtxtsReleaseRequest',rpc name='SME"', status code='204"}[5m]))
/

sum (increase (rpc_response_total{msg type='PostSmCtxtsReleaseRequest',6 rpc_name='SMF'} [5m]))
< 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Release SM context responses received
is lesser than threshold.”

exit
exit

N11 SM Update

To configure alerts related to the N11 SM Update Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN11lSMUpdateSuccess
expression
"sum (increase (rpc response total{msg type='PostSmCtxtsModifyRequestPB', rpc name='SMF', status code=~'200(204"}[5m]))
/ sum(increase (rpc_response total{msg type='PostSmCtxtsModifyRequestPB',rpc name='SMF'} [5m]))
< 0.95"
severity major
type "Communications Alarm"
annotation summary
value This alert is fired when the percentage of Update SM context responses received is
lesser than threshold.”
exit
exit

N12 UeAuth Req

To configure alerts related to the N12 UeAuth Request, use the following configuration:

alerts rules group AMFSvcStatus

interval-seconds 300

rule AMFN12UeAuthRegSuccess

expression "sum(increase(nl2 service stats{message type='NausfUeAuthRsp',
status='success'}[5m])) / sum(increase (nl2 service stats{message type='NausfUeAuthReq',
status='success'}[bm])) < 0.95"

severity major

type "Communications Alarm"

annotation summary

value "This alert is fired when the percentage of Ausf UE Auth responses received is
lesser than threshold.”

exit
exit
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N15 AM Policy Control Create

To configure alerts related to the N15 AM Policy Control Create Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN15PolicyControlCreateSuccess
expression "sum(increase (nl5 service stats{message_ type='NpcfAmPolicyControlCreateRsp',
status='success'} [5m])) /
sum(increase (nl5 service stats{message_ type='NpcfAmPolicyControlCreateReq',
status='success'}[5m])) < 0.95"
severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Policy control create responses received
is lesser than threshold.”
exit
exit

N15 AM Policy Control Delete

To configure alerts related to the N15 AM Policy Control Delete Request, use the following configuration:

alerts rules group AMFSvcStatus
interval-seconds 300
rule AMFN15PolicyControlDeleteSuccess
expression "sum(increase (nl5 service stats{message type='NpcfAmPolicyControlDeleteRsp',

status='success'}[5m])) /
sum (increase (nl5 service stats{message type='NpcfAmPolicyControlDeleteReq',
status='success'}[5m])) < 0.95"

severity major
type "Communications Alarm"
annotation summary
value "This alert is fired when the percentage of Policy control delete responses received
is lesser than threshold.”
exit
exit
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Attach Rate Throttling

* Feature Summary and Revision History, on page 97
* Feature Description, on page 98

* How it Works, on page 98

* Feature Configuration, on page 98

* OAM Support, on page 100

Feature Summary and Revision History

Summary Data

Table 22: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Disabled — Configuration required to enable
Related Documentation Not Applicable

Revision History

Table 23: Revision History

Revision Details Release

First introduced. 2022.04.0
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Feature Description

Attach rate limit is the maximum number of new connections that AMF can process. The new connections
include Initial Registration Request, Namf Communication CreateUEContext Request, and N26 Forward
Relocation Request.

Setting the rate limit enables the operators to manage the traffic and reduce the signaling on the external nodes.

\)

Note AMF does not throttle emergency, periodic, and mobility registration.

How it Works

This section describes how this feature works.

When you enable the attach rate throttling feature, AMF buffers and queues new connection requests (excluding
Emergency Registration). The AMF prioritizes the processing of these requests in the FIFO (first in, first out)
order.

If the queue is full, AMF drops or rejects packets with a cause code which is based on the configured action.

Feature Configuration

To configure this feature, use the following configuration:

config
amf-global
network-protection-overload
attach-rate
rate-limit permitted connection count
queue-size queue size
action
drop
initial-registration reject-with-cause { congestion |
protocol_error_unspecified }
inl4-create-ue-context reject-with-http-code {403}
in26-fwd-reloc reject-with-cause { gtpc-entity-congestion
| relocation-failure | no-resources-available }
end

NOTES:
« amf-global—Enter the AMF global configuration mode.

» attach-rate—Configure the attach rate feature.

« rate-limit permitted_connection_count—Specify the number of new connections that AMF accepts per
second. permitted_connection_count must be an integer in the range 50—5000.
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* queue-size queue_size—Specify the size of queue that AMF uses for buffering the packets. AMF uses
this queue when the new connection requests exceed the value that you have specified for rate-limit.

gueue_size must be an integer in the range 50—1000. The default queue _sizeis 50.

« action—Configure the action that AMF takes when the queue is full. The default action is Reject for all
requests with #default reject cause.

The following options are available for Action:

+ drop—Configure to drop all the new connection requests.

« initial-registration reject-with-cause { congestion | protocol_error_unspecified }—Configure
AMF to reject the UE-initiated Initial Registration Request with the one of the following causes in
the reject message:

+ congestion—The message is congestion (22).
* protocol_error_unspecified—The message is protocol_error_unspecified (111) #default.
* n14-create-ue-context reject-with-http-code {403}—Configure AMF to reject the new
Namf Communication CreateUEContext Request with the HTTP error code. The AMF receives

this request in the source AMF during the UE-initiated inter-AMF N2 handover. With the error
code as 403, the Cause attribute of the ProblemDetails is set to HANDOVER FAILURE #default.

» n26-fwd-reloc rg ect-with-cause { gtpc-entity-congestion | relocation-failure |
no-resour ces-available }—Configure AMF to reject the new MME-initiated forward relocation
requests through the N26 interface.

If AMF rejects the inbound forward-relocation requests, it uses one of the following cause codes:

* No resources available (73)
* gtpc-entity-congestion (120)

* relocation-failure (81) #default

)

Note * AMF does not support dynamic change configuration.

* The configured rate-limit and queue-size are applied to each amf-service pod and not at the aggregation
of all service pods.

Configuration Example

The following is an example configuration.

amf-global
network-protection-overload attach-rate
rate-limit 100
queue-size 100
action
initial-registration reject-with-cause congestion
nl4-create-ue-context reject-with-http-code 403
n26-fwd-reloc reject-with-cause relocation-failure
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exit
exit
exit
amf-global
network-protection-overload attach-rate
rate-limit 100
queue-size 100
action
drop
exit
exit
exit

OAM Support

This section describes operations, administration, and maintenance support for this feature.

Bulk Statistics Support
AMF supports the following statistics for the Attach Rate Throttling feature.
attach_rate trottle

Description: The message-level statistics that AMF uses to reject or drop connection requests when the queue
is full.

Labels:

* app_name
» message type: GTPCFwdRelocReq, N14UeContextCreateReq, N1RegistrationRequest

* action: drop, reject
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CDL for Multiple AMF Instances

* Feature Summary and Revision History, on page 101
* Feature Description, on page 101
* Feature Configuration, on page 104

Feature Summary and Revision History

Summary Data

Table 24: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Enabled - Always-on
Related Documentation Not Applicable

Revision History

Table 25: Revision History

Revision Details Release

First introduced. 2021.04.0

Feature Description

Common Data Layer (CDL) can be deployed separately as a common datastore for multiple AMF instances.

The deployment possibilities when the CDL pods come up in the same namespace as that of AMF namespace
are:

Ultra Cloud Core 5G Access and Mobility Management Function, Release 2023.01 - Configuration and Administration Guide .



CDL for Multiple AMF Instances |
. Architecture

* CDL created locally in the same namespace per AMF.

* CDL created in a separate namespace common to multiple AMF instances.

Architecture
A network function (NF) consists of the following layers as part of the cloud native architecture:
* Protocol Layer
* Service Layer

* Datastore Layer

The layers in AMF are as follows:
* Protocol Layer—NGAP/NAS over SCTP transport and SBA over REST/HTTP transport
Example: AMF-protocol and AMF REST-EP
* Service Layer—Business logic of AMF functionality
Example: AMF-service pod
* Data Store Layer—Supports session storage
Example: CDL

The management entities Etcd, Cache pod, and NodeMgr provide services to the Protocol Layer, Service
Layer, and Data Store Layer functionalities.

Figure 12: Multiple AMF Instances Architecture

The following figure explains the Architecture of Multiple AMF instances.
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The CDL is deployed as an independent entity which acts as a session store for all the instances of AMF
during AMF scaling. Each AMF instance performs the following:

* Uses the common CDL for session store.
* Contains all the elements of AMF deployment.
» Doesn't interact with another AMF instance.

* Registers with NRF service endpoint on instantiation, and deregisters the service endpoint on moving
out of service.

» Embeds its instance ID as a pointer in GUAMI identity.
The gNBs have a mesh connectivity with all the instances of AMF. The SMF and other network elements
discover the AMF instances through the NRF.
The CDL can be configured with slice name as AMF to store the AMF sessions. The AMF instance performs
the following:

» AMF instance provide instance ID by enhansing the existing session gRPC APIs of CDL or using
session-related CDL gRPC APIs..

» Uses the slice name as AMF for session store with CDL.

The CDL exposes the gRPC API to register or deregister notification URI. The AMF instance uses gRPC
API to provide the notification URI details to CDL.

The CDL searches for the notification URI in session lookup with instance ID. If the notification URI fails,
the CDL picks another URI from the list in round robin.
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Feature Configuration

Configuring this feature involves the following steps:

* CDL configuration in same namespace as AMF—This configuration provides the commands to configure
CDL locally per AMF in the same namespace. For more information, refer to Configuring the CDL in
same namespace as AMF, on page 104.

* CDL configuration in different namespace as AMF—To deploy CDL in different namespace, install
CDL Ops Center in a separate namespace. This configuration provides the commands to configure CDL
in separate namespace. For more information, refer to Configuring the CDL in different namespace as
AMF, on page 105.

Configuring the CDL in same namespace as AMF

The CDL in same namespace as AMF configuration must be done in AMF Ops Center.
To configure CDL in same namespace as AMF, use the following configuration:

config
cdl datastore datastore name
endpoint replica no of replicas
slot map no of slot maps
slot replica no of replicas per map
index map no of index maps
index replica no of replicas per map
end

NOTES:
« cdl datastore datastore_name—Specify the name of the datastore to be deployed.

+ endpoint replicano_of_replicas—Specify the number of high availability (HA) instances to be created.
Must be an integer in the range of 1-16.

« slot map no_of_slot_maps—Specify the number of partitions to be created for slot. Must be an integer
in the range of 1-1024.

« dot replicano_of replicas_per_map—Specify the number of HA instances to be created. Must be an
integer in the range of 1-4.

* index map no_of_index_maps—Specify the number of partitions to be created for index. Must be in the
range of 1-1024.

* index replicano_of_replicas per_map—Specify the number of HA instances to be created. Must be an
integer either 1 or 2.

Configuration Example

The following is an example configuration in CDL Ops Center.

config
cdl datastore session
endpoint replica 2
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slot map 2

slot replica 2
index map 1
index replica 2
end

Configuring the CDL in different namespace as AMF

To configure CDL in a different namespace as AMF, use the following configuration:

config
cdl datastore datastore name
endpoint replica no of replicas
slot map no of slot maps
slot replica no of replicas per map
slot notification dynamic-provisioning { true | false }
index map no of index maps
index replica no of replicas per map
end

NOTES:

« cdl datastore datastore_name—Specify the name of the datastore to be deployed.

* endpoint replicano_of_replicas—Specify the number of high availability (HA) instances to be created.
Must be an integer in the range of 1-16.

« dot map no_of _slot_maps—Specify the number of partitions to be created for slot. Must be an integer
in the range of 1-1024.

» dlot replicano_of _replicas_per_map—Specify the number of HA instances to be created. Must be an
integer in the range of 1-4.

» dot notification dynamic-provisioning true—Enable application to provide notification endpoint
dynamically through API.

+ index map no_of_index_maps—Specify the number of partitions to be created for slot. Must be an
integer in the range of 1-1024.

* index replicano_of_replicas per_map—Specify the number of HA instances to be created. Must be an
integer either 1 or 2.

N

Note In AMF Ops Center:

* CDL configuration must not be available.

+ show running-config cdl command must not return the configuration.

Configuration Example

The following is an example configuration in CDL Ops Center.

config
cdl datastore session
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endpoint replica 2
slot map 2
slot replica 2
slot notification dynamic-provisioning true
index map 1
index replica 2
end
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Collision Handling

* Feature Summary, on page 107

* Feature Description, on page 107
* How it Works, on page 108

* OAM Support, on page 108

Feature Summary

Summary Data

Table 26: Summary Data

Applicable Products or Functional Area AMF

Applicable Platforms SMI

Feature Default Setting Enabled — Always-on
Related Documentation Not Applicable

Feature Description

The AMF interacts and supports multiple nodes. A few of the nodes are as the following:
+ UE/GNB

« UDM
» AUSF
* SMF

When multiple nodes send simultaneous request towards the AMF, there's a possibility of collision at the
AMF node.
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. How it Works

The AMF collision handling feature supports handling the collision between different procedures at the AMF
node.

How it Works

When a collision is detected, any of the following AMF collisions resolver-based procedures get activated:
* Aborts an ongoing procedure and performs peer node cleanup when required.
* Aborts an ongoing procedure and cleans locally without informing peer nodes.
* Discards an incoming message without responding and paving a way for its timeout.

* Allows both procedures to continue and execute one at a time in the FIFO manner.

Examples:
The following are a few examples:

1. The AMF receives a note of the UE-initiated deregistration process, while the initial registration procedure
activity is still in progress.

In this case, the AMF aborts the initial registration procedure locally, without informing peer nodes such
as UDM, PCEF, and so on.

2. The AMF receives a note of another initial registration process, while the current one is still in progress.

In this case, the AMF aborts the older initial registration procedure, and performs the peer node cleanup
activity, if required (such as the AMPolicyControl Delete activity).

OAM Support

This section describes operations, administration, and maintenance support for this feature.

Bulk Statistics Support

The following statistics is used in the AMF collision handling.

amf_collision_stats
Description:

This set of statistics is used for tracking and debugging the AMF collision. The statistics include the name of
the colliding procedure and the action taken by the collision resolver.

Sample Query:

amf collision stats{action type="abort procl",

app name="amf",cluster="clu001",data center="sys001",
instance id="0",procl="UERegistration",
proc2="Deregistration", service name="amf-service"} 1
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When the AMF receives the De-Registration while the UE Registration procedure is in progress, the collision
resolver aborts the registration procedure. It includes the names of two colliding procedures and collision
resolver actions.

Labels:

* Label: action_type
Label Description: Type of the action associated with the AMF collision statistics
Example: abort_procl

* Label: app_name
Label Description: The name of the NF-app associated with the AMF collision statistics
Example: amf

* Label: cluster
Label Description: The name of the cluster associated with the AMF collision statistics
Example: clu001

* Label: data_center
Label Description: The name of the data center associated with the AMF collision statistics
Example: sysO01

* Label: instance id
Label Description: The instance ID associated with the AMF collision statistics
Example: O

* Label: procl

Label Description: The procedure type associated with the AMF collision statistics This label refers as
one of the procedures or as the primary procedure.

Example: UERegistration
* Label: proc2

Label Description: The procedure type associated with the AMF collision statistics This label refers as
one of the procedures or as the secondary procedure.

Example: Deregistration
* Label: service_name
Label Description: Name of the NF service associated with the AMF collision statistics

Example: amf-service

For more information on bulk statistics support for AMF, see the UCC 5G AMF Metrics Reference document.
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CMAS Service Support

* Feature Summary and Revision History, on page 111
* Feature Description, on page 111
* How it Works, on page 112

Feature Summary and Revision History

Summary Data

Table 27: Summary Data

Applicable Product(s) or Functional Area AMF

Applicable Platform(s) SMI

Feature Default Setting Enabled - Always-on
Related Documentation Not Applicable

Revision History

Table 28: Revision History

Revision Details Release

First introduced. 2021.04.0

Feature Description

This feature describes broadcasting of warning messages. CBE (Cell Broadcast Entity) broadcasts the warning
message to multiple AMFs. Each AMF sends list of gNB or TAI to broadcast the message. One or more
NG-RAN nodes schedule the broadcast of the new message and the repetitions in each cell. After the NG-RAN
broadcast the warning message, a report is sent back to the AMF from where the message received.
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How it Works

This section describes how this feature works.

Call Flows

This section describes the key call flow for this feature.

CMAS Subscription, Message Delivery, and Notification Call Flow

This section describes the CMAS Subscription, Message Delivery, and Notification call flow.
Figure 13: CMAS Subscription, Message Delivery, and Notification Call Flow
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Non-UE N2 Messages Subscription Call Flow .

Table 29: CMAS Subscription, Message Delivery, and Notification Call Flow Description

Step

Description

1

The Cell Broadcast Center (CBC) creates and sends a NonUeN2InfoSubscribe to the AMF to be
notified by the NG-RANSs for the UE coverage of warning messages sent. The message type is the
subscription parameter. The Cell Broadcase Entity (CBE) cannot subscribe a subset of warning
messages.

The AMF creates a subscription and returns the location of the subscription to the CBE. The CBCF
uses this location if it needs to modify or cancel the subscription.

The CBCF creates a Write Replace Warning Request NG-RAN message containing the warning
message to broadcast. The message contains the following:

* Message Identifier

* Serial Number

* List of NG-RAN TAIs

* Warning Area List NG-RAN

* CWM Indicator

* Send Write-Replace-Warning-Indication
* Global RAN Node ID

* Warning Area Coordinates

This becomes a binary part to a Non-UE Message Transfer request to the AMF. The CBCF also
optionally sends a list of TAI or a list of gNBs to AMF that need to receive this message.

The AMF responds to the CBCF that sending of warning messages to the gNodeB has started.

The AMF determines the set of gNB that need the message to send. This could be a list of gNB
(if the CBCF sends the list), all gNB in a list of TAI, or all the gNB that are connected to the AMF.
The AMF doesn't interpret the binary information that is part of the request. The AMF then sends
a Write Replace warning request to the gNB.

The gNB responds to the warning message after broadcasting it.

If the CBCF has registered for notifications, the AMF notifies the CBCF. Each message that is
sent by the gNB becomes an individual notification, as multiple binary payloads are not allowed
in a single message.

The CBCF responds to the notification from the AMF.

Non-UE N2 Messages Subscription Call Flow

This section describes the Non-UE N2 Messages Subscription call flow.

Handling of subscriptions from various peer nodes are identical, irrespective of the requesting entity a CBCF,
an LMF, or a peer AMF. Handling of these subscriptions takes place as per message category.
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Figure 14: Non-UE N2 Messages Subscription Call Flow
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Table 30: Non-UE N2 Messages Subscription Call Flow Description

Step Description

1 The peer node sends a subscription request to the AMF, which reaches the REST-EP.

This message is either a PWS-BCAL (Broadcast Completed Area List or Broadcast Canceled Area
List) or PWS-RF (Restart Indication or Failure Indication).

2 The REST-EP forwards this message to the AMF service.

3 The AMF service saves the subscription to the database and sends a success response to REST-EP.
The saved subscription contains the URI of the remote node and the parameters for the subscriptions.
The AMF creates a unique location URI for this subscription and includes it in the response.

4 The REST-EP responds with a 201 message to the peer node.

5 The AMF service forwards this information to the NGAP-EP.

Non-UE N2 Messages Transfer Call Flow

This section describes the Non-UE N2 Messages Transfer call flow.

The AMF does not analyze the binary contents of the received message from any of its peer nodes.
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Figure 15: Non-UE N2 Messages Transfer Call Flow
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Table 31: Non-UE N2 Messages Transfer Call Flow Description

Step Description

1 The peer node sends a NonUEN2MsgeTransferRequest to the AMF. The REST-EP receives this
request and forwards the message to the AMF service.

2 AMF does the following while handling the warning messages (these messages may contain filters,
for example, gNB or TAIs that must match):

* On receiving the warning message, AMF service checks for protocol errors and returns error
response, if there is any.

* If the warning message contains filters, the AMF forwards the message to all NG-RANS that
match the filters.

« If the warning message doesn’t contain filters, the AMF forwards the message to all NG-RANs
connected to this AMF.

« If the warning message contains filters but no matching NG-RANs, the AMF doesn’t send
any message.

3 The AMF sends NonUEN2MsgeTransferResponce to the REST-EP.

* The AMF saves PWS messages to obtain correlation in responses, if the CBCF requests the
responses to be send.

4 The REST-EP sends the response to the peer that sent the request.

5 The AMF service forwards the NonUEN2MsgeTransferRequest to the NGAP-EP. The NGAP-EP
uses the parameters of the request to find the list of gNodeB to send these messages.
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CMAS Service Support |

Step

Description

The NGAP-EP forwards the message to gNB with the following scenarios:

» The NGAP copies the N2 payload without any changes and forwards it to the gNB, when the
message has the N2InformationClass set to PWS.

* The AMF performs the following actions, when the sendRanResp field in PWS information
is set to true.

* Saves the msgldentifier and the serial number of the message.

« Saves the notification control block for PWS information.

Non-UE Message Notification Call Flow

This section describes Non-UE Message Notification call flow.

Figure 16: Non-UE Message Notification Call Flow
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Table 32: Non-UE Message Notification Call Flow description

Step

Description

1

The gNB sends a Write Replace Warning Response or PWS Cancel Response to NGAP-EP.

2

The NGAP-EP generates a callback with n2InfoClass set to PWS-BCAL with the following
conditions.

* Subscription for notification for this event is available.

+ Serial number corresponds to a request originally send with sendRanResponse as True.

If the gNB sends a PWS Restart Indicator or a PWS Failure Indication, it reaches the NGAP-EP.
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Step

Description

If there’s a subscription for notification of the PWS events, the NGAP-EP generates a callback
with n2InfoClass set to PWS-RF.

The AMF service forwards the onN2InfoNotifyRequest to REST-EP.

The REST-EP sends the message to the peer node.

The peer node responds with a 204 OK.

The REST-EP forwards the onN2InfoNotifyResponse to the AMF.

Non-UE Notification Subscription Deletion Call Flow

This section describes the Non-UE Notification Subscription Deletion call flow.

On receiving the non-UE events notification in the AMF, the existing subscription gets deleted.

Figure 17: Non-UE-Notification Subscription Deletion Call Flow
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Table 33: Non-UE Notification Subscription Deletion Call Flow Description

Step

Description

1

The peer node sends a Delete message to the AMF with the ID assigned during the subscription
process .

The REST-EP forwards the request to the AMF service.

The AMF service deletes the subscription information from the database before sending the response
to the REST-EP.

The REST-EP forwards the response as 204 to the peer node.

The AMF service sends the request to NGAP-EP to remove the existing subscription from the
NGAP-EP.
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Compliance to 3GPP Specifications

* Feature Summary and Revision History, on page 119

* Feature Description, on page 120

* How it Works, on page 121

* Configuring Compliance to 3GPP Specification, on page 148

Feature Summary and Revision History

Summary Data

Table 34: Summary Data

Applicable Product(s) or Functional Area AMF
Applicable Platform(s) SMI

Feature Default Setting Not Applicable
Related Documentation Not Applicable

Revision History

Table 35: Revision History

Revision Details Release

First introduced. 2021.04.0
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Feature Description

Table 36: Feature History

Feature Name Release Information Description
AMF Compliance to 3GPP R16  |2025.01.0 AMF 3GPP R16 support allows the
Version AMF to handle and send additional

information elements in existing
supported messages. This feature
is crucial for maintaining
compatibility with the latest 3GPP
standards, ensuring that the AMF
can effectively communicate and
manage mobility and session
contexts in a 5G network.

The Access and Mobility Management Function (AMF) supports the 3GPP-released June-21 specifications
on all the interfaces.

In the 5G network, the AMF offers services to the other AMF, PCF, NSSF, NRF, NEF, UDM, and AF via
the Namf service-based interface (see 3GPP TS 23.501 and 3GPP TS 23.502).

The SMF, PCF, NRF, AUSF and UDM interfaces are currently supported from AMF. For more information,
see http://www.3gpp.org/ftp/Specs/archive/29 series/29.518/29518-fa0.zip.

The following reference diagram represents a high-level network containing AMF connected to other nodes.
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Standards Compliance

Cisco AMF complies with the 3GPP standards. For more information, refer to Standards Compliance, on page
17.

How it Works

This section describes how this feature works.

Call Flows

This section describes the key call flows of compliance to 3GPP specifications.

UE Registration

To enable UE tracking and reachability, a UE must register with the network to be authorized to receive
services.

Initial Registration Request Call Flow

This section describes the Initial Registration Request call flow.
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. Initial Registration Request Call Flow

Figure 18: Initial Registration Request Call Flow
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Table 37: Initial Registration Request Call Flow Description

Step

Description

1

An UE which wants to register itself with the 5G core sends a Registration-Request N1 message
towards AMF with the following contents:

* Registration type

* SUCI or 5G-GUTI

* Last visited TAI (if available)

* Security parameters

* Requested NSSAI

* UE radio capability

* UE MM core network capability

* PDU session status

* List of PDU sessions to be activated

* Follow on request

If the subscriber is unknown, AMF allocates AMF-NGAP-id to the NGAP connection and subscriber
data-store. The AMF-NGAP-id to AMF-Service is stored in etcd so that subsequent messages over
the NGAP connection reach same AMF-Service. gNB selects an AMF and forwards the
registration-request message to AMF.

If the identity received from the UE was either a SUCI, SUPI, or GUTI allocated by this AMF,
the AMF authenticates the UE as presented in the authentication procedure.

If the AMF is configured to do EIR checks during registration, the AMF retrieves the PEI from
the UE during security mode command procedure. It then checks the status of the equipment during
registration procedure.

Depending on the status of the equipment from EIR, the AMF either rejects the registration or
proceeds with the call. Actions to be taken when the status is grey listed is configurable on the call
control policy currently active for the UE.

The AMF selects an UDM based on the PLMN information through NRF query or via static
configuration and registers the UE with the UDM using Nudm UECM_Registration.

The UDM stores the AMF identity and responds to the AMF request.

The AMF requests from the UDM the Access and Mobility Subscription, and SMF Selection
Subscription Data using Nudm_SDM_Get and using multiple data set names. If integrity check
passes and UDM subscription data already exit in UE context, AMF skips Steps 7 - 10.

The UDM responds to the request from the AMF. The AMF stores the subscription information.

The AMF subscribes to be notified using Nudm SDM_Subscribe when the data requested is
modified.
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. Mobility Updating or Periodic Registration without AMF Change Call Flow

Step

Description

10

The UDM registers the AMF and responds to the AMF.

11

The AMF selects PCF based on PLMN-info and slice-info and performs a policy association
establishment. PCF sends policy data to AMF with restrictions and other policies to be applied for
the UE.

Note
If the integrity check passes and PCF subscription data already exit in UE context, AMF skips
this step.

12

The PCF responds to the AMF request along with AM-Policy configurations for the subscriber.

13

The AMF sends a Registration Accept message to the UE indicating that the Registration Request
has been accepted. Registration Accept contains (registration area, mobility restrictions, PDU
session status, allowed NSSAI, configured NSSALI for the serving PLMN, periodic registration
update timer, emergency service support indicator, accepted DRX parameters).

14

If the AMF sends an Initial Context Setup Request, the gNB responds with an Initial Context Setup
Response. This message could come after the message in Step 12.

15

The UE sends a Registration Complete message to the AMF to acknowledge that a new 5G-GUTI
was assigned if a new 5G GUTI was included in the Registration Accept message.

16

If the UE did not include a follow-on indication in the request, the AMF releases the UE gNB
context by sending a UE Context Release Command to the gNB

17

The gNB responds with a UE Context Release Complete message to the AMF.

Mobility Updating or Periodic Registration without AMF Change Call Flow

This section describes the Mobility Updating or Periodic Registration without AMF Change call flow.
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Figure 19: Mobility Updating or Periodic Registration without AMF Change Call Flow
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. PDU Session Establishment Call Flow

Table 38: Mobility Updating or Periodic Registration without AMF Change Call Flow Description

Step

Description

1

The UE triggers the Mobility Updating or Periodic Registration procedure under the following
conditions:

1. The Periodic Registration timer in the UE expires. The UE sets up the registration type as
Periodic in this case, and the message arrives on the AMF as an Initial UE NGAP message.

2. The UE is in idle state and moves to an area that is not currently part of its Tracking Area List.
In this case, the UE sets the type to Mobility Updating, and the NGAP message is the Initial
UE message.

3. After or during handover, the UE is an area that is not part of the current Tracking Area List.
In this case, the UE sets the type to Mobility Updating, and the NGAP message is the Uplink
NAS Transport.

If the Registration Type is Mobility Updating, the AMF computes a new Tracking Area List for
the UE. The AMF then adds this to a Registration Accept and uses a Downlink NAS Transport
NGAP message to send it to the UE.

If the registration request in the initial UE message registration type is not Mobility Updating, and
the FollowOn IE was not set by the UE, the AMF sends a UE Context Release Command to the
gNB to release the resources at the gNB.

If the registration type is Mobility Updating, AMF service ignores FollowOn IE and doesn’t initiate
UE Context Release Command.

The gNB responds with a UE Context Release Complete.

PDU Session Establishment Call Flow

This section describes the PDU Session Establishment call flow.

The UE receives data services through a PDU session, which is a logical connection between the UE and core

network.

During the PDU session establishment, UE establishes a PDU session for accessing data services. Unlike
EPS, where a default PDU session is always created while the UE registers to the network, in 5G, the UE can
establish a PDU session when the service is needed.
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Figure 20: PDU Session Establishment Call Flow
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Table 39: PDU Session Establishment Call Flow Description

Step

Description

1

In order to establish a new PDU Session, the UE generates a new PDU Session ID and initiates
the PDU Session Establishment procedure by the transmission of a NAS message containing a
PDU Session Establishment Request within the N1 SM container. The PDU Session Establishment
Request includes a PDU session ID, Requested PDU Session Type, Requested SSC mode, SGSM
Capability PCO, SM PDU DN Request Container, and Number of Packet Filters.

The AMF selects SMF based on slice-info and plmn-info provided by UE. SMF is selected by
NRF query or by static configuration. AMF invokes the Nsmf PDUSession CreateSMContext
Request towards SMF with SUPI, DNN, single or multiple S-NSSAIs, PDU Session ID, AMF ID,
Request Type, PCF ID, Priority Access, N1 SM container (PDU Session Establishment Request),
User location information, Access Type, PEI, GPSI, UE presence in LADN service area,
Subscription For PDU Session Status Notification, DNN Selection Mode. Subscriber data-store
is modified to store PDU information. The AMF-service stickiness is maintained for the subscriber
for the PDU establishment transaction.

The SMF creates an SM context and responds to the AMF by sending
Nsmf PDUSession_CreateSMContext Response (Cause, SM Context ID or N1 SM container
(PDU Session Reject (Cause)).

The SMF sends Namf Communication N1N2MessageTransfer to the AMF. The N2 SM
information carries information that the AMF shall forward to the RAN. The N1 SM container
contains the PDU Session Establishment Accept that the AMF provides to the UE. The

Namf Communication N1N2MessageTransfer contains the PDU Session ID allowing the AMF
to know which access towards the UE to use.
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Step Description

5 The AMF sends the NAS message containing PDU Session ID and PDU Session Establishment
Accept targeted to the UE and the N2 SM information received from the SMF within the N2 PDU
Session Request to the RAN.

6 The RAN forwards the NAS message (PDU Session ID, N1 SM container (PDU Session
Establishment Accept)) to the UE.

7 The gNB sends the N2 PDU Session Request Ack to the AMF.

The N2 PDU Session Response included PDU Session ID, Cause, N2 SM information (PDU
Session ID, AN Tunnel Info, List of accepted/rejected QFI(s), User Plane Enforcement Policy
Notification).

8 The AMF sends the Nsmf PDUSession_UpdateSMContext Request (N2 SM information, Request
Type) to the SMF. The AMF forwards the N2 SM information received from the RAN to the SMF.

9 The SMF sends the Nsmf PDUSession_UpdateSMContext Response to the AMF.

PDU Session Establishment with Initial Context Call Flow

This section describes the PDU Session Establishment with Initial Context call flow.

Figure 21: PDU Session Establishment with Initial Context Call Flow
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Table 40: PDU Session Establishment for Existing PDU Call Flow Description

Step Description

1 In order to establish a new PDU Session, the UE generates a new PDU Session ID and initiates
the PDU Session Establishment procedure by the transmission of a NAS message containing a
PDU Session Establishment Request within the N1 SM container. The PDU Session Establishment
Request includes the following:

* PDU session ID

* Requested PDU Session Type

* Requested SSC mode

* 5GSM Capability PCO

* SM PDU DN Request Container

* Number of Packet Filters

2,34 If the PDU exists, then clean up at AMF and SMF (SmContextReleaseRequest) is done and PDU
establishment is performed.

5,6 The AMF selects SMF based on slice-info and plmn-info provided by UE. SMF is selected by
NRF query or by static configuration. The AMF invokes the Nsmf PDUSession CreateSMContext
Request towards SMF with SUPI, DNN, S-NSSAIs, PDU Session ID, AMF ID, Request Type,
PCF ID, Priority Access, N1 SM container (PDU Session Establishment Request), User location
information, Access Type, PEI, GPSI, UE presence in LADN service area, Subscription For PDU
Session Status Notification, DNN Selection Mode. Subscriber data-store is modified to store PDU
information. The AMF service stickiness is maintained for the subscriber for the PDU establishment
transaction.

The SMF creates an SM context and responds to the AMF by sending
Nsmf PDUSession CreateSMContext Response (Cause, SM Context ID or N1 SM container
(PDU Session Reject (Cause)).

The SMF sends Namf Communication N1N2MessageTransfer to the AMF. The N2 SM
information carries information that the AMF forwards to the RAN. The N1 SM container contains
the PDU Session Establishment Accept that the AMF provides to the UE. The

Namf Communication NI1N2MessageTransfer contains the PDU Session ID allowing the AMF
to know which access towards the UE to use.

The SMF receives Namf Communication N1N2MessageTransfer response from the AMF.

7 The gNB sends the Initial Context Setup Request to the AMF.

The RAN forwards the NAS message (PDU Session ID, N1 SM container (PDU Session
Establishment Accept)) to the UE.

8 The AMF responds with the Initial Context Setup Response to the gNB.

The response includes the N2 PDU Session Response (PDU Session ID, Cause, N2 SM information
(PDU Session ID, AN Tunnel Info, List of accepted/rejected QFI(s), User Plane Enforcement
Policy Notification)).
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Step Description

9 The AMF sends Nsmf PDUSession_UpdateSMContext Request to the SMF

The Nsmf PDUSession_UpdateSMContext Request includes the N2 SM information and Request
Type. The AMF forwards the N2 SM information received from RAN to the SMF.

10 The SMF sends the Nsmf PDUSession_UpdateSMContext Response to the AMF.

PDU Session Establishment for Existing PDU Call Flow
This section describes the PDU Session Establishment for Existing PDU call flow.

If the UE starts the PDU Establishment Request for an existing PDU, the AMF performs local PDU release
and sends the PDU release to SMF. It also initiates PDU Resource Setup Request. If the PDU release fails at
SMF, the AMF sends the PDU reject.

Figure 22: PDU Session Establishment for Existing PDU Call Flow
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The UE receives data services through a PDU session, which is a logical connection between the UE and the

core network. The PDU Session Establishment procedure describes the procedures by which UE establishes
a PDU session for accessing data services. In 5G, the UE can establish a PDU session when service is needed.
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Table 41: PDU Session Establishment for Existing PDU Call Flow Description

Step

Description

1

In order to establish a new PDU session, the UE generates a new PDU Session ID and starts the
PDU Session Establishment procedure by the transmission of a NAS message containing a PDU
Session Establishment Request within the N1 SM container. The PDU Session Establishment
Request includes the following:

* PDU session ID

* Requested PDU Session Type

* Requested SSC mode

* 5GSM Capability PCO

* SM PDU DN Request Container

* Number of Packet Filters

2,3,4

If PDU exists, then clean up at AMF and SMF (SmContextReleaseRequest) is done and PDU
Session Establishment procedure is performed.

The AMF selects SMF based on slice-info and plmn-info provided by UE. The SMF is selected
by NRF query or static configuration. The AMF invokes the Nsmf PDUSession_CreateSMContext
Request towards the SMF with SUPL, DNN, S-NSSAIs, PDU Session ID, AMF ID, Request Type,
PCF ID, Priority Access, N1 SM container (PDU Session Establishment Request), User location
information, Access Type, PEI, GPSI, UE presence in LADN service area, Subscription For PDU
Session Status Notification, and DNN Selection Mode. The subscriber data store is modified to
store the PDU information. The AMF service stickiness is maintained for the subscriber for the
PDU establishment transaction.

The SMF creates an SM context and responds to the AMF by sending
Nsmf PDUSession_CreateSMContext Response (Cause, SM Context ID or N1 SM container
(PDU Session Reject (Cause)).

The SMF sends Namf Communication N1N2MessageTransfer to AMF. The N2 SM information
carries information that the AMF forwards to the RAN. The N1 SM container contains the PDU
Session Establishment Accept that the AMF provides to the UE. The

Namf Communication N1N2MessageTransfer contains the PDU Session ID allowing the AMF
to know which access towards the UE to use.

The AMF sends the NAS message containing PDU Session ID and PDU Session Establishment
Accept targeted to the UE and the N2 SM information received from the SMF within the N2 PDU
Session Request to the RAN.

If the Initial Context Setup is incomplete, the AMF sends the NAS message information as a part
of the Initial Context Setup Request.

The AMF sends the Initial Context Setup Request to the gNB.

The RAN forwards the NAS message (PDU Session ID, N1 SM container (PDU <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>