Getting Started

* Activate [oT Service (Wireless), on page 1
* Enable IoT Service on Connector2, on page 5

Activate loT Service (Wireless)

This task shows you how to activate IoT service (wireless) on some or all your devices, from the Cisco Spaces
dashboard.

Before you begin
To activate IoT service (wireless), your network must meet the below prerequisites:
* Cisco Spaces: Connector
* Cisco Catalyst 9800 Series Wireless Controllers, installed with version 17.3.1 or higher

* Supported access points. See Prerequisites of IoT Service (Wireless)

\)

Note * This workflow is applicable only for Connector Release 3. We recommend you upgrade from Connector
2.x for smooth functioning of your services. If it is essential to enable [oT service (wireless) on Connector
2.x, see Enable IoT Service on Connector2, on page 5.

* The workflow initiated by this procedure automatically checks for prerequisites necessary to complete
this task.

Procedure

Step 1 Login to Cisco Spaces.
Step 2 From the left navigation pane, click 0T Services> About |0T Services.

You can see the number of connectors activated with the IoT service (wireless) service. You can also see the number of
APs deployed as an IoT service (wireless) gateway.
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. Activate loT Service (Wireless)

Figure 1: About loT Services

About a7 Servies

loT Services: Activation Status Last updated: As of Aug 30th, 2023 03:11:29 PM

Troubleshoot View Detailed Status
Connector Controllers Gateway
Wireless Services Wired Services Wireless Gateway Wired Gateway
Activated Failed Pending Activated Failed Pending Activated Failed Pending Activated Failed Pending Activated Failed Pending

Click View Detailed Statusto see the breakdown of the activation status of various individual devices.

Figure 2: Detailed Status of Devices Activated With loT Service (Wireless)

Deployment Status/History X

Connectors

Wireless Services

5 of 5 Completed 5 0

Failed

Connectors Version Activation Status
Bhaumik-ami v2 @ Deployed
bhaumik-qa-manual v3 @ Deployed
connector3.1-ami-Bhaumik v3 @ Deployed
Bhaumik-2-3-4-on prem V2 @ Deployed
Bhaumik-ami-connector-2.3.4 V2 @ Deployed

Step 3 In the About |oT Services window top-right corner, click Activate 0T Services.
Step 4 In the Activate | 0T Services window that is displayed, choose Wireless.
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Step 5

Figure 3: Activate loT Service (Wireless)

Activate loT Service (Wireless) .

What would you like to activate first

Wireless

You can see the list of all devices on which IoT service (wireless) can be activated, along with the activation time.

Figure 4: List of Supported Devices

Activate loT Services

loT services will be activated on

Takes upto 3 hrs, 30
7 of 9 compatible connectors
mins

2 connectors not responding, hence IoT services will not be activated on them.

3 of 3 compatible controllers Takes upto 30 mins

All Compatible APs on all locations Takes upto 10 mins/AP

Activating loT services on the supported APs may take upto 4 hrs + 10
mins/AP. You can initiate the activation and check the status in the “About loT
services” page.

Activate loT services on selected?

Click here for customization

To activate [oT service (wireless) on all devices on your network, in the 10T serviceswill be activated on window, click

Activate.
This activation of IoT service (wireless) automates the following tasks:

« Enables IoT streams on the connector

* Enables the wireless controller stream

* Configures APs as a Bluetooth Low Energy (BLE) gateway (this includes turning on the BLE radio, BLE scanning,

and deploying the BLE gateway app)
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Step 6

Figure 5: Activate loT Service (Wireless) on All Devices

loT Services activation initiated

Activation may take upto 4 hrs to complete. You can close
the window and check the status in About IoT Services
status section.

® Activating connectors

7 of 7 compatible connectors activated

CV‘ Activating controllers

< 3 of 3 compatible controllers activated
C Activating on All APs

Once the activation completed, follow the steps below to
13 onboard loT devices: Click Manage Devices & Policies >
Onboard Devices

To activate IoT service (wireless) only on specific devices of your network, do the following:

a) Choose one or more connectors to activate IoT service (wireless).
b) To activate the wireless gateway, click Activate Wireless.
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¢) In the Deploy Wireless Gateway window, select the APs on which you want to activate IoT service (wireless).

Figure 6: Activate loT Service (Wireless) on Preferred Devices

Activate loT Ser

loT services will be activated on

o 2 hrs, 50 mins +

10 mins/AR, You can

»\fiéx-.-aie loT services on selected?

. Getting Started




| Getting Started
Enable loT Service on Connector2 .

Figure 7: Activate loT Service (Wireless) on Preferred Devices

Deploy Wireless Gateway X
= Select All Supported APs Gateway Capability Status 2/2 3
AP
S
RTB2_91151_2 Advanced Gateway Base Gateway Activated 1 Aps with Advanced
BLE Gateway support
RTB3-9130AXE-Marlin4-22  Advanced Gateway Not Activated
RTB2-9117-2 Advanced Gateway Not Activated
RTB2-91171 Advanced Gateway Base Gateway Activated
Sid-4800-1 Gateway Not Supported ~ NA
CM64-2C60 Gateway Not Supported ~ NA
RTB1-Cornwall-9130 Base Gateway Advanced Gateway Activated
RTB2-91241 Gateway Not Supported NA
AP5CE1.7628.0D60 Gateway Not Supported ~ NA
Next
What to do next

Once the activation completed, you can onboard the [oT Service (Wireless) devices. Click Manage Devices
& Policies> Onboard Devices.

Enable loT Service on Connector2

Verify Cisco Spaces: Connector is Added and Active

This procedure helps you verify if a Cisco Spaces: Connector is deployed and active.

Procedure
Step 1 From the Cisco Spaces dashboard left-navigation pane, choose Setup > Wireless Network.
Step 2 From the Configure Spaces Connector area, click View Connectors.
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. Verify Cisco Spaces: Connector is Added and Active

Figure 8: View Connectors

Connect your wireless network

Connect via Spaces Connector

Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or recc
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Step 3 Ensure that a connector is listed and its status is Up.
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Verify Cisco Catalyst 9800 Series Wireless Controllers is Added and Active .

Figure 9: Connector Status Up

sp > Connectors

SUMMARY
&» 2 2 0 1 1 1
Connect tors  Up Down location enabled iot-wired enabled iot-services enabled

Starting December 2023 Connector 2.x entered software maintenance mode. Security updates will continue through June 2024 and support for critical bug fixes will continue through

October 2024.
Connectors @ Create New Connector
Name Release Instances Switches Controllers APs Status Last Modified Last Heard Actions
Sop 23, 2026 Sep 23, 2024,
2.3.507 NA o ' 9 ouw " "
10:23:43 AU 10:34:15 AM

Verify Cisco Catalyst 9800 Series Wireless Controllers is Added and Active

This procedure helps you verify if the Cisco Catalyst 9800 Series Wireless Controller is deployed and active.
Procedure

Step 1 From the Cisco Spaces dashboard left-navigation pane, choose Setup > Wireless Network.
Step 2 From the Add Controllersarea, click View Controllers.
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Step 3

Figure 10: View Controllers

Connect your wireless network

Connect via Spaces Connector

1) Install Spaces Connector OVA
Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector

2 ) Configure Spaces Connector

Spaces Connector to connect via HTTPS proxy.

Create a new token
O 3 connector(s) active

View Connectors

3| Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

Add Controllers

controller(s) active "
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Spaces Connector is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless netw

You will need a token to configure Spaces Connector. You need ta cannect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure

Ensure that a controller is listed here, and the corresponding status is Active.
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Configure Connector for gRPC and Certificate Services .

Figure 11: Active Controller
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Configure Connector for gRPC and Certificate Services

This procedure enables IoT streams. This procedure ensures that your APs visible on Cisco Spaces: IoT
Service. In this procedure you:

* Enable the Cisco Spaces: Connector to listen for gRPC Remote Procedure Call (gRPC) and certificate
services.

« Activate these IoT streams on the wireless controller.

Procedure

Step 1 From the Cisco Spaces dashboard left-navigation pane, click Setup > Wireless Network.
Step 2 From the Configure Spaces Connector area, click View Connectors.

Getting Started .



Getting Started |

. Configure Connector for gRPC and Certificate Services

Figure 12: View Connectors

Connect your wireless network

Connect via Spaces Connector

Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or recc

1+ Install Spaces Connector OVA
Download and install Spaces Connector OVA as a virtual machine Click to View

Download Spaces Connector (2

2 Configure Spaces Connector connector

You will need a token to configure Spaces Connector. You need to connect to hitps://<your connector IP>/ from a browser 1g
can optionally configure Spaces Connector to connect via HTTPS proxy
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Step 3 From the list of connectors displayed, choose your connector, and then click Manage | oT Streams.

Step 4 In the Manage | oT Streams page that is displayed,
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Configure Connector for gRPC and Certificate Services .

Figure 13: Manage loT Streams
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a) Click Configureto Enableto enable the connector stream.

Figure 14: Configure to Enable

&€ 5 C % qga-dnaspaces.iosetup/connectors & aQa x @ 3 @ Relaunchtoupdate

Manage loT Streams X

Manatge Comector (T
Enable loT Streams on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied automatically.

Use the three dots action of Stream to apply changes to
Controller Connector IP Controler IP Operation Status Operation Log Last updated
ewic-176 - 1022200176 NOT INTIATED

Manage Controller

Setup IoT Services stream authentication and certificate to allow APs to connect with the Cisco Spaces Connector

The AireOS Controller will be configured to send notifications to Cisco Spaces Connector for AP configuration changes.

Cancel

b) For each wireless controller displayed, click the three-dot icon to display a menu. Choose Enable Stream to enable
the wireless controller stream.
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. Configure Connector for gRPC and Certificate Services

Figure 15: Enabling loT Streams for the Connector and for each associated Wireless Controller

€ 5 C % ga-dnaspaces.io/setup/connectors = aQa x @ £} @ Relaunchtoupdate }

Manage loT Streams X
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Enable loT Streams on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied automatically.

Use the three dots action of Stream to apply 10 the Controller.

Controller Connector IP Controller 1P Operation Status Operation Log Last updated
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Manage Controller Disable Stream
Setup loT Services stream ificate to allow APs to ith the Cisco Spaces Coriect  Enable Stream
The AireS Controler will be configured to send notfcations to Cis a0

¢) Verify if the Operation Status of the connector is SUCCESS. Click the wireless controller in the list to check for
any errors.

Figure 16: Operation Status of Wireless Controller is SUCCESS
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Enable loT Streams on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the Controller.

Controller Connector 1P Controlier 1P Operation Status Operation Log Last updated
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Cancel
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Figure 17: Check for Errors

Configure Connector for gRPC and Certificate Services .
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Reconfigure this step if you move APs to a new AP profile.

d) In the displayed popup, choose the AP profiles to push the loT configuration. You can choose to push the IoT

configuration to one or more default AP profiles on the wireless controller. Or you can also choose to push the IoT
configuration to all the AP join profiles on the wireless controller.
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[l cnable BLE on AP

Figure 18: Enabling loT Streams for the Connector and for Each Associated Wireless

You are about to enable the stream

Please select the below option to continue

(®) Enable all profile(s) () Enable only default profile(s)

Reconfigure this step if you move APs to a new AP profile.

Controller

Enable BLE on AP

This procedure turns on Bluetooth Low Energy (BLE) on an AP, and puts selected APs in the Admin state
and in the base scan mode.

Procedure

Step 1 In the Cisco Spaces dashboard left-navigation pane, choose 10T Services> |oT Gateways> AP Gateway > All APs.
Step 2 Check the boxes of specific APs, then hover over Action.
Step 3 To turn on BLE Admin state and base scan mode, from the menu that opens, choose Manage BLE > Enable BLE.
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Figure 19: Enable BLE
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Set AP in Advanced Mode

This procedure sets an AP on the Bluetooth Low Energy (BLE) advanced mode.

Procedure

Step 1
Step 2
Step 3

Set AP in Advanced Mode .

In the Cisco Spaces dashboard left-navigation pane, choose 10T Services> | 0T Gateways > AP Gateway > All APs.
Check the boxes of specific APs, and then hover over Action.
To set the AP on BLE advanced mode, from the menu that opens, choose Manage BLE > Install 10X App.

Figure 20: Install 10X App
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. Verify Access Points

Verify Access Points

This procedure helps you verify if [oT service (wireless) has synchronized and listed the APs in your network
on the GUI

Procedure

Step 1 In the Cisco Spaces dashboard left-navigation pane, choose | 0T Services> |oT Gateways > AP Gateway.
Step 2 Click the All APstab.
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Verify Access Points .

Figure 21: Verify APs
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. Verify Access Points

Step 3 Verify if ToT service (wireless) has synchronized and listed the APs in your network. Check the Floor Beacon Channel
Status and AP Beacon Channel Last Heard columns.

Figure 22: Verify APs
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