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Overview of Cisco Sensor Connect for loT Services

Cisco Sensor Connect for lIoT Services solution enables delivery of advanced BLE capabilities over Cisco
Catalyst Wireless infrastructure. The key component of this solution is the loT Orchestrator which is a Cisco
IOx application that can be deployed on any existing Cisco Catalyst 9800 Wireless Controller platforms
running software version Cisco I0S-XE 17.15.3 and later. With the Cisco Sensor Connect for loT Services
solution, you have capabilities to securely onboard and control BLE devices and consume data telemetry
using the Message Queuing Telemetry Transport (MQTT).

Prerequisites for loT Orchestrator

« Controller must be configured for initial configuration with APs joined and clients connected to the
network.

e Controller must run on version Cisco I0OS-XE 17.15.3 or 17.17.1.

o Download the loT Orchestrator (Spaces Orchestrator Software) image that will be posted in the following
page:

https://software.cisco.com/download/home/286323456/type
Related Documentation

o Cisco Sensor Connect for I0T Services Configuration Guide
o Cisco Sensor Connect for 1oT Services Programmability Guide

e Cisco Sensor Connect for loT Services Online Help

o Cisco Sensor Connect for lIoT Services Release Notes

Licenses
o Cisco Spaces Smart Operation
o Cisco Spaces ACT
o Cisco Spaces Unlimited

o Cisco Wireless Advantage
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https://software.cisco.com/download/home/286323456/type
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/iot-orchestrator/config-guide/b-spaces-connect-iot-config-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/iot-orchestrator/programmability-guide/b-spaces-connect-iot-pgm-guide.html
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https://www.cisco.com/c/dam/en/us/td/docs/wireless/spaces/iot-orchestrator/release-notes/1-1/cisco-spaces-connect-for-iot-services-release-notes.pdf

System Configuration
Supported Cisco Wireless Controller Platforms
e Cisco CW Series 9800H1 and 9800H2 Wireless Controllers
e Cisco CW Series 9800M Wireless Controller
o Cisco Catalyst 9800-40 Wireless Controller
o Cisco Catalyst 9800-80 Wireless Controller
¢ Cisco Catalyst 9800-L Wireless Controller
Supported Access Points

For supported access points, refer to the Cisco Sensor Connect for IoT Services Release Notes, Release
1.1.

Deploy loT Orchestrator - . M t and
Day 0 on Cisco Catalyst 9800 Day 1 Configure loT Orchestrator Y \C Day 3 52:2?:;25: o
Wireless Controller

loT Orchestrator foliCirenostretion

T 5 — — Application Configuration
Application Deployment _ Onboarding and Third-Party loT
on Cisco Catalyst 9800 S

Wireless Controller gi\ggzrsdianr;d Application

Catalyst Wireless
Infrastructure

Z:K
-
Management and
Optimisation of loT (7 P
Monitoring and
Network Monitoring ‘3@ Troubleshgooting

Optimization Configuration

of loT Network

Figure 1. Deployment Workflow

Day-0 Activities
e Deploying loT Orchestrator Application on Cisco Catalyst 9800 Wireless Controller
e Launching loT Orchestrator
o Day-0 WebUI Wizard for IoT Orchestrator Application

¢ Changing your Username and Password

Day-1 Activities
¢ Configuring Cisco Catalyst 9800 Wireless Controller from IoT Orchestrator
o Registering the Third-Party Applications
o Uploading Certificate and Key to Open HTTP Server and Listen for APIs

o Registering Partner Application to Interact with the IoT Orchestrator Application
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Day-0: Deploying the loT Orchestrator Application on Cisco Catalyst 9800 Wireless
Controller
Before you begin

¢ Download loT Orchestrator and save it on your system where you will login to the Controller Web UI.

Summary

If you want to use the loT Orchestrator application, you will need to deploy the loT Orchestrator application
on Cisco Catalyst 9800 Wireless Controller.

Deploying loT Orchestrator Application on Cisco Catalyst 9800 Wireless
Controller

Step 1. Log in to the Cisco Catalyst 9800 Wireless Controller Web UI.

Figure 2. Cisco Catalyst 9800 Wireless Controller Web Ul

Figure 3. Configuration > Services > loT Services

Step 2. Navigate to Configuration > Services > loT Services.
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Step 3. Enter the IP address of the loT Orchestrator.

Note: The IP addresses must be unique and different from the other IP addresses configured in Cisco Catalyst
9800 Wireless Controller. If you configure an IP address that overlaps with other interfaces, you will get
an error message as the deployment flow will fail. For example, in the subnet 192.168.1.0/30,
192.168.1.1 can be used as the IP address of the loT Orchestrator, and 192.168.1.2 can be used as the
IP address of the default gateway.

Step 4. Enter the subnet mask of the loT Orchestrator.

Note: The recommended size of the mask is /30 that allows two valid hosts (loT Orchestrator and
VirtualPortGroup Interface of Cisco Catalyst 9800 Wireless Controller).

Step 5. Enter the IP address of the default gateway for the loT Orchestrator.

Note: The default gateway IP address is the IP address of the VirtualPortGroup interface in Cisco Catalyst
9800 Controller.

Step 6. Enter the NAT IP address used by Cisco Access Points to reach the loT Orchestrator.
Note: This configuration is necessary only when a direct connection between Cisco Access Points and the loT
Orchestrator is not possible, such as when a Cisco Catalyst 9800 Wireless Controller is behind a firewall

or in a remote data center. For more information, refer to the NAT Configuration chapter in the Cisco
Sensor Connect for lIoT Services Configuration Guide.

Step 7. In the Image File Path field, click Select File to select the loT Orchestrator image and click
Open.

Note: You must have the loT Orchestrator image downloaded on your local machine.

Step 8. Click Enable loT Services to upload the image from your machine to the Cisco Catalyst 9800
controller.
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Figure 4. Enabling loT Services
You get to view a banner that displays the following status:

¢ Installing
e Activating
o Starting
e Running
Note: It might take few minutes to complete from Installation to Running. When the status moves from
Installing to Activating, this implies that the application is installed by the Cisco IOS-XE infrastructure.
When the status moves from Activating to Starting, this implies that the application is getting started by

the Cisco I0S-XE infrastructure. When the status moves from Starting to Running, this implies that the
application is in Running state.

Thus, the IoT Orchestrator image is uploaded from your laptop or computer to the Cisco Catalyst 9800
Wireless Controller.

Once the loT Orchestrator application deployment is successful, you get to view the application name (loT
Orchestrator by default) and IP address of the application.
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B | &5 vWLC: Cisco C9800-CL - Confic X | + ~ = X
& C O & & hitps//172.19.31.106/webui/#/webui-ng/iot-sen he & ® 8 =
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cisco 17.16.20240722
nfiguration = > Services~ » loT Services
More Actions v
Application Name loT Orchestrator
w Application deployment is successful @
IP Address 30.30.30.2
Status Running
Launch loT Orchestrator

Ciick o save the configuration to persist across reloads (After Enabling loT Services/ App
Deletion)

Note : Please be aware that any other experimental or unsaved configuration will also be
persisted. Use the 'Show Diff’ option to review all changes before saving.

Figure 5. Viewing Application Name and IP Address

Note:

The Cisco IOS-XE application framework is used to deploy and start the containers. The application now
runs as an IOx container in the Cisco Catalyst 9800 Wireless Controller.

The use of app-hosting commands to install, uninstall, activate, deactivate, start, or stop is not supported
and may lead to an error state of the loT Orchestrator. The use of the IOx web interface (from
Configuration > Services > I0x) is also not supported for performing any operations on the loT
Orchestrator. Only the 10T Services web interface (from Configuration > Services > loT Services) is
supported for Day-0 and Day-1 management operations for the loT Orchestrator.

Launching loT Orchestrator

Before

you begin:
Ensure that the loT Orchestrator status is in Running state.
Ensure that the IP address of the loT Orchestrator is reachable from your computer or laptop.

The loT Orchestrator may take up to an additional 2 minutes after reaching the Running state to discover
HA capabilities in the Cisco Catalyst 9800 Wireless Controller and to synchronize all databases between
controllers.

Summary

If you want to access the IoT Orchestrator Web Ul, you will need to launch the IoT Orchestrator application.

Procedure

On the

Configuration > Services > loT Services page, click Launch loT Orchestrator.
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nfiguration = > Services~ > IoTServir.esI(—®

Application Name loT Orchestrator

More Actions v

Mcle Actions
- . Stop
w Application deployment is successful @

U o
IP Address 30.30.30.2 pgrade

—
Launch loT Orchestrator e
I

Click to save the configuration to persist across reloads (After Enabling loT Services/ App
Deleti

Status Running Delete

Note : Please be aware that any other experimental or unsaved configuration will also be
persisted. Use the ‘Show Diff* option ta review all changes before saving.

Figure 6. Launching loT Orchestrator

Note: To verify the IP network is reachable, you will need to ping the IP address using the terminal session.

When there is a firewall or similar device (such as a router with Access Control Lists (ACLs)), between
Cisco Access Points and Wireless IoT Orchestrator or between Wireless loT Orchestrator and external
custom application, the firewall or similar device must be configured with rules that allow proper
connectivity.

Connectivity Between Cisco Access Points and Wireless loT Orchestrator

The following ports must be opened from Cisco Access Points to Wireless loT Orchestrator:

Table 1. Protocol, port, and usage details

s B e
TCP 50221 AP initial HTTP Connection with Wireless loT Orchestrator
TCP 43626 Establish a connection with Wireless loT Orchestrator

Connectivity Between External Applications and Wireless loT Orchestrator

The following ports must be opened from external application to Wireless lIoT Orchestrator:

Table 2. Protocol, port, and usage details

e e
TCP 8081 Wireless loT Orchestrator REST APl interface
TCP 41883 MQTT Publisher listening port

Licensing Details to Use loT Orchestrator

Read the terms and conditions and click | Accept.
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Figure 7. loT Orchestrator Login Page
Day-0 WebUI Wizard for loT Orchestrator Application

Summary

To login to the loT Orchestrator application for Day-0, you will need to perform the following steps:

Procedure

Enter admin for username and password for password (default credentials).
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Update login for https://30.30.30.27

Ell © Type here to search

Figure 8. Default Credentials Login Page
Changing your Username and Password

Summary
To create a Day-0 user profile, you will need to change the default username and password.

Note:

¢ You will need to enter the loT Orchestrator password in the Login Page.

e This login is the loT Orchestrator login credentials and not the same as the controller login credentials.

Change your username and password

Figure 9. Changing your Username and Password

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.
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©

User Saved Successfully...

Figure 10. User Saved Successful Pop-Up

Note: If you do not remember your admin credentials, you will need to perform a password recovery
procedure. For more information, refer to the Recovering Admin Password from the Wireless loT
Orchestrator document. If you enter the incorrect password three times consecutively, a lockdown timer
will appear. After the timer completes, if you enter the login password incorrectly again, the timer will

update, extending up to an hour.
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Day-1: Configuring Cisco Catalyst 9800 Wireless Controller from loT Orchestrator

In the loT Orchestrator dashboard, choose the Administrator > 9800 Wireless Controller configuration
page and perform the following:

Summary

To connect the APs (available in the Controller) to the loT Orchestrator, you will need to connect the loT
Orchestrator to the Cisco Catalyst 9800 Wireless Controller and push the token and certificate to the
controller.

loT Orchestrator is supported on any AP join profile. The application enables it automatically only on the
default-ap-profile when it starts. A customer can manually use the command no cisco-dna grpc to
configure any other AP join profile. This configuration permits APs in that profile to establish gRPC
channels with loT Orchestrator.

;= loT Orchestrator

Config eWLC

Connect with eWLC - Controller #* Nat Canfigured

|;$:..n' = | ®
| 17;:39.3.4.;‘;6 S | @

o [O)

Figure 11. Connect with the Controller

A pop-up window is displayed stating the following:

“The connection establishment with the controller is successful.”

Note: To verify if all the APs connected to the controller are connected to the loT Orchestrator, check the
Inventory > Access Points page from the lIoT Orchestrator Ul.
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i=  |oT Orchestrator

AP Inventory
Toal: @20  Connected: ® 20  Disconnected: @ 0 3 pofresh Export
show 50 ] select all AP VERSION : 17.10.0.92 WLC IP ADDRESS : 10,195.78.100 Search for AP
AP NAME AP MAC ADDRESS AP PLATFORM AP 1P ADDRESS staTus LAST HEARD BLE MAC ADDRESS BLE CONNECTIONS RADIO STATUS
-8 ca 2024-07-23 e 0/50 up
Cwanes-6 12 2024-07-23 15:04:48 SOFEI053C0E 0/50 up
p. cor3si8 w2102 2024-0; up
307810 0i50 Up
CcweteE-8 1721702 Canne 2024-07-23 S0 0/50 up
conasis 1721702 2020-07-2 s0FE10 050 up
AP-I CW91661-B 1724702 Cor 2024-07-23 1 30°FB10:53:C0B9 Up
Ccwa1eE-8 1721702 Connested 2024-07-23 15:04:55 0FE10:53:C089 0i50 Up

Figure 12. AP Inventory Page
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AP BLE Transmit Configuration (Optional)
Transmit Configuration

Procedure

Step 1. Log in to the Cisco Catalyst 9800 Wireless Controller Web UI.

Step 2. From the MENU, choose Configuration > Transmit Configuration.

MENU
1

as Dashboard

Bl Inventory W

[ﬁ Configuration v ]

Transmit
Configuration

Scan Configuration

O Serviceability v

& P v
& Administrator v
&= Topic Subscription~

Figure 13. loT Orchestrator Dashboard - Configuration -> Transmit Configuration
Step 3. Click Add.

i= o Orchestrator

Transmit Configuration

(-]

CONFIGLRATION HAME CONFIGURATION TYRE ACTION

dataiit-ag-proflia MO_ARY

Sazwlag 1-1 0t 1 n

Figure 14. Transmit Configuration Page
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@ X
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Funfiguratinn Name :

uuID

TX Power
Major
Minor
Interval

Adv TxPower

Figure 15. Transmit Configuration - Add Page

Step 4. Enter a name for the transmit configuration.

Step 5. Choose one of the following transmission methods:
- iBeacon: Enter the UUID, TX power, major, minor, interval, and Adv TxPower values.
- ED url: Enter the ED URL.

Configuration Name :

() iBeacon (@) EDurl () EDuid () NoAdv

ED Url

Save Config

Figure 16. ED URL configuration

- ED uid: Enter the ED ns and ED instance values.
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Configuration Name :

(O iBeacen () EDurl (@) EDuid () NoAdv

EDns

ED Instance

Save Config

Figure 17. ED UID Configuration

- No Advertisement:

Configuration Name :

() iBeacon () EDurl () EDuid (@) No Adv

This will create a No Advertisement Config profile!

Figure 18. No Adv Configuration
Step 6. Click Save Config.

@

Transmit configuration saved successfully

Figure 19. Transmit Configuration Successful Message
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Figure 20. Transmit
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Configuration List

Scan Configuration
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Step 1. Log in to the Cisco Catalyst 9800 Wireless Controller Web UI.

Step 2. From the MENU, choose Configuration > Scan Configuration.

MENU
88 Dashboard

Bl Inventory

[6 Configuration

3

Transmit
Configuration

IScan Configuration

Y Serviceability
& «pi
€ Administrator

&= Topic Subscripti

v

v

on-~

Figure 21. loT Orchestrator Dashboard - Configuration > Scan Configuration

Step 3. Click Add.

:= loT Orchestrator

n =
L 4

CONFIGURATION NAME

drfauli-ap-prafil

sneing 1=1 of 1

© 2026 Cisco Systems, Inc
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Figure 22. Scan Configuration Page

Configuration Name :

Drop random private mac address

) true
() false
Enable

) true
) false

N ¢

Figure 23. Configuration pop-up

©

Scan configuration saved successfully

Figure 24. Scan Configuration Successful Message

The value gets added to the scan configuration list.

:= loT Orchestrator A
Scan Configuration
e
P —— 'DAP RAND OM FRIVATE MAC A AcTIoN
dotaut sp-arofis tre
Showing =2 of 2 n

Figure 25. Scan Configuration List

Register the Third-Party Applications

Summary

If you want to access the BLE devices, you will need to register your third-party applications in the loT
Orchestrator application.
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Uploading Custom Certificates for REST API Authentication

By default, the loT Orchestrator listens on port 8081 for API requests over HTTPS. APIs are authenticated
using API keys generated by the IoT Orchestrator, and the HTTPS server uses a self-signed certificate
automatically provisioned by the lIoT Orchestrator during the Day-0 flow.

To overwrite the default certificate, perform the following:

Step 1. Choose the Administrator > Certificate Management page. To generate certificates, refer to
the Creating a Server Certificate section.

MENU
a8 Dashboard
Bl inventory g
& Configuration v
e Serviceability
& kpl v
App Registration

9200 'WLC
configuration

Certificate
Management
User Account

& Topic Subseription-

Figure 26. Administrator > Certificate Management Dashboard Page
The Upload Certificates page is displayed.

;=  loT Orchestrator « m

Upload Certificates

Authenlicate using Certificates @

E6

Figure 27. Upload Certificates Page

Step 2. In the Server Identity section, select the private and public keys. To authenticate RESTful APls
using API keys, skip Step 3 and Step 4.

Step 3. Select the Auth using Certificates check box to authenticate REST APIs with certificates.

Step 4. In the Client Identity section, select the root certificate for certificate verification during TLS
handshake.

Step 5. Click Submit to validate the certificate and key.

A pop-up is displayed stating that the HTTPS server is created.
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Creating a Server Certificate

The following process is required when using a certificate generated by a Certificate Authority (CA). By
default, the lIoT Orchestrator is ready to onboard or connect and stream data, creating self-signed
certificates to secure requests to the REST API interface or when protecting MQTT streaming with a TLS
layer. If a certificate signed by a Certificate Authority (CA) is needed, then a certificate signing request
(CSR) is required.

The following procedure details how to obtain this CSR and upload it to the loT Orchestrator:

Before you begin
« The openssl must be available in the terminal.

Step 1. Generate a private key and Certificate Signing Request (CSR) for server by executing the
following commands:

openssl genrsa -out server.key 2048

openssl req -new —-key server.key -out server.csr

You will be prompted to enter the following information:
o Country Name (2 letter code)
« State or Province Name (full name)
o Locality Name (e.g., city)
« Organization Name (e.g., company)
« Organizational Unit Name (e.g., department)
o« Common Name (domain name or IP address of loT Orchestrator)
o Email Address

Note: Use the CSR file generated with the Certificate Authority (CA) of your choice to generate a new
certificate for the loT Orchestrator.

Step 2. Upload the server.key and the certificate provided by your digital certificate service provider.
Note:

« If you want to authenticate RESTful APIs using APIKeys, you must attach the private key (server.key) and
the certificate generated by the Certificate Authority (CA) of your choice. The former should be added
within the Add your private key section and the later within the Add your public key section.

« To authenticate RESTful APIs using certificates, in addition to the private key (server.key) and the
certificate generated by the Certificate Authority (CA), you will also need the Root Certificate, which can
be downloaded from the Certificate Authority (CA) website. The Root Certificate should be added in the
Add your trustroot field under the Client Identity section.

Note:

o The file extension for private key must be .key.

o The file extension for public key must be .crt.
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Registering Partner Application to Interact with the loT Orchestrator Application

Summary
You need to register the partner applications (such as onboard application, control application, and data
receiver application) to access BLE devices using the loT Orchestrator.
You can register the partner applications using one of the following ways:
o API keys (or)

o Certificates. For information, refer to the Auth using Certificates in Uploading Certificate and Key to Open
HTTP Server and Listen for APIs section.

How do you authorize
You can authorize the applications by generating keys:

Step 1. Choose the Administrator > App Registration > Generate Keys.

MENU
#8 Dashboard
B inventory v
& Configuration v
@ Serviceability v
[ v
K Administrator v

App Registration Vv

Show Registered
Apps

Generate Keys

Generate
Certificates

9800 WLC
configuration

Certificate
Management

User Account

& Topic Subscription

Figure 28. Administrator -> App Registration > Generate Keys Page

The Generate Keys page is displayed.
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:=  loT Orchestrator S m
Generate Keys
=3
Figure 29. Generate Keys
Step 2. Enter the application IDs for the onboard application, control application, and data receiver
application.
Note:

e The application IDs are used to generate keys.

« The application IDs can be any string, but do not use the colon (':') character in the application ID, as it is
not supported.

Step 3. Click Submit.

The keys are generated successfully.

Figure 30. Keys Generated Message Pop-Up

Step 4. From the menu, choose the Administrator > App Registration > Show Registered Apps.
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MENU
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€ «xp v
K Administrator v

App Registration Vv

Show Registered
Apps

Generate Keys

Generate
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9800 WLC
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Certificate
Management

User Account

& Topic Subscription

Figure 31. Administrator > App Registration > Show Registered Apps Page

The Registered Apps page is displayed. You get to view the keys or certificates generated for the
applications.

= loT Orchestrator

Registered Apps

Figure 32. Keys or Certificates Generated for Applications
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Device Onboarding

For information about onboarding BLE devices using SCIM, refer to the Onboarding BLE Devices using
SCIM section in Cisco Sensor Connect for loT Services Programmability Guide.
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BLE Inventory
Summary

You will be able to view the information of the BLE devices that are onboarded in the loT Orchestrator.

Displays the BLE devices that are onboarded and the respective states.

Step 1. From the MENU, choose the Inventory > BLE Client.

MENU
28 Dashboard
Accoss Pont

e |
£ Configuration v
@, Serviceabllity
[ R w
3k Administrater v

= Topic Subscription -

Figure 33. Inventory > BLE Client Page

:= lof Orchestrator

BLE Inventory
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© showso v HB
aeoEvcE 1o BLE MAC ADDRESS SLE DEVICE NAME access pomT ass1 conNECTED TIME LAST HEARD TIME bevice sTATE
912045f-1ob0-4637-812-e6cafcBb A0 o o ONBOARDED

449132d4-51d0-49b8-2096-718830181c41 ONBOARDED

1068000+ 26¢3-4313-5<24-34 390300755,

3c215d3a-3084-4556-Bbb7-5A517574dc50

20972095-2600-4cb1-0441-84DB13652e45

05 2fe-1a36-4268-a7e2-2474BHE 8306

1821054c-1820-481b-82116-d723523018c FRI00:03:00:00:00 BLE Hasrt Monitor

#544b284-74cc-020b-3156-600012408150

€9B8469-8¢13-4122-0B0d-b004562 31003

BLBEABE2-4108- 4Bce-bed3-5aBf10dadcl2

5624032¢-5072-40¢1-b391-TIBEBE008C25

Figure 34. BLE Inventory
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Device Control & Telemetry

Registering Data Receiver Application
You will need to register the data receiver application to receive the streaming messages from the loT
Orchestrator.

For information on registering data application, refer to the Registering the Data Receiver Application
section in the Cisco Sensor Connect for IoT Services Programmability Guide.

Registering a Topic
You will need to register the topic to receive the streaming messages from the BLE devices.

For information on registering a topic, refer to the Registering a Topic section in Cisco Sensor Connect for
loT Services Programmability Guide.

Subscribing to a Topic
You will need to subscribe to a topic to receive the streaming messages from the BLE devices using the
registered data receiver applications.

For information on subscribing to a topic, refer to the Subscribing to Advertisements and Notifications
section in the Cisco Sensor Connect for loT Services Programmability Guide.

BLE Connectionless Use Case for Asset Tracking

For information on BLE connectionless use case, receive onboarded BLE device advertisements in Data
Receiver application, refer to the Use Case 1: Asset Tracking section in Cisco Sensor Connect for loT
Services Programmability Guide.

BLE Connection Based Use Case

For information on BLE connection-based use case, refer to the Use Case 2: Remote Patient Health
Monitoring (requiring BLE connection, reading, and writing) section in Cisco Sensor Connect for loT
Services Programmability Guide.

BLE Connection Based Use Case with GATT Notification

For information on BLE connection-based use case with GATT notification, refer to the Use Case 3: BLE
Notification-based Use Cases section in the Cisco Sensor Connect for loT Services Programmability Guide.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 27 of 29



Release Table
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Communications, Services, and Additional Information
e To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
e To submit a service request, visit Cisco Support.

o To discover and browse secure, validated enterprise-class apps, products, solutions, and services,
visit Cisco DevNet.

« To obtain general networking, training, and certification titles, visit Cisco Press.
« To find warranty information for a specific product or product family, access Cisco Warranty Finder.
Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a
comprehensive list of defects and vulnerabilities in Cisco products and software. The BST provides you
with detailed defect information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right
pane of every online document.
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