Cisco Spaces: Connector Hyper-V

* Creating a Virtual Switch, on page 1
» Downloading and Deploying Hyper-V, on page 8

Creating a Virtual Switch

This task shows you how to install a Hyper-V manager. The task also shows you how to use the Hyper-V
manager to installs a virtual switch.

Step 1 Navigate to Windows > Server Manager.

Server Manager * Dashboard

Figure 1:

Step 2 Click Manage > Add Rolesand Features.
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Figure 2:

Step 3 Click on Role-based or feature-based installation.

Cisco Spaces: Connector Hyper-V |

| . Add Roles and Features Wizard (m] X
i
+ - o g
| d L
|
Select the installation type. You can ins and features on a running physical computer or virtual
machine, or on an offline virtual hard dis )
* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
< Previous | Next > Cancel
Figure 3:
Step 4 Choose Select a server from the server pool.
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fz Add Roles and Features Wizard

Select destination server

®) Select a server from the server pool
Select a virtual hard disk

Server Pool

Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SEi R
WIN-NSOG6584GG3.rednlabcead.com

v

Filter: |

Name I

WIN-NSOG6SB4GG3.red...  10.31.103.2,16...

Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

[<ron ] [

Figure 4:

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Step 5 In the Select server roles window, select Hyper-V. Click Next.

Fa Add Roles and Features Wizard

Select server

Select one or more roles to install on the selected server,

Roles

Active Directory Certificate Serviceq

Active Directory Domain Services

| Active Directory Federation Services
Active Directory Lightweight Direct

Active Directory Rights Management Senaces
Device Health Attestation
HCP Server

10

NS Server

™ [

ax Server
File and Storage Services (2 of 12 installed

d ce

VuTOPo: ces
Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Sen
Web Server (
Windows Deployment Services

Figure 5:

Description

Active Directory Certificate Services
AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used ina
vanety of applications

Cancel

Step 6 In the Select features window, check .NET Framework. Click Next.
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Description

< Previous Next > Cancel

Figure 6:

Step 7 In the Hyper-V window, do the following:
a) In the Virtual Switches window, click Next.

[ ————————]
s Add Roles and Features Wizard

Virtual machines require virtual switches to communicate w

vith other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch

One virtual switch will be created for each network adapter you select. We recommend that you create
——— at least one virtual switch now to provide wvirtual machines with connectivity to a physical network. ¥

can add. remove, and modify your virtual switches later by using the Virtual Switch Manager

Network adapters:

Name

Ethernet

aratic Ethernet 2

}) We recommend that you reserve one network adapter for remote access to this server. To reserve a

network adapter, do not select it for use

vith a virtual switch

< Previous Next > Cancel

Figure 7:

b) Inthe Migration window, click Use Credential Security Support Provider (CredSSP). Click Next.
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e Add Roles and Features Wizard

Hyper-V can be configured to send and recerve live migrations of virtual machines on this server

Configuring Hyper-V now enables any available network on this server to be used for live migrations. If

nstallation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role
Allow this server to send and receive live mgrations of virtual machines

Aythentication protocol

® Use Credential Security Support Provider (CredSSP!

This protocol is less secure than Kerberos, but does not require you 1o set up constrained
delegation. To perform a live mig

you must be logged on to the source server.
Use Kerberos

This protocol is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely

j, !f this server will be part of a cluster, do not enable mig

now. Instead, you will configure the

e migration, including specifying networks, when you create the cluster

< Previous Next > Cancel

Figure 8:

¢) In Default Stores, select the location to install files or leave the default locations. Click Next.

i Add Roles and Features Wizard

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files
unless you specify different locations when you create the files. You can change these default location:
tallation Type now, or you can change them later by modifying Hyper-V settings

P Default location for virtual hard disk files:
CAUsers\Public\Documents\Hyper-V\Virtual Hard Disks Browse... ]
Hyp Default location for virtual machine configuration files
al 5 e CA\ProgramData\Microsoft\Windows\Hyper-V Browse
< Previous Next > Cancel
Figure 9: =

Step 8 Confirm the installation settings for Hyper-V and click I nstall.
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fiu Add Roles and Features Wizard o O %
| Bafars Yo - To install the following roles, role services, or features on selected server, click Instal
pe Restart the destination server automatically if required
|
Hype Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-V Management Tools
| Default Store Hyper-V Module for Windows PowerShe
< Previous all Cancel
Figure 10: L‘
Step 9 Open Hyper-V Manager.
Step 10 In Hyper-V Manager, go to Actions > Virtual Switch Manager.
B3 HyperV Manager - o
e Adien View Help
- 7]
. F"r‘:m :;;(:;6:4654 Virtual Machines :;w -
Checkpoints ’
e —
Crested: S0 24T PR Custered: o
Confguration Version: 50 Hrartbeat: OF (e Appbeison Data
- |
Notes:
Summary Memery Netwoding Fephcatin
Figure 11:

Step 11 In the Virtual Switch Manager to window, click New virtual network switch. In the Createvirtual switch window,
click External and then Create Virtual Switch.
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Chetlopeesimts,
Poyper-aanal
Sumeary Memory Netwoding  Peplcaton =1 wneel
Figure 12:
Step 12 In the Virtual Switch Properties window, provide a Name for the switch. From the Connection Type area, choose
External Network and choose a network. Click Apply.
- . ru =
= ‘;—‘.:r::;;;&am ‘I""T."“"""' - :’:\_ﬂ,‘mﬁa - -
prepe—t |
:Mwil " Wi swach »
pper aamal
i v -
Sy Memcry Netwokig Flaghcaton C=_1 = soh
Figure 13:
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Downloading and Deploying Hyper-V

This chapter provides information about how to download and deploy the Cisco Spaces: Connector and obtain
the URL for the Connector GUI.

\)

Note

dnasadmin was previously cmxadmin

Before you begin

Create a vSwitch on Hyper-V. Connector connects to this vSwitch. See Creating a Virtual Switch, on page

1

SUMMARY STEPS
1.  Download Connector VHDX image from Cisco.com and store the VHDX in a folder location where
you plan to create the Hyper-V instance.
2.  Right-click the vSwitch created, and select New > Virtual machine.
3.  Click Next to begin Hyper-V deployment.
4. Provide the Name of the Connector and select the location to create the virtual machine.
5. Inthe Sepecify Generation page, choose Generation 1 VM.
6. Inthe Assign Memory page, specify 4096 MB (4GB) of memory for the virtual machine instance.
7.  Inthe Configure Networking page, select the vSwitch that you created as a pre-requisite.
8. Inthe Connect Virtual Hard Disk page, select the Use an existing hard disk option, and select the
folder location where the VHDX file has been stored (Pre-requisite).
9. Inthe Completingthe New M achineWizard page, a final summary is displayed. Review this summary
and click Finish.
10. Select the Hyper-V instance created, and click Start.
11.  Select the Hyper-V instance created, and click Connect to open the Hyper-V console.
12. Login to the terminal and enter the default username root and default password cisco.
13. Enter the network settings by specifying parameters such as IP address, hostname, and so on, that you
want to configure on the Cisco Spaces: Connector.
14. Enter the time zone.
15. Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP
server's or leave it blank if you do not want to configure an NTP server.
16. Set a new password for the root user.
17.  Set a new password for the dnasadmin user, which is user with administrative privileges.
18. Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco
Spaces: Connector GUI.
DETAILED STEPS
Step 1 Download Connector VHDX image from Cisco.com and store the VHDX in a folder location where you plan to create
the Hyper-V instance.
Step 2 Right-click the vSwitch created, and select New > Virtual machine.
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Step 3

Figure 14: Start Hyper-V deployment

4 Hyper-v Manager
File Acion View Help
o 2m B

Downloading and Deploying Hyper-V .

B Hyper-v Manager
Bl win- CMD

Name State CPUUsage  Assigned Memory  Uptime

Hoorocoiiomoon — 00—~~~ |

The selected vitual machine has no checkports.

Connector_kennepha

Created: 5/26/2021 75319 PM
Configuration Version: 90

Generation: 1

Notes: None

Clustered: No

Summary Memory Netwoding Repication

< >

Displays the New Virtual Machine Wizard.

= Import Virtual Mach..

Floppy Disk-

] Hyper-V Settings..
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& Edit Disk
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®) Stop Service
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B Checkpoint
B Move.
L eport.
=] Rename.
B Delete.

§8 Enable Replication..
=

Note

Click Next to begin Hyper-V deployment.
Figure 15: Start Hyper-V deployment

Do not use Import Virtual Machine or New > Hard Disk options.
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Step 4

Provide the Name of the Connector and select the location to create the virtual machine.
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Help
| Fn
oMo Virtusl Machines =
[ - WIN-ETFRSAFTCMD i
Mame hate l‘PLJ'uug-s I.sh]m:d Mm}- Lipti e ——— ]
B connsctor I:al Mew Virtual Maching Wizard x
= Specify Name and Location
Cheose a name and locaten for s viriual machine.
The name is deplayed in W Manisger. We recommend that you use & name that helps you easly
ideniify I‘mer\'ﬁd‘lﬁ mu e name of the guest operaling sysbem or workload.
IPhn:: hypereconneci: I
You can oreate a o UsE an istng 10 store e virbual machne. If you selecta
folder, the virtual machine is stored in the default folder configured for this server.
A 17y plan to take chadkponts of this v tual machine, select 3 location that has ercugh free
space. Chedponts nclude vitual machine data and may requrre a large amount of space.
—— cowmn | (o] [ | [
‘ ) I.:l B “ -
Step 5 In the Sepecify Generation page, choose Generation 1 VM.
e = o -
view Help
m Hm
fanager Actions
Virtual Machines
TR WIN-ETFREAFFCMD - -
Mama Eate CFU Usaga Assigned Memory L ptenre e ———— — |
B connucton k| B9 pgogs wirtus Machiee wirard
= Specify Generation
F Before You Begin Choose the generaton of this wirtual machre.
[ Checdkpaints Epesiy Naps e [acatbn ) Generabon 1
| This vir tual maching Henaraton suDports 32-bit and B4-it gUEst oparating Systems and provide
virkual hardhware wiich has baen available in all previous versions of Hyper-V.
Cenfigure Metwerlang O Generation 2
Thi 2l machine lion prowides support for buslizaton features, has UEF]
Cormect Yirtual Hard Disk NIIBN:LI_." mr&:"a’;ppumdai;ﬁwtop.;ﬁ::m = =
e o A, Onoe avriusl machne has been ested, you cannot change its generation,
Summary
_Cmumjz-n
IMpre: aboyt vrbual machine generation suooort
—— <Prevan | [ G
( ) Im i .
Note Generation 2 VM is not supported.
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Step 6 In the Assign Memory page, specify 4096 MB (4GB) of memory for the virtual machine instance.

Note

4096 MB (4GB) of memory is equivalent to the standard configuration of OVA.
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Step 7 In the Configure Networking page, select the vSwitch that you created as a pre-requisite.
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Figure 16: Select vSwitch
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Step 8

where the VHDX file has been stored (Pre-requisite).

In the Connect Virtual Hard Disk page, select the Use an existing hard disk option, and select the folder location
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Figure 17: Folder Location where VHDX file is stored
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Step 9 In the Completing the New M achine Wizard page, a final summary is displayed. Review this summary and click
Finish.
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A Hyper-V instance is created.
Step 10 Select the Hyper-V instance created, and click Start.
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Step 11

Step 12
Step 13

e Manager

Actian

View  Hidp

Downloading and Deploying Hyper-V .
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Select the Hyper-V instance created, and click Connect to open the Hyper-V console.
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The virtual machine console is opened.

Log in to the terminal and enter the default username root and default password cisco.

Enter the network settings by specifying parameters such as IP address, hostname, and so on, that you want to configure

on the Cisco Spaces: Connector.
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B cmx-connector-ntp-test-2

Starting network tup
enter hostname: connector
enter IP addr : WA

.

enter netmask: 255.255 )
enter gateway: 1k .. 4.

enter DNS server: Tvi.¢/H..0LJ 1L
enter search domain name:
Conf irm network settings? (yes/no)

Enter Network
Settings

Note Because this configuration screen times out in 60 seconds, ensure that you provide the input on time to
avoid reconfiguration.

You can add multiple DNS server as a comma separated list in this step. Once the task is complete and the Cisco Spaces:
Connector is deployed, you can login to the Connector CLI, and run the connector ctl networ kconfig command to add
more DNS servers or edit the existing list.

Step 14 Enter the time zone.

@ dhanashri-conn-545-11

one setup
you like to setup timezone? (blank for default wvalue (UTC))

Press 1

m from the list al fault value

Configure Time Zone

» list abowve: (blank for defanlt (Default walue
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@ dhanashri-conn-545-11

1 15
s_fingeles Time Zone set
successfully

] 815
‘ ] B1:86:8
t DET change ¥ (the

i
H3-88 B1 )
B3-88 B3 :88:88 PFDT

hour forward) at

arning: The system is configured to read the RTC time in the local time zone,
mode can not be Ffully supported. It will create vari
[¥] time zone changes and dayli 5
time is never updated, it reli on exte
If at all po ble, use RTC in
"timedatect] set-local-rtc 8.

problens
w time adjustments. The RTC
rnal facilities to maintain it.

Flease hold on Fetching additional conf igurations

Step 15 Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP server's or leave it
blank if you do not want to configure an NTP server.
Figure 18: Enter NTP Setting
B cmx-connector-ntp-test-2
figure NTF
> enter the NTF server name (blank for no NTP server)
Step 16 Set a new password for the root user.
“hanging password for user root.
’ ) d: Reset root
Ew password: -
Retype new password:
passwd: all authentication tokens updated successfully.
“hanging password for user dnasadmin.
[ M) 1](1}_;:-_;[,1__}1"{{: Reset dnasadmin
Retype new password: Besee
passwd: all authentication tokens update
Step 17

Set a new password for the dnasadmin user, which is user with administrative privileges.
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“hanging password for user root.

" Reset root
EwW password:
password
Retype new password:
passwd: all authentication tokens updated successfully.
hanging password for user dnasadmin.
EW l]d};f{u]r‘d: Reset dnasadmin
Retype new password: e
passwd: all authentication tokens updated successfully.
Step 18 Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco Spaces: Connector
GUL

DNS Spaces Comnector UI:
https://18.22.244.98

Jsername log in: dnasadmin
install is complete, a reboot will occur in 5 seconds...
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