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Preface

* About This Guide, on page v

* Audience, on page v

* Additional Support, on page vi

* Conventions (all documentation), on page vi

» Communications, Services, and Additional Information, on page vii
* Important Notes, on page viii

About This Guide
2

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. While any existing
biased terms are being substituted, exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP documentation, or
language that is used by a referenced third-party product.

This document is a part of the Cisco Policy Suite documentation set.

For information about available documentation, see the CPSDocumentation Map for this release at Cisco.com.

Audience

This guide is best used by these readers:

* Network administrators
* Network engineers
* Network operators

* System administrators

This document assumes a general understanding of network architecture, configuration, and operations.
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. Additional Support

Additional Support

For further documentation and support:

* Contact your Cisco Systems, Inc. technical representative.

* Call the Cisco Systems, Inc. technical support number.

* Write to Cisco Systems, Inc. at support@cisco.com.

Preface |

* Refer to support matrix at https://www.cisco.com/c/en/us/support/index.html and to other documents

related to Cisco Policy Suite.

Conventions (all documentation)

This document uses the following conventions.

Conventions

Indication

bold font Commands and keywords and user-entered text appear
in bold font.

italic font Document titles, new or emphasized terms, and
arguments for which you supply values are in italic
font.

[] Elements in square brackets are optional.

x|ylz} Required alternative keywords are grouped in braces
and separated by vertical bars.

[x]yl|z] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

courier font

Terminal sessions and information the system displays
appear in courier font.

<> Nonprinting characters such as passwords are in angle
brackets.

[] Default responses to system prompts are in square
brackets.

L, # An exclamation point (!) or a pound sign (#) at the

beginning of a line of code indicates a comment line.
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B

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

A

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

LN

Warning IMPORTANT SAFETY INSTRUCTIONS.

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing
accidents. Use the statement number provided at the end of each warning to locate its translation in the
translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Note Regulatory: Provided for additional information and to comply with regulatory and customer requirements.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business results you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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. Important Notes

Important Notes

|

Important  Any feature or GUI functionality that is not documented may not be supported in this release or may be
customer specific, and must not be used without consulting your Cisco Account representative.
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CHAPTER 1

Feature changes

* 26.2.0 Feature and Changes, on page |

26.2.0 Feature and Changes

Table 1: New feature information

Features Applicable Product(s)/ | Release Introduced/
Functional Area Modified

Support for MongoDB 8.0 Version in vDRA, on | vDRA 26.2.0

page 9

Ubuntu 24.04 platform upgrades, on page 3 vDRA 26.2.0
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Platforms

 Ubuntu 24.04 platform upgrades, on page 3

Ubuntu 24.04 platform upgrades

Ubuntu platform upgrades

A platform upgrade is an operating system transition that

» addresses critical and high-security vulnerabilities through updated OS packages,
* extends the platform lifecycle by migrating to a newer Long Term Support (LTS) release, and

* maintains compatibility with existing network functions and infrastructure.

Transitioning to Ubuntu 24.04 LTS enables organizations to proactively address security concerns, avoid
unsupported software risks after 2027, and minimize disruptions to ongoing network operations.

Before changing ISSM between CPS DRA 26.1 and 26.2, take and verify a Consul snapshot from the running
26.1 cluster (Consul 1.5.3). Take this snapshot before upgrading from 26.1, and keep it available for any later
downgrade to 26.1. Consul 1.5.3 and Consul 1.18.0 are not backward-compatible at the Raft log level; a
snapshot created on 26.2 cannot replace the required 26.1 snapshot.

Before taking the snapshot, verify that all seven Consul servers are HEALTHY by running show

consul-status.

Save the snapshot by running consul save-snapshot consul-1.5.3-backup. Verify that it is listed by
running consul list-snapshots.

When downgrading to 26.1, use the saved 26.1 snapshot and include the consul-downgrade option and saved
snapshot name with the system downgrade CLI command.

Manage netplan network migration

Cisco Policy Suite is currently designed to use the ifstate networking service. While Netplan is a default in
modern Ubuntu releases, it is not supported by the current DRA architecture. Ensure that Netplan remains
disabled and that the ifstate service remains the primary networking service. Planning for a future migration
to Netplan should be treated as a separate, subsequent effort.
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. Verify the ubuntu version

Verify the ubuntu version

Step 1
Step 2
Step 3

Confirm that the system is running Ubuntu 24.04 as expected.

Use this task after performing system updates or during initial validation to ensure the operating system
matches your environment’s deployment standard.

Follow these steps to verify the ubuntu version:

Procedure

Access the system's command line interface.
Run the following command: #cat /etc/lsb-release to display the OS version.
Check that the output includes:

Example:

DISTRIB RELEASE=24.04

The system displays the current Ubuntu distribution details, confirming that Ubuntu 24.04 is installed.

Verify network service status

Step 1
Step 2

Step 3

Confirm the operational status of the network service and ensure compliance with Cisco Policy Suite
requirements.

Cisco Policy Suite relies on the ifstate networking service. It is essential to verify that the system is correctly
configured and not using the unsupported Netplan service.

Follow these steps to verify the network service status:

Procedure

Execute the netplan info command. If the system displays "command not found," the netplan service is correctly disabled.

Check the status of the ifstate file by running the following command:

Example:

#cat /run/network/ifstate

Review the output to confirm that the expected loopback and network interface configurations are listed.

You confirm that the network service is properly configured for the Cisco Policy Suite and operates using the
supported ifstate service. The system is not using the unsupported Netplan service.

Restore consul cluster stability after downgrade

Restore stable operation to the Consul service following a downgrade, by purging potentially corrupted data
and restarting all necessary services.
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Step 1

Step 2

Step 3
Step 4
Step 5

Troubleshooting: Post-downgrade recovery .

If a Consul cluster running version 1.18.0 does not stabilize after downgrading to version 1.5.3, a manual
cleanup is required to remove incompatible Raft data and restore service health.
Before you begin

* The verified Consul snapshot from the running CPS DRA 26.1 cluster (Consul 1.5.3), taken before the
upgrade. Record the snapshot name for downgrade recovery.

* Access to the Orchestrator CLI for all affected Consul nodes (consul-1 through consul-7).

» Administrative privileges to stop and start services.

Procedure

Stop all supervisor-managed services on each Consul container (consul-1 through consul-7) by running supervisorctl
stop all.

Remove the incompatible Consul 1.18.0 Raft data from each container and restart it with an empty /data directory:

Example:

rm -rf /data/*

kill 1

After each container restarts, start its services by running supervisorctl start all.

Wait up to 5 minutes for at least five Consul containers to become HEALTHY and elect a leader.

Restore the saved 26.1 snapshot by following the Consul snapshot restore procedure in the CPS Troubleshooting Guide.
Do not use a snapshot created on 26.2.

Troubleshooting: Post-downgrade recovery

Resolving Diameter-endpoint and binding issues after Ubuntu 24.04 downgrade

Step 1

Restore correct operation of diameter-endpoint and binding containers by correcting the resolver comment,
restoring the HAProxy wrapper, repairing the generated server directive, and restarting services.

After downgrading, diameter-endpoint or binding containers may remain unhealthy because Ubuntu 24.04
adds a metadata comment to /etc/resolv.conf. The comment can corrupt the HAProxy server directive
generated in haproxy.cfg. Apply these recovery steps inside each affected container.

Before you begin
* Access each affected diameter-endpoint or binding container from the orchestrator CLI.

» Administrative privileges to edit the container files and restart supervisor-managed services.

Procedure

Remove the # overrides: comment from /etc/resolv.conf by writing the filtered content back to the existing file:

Do not use sed -i; /etc/resolv.conf is a Docker bind mount and replacing it by rename can fail.
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. Resolving Diameter-endpoint and binding issues after Ubuntu 24.04 downgrade

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Example:

tmp=/tmp/resolv.conf.$$ && \

sed '/"# Overrides:/d' /etc/resolv.conf > "$tmp" && \
cat "$tmp" > /etc/resolv.conf && \

rm —-f "Stmp"

a) Confirm that the comment is gone. Run grep 'Overrides' /etc/resolv.conf. The command should return no
output.

Check the sibling helper script without modifying it, and restore /ust/local/bin/run-haproxy as the wrapper for the HAProxy
binary.

Example:

cat /usr/local/bin/run-haproxy-process

cat > /usr/local/bin/run-haproxy << 'EOF'

#!/bin/bash

exec /usr/local/sbin/haproxy -f /etc/haproxy/haproxy.cfg -W -db
EOF

chmod +x /usr/local/bin/run-haproxy

Identify the malformed 1bvip02 entry in /etc/haproxy/haproxy.cfg:
The corrupt directive appears as two lines; the second line starts with overrides::11211.

Example:
grep -n 'Overrides\|lbvip02' /etc/haproxy/haproxy.cfg

Fix the corrupt server directive in haproxy.cfg with this Python command:

Example:

python3 -c "

content = open ('/etc/haproxy/haproxy.cfg').read()

bad =" server lbvip02 lbvip02.weave.local\nOverrides::11211 check inter 10s resolvers dns
resolve-prefer ipv4'

good = "' server lbvip02 lbvip02.weave.local:11211 check inter 10s resolvers dns resolve-prefer
ipv4'

open ('/etc/haproxy/haproxy.cfg','w') .write (content.replace (bad, good))

"

Verify the fix by running grep -n 'Overrides\|1bvip02' /etc/haproxy/haproxy.cfg. The output must show one
complete 1bvip02 directive ending in :11211 and no overrides entry.

Validate the HAProxy configuration:

Example:

/usr/local/sbin/haproxy -f /etc/haproxy/haproxy.cfg -c
Restart all supervisor-managed services:

Example:

supervisorctl restart all

Confirm that the affected services are HEALTHY.

The affected diameter-endpoint and binding services are HEALTHY after the HAProxy configuration and
supervisor services are restored.
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Resolving HAProxy-Common Issues

Summary

After Consul cleanup and snapshot restoration, HAProxy-Common containers may remain in the STARTING
state due to missing or stale crd-api/header keys. Follow these stages in order to restore the containers and
verify service and Raft health.

The key components involved in the process are:
* Orchestrator service: Responsible for managing HAProxy and synchronizing crd-api/header keys.

* haproxy-common containers: Containers that may become stuck in the STARTING state after a Consul
restore.

» Admin operator: Executes commands to restart services and verify container health.

Workflow

1. Restart the orchestrator on the host by running docker restart orchestrator. This triggers the
HAProxySecuritySynchronization service to repopulate the crd-api/header key.

2. Wait approximately 30 seconds. Connect to the orchestrator container with docker connect orchestrator,
run supervisorctl status all, and confirm that all programs are RUNNING. Then exit the container.

3. If any haproxy-common container remains in STARTING, identify it with show docker service | tab
| include haproxy-common and restart each stuck container individually with docker restart

haproxy-common-s[ID].

4. Verify service health by running show docker service | tab | exclude HEAL. No output means all
services are HEALTHY.

5. Verify Consul Raft by connecting to the orchestrator and running consul operator raft list-peers.
Confirm that the output lists all seven servers, with one leader and six followers, and no <ni 1> addresses.

Result

HAProxy-Common containers are HEALTHY, all services pass the health check, and the Consul Raft peer
list shows one leader and six followers.
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CHAPTER 3

vDRA

* Support for MongoDB 8.0 Version in vDRA, on page 9
* TLS 1.3 support, on page 11

Support for MongoDB 8.0 Version in vDRA

Feature Summary and Revision History

Table 2: Summary Data

Applicable Product(s) or vDRA

Functional Area

Applicable Platform(s) Not Applicable

Default Setting Enabled — Configuration
Required

Related Changes in This Release | Not Applicable

Related Documentation Not Applicable

Table 3: Revision History

Revision Details Release

First introduced 26.2.0

Feature Description
This release provides support for MongoDB version 8.0.26
Upgrade, Migrate, and Backward Compatibility Considerations

« Supported DRA Releasesfor Upgrading to 8.0: Supported DRA releases for upgrading to version 8.0
include vDRA 25.1, 25.2, and 26.1, which use MongoDB version 7.0. You can upgrade these to vDRA
26.2, which uses MongoDB version 8.0.
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. Support for MongoDB 8.0 Version in vDRA

» Un Supported DRA Releasesfor Upgradingto 8.0: Any DRA version prior to DRA 24.2 (mongo 6.0)
like DRA 24.1 (mongo 5.0), DRA 23.1/23.2(mongo 4.4), and previous versions of DRA doesn’t support
direct upgrade to DRA 25.1 (mongo version 7.0).

Refer the link for upgrading the replica set to 7.0.

2

Note * Upgrading to MongoDB 8.0 is supported only from MongoDB 7.0. If you are running the 6.0 series, you
must upgrade to 7.0 before upgrading to 8.0.

Mongo Java Driver: Current DRA Version 26.2.0 supports mongo java driver 3.12.9.
Prerequisite for upgradingto 26.2.0 from 25.1.0 or 26.1.0
The following are the common prerequisites for both upgrade and downgrade:

* Run the following CLI before upgrade:

#database genericfcvcheck 7.0

B

Note Make sure to run the above CLI before upgrade and / or downgrade on all sites.

* Specify any one of the CLI options:
* Set: This option checks and sets FCV only on primary.

B

Note We recommend using the Set option first and then Check to make sure that FCV
is replicated on primary members. Upgrade/downgrade should not be triggered
if any error is found in the above CLI or FCV is not replicated on secondary
members. Make sure to resolve the CLI error, rerun the CLI, and then only proceed
for upgrade or downgrade.

* Check: This option only checks FCV on all members (primary, secondary, and arbiter).

* Run the following CLI before upgrade:

B

Note CLI automatically takes care of the defaultWriteConcern version on all databases.

#database dwccheck

* Specify any one of the CLI options:

* Set: This option checks and sets dwc on primary members.
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TLS 1.3 support .

Note We recommend using the Set option first and then Check to make sure that DWC
is replicated on primary members. Upgrade/downgrade should not be triggered
if any error is found in the above CLI or DWC is not replicated on secondary
members. Make sure to resolve the CLI error, rerun the CLI, and then only proceed
for upgrade or downgrade.

*» Check: This option only checks dwc on all members.

o (set/check) << sat

« Set: This option checks and sets defaultWriteConcern.

* Check: This option only checks defaultWriteConcern on all members(primary/secondary).

Upgradeto 26.2..0

1. Run the prerequisite steps.

2. Follow the standard documented procedure for upgrade.

Downgrade from 26.2.0

1. Run the steps mentioned in the prerequisite section.

2. Follow the standard documented procedure for downgrade.

TLS 1.3 support

TLS 1.3 Diameter connections
A TLS 1.3 Diameter connection is a security protocol enhancement that
* enables mutual TLS authentication between Cisco DRA nodes and Diameter peers,
» uses hardened cipher suites and handshake privacy to reduce exposure to network threats, and

* preserves interoperability by automatically falling back to TLS 1.2 as required.

Cisco DRA automatically prefers TLS 1.3 when supported by the peer, requiring no changes in Policy Builder
configuration or CLI certificate management. Certificates that match TLS 1.2 criteria continue to operate for
both TLS 1.2 and TLS 1.3. Certificate validation includes checks for key strength, signature algorithms, and
extensions like Subject Alternative Name (SAN) and Extended Key Usage (EKU).
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Table 4: Feature History Table

vDRA |

Feature Name

Release Information

Feature Description

TLS 1.3 support for
Diameter connections in
Cisco DRA

Release 26.2

DRA. The

You gain stronger security and reduced
handshake latency for Diameter connections by
enabling TLS 1.3 and mutual TLS in Cisco

1.3 with peers and falls back to TLS 1.2 if
needed, allowing you to secure connections
without changing existing workflows or
certificate procedures.

system automatically negotiates TLS

Technical attributes and interoperability considerations for TLS 1.3 Diameter connections

The following attributes distinguish TLS 1.3 Diameter connections in Cisco DRA:

* TLS 1.3 reduces handshake latency (one round trip) and eliminates protocol renegotiation and legacy

handshake messages.

* Only five cipher suites are supported in TLS 1.3, focusing on AEAD modes and SHA-256 or SHA-384

hashes.

* The peer monitoring GUI displays the negotiated TLS version for each connection.

+ Automatic fallback to TLS 1.2 ensures continued operation if the peer does not support TLS 1.3;
connections below minimum TLS version are rejected.

The cipher suite and certificate requirements for TLS 1.3 can be compared to TLS 1.2 as follows:

Table 5: Comparison of key attributes for TLS 1.2 and TLS 1.3 Diameter connections

Attributes

TLS 1.2

TLS 1.3

Supported cipher suites

Dozens, including CBC and legacy
suites

Five, all AEAD with SHA-256/384

Handshakeround trips

Two

One

Certificate requirements

Allows weaker keys and SHA-1
signatures

Requires RSA 2048-bit or ECDSA
P-256/384 and SHA-256 or
stronger

Certificate parameter compatibility for TLS 1.3 Diameter connections:

Table 6: Certificate attribute support for TLS 1.2 and TLS 1.3 Diameter connections

Certificate attribute TLS 1.2 TLS1.3
RSA 2048-bit key Yes Yes
RSA less than 2048-bit May work No
SHA-1 signature May work No
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Certificate attribute TLS1.2 TLS13
Subject Alternative Name extension | Not required Required
Extended Key Usage (EKU) Optional Required

B

Note The peer monitoring GUI provides visibility into TLS version negotiation for each connection. Always check
certificate details before deployment to avoid compatibility issues.

Best practice for TLS 1.3 support for Diameter connections

Ensure you issue and select certificates that meet Cisco DRA Diameter TLS 1.3 requirements. Certificates
must use RSA 2048-bit or larger keys or ECDSA P-256/384, SHA-256 or stronger signature algorithms, and
must include a Subject Alternative Name (SAN) extension. Define Extended Key Usage (EKU) attributes for
TLS Web Server Authentication and TLS Web Client Authentication for mutual TLS. Avoid deprecated
parameters.

* Replace certificates with SHA-1 signatures, RSA keys below 2048-bit, missing SAN, or incorrect EKU,
since TLS 1.3 rejects them.

» Regenerate certificates after upgrades or configuration changes to maintain compliance and security.

Enable TLS 1.3 for Diameter connections and keep TLS 1.2 as fallback during migration. Monitor certificate
status using Cisco DRA KPI t1s cert validity and the peer monitoring GUI. After updating certificates,
restart or re-establish peer connections. Keep backup copies of certificates and keys in secure locations.

* Do not allow connections with expired, deprecated, or non-compliant certificates.

* Regularly review certificate expiry and status to minimize downtime and maximize security.

Follow these certificate and operational practices for all Diameter peer connections secured by TLS 1.3 or
mutual TLS in Cisco DRA. Apply recommendations to new deployments and during migration from TLS
1.2.

Strict certificate compliance and protocol selection prevent connection failures and security vulnerabilities.
Modern cryptographic standards keep your network secure and interoperable across TLS versions.

You maintain secure, reliable Diameter connections, reduce certificate-related errors, and enable seamless
migration between TLS versions.

Validate certificates using CLI commands like openssl x509 -in cert.crt -noout -text | grep
"Signature Algorithm", openssl x509 -in cert.crt -noout -text | grep -A2 "Subject Alternative
Name", and openssl x509 -in cert.crt -noout -dates. Use POlicy Builder GUI or CLI for TLS
configuration and verify certificates before activation.

How TLS 1.3 support for Diameter connections works

Cisco DRA (Diameter Routing Agent) supports TLS 1.3 for peer connections, enhancing security and
maintaining compatibility with TLS 1.2. This process explains how secure connections are established and
operated between DRA and Diameter peers.

* DRA nodes use encrypted channels and negotiate TLS versions, preferring TLS 1.3 whenever possible.

CPS Release Change Reference, Release 26.2.0 .



vDRA |
How TLS 1.3 support for Diameter connections works

* DRA falls back to TLS 1.2 if the peer does not support TLS 1.3, ensuring interoperability.

* Certificate requirements and mutual TLS settings are enforced based on the negotiated protocol.

Summary
The key components involved in the process are:

* DRA software: Negotiates TLS protocol versions, validates certificates, and manages encryption and
decryption for Diameter sessions.

* Policy Builder and CLI tools: Provide configuration and certificate management to enable TLS features.

* Peer Diameter nodes: Participate in TLS negotiation, present certificates, and exchange encrypted traffic
with DRA.

* Peer monitoring GUI: Displays TLS status and certificate information for connections.
Secure connections are established by negotiating the highest supported TLS version, validating certificates,

and completing handshakes using secure cipher suites. DRA falls back to TLS 1.2 or rejects connections if
peer certificates do not meet compliance.

Workflow
The process involves these stages:
1. Connection initiation and protocol negotiation (performed by DRA and peer devices)

* DRA initiates a connection or receives a request, then sends a ClientHello message listing supported
TLS versions and ciphers.

* The peer responds with a ServerHello message, selecting the highest mutual TLS version (typically
TLS 1.3).
If both devices support TLS 1.3, handshake messages use encrypted channels and approved cipher suites.
When TLS 1.3 is negotiated, the connection is secured using advanced protocols.
2. Key exchange and session security
* DRA and the peer use Elliptic Curve Diffie-Hellman Ephemeral (ECDHE) to derive session keys
and enable forward secrecy.
The key exchange protects session confidentiality even if certificate keys are compromised in the future.
Session encryption keys are established for Diameter communication.
3. Certificate exchange and validation

* DRA validates the peer certificate for TLS 1.3 requirements: RSA 2048-bit or ECDSA P-256/P-384,
SHA-256 or stronger, Subject Alternative Name, and Extended Key Usage attributes.

« [f mutual TLS is enabled, both sides present certificates and validation is performed according to
compliance settings.

Noncompliant certificates (such as weak keys or missing SAN) cause connection failure or trigger fallback
to TLS 1.2 if allowed.

. CPS Release Change Reference, Release 26.2.0
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Only properly validated certificates enable TLS 1.3 connectivity.
4. TLS handshake completion and Diameter data exchange

* Successful certificate validation and key exchange conclude the handshake and begin secure Diameter
data transfer after the Finished message.

» TLS 1.3 disables renegotiation to improve protocol safety.

Diameter messages are transmitted securely. Any certificate or configuration changes require reconnection.
The connection operates using the negotiated TLS 1.3 parameters and cipher suite.
5. Connection monitoring and compatibility management
» The DRA peer monitoring GUI shows TLS version and certificate status for each peer connection.

* DRA falls back to TLS 1.2 if TLS 1.3 is not supported by the peer and configuration allows, using
compatible ciphers and certificate specifications.

*» Connections using versions below the minimum (such as TLS 1.1) are rejected.

Operational tools confirm security status and help detect misconfiguration or expired certificates.

Only secure and compliant connections are maintained, and others are flagged or dropped based on policy.

Result

Cisco DRA’s support for TLS 1.3 delivers robust encryption and forward secrecy for Diameter connections,
ensuring operational continuity and maintaining compatibility with existing configuration settings.

What's next

For configuration instructions, see the process on configuring TLS certificates for Diameter connections.

Configure TLS 1.3 for Diameter connections

Configure Cisco DRA to enable TLS 1.3 for Diameter connections, improving encryption, handshake privacy,
and forward secrecy.

* Secure communication between DRA nodes and Diameter peers using industry-standard TLS protocols.

* Maintain support for TLS 1.2 to allow migration and ensure interoperability with existing peers.

Cisco DRA supports TLS 1.3 and mutual TLS (mTLS) for Diameter peer connections, strengthening security
and interoperability with TLS 1.2 peers.

All certificates must meet TLS 1.3 requirements to ensure secure connections. Peer monitoring tools display
the negotiated TLS version.

* Use hardened cipher suites and certificates with appropriate key strength and attributes.

» The DRA CLI and Policy Builder GUI allow certificate import and protocol enablement.

Before you begin
Complete these prerequisites before configuring TLS 1.3 support for Diameter connections.

* Administrator access to Cisco DRA CLI and Policy Builder GUI.

CPS Release Change Reference, Release 26.2.0 .



vDRA |

. Configure TLS 1.3 for Diameter connections

Step 1

Step 2

* Certificate and private key files meeting TLS 1.3 criteria: RSA 2048-bit minimum or ECDSA P-256/P-384,
SHA-256 or stronger, Subject Alternative Name (SAN), valid Extended Key Usage (EKU), and
non-expired certificate.

* Certificate files must import without errors.

Follow these steps to configure TLS 1.3 support for Diameter connections:

Procedure

Import the TLS certificate and private key into Cisco DRA using the CLI.

Example:

dra-tls cert import <certificate file> <private key file>
dra-tls cert import certificate.pem private.pem

Certificate import enables TLS for Diameter peer connections.

* Ensure the certificate is PEM-formatted and includes the SAN extension.

* Certificate import fails if the file does not comply with TLS 1.3 requirements.

Table 7: Certificate Import Conditions

If... Then...

The certificate is expired or about to expire Replace it with a valid certificate before import.

The certificate key size is less than RSA 2048-bit or SAN | DRA rejects the certificate and TLS 1.3 connections cannot

is missing be established.
The certificate signature is SHA-1 Upgrade the certificate to SHA-256 or stronger for TLS 1.3
compatibility.

The certificate and key are imported successfully for TLS-secured Diameter connections.

Verify certificate compatibility with TLS 1.3 using validation commands if required.

Example:

openssl x509 -in cert.crt -noout -text | grep "Signature Algorithm"

openssl x509 -in cert.crt -noout -text | grep "Public-Key"

openssl x509 -in cert.crt -noout -text | grep -A2 "Subject Alternative Name"
openssl x509 -in cert.crt -noout -dates

openssl x509 -in cert.crt -noout -text | grep -A2 "Extended Key Usage"
Validating certificate parameters confirms TLS 1.3 handshake and encryption support.

» Signature algorithm must be SHA-256 or stronger.

* RSA keys must be 2048 bits or higher, ECDSA must be P-256 or P-384.

* SAN should include DNS or IP entries.

» EKU must include "TLS Web Server Authentication" and "TLS Web Client Authentication" for mTLS.
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Step 3

Step 4

Table 8: Certificate Validation Results

Configure TLS 1.3 for Diameter connections .

If...

Then...

Signature algorithm is weaker than SHA-256

Regenerate the certificate using SHA-256 or stronger.

Key size is less than RSA 2048-bit or incorrect EC curve

Obtain a new certificate with the correct parameters.

SAN or EKU is missing

Add the required fields to the certificate.

Certificate meets TLS 1.3 and mTLS requirements. Proceed to protocol enablement.

Enable TLS or mutual TLS in the Policy Builder GUI for the Diameter interface.

Protocol enablement applies to the Diameter interface configuration.

» TLS enables server certificate validation by the client.

* mTLS enables mutual certificate validation by both server and client.

* No changes are needed for Policy Builder or CLI for TLS 1.2 deployments.

Table 9: Protocol Selection in GUI

If...

Then...

"TLS" is selected for the interface

DRA encrypts Diameter connections using TLS for that
interface.

"mTLS" is selected for the interface

DRA requires mutual authentication (both server and client
certificates checked).

No protocol is selected for the interface

Diameter connections remain unencrypted.

TLS or mTLS is enabled for the Diameter interface and ready for secure connections.

Save the configuration and apply changes.

Saving ensures changes take effect on the next peer connection handshake.

» New settings apply when Diameter peers reconnect.

* Re-establishing connections updates peer security profiles.

Table 10: Configuration Save and Effect

If...

Then...

Configuration is not saved

New settings are not applied.

Peer reconnection does not occur

Changes may not take effect until the next handshake.

Configuration is saved

TLS 1.3 and mTLS features become active on new Diameter
connections.

Diameter peer interfaces use TLS 1.3 or mTLS for security after saving the configuration.
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Step 5
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Verify that TLS 1.3 is being used for Diameter peer connections.

Verification confirms secure operation and correct protocol negotiation.

* Peer monitoring GUI shows the negotiated TLS version for each connection.

* KPI t1s cert validity reports certificate expiration status.

* Secure connections display protocol version and status in logs.

Table 11: Connection and Certificate Validation

If...

Then...

Peer monitoring GUI shows TLS 1.3 for connections

Configuration is successful and secure communication is
established.

KPI t1s cert validity reports certificate is expired or
invalid

Replace certificates and reconfigure if needed.

Connections are rejected or TLS 1.3 not negotiated

Check certificate parameters, protocol support, and
configuration settings.

Diameter peer connections are secured with TLS 1.3 and all certificates are valid and compatible.

Diameter connections in Cisco DRA are secured using TLS 1.3 or mTLS, with enhanced encryption, privacy,
and forward secrecy. Compatibility with TLS 1.2 peers is preserved.

What to do next

Monitor and maintain TLS configuration and certificates for ongoing secure operations.

* Check certificate expiration and rotate certificates before expiry.

* Review peer monitoring for TLS version and connection health.

* Maintain backup copies of certificates and keys in secure storage.

* Update certificates or configurations if peers report failures or rejected connections.
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