GR Installation - OpenStack

* GR Installation - OpenStack, on page 1
« Arbiter Installation on OpenStack, on page 5
« Configuration Parameters - GR System, on page 9

GR Installation - OpenStack

The examples given in the stepsis for your reference only. You need to modify them based on your GR
deployments.

| &

Important  Copying YAML and environment files from this document is not recommended. The files are provided for
your reference only.

Y

Note Replication Network Interface name should be configured as Replication under vlians: and hosts: sectionin
YAML file.

Before you begin

* Download the latest 1SO build.

* Create CPS VMs using Heat template or Nova boot commands on al GR sites. In the following section,
heat template has been considered as an example to deploy GR (here examplesare sitel, site2 and arbiter)
sites.

For more information, refer to CPS Installation Guide for OpenStack

Step 1 Create instances for sitel, site2 and Arbiter. Wait till they are cluman ready.

Check the readiness status of the Cluster Manager VM on all the sitesusing the API: GET http://<C uster Manager
| P>: 8458/ api / syst enl st at us/ cl uman.

External replication VLAN information should be added for each VM inthe hot - cps. env and hot - cps. yani
for communication between GR sites.
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Refer to Sample Heat Environment File and Sample Heat Template File for sample configuration of sitel. For site2
similar files need to be created by modifying hostname, 1P addresses and so on.

For Arbiter, refer to Arbiter Installation on OpenStack, on page 5.

Step 2 Load CPS configuration files on each site: Refer to /api/systenvconfig/ section in CPSInstallation Guide for OpenStack.
InCPS_system confi g. yan file give consideration to the following mentioned items:

« Under Additional Host section, add session manager information of other site (sitel or site2) and arbiter.

» Mongo replicamembers should include the site identifier to differentiate database host such as, sessionmgr01-sitel
from sessionmgr01-site2. Database host names (such as sessionmgr01-sitel) needs to be modified according to
the your GR deployment in templatefile.

» Update pol i cySer ver Confi g: section according to your GR deployment.

« Internal/management/external 1Ps need to modified in hosts: and addi t i onal host s: section according to your
GR deployment.

 Inaddi ti onal hosts: section, other site session manager host entry should be added with alias psessi onngr Xx.
For sample configurations, refer to Sample YAML Configuration File - sitel and Sample YAML Configuration File
- site2.

Note If you want to add the MongoDB authentication, refer to Configuration Parameters - HA System section in
CPSinstallation Guide for OpenStack. You need to mention password for all the sites separately using API
and that must be same for all the sites.

If you want to enable mongo authentication you need to add the following parameters under confi g: section
in YAML configuration file:

config:
dbAut henti cati onEnabl ed: "true"
dbAut henti cati onAdm nPasswd: " XXXX"
dbAut henti cati onReadonl yPasswd: " YYYY"
dbAut henti cati onEncryption: "fal se"

where, XXXX and YYYY are encrypted passwords.

Step 3 (Optional) To confirm the configuration was |loaded properly onto the Cluster Manager VM on each site, perform a
GET with the API:

GET http://<Custer Manager |P>:8458/api/systen config/

Step 4 Apply the configuration using the following API on each site:
POST http://<C uster Manager |P>:8458/api/systeni config/apply
Refer to Apply the Loaded Configuration section in CPS|nstallation Guide for OpenStack for more information.

This API appliesthe CPS configuration file, triggers the Cluster Manager VM to deploy and bring up all CPSVMson
each site, and performs all post-installation steps.

Important Wait for approx 15 minutes for the API to complete the all post-installation steps.

Step 5 In your mongo YAML file, add other site members as secondary-members and local site members as primary members
for respective databases depending on your GR deployment.
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
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For sample configuration, refer to Sample Mongo Configuration File - sitel and Sample Mongo Configuration File -
site2.

After updating the mongo YAML files, apply them using the /api/systenymongo/config APl on each site with their
YAML file.
Refer to /api/systemymongo/config section in CPS Installation Guide for OpenStack.

Note This step will not create replica-set for added members. It will create only new mongo configuration file on
each site.

Add remote site pcrfclient IPsin respectivegr _cl ust er . yani files.

For sample configuration, refer to Sample GR Cluster Configuration File - sitel and Sample GR Cluster Configuration
File - site2.

Execute below APIs from respective sites to update the GR cluster information and popul ate respective ADMIN host
database.

For example:

curl -i -X PATCH http://installer-sitel: 8458/ api/systeni confi g/ application-config -H "Content-Type:
application/yam" --data-binary @r_cluster.yan

curl -i -X PATCH http://installer-site2: 8458/ api/systeni config/application-config -H "Content-Type:
application/yam" --data-binary @r_cluster2.yamn

For sample configuration, refer to Sample GR Cluster Configuration File - sitel and Sample GR Cluster Configuration
File - site2.

Verify whether:
» Remote perfclient |Ps are populated correctly in/ et ¢/ br oadhop/ gr _cl ust er. conf file.

« ADMIN database has been populated correctly, run nongo sessi onngr 01-si t el: 27721/ cl usters --eval
"db. hosts. fi nd()" and nongo sessi onngr 01-site2: 27769/ cl usters --eval "db. hosts.find()"on primary
database member on site-1 and site-2 console.

Configure the priority using the following APIs:

curl -i -X PATCH http://installer-sitel: 8458/ api/systeniconfig/replica-sets -H "Content-Type:
application/yam" --data-binary @etPriority-sitel. yan
curl -i -X PATCH http://installer-sitel: 8458/ api/systeniconfig/replica-sets -H "Content-Type:

application/yam" --data-binary @etPriority-site2. yan
For sample configuration, refer to Sample Set Priority File - sitel and Sample Set Priority File - site2.

Create appropriate clustersin Policy Builder such as, 'Cluster-SITE1' for sitel and 'Cluster-SITE2' for site2 and update
Primary Database | P Address, Secondary Database | P Address and Database port number based on mongo configuration
and publish to the respective sites depending on your GR deployment.

For more information, refer to Policy Builder Configuration.

Run di agnost i cs. sh on both sitesto display the current state of the system. Make sure there are no error on both the
Sites.
Modify/add shard on respective sites. It contains each site session replication sets with backup database.

For example:
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Step 13

Step 14

Step 15

Step 16

curl -i -X PATCH http://installer-sitel: 8458/ api/system config/replica-sets/ -H "Content-Type:
application/yam" --data-binary @rodify_shard. yam

curl -i -X PATCH http://installer-site2: 8458/ api/system config/replica-sets/ -H "Content-Type:
application/yam" --data-binary @mdify_shard2. yam

For sample configuration, refer to Sample Shard Configuration File - sitel and Sample Shard Configuration File - site2.

Modify/add ring: It contains only session replica-sets and not backup database. This APl needs to be executed from
primary site.

For example:

curl -i -X PATCH http://installer-sitel: 8458/ api/system config/replica-sets/ -H "Content-Type:
application/yam" --data-binary @mdify_ring.yam

For sample configuration, refer to Sample Ring Configuration File.

Add geo-site lookup for both sites.
For example:

curl -i -X PATCH http://installer-sitel: 8458/ api/system config/application-config -H "Content-Type:
application/yam" --data-binary @eositel ookup.yan

curl -i -X PATCH http://installer-site2: 8458/ api/system config/application-config -H "Content-Type:
application/yam" --data-binary @eositel ookup2.yan

For sample configuration, refer to Sample Geo Site Lookup Configuration File - sitel and Sample Geo Site Lookup
Configuration File - site2.

Note The pattern matching is supported for site lookup mapping. In case the incoming host/realm does not match
any of the values configured under LookupValues, request is dropped with the following exception in log:

CeoHASI t eMappi ngNot Found - No real nihost to site napping nmatched for:
<i ncom ng val ue>

Add geo tags in replica-sets for both sites.
For example:

curl -i -X PATCH http://installer-sitel: 8458/ api/system config/replica-sets/ -H "Content-Type:
application/yam" --data-binary @mdify_geotag. yam

For more information, refer to Sample Geo-tagging Configuration File - sitel and Sample Geo-tagging Configuration
File - site2.

Add monitor database for both sites.

For example:

curl -i -X PATCH http://installer-sitel: 8458/ api/system config/application-config -H "Content-Type:
application/yam" --data-binary @mnitor_db.yan

curl -i -X PATCH http://installer-site2: 8458/ api/systenm config/application-config -H "Content-Type:
application/yam" --data-binary @mnitor_db2. yan

For sample configuration, refer to Sample Monitor Database Configuration File - sitel and Sample Monitor Database
Configuration File - site2.
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Arbiter Installation on OpenStack

Before you begin
* Latest ISO Image
* Latest base VMDK
* Glance images
« Cinder Volumes, only for ISO (SVN and mongo are not needed) are created
* Access and Security (22 and mongo port 27717 to 27720 are opened as per deployment)

\}

Note For more information on the above mentioned prerequisites, refer to CPS Installation Guide for OpenStack.

\)

Note |f youwant to add the MongoDB authentication, you need to enable dbAuthenti cationEnabled parameter. For
more information refer to Configuration Parameters - HA System section in CPSInstallation Guide for
OpenStack. You need to mention password for all the sites separately using API and that must be same for
all the sites.

Step 1 Create flavors by executing the following command:
nova flavor-create --epheneral 0 arbiter auto 4096 0 2
Step 2 Cloud init configuration for Arbiter: When Arbiter islaunched, ar bi t er - ¢l oud. cf g file needs to be passed via

user-data. In order to passar bi t er - ¢l oud. cf g file, it should be placed in the directory where the user executes
nova boot command (likely the pathis/ r oot/ cps-i nstal | directory).

Note Use NM_CONTROLLED=no parameter at the interface config fileincl oud- confi g file.

For Cluman/Arbiter VM, includei f up/i f down commands under r uncnd section of cloud config file sequentially
for all theinterfacesto/ et c/ rc. d/ rc. | ocal to persist across boot.

Createar bi t er - cl oud. cf g file with the following content:

#cl oud-config
wite_files:
- path: /etc/sysconfig/network-scripts/ifcfg-ethO
encodi ng: ascii

content: |
DEVI CE=et hO
BOOTPROTO=none
NM_CONTROLLED=none
| PADDR=172. 20. 38. 251 ---> update with your internal address
NETMASK=255. 255. 255. 0 ---> update with your netmask
GATEWAY=172. 20.38. 1 ---> update with your gateway
NETWORK=172. 20. 38.0 ---> update with your network

owner: root:root
perm ssions: '0644'
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path: /var/lib/cloud/instance/payl oad/ | aunch-parans
encodi ng: asci

owner: root:root

permi ssions: '0644

path: /root/.autoinstall.sh

encodi ng: asci

content: |

#! / bi n/ bash

if [[ -d/mt/iso]] & [[ -f /mmt/iso/install.sh ]]; then
/mt/isol/install.sh << ECF

arbiter

y

1

EOF

f

/root/.enable_firewall.sh

/root/.nongo_aut h. sh

/root/.add_db_hosts. sh

if [[ -x "/var/gps/install/current/scripts/upgrade/reinit.sh" ]]; then

/var/qps/install/current/scripts/upgrade/reinit.sh
f

perm ssions: ' 0755

path: /root/.enable_firewall.sh
encodi ng: asci

content: |

#! / bi n/ bash
nkdir -p /etc/facter/facts.d/
cat <<EOF >/etc/facter/facts.d/gps_firewall.txt

firewal | _di sabl ed=0 --->change it to 1 if you do not want firewall enabled on this
setup and renove bel ow fields

i nternal _address=172.20.38.251 ---> update with your internal address

i nternal _devi ce=0

EOF

perm ssions: '0755

path: /root/.nongo_auth. sh
encodi ng: asci

content: |

#! / bi n/ bash
nkdir -p /etc/facter/facts.d/
cat <<EOF >/etc/facter/facts.d/ nongo_auth.txt

db_aut henti cati on_enabl ed=FALSE ---> if nongo-auth enable then nmake it to TRUE

db_aut henti cati on_adm n_passwd= ---> provide adm n user encrypted password if enable
db_aut henti cati on_readonly_passwd= ---> provi de readonly user encrypted password if enable
EOF

perm ssions: '0755

path: /root/.add_db_hosts.sh ---> update db hosts |IP as per requirenent

encodi ng: asci

content: |
#!/ bi n/ bash

#Exanpl e if /etc/broadhop/ nongoConfig.cfg

#[ SESSI ON- SET1]

#SETNAME=set 01

#OPLOG_SI ZE=5120

#ARBI TER1l=ar bi ter-site3: 27717

#ARBI TER_DATA_PATH=/ var/ dat a/ sessi ons. 1/ set 01
#PRI MARY- MEMBERS
#MEMBER1=sessi onngr 01-sitel: 27717
#MEMBER2=sessi onngr 02-si tel: 27717

#SECONDARY- MEMBERS
#MEMBER1=sessi onngr 01-si t e2: 27717
#MEMBER2=sessi onngr 02- si t e2: 27717
#DATA_PATH=/ var/ dat a/ sessi ons. 1/ set 01

#[ SESSI ON- SET1- END

#For above nmongoConfig.cfg bel ow hosts entries are needed in /etc/hosts, edit belowlist as per

[ GRnstallation - OpenStack
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Step 3

Arbiter Installation on OpenStack .

your requirenent
cat <<ECF >> /etc/hosts

192.168.1.1 arbiter-site3

192.168. 1.2 sessionngrO0l-sitel

192.168. 1. 3 sessionngr02-sitel

192. 168. 1. 4 sessionngr0l-site2

192.168. 1.5 sessionngr02-site2

EOCF

perm ssions: '0755

nmount s:
- [ /dev/vdb, /mt/iso, is09660, "auto,ro", 0, O ]
runcnd:
- ifdown ethO
- echo 172.20.38.251 installer arbiter >> /etc/hosts ---> update this |IP
- ifup ethO

- echo ifdown ethO >> /etc/rc.d/rc. | ocal
- echo ifup ethO >> /etc/rc.d/rc.loca

- chmod +x /etc/rc.d/rc.1ocal

- /root/.autoinstall.sh

Note Edit IPADDR/NETMASK/NETWORK/GATEWAY and remove the hint information while using the
cl oud- confi g file. For example, interna network information and so on.

Create Arbiter VM:

Note As DHCP has been disabled in the prep script, the ar bi t er - ¢l oud. cf g file needsto be passed to the
arbiter to assign IP addresses to arbiter interfaces.

Before executing nova boot command, confirm that the cloud configuration file (ar bi t er - cl oud. cf g) existsin
theright directory.

Execute the following command to create arbiter VM with two NICs:

source ~/ keystonerc_core

nova boot --config-drive true --user-data=arbiter-cloud.cfg --file

/root/ keystonerc_user=/root/keystonerc_core

--image "base_vnt --flavor "arbiter"

--ni ¢ net-id="9c89df 81- 90bf - 45bc- a663- e8f 80a8c4543, v4-fi xed-i p=172. 16. 2. 19"
--nic net-id="dd65a7ee-24c8-47ff-8860-13e66c0c966e, v4-fi xed-ip=172.18.11. 101"
- - bl ock- devi ce- napplng "/ dev/ vdb=eee05c17- af 22- 4a33- a6d9- cf a994f ecbb3: : : 0"
--availability-zone "az-2: 0s24-conpute-2.cisco.coni arbiter

For example,

nova boot --config-drive true --user-data=arbiter-cloud.cfg

--file /root/keystonerc_user=/root/keystonerc_core

--inmage "base_vn' --flavor "arbiter" --nic net-id="<Internal n/wid> v4-fixed-ip=<interanl n/wprivate
i p>"

--ni c net-id="<Managenent n/w id>, v4-fixed-i p=<Managenent n/w public ip>"

- - bl ock- devi ce- mappi ng "/ dev/vdb=<Vol une id of iso>: ::0"

--availability-zone "<availability zone: Host info>" arbiter

The following examples can be used to get the internal and management |P addresses and volume | Ds which are used to
spin arbiter VM.

source ~/ keystonerc_core

neutron net-list

id name subnet

GR Installation - OpenStack [Jjj



. Multiple Arbiter Installation - OpenStack

GR Installation - OpenStack |

9c89df81-90bf-45bc-a663-e8f80a8c4543 | internd 682eea79-6eb4-49db-8246-3d94087dd487
172.16.2.0/24
8d60ae2f-314a-4756-975f-93769b48b8bd | gx 9f 3af 6b8-4b66-41ce-9f 4f-c3016154e027
192.168.2.0/24
dd65a7ee-24c8-47ff-8860-13e66c0c966e | management a18d5329- 1ee9-4a9%e-85b5-c381d9c53eae
172.18.11.0/24
nova volume-list
ID Status Display Name Size | Volume | Attached
Type to
146ee37f-9689-4¢c85-85dc-c7fee85a18f4 | available | mongo2 60 |None
6c4146fa-600b-41a0-b291-11180224d011 | available | mongoO1 60 |None
181a0ead-5700-4f8d-9393-9af8504b15d8 | available | snv02 2 None
158ec525-b48b-4528-b255-7¢561¢872329 | available | snv02 2 None
eee05c17-af 22-4a33-a6d9-cfa994fecbb3 | available | cps-production-7.9.9-SNAPSHOT.iso | 3 None

For the kernel upgrade, oncethe Arbiter deployment is complete and the output of di agnost i cs. sh command
displays no errors, execute the following command from Cluster Manager to ensure that the kernel version

is upgraded.

/var/qps/install/current/scripts/upgrade/reinit.sh

This command prompts for reboot choice. Please select Y for the same and proceed.

Multiple Arbiter Installation - OpenStack

Step 1

Example:

- title: "SESSION-SET1"

set Name: "set 01"
opl ogSi ze: "5120"
arbiters:

- "arbitervip:27717"

- "sessionngril3: 27717"

- "sessionngrl4:27717"
ar bi t er Dat aPat h:
menber s:

- "sessionngr01: 27717"

- "sessionngr02: 27717"

- "sessionngr03: 27717"
dat aPat h: "/var/data/sessions. 1/1"
hot St andBy: "true"
shardCount: "4"
seeds:

[ GRnstallation - OpenStack

Update the arbiter member information in YAML file.

"/var/ dat a/ sessi ons. 1"

"sessi onngr 01: sessi onngr 02: 27717, sessi onngr 02: sessi onngr 03: 27717"
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Note Hotstandby replica sets must be on different ports.

Step 2 L oad the updated YAML file in Cluster Manager.
» Endpoint and Resour ce: http://<Cluster Manager |1P>:8458/api/system/mongo/config
» Header: Content-Type: application/yaml
* Method: PUT/GET (PATCH for creation and deletion of replica-set)
* Payload: Include the YAML configuration file in the PATCH request. The entire contents of the configuration
(same asin Step 1, on page 8) must be included.
Step 3 Add arbiters from loaded YAML file.
» Endpoint and Resour ce: http://<Cluster Manager |P>:8458/api/system/mongo/action/addM embers
» Header: Content-Type: application/yaml
* Method: POST (PATCH for creation and deletion of replica-set)

* Payload: None

Note This API returns immediately and does not wait for the arbiters to be added.

Step 4 Check the configured replica-set in mongo.
« Endpoint and Resource: http://<Cluster Manager 1P>:8458/api/system/config/replica-sets
» Header: Content-Type: application/yaml
* Method: GET

* Payload: None

Step 5 Check the mongo configuration.
« Endpoint and Resour ce: http://<Cluster Manager 1P>:8458/api/system/mongo
» Header: Content-Type: application/yaml
* Method: GET

* Payload: None

Configuration Parameters - GR System

gr Conf i g section under appl i cat i onConf i g holds configuration for all GR related configurations. The
following parameters can be defined in the CPS configuration file for GR system.

All parameters and val ues are case sensitive.
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\)

Note Beforeloading the configuration file to your CPS cluster, verify that the YAML file uses the proper syntax.

Various configuration fileslike, gns.conf, mon_db* related configuration files, gr_cluster.conf files have been
modified to support GR installation using API.

e policyServerConfig
« dbMoni t or For Qns
e dbMoni t or For Lb

eclusterlnfo

policyServerConfig

pol i cySer ver Conf i g holds configuration for / et ¢/ br oahdop/ gns. conf file and supported
parametersin it.

Inpol i cyServer Confi g, anew parameter depl oynment Type has been added which is not a part of
gns. conf filewhichisused for validation of gns. conf file parameters. It can have valuesfor HA or GR
deployments. By default, the valueis set to GR. In case of GR, validation for required parametersin
configuration will happen.

For the parameter descriptions, consult your Cisco Technical Representative.

Table 1: policyServerConfig Parameters

qns.conf Parameter Corresponding Parameter in policyServerConfig
-DGeoSiteName geoSiteName

-DSiteld siteld

-DRemoteSiteld remoteSiteld
-DheartBeatMonitorThreadSleepM S heartBeatM onitor ThreadSleepM S
-Dcom.mongodb.updaterConnectTimeoutM S mongodbupdater ConnectTimeoutM S
-Dcom.mongodb.updaterSocket TimeoutM S mongodbupdaterSocketTimeoutM S
-DdbConnectTimeout dbConnectTimeout
-Dmongo.client.thread.maxWaitTime threadMaxWaitTime
-DdbSocketTimeout dbSocket Timeout
-DclusterFailureDetectionM S clusterFailureDetectionM S
-Dremote.locking.off remotel ockingOff
-DapirouterContextPath apirouterContextPath

[ GRnstallation - OpenStack
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dbMonitorForQns and dbMonitorForLb .

qns.conf Parameter Corresponding Parameter in policyServerConfig
-Dua.context.path uaContextPath
-Dcom.cisco.baance.dbs balanceDbs

-DsprLocal GeoSiteTag sprLocal GeoSiteTag
-Dbalancelocal GeoSiteTag balancel.ocal GeoSiteTag
-DsessionL ocal GeoSiteTag sessionl ocal GeoSiteTag
-DclusterPeers clusterPeers

-DgeoHA SessionL ookupType geoHaSessionL ookupType
-DisGeoHAEnabled isGeoHaEnabled

-DmaxHash maxHash
-DdbSocketTimeout.remoteBalance dbSocket TimeoutRemoteBalance
-DdbConnectTimeout.remoteBalance dbConnectTimeoutRemoteBal ance
-Dmongo.connections.per.host.remoteBalance mongoConnHostRemoteBalance
-Dmongo.threads.allowed.to.wait.for. waitThreadNumRemoteBalance

connection.remoteBalance

-Dmongo.client.thread.maxWaitTime.remoteBal ance threadWaitTimeRemoteBalance

-DdbSocketTimeout.remoteSpr dbSocketTimeoutRemoteSpr
-DdbConnectTimeout.remoteSpr dbConnectTimeoutRemoteSpr
-Dmongo.connections.per.host.remoteSpr mongoConnHostRemoteSpr

-Dmongo.threads.allowed.to.wait.for.connection.remoteSp | waitThreadNumRemoteSpr

-Dmongo.client.thread.maxWaitTime.remoteSpr threadWaitTimeRemoteSpr
-DenableReloadDictionary enableRel oadDict
-Dcom.broadhop.q.if replicationlface
-DRemoteGeoSiteName remoteGeoSiteName
-Dcom.broadhop.run.clusterld clusterld

dbMonitorForQns and dbMonitorForLb

dbMoni t or For Qns holdsconfigurationfor/ et ¢/ br oadhop/ non_db_f or _cal | nodel . conf file
and supported parametersin it.
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Note

clusterinfo

The YAML fileisused to updatethenon_db_f or _cal | nodel . conf fileand not to overwrite/delete
the existing entries.

dbMoni t or For Lb holds configuration for / et ¢/ br oadhop/ non_db_for _| b_fail over. conf
file and supported parametersin it.

appl i cati onConfi g:
dbMbni t or For Lb:
set Name:
- "SPR- SET1"
- " BALANCE- SET1"
- "SESSI O\- SET1"
- "ADM N- SET1"
dbMbni t or For (ns:
stopUapi: "true"
set Name:
- "SPR- SET1"
- " BALANCE- SET1"
- "SESSI O\- SET1"

nmonQnsLB: "true" must be added under confi g: (api/ systeni confi g/ confi g) sectionin YAML
file to stop Policy Server (QNS) processes from 1b01/Ib02 when all the policy services are down (that is,
gns01,02..n). Once policy server processes from Ib01/Ib02 go down, above configuration make sure that the
traffic switchover takes place.

For mon_db* config, set Nane isan array of set names and correspondstotitie in YAML for repl i caSet
configuration. The following is an example configuration:

" SESSI ON- SET1"
"set 01"
"1024"

---- title:
set Name:
opl ogSi ze:
arbiters:

- "arbiter-site3:27717"
ar bi terDataPat h: "/var/data/ sessions. 1"
pri mar yMenbers:

Todisable palicy director (Ib) monitoring scripts, you can add empty configuration under dbMoni t or For Lb
and dbMoni t or For Qns. An example of empty configurationsis as follows:

dbMoni t or For Lb:
set Name: []
dbMoni t or For ns:
stopUapi: "fal se"
set Name: []

This can be written to a YAML file and config PATCH APl must be called.

http://<cl uman-i p>: 8458/ api / systeni confi g/ application-config

cl ust er | nf o section under gr Conf i g holds configuration for gr _cl ust er. conf fileand supported
parametersin it.

YAML will have following format for clusterinfo:
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Example Requests and Response .

« remotePcrfclient011 P: Specifies remote sites perfclientO1 IP. You can specify 1Pv4 or |1Pv6 address.
« remotePcrfclient02I P: Specifies remote sites perfclient02 IP. You can specify 1Pv4 or |Pv6 address.

Note If you want to use IPv6 address of pcrfclient, then it hasto be done in [] brackets.

For Example (for IPv6):

gr Confi g:
clusterlnfo:
renotePcrfclient0ll P: "[fd0O: 854::231]"
renotePcrfclient02l P: "[fd0O: 854::232]"

When user specifies cluster info details, local site details are fetched from existing configuration and based
onalinformationgr _cl ust er. conf isupdated which popul ates admin database with cluster information.

Example Requests and Response

Retrieve Current Configuration

To retrieve (GET) the current configuration:

» Endpoint and Resour ce: http://<Cluster Manager |P>:8458/api/system/config/application-config

If HTTPS s enabled, the Endpoint and Resource URL changesfrom HTTP to
HTTPS. For more information, refer to HTTPS Support for Orchestration API

section in CPSInstallation Guide for OpenStack.

» Header: Content-Type: application/yaml
e Method: GET

* Payload: Thereisno payload.

» Example Response (YAML format):

pol i cyServer Confi g:

geoSiteNane: "SI TEL"

clusterld: "Custer-SITEL"

siteld: "SITE1l"

renmoteSiteld: "SI TE2"

hear t Beat Moni t or Thr eadS| eepMs: " 500"

nongodbupdat er Connect Ti neout Ms: " 1000"

nongodbupdat er Socket Ti meout Ms: " 1000"
dbConnect Ti neout: "1200"

t hreadMaxWai t Ti me: "1200"

dbSocket Ti neout: "600"

renot eLocki ngof f: "

api rout er Cont ext Path: ""

uaCont ext Path: ""

bal anceDbs: ""

* Response Codes: 200 OK: success; 400: The request isinvalid; 500: Server Error
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clusterPeers: ""

i sGeoHaEnabl ed: "true"
geoHaSessi onLookupType: "real nt
enabl eRel oadDi ct: "true"
sprLocal GeoSi teTag: "SI TE1"

bal ancelLocal GeoSiteTag: "SI TEL"
sessi onLocal GeoSi teTag: "SI TE1"
depl oynment Type: "GR'

dbMoni t or For Qns:
stopUapi: "true"
set Nane:
- "SESSI ON- SET1"
dbMoni t or For Lb:
set Nane:
- "SESSI ON- SET1"

A\
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Note

In case thereisan error in configuring geoHaSessi onLookupType, CPS behaves
incorrectly and drop messages. The following logs come continuously if thereis

an error in the configuration:

CGeoHA i s enabl ed, unknown | ookuptype is confi gured:

<>, Possi bl e val ues are...

Update Configuration

When this API call completes, the Cluster Manager configuration is updated and all new VMs are deployed

asynchronousdly.

\}

Note The amount of time needed to complete the process depends on the number of VMs being deployed.

UsethisAPI toload an updated configuration on the CPS Cluster Manager: You can specify thisconfiguration
during fresh install time or also at alater stage once system is deployed using PATCH. The following
information gives details about PATCH method:

» Endpoint and Resour ce: http://< Cluster Manager | P>:8458/api/system/mongo/config/application-config

N

Note

If HTTPS s enabled, the Endpoint and Resource URL changesfrom HTTP to
HTTPS. For more information, refer to HTTPS Support for Orchestration API

section in CPSInstallation Guide for OpenStack.

» Header: Content-Type: application/yaml

* Method: PATCH

* Payload: Include the YAML configuration file in the PATCH request. The entire contents of the
configuration must be included.

* Response Codes: 200 OK: success; 400: The request isinvalid; 500: Server Error

Example Response (YAML format):

[ GRnstallation - OpenStack



| GRInstallation - OpenStack
Example Requests and Response .

A\

Note After using this API to load the updated configuration, you must apply the
configuration.

curl -i -X PATCH http://installer: 8458/ api/system config/application-config -H
"Cont ent - Type: application/yam " --data-binary @mwondblb. yamn

HTTP/ 1.1 200 OK
Date: Fri, 19 Aug 2016 10:31:49 GV
Content - Length: O

cat nondbl b. yan : The following is an example request to change mon_db* script configuration:
dbMoni t or For Lb:
set Name:

- ADM N- SET1
- BALANCE- SET1
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