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Preface
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• Conventions (all documentation), on page xviii
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• Important Notes, on page xix

About This Guide
This document is a part of the Cisco Policy Suite documentation set.

For information about available documentation, see the CPS Documentation Map for this release at Cisco.com.

Audience
This guide is best used by these readers:

• Network administrators

• Network engineers

• Network operators

• System administrators

This document assumes a general understanding of network architecture, configuration, and operations.

Additional Support
For further documentation and support:

• Contact your Cisco Systems, Inc. technical representative.

• Call the Cisco Systems, Inc. technical support number.

• Write to Cisco Systems, Inc. at support@cisco.com.
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• Refer to support matrix at https://www.cisco.com/c/en/us/support/index.html and to other documents
related to Cisco Policy Suite.

Conventions (all documentation)
This document uses the following conventions.

IndicationConventions

Commands and keywords and user-entered text
appear in bold font.

bold font

Document titles, new or emphasized terms, and
arguments for which you supply values are in italic
font.

italic font

Elements in square brackets are optional.[ ]

Required alternative keywords are grouped in braces
and separated by vertical bars.

{x | y | z }

Optional alternative keywords are grouped in brackets
and separated by vertical bars.

[ x | y | z ]

A nonquoted set of characters. Do not use quotation
marks around the string or the string will include the
quotation marks.

string

Terminal sessions and information the system displays
appear in courier font.

courier font

Nonprinting characters such as passwords are in
angle brackets.

< >

Default responses to system prompts are in square
brackets.

[ ]

An exclamation point (!) or a pound sign (#) at the
beginning of a line of code indicates a comment line.

!, #

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.Note

Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

Caution

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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IMPORTANT SAFETY INSTRUCTIONS.

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing
accidents. Use the statement number provided at the end of each warning to locate its translation in the
translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Warning

Regulatory: Provided for additional information and to comply with regulatory and customer requirements.Note

Communications, Services, and Additional Information
• To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

• To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

• To submit a service request, visit Cisco Support.

• To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

• To obtain general networking, training, and certification titles, visit Cisco Press.

• To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that
maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Important Notes

Any feature or GUI functionality that is not documented may not be supported in this release or may be customer
specific, and must not be used without consulting your Cisco Account representative.

Important
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C H A P T E R 1
Policy Builder Overview

• Overview, on page 1
• Reference Data, on page 2
• Services, on page 3
• Policies, on page 3
• Accessing the Policy Builder, on page 7
• Policy Builder Field Value Validation, on page 8

Overview
Cisco Policy Suite (CPS) provides a framework for building rules that can be used to enforce business logic
against policy enforcement points such as network routers and packet data gateways. For example, a prepaid
customer (one who pays as they go) might be denied service or prompted to top-up when their quota has
expired, whereas a postpaid customer (one who has an ongoing billing relationship with the service provider)
might only have their service downgraded or be automatically billed for additional data when their particular
quota has expired.

CPS allows service providers to create policies that are customized to their particular business requirements
through the use of the CPS Policy Builder, a web-based tool with a graphical user interface (GUI) that allows
for rapid development of innovative new services.

The Policy Builder GUI supports both configuration of the overall CPS cluster of virtual machines (VMs) as
well as the configuration of services and advanced policy rules. The following sections introduces the main
aspects of the PB GUI as laid out in three tabs on the upper right of the interface: Reference Data, Services
and Policies.

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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Figure 1: Cisco Policy Guilder GUI

Reference Data
The Reference Data tab of the PB GUI provides access for configuring various aspects of the system in order
to make the system ready for operation. Reference Data are used to not only configure the system, but are
also used to provide settings and parameters that are referenced by policy rules across various services; for
example, Account Balances and Notifications are configured as Reference Data but are then referenced and
reused by multiple services as needed. Details of the various Reference Data configuration options are
described in more detail in other chapters of this guide.

The Reference Data tab contains static system, network, and template definition. It is not directly related to
policy, services, or use cases, but does define the reference points for the following types of information:

• Systems, cluster, and instance data

• Jdbc query string definitions

• Balance and quota definitions

• Diameter agents, clients, and defaults information

• Query strings

• Custom reference data tables (custom look up tables such as apn names)

• Notification addresses and text templates

• Policy reporting criteria

• Subscriber data repositories

• Tariff switch times

• Fault list - For more information, refer to CPS Operations Guide for this release.

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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Services
The Services tab allows for creation of reusable policy rules that control how subscribers are granted network
services, quota and notifications. Services are broken down into three core areas: Domains, Services and Use
Case Templates. The following section provides an overview of the Services tab, however detailed instructions
on how to build a service are covered in later chapters of this guide.

The creation of a new service begins with creating a Use Case Template (UCT) for the service. UCTs consist
of Service Configurations specific to the service that will be created. For example, a Service Configuration
might provide for the setup of a Gx Rule or Basic QoS. The UCT is also used to configure Use Case Initiators
(UCI) which are instructions on when a specific Service Configuration should be in effect. An example of the
UCI might be “only send this Gx Rule when the account balance is depleted”. Multiple UCIs can be configured
for each Service Configuration allowing for complex logic as to when the configuration should or should not
be in effect.

Once a UCT and associated UCIs are defined, it becomes the basis for Service Options, which are specific
instances of the UCT that are populated with data specific to the service. Multiple Service Options can be
created from a single UCT; for example, a UCT that provides for passing QoS parameters can be reused with
different QoS values for different customers. Multiple Service Options can be layered to create the end Service.

Figure 2: Services tab

The Domains panel within the Services tab handles the initial interaction of the client device with the policy
engine, and covers tasks including client authentication, default provisioning of unknown clients and qualifying
a client for particular system defaults and services.

For more information on the Services tab, refer to the Services, on page 231 chapter.

Policies
While the Services tab, through Use Case Templates and Service Options, makes it easy to create reusable
and extensible services, the Policies tab allows direct access to the underlying policy engine. The Policies
tab holds the CPS core system Blueprint, which is composed of various Extension Points that break the policy
engine flow into sections that occur within the execution of the policy. For example, the point in the policy flow

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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where a Gx connection is received, parsed, and processed before the point in the policy flow where the related
subscriber data is evaluated.

Within the various Extension Points are Policies that define Conditions (events and data from the policy flow
and external systems) that can then trigger Actions (manipulation of data and communication back to external
systems).

Note that the configuration of services for most deployments will be handled through use of the Reference
Data and Services tabs; advanced policies as defined on the Policies tab and discussed above are only required
for complex deployments. It is recommended that only experienced users access the Policies tab as errors in
custom policies can have negative impact on the operation of the system. Detailed discussion of custom
policies is outside of the scope of this document.

By default, the Policies and Blueprint tabs are disabled.

The Policy Builder offers the Blueprint section under Policies tab to enable Cisco recommended changes to
the Policy Engine. Changes made without Cisco guidance are not supported and can result in poor performance,
platform instability, or reduced capacity.

Important

Enabling POLICIES tab

In Policy Builder, Tools > Preferences to open Preferences pop-up window.

Figure 3: Preferences - Policies

Select Show Policies (custom configuration) editing options? and click Apply.

Warning pop-up dialog box opens up.

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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Figure 4: Warning

Click Accept so that POLICIES tab is visible in Policy Builder.

Enabling BLUEPRINTS tab

For BLUEPRINTS tab to be visible in Policy Builder, Show Policies (custom configuration) editing options? must
be checked.

Select Show blueprint editing options? and click Apply.

Figure 5: Preferences - Blueprints 1

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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Figure 6: Preferences - Blueprints 2

Warning pop-up dialog box opens up.

Click Accept so that BLUEPRINTS tab is visible in Policy Builder.

In case the POLICIES checkbox is unchecked while BLUEPRINTS checkbox is checked, the BLUEPRINTS
checkbox is unchecked forcefully and the BLUEPRINTS tab is not visible.

Note

Summary of Policy Tab Capabilities
• Conditional rules within specified Extension Points (Condition/Action)

• Trigger specific actions from an extensive catalog of Use Case Initiators

• Evaluate and manipulate session data as part of making policy decisions and returning services data to
downstream systems

Advantages
• Allows for handling complex policy situations without writing custom code

• Support for custom or unusual business rules

Considerations
• Building custom policies requires a deep understanding of the call flow and underlying CPS platform

• Due to the flexibility of the Policy Builder, it is possible to create conflicting policies that can have a
negative impact on system performance

CPS Mobile Configuration Guide, Release 20.2.0 (3)
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Accessing the Policy Builder
The Policy Builder is the web-based client interface for the configuration of policies to the Cisco Policy Suite.
Initial accounts are created during the software installation with the default CPS install username asqns-svn
and password as cisco123.

URL to Access Policy Builder Interface:

• For HA: https://<lbvip01>:7443/pb

• For AIO: http://<aio_ip>:7070/pb

The Policy Builder provides a PAM based and SVN based authentication mechanism to support the
authentication of Linux user credentials. The disablePamAuthentication flag is used to enable or disable
user login and to perform PAM based authentication.

The following tables describes the user roles and credentials supported:

Table 1: User Roles and Authentication Mechanism

Authentication MechanismUser RolesUser Access to
Policy Builder

SVN accessLinux access

PAM (Linux Systems) (set
disablePamAuthentication = false)

Read onlyYesNot an SVN userRead/Write

PAM (Linux Systems) (set
disablePamAuthentication = false)

Read onlyYesNot an SVN userRead only

PAM (Linux Systems) (set
disablePamAuthentication = false)

AdminYesRead/WriteRead/Write

PAM (Linux Systems) (set
disablePamAuthentication = false)

Read onlyYesRead onlyRead/Write

PAM (Linux Systems) (set
disablePamAuthentication = false)

AdminYesRead/WriteRead only

PAM (Linux Systems) (set
disablePamAuthentication = false)

Read onlyYesRead onlyRead only

SVN (set disablePamAuthentication
= true)

Read onlyYesRead onlyNot a Linux
user

SVN (set disablePamAuthentication
= true)

AdminYesRead/WriteNot a Linux
user

PAM/SVNInvalid
username or
password error

NoNot an SVN userNot a Linux
user

CPS enables users to be aware of its current privileges while accessing Policy Builder as described below:

• If a user has read-write privilege then ADMIN is displayed adjacent to user name in the GUI.

CPS Mobile Configuration Guide, Release 20.2.0 (3)
7

Policy Builder Overview
Accessing the Policy Builder



• If a user has read-only privilege then READONLY is displayed adjacent to user name in the GUI.

The hostname is displayed in the login dialog box and system banner to differentiate between open windows
while performing any operation of the CPS system. It indicates which system is being modified and prevents
any errors or misconfigurations.

The hostname is displayed when the parameter -Dhostname=lab is configured in pb/qns.conf files. If it is not
configured in the qns.conf file, it is displayed as a result of the command "hostname" on the server.

The hostname is displayed in the login panel only when the following argument is set to true:

-DshowSitenameLogin

Enable TACACS+ authentication for Policy Builder by enabling PAM authentication (set
-DdisablePAMAuthentication to false) and enabling TACACS+ along with tacacs_on_ui flag set to true in
Configuration.csv file.

Enabling Logout Option

To enable the logout option in Policy Builder, the following parameter must be configured in
/etc/broadhop/pb/pb.conf file.

• –DlogoutLinkVisibility

To view the Logout link on Policy Builder banner, set the parameter to true value.

To support backward compatibility, -DlogoutLinkVisibility flag is not present in pb.conf by default. If
flag is not present, then the value is considered as false.

When the parameter is configured or updated, restartall.sh is required.

Executing restartall.sh will cause messages to be dropped.Caution

Policy Builder Field Value Validation
The Policy Builder uses the eCore framework to configure UI fields and their data types. The Policy Builder
validation is triggered when a field is updated. The validation depends on the data type and valid value that
you have defined for the field.

When you start the Policy Builder, the last recorded valid value defined in the eCore is set as the default value.
If the value is not set in the eCore, the valid value is taken based on the eCore data type. For numeric data
types, the Policy Builder displays 0 as a default value. For string data types, the Policy Builder displays null
(empty) as a default value.

The Policy Builder validates the value that is configured in the field.

When you enter a value in the field and the value passes validation, the newly entered value is recorded as
the last valid value. If the validation fails, the last recorded valid value is reverted.
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C H A P T E R 2
Basic Systems Configuration

• Overview, on page 9
• Policy Builder Repository Configuration, on page 9
• System Configuration, on page 25

Overview
The Cisco Policy Suite provides the Policy Builder as an interface for policy management. Policies translate
a Service Provider’s business rules into actionable, logical processing methods that the Cisco Policy Suite
enforces on the network.

The Cisco Policy Suite ships with some standard base policies that serve as a starting point for customization
to suit a Service Provider's specific business rules.

Policy Builder Repository Configuration
The Policy Builder uses a Subversion version control repository to store the configuration data created in the
UI. The data entered in the UI is translated into XML (Eclipse Modeling Framework xmi files) when saved.

As work is done in the UI, changes are saved to a temporary directory on the pcrfclient01. (The directory is
specified in the Repository configuration dialog.) Therefore, you can log out and back in and the latest changes
will remain. However, if someone else makes a change and commits, then your local changes are lost.

There are two options for saving configuration changes:

• Publish to Runtime

• Save to Client Repository

When saving to the client repository, the configuration is pushed to Subversion, but it is saved in a client only
repository and not copied over to the runtime environment repository. If you 'Publish to Runtime', the
configuration is saved to the client repository and also copied to the runtime environment repository. The CPS
servers check the runtime environment repository for changes and will update automatically when changes
are committed.
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Best Practices

Typically, publishing configuration changes to a lab environment to run tests is best. And then when satisfied
with the test results, you can publish the new configuration to a production environment.

Revert

As Subversion is a source code tracking repository, each version of a configuration is numbered and stored
in the Subversion repository history. Therefore, it is also possible to revert to any version of a configuration.
The Policy Builder does not have a way to do this via the GUI, but using the Subversion command line tools,
any version of the configuration can be made the current revision. For more information, refer to Subversion
documentation for how to use the command line tools.

Default Repositories
The CPS deployment installs Subversion and creates a default client and runtime repository. The Subversion
repositories are synced using Subversion's Master/Slave replication between the pcrfclient01 and pcrfclient02
nodes.

• Client - http://pcrfclient01/repos/configuration

• Runtime - http://pcrfclient01/repos/run

The Policy Builder start screen shows a dialog that lets you define repositories and choose a repository to
check out for editing. A repository definition named “Repository” is installed by default and uses the default
client repository (http://pcrfclient01/repos/configuration). The default PB user (qns-svn) with the default
password is also setup.

Figure 7: Choose Policy Builder Data

Adding a Client Repository Definition

Step 1 Start Cisco Policy Builder.
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Step 2 In the Choose Policy Builder data repository ... dialog box, select Add New Repository from the drop-down list.

Figure 8: Adding a New Repository Definition

The Repository dialog box appears.

Figure 9: Repository Configuration Fields

The following parameters can be configured under Repository:

Configure the parameters according to the network requirements.
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Table 2: Repository Parameters

DescriptionParameter

This required field uniquely identifies your repository's site with a name.

We recommend the following format for naming repositories:
customername_project_date, where underscores are used to
separate customer name, project and date. Date can be entered in the format:
MMDDYYYY.

Note

Name

Enter a username that is configured to view Policy Builder data. The password can be
saved for faster access, but it is less secure. A password, used with the Username,
permits, or denies access to make changes to the repository.

Username and Password

Select this check box to save the password on the local hard drive. This password is
encrypted and saved as a cookie on the server.

Save Password

You can have several branches in the version control software to save different versions
of configuration data. Create a branch in the version control software before assigning
it in this screen.

Enter the URL of the branch of the version control software server that is used to
check-in this version of the data.

Url

This value do not need to be changed.

This is the location on the hard drive where the Policy Builder configuration objects
are stored in version control.

When you click either Publish or Save to Repository, the data is saved from this directory
to the version control application specified in the Url text field.

The field supports the following characrters:

• Uppercase: A to Z

• Lowercase: a to z

• Digits: 1 to 9

• Non-alphanumeric: /

The user needs to provide the specified characters above.Note

Local Directory

Select this check box to see if the values for Username, Password, or the URL are
legitimate and unique. If not, the screen displays an error message and provides a
chance to correct the errors.

Validate on Close

Removes the display of the repository in Cisco Policy Builder.

The remove link here does not delete any data at that URL. The local directory
is deleted.

Note

Remove

Step 3 Click OK to save your work to the local directory.
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When your change screens, Cisco Policy Builder automatically saves your work. Cisco recommends saving
your work to the local directory by clicking on the diskette icon on the Policy Builder GUI or CTRL-S on the
keyboard.

Note

Step 4 If you are ready to commit these changes to the version control software, select File > Save to Client Repository on the
Policy Builder home screen.

Editing a Client Repository Definition
Use this procedure to change any of the following details of client repository:

• Client repository name

• Username, password, and password save mechanism

• Client repository temporary save URL

• Client repository local directory save file path

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Edit button.
Step 4 In the Repository dialog box, make the required changes.
Step 5 Click OK to save the changes to the repository definition.

Removing a Client Repository Definition
This procedure removes a repository from Cisco Policy Builder. This procedure does not delete the actual
Subversion repository, just the definition for access in the Policy Builder.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click Remove. A confirmation dialog box appears.
Step 4 Click OK to delete the repository.

Saving Policy Builder Configuration Data to a Client Repository

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click OK to open the Policy Builder GUI.
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Step 4 Make the necessary modifications in the Policy Builder.
Step 5 To save the modifications done, select File > Save to Client Repository, or click the diskette icon on the Policy Builder

GUI or use CTRL-S on the keyboard.
Step 6 Enter a commit message for the modifications done.
Step 7 Click OK. The modified configurations are saved to the client repository for later updating and publishing to the runtime

environment.

Auto Save Policy Builder Configuration Changes

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click OK to open the Policy Builder GUI.
Step 4 Make changes to configuration data as necessary. For example, if you move from configuration to another configuration

without saving the changes, a pop-up Are you sure? dialog box for saving the changes is displayed.
Step 5 Click Yes to save the changes. If you want to disable this notification, click Tools > Preferences. This opens Preferences

window.

Figure 10: Preferences

Step 6 Check Expert Mode (silently auto-save changes) flag to enable auto-save option.
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By default, the flag is not checked. You have to check it in order to turn off the Are you sure? save prompt.

Figure 11: Are you sure?

Note

If the flag is not checked, the following options are displayed when updating/creating/copying an object:

• Updating an Object: While updating an object the PB asks Do you want to save this object? with option buttons as
OK and Cancel. If you click OK, the data being worked on is saved and if you click Cancel, the data being worked on
is not saved to the repository.

• Creating an Object: While creating an object the PB asks Are you sure you want to create this object? with option
buttons as OK and Cancel. If you click OK, the new object is created with the default values and if you click Cancel,
the object is not created.

• Copying an Object: While copying an object the PB asks Are you sure you want to copy this object? with option
buttons as OK and Cancel. If you click OK, the object is copied and if you click Cancel, the object is not copied.

• This prompt is also displayed for File menu options when you use Publish to Runtime Environment or Save to Client
Repository....

Step 7 Once flag is checked, click Apply and OK to save the changes.

Publishing the Client Repository
To put changes into effect and have the Cisco Policy Builder server recognize the configuration changes made
in your client session, use the Publish option and save the changes to the server repository.

To save the practice version, publish the client repository to the server. This is the version the server uses for
production.

Note

Do not publish to the Policy Builder unless you are completely satisfied with the configuration data in your
client repository.

• Use the Policy Builder interface to either commit or set up a commit repository.

• Verify your work either by going to a web browser or by looking at the config.properties file.

• Unpublish with an SVN delete and restore.

When you are ready to put your Policy Builder changes into production, you need to publish them to Subversion.
This preserves version history.
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CPS supports to save the unpublished commit messages in a property file into the file system. This file is saved
in the user directory under the selected repository location. For different users, Policy Builder will generate
different property files.

Policy Builder saves the unpublished commit messages into the file system for the following cases:

• When loading Publish dialog box (File > Publish to Runtime Environment…) then saved commit message,
if any, appears for that user in Commit Message pane.

• While publishing the policy configuration, if publish fails then the entered commit message is saved into
the file system.

• While publishing the policy configuration, if publish succeeds then remove the message from file for the
logged in user.

• If you click Cancel on Publish dialog box then the entered commit message is saved into the file system.

• If you click Cross (x) on Publish dialog box then the entered commit message is saved into the file system.

• When loading Saving to Repository dialog box (File > Save to Client Repository…) then saved commit
message, if any, appears for that user in Commit Message pane.

• While saving to client repository, if operation fails then the entered commit message is saved into the file
system.

• While saving to client repository, if operation succeeds then remove the message from file for the logged
in user.

• If you click Cancel on Saving to Repository dialog box then the entered commit message is saved into
the file system.

• If you click Cross (x) on Saving to Repository dialog box then the entered commit message is saved into
the file system.

Step 1 To publish in Cisco Policy Builder, select File > Publish to Runtime Environment. The Publish dialog box appears.

Figure 12: Publishing to the Runtime Environment
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Step 2 If you have already set up the repository to publish to, just enter a commit message.
Step 3 If you have not set up the repository, select Add New Repository from the Publish to: drop-down list and enter the required

details for the new repository. For more information, refer to Adding a Client Repository Definition, on page 10.
Step 4 Verify the changes to Production repository:

• All changes are published to Subversion, so they are version-controlled and can be rolled back.

• To verify a publish as part of a troubleshooting process, take the URL seen in the previous screen and put it into a
web browser (you may need to substitute the IP). The password is the same as in Cisco Policy Builder.

• If a traditional web browser cannot access the system, you can use a command line browser from the CPS VM’s
URL.

Error Notification during Publishing
During publishing, if there are any errors, the Publish dialog box will display the list of unresolved errors.

Policy Builder does not report errors for read-only objects.Note

The errors are created in the session and are updated accordingly as the errors are resolved or are newly
introduced with respect to their IDs.

The format of error string is as:

<Object_Name> <Feature_Name> :: <Error_String>

You can select and copy one or more of the errors in the list and paste them into another window (for example,
in an email or in a file to mask the acceptable errors).

CPS Mobile Configuration Guide, Release 20.2.0 (3)
17

Basic Systems Configuration
Error Notification during Publishing



Figure 13: Publish - Unresolved Errors

If you click OK with any unresolved errors in the list then you are prompted with a confirmation asking if the
unresolved errors should be published to the repository.

Figure 14: Publishing with Errors - Override
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If you click No, then the publish does not happen.

If you click Yes then the commit message is amended to include a note that you have committed with # errors.
For example, “User forced the Publish with 3 unresolved errors: <user's commit message>”.

Masking Errors

You can mask the errors if needed where an error is reported by Policy Builder but can still be loaded by the
Policy Server. This allows configuration of CPS so that the specified errors are not displayed and you do not
ignore the list of unresolved errors and the real errors are not lost amongst a list of acceptable errors.

The file named maskPublishErrors.txt file is created in the folder /etc/broadhop/pb on Cluster
Manager (CM). After creating the file, run build_all.sh from CM to rebuild CPS package and push the changes
to each VM. The file is populated with the exact message displayed in the GUI. No wildcarding is allowed (so
as to prevent accidentally filtering out important messages). The GUI does not display any messages that are
in the maskPublishErrors.txt file. The GUI does not count any messages that are in the
maskPublishErrors.txt file. If all of the errors in the list are masked because they are in the file then
clicking OK in the Publish dialog will not cause the override dialog to be displayed.

Adding a Runtime Repository Definition
A repository definition named Publish Repository is installed by default and uses the default Runtime repository
(http://pcrfclient01/repos/run). The default Policy Builder user (qns-svn) with the default password is also
setup. The Runtime repository matches the value setup in the /etc/broadhop/qns.conf file.

The qns.conf file is read by all of the active Policy Server and Policy Director nodes and when the policy
server process starts up, it checks out the configuration from the Runtime repository.
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Figure 15: Runtime Repository Definition

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
Step 4 Make changes to Policy Configuration data as necessary.
Step 5 Select File > Publish to Runtime Environment....
Step 6 Use the drop-down list to select <Add New Repository>.

The Repository dialog box appears.
Step 7 Enter the necessary values and click OK to save your work.
Step 8 Enter a commit message and click OK to publish to the new repository.

Editing a Runtime Repository Definition

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
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Step 4 Make changes to Policy Configuration data as necessary.
Step 5 Select File > Publish to Runtime Environment....
Step 6 Use the drop-down list to select the desired repository.
Step 7 In the Repository dialog box, make your changes.
Step 8 Click OK to save the changes to the repository definition.
Step 9 Enter a commit message and click OK to publish to the new repository.

Removing a Runtime Repository Definition
This procedure removes a runtime repository definition from the Cisco Policy Builder. This procedure does
not delete the actual Subversion repository, just the definition for access in the Policy Builder.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
Step 4 Make changes to Policy Configuration data as necessary.
Step 5 Select File > Publish to Runtime Environment....
Step 6 Use the drop-down list to select the desired repository.
Step 7 Click Remove. A confirmation dialog appears.
Step 8 Click OK to delete the repository.
Step 9 Click Cancel to close the dialog box.

Saving Policy Builder Configuration Data to a Runtime Repository

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
Step 4 Make changes to Policy Configuration data as necessary.
Step 5 Select File > Publish to Runtime Environment....
Step 6 Use the drop-down list to select the desired repository.
Step 7 Enter a commit message.
Step 8 Click OK. The data will be saved to the client repository for later updating and publish to the runtime environment.

Switching to a Different Client Repository
You may have several variations of your client repository. One may reflect the configuration currently published
to the server. Another might be developed for test purposes.
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There are two ways to switch to a different repository:

• File > Switch Repository...

• File > Exit/Logout: You can select the required repository from Choose Policy Builder data repository...
dialog box.

When you click Ok after repository selection, a validation prompt Are you sure? is displayed.

• Select Discard to discard the uncommitted changes.

• Select Retain to retain the uncommitted changes.

If the dialog box is dismissed without clicking escape or close, the uncommitted changes are retained.

Reverting Changes
There are two main SVN repositories (repos) in the system.

• Repository publish which contains ONLY the currently running set of policies.

• Runtime repository which contains a copy of the currently running set of policies along with copies of all
previous sets.

To rollback Policy Builder changes, there are two methods:

• Rollback the configuration repository Policy Builder and then perform a publish as described in Unpublished
Changes, on page 22.

• Rollback the runtime repository Policy Builder uses and the configuration repository Policy Builder uses.

For more information, refer to Published Changes, on page 22.

Unpublished Changes
If you do not want to save the changes, click the Revert link on the Policy Builder start window. All changes
that have not been committed to a repository will be removed.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Revert link. A confirmation dialog appears.

The Revert link is only available if there are uncommitted local changes.

Step 4 Click OK to revert changes to the repository definition.

Published Changes

Step 1 Check the configuration repository name Policy Builder uses (config_repo). To check the name, use the following steps:
a) Open a browser and enter the URL of the Cisco Policy Builder.
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b) In the Choose Policy Builder data repository... dialog box, click Edit.

Figure 16: Choose Policy Builder Data Repository

c) In the Repository dialog box, look at the contents of the Url field to see the repository name used by the Policy Builder.
For example, it is configuration.

Figure 17: Repository

d) Record the Policy Builder repository name (config_repo). For example, it is configuration.

Step 2 To locate the ‘r’ number in the repository used by Policy Builder, execute the following command:

svn log http://pcrfclient01/repos/<config_repo> | more

The <config_repo> value comes from Step 1.d, on page 23.

The following is an example of the svn log command, where <config_repo> is configuration as shown in Step 1.d, on page
23.

CPS Mobile Configuration Guide, Release 20.2.0 (3)
23

Basic Systems Configuration
Published Changes



svn log http://pcrfclient01/repos/configuration | more
------------------------------------------------------------------------
r367 | qns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
second try
------------------------------------------------------------------------
r364 | qns-svn | 2015-06-17 15:46:19 -0600 (Wed, 17 Jun 2015) | 1 line
corrected java issue
------------------------------------------------------------------------
r361 | qns-svn | 2015-06-16 15:38:28 -0600 (Tue, 16 Jun 2015) | 1 line

Added new Policies
------------------------------------------------------------------------
r358 | qns-svn | 2015-06-16 15:06:57 -0600 (Tue, 16 Jun 2015) | 1 line
""
------------------------------------------------------------------------
r355 | qns-svn | 2015-06-16 14:58:41 -0600 (Tue, 16 Jun 2015) | 1 line
""
------------------------------------------------------------------------
r352 | qns-svn | 2015-06-16 14:52:29 -0600 (Tue, 16 Jun 2015) | 1 line

a) In the example above, the comment we are looking for is in r361 which is the ‘r’ number we want to rollback to.
b) Record the config_repo ‘r_number’. In this example, it is r361.

Step 3 Execute the following command to delete the current version from the configuration repository Policy Builder uses:

svn delete http://pcrfclient01/repos/<config_repo> -m ‘deleting for rollback’

Use the <config_repo> value from Step 1.d, on page 23.

The following is an example of the svn delete command where <config_repo> is configuration.

svn delete http://pcrfclient01/repos/configuration -m ‘deleting for rollback’

Step 4 Execute the following command to restore the Policy Builder configuration repository to a previous version.

svn cp http://pcrfclient01/repos/<config_repo>@<r_number> http://pcrfclient01/repos/<config_repo> -m
‘rolling back to <r_number>’

The <r_number> value is from Step 2.a, on page 24 and the <config_repo> value is from Step 1.d, on page 23. The ‘-m’
option should be used to add a comment indicating what is being done.

The following is an example of the svn copy command with the <r_number> set to 361 and the <config_repo> set to
configuration:

svn cp http://pcrfclient01/repos/configuration@361 http://pcrfclient01/repos/configuration -m ‘rolling
back to 361’

Step 5 Execute the following command to verify if the rollback is successful:

svn log http://pcrfclient01/repos/<config_repo> | more

The <config_repo> value is from Step 1.d, on page 23.

The following is an example of the svn copy command:

svn log http://pcrfclient01/repos/configuration | more
----------------------------------------------------------------------
r367 | qns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
rolling back to 361
-----------------------------------------------------------------------

The output should have the ‘-m’ option's text entered in Step 4, on page 24 as the comment.Note
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Step 6 Open Policy Builder and verify the polices to which you have rolled back. Normally the customer should be able to verify
the policies in Policy Builder.

Step 7 Perform a publish in Policy Builder and make sure to add a comment indicating that the publish is being done to complete
the rollback. For example, “publishing to complete rollback to <r_number>”.

System Configuration
The Systems node in the Reference Data tab represents the Cisco Policy Suite runtime environment as it exists
in the network environment.

• System: There must always be at least one system defined in the Policy Builder. The system represents
the customer deployment. In HA, the system represents a set of PCRF clusters that share the same session
database. System is used to define any common things across the clusters, such as load balancing, and
so on.

• Cluster: Each system contains one or more clusters - each of which represents a single High-Availability
(HA) site environment. A cluster is used for define the configurations related to the blades. A cluster
shares the same set of policy directors (that communicates as a group). A customer can take a fully
installed PCRF and replicate it to a second cluster.

Each cluster can contain node instances. A node instance corresponds to a physical node in a deployment
cluster such as a session manager or Policy Director (load balancer). It is very rare that a deployed system
needs to have node instances configured in the Policy Builder. Configurations flow downhill, meaning
that if you define a Plugin Configuration for Unified API at the system level, each cluster and subsequently
each instance gets that configuration by default.

There are two types of clusters: HA and GR. This document discusses HA clusters. For information related
to GR clusters, refer to CPS Geographic Redundancy Guide for this release.

In an HA environment you should not make any configuration in Cluster node.Note

Plug-in configuration done at cluster level overrides the same definition at system level. For example, if you
configure Custom Reference Data at cluster level, it will override the Custom Reference Data configuration
done at system level.

There is a default deployment configuration for mobile. system-1 is the default system name and cluster-1 is
the default cluster name.

If a customer wants to change the system name, they need to change it in qns.conf
(/etc/broadhop/qns.conf) file also to reflect it in Policy Builder:

-Dcom.broadhop.run.systemId=<system name>

Adding a System
After installation, use this procedure to set up your Cisco Policy Builder by using an example populated with
default data. You can change anything that does not apply to your deployment.
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Step 1 Click the Reference Data tab, and then click the Systems node to display the Systems tree.

Figure 18: Systems Tree

Step 2 Click System... under Create Child: to open the System pane on the right side.

Figure 19: System Pane

Step 3 Fill in the Name field, and provide a description of this system. Enter the rest of the parameters based on your network
requirements.

Table 3: System Parameters

DescriptionParameter

The name of the CPS system.Name

Description of this entire system.Description

If no messages are received in x hours, the session will be removed.

The maximum value allowed for this parameter is 590 hours. However,
the combination of the number of hours specified for this parameter and
the number of minutes specified for the Session Expiration Minutes
parameter cannot exceed 35,400 minutes.

Note

Default value is 8.

Session Expiration Hours
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DescriptionParameter

If no messages are received in x minutes, the session will be removed.

The combined value of Session Expiration Hours multiplied by 60 plus
Session Expiration Minutes should not exceed 35,400.

Note

Default value is 0.

Session Expiration Minutes

Time in minutes that CPS keeps a session alive after the subscriber logs off. With
this, other network entities involved in the session can let the session close gracefully.

Default value is 0.

Timeout for Unknown Session

Determines the time in seconds during which a 'soft delete' session is maintained
for a CPS session after session stop.

Default value is 30.

Timeout For Soft Delete

This parameter is used to protect the session database from crashing. CPS does not
allow session creation when a current system session count exceeds the Session
Limit Overload Protection value.

The default value is set to 0 which infinitely accepts the Diameter messages and
CPS triggers alarms so that you change the value before session count goes beyond
the database capacity. This value must be replaced by session capacity that is
calculated for each deployment.

Default value is 0.

Session Limit Overload Protection value must be changed than using the
default value (0).

Note

The recommended value for Session Limit Overload Protection has to be
derived by Cisco Account representative for each deployment.

Note

Session Limit Overload Protection

Select this check box to allow two primary keys to be utilized by maintaining a map
of each separate primary key and storing the 'true' multi-primary key as a UUID
related to the two maps. Changing this setting has a negative performance impact
and should only be done at the request of the BU. Recommendation is to keep Enable
Multi Primary Key unchecked.

Default is unchecked.

Enable Multi Primary Key

Select this check box to enable number normalization under system configuration.
The following fields are displayed under Number Normalization List:

• Number Type - Type of IMSI/MSISDN.

• Number Length - Length of the normalized IMSI/MSISDN.

• Number Prefix - Prefix to be normalized from the number.

Enable Number Normalization

Click this link to create a cluster under this system.Cluster link

Click this link to make a copy of this system, with its clusters and instances.Current System Link
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Step 4 If the created system needs to be used, then after publishing, the following property needs to be updated in theqns.conf
configuration file:

-Dcom.broadhop.run.systemId=<system name>

where <system name> is the system name defined in the Step 3, on page 26.

Soft Delete Session
A soft delete session is an entry in the session database which maintains session data after session stop with
an auto-generated unique primary key, but still maintains needed secondary keys. This allows messages which
come after session stop to still be processed while also allowing a session with the same primary key to be
immediately created. The CPS code determines when soft delete sessions are required and what secondary
keys are needed.

Soft Delete Example (Mobile)

A Gx session with a Gy associated session exists. A Gx CCR-T is received that terminates the CPS session,
resulting in a soft-delete session which contains Gy session information and associated Gy secondary keys.
A Gy CCR-t is received and the soft-delete session is loaded and updated with the charging information through
the end of the session. After the soft delete timeout, the soft delete session is removed.

Adding an HA Cluster
This section describes how to add an HA cluster. Asystem, a cluster, and an instance are set up at install time.
If you have to change the cluster definition, or want to add more clusters, use these steps.

Step 1 In the REFERENCE DATA tab, under the Systems node, click your default system.
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Figure 20: System Configuration

Step 2 Under Actions, click the Cluster link to set up your cluster.

Since some data is relevant at the cluster level, you must always have at least one cluster (by default), even if it is a cluster
of one instance.

Configure the following cluster parameters.

Table 4: Cluster Parameters

DescriptionParameter

The name of the cluster. This name must correspond to the value stated in the
com.broadhop.run.clusterId parameter in qns.conf file on the Cisco Policy
Server.

Name

A brief description of the cluster.Description

Controls the write behavior of the Session Manager, and specifies for what errors
exceptions are raised. Db Write Concern defined in Cluster page applies only to Admin,
Trace, and Endpoint databases.

Select one of the following options from the drop-down list:

• OneInstanceSafe: The system waits for writing confirmation in primary member.

• TwoInstanceSafe: The system waits for writing confirmation in the primary and
one secondary member.

Default value is OneInstanceSafe.

For more information, see MongoDB documentation.

Db Write Concern
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DescriptionParameter

Specifies the time period, in milliseconds, to wait before starting failover database
handling.

Default value is 0 milliseconds.

Failover Sla Ms

Specifies the time limit, in milliseconds, for the Db Write Concern. This parameter is
applicable only if you select TwoInstanceSafe in Db Write Concern.

This parameter causes write operations to return with an error after the specified
limit, even if the required write concern eventually succeeds. When these write
operations return, MongoDB does not undo successful data modifications performed
before the write concern exceeded the replication wait time limit.

Default value is 100 milliseconds.

Replication Wait Time

Determines the size of the policy_trace database capped collection in megabytes.
The capped collection never grows higher than the configured size.

This parameter is applied to the Trace database.

Default value is 512.

For more information, see Policy Tracing and Execution Analyzer section in CPS
Operations Guide.

Trace Db Size Mb

This parameter is used to avoid querying same secondary keys.

Default vale is 60 minutes.

SK Evaluation Time In Minutes
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DescriptionParameter

Specifies the maximum number of internally generated transactions per second (TPS)
the system produces.

This parameter affects the RAR generated by CPS when they are triggered by an
internal time event (change of time or quota refresh).

For example, if the system needs to generate RAR messages to refresh quotas, the
max TPS for the creation of the RAR messages is limited by this value.

Default value is 2000.

Internal timer TPS is calculated based upon the value specified for Max Timer TPS
in Policy Builder, number of session shards, and number of Policy Server (QNS) VMs.

Max Timer Expired TPS = (Max Timer TPS / Number of Session Shards) * (Lower of
Number of Session Shards or Policy Server (QNS))

Here are examples that specify how the internal timer TPS is calculated:

a. When number of session shards are higher or same as number of QNS VMs: If
configured Max Timer TPS in Policy Builder is 2000, number of session shards
are 88 and number of QNS are 50. In this case, max TPS per QNS VM is 2000/88
(no. of session shards) = 22 (value in floored). Actual maximum timer TPS is 22 *
50 (no. of QNS) = 1100.

b. When number of session shards are lower than QNS VMs: If configured Max
Timer TPS in Policy Builder is 2000, number of session shards are 12 and number
of QNS are 20. In this case, max TPS per QNS VM is be 2000/12 (no. of session
shards) = 166 (value is floored). Actual maximum timer TPS is 166 * 12 (no. of
session shards) = 1992.

In case there is CPS blade expansion, Max Timer T P S parameter must to
be tuned to handle internal RAR TPS. For more information, contact your
Cisco Account representative.

Note

Max Timer T P S
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DescriptionParameter

Specifies the number of batches, or “buckets”, into which CPS divides the transactions
to be processed when the rate limiting TPS function of CPS is triggered. The rate
limiting feature is defined in the Max Timer T P S field above.

When a TPS rate limit condition is encountered, CPS divides the total number of
re-evaluation transactions to be processed by the number of buckets defined in this
field. CPS processes the transactions in each bucket, one by one, while also adding
a brief delay between the processing of each bucket. Refer to the Re-evaluation
diffusion interval parameter below to configure this delay.

This functionality prevents spikes in traffic when a large number of sessions qualify
for re-evaluation at the exact same time. This functionality only diffuses the rate at
which transactions are sent to the CPS policy engine. It does not wait for end-to-end
processing to occur.

To disable this functionality, set both Re-evaluation diffusion buckets and
Re-evaluation diffusion interval parameters to 0 (zero).

If the TPS rate limiting functionality has been disabled, this functionality is also
disabled.

Default value is 50 (buckets).

Re-evaluation diffusion buckets

Specifies the delay, in milliseconds, before processing the next bucket. Enter the sum
of all the delays between all the buckets.

Assuming Re-evaluation diffusion buckets is configured as 50, and the Re-evaluation
diffusion interval is configured as 20000 milliseconds, it introduces a delay of 408
milliseconds before proceeding with the next bucket of transactions.

Delay between buckets = Diffusion Interval (ms) / (Diffusion Buckets - 1)

Delay between buckets = 20000/49

Delay between buckets = 408 (ms)

Default value is 20 milliseconds.

With default configuration, there will be no diffusion. As 20/50 will be 0 (It ignores
decimal).

Re-evaluation diffusion interval (
in milliseconds )

Specifies the time period, in milliseconds, for the Policy Engine to wait between
sending each Broadcast Policy Message.

Default value is 50.

Broadcast Msg Wait Timer Ms

Specifies the maximum number of sessions that can be stored in each shard that has
been created within a Session Database Replica Set.

Value ‘0’ in this parameter means that monitoring is not implemented.

It is recommended to add new shards and rebalance sessions during
maintenance window.

Note

Default value is 0.

Max Sessions Per Shard
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DescriptionParameter

To improve Gx/Rx lookup and caching performance, we can add the lookaside key
prefixes. In order to identify the correct shard for subscriber lookup/query, the PCRF
needs to know the secondary key (which is internally stored in secondary key cache)
for mapping and the exact shard that will be queried for subscriber data. This helps
prevent the system from scanning/querying all the available shards in the system to
fetch the subscriber record. Reducing the data range for scanning/querying leads to
enhanced system performance.

The following keys should be added so that the secondary keys for session binding
are stored in the secondary key cache.

• diameter - This key should be added for local session affinity or when Sh interface
is in use.

• RxTGPPSessionKey - This key should be added only when Rx interface is used.

• FramedIpKey - This key should be added if Gx Session lookup is based on
IPADDRESS.

• framedIpV6PrefixKey - This key should be added if Gx Session lookup is based
on IPADDRESS.

• USuMSubscriberIdKey – This key should be added only when SPR is used.

• MSBMSubscriberIdKey – This key should be added only when balance is used.

• RxClientSessionKey - This key should be added if PAS health check feature is
enabled.

• imsiApnKey - This key should be added if Gx Session lookup based on IMSI and
APN is enabled or Load by IMSI and Load By Called Station ID is enabled.

• msisdnApnKey - This key should be added if Gx Session lookup based on MSISDN
and APN is enabled.

• userIdentityKey - This key should be added when Sh related messages have
'msisdn' AVP or Sh profile has sipUri related information.

CPS uses this key to find the session based on the message AVPs present in the
request message. For example, when MSISDN is present in request message
and sipUri information is present in profile.

This would prevent the system from scanning/querying all the available shards in the
system to fetch the subscriber record, which eventually leads to enhanced system
performance.

For GR setup, a Lookaside Key Prefix called single must be added under
the Cluster session for each Cluster for faster session Lookups based on
memcache when SingleSy feature is enabled.

Note

Lookaside Key Prefixes
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DescriptionParameter

Specifies whether full scan for secondary key database lookups is enabled or disabled.
By default, it is enabled.

Disabling secondary key database lookups helps in reducing PCRF processing
latencies.

To disable full scan for specific keys:

• Uncheck Disable Secondary Key Full Scan DB For All Keys

• Add the list of key prefixes to be disabled for full scan

Disable Secondary Key Full Scan
D B For Selected Keys

Enable or disable full scan for secondary key database lookups. By default, the
secondary key database lookups is enabled (unchecked).

Disabling secondary key database lookups helps in reducing PCRF processing
latencies.

If this is checked, when the memcache look up fails for a secondary key, the full
database scan to find the session in database is not performed.

When the secondary full scan database is disabled, number of 5065 errors
thrown increases as memcache works on UDP and looking memcache
alone can cause missed sessions count to increase.

Note

Disable Secondary Key Full Scan
DB For All Keys

When enabled the application does not write error audit traces logs into error_traces
collection.

When disabled the application writes error audit traces logs into error_traces
collection.

Default value is enabled.

Suppress Error Audit Traces To
Trace DB

To enable the Session Tag Padding Configuration, select (true) the checkbox.

By default the checkbox is not selected (false).

Makes sure that the MongoDB subscriber session size is consistent throughout the
subscriber session life cycle.

After performing a fresh installation or an upgrade, you must ensure the
following conditions are met:

Note

• In multi-cluster setup, session tag padding feature related
configuration should be same for all the PCRF clusters.

• In multi-cluster setup, session tag padding feature related
configuration should be same for all the UDC clusters.

• Session tag padding feature configurations can be different for PCRF
and UDC configuration.

Session Tag Padding
Configuration
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DescriptionParameter

Enables the system to query for secondary key without padding. This parameter is
required when there are old subscriber sessions (tag value without padding) and new
subscriber sessions (with tag value with padding character) exists in the MongoDB.
In case the system does not find the session using the key with padding data, system
attempts to find the session using key without padding. This flag enables the system
to trigger the query without padding.

By default the checkbox is selected (true).

For fresh installations, set Enable Session Query Without Padding to false
and publish the Policy Builder.

When upgrading the system, set the Enable Session Query Without Padding
to true and publish the Policy Builder.

Note

Enable Session Query Without
Padding

Determines the total number of tags (including reserved tags) in the tag list of
subscriber session header part to be created while creating subscriber session.

This helps CPS system to have the constant size for subscriber session at runtime.

To disable this configuration, set the value to 0. Reserved tags are not created when
the value configured as 0.

Default value is 10.

If the number of secondary key/tags exceeds the predefined Initial Number
Of Tags, system stores the additional tags.

For example, if Initial Number Of Tags is configured as 10 and at runtime
list of tags (from subscriber session document) need to store 12 tags, system
stores 12 tags without rejecting any request.

Note

Initial Number Of Tags

• Primary Database IP Address: The IP address of the session manager database
that holds session information for Cisco Policy Builder and Cisco Policy Server.

• Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

• Database Port: Port number of the database for session data.

Default value is 27717.

It is recommended to set port to 27721 or any other port different than 27717 so
that the admin database is not in the same replica-set as sessions (it is tmpfs)
and data can be lost.

Admin Database
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DescriptionParameter

This database refers to the endpoint collections under diameter and queuing DB. The
endpoint database under diameter database has the information about the peers
between CPS and other nodes. For example, GW.

The endpoint database under queueing database has the information about the
connectivity between Policy Director (LB) and Policy Server (QNS) VMs.

• Primary Database IP Address: The IP address of the session manager database
that holds session information for Cisco Policy Builder and Cisco Policy Server.

• Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

• Database Port: Port number of the database for Session data.

Default value is 27717.

Endpoint Database

• Primary Database IP Address: The IP address of the session manager node that
holds trace information, which allows for debugging of specific sessions and
subscribers based on unique primary keys.

• Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

• Database Port: Port number of the database for Session data.

Default value is 27717.

For more information, see Policy Tracing and Execution Analyzer section in CPS
Operations Guide.

Trace Database

DeprecatedData Centre Parameter

DeprecatedCommon Time Changes

Step 3 From the Systems tree, open up the cluster that you just added and check the plug-in configurations.

The configurations that you specify here are used only at the cluster level, and cascade down to the instance level if no
configuration is set on the instance.

At this point, the plug-ins are available to the cluster but are not configured.

Click any one of them to open the detailed page in the right pane, and check and set your own configuration data. However,
there is rarely a need to use the Threading Configuration or the Async Threading Configuration unless instructed to do
so.
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Step 4 If the configured cluster has to be used, after publishing, the following parameter must be updated in the qns.conf
configuration file:

-Dcom.broadhop.run.clusterId=<cluster name>

where, <cluster name> is the cluster name defined in Policy Builder.

Adding an Instance

Step 1 Begin with a Cluster at the Systems node in the Reference Data tab.
Step 2 Under Create Child:, click the Instance link to open the Instance pane.

Figure 21: Instance Configuration

Step 3 Type the Name and Description.
Step 4 From the Systems tree, open up the instance node that you just added and check the plug-in configurations.

At this point, plug-ins are available but not configured at the instance level.

Click any one of the plug-ins to open the detailed page in the right pane and check and set your own configuration data.

Any of the configuration data you have here are used at the instance level, overriding any plug-ins set at the system level
or the cluster level.

Adding a GR Cluster
At install time, a system, cluster, and instance are set up. If you need to change the cluster definition, or want
to add others, use the information mentioned in Adding an HA Cluster and Endpoint Database Configuration.

For configuration details, refer to Adding an HA Cluster, on page 28.

For Endpoint Database parameters, refer to Endpoint Database Configuration, on page 38.
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Endpoint Database Configuration
For GR setup, Endpoint Database should be configured local to the site under Reporting/Balance Database.

Figure 22: Endpoint Database
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C H A P T E R 3
Plug-in Configuration

• Overview, on page 39
• Threading Configuration, on page 40
• Portal Configuration, on page 42
• Async Threading Configuration, on page 43
• Custom Reference Data Configuration, on page 46
• Balance Configuration, on page 47
• Diameter Configuration, on page 52
• Voucher Configuration, on page 53
• Unified API Configuration, on page 54
• Notification Configuration, on page 55
• Audit Configuration, on page 56
• USuM Configuration, on page 57
• Scheduled Events, on page 63
• LDAP/Ud Configuration, on page 68
• Subscriber Lookup Server Configuration, on page 71

Overview
In CPS, reference data is considered information that is needed to operate the policy engine, but not used for
evaluating policies. For example, in the Reference Data tab in Cisco Policy Builder, are the forms used to define
systems, clusters, and instances, and to set times and dates used for tariff switching. The policy engine needs
to refer to this data only to process policies correctly. However, the data does not define the policy itself.

Cisco Policy Builder provides core plug-ins for customizing and optimizing your installation.

• Configurations set at the system level are system-wide except as noted in the bullet items below.

• Configurations set at the cluster level apply to that cluster and the instances in it. A value set here overrides
the same value set at the system level.

• Configurations set at the instance level apply to the instance only and override the same value set at the
cluster or system level.

Select the Create Child action in a Plug-in Configuration node in the Systems tree to define them. You can
change any of the variables from the default, or choose not to use a plug-in, as necessary.
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When you create a system from the example, the following configuration stubs appear at the cluster and
instance level:

Figure 23: Create Child Action

You are notified when a new policy is applied that overrides the existing configuration.

The notification is displayed as a warning icon above the configuration heading. When you hover over the
warning icon, it displays the notification message as a tooltip. When there is an error and warning in the plugin
configuration, then the error is overridden by a warning message.

A warning message is displayed under the following conditions:

• At the System level, if the selected plugin configuration is overridden by cluster or Instance plugin
configuration.

• At the Cluster level, if the selected plugin configuration overrides the same plugin configuration at the
system level or is overridden by the same plugin configuration at an Instance level.

• At the Instance level, if the selected plugin configuration overrides the same plugin configuration at
system or cluster level.

Threading Configuration
A threading configuration utility is provided for advanced users.

Click Threading Configuration in the right pane to add the threading configuration to the system. This is a
performance tuning parameter and can be changed in case of a performance issue according to the call model
and hardware. For further information, contact your Cisco Account representative.
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The Threading Plug-in is for Mobility. The only value to set is rules. It controls the total number of threads in
the Policy Engine (QNS) that are executing at any given time. The default value is 50.

It is recommended not to configure the value below 50. It can be set higher to help increase performance in
certain situations where the queue full issue or performance issue is being observed. The value also depends
on call model, hardware type.

A configuration example is shown below:

Figure 24: Thread Pool Configuration

The following parameters can be configured under Threading Configuration:

Table 5: Threading Configuration Parameters

DescriptionParameter

Name of the Cisco thread pool i.e., rules.Thread Pool Name

Specify the threads to set in the thread pool. You can set rules thread ranging
from 50 to 100 depending on the call flow (based on number of lookup operations).

• rules = 50; Queue Size = 0; Scale By Cpu Core = unchecked

• rules = 100; Queue Size = 0 (If TPS is > 2000 per Policy Server (QNS) depending
on call model used; for example, if LDAP is enabled); Scale By Cpu core =
unchecked

The threads are driven based upon average response time of the message. The
response time is call model dependent.

Threads
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DescriptionParameter

Specify the size of the queue before the threads are rejected.

If value is greater than 50, performance may degrade because it holds the number
of tasks in queue waiting for threads to be executed when TPS is high.

If the value is lower than 50, the requests start dropping when all worker threads
are busy in executing actions.

The queue belongs to each Policy Server (QNS) process, and it holds incoming
messages from Policy Directors (LB), but also internal events/messages (for
example, an internal time change that triggers a policy evaluation).

This is a performance tuning parameter and can be changed in case of a
performance issue according to the call model and hardware.

Default value is 0.

In most of the setups, keep the queue size value default.Note

Queue Size

Select this check box to enable the processor cores to scale the maximum number
of threads.

By default, this check box is unchecked.

Scale By Cpu Core

Portal Configuration
Click Portal Configuration from right pane to add the configuration in the system.

Figure 25: Portal Configuration

DescriptionParameter

IP address or a host name of the sessionmgr database.Primary Database Host/IP Address
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DescriptionParameter

Optional, this field is the IP address or a host name of
a secondary, backup, or failover sessionmgr database.

Secondary Database Host/IP Address

This is required. This is the port the Balance database
uses, that is, the port of sessionmgr.

Database Port

Async Threading Configuration
Click Async Threading Configuration under Systems > Name of the system > Plugin Configuration in the right
pane to add the configuration in the system.

Use the default values for the Async Threading Plug-in. Similar to the Threading Plug-in, the Async configuration
controls the number of asynchronous threads operating in the Policy Engine. The Policy Engine handles two
basic types of messages - synchronous and asynchronous. Synchronous messages block and expect a
response.

Asynchronous messages are sent into the Policy Engine but do not expect a response. Therefore, the Policy
Engine can defer those to worker threads that operate along side the main Policy Engine threading execution
without causing too much traffic for performance.

For example, when an NDM calls an aynsc action based on call flow and the same threads are used to perform
async action across async submissions into engine from multiple NDM's.

Always select the link for Async Threading Configuration to configure your CPS system.Note

Figure 26: Async Threading Configuration

The following parameters can be configured under Async Threading Configuration.
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Table 6: Async Threading Configuration

DescriptionParameter

Specifies the number of threads that are allocated to process actions based on
priority.

When you increase the value of this parameter, the number of asynchronous
threads in the pool increases and more number of threads are able to execute
asynchronous actions. Although the value depends on TPS, if increased too much,
it degrades the performance. That is because these threads would occupy more
resources to execute more actions simultaneously.

By decreasing the value, the number of threads in pool decrease and there may
be a delay in processing actions.

Default value is 5.

Default Processing
Threads

Specifies the priority assigned to an action when it is not specified in the Action
Configurations table.

Default value is 5.

If default action priority is set when there is no action specified in the action
table, there is no impact. However, if action priority is specified in the action table
and also in the default action priority, then the action with the higher priority
takes precedence.

Example 1:

• Action Configuration table: 600 (task priority)

• Default Action Priority: 700

In the preceding example, the default action takes priority over the action defined
in the action configuration table.

Example 2:

• Action Configuration table: 600 (task priority)

• Default Action Priority: 500

In the preceding example, the action defined in the action configuration table
takes priority over the action defined in the default action priority.

Default Action Priority

Specifies the number of threads assigned to process the action when it is not
specified in the Action Configurations table.

These are action specific threads, therefore, based on the increased or decreased
value, the number of threads are allocated to a specific action. It is recommended
that the default action thread value be maintained. However, if there are actions
that are executed more frequently, then enter a value in the action table that is
higher than the one in the default action thread.

Default value is 10.

Default Action Threads

CPS Mobile Configuration Guide, Release 20.2.0 (3)
44

Plug-in Configuration
Async Threading Configuration



DescriptionParameter

Specifies the number of actions that can be queued up for an action when it is
not specified in the Action Configurations table.

Increasing this value increases the action-specific queue size. For example, if
action specific threads are 10 and queue size is defined as 600, then CPS accepts
610 specific action threads. That is, 10 threads are executed while the balance
600 are in queue.

It is recommended that the default action queue size should not be
changed. If required, insert an action in the action table and increase
the queue size of that action such that it takes precedence over the
default action queue size.

Note

Decreasing this value decreases the action-specific queue size. For example, if
action specific threads are 10 and queue size is defined as 400, then CPS at accept
410 specific action threads. That is, 10 threads are executed while the balance
400 are in queue. If total action specific requests are 500, the balance 90 are
dropped.

It is recommended that the default action queue size should not be
changed. If a specific action is executed lesser number of times, insert
an action in the action table and decrease the queue size of that action

Note

Default value is 500.

Default Action Queue Size

Select this check box to drop the oldest queued action when a new action is
added to the full queue. Else, the new action to add is ignored.

This check box applies to all the threads specified. To drop a specific thread,
leave this unchecked and use the Action Configurations table.

Default value is checked.

Default Action Drop Oldest
When Full

Action Configurations Table

The name of the action. This must match the implementation class name.

For example, com.broadhop.notifications.actions.ISendSMSNotificationRequest.

Action Name

The priority of the action. Used by the default processing threads to determine
which action to execute first.

Based on the action, value should be defined. There is no default or
recommended value.

Note

Action Priority

Specifies the number of threads dedicated to processing this specific action.

Based on the action, value should be defined. There is no default or
recommended value.

Note

Action Threads

Specifies the number of actions that can be queued up.

Based on the action, value should be defined. There is no default or
recommended value.

Note

Action Queue Size
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DescriptionParameter

Select this check box to drop the oldest queued action when a new action is
added to the full queue. Else, the new action to add is ignored.

This parameter applies only to the specified action.

Default value is checked.

Action Drop Oldest When
Full

Custom Reference Data Configuration
Configure your system, cluster, and instance for the first time to use Custom Reference Data Table plug-in.
Then you can create as many tables as needed.

Click Custom Reference Data Configuration from right pane to add the configuration in the system.

• HA example:

• Primary Database Host/IP Address: sessionmgr01

• Secondary Database Host/IP Address: sessionmgr02

• Database Port: 27717

• AIO example:

• Primary Database Host/IP Address: localhost or 127.0.0.1

• Secondary Database Host/IP Address: NA (leave blank)

• Database Port: 27017

The following parameters can be configured under Custom Reference Data Configuration.

Table 7: Custom Reference Data Configuration Parameters

DescriptionParameter

IP address or a host name of the sessionmgr database.

For example, sessionmgr01.

Primary Database Host/IP
Address

(Optional) This field is the IP address or a host name of a secondary, backup,
or failover sessionmgr database.

For example, sessionmgr02.

Secondary Database Host/IP
Address

Port number of the sessionmgr.

Make sure that the value for this field is same as filled in for both
the Primary Database Host/IP Address and Secondary Database
Host/IP Address fields.

Note

Default value is 27717.

Database Port
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DescriptionParameter

Describes how sessionmgr clients route read operations to members of a
replica set. Select one of the following options from drop-down list:

• Primary: All operations read from the current replica set primary
member.

• PrimaryPreferred: In most situations, operations read from the primary
database host. However, if this host is unavailable, operations read
from the secondary databse host.

• Secondary: All operations read from the secondary members of the
replica set.

• SecondaryPreferred: In most situations, operations read from secondary
members. However, if a secondary database host is unavailable,
operations read from the primary database host.

Default value is Primary.

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Db Read Preference

Number of connections that are allowed for each database host.

Default value is 100.

Connection Per Host is a performance tuning parameter and can be changed
in case of a performance issue according to the call model and hardware.

Connection Per Host

Use this table to configure certain AVPs that you want to store in the session
database. AVPs that are not configured as part of this table, are not persisted.

• Name: Enter the name for the AVP value.

• Avp Name: The name of the CRD/policy derived AVP.

To retrieve the stored AVPs from the session, use the Customer Reference
Data Debug AVPs. This retriever is used to send the stored AVPs in any
diameter message, and available in the PolicyState/Session data to Custom
AVP Mapping under Custom AVP Profiles.

When you configure the AVP Persists table in the Policy Builder,
for each AVP, configure both the AVP name and name. If no
values are added for these fields, then the particular AVP is not
added to the Gx session. This scenario leads to unavailability of
the specific AVP and hence, no custom AVP are sent.

Restriction

Avp Persists

For more information on Custom Reference Data API Usage, see the CPS Operations Guide for this release.

Balance Configuration
Click Balance Configuration in the right pane to add the configuration in the system.
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The following parameters can be configured under Balance Configuration:

Table 8: Balance Configuration Parameters

DescriptionParameter

IP address or a host name of the sessionmgr database.Primary Database Host/IP
Address

Optional, this field is the IP address or a host name of a secondary, backup,
or failover sessionmgr database.

Secondary Database Host/IP
Address

This is required. This is the port the Balance database uses, that is, the port
of sessionmgr.

Database Port

Controls the write behavior of Session Manager and for what errors
exceptions are raised. Db Write Concern defined in Cluster page applies
only to Admin, Trace and Endpoint databases.

Select one of the following options from drop-down list:

• OneInstanceSafe: This means the system waits for confirmation of
writing in primary member.

• TwoInstanceSafe: This means the system waits for confirmation in
primary and one secondary member.

Default value is OneInstanceSafe.

For more information, see MongoDB documentation.

Db Write Concern

Read preference describes how sessionmgr clients route read operations
to members of a replica set. You can select from the following drop-down
list:

• Primary

• PrimaryPreferred

• Secondary

• SecondaryPreferred

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Db Read Preference

This parameter is used to enter the amount of time to wait before starting
failover database handling. The time is in milliseconds.

Failover Sla Ms
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DescriptionParameter

This option specifies a time limit, in milliseconds, for the write concern. This
parameter is applicable only if you select TwoInstanceSafe in Db Write
Concern.

This parameter causes write operations to return with an error after the
specified limit, even if the required write concern eventually succeeds. When
these write operations return, MongoDB does not undo successful data
modifications performed before the write concern exceeded the replication
wait time limit. This time is in milliseconds.

Max Replication Wait Time Ms

This field is optional but recommended.

This is the minimum amount of time that is granted for a reservation, assuming
quota is not exhausted.

If you want to manage subscriber balances on the basis of time used, check
with the network device administrator and configure this value to be slightly
larger than the minimum amount of time the network device such as an SCE
or ISG accepts for a reservation.

Minimum value is 2 seconds.

Default Minimum Dosage Time
Based

This field is optional but recommended.

This is the minimum amount of volume that is granted for a reservation,
assuming quota is not exhausted.

If you try to make a reservation for 1 KB, and your minimum is 10 KB, the
router rejects it because it is too small an amount to bother with.

Default Minimum Dosage
Volume Based

The amount of time a record of expired reservations is retained and Cisco
MsBM attempts to charge them. Expired reservations are charged only if
sufficient quota is still available; that is, expired reservations do not retain
the lock on quota that current reservations do.

Default value is 0.

Expired Reservations Purge
Time (minutes)
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DescriptionParameter

The amount of time refreshing of recurring quotas are staggered across
randomly, for sessions that are not actively using quota but are still
established.

This parameter is used in cases where subscribers always have a session,
but is not using their quota actively. This allows staggering of recurring
refreshes where you have set all their subscribers to refresh at the same
time, say midnight. It avoids spiking the CPU.

Default value is 0.

To calculate the Recurring Refresh Max Delay, use the following:

Recurring Refresh Max Delay = (Number of sessions / Max Timer TPS) * 2

For example:

If 30 million sessions are present on the system, and Max Timer TPS is
configured to 2000, then

= (30,000,000 / 2000) * 2Recurring Refresh Max Delay

= 500 minutes ~ 8.33 hours

In case you want to configure a lesser time for the Recurring Refresh Max
Delay, then the Max Timer TPS needs to be increased accordingly.

Cisco recommends using Re-evaluation diffusion buckets and
Re-evaluation diffusion interval (in milliseconds) instead of
Recurring Refresh Max Delay (minutes). For more information,
see Adding an HA Cluster, on page 28.

Note

Recurring Refresh Max Delay
(minutes)

This drop-down list is used to do a lookup in remote databases bases on
selected filter type. This is similar to Filter Type drop-down under API Router
Configuration.

By default, NetworkId is selected.

Filter type must be same in API Router Configuration and Balance
Configuration in Policy Builder.

Note

Remote Database Lookup Filter
Type

When checked, reservation dosages are reduced as a Cisco MsBM threshold
is approached. This way, a dosage does not pass a threshold by a large
amount before notification of the breach is sent out. When unchecked,
normal dosage is granted. Recall that when enabled, messaging becomes
much more chatty, but threshold breach accuracy is enhanced.

Reduce Dosage on Threshold

Submits balance transaction to the policy engine, and these can be reflected
in reporting.

Submit Balance Events To
Reporting
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DescriptionParameter

When checked, CPS is enabled to lookup CRD defined balance templates.
If the CRD tables are not defined, this feature is disabled.

Even if the CRD tables are not defined as required, and this feature
is disabled, the Dynamic Reference Data Key field is still enabled
but only for Policy Builder defined Account Balance Templates.
For more information, see Table 101: Pull Value From....

Note

Enable Crd Balance Template
Lookups

Remote Database

String - Name of the remote database.Name

Key prefix to be match for the remote database to be selected for lookup.Key Prefix

Number of connections that can be created per host.

Default value is 5.

Connections Per Host

Read preference describes how sessionmgr clients route read operations
to members of a replica set. You can select from the following drop-down
list:

• Primary

• PrimaryPreferred

• Secondary

• SecondaryPreferred

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Db Read Preference

IP address or a host name of the sessionmgr database.Primary Database Host/IP
address

Optional, this field is the IP address or a host name of a secondary, backup,
or failover sessionmgr database.

Secondary Database Host/IP
address

Port number of the remote sessionmgr database. It must be the same for
both the primary and secondary databases.

Port

String - The host name of backup database for remote balance for current
site.

Default value is sessionmgr01.

Backup Db Host On Local Site

The port number of backup database for remote balance for current site.

Default value is 27719.

Backup Db Port on Local Site

If you have a Geo-Redundancy setup, click Backup Db Configuration. It stores back up of entire balance
records. If the primary balance database goes down, CPS will check the balance record on both secondary
and backup databases, and take the latest version for processing.
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Figure 27: Backup Db Configuration

The following parameters can be configured under Backup Db Configuration:

Table 9: Backup Db Configuration Parameters

DescriptionParameter

Default value is sessionmgr01.Backup Db Host

Default value is 27719.Backup Db Port

Used in thread which updates the primary balance DB (when primary
balanceDB is available after fail over) with 'BackupBalance' db records.

Default value is 3 seconds.

Backup Db Monitor Interval
In Sec

Used to control the TPS (with how much TPS reconciliation should happen
once primary balance db is up).

Rate Limit

Diameter Configuration
Click Diameter Configuration in the right pane to add the configuration in the system.
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Figure 28: Diameter Configuration

For more information on the parameters under this plug-in, see Diameter Configuration, on page 75.

Voucher Configuration
Click Voucher Configuration in the right pane to add the configuration in the system.

Figure 29: Voucher Configuration

The voucher plug-in uses the following defaults:

• HA example:
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• Primary: sessionmgr01

• Secondary: sessionmgr02

• Port: 27718

• AIO example:

• Primary: localhost or 127.0.0.1

• Secondary: NA (leave blank)

• Port: 27017

The following parameters can be configured under Voucher Configuration:

Table 10: Voucher Configuration Parameters

DescriptionParameter

The IP address or a host name of the Session Manager database that holds
voucher information for Cisco Policy Builder and Cisco Policy Server.

Primary Database Host/IP
Address

The IP address or a host name of the database that provides fail over support
for the primary database.

This is the mirror of the database specified in the Primary Database IP
Address field.

Secondary Database Host/IP
Address

Port number of the sessionmgr. It must be the same for both the primary
and secondary databases.

Database Port

Select the check box to disable voucher configuration.Disable Vouchers

Unified API Configuration
Click Unified API Configuration in right pane to add the configuration in the system.

The following parameters can be configured under Unified API Configuration:

Table 11: Unified API Configuration Parameters

DescriptionParameter

This is a CSV separated string.

The Unified API can handle CDATA fields. Use the Plug-in configuration in Policy Builder
to set CDATA fields for the main Unified API.

The property ua.cdata.fields is used to set the fields that must be wrapped in CDATA
tags for the client CommFactory to properly send and receive API requests.

-Dua.cdata.fields=networkId,password,data,oldNetworkId,oldPassword,newPassword
is the default.

Fields To Wrap
With Cdata Tags
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DescriptionParameter

Session route key that vDRA uses to look up the peer group and route the Rx AAR message
to the correct PCRF.

When vDRA makes REST API requests to multiple PCRFs for session query using the
Framed-IPv6-Prefix received in the Rx AAR message, one of the PCRF that has the
corresponding Gx session sends this session route key in the response. vDRA then uses
this key to look up the peer group and route the Rx AAR message to the correct PCRF.

Session Route Key

This value defines maximum API TPS supported per Policy Server (qns) process.

Default value is 0.

For API rate limiting at HAProxy, refer to Note 1.

Max API TPS
Threshold

HTTP response code to send when API request is throttled (rate limiter acquire fails).

Default value is 500 (Internal Server Error).

HTTP Error Code
on Threshold
Reached

Select the check box to log requests to API in audit log.

Default value is True (checked).

Submit Requests
To Audit Log

Select this check box to log read requests in audit log.

Default value is False (unchecked).

Submit Read
Requests To Audit
Log

1 HAProxy has maxconn <conns> configuration which manages the total number of connections that
haproxy, as a service, queues or processes at a single point of time.

Notification Configuration
Notification in Cisco Policy Builder relates to pushing messages from Cisco Policy Builder to subscribers. The
messages are used to alert the subscriber of issues as well as opportunities on their network. Not only can
you alert subscribers, but you can also send messages to any address, for example, system monitoring
addresses.

Currently, Cisco Policy Builder offers following notification types for Mobile:

• Apple iOS devices/iPhone® push (iOS devices)

• Email (IMAP only)

• SMS notification (SMPP v 3.4)

• Realtime Notification

The following parameters can be configured under Notification Configuration. For more information about
these parameters, see the Notification Services chapter.
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Table 12: Notification Configuration Parameters

DescriptionParameter

Select this check box to configure the connection for a push to an Apple iOS
device or iPhone.

Apple Push Notification
Configuration

Select this check box to configure the connection for an email notification.Email Notification
Configuration

Select this check box to configure the connection for a SMS notification.SMS Notification
Configuration

Select this check box to configure the connection for a realtime notification.Realtime Notification
Configuration

Audit Configuration
Click Audit Configuration in the right pane to add the configuration in the system.

Figure 30: Audit Configuration

The following parameters can be configured in the General Configuration pane under Audit Configuration:

Table 13: Audit Configuration Parameters

DescriptionParameter

Select this check box to activate capped collection function.Capped Collection check box
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DescriptionParameter

By default, the Audit History uses a 1 GB capped collection in MongoDB.
The capped collection automatically removes documents when the size
restriction threshold is hit.

Configuration in Policy Builder is done in GB increments. It is possible to
enter decimals, for example, 9.5 will set the capped collection to 9.5 GB.

Capped Collection Size

Select this check box if you want read requests to be logged.Log Read Requests check box

Select this check box only if you want to include read requests to be
displayed in query results.

Include Read Requests In Query
Results check box

If you select this check box, the use of regular expressions for queries is
turned off in the Policy Builder configuration.

Disable Regex Search check box

This parameter limits the search results.Search Query Results Limit

For more information related to other parameters like Queue Submission Configuration, Database Configuration,
Shard Configuration under Audit Configuration, refer to the CPS Operations Guide for this release.

USuM Configuration
Click USuM Configuration from right pane to add the configuration in the system.

Figure 31: USuM Configuration

The following parameters can be configured in the Spr Configuration pane under USuM Configuration:
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Table 14: USuM Configuration Parameters - 1

DescriptionParameter

Spr Configuration

For SP Wi-Fi, you can use email ID which has realm, username, and so on, as
key of SPR. So, part of the string needs to match for regex support.

RADIUS-based policy control is no longer supported in CPS 14.0.0
and later releases as 3GPP Gx Diameter interface has become the
industry-standard policy control interface.

Note

Disable Regex Search

For regex search on values for AVP for SPR.Enable Avp Regex Search

If the subscriber state is Suspended, SPR does not validate IMSI.Exclude Suspended
Subscribers From Policy

Used to limit search if you are not passing any IMSI/MSISDN (NetworkID) in
control center to list subscriber.

Default value is 1000.

Search Query Results Limit

It is used to track subscriber last location to maintain history. Maximum “n”
last locations are stored as location history.

Max Number Of Locations To
Store In History

This parameter is used to identify if the subscriber is visiting same location
again (based on the location history). If the subscriber is vising the same
location, then it will change the last visited date if current visited date is more
than last visited date + “n” days defined here.

Last Visited Date Threshold

Figure 32: Policy Engine Submission Configuration

The following parameters can be configured in the Policy Engine Submission Configuration pane under USuM
Configuration:
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Table 15: USuM Configuration Parameters - 2

DescriptionParameter

Keep it default.Enable check box

Queue to hold data to generate internal SPR Refresh events for policy engine
during Create, Update, Delete of subscriber.

Message Queue Size

Sleep before popping next batch for generating SPR Refresh events for
policy engine for RAR processing.

Message Queue Sleep

Batch size for fetching number of subscriberIds in one go for generating
SPR Refresh events for policy engine for RAR processing.

Message Queue Batch Size

Message queue pool size to consume the data from queue and generate
SPR Refresh events.

Message Queue Pool Size

Rate limiting for generating SPR Refresh events. SPR Refresh events is used
to generate RAR for active session where subscriber data has been change.

Notification Rate Limit

CPS Mobile Configuration Guide, Release 20.2.0 (3)
59

Plug-in Configuration
USuM Configuration



Figure 33: Database Configuration

The following parameters can be configured in Database Configuration pane under USuM Configuration:

Table 16: USuM Configuration Parameters - 3

DescriptionParameter

Database Configuration
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DescriptionParameter

It is used to decide what all indexes need to be created on SPR collection by
default. You need all the indexes to be created (You can select this check box
when number of subscribers are low, for example, less than 50K). Default value
is unchecked.

Use Minimum Indexes

Controls the write behavior of Session Manager and for what errors exceptions
are raised. Db Write Concern defined in Cluster page applies only to Admin,
Trace and Endpoint databases.

Select one of the following options from drop-down list:

• OneInstanceSafe: This means the system waits for confirmation of writing
in primary member.

• TwoInstanceSafe: This means the system waits for confirmation in primary
and one secondary member.

Default value is OneInstanceSafe.

For more information, see MongoDB documentation.

Db Write Concern

Read preference describes how sessionmgr clients route read operations to
members of a replica set. You can select from the following drop-down list:

• Primary

• PrimaryPreferred

• Secondary

• SecondaryPreferred

For more information, refer to http://docs.mongodb.org/manual/core/
read-preference/.

For consistent profile updates across multiple sessions for same
subscriber, Cisco recommends to set the Db Read Preference as
PrimaryPreferred.

Important

Db Read Preference

This parameter is used to enter the amount of time to wait before starting failover
database handling. The time is in milliseconds.

Failover Sla Ms

This option specifies a time limit, in milliseconds, for the write concern. This
parameter is applicable only if you select TwoInstanceSafe in Db Write Concern.

This parameter causes write operations to return with an error after the
specified limit, even if the required write concern eventually succeeds. When
these write operations return, MongoDB does not undo successful data
modifications performed before the write concern exceeded the replication
wait time limit. This time is in milliseconds.

Max Replication Wait Time
Ms

Shard Configuration

The host names must exactly be the same host name used when the corresponding replica-set
is created in Mongo. Only the data holding members need to be configured (and not the arbiters).

Important
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DescriptionParameter

String - Primary Host Address.Primary Database Host

String - Secondary Host Address.Secondary Database Host

Default value is 27720.Database Port

Remote Shard Configuration

Remote shard configuration is used only for GR deployments. The host names must exactly be the
same host name used when the corresponding replica-set is created in Mongo. Only the data
holding members need to be configured (and not the arbiters).

Important

String - Tertiary Host Address.Tertiary Database Host

String - Quaternary Host Address.Quaternary Database Host

Figure 34: Remote Database Configuration

Click Add to add a new row in the Remote Database Configuration pane. The following parameters can be
configured in the Remote Database Configuration pane under USuM Configuration:

To enable CPS to route the Sh data based on Gx CCR-I origin-host pattern, you need to enable Remote Database
Configuration. For more information, see External Profile Cache, on page 203.

Note

Remote database configuration is used only for GR deployments. The host names must exactly be the same
host name used when the corresponding replica-set is created in Mongo. Only the data holding members need
to be configured (and not the arbiters).

Important

Table 17: USuM Configuration Parameters - 4

DescriptionParameter

String - Name of the remote database.Name
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DescriptionParameter

Select any one of the following values from the drop down:

• StartsWith

• Regex

• EndsWith

• Equals

Match Type

A string value which matches the MatchType specified. In case of Regex, you
need to specify valid java regex pattern.

This is used to lookup the remoteDB specified for a subscriber match for read/write
operations on the SPR database.

Match Value

This parameter is not used in USuM Configuration.Connections Per Host

Read preference describes how sessionmgr clients route read operations to
members of a replica set. You can select from the following drop-down list:

• Primary

• PrimaryPreferred

• Secondary

• SecondaryPreferred

For more information, refer to http://docs.mongodb.org/manual/core/
read-preference/.

Db Read Preference

Host name of the remote sessionmgr database.Primary Database Host

(Optional) Host name of a secondary, backup, or failover sessionmgr database.Secondary Database
Host

Host name of the tertiary database.Tertiary Database Host

Host name of the quaternary database.Quaternary Database
Host

Port number of the remote sessionmgr database. It must be the same for both the
primary and secondary databases.

Default value is 27720.

Port

Scheduled Events
The Scheduled Events plug-in is configured in the Policy Builder to implement offline notifications and SPR
cleanup. Offline notifications send an SMS notification to an off-line subscriber indicating that their quota is
about to expire. SPR cleanup allows you to delete subscriber data that is no longer needed or valid. For example,
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a subscriber account no longer has any services assigned to it, and therefore should be deleted from the
database.

Enable Scheduled Events
To enable the scheduled events framework, this feature has to be enabled in the feature set of Policy Server
and Policy Builder. The following packages, when added to the respective servers, deploy the functionality of
scheduledEvents during a session:

• In the Policy Builder – com.broadhop.client.feature.scheduledevents package is added.

• In the Policy Server – com.broadhop.scheduledevents.service.feature package is added.

To add Scheduled Events Configuration, perform the following steps:

Step 1 If this is HA environment, edit the corresponding features files in Cluster Manager VM:

In the /var/qps/current_config/etc/broadhop/pb/features file, add the following line:

com.broadhop.client.feature.scheduledevents

In the /var/qps/current_config/etc/broadhop/pcrf/features file, add the following line:

com.broadhop.scheduledevents.service.feature

Step 2 If this is AIO environment, edit the features files in Cluster Manager VM:

In the /var/qps/current_config/etc_aio/broadhop/pb/features file, add the following line:

com.broadhop.client.feature.scheduledevents

In the /var/qps/current_config/etc_aio/broadhop/pcrf/features file, add the following line:

com.broadhop.scheduledevents.service.feature

Step 3 After modifying the feature files, execute the following commands:

/var/qps/install/current/scripts/build_all.sh

/var/qps/install/current/scripts/upgrade/reinit.sh

reinit.sh executes puppet on AIO and also checks if it is executed successfully.Note

Scheduled Events Configuration

Step 1 Click Scheduled Events Configuration in the right pane.
Step 2 In the Scheduled Event Configuration pane and enter the values for the fields provided.
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Figure 35: Scheduled Events Configuration

The following table describes the parameters that can be configured under Scheduled Events Configuration.

Table 18: Scheduled Events Configuration Parameters

DescriptionParameter

The IP address of the sessionmgr database.Primary Database Address

The IP address of a secondary, backup, or failover sessionmgr database.Secondary Database Address

The port used by the database; this is the sessionmgr port.Database Port

Controls the write behavior of Session Manager and for what errors exceptions
are raised. Db Write Concern defined in Cluster page applies only to Admin, Trace
and Endpoint databases.

Select one of the following options from drop-down list:

• OneInstanceSafe: This means the system waits for confirmation of writing in
primary member.

• TwoInstanceSafe: This means the system waits for confirmation in primary
and one secondary member.

Default value is OneInstanceSafe.

For more information, see MongoDB documentation.

DB Write Concern
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DescriptionParameter

Describes how sessionmgr clients route read operations to members of a replica
set. You can select from the following drop-down list:

• Primary – Default mode. All operations read from the current replica set
primary.

• PrimaryPreferred – In most situations, operations read from the primary but
if it is unavailable, operations read from secondary members.

• Secondary – All operations read from the secondary members of the replica
set.

• SecondaryPreferred – In most situations, operations read from secondary
members but if no secondary members are available, operations read from
the primary.

For more information, refer to http://docs.mongodb.org/manual/core/
read-preference/.

DB Read Preference

Controls the maximum number of internally generated transactions per second
that the system will produce.

Transactions Per Second

The hour at which the event is triggered. The value specified should be in the
range of 0 to 23 (24-hour format).

Scheduled Start Hour

The minute at which the event is triggered. The value specified should be in the
range 0 to 59.

Scheduled Start Minute

The type of event that will be triggered. You can select either of the following:

QuotaExpiration – The scheduled event will be triggered when the system detects
that a subscriber's quota is going to expire within the number of hours specified
in the Hours Left Before Quota Exhausts parameter.

SubscriberInactivity – The scheduled event will be triggered when the system
detects that a subscriber is inactive. If you select this event type, the Hours Left
Before Quota Exhausts and Notify Time in Hours parameters are ignored.

Event Type

Processes only those subscribers whose account balance is specified in the
configuration. Other subscribers are ignored.

The Account Balance and Service parameters filter for subscribers having the
configured balance and service. If these columns are not specified, the event
processes all subscribers.

Account Balance
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DescriptionParameter

Used only with the QuotaExpiration event type. This parameter specifies the number
of hours before the subscriber's quota expires.

The system checks this field in the scheduled events loop and looks for quotas
that are about to expire within the number of hours specified. If the number of
hours before expiration is less than the value in this column, then subscribers with
that quota will be added to the eventsCollection in the ScheduleEvents mongo
database.

For example, if this value is 8, when the scheduled events task runs, any subscribes
who have the service specified and whose quota will expire in less than 8 hours
will be added to the eventsCollection. Once in eventsCollection, new actions are
taken for that subscriber depending on scheduled event configuration.

Hours Left Before Quota Exhausts

Used only with the QuotaExpiration event type. This parameter specifies the number
of hours before a notification is sent to the subscriber.

This parameter is used in conjunction with the Hours Left Before Quota Exhausts
parameter. When this number is reached, CPS submits a QuotaExpiredEvent to
the policy engine with the subscriber's balance information. When this occurs,
the state of the entry in the eventsCollection changes to "notified."

For example, if Hours Left Before Quota Exhausts = 8 and Notify Time in Hours =
4, an entry is created with the subscriber's balance information in the
eventCollections 8 hours prior to quota expiration, and a QuotaExpiration event is
submitted to the policy engine 4 hours before expiration.

You can set up polices to send out notifications when this event occurs; for
example, you might set up scheduled events to send out notifications 8 hours, 6
hours, 4, hours, and 2 hours before a subscriber's quota expires, reminding the
subscriber to "top up."

Notify Time in Hours

Processes only those subscribers who have the configured service associated.
Other subscribers are ignored.

The Account Balance and Service parameters filter for subscribers having the
configured balance and service. If these columns are not specified, the event
processes all subscribers.

Service

Used only with the SubscriberInactivity event type.

This parameter specifies the duration in days to retain the subscriber in the inactive
state. If the status of a subscriber remains inactive for longer than the configured
maximum number of days, the subscriber is automatically deleted from the
database.

Max Number of Days
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DescriptionParameter

A string value that is used to provide additional information about the event that
is being submitted. This string can be used in the polices that look for events
submitted to the policy engine.

For example, when used with a QuotaExpiration event type, the command could
be set to "8 hours" or "6 hours," or to any other string. A policy can use this string
in its condition parameters to send one notification as opposed to another, or to
take one action as opposed to another.

Command

LDAP/Ud Configuration
CPS has capability to access subscriber profile data either from internal or external database. LDAP/Ud feature
fetches subscriber profile data from the external database.

In this section, LDAP plug-in configuration is used an example.

LDAP plugin queries the LDAP server to fetch attributes depending on the configuration. This feature has
capability to refresh the profile and fetch the latest updated attribute from the LDAP server. CPS connects to
multiple LDAP severs and queries them depending on the LDAP server priority.

Refer to CPS Installation Guide for VMware to configure this plugin.Note

Click LDAP Configuration from the right pane to add the configuration in the system.

Click Ldap Server Configuration.

Figure 36: LDAP Configuration
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Figure 37: LDAP Server Configuration

The following parameters can be configured under LDAP Server Configuration:

Table 19: LDAP Server Configuration Parameters – 1

DescriptionParameter

Assign this to the LDAP Server Set.Ldap Server

The user DN for connecting to the LDAP server; for example,
cn=managerou=accountso=profile.

Search User Dn

The password for connecting to the LDAP server.

The same password must apply to all servers defined in this
configuration.

Note

Search User Password

The LDAP authorization type required by the LDAP server.

Default: SIMPLE

Auth Type

Set the initial connections to “50.” This represents the number of
connections from a Policy Director (load balancer) to the LDAP server(s).

Initial Connections

The total number of tries the system executes for a given LDAP query. For
example, a value of 2 indicates one try and then one more attempt when
the query times out.

Retry Count
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