afran]n
CISCO.

]
g
=
=
=
=
.
(-
B
(+
=

CPS Mobile Configuration Guide, Release 20.2.0 (3)

First Published: 2020-08-27
Last Modified: 2021-08-10

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://lwww.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of the
UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS"WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS
OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020-2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

CONTENTS

PREFACE Preface xvii
About This Guide  xvii

Audience  xvii

Additional Support  xvii

Conventions (all documentation)  xviii

Communications, Services, and Additional Information  xix

Important Notes  xix

CHAPTER 1 Policy Builder Overview 1

Overview 1

Reference Data 2

Services 3

Policies 3
Summary of Policy Tab Capabilities 6
Advantages 6
Considerations 6

Accessing the Policy Builder 7

Policy Builder Field Value Validation 8

CHAPTER 2 Basic Systems Configuration 9
Overview 9
Policy Builder Repository Configuration 9
Default Repositories 10
Adding a Client Repository Definition 10
Editing a Client Repository Definition 13

Removing a Client Repository Definition 13

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

Saving Policy Builder Configuration Data to a Client Repository 13
Auto Save Policy Builder Configuration Changes 14
Publishing the Client Repository 15
Error Notification during Publishing 17
Adding a Runtime Repository Definition 19
Editing a Runtime Repository Definition 20
Removing a Runtime Repository Definition 21
Saving Policy Builder Configuration Data to a Runtime Repository
Switching to a Different Client Repository 21
Reverting Changes 22
Unpublished Changes 22
Published Changes 22
System Configuration 25
Adding a System 25
Soft Delete Session 28
Adding an HA Cluster 28
Adding an Instance 37
Adding a GR Cluster 37

Endpoint Database Configuration 38

CHAPTER 3 Plug-in Configuration 39
Overview 39
Threading Configuration 40
Portal Configuration 42
Async Threading Configuration 43
Custom Reference Data Configuration 46
Balance Configuration 47
Diameter Configuration 52
Voucher Configuration 53
Unified API Configuration 54
Notification Configuration 55
Audit Configuration 56
USuM Configuration 57

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



Contents .

Scheduled Events 63

Enable Scheduled Events 64

Scheduled Events Configuration 64
LDAP/Ud Configuration 68
Subscriber Lookup Server Configuration 71

Cluster Peer Configuration 72

CHAPTER 4 Diameter Configuration 75
Diameter Configuration 75
Inbound Message Overload Handling 79
Stale Session Message Handling Configuration 86
Next Hop Routing 87
Message Timeout and Retry Configuration 90
Result Code Based Action Configuration 92
Message Buffering Configuration 94
PolicyDRA Health Check 97
Diameter Messages Action on Threshold inLB 98
Session Id Handling Configuration 99
Gx Offline Stale Session Cleanup 100
Cleaning Stale Session 102
Diameter Stack Configuration 106
Settings 108
Auto Provision Avp Parser 110
Inbound Peers 111
Outbound Peers 113
Diameter Agents 115
Diameter Agent Configuration 116
DiameterAgentinfo Service Configuration Object Setup 116
Diameter Clients 118
Diameter Clients 120
Gx Clients 121
Basic Options 121
Advanced Options 127

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

Rx Clients 137
Netloc Access Not Supported Configuration 144
Gy Clients 146
Sy Clients 148
Diameter Defaults 148
Custom AVP Profile 149
Custom Avp Table 149
Avp Mappings 151
ToD Schedule 154
Sd Push Rules 156
Gx Profile 157
ARP 158
Relaxed USAGE_REPORT Event-Trigger Handling 160
QoS Retry on APN-AMBR_FAILURE_MODIFICATION 161
MPS Profile 162
Rx Profile 163
Basic Options 163
Advanced Options 167
Rule Retry Profiles 171
Create a Rule Retry Profile 172
Profile Based On Failure Code 174

Associate a Rule Retry Profile with a Rule 174

CHAPTER 5 Interface Configuration 177

Gx Interface Configuration 177

Gy Interface Configuration 179

Sy Interface Configuration 181

Rx Interface Configuration 186

Sd Interface Configuration 189

Sh Interface Configuration 193
Create the Diameter Outbound Peer and Realm Connection to HSS
Configure the Sh Domain 194
Configure Multiple Sh Entitlements 194

. CPS Mobile Configuration Guide, Release 20.2.0 (3)

194



Contents .

LDAP/Ud Interface Configuration 198

CHAPTER 6 Domains 199
Overview 199
Strategies for Defining Domains 200
Defining a Domain 200
Defining the General Attributes of the Domain 200
Authorization 202
Defining the Provisioning Attributes of the Domain 203
External Profile Cache 203
Defining the Additional Profile Data of the Domain 205
Retrieving a Subscriber Profile froman HSS 205
Retrieving Subscriber Profile from an LDAP/Ud Server 213
Retrieving Subscriber Profile from an UDC Server 220
Defining the Location Attributes of the Domain 221
Defining the Advanced Rules of the Domain 222
Creating a Custom Reference Data (CRD) table for APN mapping 223
Define the APN Mapping Search Table Group 223
Define the APN Mapping Custom Reference Table 224
Load Data into the APN Mapping Table 226
Validation Steps 226
Configuring Domain to Parse Sh Attributes in Date and Time Format 228

Configuring a Virtual Service 229

CHAPTER 7 Services 231
Overview 231

Service 231

Service Option 232

Service Configuration 232

Use Case Templates 233
Use Case Template tab Order 233
Use Case Option 235

Service Example 235

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

Service Screens 236
Services 237
Service Options 239
Use Case Templates 240
Use Case Initiators 241
Documentation 253
Custom Reference Data Tables 253
Overview 253
Example 254
Screens 254
Search Table Groups 254
Custom Reference Data Table 255
Custom Reference Data Trigger 262
00C and ROC Policy CRD Event Trigger Configuration
Expose Rules Installed to Policy CRD 264

CHAPTER 8 Gx/Sd Services 269
Gx Services 269

QoS Profile 269
Overview 269
Policy Builder Configuration 270
Parameter Descriptions 275
Default Bearer QoS Algorithm 276
QoS Authorization Algorithm 277

PCCRules 278
Overview 278
Policy Builder Configuration 278

Table (CRD) Driven Rules 280
Overview 280
Policy Builder Configuration 281
Common Steps 287
Control Center Configuration 287

CRD Supported Features 287

. CPS Mobile Configuration Guide, Release 20.2.0 (3)

262



Table (CRD) Driven Rule Refresh on Rule Failure 293
Overview 293
TableDrivenChargingRuleRefresh Service Option 294
Policy Builder Configuration 295
Control Center Configuration 297
Custom Features 298
Service Group QoS 298
Content Filtering 299
Emergency Data Services 300
Overview 300
Configure Diameter Gx Client for Emergency APNs 300
Configure Service for Emergency Sessions 302
Configure Prioritizing Emergency Sessions using APNs 302
RAN Congestion 304
Overview 304
Policy Builder Configuration 305
Control Center Configuration 307
Parameter Descriptions 308
Usage Monitoring 309
Overview 309
Policy Builder Configuration 309
Scheduled Usage Monitoring 309
Time Usage Monitoring 311
Bandwidth Monitoring 312
Overview 312
Policy Builder Configuration 312
Parameter Descriptions 314
Override Control AVP 315
Overview 315
Policy Builder Configuration 315
Gx RAR Traffic 317
Configuring Policies Based on Gx Events 318

Overview 318

Contents .

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

Policy Builder Configuration 319
Common Parameters Used 321
Sd Services 323
Overview 323
Policy Builder Configuration 324

Common Parameters Used 324

CHAPTER 9 Rx Services 329
Overview 329
VOLTE 329
Policy Builder Configuration 331
Diameter Stack for Rx 331
Service Configuration for VOLTE = 331
Service Configuration to Handle VoLTE Issues 337
Support Stale Session for VOLTE 343
Dynamic Rule Naming (Multiple Dedicated Bearer QoS) 345
QoS Selection 345
Dynamic QoS 346
Programmatic CRD (QoS Action) 346
Policy Builder Configuration 348
Control Center Configuration 352
Logical Operator Support in Programmatic CRD tables for RxSTGConfiguration 352
Policy Builder Configuration 352
Support of Charging Parameters for Dynamic Rules using CRD Tables 354
Policy Builder Configuration 355
Control Center Configuration 357
Charging Parameters for Sponsored Data 357
Policy Builder Configuration 357
SRVCC 357
NPLI (Access Network) 358
Dynamic PCC (MOG) 359
Default Bearer 359
Dedicated Bearer 360

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



Contents .

Policy Builder Configuration 360
VOLTE Emergency Calls 361
Sponsored Data 361
Multi-Media Priority Services 363
Gx Service Configuration 363
EMPS Service Configuration 363
Reference Data for Always-on MPS Priority 364
On-demand MPS-Identifier 365
Obtaining Highest Priority Qci Using Max Function 365
On Demand Without Always-on Configuration 366
On Demand With Always-On Configuration 366

CHAPTER 10 Balance Services 369
Account Balance Templates 369
CRD Based Account Balance Templates 371
Quota Templates 372
Recurring 372
Refresh Dates 375
Rollover 375
One Time 378
Stackable Quota or MsBM Multiple Prepaid Plans 380
BillCycle 382
Repurposing Recurring Quota Templates 382
End Date and Last Recurring Refresh (LRR) 383
Thresholds 383
Threshold Event Types 384
Balance Functions That Evaluate Thresholds 384
Reference Data vs. Subscriber Specific Thresholds 384
Depletion and Exhaustion 386
Depletion and Exhaustion vs. Thresholds 387
Charging Expired Reservations 387
Credit Selection Logic for Reservations and Debits 387

Rates and Tariff Times 388

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

Tariff Times 388
Tariff Times Configuration 388
Edge Cases 390
Subscriber Record 390
Subscriber Account 391
Account Balance 392
Quota 392
Credit 392
Debit 392
Reservations 393
Reservation Debits 393
Thresholds 393
Expired Reservations 393
Shared Quota 393
Shared Per User Limit Use Case 3%
Policy Engine 394
Proration 395
Proration Example 395
Quota Refresh Throttling 395
Sy Server Implementation in OCS 395
Sy Client and Diameter Stack Configuration 396
Account Balance Configuration 396
Use Case Template and Service Configuration 397

Loading Sy Session When Gy Session is From Different Realm

CHAPTER 11 Notification Services 401
Apple Push Notifications 401
Notification Configuration 401
Message Configuration 402
Email Notifications 404
Configure Notifications 404
Configure Messages 406

Multiple Email Notification Configuration 409

. CPS Mobile Configuration Guide, Release 20.2.0 (3)

399



Contents .

Configure Notifications 409
SMS Notifications 410
Configure Notifications 410
Configure Messages 412
SMS Notification Extension 416
Multiple SMSC Server Configuration 418
Configure Notifications 418
Real Time Notifications 420
Configure Notifications 421
Configure Messages 422
Service Option Configuration 426

NAP Notification 427

CHAPTER 12 Service Configuration Objects 429
diameter2 Configuration Objects 429
RequestReject 429
ResetDiameterSession 430
Gx Service Configuration Objects 431
ActionBasedOnGxEventTrigger 431
ActionOnDefaultBearerQoSChange 432
ADTMAttributeStagePriority 433
ADTMIMSServiceAction 433
ADTMMogServiceAction 435
ADTMSDServiceAction 437
ADTMSPRBearerAction 438
ApnMapping 440
BandwidthMonitor 440
BearerControlMode 441
CcGroup 441
ChargingInformation 442
CiscoContentFilteringPolicy 442
CiscoEventTriggerType 443

CiscoOverrideControl 443

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

CiscoQosGroupRule 444
CSGReporting 445
DefaultBearerQoS 446
DefaultBearerQoSActions 446
DefaultBearerQciArpOverride 447
DelayBearerCreation 447
DetectedAppDefaultBearerQos 448
DetectedAppPriorityDeafaultBearerQoS 449
DynamicTrafficSteering 449

EMPS 449

EventTrigger 450

EventTrigger 48 450
GxDynamicRuleReference 451
IntermediateRulesParamOnFailure 451
MaxQos 452

ModifyChargingRules 452
OverrideQoS 454

PreConfiguredRule 455
PreDefinedRule 459
PreDefinedRuleBase 459
PresenceReportingAreaConfiguration 460
ReleaseBearerDelayMessage 461
ReprovisionObjects 461
RevalidationTime 461
SupressRxMessage 462
TableDrivenChargingRule 463
TableDrivenChargingRuleRefresh 467
TableDrivenCiscoQosGroupRules 467
TableDrivenPredefinedChargingRule 468
TableDrivenRuleNameSupport 469
TDFServerinformation 470
UsageMonitoringKey 471
UsageMonitoringKeyDual 472

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



Contents .

Gy Service Configuration Objects 473
ExternalRatingGroup 473
GySessionWallet 474
RatingGroup 474
RatingGroupServiceld 476

LDAP Service Configuration Objects 478
LdapAddProfile 478
LdapAddEntries 479
LdapSynchProfile 481

Rx Service Configuration Objects 482
ActionBasedOnSyPolicyCounters 482
ModifyRxDynamicRule 484
RxAppQoSInformation 485
RxAuthorizationSTGConfiguration 486
RxChargingParameterSTGConfiguration 487
RxDelayedMCDProcessing 488
RXDRMPSTGConfiguration 489
RxGuaranteedBitRateOverride 490
RxQoSInformation 490
RxSponsoredDataChargingParameterSTGConfiguration 491
RxSTGConfiguration 491
RxSTGDefaultBearerConfiguration 496
RxTableDrivenEventTriggers 499
EvaluateRxDedicatedBearer 501
EvaluateRxDedicatedBearerCreate 501
ThrottleRxBasedOnBearer 501
ThrottleRxBasedOnMediaType 502

RxClient Service Configuration Objects 503
BindingDbHealthCheck 503

Sd Service Configuration Objects 503
ADCPreconfiguredRule 503
ADCPredefinedRule 504
ADCPredefinedRuleBase 505

CPS Mobile Configuration Guide, Release 20.2.0 (3) .



. Contents

EventTrigger 505
SdDynamicRuleReference 505
SdDefaultBearerQosADCRuleConfiguration 506
SdToggleMonitoringKey 507

Service Configuration Objects 508
ServiceNotification 508

Sy Service Configuration Objects 510
SpendingLimitReport 510

SyAction 512

TableDrivenActionOverSy 512

UDC Client Service Configuration Objects 513
ADTMAttribue 513

Common Parameter Descriptions 514

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



Preface

* About This Guide, on page xvii

* Audience, on page xvii

+ Additional Support, on page xvii

« Conventions (all documentation), on page xviii

» Communications, Services, and Additional Information, on page xix
* Important Notes, on page xix

About This Guide

This document is a part of the Cisco Policy Suite documentation set.

For information about available documentation, see the CPS Documentation Map for this release at Cisco.com.

Audience

This guide is best used by these readers:

* Network administrators
» Network engineers
* Network operators

* System administrators

This document assumes a general understanding of network architecture, configuration, and operations.

Additional Support

For further documentation and support:

« Contact your Cisco Systems, Inc. technical representative.
» Call the Cisco Systems, Inc. technical support number.

* Write to Cisco Systems, Inc. at support@cisco.com.
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» Refer to support matrix at https://www.cisco.com/c/en/us/support/index.html and to other documents

related to Cisco Policy Suite.

Conventions (all documentation)

This document uses the following conventions.

Conventions

Indication

bold font Commands and keywords and user-entered text
appear in bold font.

italic font Document titles, new or emphasized terms, and
arguments for which you supply values are in italic
font.

[1 Elements in square brackets are optional.

xlylz} Required alternative keywords are grouped in braces
and separated by vertical bars.

[x]y]z] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

courier font

Terminal sessions and information the system displays
appear in courier font.

<> Nonprinting characters such as passwords are in
angle brackets.

[1 Default responses to system prompts are in square
brackets.

L # An exclamation point (!) or a pound sign (#) at the

beginning of a line of code indicates a comment line.

N

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

A

Caution  Means reader be careful. In this situation, you might perform an action that could result in equipment damage

or loss of data.
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A

Warning  IMPORTANT SAFETY INSTRUCTIONS.

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing
accidents. Use the statement number provided at the end of each warning to locate its translation in the
translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

\}

Note  Regulatory: Provided for additional information and to comply with regulatory and customer requirements.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you're looking for with the technologies that matter, visit Cisco Services.
» To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that
maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Important Notes

| A

Important  Any feature or GUI functionality that is not documented may not be supported in this release or may be customer
specific, and must not be used without consulting your Cisco Account representative.
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Overview

CHAPTER 1

Policy Builder Overview

* Overview, on page 1

* Reference Data, on page 2

* Services, on page 3

* Policies, on page 3

» Accessing the Policy Builder, on page 7

* Policy Builder Field Value Validation, on page 8

Cisco Policy Suite (CPS) provides a framework for building rules that can be used to enforce business logic
against policy enforcement points such as network routers and packet data gateways. For example, a prepaid
customer (one who pays as they go) might be denied service or prompted to top-up when their quota has
expired, whereas a postpaid customer (one who has an ongoing billing relationship with the service provider)
might only have their service downgraded or be automatically billed for additional data when their particular
quota has expired.

CPS allows service providers to create policies that are customized to their particular business requirements
through the use of the CPS Policy Builder, a web-based tool with a graphical user interface (GUI) that allows
for rapid development of innovative new services.

The Policy Builder GUI supports both configuration of the overall CPS cluster of virtual machines (VMs) as
well as the configuration of services and advanced policy rules. The following sections introduces the main
aspects of the PB GUI as laid out in three tabs on the upper right of the interface: Reference Data, Services
and Policies.

CPS Mobile Configuration Guide, Release 20.2.0 (3) .
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. Reference Data

Figure 1: Cisco Policy Guilder GUI

CISCO. POLICY BUILDER
REFERENCE DATA

File Tools

S Summary
L3 1ab ~ Actions

Account Balance Templates Create Child:

Custom Reference Data Tables t—d System

DM Configuration
Diameter Agents
Diameter Clients

Diameter Defaults

215014

Fault List

Reference Data

The Reference Data tab of the PB GUI provides access for configuring various aspects of the system in order
to make the system ready for operation. Reference Data are used to not only configure the system, but are
also used to provide settings and parameters that are referenced by policy rules across various services; for
example, Account Balances and Notifications are configured as Reference Data but are then referenced and
reused by multiple services as needed. Details of the various Reference Data configuration options are
described in more detail in other chapters of this guide.

The Reference Data tab contains static system, network, and template definition. It is not directly related to
policy, services, or use cases, but does define the reference points for the following types of information:

» Systems, cluster, and instance data

« Jdbc query string definitions

* Balance and quota definitions

« Diameter agents, clients, and defaults information

* Query strings

* Custom reference data tables (custom look up tables such as apn names)
* Notification addresses and text templates

* Policy reporting criteria

* Subscriber data repositories

* Tariff switch times

* Fault list - For more information, refer to CPS Operations Guide for this release.
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Services

Policies

Services .

The Services tab allows for creation of reusable policy rules that control how subscribers are granted network
services, quota and natifications. Services are broken down into three core areas; Domains, Services and Use
Case Templates. The following section provides an overview of the Services tab, however detailed instructions
on how to build a service are covered in later chapters of this guide.

The creation of a new service begins with creating a Use Case Template (UCT) for the service. UCTs consist
of Service Configurations specific to the service that will be created. For example, a Service Configuration
might provide for the setup of a Gx Rule or Basic QoS. The UCT is also used to configure Use Case Initiators
(UCI) which are instructions on when a specific Service Configuration should be in effect. An example of the
UCI might be “only send this Gx Rule when the account balance is depleted”. Multiple UCls can be configured
for each Service Configuration allowing for complex logic as to when the configuration should or should not
be in effect.

Once a UCT and associated UCIs are defined, it becomes the basis for Service Options, which are specific
instances of the UCT that are populated with data specific to the service. Multiple Service Options can be
created from a single UCT; for example, a UCT that provides for passing QoS parameters can be reused with
different QoS values for different customers. Multiple Service Options can be layered to create the end Service.

Figure 2: Services tab

Domains

| Service
Services
2 *Code *Name
3 "
Ll summan . +| Enabled Suppress [n Portal
= Services SERVICE_A Service A
Balance Service Add To Sub Accounts

default (DEFAULT) Service Options

MirrorQo$S (Mirrar)
i S Name *Use Case Template

- wll 1 Session Limit Max Concurrent Sessions

Use Case Templates

Add || Remove | | 97 || 4& | View Service Option Parameters
* Actions
Create Child:

Automatic Balance Provisioning
Copy:

Current Service

The Domains panel within the Services tab handles the initial interaction of the client device with the policy
engine, and covers tasks including client authentication, default provisioning of unknown clients and qualifying
a client for particular system defaults and services.

For more information on the Services tab, refer to the Services, on page 231 chapter.

While the Services tab, through Use Case Templates and Service Options, makes it easy to create reusable
and extensible services, the Policies tab allows direct access to the underlying policy engine. The Policies
tab holds the CPS core system Blueprint, which is composed of various Extension Points that break the policy
engine flow into sections that occur within the execution of the policy. For example, the point in the policy flow

CPS Mobile Configuration Guide, Release 20.2.0 (3) .
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where a Gx connection is received, parsed, and processed before the point in the policy flow where the related
subscriber data is evaluated.

Within the various Extension Points are Policies that define Conditions (events and data from the policy flow
and external systems) that can then trigger Actions (manipulation of data and communication back to external
systems).

Note that the configuration of services for most deployments will be handled through use of the Reference
Data and Services tabs; advanced policies as defined on the Policies tab and discussed above are only required
for complex deployments. It is recommended that only experienced users access the Policies tab as errors in
custom policies can have negative impact on the operation of the system. Detailed discussion of custom
policies is outside of the scope of this document.

By default, the Policies and Blueprint tabs are disabled.

Important

The Policy Builder offers the Blueprint section under Policies tab to enable Cisco recommended changes to
the Policy Engine. Changes made without Cisco guidance are not supported and can result in poor performance,
platform instability, or reduced capacity.

Enabling POLICIES tab

In Policy Builder, Tools > Preferences to open Preferences pop-up window.

Figure 3: Preferences - Policies

Fila Tools

Sxslene Summary Preferences Oox
[B] surm

v [3 1=b Rt Advanced -

Accoiunt Ralwce Femplates Create Chil Show Policies (custom configuration) editing options?

Custom Reference Data Tablas 2| Syste

Diameter Agents

Daiiatis Chunts Allow changes to Read-Only objects (any changes will be lost on GUI restart)

Diameter Defaults Expert Made (silently aute-save changes)

Fault List

Notifications

Policy Enforcement Points
Rule Retry Profiles
Subscriber Data Sources

Tariff Times

Restore Defaults Apply

OK Cancel

Select Show Policies (custom configuration) editing options? and click Apply.

Warning pop-up dialog box opens up.
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Policies .

Figure 4: Warning

Advanced ‘ Advanced

[#] show Palicies (custom configuration) editing options?

Warning

Turning this option on enables powerful functionality in the user interface that also
comes with a large degree of responsibility. By turning this functionality on you are
accepting liability for any changes you make in the enabled screens which could
result in incorrect, invalid, unexpected behavior of the system. If yvou do not accept
this liability, then press the Reject button and all changes to the preferences dialog
will be discarded.

|' Restore Defaults i[ Apply

oK Cancel

Click Accept so that POLICIES tab is visible in Policy Builder.

Enabling BLUEPRINTS tab

For BLUEPRINTS tab to be visible in Policy Builder, Show Policies (custom configuration) editing options? must
be checked.

Select Show blueprint editing options? and click Apply.

Figure 5: Preferences - Blueprints 1

File Tools

L Summary
. Advanced | Advanced
. . a : Advance -
» Lg 1ab ~ Actions
Account Balance Templates Create Chil @ Show Policies (custom configuration) editing options?
Custom Ref Data Tables (=8 =
Heinm Referenoe Data 1e %) ] Syste il [] show blueprint editing options?

Diameter Agents

Dt Ot [ allow changes to Read-Only objects (any changes will be lost on GUI restart)

Diameter Defaults. [ Expert Mode (silently auto-save changes)
Fault List

Notifications

Policy Enforcement Points
Rule Retry Profiles
Subscriber Data Sources

Tariff Times

[Restore Defaults | [ Apply |

| OK

|| Cancel
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. Summary of Policy Tab Capabilities

Figure 6: Preferences - Blueprints 2

Hostname:lab  SVN URL: httpsiperfciient0i/repos/configuration  SVNRevision: 679 Welcome, ans-svn (ADMIN)  [EeRERI = &

CISCO. POLICY BUILDER e

File Tools

e summary [T
P
e Se— Advanced =

Account Balance Templates Create Chill ] Show Palicies (custom configuration) editing options?

Custom Reference Data Tables =
| £ | svstel 7] show blueprint editing options?

Allow changes to Read-Only objects (any changes will be lost on#UI restart)

Expert Mode (silently auto-save changes)

Policy Enforcement Points.

Rule Retry Profiles

Subscriber Data Sources

Tariff Times

Restore Defauits Apply.

OK Cancel

Warning pop-up dialog box opens up.
Click Accept so that BLUEPRINTS tab is visible in Policy Builder.

N

Note In case the POLICIES checkbox is unchecked while BLUEPRINTS checkbox is checked, the BLUEPRINTS
checkbox is unchecked forcefully and the BLUEPRINTS tab is not visible.

Summary of Policy Tab Capabilities
« Conditional rules within specified Extension Points (Condition/Action)
« Trigger specific actions from an extensive catalog of Use Case Initiators

« Evaluate and manipulate session data as part of making policy decisions and returning services data to
downstream systems

Advantages

* Allows for handling complex policy situations without writing custom code

« Support for custom or unusual business rules

Considerations

« Building custom policies requires a deep understanding of the call flow and underlying CPS platform

« Due to the flexibility of the Policy Builder, it is possible to create conflicting policies that can have a
negative impact on system performance

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



| Policy Builder Overview

Accessing

Accessing the Policy Builder .

the Policy Builder

The Policy Builder is the web-based client interface for the configuration of policies to the Cisco Policy Suite.
Initial accounts are created during the software installation with the default CPS install username as gns-svn
and password as ciscol123.

URL to Access Policy Builder Interface:
* For HA: https://<Ibvip01>:7443/pb
* For AlO: http://<aio_ip>:7070/pb
The Policy Builder provides a PAM based and SVN based authentication mechanism to support the

authentication of Linux user credentials. The disablePamAuthentication flag is used to enable or disable
user login and to perform PAM based authentication.

The following tables describes the user roles and credentials supported:

Table 1: User Roles and Authentication Mechanism

Linux access |SVN access User Accessto |User Roles Authentication Mechanism
Policy Builder

Read/Write | Notan SVN user | Yes Read only PAM (Linux Systems) (set
disablePamAuthentication = false)

Read only Notan SVN user | Yes Read only PAM (Linux Systems) (set
disablePamAuthentication = false)

Read/Write | Read/Write Yes Admin PAM (Linux Systems) (set
disablePamAuthentication = false)

Read/Write | Read only Yes Read only PAM (Linux Systems) (set
disablePamAuthentication = false)

Read only Read/Write Yes Admin PAM (Linux Systems) (set
disablePamAuthentication = false)

Read only Read only Yes Read only PAM (Linux Systems) (set
disablePamAuthentication = false)

Notalinux |Read only Yes Read only SVN (set disablePamAuthentication

user =true)

NotaLinux |Read/Write Yes Admin SVN (set disablePamAuthentication

user =true)

NotalLinux |Notan SVNuser|No Invalid PAM/SVN

user username or

password error

CPS enables users to be aware of its current privileges while accessing Policy Builder as described below:

* If a user has read-write privilege then ADMIN is displayed adjacent to user name in the GUI.
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. Policy Builder Field Value Validation

A

* If a user has read-only privilege then READONLY is displayed adjacent to user name in the GUI.

The hostname is displayed in the login dialog box and system banner to differentiate between open windows
while performing any operation of the CPS system. It indicates which system is being modified and prevents
any errors or misconfigurations.

The hostname is displayed when the parameter -Dhostname=1lab is configured in pb/gns.conf files. If it is not
configured in the gns.conf file, it is displayed as a result of the command "hostname" on the server.

The hostname is displayed in the login panel only when the following argument is set to true:
-DshowSitenamelLogin

Enable TACACS+ authentication for Policy Builder by enabling PAM authentication (set
-DdisablePAMAuthentication to false) and enabling TACACS+ along with tacacs_on_ui flag set to true in
Configuration.csvfile.

Enabling Logout Option

To enable the logout option in Policy Builder, the following parameter must be configured in
/etc/broadhop/pb/pb.conffile.

+ —DlogoutLinkVisibility

To view the Logout link on Policy Builder banner, set the parameter to true value.

To support backward compatibility, -DlogoutLinkVisibility flag is not present in pb . conf by default. If
flag is not present, then the value is considered as false.

When the parameter is configured or updated, restartall .sh is required.

Caution

Executing restartall.sh will cause messages to be dropped.

Policy Builder Field Value Validation

The Policy Builder uses the eCore framework to configure Ul fields and their data types. The Policy Builder
validation is triggered when a field is updated. The validation depends on the data type and valid value that
you have defined for the field.

When you start the Policy Builder, the last recorded valid value defined in the eCore is set as the default value.
If the value is not set in the eCore, the valid value is taken based on the eCore data type. For numeric data
types, the Policy Builder displays 0 as a default value. For string data types, the Policy Builder displays null
(empty) as a default value.

The Policy Builder validates the value that is configured in the field.

When you enter a value in the field and the value passes validation, the newly entered value is recorded as
the last valid value. If the validation fails, the last recorded valid value is reverted.
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CHAPTER 2

Basic Systems Configuration

* Overview, on page 9
» Policy Builder Repository Configuration, on page 9
« System Configuration, on page 25

The Cisco Policy Suite provides the Policy Builder as an interface for policy management. Policies translate
a Service Provider’s business rules into actionable, logical processing methods that the Cisco Policy Suite
enforces on the network.

The Cisco Policy Suite ships with some standard base policies that serve as a starting point for customization
to suit a Service Provider's specific business rules.

Policy Builder Repository Configuration

The Policy Builder uses a Subversion version control repository to store the configuration data created in the
Ul. The data entered in the Ul is translated into XML (Eclipse Modeling Framework xmi files) when saved.

As work is done in the Ul, changes are saved to a temporary directory on the pcrfclient01. (The directory is
specified in the Repository configuration dialog.) Therefore, you can log out and back in and the latest changes
will remain. However, if someone else makes a change and commits, then your local changes are lost.

There are two options for saving configuration changes:

* Publish to Runtime

* Save to Client Repository
When saving to the client repository, the configuration is pushed to Subversion, but it is saved in a client only
repository and not copied over to the runtime environment repository. If you 'Publish to Runtime', the
configuration is saved to the client repository and also copied to the runtime environment repository. The CPS

servers check the runtime environment repository for changes and will update automatically when changes
are committed.
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Best Practices

Typically, publishing configuration changes to a lab environment to run tests is best. And then when satisfied
with the test results, you can publish the new configuration to a production environment.

Revert

As Subversion is a source code tracking repository, each version of a configuration is numbered and stored
in the Subversion repository history. Therefore, it is also possible to revert to any version of a configuration.
The Policy Builder does not have a way to do this via the GUI, but using the Subversion command line tools,
any version of the configuration can be made the current revision. For more information, refer to Subversion
documentation for how to use the command line tools.

Default Repositories

The CPS deployment installs Subversion and creates a default client and runtime repository. The Subversion
repositories are synced using Subversion's Master/Slave replication between the pcrfclient01 and pcrfclient02
nodes.

* Client - http://pcrfclient01/repos/configuration

* Runtime - http://pcrfclient01/repos/run
The Policy Builder start screen shows a dialog that lets you define repositories and choose a repository to
check out for editing. A repository definition named “Repository” is installed by default and uses the default

client repository (http://pcrfclient01/repos/configuration). The default PB user (gns-svn) with the default
password is also setup.

Figure 7: Choose Policy Builder Data

Choose Policy Builder data

@ Build policies using version controlled

Repository -~ | Edit Remove Revert

OK Cancel

215008

Adding a Client Repository Definition

Step 1 Start Cisco Policy Builder.
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Step 2

Adding a Client Repository Definition .

In the Choose Policy Builder data repository ... dialog box, select Add New Repository from the drop-down list.

Figure 8: Adding a New Repository Definition

Choose Policy Builder data repository...
@) Build policies using version controlled data

Repository k‘ Edit | Remove Revert

<Add New Repository> |
'
QK

Cancel

215010

The Repository dialog box appears.

Figure 9: Repository Configuration Fields

Repository

*Name
Repository

Username

Password
Sawe Passwond
*Url
http://porfclient01/repos/configuration/
*Local Directory
Mvar/broadhop/pb/workspace/tmp-Repository
| Validate on Close

Remove

OK

Cancel

21501

The following parameters can be configured under Repository:

Configure the parameters according to the network requirements.
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Table 2: Repository Parameters

Basic Systems Configuration |

Parameter

Description

Name

This required field uniquely identifies your repository's site with a name.

Note We recommend the following format for naming repositories:
customername_project_date, where underscores are used to
separate customer name, project and date. Date can be entered in the format:
MMDDYYYY.

Username and Password

Enter a username that is configured to view Policy Builder data. The password can be
saved for faster access, but it is less secure. A password, used with the Username,
permits, or denies access to make changes to the repository.

Save Password

Select this check box to save the password on the local hard drive. This password is
encrypted and saved as a cookie on the server.

Url

You can have several branches in the version control software to save different versions
of configuration data. Create a branch in the version control software before assigning
it in this screen.

Enter the URL of the branch of the version control software server that is used to
check-in this version of the data.

Local Directory

This value do not need to be changed.

This is the location on the hard drive where the Policy Builder configuration objects
are stored in version control.

When you click either Publish or Save to Repository, the data is saved from this directory
to the version control application specified in the Url text field.

The field supports the following characrters:

* Uppercase: Ato Z
* Lowercase: atoz
* Digits; 1to 9

* Non-alphanumeric: /

Note The user needs to provide the specified characters above.

Validate on Close

Select this check box to see if the values for Username, Password, or the URL are
legitimate and unique. If not, the screen displays an error message and provides a
chance to correct the errors.

Remove Removes the display of the repository in Cisco Policy Builder.
Note The remove link here does not delete any data at that URL. The local directory
is deleted.
Step 3 Click OK to save your work to the local directory.
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Note When your change screens, Cisco Policy Builder automatically saves your work. Cisco recommends saving
your work to the local directory by clicking on the diskette icon on the Policy Builder GUI or CTRL-S on the
keyboard.

Step 4 If you are ready to commit these changes to the version control software, select File > Save to Client Repository on the
Policy Builder home screen.

Editing a Client Repository Definition
Use this procedure to change any of the following details of client repository:
* Client repository name
* Username, password, and password save mechanism
» Client repository temporary save URL

* Client repository local directory save file path

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Edit button.
Step 4 In the Repository dialog box, make the required changes.

Step 5 Click OK to save the changes to the repository definition.

Removing a Client Repository Definition

This procedure removes a repository from Cisco Policy Builder. This procedure does not delete the actual
Subversion repository, just the definition for access in the Policy Builder.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list in the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click Remove. A confirmation dialog box appears.

Step 4 Click OK to delete the repository.

Saving Policy Builder Configuration Data to a Client Repository

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.
Step 3 Click OK to open the Policy Builder GUI.
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Step 4 Make the necessary modifications in the Policy Builder.

Step 5 To save the modifications done, select File > Save to Client Repository, or click the diskette icon on the Policy Builder
GUI or use CTRL-S on the keyboard.

Step 6 Enter a commit message for the modifications done.

Step 7 Click OK. The modified configurations are saved to the client repository for later updating and publishing to the runtime

environment.

Auto Save Policy Builder Configuration Changes

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.

Step 2 Use the drop-down list on the Choose Policy Builder data... dialog box to select the desired repository.

Step 3 Click OK to open the Policy Builder GUI.

Step 4 Make changes to configuration data as necessary. For example, if you move from configuration to another configuration
without saving the changes, a pop-up Are you sure? dialog box for saving the changes is displayed.

Step 5 Click Yes to save the changes. If you want to disable this notification, click Tools > Preferences. This opens Preferences
window.

Figure 10: Preferences

Advanced -

Show blueprint editing options?

| Allow changes to Read-Only objects (any changes will be lost on GUI restart)

Expert Mode (silently auto-save changes)

Restore Defaults Apply
OK Cancel
Step 6 Check Expert Mode (silently auto-save changes) flag to enable auto-save option.
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Note By default, the flag is not checked. You have to check it in order to turn off the Are you sure? save prompt.

Figure 11: Are you sure?

Do you want to save this object?
(You can turn this message off in your Preferences by turning on Expert Mode)

Yes | Mo

If the flag is not checked, the following options are displayed when updating/creating/copying an object:

« Updating an Object: While updating an object the PB asks Do you want to save this object? with option buttons as
OK and Cancel. If you click OK, the data being worked on is saved and if you click Cancel, the data being worked on
is not saved to the repository.

» Creating an Object: While creating an object the PB asks Are you sure you want to create this object? with option
buttons as OK and Cancel. If you click OK, the new object is created with the default values and if you click Cancel,
the object is not created.

» Copying an Object: While copying an object the PB asks Are you sure you want to copy this object? with option
buttons as OK and Cancel. If you click OK, the object is copied and if you click Cancel, the object is not copied.

* This prompt is also displayed for File menu options when you use Publish to Runtime Environment or Save to Client
Repository....

Step 7 Once flag is checked, click Apply and OK to save the changes.

Publishing the Client Repository

To put changes into effect and have the Cisco Policy Builder server recognize the configuration changes made
in your client session, use the Publish option and save the changes to the server repository.

\)

Note To save the practice version, publish the client repository to the server. This is the version the server uses for
production.

Do not publish to the Policy Builder unless you are completely satisfied with the configuration data in your
client repository.

* Use the Policy Builder interface to either commit or set up a commit repository.
« Verify your work either by going to a web browser or by looking at the config.properties file.

* Unpublish with an SVN delete and restore.

When you are ready to put your Policy Builder changes into production, you need to publish them to Subversion.
This preserves version history.
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. Publishing the Client Repository

Step 1

CPS supports to save the unpublished commit messages in a property file into the file system. This file is saved
in the user directory under the selected repository location. For different users, Policy Builder will generate
different property files.

Policy Builder saves the unpublished commit messages into the file system for the following cases:

» When loading Publish dialog box (File > Publish to Runtime Environment...) then saved commit message,
if any, appears for that user in Commit Message pane.

 While publishing the policy configuration, if publish fails then the entered commit message is saved into
the file system.

* While publishing the policy configuration, if publish succeeds then remove the message from file for the
logged in user.

« If you click Cancel on Publish dialog box then the entered commit message is saved into the file system.
« If you click Cross (x) on Publish dialog box then the entered commit message is saved into the file system.

» When loading Saving to Repository dialog box (File > Save to Client Repository...) then saved commit
message, if any, appears for that user in Commit Message pane.

* While saving to client repository, if operation fails then the entered commit message is saved into the file
system.

» While saving to client repository, if operation succeeds then remove the message from file for the logged
in user.

* If you click Cancel on Saving to Repository dialog box then the entered commit message is saved into
the file system.

« If you click Cross (x) on Saving to Repository dialog box then the entered commit message is saved into
the file system.

To publish in Cisco Policy Builder, select File > Publish to Runtime Environment. The Publish dialog box appears.

Figure 12: Publishing to the Runtime Environment

Publish Repository = || Edit | Remove Revert

Commit Message (describe what's changed):

OK Cancel

215012
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Step 2 If you have already set up the repository to publish to, just enter a commit message.

Step 3 If you have not set up the repository, select Add New Repository from the Publish to: drop-down list and enter the required
details for the new repository. For more information, refer to Adding a Client Repository Definition, on page 10.

Step 4 Verify the changes to Production repository:

* All changes are published to Subversion, so they are version-controlled and can be rolled back.

» To verify a publish as part of a troubleshooting process, take the URL seen in the previous screen and put it into a
web browser (you may need to substitute the IP). The password is the same as in Cisco Policy Builder.

« If a traditional web browser cannot access the system, you can use a command line browser from the CPS VM’s
URL.

Error Notification during Publishing

During publishing, if there are any errors, the Publish dialog box will display the list of unresolved errors.

N

Note  Policy Builder does not report errors for read-only objects.

The errors are created in the session and are updated accordingly as the errors are resolved or are newly
introduced with respect to their IDs.

The format of error string is as:
<Object Name> <Feature_Name> :: <Error_String>

You can select and copy one or more of the errors in the list and paste them into another window (for example,
in an email or in a file to mask the acceptable errors).
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Figure 13: Publish - Unresolved Errors

Publish

Publish to:

- | | Add Revert
Unresolved Errors:

|FS (Gx Client) : The required feature 'realmPattern’ of 'default’ must be set

CRED_1 (Customer Reference Data Table) : The required feature 'name’ of 'Column' must be set
G_2 (5% Client) : The required feature realmPattern’ of 'default’ must be set

ri_23 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

re_11 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

(Conditional Search Table Group) : The reqguired feature 'name’ of 'Result Column' must be set
default (Gx Client) : The required feature 'realmPattern’ of 'default’ must be set

B

m |>.

Commit Message {describe what's changed):

oK [ | Cancel

If you click OK with any unresolved errors in the list then you are prompted with a confirmation asking if the
unresolved errors should be published to the repository.

Figure 14: Publishing with Errors - Override

Publish

Publish to:

hd '-Add._ Revert
Unresolved Errors:

FS (G Client) : The required feature 'realmPattern’ of 'default’ must be set

CRED_1 (Customer Reference Data Table) : The required feature 'name’ of 'Column' must be set
G_2 (G Client) : The required feature 'realmPattern’ of 'default’ must be set

re_23 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set

re_11 (Rx Client) : The required feature 'realmPattern’ of 'default’ must be set =
(CDndItIDﬂal Searcl_ L g o B Ry ) " IR Iy SO T LY <y gy 0 DR By [ fyioe ) Loy - R 1 o SRl ¥ O, N (DI Er, RN s S LYyt v

default (Gx Client) EEE=RaEE=

There are still some unresolved errors,

Commit Message (
[ i Do you want to override and Publish to the Repository ?

O-K” ?| | Canu:elm
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If you click No, then the publish does not happen.

If you click Yes then the commit message is amended to include a note that you have committed with # errors.
For example, “User forced the Publish with 3 unresolved errors: <user®s commit message>".

Masking Errors

You can mask the errors if needed where an error is reported by Policy Builder but can still be loaded by the
Policy Server. This allows configuration of CPS so that the specified errors are not displayed and you do not
ignore the list of unresolved errors and the real errors are not lost amongst a list of acceptable errors.

The file named maskPubl ishErrors. txtfile is created in the folder /etc/broadhop/pb on Cluster
Manager (CM). After creating the file, run bui 1d_al I .sh from CM to rebuild CPS package and push the changes
to each VM. The file is populated with the exact message displayed in the GUI. No wildcarding is allowed (so
as to prevent accidentally filtering out important messages). The GUI does not display any messages that are
in the maskPublishErrors.txt file. The GUI does not count any messages that are in the
maskPublishErrors.txtfile. If all of the errors in the list are masked because they are in the file then
clicking OK in the Publish dialog will not cause the override dialog to be displayed.

Adding a Runtime Repository Definition

Arepository definition named Publish Repository is installed by default and uses the default Runtime repository
(http://pcrfclient01/repos/run). The default Policy Builder user (gns-svn) with the default password is also
setup. The Runtime repository matches the value setup in the Zetc/broadhop/qgns. conf file.

The gns. conf file is read by all of the active Policy Server and Policy Director nodes and when the policy
server process starts up, it checks out the configuration from the Runtime repository.
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Figure 15: Runtime Repository Definition

Summary

+ Actions
Create Child:

[ | System ... Publish

Publish to:

Publish Repository ~ | Edit  Remove Revert

Commit Message (describe what's changed):

oK Cancel
]
2
o
Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
Step 4 Make changes to Policy Configuration data as necessary.
Step 5 Select File > Publish to Runtime Environment....

Step 6 Use the drop-down list to select <Add New Repository>.
The Repository dialog box appears.

Step 7 Enter the necessary values and click OK to save your work.
Step 8 Enter a commit message and click OK to publish to the new repository.

Editing a Runtime Repository Definition

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 After selecting the required repository, click OK.
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Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Removing a Runtime Repository Definition .

Make changes to Policy Configuration data as necessary.

Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

In the Repository dialog box, make your changes.

Click OK to save the changes to the repository definition.

Enter a commit message and click OK to publish to the new repository.

Removing a Runtime Repository Definition

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

This procedure removes a runtime repository definition from the Cisco Policy Builder. This procedure does
not delete the actual Subversion repository, just the definition for access in the Policy Builder.

Open a browser and enter the URL of the Cisco Policy Builder.

Use the drop-down list on the Choose Policy Builder data repository... dialog box to select the desired repository.
After selecting the required repository, click OK.

Make changes to Policy Configuration data as necessary.

Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

Click Remove. A confirmation dialog appears.

Click OK to delete the repository.

Click Cancel to close the dialog box.

Saving Policy Builder Configuration Data to a Runtime Repository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Open a browser and enter the URL of the Cisco Policy Builder.

Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
After selecting the required repository, click OK.

Make changes to Policy Configuration data as necessary.

Select File > Publish to Runtime Environment....

Use the drop-down list to select the desired repository.

Enter a commit message.

Click OK. The data will be saved to the client repository for later updating and publish to the runtime environment.

Switching to a Different Client Repository

You may have several variations of your client repository. One may reflect the configuration currently published
to the server. Another might be developed for test purposes.
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There are two ways to switch to a different repository:
* File > Switch Repository...

* File > Exit/Logout: You can select the required repository from Choose Policy Builder data repository...
dialog box.

When you click Ok after repository selection, a validation prompt Are you sure? is displayed.
* Select Discard to discard the uncommitted changes.

» Select Retain to retain the uncommitted changes.

If the dialog box is dismissed without clicking escape or close, the uncommitted changes are retained.

Reverting Changes
There are two main SVN repositories (repos) in the system.
* Repository publish which contains ONLY the currently running set of policies.

* Runtime repository which contains a copy of the currently running set of policies along with copies of all
previous sets.

To rollback Policy Builder changes, there are two methods:

* Rollback the configuration repository Policy Builder and then perform a publish as described in Unpublished
Changes, on page 22.

* Rollback the runtime repository Policy Builder uses and the configuration repository Policy Builder uses.

For more information, refer to Published Changes, on page 22.

Unpublished Changes

If you do not want to save the changes, click the Revert link on the Policy Builder start window. All changes
that have not been committed to a repository will be removed.

Step 1 Open a browser and enter the URL of the Cisco Policy Builder.
Step 2 Use the drop-down list in the Choose Policy Builder data repository... dialog box to select the desired repository.
Step 3 Click the Revert link. A confirmation dialog appears.

The Revert link is only available if there are uncommitted local changes.

Step 4 Click OK to revert changes to the repository definition.

Published Changes

Step 1 Check the configuration repository name Policy Builder uses (config_repo). To check the name, use the following steps:
a) Open abrowser and enter the URL of the Cisco Policy Builder.
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Step 2

Published Changes .

b) Inthe Choose Policy Builder data repository... dialog box, click Edit.

Figure 16: Choose Policy Builder Data Repository

Choose Policy Builder data repository...

®) Build policies using version controlled data

Repository = || Edit | Remove Revert

OK Cancel

215206

c) Inthe Repository dialog box, look at the contents of the Url field to see the repository name used by the Policy Builder.

For example, it is configuration.

Figure 17: Repository

Repository

*Name
Repository
Username
qns-svn
Password
LTI YT YT YT | Save Pazsword
*url
http://localhost/repos/configuration
*Local Directory
Jvar/broadhop/pb/workspace/tmp-Repository
| Validate on Close

Remove

oK Cancel

215207

d) Record the Policy Builder repository name (config_repo). For example, it is configuration.

To locate the ‘r' number in the repository used by Policy Builder, execute the following command:

svn log http://pcrfclient0l/repos/<config_repo> | more

The <config_repo> value comes from Step 1.d, on page 23.

The following is an example of the svn log command, where <config_repo> is configuration as shown in Step 1.d, on page

23.
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svn log http://pcrfclientO0l/repos/configuration | more

r367 | gns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
second try

r364 | gns-svn | 2015-06-17 15:46:19 -0600 (Wed, 17 Jun 2015) | 1 line
corrected java issue

r361 | gns-svn | 2015-06-16 15:38:28 -0600 (Tue, 16 Jun 2015) | 1 line

Added new Policies

r352 | gns-svn | 2015-06-16 14:52:29 -0600 (Tue, 16 Jun 2015) | 1 line

a) Inthe example above, the comment we are looking for is in r361 which is the ‘r’ number we want to rollback to.
b) Record the config_repo ‘r_number’. In this example, it is r361.

Step 3 Execute the following command to delete the current version from the configuration repository Policy Builder uses:
svn delete http://pcrfclient0l/repos/<config_repo> -m “deleting for rollback”
Use the <config_repo> value from Step 1.d, on page 23.
The following is an example of the svn delete command where <config_repo> is configuration.

svn delete http://pcrfclientO0l/repos/configuration -m “deleting for rollback”

Step 4 Execute the following command to restore the Policy Builder configuration repository to a previous version.

svn cp http://pcrfclientO0l/repos/<config_repo>@<r_number> http://pcrfclient01/repos/<config_repo> -m
‘rolling back to <r_number>~

The <r_number> value is from Step 2.a, on page 24 and the <config_repo> value is from Step 1.d, on page 23. The -m’
option should be used to add a comment indicating what is being done.

The following is an example of the svn copy command with the <r_number> set to 361 and the <config_repo> set to
configuration:

svn cp http://pcrfclient0l/repos/configuration@361 http://pcrfclient0l/repos/configuration -m “rolling
back to 361~

Step 5 Execute the following command to verify if the rollback is successful
svn log http://pcrfclient01/repos/<config_repo> | more
The <config_repo> value is from Step 1.d, on page 23.

The following is an example of the svn copy command:

svn log http://pcrfclientO0l1/repos/configuration | more

r367 | gns-svn | 2015-06-18 12:15:34 -0600 (Thu, 18 Jun 2015) | 1 line
rolling back to 361

Note The output should have the -m’ option's text entered in Step 4, on page 24 as the comment.
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Step 6 Open Policy Builder and verify the polices to which you have rolled back. Normally the customer should be able to verify
the policies in Policy Builder.
Step 7 Perform a publish in Policy Builder and make sure to add a comment indicating that the publish is being done to complete

the rollback. For example, “publishing to complete rollback to <r_number>".

System Configuration

The Systems node in the Reference Data tab represents the Cisco Policy Suite runtime environment as it exists
in the network environment.

« System: There must always be at least one system defined in the Policy Builder. The system represents
the customer deployment. In HA, the system represents a set of PCRF clusters that share the same session
database. System is used to define any common things across the clusters, such as load balancing, and
soon.

» Cluster: Each system contains one or more clusters - each of which represents a single High-Availability
(HA) site environment. A cluster is used for define the configurations related to the blades. A cluster
shares the same set of policy directors (that communicates as a group). A customer can take a fully
installed PCRF and replicate it to a second cluster.

Each cluster can contain node instances. A node instance corresponds to a physical node in a deployment
cluster such as a session manager or Policy Director (load balancer). Itis very rare that a deployed system
needs to have node instances configured in the Policy Builder. Configurations flow downbhill, meaning
that if you define a Plugin Configuration for Unified API at the system level, each cluster and subsequently
each instance gets that configuration by default.

There are two types of clusters: HA and GR. This document discusses HA clusters. For information related
to GR clusters, refer to CPS Geographic Redundancy Guide for this release.

N

Note Inan HA environment you should not make any configuration in Cluster node.

Plug-in configuration done at cluster level overrides the same definition at system level. For example, if you
configure Custom Reference Data at cluster level, it will override the Custom Reference Data configuration
done at system level.

There is a default deployment configuration for mobile. system-1 is the default system name and cluster-1 is
the default cluster name.

If a customer wants to change the system name, they need to change itin gns.conf
(/etc/broadhop/qgns . conf) file also to reflect it in Policy Builder;

-Dcom.broadhop.run.systemld=<system name>

Adding a System

After installation, use this procedure to set up your Cisco Policy Builder by using an example populated with
default data. You can change anything that does not apply to your deployment.
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Step 1 Click the Reference Data tab, and then click the Systems node to display the Systems tree.

Figure 18: Systems Tree
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Step 2 Click System... under Create Child: to open the System pane on the right side.

Figure 19: System Pane
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Step 3 Fill in the Name field, and provide a description of this system. Enter the rest of the parameters based on your network

requirements.

Table 3: System Parameters

Parameter Description
Name The name of the CPS system.
Description Description of this entire system.

Session Expiration Hours

If no messages are received in x hours, the session will be removed.

Note The maximum value allowed for this parameter is 590 hours. However,
the combination of the number of hours specified for this parameter and
the number of minutes specified for the Session Expiration Minutes
parameter cannot exceed 35,400 minutes.

Default value is 8.
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Parameter

Description

Session Expiration Minutes

If no messages are received in x minutes, the session will be removed.

Note The combined value of Session Expiration Hours multiplied by 60 plus
Session Expiration Minutes should not exceed 35,400.

Default value is 0.

Timeout for Unknown Session

Time in minutes that CPS keeps a session alive after the subscriber logs off. With
this, other network entities involved in the session can let the session close gracefully.

Default value is 0.

Timeout For Soft Delete

Determines the time in seconds during which a 'soft delete’ session is maintained
for a CPS session after session stop.

Default value is 30.

Session Limit Overload Protection

This parameter is used to protect the session database from crashing. CPS does not
allow session creation when a current system session count exceeds the Session
Limit Overload Protection value.

The default value is set to 0 which infinitely accepts the Diameter messages and
CPS triggers alarms so that you change the value before session count goes beyond
the database capacity. This value must be replaced by session capacity that is
calculated for each deployment.

Default value is 0.
Note Session Limit Overload Protection value must be changed than using the
default value (0).

Note The recommended value for Session Limit Overload Protection has to be
derived by Cisco Account representative for each deployment.

Enable Multi Primary Key

Select this check box to allow two primary keys to be utilized by maintaining a map
of each separate primary key and storing the ‘true’ multi-primary key as a UUID
related to the two maps. Changing this setting has a negative performance impact
and should only be done at the request of the BU. Recommendation is to keep Enable
Multi Primary Key unchecked.

Default is unchecked.

Enable Number Normalization

Select this check box to enable number normalization under system configuration.
The following fields are displayed under Number Normalization List:

* Number Type - Type of IMSI/MSISDN.
* Number Length - Length of the normalized IMSI/MSISDN.

» Number Prefix - Prefix to be normalized from the number.

Cluster link

Click this link to create a cluster under this system.

Current System Link

Click this link to make a copy of this system, with its clusters and instances.
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Step 4 If the created system needs to be used, then after publishing, the following property needs to be updated in the gns . conf
configuration file:

-Dcom.broadhop.run.systemld=<system name>

where <system name> is the system name defined in the Step 3, on page 26.

Soft Delete Session

A soft delete session is an entry in the session database which maintains session data after session stop with
an auto-generated unique primary key, but still maintains needed secondary keys. This allows messages which
come after session stop to still be processed while also allowing a session with the same primary key to be
immediately created. The CPS code determines when soft delete sessions are required and what secondary
keys are needed.

Soft Delete Example (Mobile)

A Gx session with a Gy associated session exists. A Gx CCR-T is received that terminates the CPS session,
resulting in a soft-delete session which contains Gy session information and associated Gy secondary keys.
A Gy CCR-tis received and the soft-delete session is loaded and updated with the charging information through
the end of the session. After the soft delete timeout, the soft delete session is removed.

Adding an HA Cluster

This section describes how to add an HA cluster. Asystem, a cluster, and an instance are set up at install time.
If you have to change the cluster definition, or want to add more clusters, use these steps.

Step 1 In the REFERENCE DATA tab, under the Systems node, click your default system.
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Step 2

Figure 20: System Configuration
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Under Actions, click the Cluster link to set up your cluster.

Since some data is relevant at the cluster level, you must always have at least one cluster (by default), even ifitis a cluster

of one instance.

Configure the following cluster parameters.

Table 4: Cluster Parameters

Parameter Description

Name The name of the cluster. This name must correspond to the value stated in the
com.broadhop.run.clusterld parameter in gns . conT file on the Cisco Policy
Server.

Description A brief description of the cluster.

Db Write Concern Controls the write behavior of the Session Manager, and specifies for what errors

exceptions are raised. Db Write Concern defined in Cluster page applies only to Admin,
Trace, and Endpoint databases.

Select one of the following options from the drop-down list;
* OnelnstanceSafe: The system waits for writing confirmation in primary member.
« TwolnstanceSafe: The system waits for writing confirmation in the primary and
one secondary member.
Default value is OnelnstanceSafe.

For more information, see MongoDB documentation.

CPS Mobile Configuration Guide, Release 20.2.0 (3) .


http://docs.mongodb.org/manual/reference/write-concern/

. Adding an HA Cluster

Basic Systems Configuration |

Parameter

Description

Failover Sla Ms

Specifies the time period, in milliseconds, to wait before starting failover database
handling.

Default value is 0 milliseconds.

Replication Wait Time

Specifies the time limit, in milliseconds, for the Db Write Concern. This parameter is
applicable only if you select TwolnstanceSafe in Db Write Concern.

This parameter causes write operations to return with an error after the specified
limit, even if the required write concern eventually succeeds. When these write
operations return, MongoDB does not undo successful data modifications performed
before the write concern exceeded the replication wait time limit.

Default value is 100 milliseconds.

Trace Db Size Mb

Determines the size of the policy_trace database capped collection in megabytes.
The capped collection never grows higher than the configured size.

This parameter is applied to the Trace database.
Default value is 512.

For more information, see Policy Tracing and Execution Analyzer section in CPS
Operations Guide.

SK Evaluation Time In Minutes

This parameter is used to avoid querying same secondary keys.

Default vale is 60 minutes.
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Parameter

Description

Max Timer TP S

Specifies the maximum number of internally generated transactions per second (TPS)
the system produces.

This parameter affects the RAR generated by CPS when they are triggered by an
internal time event (change of time or quota refresh).

For example, if the system needs to generate RAR messages to refresh quotas, the
max TPS for the creation of the RAR messages is limited by this value.

Default value is 2000.

Internal timer TPS is calculated based upon the value specified for Max Timer TPS
in Policy Builder, number of session shards, and number of Policy Server (QNS) VMs.

Max Timer Expired TPS = (Max Timer TPS / Number of Session Shards) * (Lower of
Number of Session Shards or Policy Server (QNS))

Here are examples that specify how the internal timer TPS is calculated:

a. When number of session shards are higher or same as number of QNS VMs: If
configured Max Timer TPS in Policy Builder is 2000, number of session shards
are 88 and number of QNS are 50. In this case, max TPS per QNS VM is 2000/88
(no. of session shards) = 22 (value in floored). Actual maximum timer TPS is 22 *
50 (no. of QNS) = 1100.

b. When number of session shards are lower than QNS VMs: If configured Max
Timer TPS in Policy Builder is 2000, number of session shards are 12 and number
of QNS are 20. In this case, max TPS per QNS VM is be 2000/12 (no. of session
shards) = 166 (value is floored). Actual maximum timer TPS is 166 * 12 (no. of
session shards) = 1992.

Note In case there is CPS blade expansion, Max Timer T P S parameter must to
be tuned to handle internal RAR TPS. For more information, contact your
Cisco Account representative.
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Parameter

Description

Re-evaluation diffusion buckets

Specifies the number of batches, or “buckets”, into which CPS divides the transactions
to be processed when the rate limiting TPS function of CPS is triggered. The rate
limiting feature is defined in the Max Timer T P S field above.

When a TPS rate limit condition is encountered, CPS divides the total number of
re-evaluation transactions to be processed by the number of buckets defined in this
field. CPS processes the transactions in each bucket, one by one, while also adding
a brief delay between the processing of each bucket. Refer to the Re-evaluation
diffusion interval parameter below to configure this delay.

This functionality prevents spikes in traffic when a large number of sessions qualify
for re-evaluation at the exact same time. This functionality only diffuses the rate at
which transactions are sent to the CPS policy engine. It does not wait for end-to-end
processing to occur.

To disable this functionality, set both Re-evaluation diffusion buckets and
Re-evaluation diffusion interval parameters to 0 (zero).

If the TPS rate limiting functionality has been disabled, this functionality is also
disabled.

Default value is 50 (buckets).

Re-evaluation diffusion interval (
in milliseconds )

Specifies the delay, in milliseconds, before processing the next bucket. Enter the sum
of all the delays between all the buckets.

Assuming Re-evaluation diffusion buckets is configured as 50, and the Re-evaluation
diffusion interval is configured as 20000 milliseconds, it introduces a delay of 408
milliseconds before proceeding with the next bucket of transactions.

Delay between buckets = Diffusion Interval (ms) / (Diffusion Buckets - 1)
Delay between buckets = 20000/49

Delay between buckets = 408 (ms)

Default value is 20 milliseconds.

With default configuration, there will be no diffusion. As 20/50 will be 0 (It ignores
decimal).

Broadcast Msg Wait Timer Ms

Specifies the time period, in milliseconds, for the Policy Engine to wait between
sending each Broadcast Policy Message.

Default value is 50.

Max Sessions Per Shard

Specifies the maximum number of sessions that can be stored in each shard that has
been created within a Session Database Replica Set.

Value ‘0" in this parameter means that monitoring is not implemented.
Note Itis recommended to add new shards and rebalance sessions during
maintenance window.

Default value is 0.
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Parameter

Description

Lookaside Key Prefixes

To improve Gx/Rx lookup and caching performance, we can add the lookaside key
prefixes. In order to identify the correct shard for subscriber lookup/query, the PCRF
needs to know the secondary key (which is internally stored in secondary key cache)
for mapping and the exact shard that will be queried for subscriber data. This helps
prevent the system from scanning/querying all the available shards in the system to
fetch the subscriber record. Reducing the data range for scanning/querying leads to
enhanced system performance.

The following keys should be added so that the secondary keys for session binding
are stored in the secondary key cache.

« diameter - This key should be added for local session affinity or when Sh interface
is in use.

* RXTGPPSessionKey - This key should be added only when Rx interface is used.

* FramedIpKey - This key should be added if Gx Session lookup is based on
IPADDRESS.

« framedIpV6PrefixKey - This key should be added if Gx Session lookup is based
on IPADDRESS.

» USuMSubscriberldKey — This key should be added only when SPR is used.
» MSBMSubscriberldKey — This key should be added only when balance is used.

* RxClientSessionKey - This key should be added if PAS health check feature is
enabled.

« imsiApnKey - This key should be added if Gx Session lookup based on IMSI and
APN is enabled or Load by IMSI and Load By Called Station ID is enabled.

 msisdnApnKey - This key should be added if Gx Session lookup based on MSISDN
and APN is enabled.

* userldentityKey - This key should be added when Sh related messages have
'msisdn’ AVP or Sh profile has sipUri related information.

CPS uses this key to find the session based on the message AVPs present in the
request message. For example, when MSISDN is present in request message
and sipUri information is present in profile.

This would prevent the system from scanning/querying all the available shards in the
system to fetch the subscriber record, which eventually leads to enhanced system
performance.

Note For GR setup, a Lookaside Key Prefix called single must be added under
the Cluster session for each Cluster for faster session Lookups based on
memcache when SingleSy feature is enabled.
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Parameter

Description

Disable Secondary Key Full Scan
D B For Selected Keys

Specifies whether full scan for secondary key database lookups is enabled or disabled.
By default, it is enabled.

Disabling secondary key database lookups helps in reducing PCRF processing
latencies.

To disable full scan for specific keys:

« Uncheck Disable Secondary Key Full Scan DB For All Keys

* Add the list of key prefixes to be disabled for full scan

Disable Secondary Key Full Scan
DB For All Keys

Enable or disable full scan for secondary key database lookups. By default, the
secondary key database lookups is enabled (unchecked).

Disabling secondary key database lookups helps in reducing PCRF processing
latencies.

If this is checked, when the memcache look up fails for a secondary key, the full
database scan to find the session in database is not performed.

Note When the secondary full scan database is disabled, number of 5065 errors
thrown increases as memcache works on UDP and looking memcache
alone can cause missed sessions count to increase.

Suppress Error Audit Traces To
Trace DB

When enabled the application does not write error audit traces logs into error_traces
collection.

When disabled the application writes error audit traces logs into error_traces
collection.

Default value is enabled.

Session Tag Padding
Configuration

To enable the Session Tag Padding Configuration, select (true) the checkbox.
By default the checkbox is not selected (false).

Makes sure that the MongoDB subscriber session size is consistent throughout the
subscriber session life cycle.

Note After performing a fresh installation or an upgrade, you must ensure the
following conditions are met;

* In multi-cluster setup, session tag padding feature related
configuration should be same for all the PCRF clusters.

* In multi-cluster setup, session tag padding feature related
configuration should be same for all the UDC clusters.

* Session tag padding feature configurations can be different for PCRF
and UDC configuration.
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Parameter

Description

Enable Session Query Without
Padding

Enables the system to query for secondary key without padding. This parameter is
required when there are old subscriber sessions (tag value without padding) and new
subscriber sessions (with tag value with padding character) exists in the MongoDB.
In case the system does not find the session using the key with padding data, system
attempts to find the session using key without padding. This flag enables the system
to trigger the query without padding.

By default the checkbox is selected (true).

Note For fresh installations, set Enable Session Query Without Padding to false
and publish the Policy Builder.

When upgrading the system, set the Enable Session Query Without Padding
to true and publish the Policy Builder.

Initial Number Of Tags

Determines the total number of tags (including reserved tags) in the tag list of
subscriber session header part to be created while creating subscriber session.

This helps CPS system to have the constant size for subscriber session at runtime.

To disable this configuration, set the value to 0. Reserved tags are not created when
the value configured as 0.

Default value is 10.

Note If the number of secondary key/tags exceeds the predefined Initial Number
Of Tags, system stores the additional tags.

For example, if Initial Number Of Tags is configured as 10 and at runtime
list of tags (from subscriber session document) need to store 12 tags, system
stores 12 tags without rejecting any request.

Admin Database

* Primary Database IP Address: The IP address of the session manager database
that holds session information for Cisco Policy Builder and Cisco Policy Server.

* Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

« Database Port: Port number of the database for session data.
Default value is 27717.

Itis recommended to set port to 27721 or any other port different than 27717 so
that the admin database is not in the same replica-set as sessions (it is tmpfs)
and data can be lost.
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Parameter

Description

Endpoint Database

This database refers to the endpoint collections under diameter and queuing DB. The
endpoint database under diameter database has the information about the peers
between CPS and other nodes. For example, GW.

The endpoint database under queueing database has the information about the
connectivity between Policy Director (LB) and Policy Server (QNS) VMs.

* Primary Database IP Address: The IP address of the session manager database
that holds session information for Cisco Policy Builder and Cisco Policy Server.

* Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

» Database Port: Port number of the database for Session data.
Default value is 27717.

Trace Database

* Primary Database IP Address: The IP address of the session manager node that
holds trace information, which allows for debugging of specific sessions and
subscribers based on unique primary keys.

« Secondary Database IP Address: The IP address of the database that provides
fail over support for the primary database.

This is the mirror of the database specified in the Primary IP Address field. Use
this only for replication or replica pairs architecture. This field is present but
deprecated to maintain downward compatibility.

« Database Port: Port number of the database for Session data.
Default value is 27717.

For more information, see Policy Tracing and Execution Analyzer section in CPS
Operations Guide.

Data Centre Parameter Deprecated
Common Time Changes Deprecated
Step 3 From the Systems tree, open up the cluster that you just added and check the plug-in configurations.

The configurations that you specify here are used only at the cluster level, and cascade down to the instance level if no
configuration is set on the instance.

At this point, the plug-ins are available to the cluster but are not configured.

Click any one of them to open the detailed page in the right pane, and check and set your own configuration data. However,
there is rarely a need to use the Threading Configuration or the Async Threading Configuration unless instructed to do

SO.
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Step 4 If the configured cluster has to be used, after publishing, the following parameter must be updated in the gns.conf
configuration file:

-Dcom.broadhop.run.clusterld=<cluster name>

where, <cluster name> is the cluster name defined in Policy Builder.

Adding an Instance

Step 1 Begin with a Cluster at the Systems node in the Reference Data tab.
Step 2 Under Create Child:, click the Instance link to open the Instance pane.

Figure 21: Instance Configuration
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Step 3 Type the Name and Description.
Step 4 From the Systems tree, open up the instance node that you just added and check the plug-in configurations.

At this point, plug-ins are available but not configured at the instance level.
Click any one of the plug-ins to open the detailed page in the right pane and check and set your own configuration data.

Any of the configuration data you have here are used at the instance level, overriding any plug-ins set at the system level
or the cluster level.

Adding a GR Cluster

At install time, a system, cluster, and instance are set up. If you need to change the cluster definition, or want
to add others, use the information mentioned in Adding an HA Cluster and Endpoint Database Configuration.

For configuration details, refer to Adding an HA Cluster, on page 28.

For Endpoint Database parameters, refer to Endpoint Database Configuration, on page 38.
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. Endpoint Database Configuration

Endpoint Database Configuration

For GR setup, Endpoint Database should be configured local to the site under Reporting/Balance Database.

Figure 22: Endpoint Database
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CHAPTER 3

Plug-in Configuration

* Overview, on page 39

* Threading Configuration, on page 40

» Portal Configuration, on page 42

 Async Threading Configuration, on page 43

» Custom Reference Data Configuration, on page 46
* Balance Configuration, on page 47

* Diameter Configuration, on page 52

« Voucher Configuration, on page 53

» Unified API Configuration, on page 54

* Notification Configuration, on page 55

+ Audit Configuration, on page 56

» USuM Configuration, on page 57

* Scheduled Events, on page 63

 LDAP/Ud Configuration, on page 68

* Subscriber Lookup Server Configuration, on page 71

In CPS, reference data is considered information that is needed to operate the policy engine, but not used for
evaluating policies. For example, in the Reference Data tab in Cisco Policy Builder, are the forms used to define
systems, clusters, and instances, and to set times and dates used for tariff switching. The policy engine needs
to refer to this data only to process policies correctly. However, the data does not define the policy itself.

Cisco Policy Builder provides core plug-ins for customizing and optimizing your installation.

« Configurations set at the system level are system-wide except as noted in the bullet items below.

» Configurations set at the cluster level apply to that cluster and the instances in it. A value set here overrides
the same value set at the system level.

» Configurations set at the instance level apply to the instance only and override the same value set at the
cluster or system level.

Select the Create Child action in a Plug-in Configuration node in the Systems tree to define them. You can
change any of the variables from the default, or choose not to use a plug-in, as necessary.
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When you create a system from the example, the following configuration stubs appear at the cluster and
instance level:

Figure 23: Create Child Action
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You are notified when a new policy is applied that overrides the existing configuration.

The natification is displayed as a warning icon above the configuration heading. When you hover over the
warning icon, it displays the notification message as a tooltip. When there is an error and warning in the plugin
configuration, then the error is overridden by a warning message.

A warning message is displayed under the following conditions:

Threading Configuration

» At the System level, if the selected plugin configuration is overridden by cluster or Instance plugin

configuration.

« At the Cluster level, if the selected plugin configuration overrides the same plugin configuration at the

system level or is overridden by the same plugin configuration at an Instance level.

* At the Instance level, if the selected plugin configuration overrides the same plugin configuration at

system or cluster level.

A threading configuration utility is provided for advanced users.

Click Threading Configuration in the right pane to add the threading configuration to the system. This is a
performance tuning parameter and can be changed in case of a performance issue according to the call model

and hardware. For further information, contact your Cisco Account representative.
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The Threading Plug-in is for Mobility. The only value to set is rules. It controls the total number of threads in
the Policy Engine (QNS) that are executing at any given time. The default value is 50.

It is recommended not to configure the value below 50. It can be set higher to help increase performance in
certain situations where the queue full issue or performance issue is being observed. The value also depends
on call model, hardware type.

A configuration example is shown below:

Figure 24: Thread Pool Configuration
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*Thread Pool Name  *Threads *Queue Size *=Scale By Cpu Core
rules 50 0

Add | | Remove || 17 || 4% %
The following parameters can be configured under Threading Configuration:
Table 5: Threading Configuration Parameters
Parameter Description
Thread Pool Name Name of the Cisco thread pool i.e., rules.
Threads Specify the threads to set in the thread pool. You can set rules thread ranging

from 50 to 100 depending on the call flow (based on number of lookup operations).
* rules = 50; Queue Size = 0; Scale By Cpu Core = unchecked

« rules = 100; Queue Size =0 (If TPS is > 2000 per Policy Server (QNS) depending
on call model used; for example, if LDAP is enabled); Scale By Cpu core =
unchecked

The threads are driven based upon average response time of the message. The
response time is call model dependent.
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Parameter Description

Queue Size Specify the size of the queue before the threads are rejected.

Ifvalue is greater than 50, performance may degrade because it holds the number
of tasks in queue waiting for threads to be executed when TPS is high.

If the value is lower than 50, the requests start dropping when all worker threads
are busy in executing actions.

The queue belongs to each Policy Server (QNS) process, and it holds incoming
messages from Policy Directors (LB), but also internal events/messages (for
example, an internal time change that triggers a policy evaluation).

This is a performance tuning parameter and can be changed in case of a
performance issue according to the call model and hardware.

Default value is 0.

Note In most of the setups, keep the queue size value default.

Scale By Cpu Core Select this check box to enable the processor cores to scale the maximum number
of threads.

By default, this check box is unchecked.

Portal Configuration

Click Portal Configuration from right pane to add the configuration in the system.

Figure 25: Portal Configuration

Portal Configuration

*Primary Database Host/IP Address

sessionmgr01

Secondary Database Host/IP Address

*Database Port

27017
Parameter Description
Primary Database Host/IP Address IP address or a host name of the sessionmgr database.
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Parameter Description

Secondary Database Host/IP Address Optional, this field is the IP address or a host name of
asecondary, backup, or failover sessionmgr database.

Database Port Thisis required. Thisis the port the Balance database
uses, that is, the port of sessionmgr.

Async Threading Configuration

Click Async Threading Configuration under Systems > Name of the system > Plugin Configuration in the right
pane to add the configuration in the system.

Use the default values for the Async Threading Plug-in. Similar to the Threading Plug-in, the Async configuration
controls the number of asynchronous threads operating in the Policy Engine. The Policy Engine handles two
basic types of messages - synchronous and asynchronous. Synchronous messages block and expect a
response.

Asynchronous messages are sent into the Policy Engine but do not expect a response. Therefore, the Policy
Engine can defer those to worker threads that operate along side the main Policy Engine threading execution
without causing too much traffic for performance.

For example, when an NDM calls an aynsc action based on call flow and the same threads are used to perform
async action across async submissions into engine from multiple NDM's.

Note

Always select the link for Async Threading Configuration to configure your CPS system.

Figure 26: Async Threading Configuration

Async Threading Configuration

*Default Processing Threads *Default Action Priority
] 5]

*Default Action Threads *Default Action Queue Size
10 200

J Default Action Drop Old==t When Full

Action Configurations

=Action Name “Action Priority =Action Threads ®Action Queue Size “Action Drop Oldest When Full

Add | | Remove || 97 || 4&

215174

The following parameters can be configured under Async Threading Configuration.
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Table 6: Async Threading Configuration

Parameter

Description

Default Processing
Threads

Specifies the number of threads that are allocated to process actions based on
priority.

When you increase the value of this parameter, the number of asynchronous
threads in the pool increases and more number of threads are able to execute
asynchronous actions. Although the value depends on TPS, if increased too much,
it degrades the performance. That is because these threads would occupy more
resources to execute more actions simultaneously.

By decreasing the value, the number of threads in pool decrease and there may
be a delay in processing actions.

Default value is 5.

Default Action Priority

Specifies the priority assigned to an action when it is not specified in the Action
Configurations table.

Default value is 5.

If default action priority is set when there is no action specified in the action
table, there is no impact. However, if action priority is specified in the action table
and also in the default action priority, then the action with the higher priority
takes precedence.

Example 1:
« Action Configuration table: 600 (task priority)
* Default Action Priority: 700
In the preceding example, the default action takes priority over the action defined
in the action configuration table.
Example 2:
« Action Configuration table: 600 (task priority)
« Default Action Priority: 500

In the preceding example, the action defined in the action configuration table
takes priority over the action defined in the default action priority.

Default Action Threads

Specifies the number of threads assigned to process the action when it is not
specified in the Action Configurations table.

These are action specific threads, therefore, based on the increased or decreased
value, the number of threads are allocated to a specific action. Itis recommended
that the default action thread value be maintained. However, if there are actions
that are executed more frequently, then enter a value in the action table that is

higher than the one in the default action thread.

Default value is 10.
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Parameter

Description

Default Action Queue Size

Specifies the number of actions that can be queued up for an action when it is
not specified in the Action Configurations table.

Increasing this value increases the action-specific queue size. For example, if
action specific threads are 10 and queue size is defined as 600, then CPS accepts
610 specific action threads. That is, 10 threads are executed while the balance
600 are in queue.

Note It is recommended that the default action queue size should not be
changed. If required, insert an action in the action table and increase
the queue size of that action such that it takes precedence over the
default action queue size.

Decreasing this value decreases the action-specific queue size. For example, if
action specific threads are 10 and queue size is defined as 400, then CPS at accept
410 specific action threads. That is, 10 threads are executed while the balance
400 are in queue. If total action specific requests are 500, the balance 90 are
dropped.

Note It is recommended that the default action queue size should not be
changed. If a specific action is executed lesser number of times, insert
an action in the action table and decrease the queue size of that action

Default value is 500.

Default Action Drop Oldest
When Full

Select this check box to drop the oldest queued action when a new action is
added to the full queue. Else, the new action to add is ignored.

This check box applies to all the threads specified. To drop a specific thread,
leave this unchecked and use the Action Configurations table.

Default value is checked.

Action Configurations Tabl

()

Action Name

The name of the action. This must match the implementation class name.

For example, com.broadhop.notifications.actions.ISendSMSNotificationRequest.

Action Priority

The priority of the action. Used by the default processing threads to determine
which action to execute first.

Note Based on the action, value should be defined. There is no default or
recommended value.

Action Threads

Specifies the number of threads dedicated to processing this specific action.

Note Based on the action, value should be defined. There is no default or
recommended value.

Action Queue Size

Specifies the number of actions that can be queued up.

Note Based on the action, value should be defined. There is no default or
recommended value.
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Parameter Description

Action Drop Oldest When | Select this check box to drop the oldest queued action when a new action is
Full added to the full queue. Else, the new action to add is ignored.

This parameter applies only to the specified action.

Default value is checked.

Custom Reference Data Configuration

Configure your system, cluster, and instance for the first time to use Custom Reference Data Table plug-in.
Then you can create as many tables as needed.

Click Custom Reference Data Configuration from right pane to add the configuration in the system.
* HA example:
* Primary Database Host/IP Address: sessionmgr01
« Secondary Database Host/IP Address: sessionmgr02

» Database Port: 27717

* AlO example:
* Primary Database Host/IP Address: localhost or 127.0.0.1
* Secondary Database Host/IP Address: NA (leave blank)
« Database Port: 27017

The following parameters can be configured under Custom Reference Data Configuration.

Table 7: Custom Reference Data Configuration Parameters

Parameter Description
Primary Database Host/IP IP address or a host name of the sessionmgr database.
Address

For example, sessionmgr01.

Secondary Database Host/IP | (Optional) This field is the IP address or a host name of a secondary, backup,
Address or failover sessionmgr database.

For example, sessionmgr02.

Database Port Port number of the sessionmgr.

Note Make sure that the value for this field is same as filled in for both
the Primary Database Host/IP Address and Secondary Database
Host/IP Address fields.

Default value is 27717.
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Parameter

Description

Db Read Preference

Describes how sessionmgr clients route read operations to members of a
replica set. Select one of the following options from drop-down list:

* Primary: All operations read from the current replica set primary
member.

* PrimaryPreferred: In most situations, operations read from the primary
database host. However, if this host is unavailable, operations read
from the secondary databse host.

* Secondary: All operations read from the secondary members of the
replica set.

* SecondaryPreferred: In most situations, operations read from secondary
members. However, if a secondary database host is unavailable,
operations read from the primary database host.

Default value is Primary.

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Connection Per Host

Number of connections that are allowed for each database host.
Default value is 100.

Connection Per Host is a performance tuning parameter and can be changed
in case of a performance issue according to the call model and hardware.

Avp Persists

Use this table to configure certain AVPs that you want to store in the session
database. AVPs that are not configured as part of this table, are not persisted.

« Name: Enter the name for the AVP value.

 Avp Name: The name of the CRD/policy derived AVP.

To retrieve the stored AVPs from the session, use the Customer Reference
Data Debug AVPs. This retriever is used to send the stored AVPs in any
diameter message, and available in the PolicyState/Session data to Custom
AVP Mapping under Custom AVP Profiles.

Restriction When you configure the AVP Persists table in the Policy Builder,
for each AVP, configure both the AVP name and name. If no
values are added for these fields, then the particular AVP is not
added to the Gx session. This scenario leads to unavailability of
the specific AVP and hence, no custom AVP are sent.

For more information on Custom Reference Data API Usage, see the CPS Operations Guide for this release.

Balance Configuration

Click Balance Configuration in the right pane to add the configuration in the system.
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The following parameters can be configured under Balance Configuration:

Table 8: Balance Configuration Parameters

Parameter

Description

Primary Database Host/IP
Address

IP address or a host name of the sessionmgr database.

Secondary Database Host/IP
Address

Optional, this field is the IP address or a host name of a secondary, backup,
or failover sessionmgr database.

Database Port

This is required. This is the port the Balance database uses, that is, the port
of sessionmgr.

Db Write Concern

Controls the write behavior of Session Manager and for what errors
exceptions are raised. Db Write Concern defined in Cluster page applies
only to Admin, Trace and Endpoint databases.

Select one of the following options from drop-down list;

« OnelnstanceSafe: This means the system waits for confirmation of
writing in primary member.

« TwolnstanceSafe: This means the system waits for confirmation in
primary and one secondary member.

Default value is OnelnstanceSafe.

For more information, see MongoDB documentation.

Db Read Preference

Read preference describes how sessionmgr clients route read operations
to members of a replica set. You can select from the following drop-down
list:

* Primary
* PrimaryPreferred
» Secondary

 SecondaryPreferred

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Failover Sla Ms

This parameter is used to enter the amount of time to wait before starting
failover database handling. The time is in milliseconds.
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Parameter

Description

Max Replication Wait Time Ms

This option specifies a time limit, in milliseconds, for the write concern. This
parameter is applicable only if you select TwolnstanceSafe in Db Write
Concern.

This parameter causes write operations to return with an error after the
specified limit, even if the required write concern eventually succeeds. When
these write operations return, MongoDB does not undo successful data
modifications performed before the write concern exceeded the replication
wait time limit. This time is in milliseconds.

Default Minimum Dosage Time
Based

This field is optional but recommended.

This is the minimum amount of time that is granted for a reservation, assuming
guota is not exhausted.

If you want to manage subscriber balances on the basis of time used, check
with the network device administrator and configure this value to be slightly
larger than the minimum amount of time the network device such as an SCE
or ISG accepts for a reservation.

Minimum value is 2 seconds.

Default Minimum Dosage
Volume Based

This field is optional but recommended.

This is the minimum amount of volume that is granted for a reservation,
assuming quota is not exhausted.

If you try to make a reservation for 1 KB, and your minimum is 10 KB, the
router rejects it because it is too small an amount to bother with.

Expired Reservations Purge
Time (minutes)

The amount of time a record of expired reservations is retained and Cisco
MsBM attempts to charge them. Expired reservations are charged only if
sufficient quota is still available; that is, expired reservations do not retain
the lock on quota that current reservations do.

Default value is 0.
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Parameter

Description

Recurring Refresh Max Delay
(minutes)

The amount of time refreshing of recurring quotas are staggered across
randomly, for sessions that are not actively using quota but are still
established.

This parameter is used in cases where subscribers always have a session,
but is not using their quota actively. This allows staggering of recurring
refreshes where you have set all their subscribers to refresh at the same
time, say midnight. It avoids spiking the CPU.

Default value is 0.

To calculate the Recurring Refresh Max Delay, use the following:
Recurring Refresh Max Delay = (Number of sessions / Max Timer TPS) * 2
For example:

If 30 million sessions are present on the system, and Max Timer TPS is
configured to 2000, then

Recurring Refresh Max Delay | = (30,000,000 / 2000) * 2

=500 minutes ~ 8.33 hours

In case you want to configure a lesser time for the Recurring Refresh Max
Delay, then the Max Timer TPS needs to be increased accordingly.

Note Cisco recommends using Re-evaluation diffusion buckets and
Re-evaluation diffusion interval (in milliseconds) instead of
Recurring Refresh Max Delay (minutes). For more information,
see Adding an HA Cluster, on page 28.

Remote Database Lookup Filter
Type

This drop-down list is used to do a lookup in remote databases bases on
selected filter type. This is similar to Filter Type drop-down under API Router
Configuration.

By default, Networkld is selected.

Note Filter type must be same in API Router Configuration and Balance
Configuration in Policy Builder.

Reduce Dosage on Threshold

When checked, reservation dosages are reduced as a Cisco MsBM threshold
is approached. This way, a dosage does not pass a threshold by a large
amount before notification of the breach is sent out. When unchecked,
normal dosage is granted. Recall that when enabled, messaging becomes
much more chatty, but threshold breach accuracy is enhanced.

Submit Balance Events To
Reporting

Submits balance transaction to the policy engine, and these can be reflected
in reporting.
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Parameter

Description

Enable Crd Balance Template
Lookups

When checked, CPS is enabled to lookup CRD defined balance templates.
If the CRD tables are not defined, this feature is disabled.

Note Evenif the CRD tables are not defined as required, and this feature
is disabled, the Dynamic Reference Data Key field is still enabled
but only for Policy Builder defined Account Balance Templates.

For more information, see Table 101: Pull Value From....

Remote Database

Name

String - Name of the remote database.

Key Prefix

Key prefix to be match for the remote database to be selected for lookup.

Connections Per Host

Number of connections that can be created per host.

Default value is 5.

Db Read Preference

Read preference describes how sessionmgr clients route read operations
to members of a replica set. You can select from the following drop-down
list:

* Primary
* PrimaryPreferred
 Secondary

 SecondaryPreferred

For more information, see http://docs.mongodb.org/manual/core/
read-preference/.

Primary Database Host/IP
address

IP address or a host name of the sessionmgr database.

Secondary Database Host/IP
address

Optional, this field is the IP address or a host name of a secondary, backup,
or failover sessionmgr database.

Port

Port number of the remote sessionmgr database. It must be the same for
both the primary and secondary databases.

Backup Db Host On Local Site

String - The host name of backup database for remote balance for current
site.

Default value is sessionmgr01.

Backup Db Port on Local Site

The port number of backup database for remote balance for current site.
Default value is 27719.

If you have a Geo-Redundancy setup, click Backup Db Configuration. It stores back up of entire balance
records. If the primary balance database goes down, CPS will check the balance record on both secondary
and backup databases, and take the latest version for processing.
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Figure 27: Backup Db Configuration

Backup Db Configuration I

Backup Db Host

sessionMgro1

Backup Db Port
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Backup Db Monitor Interval In Sec

3

*Rate Limit

100

215178

The following parameters can be configured under Backup Db Configuration:

Table 9: Backup Db Configuration Parameters

Parameter Description
Backup Db Host Default value is sessionmgr01.
Backup Db Port Default value is 27719.

Backup Db Monitor Interval | Used in thread which updates the primary balance DB (when primary
In Sec balanceDB is available after fail over) with ‘BackupBalance' db records.

Default value is 3 seconds.

Rate Limit Used to control the TPS (with how much TPS reconciliation should happen
once primary balance db is up).

Diameter Configuration

Click Diameter Configuration in the right pane to add the configuration in the system.
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Figure 28: Diameter Configuration

Diameter Configuration
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For more information on the parameters under this plug-in, see Diameter Configuration, on page 75.

Voucher Configuration

Click Voucher Configuration in the right pane to add the configuration in the system.

Figure 29: Voucher Configuration

Voucher Configuration

*Primary Database Host/IP Address

sessionmgroli

Secondary Database Host/IP Address

*Database Port
27017

Disable Vouchers

The voucher plug-in uses the following defaults:

* HA example:
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* Primary: sessionmgr01
« Secondary; sessionmgr02

* Port: 27718

* AlO example:
* Primary: localhost or 127.0.0.1
* Secondary: NA (leave blank)
* Port: 27017

The following parameters can be configured under Voucher Configuration:

Table 10: Voucher Configuration Parameters

Parameter Description
Primary Database Host/IP The IP address or a host name of the Session Manager database that holds
Address voucher information for Cisco Policy Builder and Cisco Policy Server.
Secondary Database Host/IP | The IP address or a host name of the database that provides fail over support
Address for the primary database.
This is the mirror of the database specified in the Primary Database IP
Address field.
Database Port Port number of the sessionmgr. It must be the same for both the primary

and secondary databases.

Disable Vouchers Select the check box to disable voucher configuration.

Unified API Configuration

Click Unified API Configuration in right pane to add the configuration in the system.

The following parameters can be configured under Unified API Configuration:

Table 11: Unified API Configuration Parameters

Parameter Description

Fields To Wrap This is a CSV separated string.

With Cdata Tags The Unified API can handle CDATA fields. Use the Plug-in configuration in Policy Builder

to set CDATA fields for the main Unified API.

The property ua.cdata. Fields is used to set the fields that must be wrapped in CDATA
tags for the client CommFactory to properly send and receive API requests.

-Dua.cdata.fields=networkld, password,data,oldNetworkld,oldPassword, newPassword
is the default.
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Parameter

Description

Session Route Key

Session route key that vVDRA uses to look up the peer group and route the Rx AAR message
to the correct PCRF.

When vDRA makes REST API requests to multiple PCRFs for session query using the
Framed-IPv6-Prefix received in the Rx AAR message, one of the PCRF that has the
corresponding Gx session sends this session route key in the response. VDRA then uses
this key to look up the peer group and route the Rx AAR message to the correct PCRF.

Max API TPS This value defines maximum API TPS supported per Policy Server (gqns) process.
Threshold ;

Default value is 0.

For API rate limiting at HAProxy, refer to Note !
HTTP Error Code |HTTP response code to send when API request is throttled (rate limiter acquire fails).
on Threshold Default value is 500 (Internal Server Error).
Reached

Submit Requests

Select the check box to log requests to API in audit log.

To Audit Log Default value is True (checked).
Submit Read Select this check box to log read requests in audit log.
Egguests To Audit Default value is False (unchecked).

! HAProxy has maxconn <conns> configuration which manages the total number of connections that
haproxy, as a service, queues or processes at a single point of time.

Notification Configuration

Natification in Cisco Policy Builder relates to pushing messages from Cisco Policy Builder to subscribers. The
messages are used to alert the subscriber of issues as well as opportunities on their network. Not only can
you alert subscribers, but you can also send messages to any address, for example, system monitoring

addresses.

Currently, Cisco Policy Builder offers following notification types for Mobile:

« Apple i0S devices/iPhone® push (i0S devices)

* Email (IMAP only)

» SMS notification (SMPP v 3.4)

* Realtime Notification

The following parameters can be configured under Notification Configuration. For more information about
these parameters, see the Notification Services chapter.
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Table 12: Notification Configuration Parameters

Parameter Description

Apple Push Notification | Select this check box to configure the connection for a push to an Apple i0OS
Configuration device or iPhone.

Email Notification Select this check box to configure the connection for an email notification.
Configuration

SMS Notification Select this check box to configure the connection for a SMS notification.
Configuration

Realtime Notification Select this check box to configure the connection for a realtime notification.
Configuration

Audit Configuration

Click Audit Configuration in the right pane to add the configuration in the system.

Figure 30: Audit Configuration

Audit Configuration

*General Configuration
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*Search Query Results Limit
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The following parameters can be configured in the General Configuration pane under Audit Configuration:

Table 13: Audit Configuration Parameters

Parameter Description

Capped Collection check box | Select this check box to activate capped collection function.

. CPS Mobile Configuration Guide, Release 20.2.0 (3)



| Plug-in Configuration
USuM Configuration .

Parameter Description

Capped Collection Size By default, the Audit History uses a 1 GB capped collection in MongoDB.
The capped collection automatically removes documents when the size
restriction threshold is hit.

Configuration in Policy Builder is done in GB increments. It is possible to
enter decimals, for example, 9.5 will set the capped collection to 9.5 GB.

Log Read Requests check box | Select this check box if you want read requests to be logged.

Include Read Requests In Query | Select this check box only if you want to include read requests to be
Results check box displayed in query results.

Disable Regex Search check box | If you select this check box, the use of regular expressions for queries is
turned off in the Policy Builder configuration.

Search Query Results Limit This parameter limits the search results.

For more information related to other parameters like Queue Submission Configuration, Database Configuration,
Shard Configuration under Audit Configuration, refer to the CPS Operations Guide for this release.

USuM Configuration

Click USuM Configuration from right pane to add the configuration in the system.

Figure 31: USuM Configuration
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The following parameters can be configured in the Spr Configuration pane under USuM Configuration:
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Table 14: USuM Configuration Parameters - 1

Parameter

Description

Spr Configuration

Disable Regex Search

For SP Wi-Fi, you can use email ID which has realm, username, and so on, as
key of SPR. So, part of the string needs to match for regex support.

Note RADIUS-based policy control is no longer supported in CPS 14.0.0
and later releases as 3GPP Gx Diameter interface has become the
industry-standard policy control interface.

Enable Avp Regex Search

For regex search on values for AVP for SPR.

Exclude Suspended
Subscribers From Policy

If the subscriber state is Suspended, SPR does not validate IMSI.

Search Query Results Limit

Used to limit search if you are not passing any IMSI/MSISDN (NetworkID) in
control center to list subscriber.

Default value is 1000.

Max Number Of Locations To
Store In History

Itis used to track subscriber last location to maintain history. Maximum “n”
last locations are stored as location history.

Last Visited Date Threshold

This parameter is used to identify if the subscriber is visiting same location
again (based on the location history). If the subscriber is vising the same
location, then it will change the last visited date if current visited date is more
than last visited date + “n” days defined here.

Figure 32: Policy Engine Submission Configuration
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The following parameters can be configured in the Policy Engine Submission Configuration pane under USuM

Configuration:
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Table 15: USuM Configuration Parameters - 2

Parameter

Description

Enable check box

Keep it default.

Message Queue Size

Queue to hold data to generate internal SPR Refresh events for policy engine
during Create, Update, Delete of subscriber.

Message Queue Sleep

Sleep before popping next batch for generating SPR Refresh events for
policy engine for RAR processing.

Message Queue Batch Size

Batch size for fetching number of subscriberlds in one go for generating
SPR Refresh events for policy engine for RAR processing.

Message Queue Pool Size

Message queue pool size to consume the data from queue and generate
SPR Refresh events.

Notification Rate Limit

Rate limiting for generating SPR Refresh events. SPR Refresh events is used
to generate RAR for active session where subscriber data has been change.
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Figure 33: Database Configuration
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The following parameters can be configured in Database Configuration pane under USuM Configuration:

Table 16: USuM Configuration Parameters - 3

Parameter

Description

Database Configuration
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Parameter

Description

Use Minimum Indexes

Itis used to decide what all indexes need to be created on SPR collection by

default. You need all the indexes to be created (You can select this check box
when number of subscribers are low, for example, less than 50K). Default value
is unchecked.

Db Write Concern

Controls the write behavior of Session Manager and for what errors exceptions
are raised. Db Write Concern defined in Cluster page applies only to Admin,
Trace and Endpoint databases.

Select one of the following options from drop-down list:

* OnelnstanceSafe: This means the system waits for confirmation of writing
in primary member.

« TwolnstanceSafe: This means the system waits for confirmation in primary
and one secondary member.

Default value is OnelnstanceSafe.

For more information, see MongoDB documentation.

Db Read Preference

Read preference describes how sessionmgr clients route read operations to
members of a replica set. You can select from the following drop-down list:

* Primary
* PrimaryPreferred
* Secondary

* SecondaryPreferred

For more information, refer to http://docs.mongodb.org/manual/core/
read-preferencel/.

Important For consistent profile updates across multiple sessions for same
subscriber, Cisco recommends to set the Db Read Preference as
PrimaryPreferred.

Failover Sla Ms

This parameter is used to enter the amount of time to wait before starting failover
database handling. The time is in milliseconds.

Max Replication Wait Time
Ms

This option specifies a time limit, in milliseconds, for the write concern. This
parameter is applicable only if you select TwolnstanceSafe in Db Write Concern.

This parameter causes write operations to return with an error after the
specified limit, even if the required write concern eventually succeeds. When
these write operations return, MongoDB does not undo successful data
modifications performed before the write concern exceeded the replication
wait time limit. This time is in milliseconds.

Shard Configuration

Important The host names must exactly be the same host name used when the corresponding replica-set
is created in Mongo. Only the data holding members need to be configured (and not the arbiters).
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. USuM Configuration

Parameter Description

Primary Database Host String - Primary Host Address.

Secondary Database Host | String - Secondary Host Address.

Database Port Default value is 27720.

Remote Shard Configuration

Important Remote shard configuration is used only for GR deployments. The host names must exactly be the
same host name used when the corresponding replica-set is created in Mongo. Only the data
holding members need to be configured (and not the arbiters).

Tertiary Database Host String - Tertiary Host Address.

Quaternary Database Host | String - Quaternary Host Address.

Figure 34: Remote Database Configuration

Remote Database Configuration

Remote Databases

Name *Match Type *Match Value *Connections Per Hi *Db Read Preferenci *Primary Database | Secondary Database Tertiary Database HiQuaternary Databas *Port

Add || Remove || 17 || &b

Click Add to add a new row in the Remote Database Configuration pane. The following parameters can be
configured in the Remote Database Configuration pane under USuM Configuration:

N

Note  Toenable CPS to route the Sh data based on Gx CCR-I origin-host pattern, you need to enable Remote Database
Configuration. For more information, see External Profile Cache, on page 203.

| o

Important  Remote database configuration is used only for GR deployments. The host names must exactly be the same
host name used when the corresponding replica-set is created in Mongo. Only the data holding members need
to be configured (and not the arbiters).

Table 17: USuM Configuration Parameters - 4

Parameter Description

Name String - Name of the remote database.
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Parameter

Description

Match Type

Select any one of the following values from the drop down:
* StartsWith

* Regex
* EndsWith

* Equals

Match Value

A string value which matches the MatchType specified. In case of Regex, you
need to specify valid java regex pattern.

This is used to lookup the remoteDB specified for a subscriber match for read/write
operations on the SPR database.

Connections Per Host

This parameter is not used in USuM Configuration.

Db Read Preference

Read preference describes how sessionmgr clients route read operations to
members of a replica set. You can select from the following drop-down list:

* Primary
* PrimaryPreferred
* Secondary

* SecondaryPreferred

For more information, refer to http://docs.mongodb.org/manual/core/
read-preference/.

Primary Database Host

Host name of the remote sessionmgr database.

Secondary Database
Host

(Optional) Host name of a secondary, backup, or failover sessionmgr database.

Tertiary Database Host

Host name of the tertiary database.

Quaternary Database
Host

Host name of the quaternary database.

Port

Port number of the remote sessionmgr database. It must be the same for both the
primary and secondary databases.

Default value is 27720.

Scheduled Events

The Scheduled Events plug-in is configured in the Policy Builder to implement offline notifications and SPR
cleanup. Offline notifications send an SMS notification to an off-line subscriber indicating that their quota is
about to expire. SPR cleanup allows you to delete subscriber data that is no longer needed or valid. For example,
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. Enable Scheduled Events

a subscriber account no longer has any services assigned to it, and therefore should be deleted from the
database.

Enable Scheduled Events

Step 1

Step 2

Step 3

To enable the scheduled events framework, this feature has to be enabled in the feature set of Policy Server
and Policy Builder. The following packages, when added to the respective servers, deploy the functionality of
scheduledEvents during a session:

* In the Policy Builder — com.broadhop.client.feature.scheduledevents package is added.

* In the Policy Server — com.broadhop.scheduledevents.service.feature package is added.

To add Scheduled Events Configuration, perform the following steps:

If this is HA environment, edit the corresponding features files in Cluster Manager VM:

Inthe /var/qps/current_config/etc/broadhop/pb/features file, add the following line:
com.broadhop.client.feature.scheduledevents

Inthe /var/qps/current_config/etc/broadhop/pcrf/features file, add the following line:
com.broadhop.scheduledevents.service.feature

If this is AIO environment, edit the features files in Cluster Manager VM;

Inthe /var/qps/current_config/etc_aio/broadhop/pb/features file, add the following line:
com.broadhop.client.feature.scheduledevents

Inthe /var/qps/current_config/etc_aio/broadhop/pcrf/features file, add the following line;
com.broadhop.scheduledevents.service.feature

After modifying the feature files, execute the following commands:
/var/qps/install/current/scripts/build_all.sh
/var/qps/install/current/scripts/upgrade/reinit.sh

Note reinit.sh executes puppet on AlO and also checks if it is executed successfully.

Scheduled Events Configuration

Step 1
Step 2

Click Scheduled Events Configuration in the right pane.
In the Scheduled Event Configuration pane and enter the values for the fields provided.
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Figure 35: Scheduled Events Configuration
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The following table describes the parameters that can be configured under Scheduled Events Configuration.

Table 18: Scheduled Events Configuration Parameters

Parameter

Description

Primary Database Address

The IP address of the sessionmgr database.

Secondary Database Address

The IP address of a secondary, backup, or failover sessionmgr database.

Database Port

The port used by the database; this is the sessionmgr port.

DB Write Concern

Controls the write behavior of Session Manager and for what errors exceptions
are raised. Db Write Concern defined in Cluster page applies only to Admin, Trace
and Endpoint databases.

Select one of the following options from drop-down list:

* OnelnstanceSafe: This means the system waits for confirmation of writing in
primary member.

« TwolnstanceSafe: This means the system waits for confirmation in primary
and one secondary member.

Default value is OnelnstanceSafe.

For more information, see MongoDB documentation.
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Parameter

Description

DB Read Preference

Describes how sessionmgr clients route read operations to members of a replica
set. You can select from the following drop-down list:

* Primary — Default mode. All operations read from the current replica set
primary.

* PrimaryPreferred — In most situations, operations read from the primary but
if it is unavailable, operations read from secondary members.

* Secondary — All operations read from the secondary members of the replica
set.

» SecondaryPreferred — In most situations, operations read from secondary
members but if no secondary members are available, operations read from
the primary.

For more information, refer to http://docs.mongodb.org/manual/core/
read-preference/.

Transactions Per Second

Controls the maximum number of internally generated transactions per second
that the system will produce.

Scheduled Start Hour

The hour at which the event is triggered. The value specified should be in the
range of 0 to 23 (24-hour format).

Scheduled Start Minute

The minute at which the event is triggered. The value specified should be in the
range 0 to 59.

Event Type

The type of event that will be triggered. You can select either of the following:

QuotaExpiration — The scheduled event will be triggered when the system detects
that a subscriber's quota is going to expire within the number of hours specified
in the Hours Left Before Quota Exhausts parameter.

Subscriberlnactivity — The scheduled event will be triggered when the system
detects that a subscriber is inactive. If you select this event type, the Hours Left
Before Quota Exhausts and Notify Time in Hours parameters are ignored.

Account Balance

Processes only those subscribers whose account balance is specified in the
configuration. Other subscribers are ignored.

The Account Balance and Service parameters filter for subscribers having the
configured balance and service. If these columns are not specified, the event
processes all subscribers.
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Parameter

Description

Hours Left Before Quota Exhausts

Used only with the QuotaExpiration event type. This parameter specifies the number
of hours before the subscriber's quota expires.

The system checks this field in the scheduled events loop and looks for quotas
that are about to expire within the number of hours specified. If the number of
hours before expiration is less than the value in this column, then subscribers with
that quota will be added to the eventsCollection in the ScheduleEvents mongo
database.

For example, if this value is 8, when the scheduled events task runs, any subscribes
who have the service specified and whose quota will expire in less than 8 hours
will be added to the eventsCollection. Once in eventsCollection, new actions are
taken for that subscriber depending on scheduled event configuration.

Notify Time in Hours

Used only with the QuotaExpiration event type. This parameter specifies the number
of hours before a notification is sent to the subscriber.

This parameter is used in conjunction with the Hours Left Before Quota Exhausts
parameter. When this number is reached, CPS submits a QuotaExpiredEvent to
the policy engine with the subscriber's balance information. When this occurs,
the state of the entry in the eventsCollection changes to "notified."

For example, if Hours Left Before Quota Exhausts = 8 and Notify Time in Hours =
4, an entry is created with the subscriber's balance information in the
eventCollections 8 hours prior to quota expiration, and a QuotaExpiration event is
submitted to the policy engine 4 hours before expiration.

You can set up polices to send out notifications when this event occurs; for
example, you might set up scheduled events to send out notifications 8 hours, 6
hours, 4, hours, and 2 hours before a subscriber's quota expires, reminding the
subscriber to "top up."

Service

Processes only those subscribers who have the configured service associated.
Other subscribers are ignored.

The Account Balance and Service parameters filter for subscribers having the
configured balance and service. If these columns are not specified, the event
processes all subscribers.

Max Number of Days

Used only with the Subscriberlnactivity event type.

This parameter specifies the duration in days to retain the subscriber in the inactive
state. If the status of a subscriber remains inactive for longer than the configured
maximum number of days, the subscriber is automatically deleted from the
database.
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Parameter

Description

Command

A string value that is used to provide additional information about the event that
is being submitted. This string can be used in the polices that look for events
submitted to the policy engine.

For example, when used with a QuotaExpiration event type, the command could
be set to "8 hours" or "6 hours," or to any other string. A policy can use this string
in its condition parameters to send one notification as opposed to another, or to
take one action as opposed to another.

LDAP/Ud Configuration

CPS has capability to access subscriber profile data either from internal or external database. LDAP/Ud feature
fetches subscriber profile data from the external database.

In this section, LDAP plug-in configuration is used an example.

LDAP plugin queries the LDAP server to fetch attributes depending on the configuration. This feature has
capability to refresh the profile and fetch the latest updated attribute from the LDAP server. CPS connects to
multiple LDAP severs and queries them depending on the LDAP server priority.

Note

Refer to CPS Installation Guide for VMware to configure this plugin.

Click LDAP Configuration from the right pane to add the configuration in the system.

Click Ldap Server Configuration.

Figure 36: LDAP Configuration
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Figure 37: LDAP Server Configuration

LDAP/Ud Configuration .

The following parameters can be configured under LDAP Server Configuration:

Table 19: LDAP Server Configuration Parameters — 1

Parameter

Description

Ldap Server

Assign this to the LDAP Server Set.

Search User Dn

The user DN for connecting to the LDAP server; for example,
cn=managerou=accountso=profile.

Search User Password

The password for connecting to the LDAP server.

Note The same password must apply to all servers defined in this
configuration.

Auth Type

The LDAP authorization type required by the LDAP server.
Default: SIMPLE

Initial Connections

Set the initial connections to “50.” This represents the number of
connections from a Policy Director (load balancer) to the LDAP server(s).

Retry Count

The total number of tries the system executes for a given LDAP query. For
example, a value of 2 indicates one try and then one more attempt when
the query times out.
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