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Overview
In vDRA, the statistics get generated for every resource you want to monitor. You need to configure the alert
rule with the expression to generate an alarm from the statistics data. Different exporters have been implemented
to gather statistics for configured resources at configured intervals and write into the files.

Prometheus is an application retrieve statistics from all the exporters and based on configured alert rules
provides the data to orchestrator to generate/clear an alarm.

Prometheus
Prometheus is an application that is used to actively gather statistics and trigger alerts from the running virtual
machines and application services. The CPS vDRA cluster deploys the following Prometheus services on
each control node and on the master node:

• Prometheus Hi-Res – this instance of the Prometheus service is monitoring the system at 5 second
intervals with 24-hour history

• Prometheus Trending – this instance of the Prometheus service is monitoring the system at 20 second
intervals with 30-day history

• Prometheus Planning – this instance of the Prometheus service is monitoring the system at 120 second
intervals with 365-day history

Internally, the Prometheus servers scrape statistics from target statistics sources on a regular basis. The
following target data sources are included:

• Host Node Exporter for Host VM statistics.
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• Mongo DB Exporter for Database statistics.

• Application Statistics.

In addition to scrapping, statistics in the Prometheus servers can be configured using the Management CLI
alert rule command to trigger alerts on error conditions. In this scenario, a user defines the alert rule and the
configuration for that rule is pushed into the Prometheus servers. It can generate SNMPv2 and SNMPv3 alarm
based on the NMS destination configured in the system. You can configure multiple SNMP destination
(SNMPv2, SNMPv3) to receive the alarms at multiple NMS.

Currently, SNMP get and walk facility is not supported.Note

For more information on Prometheus, refer https://prometheus.io/.

Supported Alarms
The following table provides the list of supported alarms:

Table 1: Supported Alarms

Description (for Clear)Description (for Alert)Alarm Name

Current disk usage is under a
designated threshold.

The current disk usage has
passed a designated threshold.
This can be due to the logs or
database files growing large.

DiskFull

The load average of the system
has cleared the configured
threshold for a period of
1/5/15 minutes.

The load average of the system
has exceeded the configured
threshold for a period of 1/5/15
minutes.

HighLoad

Able to connect or ping to the
interface. This alarm gets
generated for all physical
interface attached to the
system.

Not able to connect or ping to
the interface. This alarm gets
generated for all physical
interface attached to the
system.

Link State

Low memory alert has been
cleared.

The amount of freememory on
the VM has dropped below the
configured threshold.

LowMemory

The alarm is cleared whenever
the process/container has
moved out of ABORTED
state.

This alarm is generated when
the process/container is in
ABORTED state.

Process State
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Description (for Clear)Description (for Alert)Alarm Name

This alarm is clearedwhenever
CPU usage on any VM is
lower than the threshold value.

This alarm is generated
whenever CPU usage on any
VM is detected to be higher
than the threshold value.

HIGH CPU USAGE

This alarm is cleared when
QNS java process moved out
of STARTED state.

Generate an info alert if QNS
java process is in Started state.
This indicate that there is some
issue with the process (it is not
healthy) which can be checked
by running diagnostics on it.

This alert covers the
MemcachedConnectError and
ApplicationStartError alarms
which can be checked in
diagnostics output.

Qns Java Process in Started State

Diameter peer is up.Diameter peer is down.DiameterPeer State

Able to connect to anyone
members of the replica-set.

Not able to connect to any
member of the replica-set.

All DB Member of replica State

Found primarymember for the
replica-set

Unable to find primary
member for the replica-set.

Primary DB Member State

A secondary member of the
replica-set is up.

A secondary member of the
replica-set is down.

Secondary DB Member State

The administrator is able to
ping the VM.

The administrator is not able
to ping the VM.

VM State

QNS java process is
HEALTHY.

QNS java process is not
HEALTHY.

DRA Process HEALTH State

Able to ping the virtual
Interface. This alarm is cleared
for VIPs configured in Docker.

Not able to ping the virtual
Interface. This alarm gets
generated for VIPs configured
in Docker.

VirtualInterface State

Message Processing Failure
TPS in control.

Message Processing Failure
TPS exceeded.

DRA_MESSAGE_PROCESSING_

FAILURE_TPS_EXCEEDED

Keep Alive RAR TPS in
control.

Keep Alive RAR TPS
exceeded.

KEEP_ALIVE_RAR_ROUTING

_FAILURE_TPS_EXCEEDED
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Description (for Clear)Description (for Alert)Alarm Name

Egress rate limited messages
with error response TPS in
control.

Egress rate limited messages
with error response TPS
exceeded.

EGRESS_RATE_LIMITED_

SESSION_ERR_RESP_TPS

_EXCEEDED

Egress rate limited messages
dropped without error TPS in
control.

Egress rate limited messages
dropped without error TPS
exceeded.

EGRESS_RATE_LIMITED_

SESSION_REJECT_TPS

_EXCEEDED

Ingress rate limited messages
with error response TPS in
control.

Ingress rate limited messages
with error response TPS
exceeded.

INGRESS_RATE_LIMITED

_SESSION_ERR_RESP_

TPS_EXCEEDED

Ingress rate limited messages
dropped without error
response TPS in control.

Ingress rate limited messages
droppedwithout error response
TPS exceeded.

INGRESS_RATE_LIMITED_

SESSION_REJECT_TPS_

EXCEEDED

Binding Key not found in
AAR TPS in control.

Binding Key not found in
AAR TPS exceeded.

BINDING_KEY_NOT_FOUND_

IN_AAR_TPS_EXCEEDED

Binding Key not found in
CCR(I) TPS in control.

Binding Key not found in
CCR(I) TPS exceeded.

BINDING_KEY_NOT_FOUND

_IN_CCR_I_TPS_EXCEEDED

Peer response time in control.Peer response time exceededPEER_RESPONSE_TIME_EXCEEDED

Peer group available.Peer group not available.NO_PEER_GROUP_MEMBER_

AVAILABLE

Loop Detected TPS in control.Loop Detected TPS exceeded.FORWARDING_LOOP_FOUND

_TPS_EXCEEDED

Relay Peer TPS in control.Relay Peer TPS exceeded.NO_RELAY_PEER_

TPS_EXCEEDED

Relay Link is up.Relay Link is down.RELAY_LINK_STATUS

Binding not found TPS in
control

Binding not found TPS
exceeded.

BINDING_NOT_FOUND_

TPS_EXCEEDED

Relay not started.Relay started.RELAY_LINK_TPS_GT_0

Relay Link TPS in control.Relay Link TPS exceeded.RELAY_LINK_TPS_EXCEEDED
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By default, no alert rules are configured in the system.Note

Alert Rules

Alert Rules Configuration
The following commands are used to configure alert rules:

scheduler#config

scheduler(config)# alert rule <rule_name>

where, <rule_name> is the name of the alert rule. For example, test

Value for 'expression' (<string>): <expression based on the stats>

where, <expression based on the stats> is the expression. For example, test>1

Value for 'message' (<string>): <message string to be sent in the alarm message>

where, <message string to be sent in the alarm message> is the message to be sent in the alarm. For example,
testing

Value for 'snmp-clear-message' (<string>): <message string for clear alarm>

where, <message string for clear alarm> is the string for the clear message. For example. test clear
scheduler(config-rule-test)#
scheduler(config-rule-test)# snmp-facility
Possible completions:
application hardware networking os proc virtualization

scheduler(config-rule-test)# snmp-facility <SNMP facility to be provided for this alert>

where, <SNMP facility to be provided for this alert> is the facility to be provided for this alert. For example,
application

scheduler(config-rule-test)# event-host-label <provide the node details>

where, <provide the node details> is used to provide node details. For example, instance
scheduler(config-rule-test)# snmp-severity
Possible completions:
alert critical debug emergency error info none notice warning

scheduler(config-rule-test)# snmp-severity <SNMP severity to be send for this alert>

where, <SNMP severity to be send for this alert> is the severity level to be used for alert rule. For example,
critical

scheduler(config-rule-test)# duration <time>

where, <time> causes Prometheus to wait for a certain duration between first encountering a new expression
output vector element (like, an instance with a high HTTP error rate) and counting an alert as firing for this
element. Elements that are active, but not firing yet, are in pending state.
scheduler(config-rule-test)# commit
Commit complete.
scheduler(config-rule-test)# end
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Sample Configuration

The alert rules configuration are for reference only. Here is the configuration with sample values:

You can configure your alert rules based on your requirements.
scheduler#config
scheduler(config)# alert rule test
Value for 'expression' (<string>): test>1
Value for 'message' (<string>): testing
Value for 'snmp-clear-message' (<string>): test clear
scheduler(config-rule-test)#
scheduler(config-rule-test)# snmp-facility
Possible completions:
application hardware networking os proc virtualization

scheduler(config-rule-test)# snmp-facility application
scheduler(config-rule-test)# event-host-label instance
scheduler(config-rule-test)# snmp-severity
Possible completions:
alert critical debug emergency error info none notice warning

scheduler(config-rule-test)# snmp-severity critical
scheduler(config-rule-test)# duration 30s
scheduler(config-rule-test)# commit
Commit complete.
scheduler(config-rule-test)# end

To display all the configured alert rules use the following command:

scheduler# show running-config alert | tab

EVENT
HOST SNMP SNMP SNMP CLEAR

NAME EXPRESSION DURATION LABEL MESSAGE FACILITY SEVERITY MESSAGE
-------------------------------------------------------------------------------------
test test > 1 - instance testing application critical testing clear

Sample Alert Rules
You can configure your alert rules based on your requirements.

event-host-label value is used as a key in the alarm map. So, configure the correct value based on your
requirements while configuring alert rules.

Note

Grafana can be used to see all the statistics generated by the system and based on these statistics alerting
rules can be configured.

Note
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Table 2: Sample Alert Rules

ConfigurationAlarm Name

The following sample alert rules are for "/" filesystem and are for reference only:

Expression: node_filesystem_free{job='node_exporter',filesystem!~"^/(/|$)"} /
node_filesystem_size{job='node_exporter'} < 0.90

Message: Disk filesystem / usage is more than the 10%

Clear Message: Disk filesystem / usage is below the 10%
event-host-label: instance
snmp-facility: hardware
snmp-severity: critical

DiskFull

Expression: node_load5 > 3

Message: load average value for 5 min is greater than 3 current value is {{ $value
}}

Clear Message: load average value for 5 min is lower than 3
event-host-label: instance
snmp-facility: hardware
snmp-severity: error
duration: 30s

HighLoad

Expression: round((node_memory_MemFree
+node_memory_Buffers+node_memory_Cached)/node_memory_MemTotal *
100) < 80

Message: Available RAM is less than 80% current value is {{ $value }}

Clear Message: Available RAM is more than 80%
event-host-label: instance
snmp-facility: hardware
snmp-severity: critical

LowMemoryAlert

Expression: rate(node_cpu{mode="system"} [10s])*100 > 30

Message: CPU usage in last 10 sec is more than 30% current value {{ $value }}

Clear Message: CPU usage in last 10 sec is lower than 30%
event-host-label: instance
snmp-facility: hardware
snmp-severity: critical

High CPU Usage Alert

Expression: link_state == 0

Message: {{ $labels.interface }} is down on {{ $labels.instance }}

Clear Message: {{ $labels.interface }} is up on {{ $labels.instance }}
event-host-label: instance
snmp-facility: networking
snmp-severity: critical

Link down Alert
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ConfigurationAlarm Name

Expression: docker_service_up==3

Message: {{ $labels.service_name }} instance {{ $labels.module_instance }}of
module {{ $labels.module }} is in Aborted state

ClearMessage: {{ $labels.service_name }} instance {{ $labels.module_instance
}}of module {{ $labels.module }} is moved from Aborted state
event-host-label: container_name
snmp-facility: application
snmp-severity: critical

Process down Alert

Expression: docker_service_up{container_name=~"diameter-endpoint-s1"}==1

Message: {{ $labels.service_name }} instance {{ $labels.module_instance }}
of module {{ $labels.module }} is in Started state

ClearMessage: {{ $labels.service_name }} instance {{ $labels.module_instance
}} of module {{ $labels.module }} is moved from started state
event-host-label: container_name
snmp-facility: application
snmp-severity: error

This alarm can be used to get the details about Memcached connect error
or ApplicationStartError Alert or any other issue which are internal to
qns java process.

Note

To check the health status of a service, refer to Health Status of Service, on page
9.

Qns Java Process State
Alert

Expression: probe_success ==0

Message: VM/VIP IP {{$labels.instance }} is not reachable

Clear Message: VM/VIP IP {{$labels.instance }} is reachable
event-host-label: instance
snmp-facility: hardware
snmp-severity: critical

VM/Node Down Alert

Expression: docker_service_up{container_name=~"diameter-endpoint-s1"}!=2

Message: {{ $labels.service_name }} instance {{ $labels.module_instance }}
of module {{ $labels.module }} is not healthy

ClearMessage: {{ $labels.service_name }} instance {{ $labels.module_instance
}}of module {{ $labels.module }} is healthy
event-host-label: container_name
snmp-facility: application
snmp-severity: critical

DRA Process Down
(healthy) Alert

Expression: probe_success==0

Message: VM/VIP IP {{$labels.instance }} is not reachable

Clear Message: VM/VIP IP {{$labels.instance }} is reachable
event-host-label: instance
snmp-facility: networking
snmp-severity: critical

Virtual Interface Down
Alert

   CPS vDRA SNMP and Alarms Guide, Release 13.0.0
8

SNMP and Alarms
Alert Rules Configuration



ConfigurationAlarm Name

The rule must be configured for each replica-set created in the system. If you add
a new replica-set, then you need to add a new alert rule for it.

Expression:
absent(mongodb_mongod_replset_member_state{shard_name="shard-1"})==1

Message: All DB Members of a replica set {{ $labels.shard_name }} are down

Clear Message: All DB Members of a replica set {{ $labels.shard_name }} are
not down
event-host-label: shard_name
snmp-facility: application
snmp-severity: critical

ForMongoDB, the alert configurationsmust be done on BindingMaster
VM.

Note

All DB Member of
Replica Set Down Alert

The rule must be configured for each replica-set created in the system. If you add
a new replica-set, then you need to add a new alert rule for it.

Expression: absent(mongodb_mongod_replset_member_health

{shard_name="shard-1",state="PRIMARY"})==1

Message: Primary DB member not found for replica set {{ $labels.shard_name
}}

ClearMessage: Primary DBmember found for replica set {{ $labels.shard_name
}}
event-host-label: shard_name
snmp-facility: application
snmp-severity: critical

No primary DB Member
found Alert

Expression: (mongodb_mongod_replset_member_state != 2) and
((mongodb_mongod_replset_member_state==8) or
(mongodb_mongod_replset_member_state==6))

Message: Secondary Member {{ $labels.name }} of replica set {{
$labels.shard_name }} is down

Clear Message: Secondary Member {{ $labels.name }} of replica set {{
$labels.shard_name }} is up
event-host-label: name
snmp-facility: application
snmp-severity: critical

Secondary DB Member
Down Alert

Health Status of Service

On getting the Qns Java Process State alert, the user has to access the system and check the diagnostics logs
of the service to get the exact issue with the service. To access the system and check the diagnostics log, run
the following command:

show system diagnostics | include <service_name>

For example:
scheduler# show system diagnostics | include diameter-endpoint-s1
system diagnostics diameter-endpoint-s1 serfHealth 1
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 1
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 2

CPS vDRA SNMP and Alarms Guide, Release 13.0.0    
9

SNMP and Alarms
Alert Rules Configuration



system diagnostics diameter-endpoint-s1 service:cisco-policy-app 3
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 4
message "CLEARED: InterfaceID=diameter-endpoint-s1.weave.local;msg=\"Memcached server is
operational\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 5
message "CLEARED: InterfaceID=com.broadhop.server:diameter-endpoint-s1.weave.local;msg=\"
before Feature com.broadhop.server is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 6
message "CLEARED:
InterfaceID=com.broadhop.dra.service:diameter-endpoint-s1.weave.local;msg=\" before Feature
com.broadhop.dra.service is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 7
message "CLEARED:
InterfaceID=com.broadhop.common.service:diameter-endpoint-s1.weave.local;msg=\" before
Feature com.broadhop.common.service is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 8
message "CLEARED:
InterfaceID=com.broadhop.resourcemonitor:diameter-endpoint-s1.weave.local;msg=\" before
Feature com.broadhop.resourcemonitor is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 9
message "CLEARED:
InterfaceID=com.broadhop.microservices.control:diameter-endpoint-s1.weave.local;msg=\"
before Feature com.broadhop.microservices.control is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 10
message "CLEARED:
InterfaceID=com.broadhop.custrefdata.service:diameter-endpoint-s1.weave.local;msg=\" before
Feature com.broadhop.custrefdata.service is Running\""
system diagnostics diameter-endpoint-s1 service:cisco-policy-app 11
system diagnostics diameter-endpoint-s1 service:cisco-policy-jmx 1
scheduler#

Delete Alert Rules
The following section describes the procedure to delete an alert rule and are for reference only:
scheduler# config
Entering configuration mode terminal
scheduler(config)# no alert rule node_down
scheduler(config)# commit
Commit complete.
scheduler(config)# end
scheduler#

Alert Status
Use the following command to display the current alerts status:

show alert status

For example:
scheduler# show alert status
NAME EVENT HOST STATUS MESSAGE

UPDATE TIME
--------------------------------------------------------------------------------------------------------------------------------------------------
high_cpu_alert system firing CPU usage is more than 30% current_value
is 37.05555555555597 2017-05-22T10:59:37.945+00:00
high_cpu_alert_1 control-0 resolved CPU usage is more than 30% current_value
is 33.62500000000637 2017-05-22T17:17:38.184+00:00
high_cpu_alert_1 control-1 resolved CPU usage is more than 30% current_value
is 35.666666666667076 2017-05-22T11:29:37.899+00:00
high_cpu_usage_alert localhost:9090 resolved CPU Usage for last 1 min is more than
configured threshold 2017-05-22T09:55:37.902+00:00
2017-05-22T15:39:37.811+00:00

scheduler#
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NMS Destination Configuration
The following configuration is for reference only:

You can configure the NMS destination based on your requirements.

Example: SNMPv2
scheduler#config
scheduler(config)# alert snmp-v2-destination "10.1.1.1"
Value for 'community' (<string>): "cisco"
scheduler(config-snmp-v2-destination-10.1.1.1)# commit
Commit complete.
scheduler(config-snmp-v2-destination-10.1.1.1)# end

where, "10.1.1.1" is the SNMPv2 NMS destination address.

Example: SNMPv3
scheduler# config
scheduler(config)# alert snmp-v3-destination <nms_ip> e.g. 10.1.1.2
Value for 'user' (<string>): <username> e.g. cis_user
Value for 'auth-password' (<string>): <password string > e.g. cisco-123
Value for 'privacy-password' (<string>): <password string> e.g. cisco-123
scheduler(config-snmp-v3-destination-10.1.1.2)# auth-proto
[MD5,SHA] (SHA): SHA
scheduler(config-snmp-v3-destination-10.1.1.2)# privacy-p
Possible completions:
privacy-password privacy-protocol

scheduler(config-snmp-v3-destination-10.1.1.2)# privacy-protocol
[AES,DES] (AES): AES
scheduler(config-snmp-v3-destination-10.1.1.2)# engine-id
(<string>) (0x0102030405060708): 0x0102030405060708
scheduler(config-snmp-v3-destination-10.1.1.2)# commit
Commit complete.
scheduler(config-snmp-v3-destination-10.1.1.2)# end
scheduler#

where, "10.1.1.2" is the SNMPv3 NMS destination address.

All the configured NMS destinations in the system can be displayed using the following command:
scheduler# show running-config alert | tab
NMS
ADDRESS COMMUNITY
---------------------
10.1.1.1 cisco

alert snmp-v3-destination 10.142.148.160
engine-id 0x0102030405060708
user cis_user
auth-proto SHA
auth-password cisco-123
privacy-protocol AES
privacy-password cisco-123
!
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