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Introduction
The Custom Reference Data (CRD) APIs exists to allow query, creation, deletion, and update of CRD table
data without the need to utilize the Control Center application. The CRD APIs are available via a REST
interface. The specific APIs are Query, Create, Update, and Delete.

Limitations
These APIs allow maintenance of the actual data rows in the table. They do not allow the creation of new
tables or the addition of new columns. Table creation and changes to the table structure must be completed
via the Policy Builder application.

Table names must be all in lowercase alphanumeric to utilize these APIs. Neither spaces nor special characters
are allowed in the table name.

• Table names containing uppercase characters will return code 400 Bad Request.

• Spaces in the name are also not allowed and will be flagged as an error in Policy Builder.

• Special characters even when escaped or encoded in ASCII cause problems with the APIs and should
not be used.
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Setup Requirements

Policy Server
The feature com.broadhop.custrefdata.service.feature needs to be installed on the Policy Server.

In a High Availability (HA)/Distributed CPS deployment, this feature should be installed on the QNS0x nodes.

Policy Builder
The featurecom.broadhop.client.feature.custrefdata needs to be installed in Policy Builder.

Step 1 Login into Policy Builder.
Step 2 Select Reference Data tab.
Step 3 From the left pane, select Systems.
Step 4 Select and expand your system name.
Step 5 Select Plugin Configurations (or a sub cluster or instance), a CustomReference Data Configuration plugin configuration

is defined.
The following parameters can be configured under Custom Reference Data Configuration:

Table 1: Custom Reference Data Configuration

DescriptionParameter

IP address of the primary sessionmgr database.PrimaryDatabase IP Address

Optional, this field is the IP address of a secondary, backup, or failover sessionmgr
database.

Secondary Database IP
Address

Port number of the sessionmgr. It should be the same for both the primary and secondary
databases.

Database Port

Read preference describes how sessionmgr clients route read operations to members of
a replica set. You can select from the following drop-down list:

• Primary: Default mode. All operations read from the current replica set primary.

• PrimaryPreferred: In most situations, operations read from the primary but if it is
unavailable, operations read from secondary members.

• Secondary: All operations read from the secondary members of the replica set.

• SecondaryPreferred: In most situations, operations read from secondary members
but if no secondary members are available, operations read from the primary.

For more information, refer to http://docs.mongodb.org/manual/core/read-preference/.

Db Read Preference
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DescriptionParameter

Number of connections that are allowed per database host.

Default value is 100.

Connection Per Host

Step 6 In Reference Data tab > Custom Reference Data Tables, at least one Custom Reference Data Table must be defined.

Figure 1: Custom Reference Data Table

The following parameters can be configured under Custom Reference Data Table:
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Table 2: Custom Reference Data Table Parameters

DescriptionParameter

This is the name of the table that will be stored in the database. It should start with alphanumeric
characters, should be lowercase OR uppercase but not MixedCase, and should not start with
numbers, no special characters are allowed, use “_” to separate words. For example, logical_apn
= GOOD, logicalAPN = BAD, no_spaces.

For more information, refer to Limitations, on page 1.

Name

This is the name of the table that will be displayed in Control Center.Display Name

This indicates whether the tables should be cached in memory. This should be checked for
production.

For more information, refer to Caching, on page 7.

Cache Results

This is the CustomReference Data Trigger which needs to be true before evaluating this table.
This can be used to have multiple tables create the same data depending on conditions or to
improve performance if tables don't need to be evaluated based on an initial condition(s).

Activation Condition

If checked, this allows '*' to be used in the values of the data and the best matching row is
returned.

Best Match

This indicates the order the tables within the search table group should be evaluated. Starting
with 0 and increasing.

Evaluation Order
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DescriptionParameter

Columns correspond to the 'schema' for each columnwe're creating for this CustomReference
Data table.

• Name: The name of the column in the database.

• Display Name: A more readable display name.

• Use In Conditions: This represents whether this row will be available for conditions in
Policies or Use Case Templates. There is a performance cost to having these checked,
so it is recommended to uncheck unless they are required.

Default value is checked (true).

• Type: the type determines what values will be allowed when creating them in control
center.

◦Text: The value is allowed to be any characters. For example, example123!.

◦Number: The value is allowed to be any whole number. For example, 1234.

◦Decimal: The value is allowed to be any number (including decimals). For example,
1.234.

◦True/False: The value needs to be 'true' or 'false'. For example, true.

◦Date: The value is a date without a time component (May 17th, 2020).

◦DateTime: The value is a date + time (May 17th, 2020 5:00pm).

• Key: This indicates that this column is all or part of the 'key' for the table that makes
this row unique. By default, a key is required. Keys also are allowed set the Runtime
Binding fields to populate this data from the current message/session. Typically, keys
are bound to data from the current session (APN, RAT Type) and other values are derived
from them. Keys can also be set to a value derived from another Custom Reference Data
table.

• Required: This indicates whether this field will be marked required in Control Center.
A key is always required.

Columns

These are the valid values which will be allowed in Control Center (creates a list box).

• List of Valid Values: A list of name/display name pairs which will be used to create the
list. Valid values can also contain a 'name' which will be the actual value of the column
and a display value which allows Control Center to display an easier to use name.

• Valid Values pulled from another Table: This allows initializing the list based on another
Custom Reference Data table. The 'name' value will be pulled from another table. There
is no way to customize a 'display' name in this manner.

Valid Values
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DescriptionParameter

The validation set here will be checked by Control Center before allowing a row to be added.

• Regular Expression: This is the Java regular expression that will be run on the proposed
new cell value to validate it as described in
http://docs.oracle.com/javase/7/docs/api/java/util/regex/Pattern.html.

• Regular Expression Description: This is a message to the user indicating what the regular
expression is trying to check.

Validation

Runtime binding is how key column data gets filled out ('bound') from data in the current
session. There are multiple ways to bind this data and it is also possible to set an operator to
define what should match (equals, less than, etc).

• Bind to Subscriber AVP Code: This pulls the value from an AVP on the subscriber. It
will also pull values from a session AVP or a Policy Derived AVP.

• Bind to Session/Policy State Field: This pulls the value from a Policy State Data Retriever
which knows how to retrieve a single value for a session

• Bind to a Result Column from another Table: This allows the key to be filled out from
a columns value from another table. This allows 'normalizing' the table structure and
not having on giant table with a lot of duplicated values.

• Bind to Diameter Request AVP code: This allows the key be filled out from an AVP on
the diameter request.

• Matching Operator: This allows the row to be 'matched' in other ways than having the
value be 'equals'. Default value is equals.

◦eq: Equal

◦ne: Not Equal

◦gt: Greater than

◦gte: Greater than or equal

◦lt: Less than

◦lte: Less than or equal

Runtime Binding
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Architecture

MongoDB
TheMongoDB database containing the CRD tables and the data is located in theMongoDB instance specified
in the CRD plugin configuration.

The database is named cust_ref_data.

Two system collections exist in that database and do not actually contain CRD data:

• system.indexes— used by MongoDB. These are indices set on the database.

• crdversion— contains a document indicating the version of all the CRD tables you have defined. The
version field increments by 1 every time you make a change or add data to any of your CRD tables.

A collection is created for each CRD table defined in Policy Builder.

• This collection contains a document for each row you define in the CRD table.

• Each document contains a field for each column you define in the CRD table.

• The field contains the value specified for the column for that row in the table.

• Additionally, there is a _id field which contains the internal key used by MongoDB and _version which
is used by CPS to provide optimistic locking protection, essentially to avoid two threads overwriting
the other's update, on the document.

An example is shown below:

Figure 2: CRD Table in Policy Builder

Caching
Setting the Cache Results to true (checked) is the default and recommended settings in most cases as it yields
the best performance. Use of the cached copy also removes the dependency on the availability of the CRD
database, so if there is an outage or performance issue, policy decisions utilizing the CRD data won't be
impacted.
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The cached copy of the table is refreshed on CPS restart and whenever the API writes a change to the CRD
table, otherwise the cached copy is used and the database is not accessed.

API Endpoints and Examples
The URL used to access the CRD API are different depending on the type of deployment (High Availability
or All-in-One):

High Availability (HA): https://<lbvip01>:8443/custrefdata/<tablename>/_<operation>

All-In-One (AIO): http://<ip>:8080/custrefdata/<tablename>/_<operation>

The examples in the following sections refer to the HA URL.

Query API

Purpose

Returns all rows currently defined in the specified table.

HTTP Operation Type

GET

Example URL

https://<lbvip01>:8443/custrefdata/test/_query

Example URL with Filtering

https://<lbvip01>:8443/custrefdata/test/_query?key1=Platinum

Payload

None, although parameters can be specified on the URL for filtering.

Response

Success returns code 200 Ok; XML indicating rows defined is returned. If the table does not exist, code 400
Bad Request is returned.

Example Response without Filtering
<rows>
<row>
<field code=”field1” value=”1004”/>
<field code=”field2” value=”testee”/>
<field code=”key1” value=”Platinum”/>

</row>
<row>
<field code=”field1” value=”1004”/>
<field code=”field2” value=”testee”/>
<field code=”key1” value=”Platinum99”/>

</row>
<row>
<field code=”field1” value=”field1example1”/>
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<field code=”field2” value=”field2example1”/>
<field code=”key1” value=”key1example1”/>

</row>
<row>
<field code=”field1” value=”field1example2”/>
<field code=”field2” value=”field2example2”/>
<field code=”key1” value=”key1example2”/>

</row>
</rows>

Example Response with Filtering
<rows>
<rows>
<row>
<field code=”field1” value=”1004”/>
<field code=”field2” value=”testee”/>
<field code=”key1” value=”Platinum”/>

</row>
</rows>
The response returns keys with the tag “field code”. If you want to use the output of Query as input to one of
the other APIs, the tag needs to be changed to “key code”. Currently using “field code” for a key returns code
404 Bad Request and a java.lang.NullPointerException.

Create API

Purpose

Create a new row in the specified table.

HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/test/_create

Example Payload
<row>
<key code=”key1” value=”Platinum”/>
<field code=”field1” value=”1004”/>
<field code=”field2” value=”testee”/>

</row>

Response

Success returns code 200 Ok; no data is returned. The key cannot already exist for another row; submission
of a duplicate key returns code 400 Bad Request.

Update API

Purpose

Updates the row indicated by the key code in the table with the values specified for the field codes.
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HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/test/_update

Example Payload
<row>
<key code="key1" value="Platinum"/>
<field code="field1" value="1005"/>
<field code="field2" value="tester"/>

</row>

Response

Success returns code 200 Ok; no data is returned. The key cannot be changed. Any attempt to change the key
returns code 404 Not Found.

Delete API

Purpose

Removes the row indicated by the key code from the table.

HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/test/_delete

Example Payload
<row>
<key code="key1" value="Platinum"/>"/>
</row>

Response

Success returns code 200 Ok; no data is returned. If the row to delete does not exist, code 404 Not Found is
returned.

Data Comparison API

Purpose

Determines whether the same CRD table data content is being used at different data centers.

The following three optional parameters can be provided to the API:
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• tableName: Returns the checksum of a specified CRD table tableName indicating if there is any change
in the specified table. If the value returned is same on different servers, it means there is no change in
the configuration and content of that table.

• includeCrdversion: Total database checksum contains combination of checksum of all CRD tables
configured in Policy Builder. If this parameter is passed as true in API, then total database checksum
includes the checksum of "crdversion" table. Default value is false.

• orderSensitive: Calculates checksum of the table by utilizing the order of the CRD table content. By
default, it does not sort the row checksums of the table and returns order sensitive checksum of every
CRD table. Default value is true.

custrefdata/_checksum

Database level API which returns if there is a change in any of the CRD tables. If the value returned is same
on different servers, there will be no change in the configuration and content of any CRD table configured in
Policy Builder.

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_checksum

Response

<response>
<checksum><all-tables-checksum></checksum>
<tables>

<table name="<table-1-name>" checksum="<checksum-of-table-1>"/>
<table name="<table-2-name>" checksum="<checksum-of-table-2>"/>

<table name="<table-n-name>" checksum="<checksum-of-table-n>"/>
</tables>

</response>

/custrefdata/_checksum?tableName=<user-provided-table-name>

Table specific API which returns if there is any change in the specified table. If the value returned is same on
different servers, there will be no change in the configuration and content of that table.

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443 /custrefdata/_checksum?tableName=<user-provided-table-name>

Response

<response>
<tables>

<table name="<user-provided-table-name>" checksum="<checksum-of-specified-table"/>

CPS Operations Guide, Release 11.0.0    
11

Custom Reference Data REST API
Data Comparison API



</tables>
</response>

Table Drop API

Purpose

Drops custom reference table from MongoDB to avoid multiple stale tables in the system.

The Table Drop API is used in the following scenarios:

• If a CRD table does not exist in Policy Builder but exists in the database, the API can be used to delete
the table from the database.

• If a CRD table exists in Policy Builder and database, the API cannot delete the table from the database.
If this is attempted the API will return an error: “Not permitted to drop this table as it exists in Policy
Builder”.

• If a CRD table does not exist in Policy Builder and database, the API will also return an error No table

found:<tablename>.

/custrefdata/<table_name>/_drop

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/<table_name>/_drop

Export API

Purpose

Exports single and multiple CRD table and its data.

/custrefdata/_export?tableName=<table_name>

Exports single CRD table and its data.

Returns an archived file containing csv file with information of specified CRD table table_name.

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_export?tableName=<table_name>
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/custrefdata/_export

Exports all CRD tables and its data.

Returns an archived file containing csv file with information for each CRD Table.

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443 /custrefdata/_export

Import API

Purpose

Imports CRD table and its data.

It takes an archived file as an input which contains one or more csv files containing CRD tables information.

HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_import

Snapshot POST API

Purpose

Creates a snapshot of the CRD tables on the system. The created snapshot will contain CRD table data, policy
configuration and checksum information for all CRD tables.

/custrefdata/_snapshot?userId=<user_id>&userComments=<user_comments>

HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_snapshot?userId=<user_id>&userComments=<user_comments>

Optional Parameters

userComments
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Snapshot GET API

Purpose

Enables you to get the list of all valid snapshots in the system.

The following information is available in the list of snapshots:

• Snapshot name

• Snapshot path

• Date and time of snapshot creation

• User comments provided on creation of the snapshot

• Checksum information of CRD tables

• Policy configuration SVN version number

/custrefdata/_snapshot

HTTP Operation Type

GET

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_snapshot

Example Response
<snapshots>

<snapshot>
<name><date-and-time>_<user-id></name>
<snapshotPath>/var/broadhop/snapshot/20160620011825306_qns</snapshotPath>
<creationDateAndTime>20/06/2016 01:18:25:306</creationDateAndTime>
<comments>snapshot-1 june</comments>
<policyVersion>903</policyVersion>
<checksum checksum="60f51dfd4cd4554910da44a776c66db1">

<table name=<table-name-1> checksum="<table-checksum-1>"/>
…

<table name=<table-name-n> checksum="<table-checksum-n>"/>
</checksum>

</snapshot>
<snapshot>

…
</snapshot>

</snapshots>

Revert API

Purpose

Enables you to revert the CRD data to a specific snapshot. If the specific snapshot name is not provided, the
API will revert to the latest snapshot.
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/custrefdata/_revert?snapshotName=<snapshot_name>

HTTP Operation Type

POST

Example Endpoint URL

https://<lbvip01>:8443/custrefdata/_revert?snapshotName=<snapshot_name>

Optional Parameter

snapshotName

Tips for Usage
The Query API is a GET operation which is the default operation that occurs when entering a URL into a
typical web browser.

The POST operations, Create, Update, and Delete, require the use of a REST client so that the payload and
content type can be specified in addition to the URL. REST clients are available for most web browsers as
plug-ins or as part of web service tools, such as SoapUI. The content type when using these clients should be
specified as application/xml or the equivalent in the chosen tool.

View Logs
You can view the API logs in the OAM (pcrfclient) VM at the following location:

/var/log/broadhop/consolidated-qns.log
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