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Preface

This preface describes this guide and provides information about how to use IW Monitor, and related
documentation.

It includes the following sections:

« About this Guide, on page v
* Related Documentation, on page v
» Communications, Services, and Additional Information, on page v

About this Guide

This guide details Cisco Industrial Wireless (IW) Monitor, an on-premises monitoring tool for maintaining
and monitoring one or multiple Ultra-Reliable Wireless Backhaul (URWB) networks. IW Monitor displays
data and situational alerts from every URWB device in a network in real-time. This is the first release of IW
Monitor, and it manages Industrial Wireless (IW) and Fluidmesh devices.

Related Documentation

For more details about Regulatory Compliance and Safety Information, see Regulatory Compliance and Safety
Information.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
« To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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. Preface

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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CHAPTER 1

Overview of the IW Monitor

 IW Monitor Overview, on page 1

IW Monitor Overview

IW Monitor application is an on-premises monitoring tool for Industrial Wireless (IW) and Fluidmesh devices
and it is designed to be used along with 10T Operations Dashboard (OD) with IW Service. The IW Service

allows you to configure and provision the Industrial Wireless devices, whereas IW Monitor displays real-time
data and alerts for URWB devices in the network. The functionality of the two interfaces differs as follows: Text

 IW Service is the cloud-based interface used to do online and offline configuration of IW devices.
* IW Monitor is a virtual-image-based diagnostic and analysis interface, with the virtual image installed
in Docker format to monitor Fluidmesh and Industrial Wireless devices.
The functionalities of IW Monitor application are:
* Monitor the real time condition of networks.
« Generate statistics from network history.
« Verify if the device configuration settings are optimal for current network conditions.
* Detect network related events for diagnostic and generate alerts if network related faults arise.

« Analyze network data, with the goal of increasing system uptime and maintaining optimum network
performance.
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Overview of the IW Monitor |
. IW Monitor Overview

= MONITOR [ A o 0 = s 9

dbedi78da Dashboard Table View Data Analysis Topology Log

Real-time monitoring

Enable network URWB devices 0 Kbps 0 Kbps 0 0 -
6 performance check in online 1
Settings > Network KPI. Throughput TX Throughput RX Sent Packets/s Received Packets/s Average latency
outors

Last & hours rend

12 71.4%

Edge devices Average uptime

Last7 days

Tunnel-01 Edit
- 0 0%
0 Average latency Edge devices Average uptime
outof 1
Last 6 hours tend Last7 days

FIXED Edit

To configure the IW devices, you can use any of the following methods:

« To add and configure devices using cloud-based IW Service, see 10T OD IW documentation.

« To manually configure devices by using the device’s built-in Configurator interface or through CLI, see
Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide
or Cisco IEC6400 Edge Compute Appliance Installation and Configuration Guide.
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CHAPTER 2

Supported Network Devices and Firmware for

IW Monitor

« Supported Network Devices and Firmware for IW Monitor, on page 3

Supported Network Devices and Firmware for IW Monitor

The following table shows the supported device models and the recommended firmware versions:

Device Model

Recommended Software Version

Catalyst IW9167

17.12.1 (17.12.1.5) or later

Catalyst IW9165

17.12.1 (17.12.1.5) or later

FM 3500 and FM 4500 9.4 or later
FM 3200 and FM 4200 8.5 or later
FM 1200 VOLO 7.9 or later
FM PONTE 1.2.7 or later
FM1000 and FM10000 1.3.0 or later
FM10000 GEN2 2.3.0 or later
IEC-6400 1.1.0.7 or later

IW Monitor User Guide, Release 2.2.0 .
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. Supported Network Devices and Firmware for IW Monitor
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CHAPTER 3

Installing IW Monitor Docker on Host

 Host and Network Requirements, on page 5

« Installing Docker on Host, on page 7

« Installing and Running Docker Container, on page 8

« Downloading and installing the Docker application, on page 8

» Downloading the IW Monitor Image, on page 8

* Loading the IW Monitor Image File to the IW Monitor Server, on page 9
« Running the Docker Container for the First Time, on page 9

« Logging to the IW Monitor for the First Time, on page 10

Host and Network Requirements

Host requirements

\)

Note It is recommended to have a high-speed, high bandwidth internet connection for installation of Docker and
the IW Monitor image file.

If an internet connection is not available, the Docker application and IW Monitor image file can be installed
manually. See Installing and Running Docker Container, on page 8.

Make sure the following host requirements are met to run the Docker container:

Operating System Windows 7 or later Mac OS X 10.9.x or later | Linux (32-bit or 64-bit):
e Ubuntu 14.04 or later
« Debian 9 or later

e OpenSuSE 14.2 or
later

¢ Fedora Linux 19 or
later

Docker Application Yes Yes Yes

IW Monitor User Guide, Release 2.2.0 .



. Host and Network Requirements

Installing IW Monitor Docker on Host |

to local networksand
devices

Base System Virtual machine or bare | Virtual machine or bare | Virtual machine or bare
metal metal metal

Processor Intel Core i7 or Xeon (any | Intel Core i7 or Xeon (any | Intel Core i7 or Xeon (any
frequency and mandatory | frequency and mandatory | frequency and mandatory
minimum of four cores) | minimum of four cores) | minimum of four cores)

RAM 16 GB minimum 16 GB minimum 16 GB minimum

Hard Disk 100 GB minimum* 100 GB minimum* 100 GB minimum*
1 TB or greater 1 TB or greater 1 TB or greater
recommended recommended recommended

High speed connection | Preferred Preferred Preferred

Screen Resolution

1024 x 768 pixel
minimum

1024 x 768 pixel
minimum

1024 x 768 pixel
minimum

)

Note

Using a hard disk of at least 100 GB capacity is recommended. If a hard disk of less than 100 GB capacity
must be used, adjust the maximum capacity available for statistics storage as mentioned in Defining Hard
Disk Storage Capacity and Overwrite Cycle Period for the IW Monitor Statistics Database, on page 51.

Browser requirements

Use the latest version of a supported web browsers to access the IW Monitor:

Browser Supported Version
Mozilla Firefox Latest
Microsoft Internet Explorer Latest
Microsoft Edge Latest
Google Chrome Latest
Apple Safari Latest
Y
Note If needed, upgrade your browser to the latest version.

. IW Monitor User Guide, Release 2.2.0



| Installing IW Monitor Docker on Host
Installing Docker on Host .

Installing Docker on Host

A Docker image is a standard, self-contained unit of software that packages code and its dependencies that
lets the application run quickly and reliably from one computing environment to another. Docker images
become containers at runtime when they run on the Docker engine.

Prerequisites to install Docker on the IW Monitor host

When Docker is installed on the IW Monitor host, make sure that the host's CPU supports virtualization and
second-level address translation (SLAT).

)

Note Intel’s version of SLAT is called EPT (Extended page tables).

To check if the host's processor or processors meets the requirement:

1. Go to Microsoft Sysinternals, download the Coreinfo package.

2. Unzip the downloaded program folder to the root of the host's: c:\ drive
3. Open the command prompt using administrator privileges.

4. Enter the command: coreinfo.exe -v

* If an Intel CPU supports SLAT, an asterisk (*) is shown in the EPT row (below):

BN Administrator: Command Prompt |ﬂ|—g_hj

Microsoft Windows [Uersion 6.1.760611
Copyright (c?> 288%9 Microsoft Corporation. All rights reserved.

C:\Windowsssystem32>cd c:i™
c:~>coreinfo.exe —w
Coreinfo v3_B8 — Dump information on system CPU and memory topology

Copyright (C) 2888-2011 Mark Russinowvich
Sysinternals — wuww.sysinternals.com

Intel{R> Core(THM> i? CPU 938 B 2_BBGH=
Inteltd Family 6 Model 26 Stepping 5. Genuinelntel

Hypervisor is present
* Supports Intel hardware—assisted virtualization
* Supports Intel extended page tahles

« If your CPU does not support SLAT, a dash (-) is shown in the EPT row.

To check if CPU supports SLAT:

1. Go to Intel Product Specification.

2. Select the respective CPU, and check its specifications.

IW Monitor User Guide, Release 2.2.0 .
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Installing IW Monitor Docker on Host |

. Installing and Running Docker Container

Installing and Running Docker Container

|

Important

|

Before you install and run the docker container on a Microsoft operating system, make sure that Microsoft
virtual machine capability (Hyper V) is running. Also, VMware is supported.

Important

\}

Do not install the Docker container on your local computer. Docker must only be installed on the host assigned
to run the IW Monitor. To view the minimum hardware specifications of the host, see Host and Network
Requirements, on page 5.

Note

Oracle VM VirtualBox is not supported.

To install Docker, you must open these protocols and ports in the firewall to ensure MONITOR works correctly.

« UDP from MONITOR to devices. Port 6600 is used for devices association.
« UDP from MONITOR to devices. Port 6610 is used for latency and jitter computation.

* Secure WebSocket from devices to MONITOR. The customer configures the port with the docker run

command, usually 8443.

Downloading and installing the Docker application

Procedure

Step 1 Go to the Docker application download page.
Step 2 Download the correct Docker application package.
Step 3 Install the Docker application on the IW Monitor host.

Downloading the IW Monitor Image

Procedure

Step 1 Go to software downloads.
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| Installing IW Monitor Docker on Host
Loading the IW Monitor Image File to the IW Monitor Server .

Step 2 Download the IW Monitor image file (iw-monitor-dockervl. x.x.tar).

Loading the IW Monitor Image File to the IW Monitor Server

Procedure
Step 1 Open a command-line window.
Step 2 Enter the command: docker load -i iw-monitor-dockervl. x.x.tar
Step 3 Enter the command to check if the IW Monitor image file is loaded: docker images

A list of the Docker image files currently installed on the IW Monitor host are shown.

Step 4 To get the image ID value for the IW Monitor image file:
a) Open a command-line window.
b) Enter the command: docker images

A list of the Docker image files currently installed on the IW Monitor host are shown.

c) Search the REPOSITORY column of the Docker image file list for the iw-monitor image file.
Make a note of the IMAGE ID value of the IW Monitor Docker image.

Running the Docker Container for the First Time

Procedure
Step 1 Open a command-line window.
Step 2 Enter the command: docker run -d --name iw_monitor -p 8443:8443 --restart always X where X is the IMAGE

ID value of the IW Monitor Docker image.

Note
By default, the port numbers of the IW Monitor which runs on within the Docker container are:

* Port 8443 (https with SSL)
* Encryption / HTTPS is required

Note
If you fail to use the default host port numbers due to security policy settings or the needed host port is assigned to another
service, modify the docker run command to include an unused host port.

Note
For example, a run command that specifies port 3000: docker run -d --name iw_monitor -p 3000:8443 iw_monitor

IW Monitor User Guide, Release 2.2.0 .



Installing IW Monitor Docker on Host |

. Logging to the IW Monitor for the First Time

Step 3 If you have modified the Docker run command to specify a different host port, then you must specify the port number
used by IW Monitor. For more information, see Adding Devices to the IW Monitor, on page 19.

Step 4 Open the web bowser.

Step 5 Navigate to the URL https://X:Y where X is the IP address of the IW Monitor host, and Y is the host port number.
IW Monitor Docker container is successfully launched and the welcome page is shown as

MONITOR application server is initializing.
This page will be automatically refreshed after some minutes.

Please, do not stop Docker container and do not turn off the host machine during this process.

Welcome to MONITOR

MONITOR is initializing

Click here if you are not automatically redirected to Wizard within some minutes

below:

Logging to the IW Monitor for the First Time

Procedure
Step 1 Open the web browser.
Step 2 Enter the URL with IP address and port number of the computer on which the IW Monitor image file: https://[IP

address]:[host port number]

If you are running IW Monitor for the first time, the following initialization page appears:
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| Installing IW Monitor Docker on Host

Logging to the IW Monitor for the First Time .

MONITOR application server is initializing.
This page will be automatically refreshed after some minutes.

Please, do not stop Docker container and do not turn off the host machine during this process.

Welcome to MONITOR

-

£
4

\ﬂ

MONITOR is initializing

Click here if you are not automatically redirected to Wizard within some minutes

Step 3 Fill your first name, last name, e-mail address and login password in the respective fields.

®

Welcome to MONITOR

YOUR MONITOR ID

.Y ED. Y

First name *

Last name *

Email *

Password *

o

Confirm Password *

IW Monitor User Guide, Release 2.2.0 .



Installing IW Monitor Docker on Host |

. Logging to the IW Monitor for the First Time

Step 4 Click Next.

The Add new device screen appears.

® 1. weicome

il
é"

Server 1P * p—
-~

Configure server settings 03.0.113.34 Bad3 <

Attach devices

Enter one or more IP addresses separated by comma

203.0. V1337 X Z0A.0 VT FE X J

Associate devices

Step 5 (Optional) If required, fill the IP address of the IW Monitor server in the Server | P field and port number in Port field.
Step 6 Fill the IP addresses of all the devices that you want to monitor in the | P addresses field.
Note

Press Enter after entering each IP address, including the last IP address.

Step 7 Click Associate devices.

. IW Monitor User Guide, Release 2.2.0



| Installing IW Monitor Docker on Host

Logging to the IW Monitor for the First Time .

A confirmation screen appears showing that the devices are associated with the IW Monitor interface.

-
x
Attach report
i These devices have been added successfully 2/2
011337 SIE1T4.24 IW9167EH-B Demo_ME
HZ0.19378 S2AZ1F4112 IW9167EH-B Demo_MP
If you're still having issues please contact support_fm@cisco.com
[
Step 8 Click Close.

The list of devices associated with the IW Monitor interface are shown as below:

IW Monitor User Guide, Release 2.2.0 .
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. Logging to the IW Monitor for the First Time

9 1. Welcome 2. Report

Devices: 2 Server IP: £, 105 77,16 | Port 4¢3

Q_ Search Table

0 selected Add devices
O Name IP Address Mesh ID Model Role Status
D Cisco 101187180 SALTIEAY 4200 Fluidity Infra ()
i Fixed Infra
O Cisco-test-1_7 T1ETTE =Ty e I IW9167EH-ROW ()

Fluidity Infra

2 Records 1-2 <« < o > >

Step 9 Make sure that all the devices are listed on the screen. If any device is missing, follow the steps to add the device:
a) Click Add Device.

The Add new device screen appears.
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| Installing IW Monitor Docker on Host

Logging to the IW Monitor for the First Time .

Add new device

Enter one or more IP addresses separated by comma

WA00TEE X o 192 168.0.1, 192,168

b) Fill the IP address of the devices in the | P addresses field.
c) Click Save.

IW Monitor User Guide, Release 2.2.0 .



Installing IW Monitor Docker on Host |

. Logging to the IW Monitor for the First Time

A confirmation screen appears showing that the devices are associated with the IW Monitor interface.

-
x
Attach report
i These devices have been added successfully 2/2
MERI133F S2E1T4.24 IW9167EH-B Demo_ME
ME011338 S23174.112 IW9167EH-B Demo_MP
If you're still having issues please contact support_fm@cisco.com
[
d) Click Close.

Step 10 Click Next.

The IW Monitor analyzes the network and once the network analysis is complete and then the Complete screen appears:

. IW Monitor User Guide, Release 2.2.0



| Installing IW Monitor Docker on Host

2. Report

Logging to the IW Monitor for the First Time .

Great, your MONITOR application is correctly initialized

< Back

Step 11

Let's start monitoring your network performance!

The IW Monitor dashboard appears:

Click Done to complete the network setup.

= MONITOR “ A Q ) @ g e
" deearrada Dashboard Table View Data Analysis Topology Log cisco
Real-time monitoring
Enable network URWB devices n 0Kbps 0 Kbps 0 0 -
@ performance check in 1
Settings > Network KPI. Throughput TX Throughput RX Sent Packets/s Received Packets/s Average latency
outofs
12 71.4%
Edge devices Average uptime
Last 7 days
Tunnel-01 Edit
- o 0%
0 Average latency Edge devices Average uptime
owtor1
Last 6 hours trend Last 7 days
FIXED Edit
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CHAPTER 4

Adding Devices to the IW Monitor

 Adding Devices to the IW Monitor, on page 19

Adding Devices to the IW Monitor

Procedure

Step 1 Click on the & settingsicon at the top right.
A new settings screen is shown.
Step 2 Click Devices.

A table with the list of configured devices are shown.

Step 3 Click on the 4 edit icon at the top right to configure the IP address of the main server of the network.
A pop-up appears.

Step 4 If needed, add the server IP address in the Server | P field.
Step 5 If the IW Monitor host is configured to use HTTPS (secure socket layer) data transfer, enable the SSL.
Step 6 Fill the correct port number of the Docker container in the Port field.

For example:

* -p 8443:8443 maps to Port 8443
* -p 443:8443 maps to Port 443
* -p 3000:8443 maps to Port 3000

IW Monitor User Guide, Release 2.2.0 .



Adding Devices to the IW Monitor |

. Adding Devices to the IW Monitor

Server IP: 203.0.113.24 | Port 8443 /

Server IP: 203.0.113.2Port: 8443 o

W

Back Save changes
nla Status
Step 7 Click Save changes.
Step 8 Click Add Devices.

A new pop-up Add new device appears to add the IP addresses of the devices.

Add new device

Enter one or more IP addresses separated by comma

e.g. 192.168.0.1, 192.11

Step 9 Add the IP addresses of the devices, separated by comma and a space. Alternatively, open an Excel file and add all the
IP addresses in a column. Copy the whole column and paste it.

For example: 192.168.0.1, 192.168.0.2, 192.168.0.3

Note

If the IP address is not reachable, an error shows that the devices failed to attach appears. Check if the IP address is
correct and reachable and/or if any firewall is blocking.

If you try to add an already associated device, an error shows that the device failed to add.

Step 10 Click Save.
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| Adding Devices to the IW Monitor
Adding Devices to the IW Monitor .

The newly added devices appear in the table.

IW Monitor User Guide, Release 2.2.0 .
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CHAPTER 5

Managing Sections

« Create a new Section, on page 23
« Editing a Section, on page 25
« Deleting a Section, on page 26

Create a new Section

Step 1

Step 2
Step 3
Step 4

Procedure

Click + ADD SECTION.

Type section name

Select URWB devices

Tick the box to add a device to this section. Untick the box ta remove the device. Devices already added in other sections are not displayed

Find URWE device Search by Mesh ID, label or 1P addeess () Show selected devices only (] Select all

[ cisco (] cisco [J Gisco-158.92.156
5.0.178.85 10.115.1 5.27.123.26 182.1 5.158.92.156 10.115.1

Fluidity Infra Fluidity Infra

0 lectec unis m

Click ¢ edit icon and enter a name for the new section.

Search for the device using the mesh ID, assigned device name (label), or the device's IP address.

Select the devices to be added to the section. You can also select the devices from the uncategorized list and check Show
selected devices only checkbox.

The uncategorized devices are devices that are not yet assigned to any section. These uncategorized devices are shown
independently as shown below.

Note
Devices that are already added in other sections will not appear here.
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. Set maximum number of devices

[_] Cisco U Cisco
5.0.178.85 10,115.11.90 §.27.123.26 192,168.0.10

Fluidity Infra Fluidity Infra

Step 5 Click Confirm.

The selected devices are added to the new section.

Set maximum number of devices

() cisco-158.92.156
5.158.92.156 10.115.11,234

Disabled (R1) | Fixed Infra (R2)

Managing Sections |

You can set the maximum number of devices that can be included in a section. The default value for each

section is 200 devices.

Procedure

Step 1 Navigate to Settings > Customisation.
Step 2 Set the Maximum number of devices for the section.
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| Managing Sections

Editing a Section .

= MONITOR " R ¢ Q ) @ g el

v2.2 Dashboard Table View Data Analysis Topology Log cisco

Database MAXIMUM NUMBER OF DEVICES

Set the maximum number of devices 200

o that can be associated to a section
Statistics

Network KPI

Account

Log

Customisation

Devices

Upgrade

API documentation

! Report MONITOR Issues

Step 3 Click Save changes.

Editing a Section

Procedure

Step 1 Click on the ¢ edit icon of the section that you want to edit.

A detailed screen appears.

Step 2 Update the required fields like name of the section and/or list of devices.
Step 3 Click Confirm.
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. Deleting a Section

Deleting a Section

Procedure

Step 1 Click on the Z edit icon of the section that you want to delete.

A detailed screen appears.

Delete Section I

Step 2 Click which is on the top right corner of the section.

A confirmation pop-up appears.

Step 3 Click Delete.

. IW Monitor User Guide, Release 2.2.0
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CHAPTER 6

Managing Devices

« Editing the Device Configuration Parameters using Configurator Interface, on page 27
« Detaching the Device from the IW Monitor, on page 28

Editing the Device Configuration Parameters using Configurator
Interface

Procedure

Step 1 Click R Table View to see the list of devices.

A new screen as below appears:

= MONITOR
HONTOR 6 0
Warming (O ®
d (2)
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ " wor  Chanotuia
, soMiz  mem w0 wwe
MP e 88 8.28.8 88 88110 &% Fiedinfra  5500MHz  20dBm wTo B8O MHz
we o osams saeas wvwes L RN Ll e e o
°
Fluidity (3)
Status  Label =~ IPAddress = MeshID = FWwverson  Role = Frequency We power Channel width
[ A— on o
e 98 saz  rudyuese ek e on o
B cesmaes  toseamsm suess  saz Pidyvese  maswe e isam o
o
. LL Y] . . . . .
Step 2 In the More column, click of the device for which you want to edit the configuration parameters.
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Managing Devices |
. Detaching the Device from the IW Monitor

A detailed section appears:

Latency Jitter Installed plugins (8) (4 Device configuration page

N/A N/A FM-59 BW (UNLIMITED)  FM-MOB
FLUIDITY-TRK BW (UNLIMITED) ~ FM-ROW FM-TITAN
FM-UNII2 FM-VLAN
Realtime links Frequency: 5745 MHz
Link Total Tpt. Throughput M.C.S. (rate) LER. PER. RSS!
o @
Cisco , Cisco-0.41.57 (R-1) I 0 Mbps 5/2 LGI 20 MHz (104 Mbps) 5% 0%
2 ps
10.115.11.90 € 5.0.41.57 0.02 Mbps. 6/1 LGI 20 MHz (58.5 Mbps) 0% 0% -58 dBm RX

Channel utilization breakdown X @ RX

5.0.41.57 0.00% 100.00 %

Step 3 Click Device Configuration page.

The web browser opens a new page with a prompt to enter the device’s user name and password.

Step 4 Enter the correct user name and password and click Enter.

The offline web interface (Configurator) opens for the device. To edit device configuration parameters using Configurator
interface, see Cisco Ultra-Reliable Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide.

Detaching the Device from the IW Monitor

Procedure

Step 1 Click on the & settingsicon at the top right.

A new settings screen is shown.

Step 2 Click Devices.

A table with the list of attached devices are shown.
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Detaching the Device from the IW Monitor .

i Lo . . .
= MONITOR . o o a = © O ok
P Dashboard Table View Data Analysis Topology Log
Q)
Devices: 17 5
Database Server IP: 54.103.77.15 | Port 8423 | SSLON 2.
Q_ Search Table
Statistics
2 selected Detach  Add devices
= Name IP Address Mesh ID Model Role Status
Network KPI
O 10.115.11.233 5.158.92.168 IW9165E-B Fixed Infrastructure .
Account 10.115.11.141 5.21.201.60 IW9167EH-Q Gateway °
Cisco-127.234.232  10.115.11.147 5.127.234.232 IW9165E-B Gateway .
O Cisco-21.200.24 10.115.11.119 5.21.200.24 IW9167EH-B Gateway °
. O Cisco-212.77.244 10.115.11.133 5.212.77.244 IW9167EH-B Gateway °
Devices
O Cisco-test-tenant 10.115.11.128 5.21.201.112 IW9167EH-ROW Fixed Infrastructure °
Upgrade O CiscoURWB-name ~ 10.115.11.231 5.158.92.176 IW9165E-B Gateway .
17 Records 1-10 <« < 0 2 > >

Step 3 Search for the device using the mesh ID number, assigned device name, device model, or the device's IP address. Or,
select the device(s) you want to detach from the IW Monitor.

Step 4 Click Detach.

The selected devices are successfully detached with the following confirmation pop-up:

Detach report

~ These devices have been detached successfully

10.115.11.90 5.0.178.85
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Step 5 To remove a device from the IW Monitor using the Configurator interface's detach function, see Cisco Ultra-Reliable
Wireless Backhaul for Catalyst IW Access Points, Software Configuration Guide.
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CHAPTER 7

Monitoring Network Performance

* Viewing the Network Statistics, on page 31

« Viewing the Devices using Table View, on page 32

* Viewing the Uplink and Downlink Information for a Device, on page 36
« Viewing Device Statistics in Real Time, on page 39

* Viewing the Devices from Topology, on page 42

* Filtering and Viewing Network Events, on page 47

« Exporting a Network Event Log as a CSV File, on page 50

Viewing the Network Statistics

- MONITOR o o e Q = & 0

dsear7ada Dashboard Table View Data Analysis Topology Log

Real-time monitoring

Enable network URWB devices 0 Kbps 0 Kbps 0 0 -
e performance check in online 1
Throughput TX Throughput RX Sent Packets/s Received Packets/s Average latency

Settings > Network KPL

12 71.4%
Edge devices Average uptime
L2 days
Tunnel-01 Edit &
- 0 0%
0 Average latency Edge devices Average uptime
ot
Lot 6 hours tend Lost 7 days

FIXED Edit

The real-time monitoring shows the performance of the combined network. Each box shows information
about performance of a specified network section. In each network section, the blocks show operating
parameters of the devices in the network such as:

« Number of devices currently connected to IW Monitor, in relation to the total number of devices associated
to IW Monitor.
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* Device latency (Average latency) values across the network or section during the last six hours.

« Aggregate network throughput transmitted (Throughput TX) by all devices in the network during the
last six hours.

 Aggregate network throughput received (Throughput RX) by all devices in the network during the last
six hours.

» Aggregate number of data packets sent (Sent Packets/s) by all devices in the network during the last six
hours.

« Aggregate number of data packets received (Received Packets/s) by all devices in the network during
the last six hours.

« Current number of edge devices (Edge devices).

* Average network or section uptime value (Average uptime). The average uptime value is the combined
percentage of time for each network device or section connected to the IW Monitor in the last seven
days.

A thin red box appears around the section if any performance-related faults arise and need immediate
investigation. The + ADD SECTION at the bottom allows you to customize the section with the device
information you want to monitor. To add a new section to an existing network, see Create a new Section, on
page 23.

Real-time monitoring

Detected some URWB devices 0 Kbps 0Kbps 0 0 23.06 ms 17 100 %
network online

performance Throughput TX ‘Throughput RX Sent Packets/s Received Packets/s Average latency Edge devices Average uptime
issues! outof 2 EEEEE—

Last 6 hours trend Last 7 days

Tunnel-01 A one or more devices are experiencing some performance issues. Edit 2

25.75ms 17 100 %

1 Average latency Edge devices Average uptime

Last & hours tren d Last 7 days

+ ADD SECTION

YYou can create one or more custom sections which will show information only on those URWB devices you decide to put inside them.

Viewing the Devices using Table View

Procedure

Step 1 Click * Table View to see the list of devices.
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= MONITOR

Q

=R (o) (e

Status

3

ME

Status

3

MP

MP

-

Dashboard able View

Label

Cisco-21.201.88

AP-018B

Label

VEHICLE-58.32-P

VEHICLE-58.33-S

VEHICLE-58.36-P

-~

Dota Analysis

1P Address

10.58.28.80

10.58.28.52

1P Address

10.58.28.32

10.58.28.33

10.58.28.36

Filter by status

] 2]

Topology

Mesh ID

5.21.201.88

5.246.2.28

Mesh 1D

5.1.49.180 P

5.1.40.179 S

5.1.40.184 P

Log

FW version

8.8.1.10

17.16.0.88

FW version

O ecritical () »Warning () ® Disconnected

Fixed (2)

Role

Fixed Infra
Fixed Infra

Disabled
Fixed Infra

Fluidity (3)

Role

Fluidity Vehicle

Fluidity Vehicle

Fluidity Vehicle

Frequency

5500 MHz
5500 MHz

5500 MHz

Frequency

5785 MHz

5785 MHz

5785 MHz

TX Power

27 dBm
20 dBm

17 dBm

TX Power

15 dBm

15 dBm

15 dBm

Viewing the Devices using Table View .

e
Max TX power Channel widin More
AUTO 80 MHz
AUTO 80 MHz
Level: 2 20 MHz
Max TX power Channel width More
15 dBm 20 MHz
15 dBm 20 MHz
15 dBm 20 MHz

« All the devices that are not assigned to any specific sections are shown under Uncategorized. To add uncategorized

devices to a specific section, see Create a new Section, on page 23.

* The devices that are assigned to specific network sections are shown in the relevant section.

« Following table describes each column:
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Parameter

Description

Status (icon color and designation)

Icon colors represent the following device status:

* Green: Device is online and connected to an IW
Monitor with all the performance levels in an
acceptable range.

* Gray: Device is disconnected from IW Monitor.

* Orange: Device is online and connected to the IW
Monitor but has one or more problems that cause it
to perform at a lower-than-optimal level.

* Red: Device is online and connected to IW Monitor
but has one or more problems that cause
unacceptably low performance. If a device icon is
orangeor red, the device may have one or more of
the following problems:

< Unusually high packet error rate
« Unusually high link error rate
« Unusually low received signal strength

« Unusually high traffic latency

Icon designation are as follows:
» ME: Device is configured as a mesh end.
» MP: Device is configured as a mesh point.

* BR: Device is configured as a wireless bridge
device.

* PONTE: This is applicable only for FM PONTE
devices.

» GGW: Gateway is configured as a Global Gateway.

L abel

This is the user assigned device name.

Note

You cannot change the device name using IW Monitor.
Use loT OD IW service, the device offline web interface
(Configurator), or the device's command-line interface
(CLI) to change the device's hame.

IP Address

Shows the IP address of the device.
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Parameter

Description

Mesh ID

Every device has a unique, factory set mesh identification
number. for example: 5.a.b.c

« If the device is set as the primary vehicle-mounted
network device, then letter P is mentioned next to
the Mesh ID.

« If the device is set as a secondary device (a
subordinate device within a vehicle-mounted
network), then the letter Sis mentioned next to the
Mesh ID.

FW Version

Shows value of the firmware release number.

Role

Role designations represent the following device status:

« Fixed Infra: Device is part of a fixed based
infrastructure.

* Fluidity Vehicle: Device is part of a Fluidity
network, and installed in a moving vehicle.

* Fluidity Infra: Device is part of a Fluidity network,
and installed as part of a fixed infrastructure.

Note

For Cisco Catalyst IW9165 and IW9167 devices, the
Role parameter is specified for each radio interface. If
the radio interface is disabled, it shows as Disabled.

Frequency

Shows the device’s current operating frequency.

Note
For dual-radio devices, the Frequency parameter is
shown for each radio interface.

TX Power

Shows the current value in dBm of the radio device's
transmission power.

Note
For dual-radio devices, the TX Power parameter is
shown for each radio interface.

Max TX Power

Shows the user-defined value of the radio device’s
maximum transmission power level.

Note
For dual-radio devices, the Max TX Power parameter
is shown for each radio interface.
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Parameter Description

Channel width Shows the value of the radio device’s operating channel
width.
Note

For dual-radio devices, the Channel width parameter
is shown for each radio interface.

Step 2 Search for any device using the mesh ID number, assigned device name, or the device's IP address.

Step 3 Or, filter the devices based on status such as Critical, Warning, Disconnected. Also, you can select the tabs for a quick
view of the section.

Search by Mesh ID, label or IP address Filter by status (3 ecritical () ®Warning () @ Disconnected

‘/ Uncategorized (10) ‘ ‘ Tunnel-01 (1) \‘ ‘/Tra'\ns—AZ (2) ‘ ‘ Test (3) ‘ ‘ Trains-A1 (1) ‘

« The Critical filter allows you to view the list of devices for which the thresholds are beyond the upper threshold
limit.

 The Warning filter allows you to view the list of devices for which the thresholds are between the upper and lower
threshold limits.

* The Disconnected filter allows you to view the devices which are disconnected from IW Monitor.

Viewing the Uplink and Downlink Information for a Device

Procedure

In the Morecolumn, click (...) of the device to view more detailed uplink and downlink information.
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= MONITOR - b L Q = & 0
Tx-dev Dashboard Table View Data Analysis Topology Log
Ve Fluidmesh 10.115.11.64  5.1.79.77 8.6-rc10 Fixed Infra 5180 MHz 24 dBm 40 MHz
Trailer-8-A1-
10.115.11.63  5.0.180.16 9.4 Fluidity Infra 5825 MHz 23 dBm 20 MHz
ME testAAA Y
Latency Jitter Installed plugins (12) {7 Device configuration page
0.45 ms 19.38 ms FM-AES BW (30 Mbps) PMCL BW (UNLIMITED)
PTP BW (UNLIMITED) FM-L2TP FM-LF
FM-MOB FLUIDITY-MOB BW (UNLIMITED)  FLUIDITY-TRK BW (60 Mbps)
FM-TITAN FM-UNI2 FM-VLAN
Realtime links Frequency: 5825 MHz
Link Total Tpt. Throughput M.C.S. (rate) LER. PER. RSS!
Trailer-8-A1-testAAA _  Cisco-0.180.19 0 Mbps 7/2 SGI 20 MHz (144 Mbps) 0% 0% - X
2 0.03 Mbps
OIS AEES ¢ 5.0.180.19 0.03 Mbps 7/2 SGI 20 MHz (144 Mbps) -60 dBm RX
Channel utilization breakdown ™ @ Rx
5.0.180.19 ® 005% free 99.95 %
Edge devices (18)
10.115.11.92 10.115.11.55 10.115.11.60 10.115.11.115 10.115.11.174 10.115.11.230 10.115.11.81 10.115.11.176 10.115.11.87 192.168.10.92 10.115.11.80
10.115.11.147 10.115.11.158 10.115.11.1 10.115.11.111 10.115.11.160 10.115.11.159 10.115.11.180

Following table describes each column with detailed explanation:

Parameter

Description

Installed plugins

List of the software plug-ins currently installed on the
device, and it is only applicable for the legacy Fluidmesh
products.

License

Shows the device's license level and is applicable only for
Catalyst IW9165, IW9167, and IEC-6400 gateway. The
License level can be Essential, Advantage, or Premier.

Latency

Shows the current network latency (the delay period
between data transmission by the IW Monitor host and
reception of a reply by a radio device). The latency value
is calculated as half of the round-trip time of the relevant
packets.

Jitter

Shows the current amount of network jitter (the deviation
from the true periodicity of periodic data signals in relation
to a reference clock signal).

Link

Shows the two endpoints of the wireless link.
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Parameter

Description

Role

Role designations are as follows:

« Fixed Infrastructure: The radio unit is part of a wired
LAN based infrastructure.

« Fluidity Infrastructure: The radio unit is part of a
Fluidity network, and installed in a moving vehicle.

« Fluidity Vehicle: The radio unit is part of a Fluidity
network, and installed as part of a fixed infrastructure.

Total Throughput (Total Tpt.)

Shows the combined throughput rate per second for the
uplink and downlink.

Throughput Upper value shows the throughput rate per second for the
downlink. The lower value shows the throughput rate per
second for the uplink.

M.C.S. (Rate) Shows the modulation and coding schema used by the
relevant uplink or downlink.

L.E.R. Shows the link error rate for the relevant uplink or downlink.

PE.R. Shows the packet error rate for the relevant uplink or
downlink.

RSS| Shows the received signal strength indication for the

relevant uplink or downlink.

Channd utilization breakdown

« The total width of the bar represents the total
bandwidth of the channel carrying the uplink and
downlink.

« The solid portion represents the portion of bandwidth
currently being used to transmit data.

« The striped portion represents the portion of bandwidth
currently being used to receive data.

 The gray portion represents the portion of bandwidth
that is currently not utilized.

« Numerical percentage readouts are also given for
transmission, reception and non utilization.

Attached devices

This is a list of devices that are part of the section.
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Viewing Device Statistics in Real Time

IW Monitor has network statistics that allow you to view the network-related performance of any device in
the current network. The statistical details for a device can be viewed in real-time as they occur. You can also
view a performance graph that displays the device's previous performance on a historical timeline.

Procedure

Step 1 Click Data Analysis.

A new screen extends as shown below:

A e ot 0 B r
= MDOZSLTOR Dashboard Table View Data Analysis Topology Log @ :ﬂ
1. TIME 2. SEARCH DEVICE 3. ANALYSE
You can view historical or real-time data YYou can search a device by Mesh ID, label or IP Address. Visualised data can be exported in the next screen.
History Q Search By Mesh ID, IP Address or Label
CANCEL x
Step 2 For step 1: TIME, you can switch between real (live) and historical data for the data analysis.

a) To view statistics of a device for a particular period, select History tab.

From and To time fields and Custom time range field appears.

1. TIME

You can view historical or real-time data

Start date-time End date-time

& Custom time range

19/01 /2023 21:35 20 /01 /2023 20: 36

b) Select the date and time for both From and To fields.

Note
The selected duration can't be more than 1 hour.

Step 3 For step 2: SEARCH DEVICE, search for the device using the mesh ID number, assigned device name, or the device's
IP address.

Step 4 For step 3: ANALY SE, click Confirm.
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= MONITOR - o o G ® 4
“20-c10 Dashbosrd  TableView  © ! Topology  Log ‘
Time (@) Fixed Infra (R1) | [+) Fluidity Infra (R2)
Real Time 1 packet / 330 ms Cisco-81.161.220 10.115.11.173 (5.81.161.220)

Latency — 0.95ms Server is sending UDP packets to all devices every 1 second for latency / jitter monitoring.

531:33 pm 5:31:34 pm 53135 pm 531:36 pm 531:37 pm 531:38 pm

Jitter —  +20.14ms
1000

531:30 pm

531:40 pm

531:41 pm

53133 pm 531:34 pm 531:35 pm 53136 pm 531:37 pm 531:38 pm

Select radio interface

Fixed Infra (R1)

This is a dual-radio device. Use the toggle above o select which interface you want to monitor

RSSI

53139 pm

531:40 pm

1
\
J

A real-time statistical view of the device appears. For History tab selection, a time slider for the chosen period also

a. The first graph shows received signal strengths of the device and other radio units that the device could potentially

appears.
connect with:
= MONITOR - A3 o (=
Yy Dashboard  Table View Topology  Log
Time ) Fixed Infra (R1) | [+) Fluidity Infra (R2)
Real Time 1 packet / 330 ms Cisco-81.161.220 10.115.11.173 (5.81.161.220)
‘‘‘‘‘ 5:31:43 pm 5:31:44 pm 5:31:45 pm 5:31:46 pm 5:31:47 pm 5:31:48 pm

Select radio interface

Fixed Infra (R1)

This is a dual-radio device. Use the toggle above to select which interface you want to monitor.

RSSI

Legend 1P Address

(R1) 10.115.11.178
10

(R2) 10.115.11.174
30

w0

50

80

110

531:49 pm

Label

Cisco-81.161.72

Cisco-81.161.72

Mesh ID

58116172

581.161.72

@ 9
1:51 pm 1:52 p
Vehicle D RSS! Connected
NA -47 dBm yes
NA 53d8m

* The upper left corner of the graph shows whether the device currently accepts handoff requests.

« If the chosen device is currently connected to a Fluidity-enabled (vehicle-mounted) radio unit, a thick, dashed
black line is superimposed over the Fluidity device's RSSI line. This line is the RSSI envelope and represents

the strongest available signal.

Note

In the right-hand section of the graph, devices to which the current device is connected are listed in descending

order of received signal strength (RSSI).

b. The Throughput graphs show the throughput statistics as a function of Mbps/time. The throughput is shown for the

selected device and the device to which the chosen device is currently connected.
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Note
The left graph shows uplink statistics (data flow from the current unit), while the right graph shows downlink statistics
(data flow to the current unit).

= MONITOR “ o Q b= & 1
atiy: Dashboard  Table View Topoloay  Log
Time §) Fixed Infra (R1) | (o) Fiuidity Infra (R2)
Real Time 1 packet / 330 ms Cisco-81.161.220 10.115.11.173 (5.81.161.220)
This side shows TX statistics This side shows RX statistics
[ . s & vercs oo ——ccoooos & et
Throughput
10
0 Throughput: 0.01 Mbps 0s Throughput: 0.02 Mbps
os ® (1) Cisco-81.161.72: 001 0s © (R1) Cisco-81.161.72:0.02
7 Vops - Mops
05 s
0t 04
s 0
2 02
| - o
0 o
531148 pm 53147 pm 53148 pm 31:50pm 53151 pm 53 s pm 53156 p P pm 531:48 pm 53 a pm 53

c. The LER/PER graphs shows the current link error and packet error rates (expressed in percentages over time) and
the comparative signal modulation rates. LER and PER are shown for the selected device and the device to which
the selected device is currently connected.

Note
The left graph shows uplink statistics (data flow from the current device), while the right graph shows downlink
statistics (data flow to the current device).

= MONITOR - o Q = & 4
oo Destbowd  TobleView  DstaAnshsis  Topoogy  Log
Time @) Fixed Infra (R1) | (o) Fluidity Infra (R2)
Reai Time 1 packet / 330 ms Cisco-81.161:220 10.115.11.173 (5.81.161.220) it

List of vehicles (1) connected to this Fluidity AP right now

The graphs you see below show informations about the vehicles listed here

% (R1) Cisco-81.161.72
5.81.161.72P

Cisco-81.161.72 - 5.81.161.72 P (R1)
MCS9-1LGI@80 MHz MCS9-1LGI@80 MHz
100 100

1000 1000

20 ® LER: 40 % 900 90 ® LER: 0% 900
80 ® PER: 0% 800 80 ® PER 0% 800
we oM 00 oo 390MbPs 700
] -
50 A 500 50 500
\ W

A A /‘ A N

A \
® ™ = x
o /‘ \ 100 o T2
o o o o

55200 pm 53210 pm 53211 pm 53212 pm 53213 pm 53214 prm 53215 pm 53216 pr 53217 pm 53218 prm 53219 pn 55200 pm 53210 pm 53211 pm 53212 pm 53213 pm 53214 prm 53215 pm 53216 prm 53217 pm 53218 P 53219 pm

d. The graphs in the fourth row shows the modulation and coding schemas (MCS) for the selected device and the device
to which the selected device is currently connected.

Note
The left graph shows uplink statistics (MCS of the current device), while the right graph shows downlink statistics
MCS of the unit to which the current device is connected).

e. The upper left corner of the graph shows whether the device currently accepts handoff requests.
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MCS9-1 LGI@80 MHz MCS0-2 LGI@20 MHz
160
80
40
20

160
80
40

20

LGI

Ve

#2
#
10:32:37am  10:32:38am  10:32:39 am

LGl
SGI

#2
#

| CaNBAEOON®O
| O=NGAOON®O

10:32:34am  10:32:35am  10:32:36 am

10:32:40am  10:32:41 am 10:32:34am  10:32:35am  10:32:36am  10:32:37am  10:32:38am  10:32:39am  10:32:40am  10:32:41am

Note
This graph is shown only for vehicles.

Step 5 Click Edit to view the statistical view for another device.

Viewing the Devices from Topology

Procedure

Step 1 Click o Topology.

A new screen appears with topology.

= MONITOR 2 q o (W

- v2_1.22 Dashboard Table View Data Analysis Topology Log

Cisco-TEST_EU

5500 [

L]

Step 2
Step 3

Click on the device for more details.
Click on the wireless link or a mobile unit.
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A new screen appears as shown.

Step 4 Click on the Fluidity Vehicle Unit.

A new screen appears as shown.

Step 5 Click on Web page and it redirects to the respective web interface of the device.

Step 6 Click  Settingsto change the information displaying in the topology view:
a) Inthe Appearancetab, you can edit the following:

« EDIT MODE: The toggle button allows you to lock or unlock the position of any device on the topology
map.

*« SHOW LINKS: If the toggle button is enabled, the links not in use as routes are shown.

* KPI VALUES ON ROUTES: If the toggle button is enabled, the selected KPIs (L .E.R, P.E.R, RSSI, and
Link Utilization) mentioned below will be shown for all wireless routes.

« RESET TOPOLOGY SETTINGS: Click Clear Settingsand reset view to clear all the topology settings.
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