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Host and network requirements

If an internet connection is not available, the Docker application and IW Monitor image file can be installed
manually. See Installing and Running Docker Container.

)

Note A high-speed, high-bandwidth internet connection is recommended for installing Docker and the IW Monitor
image file.

Verify that your system meets all required host specifications to run the Docker container.

Table 1: Host Requirements by Operating System

Requirement Windows Mac 0S Linux (32-bit or 64-bit)

Operating System Latest Windows / Latest Mac OS X version | Linux (32-bit or 64-bit):

Windows Server version
W v e Ubuntu: latest

version

 Debian: latest
version

* OpenSuSE: latest
version

» Fedora Linux: latest
version
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Requirement

Windows

Mac 0S

Linux (32-bit or 64-bit)

Docker Application

Yes

Yes

Yes

Base System Virtual machine or bare | Virtual machine or bare | Virtual machine or bare
metal metal metal

Processor Intel Core i7 or Xeon (any | Intel Core 17 or Xeon (any | Intel Core i7 or Xeon (any
frequency and mandatory | frequency and mandatory | frequency and mandatory
minimum of four cores) | minimum of four cores) |minimum of four cores)

RAM 16 GB minimum 16 GB minimum 16 GB minimum

Hard Disk 100 GB minimum* 100 GB minimum#* 100 GB minimum*
1 TB or greater 1 TB or greater 1 TB or greater
recommended recommended recommended

High speed connection |Preferred Preferred Preferred

tolocal networks and

devices

Screen Resolution 1024 x 768 pixel 1024 x 768 pixel 1024 x 768 pixel
minimum minimum minimum

\}

Note

clean IW Monitor statistics data.

Use a hard disk with at least 100 GB capacity. For hard disks with less than 100 GB capacity, adjust the
maximum statistics storage capacity according to the guidance in Configure database storage, back up, and

Use the latest version of a supported web browser to access IW Monitor.

Table 2: Supported Web Browsers

Browser Supported Version
Mozilla Firefox Latest
Microsoft Edge Latest
Google Chrome Latest
Apple Safari Latest
A\
Note If needed, upgrade your browser to the latest version.
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Docker images on IW Monitor hosts

Docker is a platform that enables running containerized applications by packaging code and its dependencies
into Docker images, which become containers at runtime on the Docker engine.

Prerequisites and SLAT Verification

Before installing Docker, ensure that the host CPU supports virtualization and second-level address translation
(SLAT). Intel’s version of SLAT is called EPT (Extended page tables).

To verify that the host's processor meets the requirement:

1. Go to Microsoft Sysinternals, and download the coreinfo package.

2. Unzip the downloaded program folder to the root of the host's c:\ drive.
3. Open the command prompt using administrator privileges.
4

Enter the command: coreinfo.exe -v

* If an Intel CPU supports SLAT, an asterisk (*) is shown in the EPT row (see this example):

EN Administrator: Command Prompt |ﬂ|ﬁj

Microsoft Windows [Version 6.1.76811
Copyright <{c> 2809 Microsoft Corporation. HAll rights reserved.

C:“Windowsssystemd2>cd c:™

c:~>coreinfo.exe -v

Coreinfo v3.B@ — Dump information on system CPU and memory topology
Copyright (C) 2088-2811 Mark Russinowvich

Bysinternals — wuww.sysinternals.com

Intel{(R> Core{TM> i? CPU 938 @ 2.8BGH=

Intelb4 Family 6 Model 26 Stepping 5. Genuwinelntel

HYPERUISOR Hypervisor is present
M= Supports Intel hardware—aszsisted virtualization

*
EFT * Supports Intel extended page tahles
CsN

« If your CPU does not support SLAT, a dash (-) is shown in the EPT row.

Alternatively, check SLAT support using Intel Product Specification:

1. Go to Intel Product Specification.

2. Select the respective CPU, and check its specifications.
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Download and install Docker on the IW Monitor host

Before you begin

Before you install and run the docker container on a Microsoft operating system, verify that Microsoft virtual
machine capability (Hyper V) is running. Also, VMware is supported.

Do not install the Docker container on your local computer. Install Docker only on the host assigned to run
IW Monitor. See the hardware specification requirements for the host in Host and network requirements, on

page 1.

\)

Note Oracle VM VirtualBox is not supported.

Procedure

To install Docker, you must open these protocols and ports in the firewall to ensure MONITOR works correctly.
» UDP from MONITOR to devices. Port 6600 is used for devices association.
* UDP from MONITOR to devices. Port 6610 is used for latency and jitter computation.
* Secure WebSocket from devices to MONITOR. The customer configures the port with the docker run command, usually

8443.

Step 1 Go to the Docker application download page.
Step 2 Download the correct Docker application package.
Step 3 Install the Docker application on the IW Monitor host.

Download the IW Monitor image

Procedure
Step 1 Go to software downloads.
Step 2 Download the IW Monitor image file (iw-monitor-dockerv3. x.x.tar).
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Load the IW Monitor image file to the IW Monitor server

Procedure
Step 1 Open a command-line window.
Step 2 Enter the command: docker load -i iw-monitor-dockerv3. x.x.tar
Step 3 Enter the command to check if the IW Monitor image file is loaded: docker images

A list of Docker image files currently installed on the IW Monitor host appears.

Step 4 To get the image ID value for the IW Monitor image file:

a) Open a command-line window.
b) Enter the command: docker images

A list of the Docker image files currently installed on the IW Monitor host are shown.
¢) Search the REPOSITORY column of the Docker image file list for the iw-monitor image file.
Note the IMAGE ID value of the IW Monitor Docker image.

Run the Docker container for the first time

Procedure
Step 1 Open a command-line window.
Step 2 Enter the command: docker run -d --name iw monitor -p 8443:8443 --restart always x where X is the IMAGE

ID value of the IW Monitor Docker image.

Note
By default, the IW Monitor in the Docker container uses these port numbers:

« Port 8443 (https with SSL)

* Encryption via HTTPS is required

Note
If you fail to use the default host port numbers due to security policy settings or the needed host port is assigned to another
service, modify the docker run command to include an unused host port.

Note
For example, a run command that specifies port 3000: docker run -d --name iw monitor -p 3000:8443 iw monitor

Step 3 If you have modified the Docker run command to specify a different host port, then you must specify the port number
used by IW Monitor. For more information, see Add devices to the IW Monitor.
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. Log in to the IW Monitor for the first time

Step 4 Open the web browser.
Step 5 Navigate to the URL https://X:Y where X is the IP address of the IW Monitor host, and Y is the host port number.
The IW Monitor Docker container launches successfully, and the welcome page appears as shown:

Please, do not stop Docker container and do not turn off the host machine during this process.

MONITOR application server is initializing.
This page will be automatically refreshed after some minutes.

Welcome to MONITOR

.

£

.

MONITOR is initializing

Click here if you are not automatically redirected to Wizard within some minutes

Log in to the IW Monitor for the first time

Procedure

Step 1 In the web browser, enter the URL with IP address and port number of the computer on which the IW Monitor image
file: https://[IP address]:[host port number]

If you are running IW Monitor for the first time, this initialization page appears:
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MONITOR application server is initializing.
This page will be automatically refreshed after some minutes.

Please, do not stop Docker container and do not turn off the host machine during this process.

Welcome to MONITOR

f
>

\'F\

MONITOR is initializing

Click here if you are not ically redi d to Wizard within some minutes

Step 2 Enter your first name, last name, email address, and login password in the respective fields. Then click Next.

Welcome to MONITOR
Password *
-
Confirm Password * Q

YOUR MONITOR ID
5B Y
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. Log in to the IW Monitor for the first time

The Add new device screen appears.

Step 3 Optional) If required, enter the IP address of the IW Monitor server in the Server | P field and the port number in the

Port field.
& 1.weicome E 2. Repont

Configure server settings 203.0.113.24 Bads °
Attach devices

Enter one or more IP addresses separated by comma

20300337 X 2030112 78 X |
Associate devices
Step 4 Enter the IP addresses of all devices you want to monitor in the | P addresses field.

Note
Press Enter after entering each IP address, including the last IP address.

Step 5 Click Associate devices.

A confirmation screen appears showing that the devices are associated with the IW Monitor interface.
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-
x
Attach report

i These devices have been added successfully 2/2

FUCLIRRE i S I3 1T4.24 IW9167EH-B Demo_ME

FUERTR R S23174.112 IW9167EH-B Demo_MP

If you're still having issues please contact support_fm@cisco.com

[

Step 6 Click Close.

The list of devices associated with the IW Monitor interface is displayed as shown:
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. Log in to the IW Monitor for the first time

9 1. Welcome

Devices: 2 Server IP: 8¢, 1057716 | Port 342 2

Q_ Search Table

0 selected Add devices
D Name IP Address Mesh ID Model Role Status
O Cisco TLU115.71.30 R R L] 4200 Fluidity Infra ()
. Fixed Infra
@) Cisco-test-1_7 TRE1E S e in IW9167EH-ROW ()
Fluidity Infra

2 Records 1-2 <« < o

Step 7 Ensure that all devices are listed on the screen. If a device is missing, use these steps to add the device:
a) Click Add Device.

The Add new device screen appears.
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Log in to the IW Monitor for the first time .

Add new device

Enter one or more IP addresses separated by comma

PO3.0.00325 X Lo 495 168.0.1, 192168

b) Enter the IP address of the devices in the | P addresses field.
¢) Click Save.
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. Log in to the IW Monitor for the first time

A confirmation screen appears showing that the devices are associated with the IW Monitor interface.

-
Attach report *
o These devices have been added successfully 202
3011337 S 2517424 IW9167EH-B Demo_ME
3019328 S 23174112 IW9167EH-B Demo_MP
If you're still having issues please contact support_fm@cisco.com
[

d) Click Close.
Step 8 Click Next.

The IW Monitor analyzes the network. After the analysis is complete, the Complete screen appears.
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e 1. Welcome 2. Report

Log in to the IW Monitor for the first time .

Great, your MONITOR application is correctly initialized

Let's start monitoring your network performance!

< Back

Step 9 Click Done to complete the network setup.
The IW Monitor dashboard appears:

~ MONITOR “ A < Q )

@ @
" deearzsda Dashboard Table View Data Analysis Topology Log clsco
Real-time monitoring
Enable network URWB devices N 0 Kbps 0 Kbps 0 0 -
6 performance check In online 1
Settings > Network KPI. Throughput TX Throughput RX Sent Packets/s Received Packets/s Average latency
outof 9
|
12 71.4%
Edge devices Average uptime
Last 7 days
Tunnel-01 Edit
- 0 0%
0 Average latency Edge devices Average uptime
outof 1
Last 6 hours trend Last 7 days
FIXED Edit 7

Install IW Monitor Docker on Host .



Install IW Monitor Docker on Host |
. Log in to the IW Monitor for the first time
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