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Monitoring the System and Services

This chapter describes how to monitor the mobility services engine by configuring and viewing alarms, 
events, and logs as well as how to generate reports on system use and element counts (tags, clients, rogue 
clients, and access points).

It also describes how to use Cisco WCS to monitor clients (wired and wireless), tags, chokepoints, and 
Wi-Fi TDOA receivers.

This chapter contains the following sections:

• Working with Alarms, page 7-2

• Working with Events, page 7-5

• Working with Logs, page 7-6

• Generating Reports, page 7-8

• Security Reports and Alarms for wIPS, page 7-12
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Working with Alarms
This section describes how to view, assign, and clear alarms and events on a mobility services engine 
using WCS. It also describes how to have email notifications for alarms sent to you as well as how to 
define those types (all, critical, major, minor, warning) of alarm notifications.

This section contains the following topics:

• Viewing Alarms, page 7-2

• Assigning and Unassigning Alarms, page 7-3

• Deleting and Clearing Alarms, page 7-3

• Emailing Alarm Notifications, page 7-4

Viewing Alarms
To view the mobility services engine alarms, follow these steps:

Step 1 In Cisco WCS, choose Monitor > Alarms.

Step 2 Click the Advanced Search link in the navigation bar. A configurable search dialog box for alarms 
appears (see Figure 7-1).

Figure 7-1 New Search Alarm Dialog Box

Step 3 Choose Alarms as the Search Category.

Step 4 Choose the Severity of Alarms to display. Options are All Severities, Critical, Major, Minor, or Warning.

Step 5 Choose Mobility Service from the Alarm Category.

Options are: All Types, Access Points, Controller, Coverage Hole, Config Audit, Mobility Service 
Location Notifications, Interference, Mesh Links, Rogue AP, Rogue Adhoc, Security and WCS.
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Step 6 Choose the time frame for which you want to review alarms from the Time Period drop-down list. 

Options range from minutes (5, 15 and 30) to hours (1 and 8) to days (1 and 7). To display all, select 
Any time.

Step 7 Select the Acknowledged State check box to exclude the acknowledged alarms and their count in the 
Alarm Summary page.

Step 8 Select the Assigned State check box to exclude the assigned alarms and their count from the Alarm 
Summary page.

Step 9 Choose the number of alarms to display on each window from the Items per page drop-down list.

Step 10 To save the search criteria for later use, select the Save Search check box and enter a name for the search.

Note You can initiate the search thereafter, by clicking the Saved Search link.

Step 11 Click Go. The Alarms summary dialog box appears with the search results.

Note Click the column headings (Severity, Failure Object, Owner, Date/Time, and Message) to sort 
alarms.

Step 12 Repeat Step 2 to Step 11 to see notifications for access points by entering Access Points as the alarm 
category in Step 5.

Assigning and Unassigning Alarms
To assign and unassign an alarm to yourself, follow these steps: 

Step 1 Choose Monitors > Alarms to display the Alarms page as described in the “Viewing Alarms” section 
on page 7-2.

Step 2 Select the alarms that you want to assign to yourself by selecting their corresponding check boxes.

Note To unassign an alarm assigned to you, unselect the box next to the appropriate alarm. You cannot 
unassign alarms assigned to others.

Step 3 From the Select a command drop-down list, choose Assign to Me (or Unassign) and click Go.

If you choose Assign to Me, your username appears in the Owner column. If you choose Unassign, the 
username column becomes empty.

Deleting and Clearing Alarms
If you delete an alarm, WCS removes it from its database. If you clear an alarm, it remains in the WCS 
database, but in the Clear state. You should clear an alarm when the condition that caused it no longer 
exists.
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To delete or clear an alarm from a mobility services engine, follow these steps:

Step 1 Choose Monitors > Alarms to display the Alarms page as described in the “Viewing Alarms” section 
on page 7-2.

Step 2 Select the alarms that you want to delete or clear by selecting their corresponding check boxes.

Step 3 From the Select a command drop-down list, choose Delete or Clear. Click Go.

Emailing Alarm Notifications
WCS lets you send alarm notifications to a specific email address. Sending notifications through email 
enables you to take prompt action when needed. 

You can select the alarm severity types (critical, major, minor, and warning) you have emailed to you. 

To send alarm notifications, follow these steps:

Step 1 Choose Monitor > Alarms.

Step 2 From the Select a commands drop-down list, choose Email Notification. Click Go. The Email 
Notification page appears (see Figure 7-2).

Figure 7-2 All Alarms > Email Notification page
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Note An SMTP Mail Server must be defined prior to entry of target email addresses for email 
notification. Choose Administration > Settings > Mail Server Configuration to enter the 
appropriate information. You can also select the Administration > Settings > Mail Server link, 
if it is displayed at the bottom of the All Alarms > Email Notification page.

Step 3 Select the Enabled check box next to the Mobility Service.

Note Enabling the Mobility Service alarm category sends all alarms related to the mobility services 
engine and the location appliance to the defined email address.

Step 4 Click the Mobility Service link. The page for configuring the alarm severity types that are reported for 
the mobility services engine appears.

Step 5 Select the check box next to all the alarm severity types for which you want email notifications sent.

Step 6 In the To text box, enter the email address or addresses to which you want the email notifications sent. 
Separate email addresses by commas.

Step 7 Click OK. 

The Alarms > Notification page appears. The changes to the reported alarm severity levels and the 
recipient email address for email notifications are displayed.

Working with Events
You can use WCS to view mobility services engine and location notification events. You can search and 
display events based on their severity (critical, major, minor, warning, clear, info) and event category.

You can search by the following event categories:

• By network coverage: coverage holes and interference

• By link: mesh links

• By notifications: location notifications

• By product type: access points (rogue and non-rogue), clients, controllers, and mobility service

Note The product type: mobility service reports events for mobility services engines.

• By security

Additionally, you can search for events of an element by its IP address, MAC address or name.

A successful event search displays the event severity, failure object, date and time of the event, and any 
messages for each event.
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To display events, follow these steps:

Step 1 In Cisco WCS, choose Monitor > Events.

Step 2 In the Events page:

• If you want to display the events for a specific element, and you know its IP address, name, WLAN 
SSID, or MAC address, enter that value in the Search text box. Click Search.

• To display events by severity and category, click Advanced Search in the navigation bar and choose 
the appropriate options from the Severity and Event Category drop-down lists. Click Go.

Step 3 If WCS finds events that match the search criteria, it displays a list of these events.

Note For more information about an event, click the failure object associated with the event. 
Additionally, you can sort the events summary by each of the column headings.

Working with Logs
This section describes how to configure logging options and how to download log files.

This section includes the following topics:

• Configuring Logging Options, page 7-6

• Downloading Log Files, page 7-7

Configuring Logging Options
You can use WCS to specify the logging level and types of messages to log. 

To configure logging options, follow these steps:

Step 1 In WCS, choose Services > Mobility Services.

Step 2 Click the name of the mobility services engine that you want to configure.

Step 3 From the System left sidebar menu click Logs. The advanced parameters for the selected mobility 
services engine appears.

Step 4 In the Logging Options section, choose the appropriate option from the Logging Level drop-down list.

There are four logging options: Off, Error, Information, and Trace.

Caution Use Error and Trace only when directed to do so by Cisco Technical Assistance Center (TAC) personnel.

Step 5 Select the Enabled check box next to each element listed in that section to begin logging of its events.

Step 6 Select the Enable check box under Advanced Parameters to enable advanced debugging. By default, this 
option is disabled.

Step 7 To download log files from the server, click Download Logs. For more information, see Downloading 
Log Files.
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Step 8 In the Log File Parameters section, enter the following:

• The number of log files to be maintained in the mobility services engine. You can maintain a 
minimum of 5 log files and a maximum of 20 log files in the mobility services engine.

• The maximum log file size in MB. The minimum log file size is 10 MB and the maximum is 50 MB.

Step 9 In the MAC Address Based Logging Parameters section, do the following:

• Select the Enable check box to enable MAC address logging. By default, this option is disabled.

• Add one or more MAC addresses for which you want to enable logging. You can also remove MAC 
addresses that you have already added by selecting the MAC address from the list and clicking 
Remove.

For more information on MAC Address-based logging, see MAC Address Based Logging.

Step 10 Click Save to apply your changes.

MAC Address Based Logging

This feature allows you to create log files that are specific to an entity whose MAC address is specified. 
The log files are created in the locserver directory under the following path:

/opt/mse/logs/locserver

A maximum of 5 MAC addresses can be logged at a time. The Log file format for MAC address 
aa:bb:cc:dd:ee:ff is:

macaddress-debug-aa-bb-cc-dd-ee-ff.log

You can create a maximum of two log files for a MAC Address. The two log files may consist of one 
main and one backup or rollover log file.

• The minimum size of a MAC log file is 10 MB. The maximum size allowed is 20 MB per MAC 
Address. The MAC log files which are not updated for more than 24 hours are pruned.

Step 11 Click Save to apply your changes.

Downloading Log Files
If you need to analyze mobility services engine log files, you can use WCS to download them to your 
system. WCS downloads a zip file containing the log files.

To download a zip file containing the log files, follow these steps:

Step 1 In Cisco WCS, choose Services > Mobility Services.

Step 2 Click the name of the mobility services engine to view its status.

Step 3 Choose System > Logs.

Step 4 Click Download Logs.

Step 5 Follow the instructions in the File Download dialog box to open the file or save the zip file to your 
system.
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Generating Reports
In WCS, you can generate a device utilization and location utilization report for a mobility services 
engine. By default, reports are stored on the WCS server.

Once you define the report criteria, you can save the device and location utilization reports for future 
diagnostic use and run them on either an ad hoc or scheduled basis.

You can define the following criteria for a device utilization report:

• Which mobility services engine or engines to monitor

• How often the report is generated

• How the data is graphed on the charts

• Whether the report is emailed or exported to a file

You can view the following in a location utilization report:

• Chart 1 summarizes and graphs CPU and memory utilization

• Chart 2 summarizes and graphs client count, tag count, rogue client count, rogue access point count, 
and ad hoc rogue count

This section contains the following topics:

• Creating a Device Utilization Report, page 7-8

• Viewing Saved Utilization Report, page 7-11

• Viewing Scheduled Utilization Runs, page 7-11

Creating a Device Utilization Report
To create a utilization report for the mobility services engine, follow these steps:

Step 1 In WCS, choose Reports > Report Launch Pad. 

Step 2 Choose Device > Utilization. 
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Step 3 Click New. The Utilization: New page appears (see Figure 7-3).

Figure 7-3 Device > Utilization New Page

Step 4 In the Settings pane, enter a report title.

Step 5 The Report Type and Report By selections are always MSE.

Step 6 Click Edit to select either a specific mobility services engine or All MSEs in the dialog box that appears.

Step 7 Enter the reporting period. You can define the report to collect data hourly, weekly, or at a specific date 
and time. The selected reporting period type will display on the x-axis.

Note The reporting period uses a 24-hour rather than a 12-hour clock. For example, select hour 13 for 
1:00 p.m.

Step 8 In the Schedule pane, select the Enable Schedule check box. 

Step 9 Choose the report format (CSV or PDF) from the Export Report drop-down list.

Step 10 Select either File or Email as the destination of the report.

– If you select the File option, a destination path must first be defined in the Administration > 
Settings > Report page. Enter the destination path for the files in the Repository Path text box.

– If you select the Email option, an SMTP Mail Server must be defined prior to entry of target 
email address. Choose Administrator > Settings > Mail Server Configuration to enter the 
appropriate information.

Step 11 Enter a start date (MM:DD:YYYY) or click the calendar icon to select a date.

Step 12 Specify a start time using the hour and minute drop-down lists.

Step 13 Select any one of the Recurrence options to determine how often the report is to be run.
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Note The days of the week appear on the screen only when the weekly option is chosen.

Step 14 When finished with all of the above steps, do one of the following:

• Click Save to save edits. The report is run at the designated time and the results are either emailed 
or saved to a designated file as defined in the Schedule pane.

• Click Save and Run to save the changes and run the report now. The report runs regardless of any 
pending, scheduled run of that report. Results appear at the bottom of the page. The report also runs 
at the designated time and the results are either emailed or saved to a designated file as defined in 
the Schedule pane.

• Click Run Now if you want to run the report immediately and review the results in the WCS page. 
The report runs regardless of any pending, scheduled run of that report. Results appear at the bottom 
of the page. Click Save if you want to save the report criteria you entered.

• Click Export Now to export the results to a CSV or PDF format. 

• In the results page, click Cancel to cancel the defined report.

The results appear at the bottom of the page (see Figure 7-3).

Note Only the CPU and memory utilization reports are shown (see Figure 7-4).

Figure 7-4 Device > MSE Utilization > Results
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Step 15 If you clicked Save or Save and Run, click either Reports > Saved Reports (or Reports > Scheduled 
Runs if the report has not yet run and is scheduled to run). The Utilization Reports summary page 
appears (see Figure 7-5).

Figure 7-5 Utilization Reports Summary Page

If the report is scheduled, it is shown as enabled and the next scheduled run date is noted.

If the report has run and is not scheduled to run again, it is shown as expired.

If the report has run and is scheduled to run again, it is shown as disabled.

Step 16 To enable, disable, or delete a report, select the check box next to the report title and click the appropriate 
button.

Viewing Saved Utilization Report
To download a saved report, follow these steps:

Step 1 In WCS, choose Reports > Saved Reports.

Step 2 Click the Download icon for your request. It is downloaded and saved in the defined directory or 
emailed.

Viewing Scheduled Utilization Runs
To review status for a scheduled report, follow these steps:

Step 1 In WCS, choose Reports > Scheduled Runs.

Step 2 Click the History icon to see the date of the last report run.

Step 3 Click the Download icon for your report. It is downloaded and saved in the defined directory or emailed.
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Security Reports and Alarms for wIPS
You can view, modify, or create a security report or alarm for wIPS.

Note Security reports do not show the status of autonomous access points. 

The choices are as follows:

• Adaptive wIPS Alarms—Alarms reported for wIPS on monitor mode access points.

• Adaptive wIPS Top 10 AP—Lists the last 10 events reported for monitor access points.

• Adhoc Rogue Event—Displays all adhoc events that WCS has received in the selected timeframe.

• Adhoc Rogues—Displays all adhocs that have been updated in the selected timeframe. 

• New Rogue APs—Displays, in tabular form, all rogues detected in a selected timeframe. It provides 
which new rogues were detected within a selected time. The created time indicates the time at which 
the rogue was first detected. 

• New Rogue AP Count—Displays, in graphical form, all rogues detected in a selected timeframe. 

• Rogue APs—Displays all rogues that are active in your network and have been updated in the 
selected timeframe. WCS receives updated events for rogues that are detected.

• Rogue APs Event—Displays all the events received by WCS. The controller sends updates of 
detected rogues if any of the attributes change or new rogues are detected. 

Note This report was formally called the Rogue Detected by AP. 

• Security Summary—Shows the number of association failures, rogues access points, ad hocs, and 
access point connections or disconnections over one month. 

• Click Save and Run to save the changes and run the report now. The report runs regardless of any 
scheduled time associated with the report and is viewable on the Results tab. Additionally, the report 
is run at the designated time and the results are either emailed or saved to a designated file as defined 
on the Schedule tab.

– In the results page, you can cancel or delete the report.

This section includes the following topics:

• Creating a New wIPS Security or Alarms Report, page 7-13

• Viewing Saved wIPS Report, page 7-15

• Viewing Scheduled wIPS Report Runs, page 7-15
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Creating a New wIPS Security or Alarms Report
Security reports provide a number of details on access points and rogue access points for wIPS.

To create a new security report, follow these steps:

Note Some of these steps or options are not required for every report. 

Step 1 Choose Reports > Report Launch Pad. The Report Launch Pad page appears. 

Step 2 Choose Security and click on one of the report types in the left pane (such as Adaptive wIPS Top 10 
Report Details). 

Step 3 Click New. The new report page appears (see Figure 7-6).

Figure 7-6 New Report Page

Step 4 In the Settings pane, enter a report title.

Step 5 The Report By is by default MSE with Adaptive wIPS Service.

Step 6 The Report Criteria is always either a specific mobility services engine or All MSEs with Adaptive wIPS 
Service.

Step 7 Click Edit to add or modify the Report Crieteria. The Filter Criteria dialog box appears.

Step 8 Enter the reporting period. You can define the report to collect data hourly, weekly, or at a specific date 
and time. The selected reporting period type will display on the x-axis.

Note The reporting period uses a 24-hour rather than a 12-hour clock. For example, select hour 13 for 
1:00 p.m.
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Step 9 In the Schedule panel, select the Enable Schedule check box. 

Step 10 Choose the report format (CSV or PDF) from the Export Report drop-down list.

Step 11 Select either File or Email as the destination of the report.

– If you select the File option, a destination path must first be defined at the Administration > 
Settings > Report page. Enter the destination path for the files in the Repository Path text box.

– If you select the Email option, an SMTP Mail Server must be defined prior to entry of target 
email address. Choose Administrator > Settings > Mail Server Configuration to enter the 
appropriate information.

Step 12 Enter a start date (MM:DD:YYYY) or click the calendar icon to select a date.

Step 13 Choose a start time using the hour and minute drop-down lists.

Step 14 Select any one of the Recurrence options to determine how often the report is to be run.

Note The days of the week only appear on the when the weekly option is chosen.

You can also use the Customize Report option to customize the report. Click Customize and provide the 
required information to generate the report.

Step 15 When you have completed Step 1 to Step 14, do one of the following:

• Click Save to save edits. The report is run at the designated time and the results are either emailed 
or saved to a designated file as defined in the Schedule panel.

• Click Save and Run to save the changes and run the report now. The report runs regardless of any 
pending, scheduled run of that report. Results appear the bottom of the page. The report also runs at 
the designated time and the results are either emailed or saved to a designated file as defined in the 
Schedule panel.

– In the results page, click Cancel to cancel the defined report.

• Click Run Now if you want to run the report immediately and review the results in the WCS page. 
The report runs regardless of any pending, scheduled run of that report. Results appear at the bottom 
of the page. Click Save if you want to save the report criteria you entered.

Note You can click Run Now to check the defined report criteria before saving it or to run reports as 
necessary.

The results appear at the bottom of the page.

Step 16 Repeat Step 2 to Step 15 for each wIPS report you want to create.
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Viewing Saved wIPS Report
To download a saved report, follow these steps:

Step 1 In WCS, choose Reports > Saved Reports.

Step 2 Click the Download icon for your request. It is downloaded and saved in the defined directory or 
emailed.

Viewing Scheduled wIPS Report Runs
To review status for a scheduled report, follow these steps:

Step 1 In WCS, choose Reports > Scheduled Runs.

Step 2 Click the History icon to see the date of the last report run.

Step 3 Click the Download icon for your report. It is downloaded and saved in the defined directory or emailed.
7-15
Cisco Adaptive Wireless Intrusion Prevention System Configuration Guide

OL-21794-01



 

Chapter 7      Monitoring the System and Services
Security Reports and Alarms for wIPS
7-16
Cisco Adaptive Wireless Intrusion Prevention System Configuration Guide 

OL-21794-01


	Monitoring the System and Services
	Working with Alarms
	Viewing Alarms
	Assigning and Unassigning Alarms
	Deleting and Clearing Alarms
	Emailing Alarm Notifications

	Working with Events
	Working with Logs
	Configuring Logging Options
	MAC Address Based Logging

	Downloading Log Files

	Generating Reports
	Creating a Device Utilization Report
	Viewing Saved Utilization Report
	Viewing Scheduled Utilization Runs

	Security Reports and Alarms for wIPS
	Creating a New wIPS Security or Alarms Report
	Viewing Saved wIPS Report
	Viewing Scheduled wIPS Report Runs




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


