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Preface

* Audience, on page iii

+ Conventions, on page iii

* Related Documentation, on page iv

» Communications, services, and additional information, on page iv

Audience

This document is for network administrators who configure Cisco Connected Mobile Experiences (Cisco
CMX) services.

Cisco CMX is the on-premise location service that is provided as part of the Cisco Spaces overall location as
a platform service.

Conventions

This document uses the following conventions:

Table 1: Conventions

Convention Indication
bold font Commands and keywords and user-entered text appear in bold font.
italic font Document titles, new or emphasized terms, and arguments for which you supply

values are in italic font.

[ Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces and separated by vertical
bars.

[x|ylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string.

Otherwise, the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.
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Convention Indication

< Nonprinting characters such as passwords are in angle brackets.

[ Default responses to system prompts are in square brackets.

1, # An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

Related Documentation

* For more information about Cisco Connected Mobile Experiences (Cisco CMX), see:

http://www.cisco.com/c/en/us/solutions/enterprise-networks/connected-mobile-experiences/index.html.
* For more information about Cisco Mobility Services Engine and related products, see:

http://www.cisco.com/c/en/us/support/wireless/mobility-services-engine/
tsd-products-support-series-home.html.

 For more information about Cisco CMX Rest APIs, see:

https://developer.cisco.com/docs/cisco-cmx-v11-0-0/.

* For more information about Cisco Spaces, see Cisco Spaces support page.

Communications, services, and additional information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Cisco Bug Search Tool .

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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CHAPTER 1

Installing Cisco CMX

* Installing Cisco CMX in a VMware Virtual Machine, on page 1

Installing Cisco CMX in a VMware Virtual Machine

This chapter describes how to install and deploy a Cisco Mobility Services Engine (MSE) virtual appliance.

Cisco CMX is a prebuilt software solution that comprises one or more virtual machines (VMs) that are
packaged, maintained, updated, and managed as a single unit. Cisco CMX is distributed as an Open Virtual
Appliance (OVA) for installation on a virtual appliance and as an ISO image for installation on a physical
appliance.

Cisco CMX acts as a platform (physical or virtual Cisco Mobility Services Engine [MSE] appliance) to deploy
and run the Cisco services.

If you choose Location during installation, you will see the following services in Cisco CMX GUI.

* DETECT & LOCATE—Active for 120 day trial period unless either a CMX base or advanced license
is added.

* ANALYTICS—Active for 120 day trial period unless a CMX advanced license is added.

Virtualization Concepts

Refer to these documents for information on virtualization:
* Virtualization Overview
* Setting Up ESXi

* Virtualization Basics

Installation Overview

The following table lists the Cisco CMX virtual appliance installation process and contains information about
the sections providing details about them:
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Table 2: Installation Overview

Step Task See
1 Review the deployment checklist and prepare | Cisco CMX Virtual Appliance Deployment
for the installation of a Cisco CMX virtual Checklist, on page 2 and Hardware
appliance. Guidelines, on page 3
2 Download the Cisco CMX Open Virtualization | Downloading the Cisco CMX OVA File,
Archive (OVA) file from Cisco.com. on page 7
3 Deploy the Cisco CMX OVA file. Deploying the Cisco CMX OVA File
Using the VMware vSphere Web Client,
on page 7
4 Configure the basic configurations and install | Configuring Cisco CMX Release 11.1.1,
the Cisco CMX virtual appliance. on page 16

\)

Note Performing a Cisco CMX installation over high latency links might not work in a reliable manner. If you want
to install Cisco CMX on a remote location, we recommend that you load the ISO to a remote file server that
can be accessed locally by the remote server.

Restrictions for Installing Cisco CMX in a VMware Virtual Machine

* Map size must be less than 5 MB in Cisco Prime Infrastructure.
* There must be less than 1000 access points on a single map.
» The Mobile Application Server is not available.

* The Wireless Intrusion Prevention System (wWIPS) is available with limited feature support. From 10.4
release onwards, Cisco CMX supports rogue access points and rogue clients.

* A common NTP server must be used to synchronize the time.

* Simple Mail Transfer Protocol (SMTP) Mail Server name and authentication mechanism must be used
for the Cisco CMX mail notification system.

* VMware vSphere Storage API - Data Protection (VADP) hypervisor clone feature is not supported

Cisco CMX Virtual Appliance Deployment Checklist

* Cisco Wireless Controller has IP connectivity to a Cisco CMX instance.
* Cisco Prime Infrastructure has IP connectivity to a Cisco CMX instance.
* Port 16113 is routable from Cisco WLC to the Cisco CMX IP address.

* Port 161 (for Simple Network Management Protocol [SNMP] traffic) is routable from Cisco WLC to
the Cisco CMX IP address.

* SSH client to log in with the root access to the VM is present.
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Prerequisites for Installing Cisco CMX in a VMware Virtual Machine .

* A Secure Copy (SCP) client (on MAC native or installed on PC) or a Secure File Transfer Protocol
(SFTP) exists to move files into Cisco CMX OVA (specifically, map files and images to upgrade).

* Ensure that UDP port 2003 is routable from Cisco WLC to Cisco CMX IP addresss for hyperlocation .

N

Note If you are using Cisco 3365 CMX Appliance and need to deploy Cisco CMX 10.5, you can only restore a
backup file of maximium 200GB. If your backup file size is more than 200GB, we recommend that you add
external disks or perform a selective backup for restoring Cisco CMX data.

Prerequisites for Installing Cisco CMX in a VMware Virtual Machine
* VMWare vSphere client.
* Cisco 11.1.1 OVA, which can be downloaded from Download Software page on cisco.com.

* Hostname IP address, netmask, default gateway, DNS IP address, and Network Time Protocol (NTP)
Server IP address or name.

Hardware Guidelines

The following table lists the hardware guidelines for the Cisco CMX virtual appliance.

\}

Note If the hardware requirements are not met, the OVA deployment fails. Similarly, the Cisco CMX setup fails
during installation when the other minimum requirements listed in the table below are not met.

Table 3: Hardware Guidelines

Hardware Basic Appliance Standard Appliance High-End Appliance
Platform

CPU 8 vCPU (2.4 GHz core) | 16 vCPU (2.4 GHz core) | 20 vCPU (2.4 GHz core)
RAM 24 GB 48 GB 64 GB1

HDD ? 550 GB 550 GB 1 TB

' The high-end deployment VM (20 vCPU, 64 GB RAM) reserves 63.74 GB for itself and the rest of the
RAM is used by ESXi.

For Cisco CMX OVA installation, 250 GB is the default HDD (hard disk drive) on low-end, standard
and high-end virtual machines. We strongly recommend immediately after deploying the OVA file and
before powering on the VM that you increase the disk space to the recommended amount as described
in the above table, so that the HDD resource does not run low while using Cisco CMX. If you do not
increase the disk space before powering on the VM, refer to the VMWare 6.7 guidelines on how to
increase disk space: https://docs.vimware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.vi _
admin.doc/GUID-79116E5D-22B3-4E84-86DF-49A8D16E7AF2.html

2
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\)

Note We recommend you to allocate the required HDD space. For more information, see Deploying the Cisco
CMX OVA File Using the VMware vSphere Web Client, on page 7.

Release Upgrade Compatibility Matrix
The following table lists the Cisco CMX releases available on Cisco.com.

Table 4: Cisco CMX Releases Available on Cisco.com

Cisco CMXRelease | OVA 33651S0 |33751S0 |Upgrade Option Only
10.1.0 cmx-v10-1-0.ova | — —

10.1.1 — 10.1.1 —

10.1.1-2 — — cisco_cmx-10.1.1-2.tar.gz

(cisco_cmx-10.1.1-2.x86_64.rpm and
cisco_cmx_connect-10.1.1-30.x86_64.rpm)

10.1.2 — — cisco_cmx-10.1.1-2.tar.gz
10.2 10.2 OVA 10.2 ISO 10.2 backend upgrade (10.1 and 10.1.1 to
10.2) script and.CMX image file
10.3 10.3 OVA 10.3 ISO —
10.4 10.4 OVA 10.4 I1SO —
10.5 10.5 OVA 10.5 ISO No direct upgrade option.
New OVA/ISO System
10.6 10.6 OVA 10.6 ISO | 10.6 ISO |—
11.0.0 11.0.0 OVA 11.0.0 11.0.0 —
ISO ISO
11.0.1 11.0.1 OVA 11.0.1 11.0.1 —
ISO ISO
11.1.0 11.1.0 OVA — 11.1.0 —
ISO
11.1.1 11.1.1 OVA — — —
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Table 5: Node Types Supported Per Release

Release Upgrade Compatibility Matrix .

Release | Location and Analytics Location and Connect Node | Location, Connect |High
Node Analytics, and |and Availability
Connect Node |Presence
(L-Node) Node
(P-Node)
10.1.0 | Yes — — — —
10.1.1-2 | Yes Yes Yes — —
10.1.2 | Yes Yes Yes — —
10.2 Use the upgrade script to | Use the upgrade scriptto | Yes Yes —
change Location and change Location and
Analytics to Location, Connect to Location,
Analytics, and Connect Analytics, and Connect
internally. internally.
10.3 Use the upgrade scriptto | Use the upgrade scriptto | Yes Yes Yes
change Location and change Location and
Analytics to Location, Connect to Location,
Analytics, and Connect Analytics, and Connect
internally. internally.
10.4 Use the upgrade script to | Use the upgrade script to | Use the upgrade | Yes Yes
change Location and change Location and script to change
Analytics to Location, Connect to Location, Location and
Analytics, and Connect Analytics, and Connect Connect to
internally. internally. Location,
Analytics, and
Connect
internally.
10.5 No direct upgrade is No direct upgrade is Yes Yes Yes
available. New OVA/ISO | available. New OVA/ISO
system upgrade system upgrade
10.6 Use the upgrade script to | Use the upgrade scriptto | Yes Yes Yes
change Location and change Location and
Analytics to Location, Connect to Location,
Analytics, and Connect Analytics, and Connect
internally. internally.

Table 6: Upgrade Path by Node Type

13

Upgrade Path

Location and Connect
Node

Location and
Analytics Node

Location, Analytics,
and Connect Node
(L-Node)

Connect and Presence
Node (P-Node)
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Installing Cisco CMX |

10.1.0 OVA | 10.2 backend script to | 10.2 backend script to | 10.2 backend script | —
to 10.2 upgrade image to10.2 | upgrade image t010.2 |to upgrade image to
and change Location |and change Location |10.2.
and Connect to and Analytics to
Location, Connect, Location, Connect,
and Analytics. and Analytics.
10.1.1-2 10.2 backend script to | 10.2 backend script to | 10.2 backend script |—
tar.gz to 10.2 |upgrade image t010.2 | upgrade image to10.2 | to upgrade image to
and change Location |and change Location |10.2.
and Connect to and Analytics to
Location, Connect, Location, Connect,
and Analytics. and Analytics.
10.1.2 tar.gz | 10.2 backend script to | 10.2 backend script to | 10.2 backend script | —
to 10.2 upgrade image to10.2 | upgrade image t010.2 | to upgrade image to
and change Location |and change Location |10.2.
and Connect to and Analytics to
Location, Connect, Location, Connect,
and Analytics. and Analytics.
10.2 — — Ul upgrade script to | UI upgrade script to
OVA/ISO to upgrade image. upgrade image
10.3
10.3 — — UI upgrade script to | UI upgrade script to
OVA/ISO to upgrade image. upgrade image
10.4
10.5 — — Ul upgrade script to | UI upgrade script to
OVA/ISO upgrade image. upgrade image
10.6 — — UI upgrade script to | Upgrade is supported
OVA/ISO upgrade image. from the Cisco CMX

Release 10.5.x to Cisco
CMX Release 10.6.

Note

Releases earlier than
Cisco CMX Release
10.5 cannot be
upgraded to Cisco
CMX Release 10.6, for
example Cisco CMX
Release 10.4.1 cannot
be upgraded to Cisco
CMX Release 10.6.

3 The path that is provided for upgrade is the same as that used for backup and restore.
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VM Alerts

vmAiers [Jj

The following table displays the alerts shown on the VM for the following conditions:

Table 7: VM Alerts

Hard Disk Alert Shown

Status

50 percent Do Not Back Up

80 percent System Is About To Run Out Of Space
85 percent All The Services Are Stopped

Downloading the Cisco CMX OVA File

Procedure
Step 1 Download the Cisco CMX image from the Download Software page on cisco.com.
Step 2 Save the Cisco CMX OVA installer to your computer and ensure that it is accessible.

Deploying the Cisco CMX OVA File Using the VMware vSphere Web Client

The VMware vSphere Web Client (Flash/Flex client) manages the vCenter Server 6.5 environment with all
the features and plugins. From VMware vSphere Release 6.5, we recommend that you use vSphere Web

Client.

From VMware vSphere Release 6.5, the thick client is no longer supported. Only the vSphere Client (HTML
5) and vSphere Web Client are supported.

To deploy the Cisco CMX OVA file using the VMware vSphere Web Client, follow these steps.

Procedure
Step 1 Launch the VMware vSphere Web Client application on your desktop.
Step 2 From the Navigator pane, click Create/Register VM to create or register a virtual machine (VM).

The Deploy OVF Template window is displayed.

Step 3 In the Select an OVF Template section, click the L ocal fileradio button to browse to a local directory, select the Cisco
CMX OVA file that is stored locally, and click Next.

This helps you create a VM from a Cisco CMX OVA file.
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Figure 1: Select an OVF Template

Deploy OVF Template
Select an OVF template

Select an OVF template from remote URL or local file system

Enter a URL to download and i the OVF package from the Internet, or browse to a location accessible from your computer, such as
a local hard drive, a network share, or a CD/DVD drive
URL
Browse.. | CISCO_CMX-1.0.G ova
Step 4 In the Select a name and folder section, enter the following information and click Next.

« Virtual machine name: Enter a name for the VM.

« Select alocation for the virtual machine: Select a location for VM.
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Step 5

Deploying the Cisco CMX OVA File Using the VMware vSphere Web Client .

Figure 2: Select a Name and Folder

Deploy OVF Template

+ 15elect an OVF template

Select a name and folder
Specify a unigue name and target location

Virtual machine name: cisco-cmx-1i- =

Select a location for the virtual machine

ﬂ| " T F
[h CMx Lab
CJ ALMA-OS-CMX-VMS
] CMX Development Servers
[ CMX Templates

] DNA Spaces Connectors

CANCEL

In the Select a compute resour ce section, select the destination data store for the VM configuration files and virtual

disks and click Next.
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Figure 3: Select a Compute Resource

Deploy OVF Template

+ 15elect an OVF template
v 2 Select a name and folder

3 Select a compute resource

Select a compute resource
Select the destination compute resource for this operation

Installing Cisco CMX |

[h cMmx Lab
T B =oom
r
(o

Compatibility

+ Compatibility checks succeeded

Step 6
Agreement and click Next.
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Deploying the Cisco CMX OVA File Using the VMware vSphere Web Client .

Figure 4: License Agreements

Deploy OVF Template

+ 1Select an OVF template License agreements
+ 2 Select a name and folder The end-user license agreement must be accepted.
+ 3 Select a compute resource

) : ept the terms s e
v 4 Review details Read and accept the terms for the license agreement

5 License agreements

‘We will reserve part of the resources of CPU and memory based on your OVA selection

Low-end vMSE:

8 vCPUs, 8000 Mhz will be reserved
24 GB Memory. 24 GB will be reserved.
Standard vMSE

16 vCPUs. 16000 Mhz will be reserved
48 GB Memaory. 48GB will be reserved.
High-end vMSE

20 vCPUs, 20000 Mhz will be reserved

64 GB Memory. 64GB will be reserved

| accept all license agreements.

Step 7 In the Select storage section, select the storage for the configuration and disk files and click Next.
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Figure 5: Select Storage

Deploy OVF Template

1 5elect an OVF template Select storage

2 Select a name and folder Select the storage for the configuration and disk files
3 Select a compute resource

4 Review details

5 License agreements .
Select virtual disk format: Thick Provision Lazy Zeroed

£ 14 %% %

6 Configuration

7 Select storage VM Storage Policy

Name Capacity Provislened Free Type Cluster

| datastore-124 Nn45TB 13.85 TE 36441 GB VMFS 5

Compatibility

+ Compatibility checks succeeded

CANCEL BACK NEXT

Step 8 In the Select Networ ks section, from the Destination Networ k drop-down list, choose a destination network for each
source network and click Next.
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Deploying the Cisco CMX OVA File Using the VMware vSphere Web Client .

Figure 6: Select Networks

Deploy OVF Template

+ 1Select an OVF template Select networks

+ 2 Select a name and folder Select a destination netwaork for each source network

+ 3 Select a compute resource

+ & Review details Source Metwark Destination Network

+ 5 License agreements WAT T .

+ 6 Configuration ite
+ 7 Select storage

8 Select networks

IP Allocation Settings

P protoco | Py
CANCEL BACK |
Step 9 In the Ready to complete section, review the settings and click Finish. Do not refresh the browser when the VM is

deployed.
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Step 10
Step 11
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Figure 7: Ready to Complete
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Deploy OVF Template

+ 15Select an OVF template

+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Review details

+ 5 License agreements

+ 6 Configuration

+ 7 Select storage

+ B Select networks

9 Ready to complete

Ready to complete
Click Finish to start creation.

Provisioning type
Name
Template name

Download size

Size on disk 2500 GB
Folder ALMA-O5-CMX-VMS
Resource =l ‘m

Storage mapping

All disks D

ore: datastore-124

Network mapping

MNAT L]

IP allocation settings

IF protocol IPV4

IF allocation Static - Manua

CANCEL BACK | FINISH

Click the deployed VM and choose Actions > Edit Settings.

In the Virtual Hardware tab, in the Hard disk 1 field, modify the provisioned size to match the instance requirement

and click OK. The default size is 250 GB.
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Figure 8: Hard Disk Provisioned Size

cisco-cmx-11 ™

Edit Settings

Virtual Hardware /M Options

CPU - 8

Memory * 24

Hard disk 1 250

Network adapter 1 u -
Video card

VMCI device

Other Additional Hardwar

Note

Deploying the Cisco CMX OVA File Using the VMware vSphere Web Client .

ADD NEW DEVICE
GB

GB

] £d Connect

| el o |“

If the instance is powered on, it will display a warning message—Hard Disk Size Failure—for Standard and

High End instances.
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Restarting network. ..
Pinging
Pinging
Pinging

s require pecification

HEHE R R R R R R R R A R R R A R A s s s R R IR

Check Minimum Required actual Result I
Memory 47GB — - ‘l
CPU 16 - |
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RFC Compliant Hostname
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Step 12 Click Power on to power on the VM. The first boot takes a while because the new disk has to be expanded.
Figure 9: Power On VM
B @ 8 9 B CISCO_CMX-N1.00-Fll b & & & ©  acrions~
[l CMX Lab Summary Monitor rv ._E’c{al'a'eern Datastore: ) nd

ALMA-Q5-CMX-VMS

BUILD SERVERS TR
1 ¥ | ¥ 6.7 Updat [ ]
(9 Clsco-cmx-1-ova A z
ViMware Too Mot running, not installed
U cmx-image-build-server-new ere
(5 cisco-cmx-0 t DS Nam

Configuring Cisco CMX Release 11.1.1

After the Cisco CMX is deployed, you can install and configure a Cisco CMX VM. Note the following points:

* Cisco CMX does not have a node install menu. However, there is a first-boot script that checks if a
configuration exists on the device. If the script does not find a valid configuration, it launches the setup
routine and initiates network configuration tasks using the CLI and completes the installation. You should

not use the Web install.

* The new first-boot script determines if the initial configuration is completed, and then displays the normal
login prompt. If the initial configuration is not completed, the default login prompt is displayed.
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Step 1

Step 2

Step 3

Step 4

Step 5

Configuring Cisco CMX Release 11.1.1 .

\)

Note The cmxctl nodeinstall command is no longer valid.

To install and configure a Cisco CMX VM, follow these steps.

Procedure

Right-click the Cisco CMX VM and click Open Console.

The initial boot displays two options, with the first option being selected by default. Retain the selection and wait for
five seconds.

Enter the login name cmxadmin and password Cisco, as prompted.

Figure 10: Console

CISCO0 C

Please login with user ’cmxadmin’ password: cisco

localhost login:

Press Enter when prompted.

Figure 11: Press Enter

edure will take you through conf iguring your CHX.
the enter key to continue. ..

Enter a new password for the root user and reconfirm it when prompted. The password should meet the minimum
requirements listed on the screen.

Note
The root password is used only for the root operating system configuration and not for the cmxadmin user functions.

From Cisco CMX Release 10.6.3, you are not required to enter a new password for the root user.

Enter a new password for the cmxadmin user and reconfirm it. The password should meet the minimum requirements
listed on the screen.

Note
The cmxadmin password is used for logging into the Cisco CMX account for future network admin configurations.

Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1 [JJj



Installing Cisco CMX |
. Configuring Cisco CMX Release 11.1.1

Figure 12: Set Passwords

will take you through configuring your CHX.
» enter key to cont inue

lefault swap s 5 te

L ] - L LR e s ]

41 adding 1 7obk swap on sswapfilel ity:-3 extents:1 ac 5118485756k F3
tificate
14A58897 168+ error :8986D86C :PEM routines:PEM_read_bio:no start line:pem_lib.c:697 ecting: TRUS CERTIFICATE

we P

characters.

Step 6 Enter the following network configuration parameters when prompted.

* Hosthame
* I[P Address
» Netmask

» Gateway

* DNS Server

» Search Domain Name

Figure 13: Network Configuration Parameters

B -

Conf iguring MNetwork. ..

hostname :
] P l'll'll"l

rch domain name:
the netux ttings correc

Note
For a successful validation, hostname:

* can include a hyphen, however never end or start the hostname with a hyphen

l Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1



| Installing Cisco CMX

Step 7

Step 8

Step 9

Configuring Cisco CMX Release 11.1.1 .

* can include alphanumeric data
* cannot not start with a digit

+ cannot not have special characters (for example, .,?,*, )

Confirm the network configurations when prompted.

Figure 14: Network Configuration

(Optional) Enter the NTP server name or the IP address of the NTP server when prompted. You can also configure a
second NTP server. Select y or n accordingly.

Figure 15: NTP Server Configuration

Note
After installation, use the cmxosreconfigure command from the CMX CLI to change the NTP information. Alternatively,
you can use the CMx0s ntp type command to configure only NTP settings.

Configure a time zone and save the changes.
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Step 10

Step 11

Installing Cisco CMX |

Figure 16: Configuring a Time Zone

ollowing info
India

11:51:51 IST
:31 uTC

IST
c with ntp): []:

d autematically now to apply the changes

Encrypt the /opt partition of the disk. For Cisco CMX Release 11.0.0, select N.

Note

Disk encryption is not supported in Cisco CMX Release 11.0.0. If you perform disk encryption, Cisco CMX Release
11.0.0 installation fails.

Figure 17: Disk Encryption

Encryption.
000D DD D00 -0 e
Do you want to end ypt the _.-'|'|J|I. part ition of the disk 7 [l_j.-HI: H

e o P o b A B A e b S ) e e e by e

»» Rumming CHX Mode Setu L 5-28 minutes to complete

e n ] e

After the Cisco CMX installation is complete, the following success message is displayed.
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Figure 18: Success Message

CM{ :installation is complete.
FPlease i low url to login to CHX

https s cisco-cmx-1

Step 12 To stop all the Cisco CMX services, run the cmxctl stop -a command.
Step 13 To restart the Cisco CMX services, run the cmxctl start -a command.

Verifying Installation of Cisco CMX in a VMware Virtual Machine

You can verify the overall system health and status of the Cisco CMX services using the System tab in the
Cisco CMX GUI. Ensure that all the services, memory, and CPU indicate a healthy status (green) for each
Cisco CMX and Cisco CMX node, and that there is at least one active Cisco WLC.

The System tab contains the following subtabs:
+ Dashboard: Provides an overall view of the system.

« Alerts: Enables you to view live alerts.

» Patterns: Enables you to detect patterns of various criteria, such as Client Count, CPU Usage, Memory
Usage, and so on.

» Metrics: Enables you to view system metrics.
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Virtual Machine Setup and Administration

This chapter contains the following sections:

* Adding a Hard Disk to a Virtual Machine in the vSphere Client, on page 23
* Configuring the Network, on page 23
* Reconfiguring CPU and RAM for Cisco CMX installation, on page 23

Adding a Hard Disk to a Virtual Machine in the vSphere Client

When you add a hard disk to a virtual machine (VM), you can create a new virtual disk, add an existing virtual
disk, or add a mapped Storage Area Network (SAN) Logical Unit Number (LUN).

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is useful to
control the boot order or to have different Small Computer System Interface (SCSI) controller types. For
example, you might want to boot from an LSI Logic controller and use a Buslogic controller with bus sharing
turned on to share a data disk with another VM.

Configuring the Network

By default, the VM uses the host network settings. Hence, no configuration is required for VM adapters on
ESXi. If you have both public and private networks connected to the host and want the VM to access both
the networks, you must configure the VM adapters in the vSphere client.

Reconfiguring CPU and RAM for Cisco CMX installation

Before you run any commands to reconfigure the CPU and RAM, run the cmxctl config command to back
up the current configuration. Ensure to make the Cisco CMX device offline before the reconfiguration.

Procedure
Step 1 Run the cmxctl stop -a command to stop all the Cisco CMX services.
Step 2 Run the cmxos shutdown command to shutdown the device.

Step 3 Navigate to VM Ware manager.
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Step 4 Change the RAM and CPU as required.

We recommend that you refer to the documentation for standard configurations. Random configurations may return
unexpected results.

Step 5 Restart up the device.

Step 6 Run the cmxct| status command to verify if all the Cisco CMX services are running.
Step 7 (Optional) If the Cisco CMX services are not running, run the cmxctl start command to start the services.
Step 8 To reconfigure the RAM reserved for each service, run the cmxctl config reload --resize=True command.

Running this command will prompt to restart the services. Use the cmxctl start command to restart the services.

Step 9 To verify the configuration, run the cmxctl config get command and compare the current and previous configuration.

l Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1



CHAPTER 3

Upload Cisco CMX IS0 Image to Cisco CMX 3375
appliance

N

Note Make sure the Serial over Lan (SoL) functionality is enabled on the Cisco Unified Communication System
(UCS). To enable SoL on the Cisco UCS server, use the set enabled yes command.

For more information on enabling SoL, refer to the Cisco UCS documentation on Cisco.com.

* Mount the Cisco ISO image, on page 25
* Deploy the Cisco CMX 11 ISO image to Cisco CMX 3375, on page 31

Mount the Cisco ISO image

Before you begin

Before you start the installation, we recommend that you manually configure the boot order. The Cisco CMX
ISO image deployment is supported only on the Cisco CMX 3375 Appliance.

Procedure
Step 1 Download the Cisco CMX 11 image from Download Software page.
Step 2 Power up the Cisco CMX 3375 appliance and configure the Cisco Integrated Management Controller (CIMC) IP address
and user credentials.
Step 3 Log in to the CIMC IP using Internet Explorer.
Step 4 In CIMC GUI, from the left pane, click Menu > Compute > BIOS tab.
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. Mount the Cisco ISO image

Figure 19: BIOS Option

A / Compute / BIOS

BIOS Remote Management Troubleshooting Power Policies

Enter BIOS Setup | Clear BIOS CMOS | Restore Manufacturing Custom Settings | Re

Configure BIOS | Configure Boot Order | Configure BIOS Profile

BIOS Properties

Step 5 In the Configured Boot M ode tab, perform the following:
a) Select the UEFI Secure Boot check box.
b) From the Configured Boot Mode drop-down list, choose UEFI as configured mode.
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Figure 20: Configure Boot Order Tab

A / Compute [/ BIOS
BIOS Remote Management Troubleshooting Power Policies PID Catalog

Configure BIOS Configure Boot Order Configure BIOS Profile

Running Version c220M5.3.1.3c.0.0307 181404
| UEF| Secure Boot [v]

 Actual Boot Mode  Legacy

BIOS Properties

| Cenfigured Boot Mode (UEFI Secure Boot s enabled, dizsable it 1o modify Configured Bool Mode

Last Configured Boot Order Source BIOS

Configured One time boot device v

v Configured Bool Devices Actual Boot Devices
Basc UEFL Built-in EF| Shell (NonPolicy Targat)

v Advanced (Bus 67 Dev 00)PCI RAID Adagpter (NonPolicy Target)

am-10 IBA XE (X550) Siot 8500 v2413 (NonPolicyTarget)
IBA, XE (X550) Siot 6501 v2413 [NonPolicyTarget)
Step 6 Follow the on-screen instructions to reboot the system.
Step 7 Click Configure Boot Order. The option is displayed at the right end of the window.
Step 8 In the Configure Boot Order window, click the Advanced tab.
Step 9 Click Add Virtual Media and enter a name for the new virtual media.

Step 10 From the Sub Type drop-down list, choose KVM MAPPED DVD.
Step 11 Click Save Changes.

The new virtual media is created and enabled.

Step 12 Use IE and open KVM. We recommend that you use HTML Based KVM on IE or Firefox for more consistent results.

Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1 [Jjj



Upload Cisco CMX IS0 Image to Cisco CMX 3375 appliance |
. Mount the Cisco ISO image

Figure 21: Cisco Integrated Management Controller

Summary L @
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Prochust Name: Heatname
Serial Number ® Asdross
PID. MAC Address
uumn: Flermware Verslon:
BIDS Version Current Time (UTC):  Fri Sep 6 055743 2024
Description Local Tume:  Fri Sep & 085743 3024 UTE 0000
Asset Tag: | Unknaw Timezsna:  UTC
Chassis Status Server Utilization

Powar Stata:
Overshl Sarver Status
Temperature

Cvarsil DM Status

Pawer Supplies

400

Fana:

Locator LED:

<]

Ovarall Storage Status:

Step 13 Click the link displayed to accept the certificate and load the KVM client application.

Figure 22: Cisco Integrated Management Controller

F
@ & KVM Server Certificate Load

© Not Secure  hitps:/ fcert_check_redirect.html?redirect_uri=https:f/ 'html/kvmViewer.html a

KVM server certificate has been accented. Click this link to continue loading the KVM client application:
hitps: tml

Step 14 Click Virtual Media > Activate Virtual Devices.
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Figure 23: Activate Virtual Devices

-;',;;';,- Cisco Integrated Management Controller

File View Macros Tools Power BootDevice Virtual Media Help

Create Image

| Activate Virtual Devices

is0-56 login: _

Step 15 To map the locally downloaded Cisco CMX ISO, click Virtual Media> Map CD/DVD.
Figure 24: Map CD/DVD Option

© Mot Secure hitps html/kvmViewer.html

Step 16 Use the Browse option to select the ISO file.
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Step 17 To map the selected ISO file, click Map Drive.

Imdge Fils

Step 18 In the KVM window, navigate to Boot Device option.
Step 19 Select the new virtual media (created in step 9) and click ok to proceed.
IFPRYIIY ISV T

Help

maxi Bool onby. Cma

OK Cancal —_—

What to do next

To deploy the Cisco CMC ISO image, see Deploy the Cisco CMX 11 ISO image to Cisco CMX 3375, on
page 31.
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Deploy the Cisco CMX 11 ISO image to Cisco CMX 3375

Deploying the Cisco CMX 11.0.1 ISO version differs from deploying the Cisco CMX 10.6.3.

Procedure

Step 1 After mounting the Cisco CMX ISO image, in the Kernel-based Virtual Machine (KVM) virtualization module, select
Reset System (warm boot).

Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1 [JJj



Upload Cisco CMX IS0 Image to Cisco CMX 3375 appliance |
. Deploy the Cisco CMX 11 ISO image to Cisco CMX 3375

Figure 25: Warm Boot

© Not Secure https:ff fhtmi/kvmViewer.htmi

selvarln

NIr
CISCO

Cisco IMC IPv4
Cisco IMC MAC

Entering BIOS Setup ...

Step 2 To enter into BIOS setup, press F2.
If Cisco CMX 11 ISO is installed before, it is possible that the AlmaL inux boot option is displayed.
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If the AlImaL inux boot option is not displayed, skip the next steps and see step 5.
Figure 26: AlmaLinux Boot Option

» Delete Boot Option

Step 3 Select Delete Boot Option (at the end of the window) and press Enter.
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Figure 27: Delete Boot Option

Delete Boot Option Select one to Delete]

Step 4 Select AlmaL inux option and remove the same.
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Figure 28: Delete Boot Option Sequence

ty - Copuright

Delete Boot Option [Select one to Delete]

211

) Ethernet Cont

) Ethernet ont
DVD1. 24
DVD1.:
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Delete Boot Option [Select one to Deletel

Step 5 To exit from the current window, press esc.
Step 6 Navigate to the Boot Options tab.
Step 7 In the Boot Option Priorities section, to change the order of the boot options, select the particular entry and press the

Shift and (+/-) keys at the same time to rearrange the entry up or down.

Verify that [UEFI: Cisco vKVM-Mapped vDVD1.24] getsthe second preference in the order. [UEFI: Cisco
vKVM-Mapped vDVD1.24] must display as boot option 2.
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Deploy the Cisco CMX 11 I1SO image to Cisco CMX 3375 .

Boot Option #1 [UEFI: Built=-in EFI
Shelll

Step 8 Navigate to the Save & EXit tab.
Step 9 Select Save Changes & Reset and press Enter.
Step 10 In the Save & reset pop-up window, select YeSto save configuration and reset and then press Enter.
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The boot process is initiated.
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Figure 29: Boot Process

visco IMC IPvd4 Address :
Cisco IMC MAC ARddress

Entering Boot Menu ...

Step 11 To enter into boot menu, press F6.
Step 12 To start the ISO installation, select the second option UEFI: Cisco vK VM -Mapped vDVD1.24.
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se select boot device:

UEFI: Built-in EFI Shell

UEFI: Cisco vKvM-Mapped wDVD1.24

UEFI: PXE IP4 Intel(R) Ethernet Controller
UEFI: PXE IP4 Intel(R) Ethernet Controller X550

Enter Setup

ENTER to select boot

Step 13 Select installation option either using the current console or serial. By default, current console is selected.

We recommend that you verify if ISO is mounted and then proceed.
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Figure 30: Installation Options

Install CHX using current console

Note
The installation process is about two to three hours. You must not reboot during this time. If a green screen is displayed
with a message indicating that there is no signal, press Enter and wait.
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Figure 31: No Signal Window

File View Macros Tools Power Boot Device VYirlual Media Help

No Signal

Note
Once you complete the Operating System (OS) installation, the system loads Alma Linux 8, and the Cisco CMX

welcome window is displayed.

Step 14 In the KVM window, under the Virutal M edia tab, if the ISO status is displayed as mounted, choose Virtual Media >
Activate Virtual Devices.
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Figure 32: Activate Virtual Devices

-;',;;[; Cisco Integrated Management Controller

File View Macros Tools Power BootDevice Virtual Media Help

Create Image

Eﬂl"E” ) M [Activate Virtual Devices._:
L, ” i

is0-56 login: _

Step 15 Proceed with the Cisco CMX ISO deployment process.

What to do next

During the deployment process, you may encounter a prompt to enter the network settings, as shown below.
If the network is not configured correctly, an error message is displayed. This is a known issue that may occur
intermittently.

To resolve this issue, perform a warm boot of the Cisco CMX box using CIMC from the Power menu.

Figure 33: Network Settings

. enter hostname:
- iter IP addr
» enter netma
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Figure 34: Network Configuration Error

The network is no
Do you want to co

Note For more information about Cisco CMX Release 11.0.1, see Release Notes for Cisco Connected Mobile
Experiences (CMX) Release 11.0.1.
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CHAPTER 4

Upload Cisco CMX IS0 Image to an M6 appliance

\}

Note Make sure the Serial over Lan (SoL) functionality is enabled on the Cisco Unified Communication System
(UCS). To enable SoL on the Cisco UCS server, use the set enabled yes command.

For more information on enabling SoL, refer to the Cisco UCS documentation on Cisco.com.

* Mount the Cisco ISO image on an M6 appliance, on page 45
* Deploy a Cisco CMX 11 ISO image on an M6 appliance, on page 50

Mount the Cisco IS0 image on an M6 appliance

Step 1
Step 2
Step 3
Step 4

Mount the Cisco ISO image on a supported M6 appliance to prepare the system for Cisco CMX installation,
ensuring the device is correctly configured and ready for the deployment process.

You perform this task when installing Cisco CMX software on an M6 appliance. Mounting the ISO image
enables the appliance to boot from the installation media and proceed with the Cisco CMX setup. This step
ensures the correct operating environment is ready before starting the deployment process.

Before you begin

Before you start the installation, we recommend that you manually configure the boot order. The Cisco CMX
ISO image deployment is supported only on M6 devices.

Follow these steps to mount the Cisco ISO image.

Procedure

Download the Cisco CMX 11 image from Download Software page.

Power up the Cisco CMX M6 appliance and configure the CIMC IP Address and user credentials.

Log in to CIMC IP using Internert Explorer and from the left pane, click Menu > Compute > Bl OS tab.
From the Configured Boot M ode drop-down list, choose:

a. Check the UEFI Secure Boot check box.

b. From the UEFI drop-down list, choose UEFI as configured mode.
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Step 5 Follow the on screen instructions to reboot the system.

Figure 35: Configure Boot Order Options for Cisco CMX 11

A / Compute / BIOS Refresh | Host P
BIOS Remote Management Power Policies PID Catalog Persistent Memory
Enter BIOS Setup | Clear BIOS CMOS | Restore Manufacturing Custom Settings | Restore Defaults

Configure BIOS Configure Boot Order Configure BIOS Profile Secure Boot Certificate Management

BIOS Properties

Running Version C220M6.4.3.2d.0.0825231000
UEFI| Secure Boot
Actual Boot Mode  Uefi

Configured Boot Mode {UEFI Secure Boot is enabled, disable it to modify Configured Boot Mode.)
Last Configured Boot Order Source  BIOS

Configured One time boot device v

¥ Configured Boot Devices Actual Boot Devices

Basic AlmaLinux (NonPolicyTarget)

UEFI: Built-in EFI Shell (NonFolicyTarget)
UEFI: HTTP IPv4 Cisco X550-TX 10 Gig LOM (NonPelicyTarget)
UEFI: PXE IPv4 Cisco X550-TX 10 Gig LOM (NonPolicy Target)

VEFILHTTP [PyE Clscge X550-TX 10 Gig LOM (NonPolcy Taraet)

The host reboot process is initiated.
Step 6 Click Configure Boot Order. The option is displayed at the right end of the window.

a. Inthe Configure Boot Order window, click the Advanced tab.

b. Click Add Virtual Media and enter a name for the new virtual media.
¢. From the Sub Type drop-down list, choose KVM MAPPED DVD.
d. Click Save Changes.

l Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1



| Upload Cisco CMX ISO Image to an M6 appliance

Mount the Cisco IS0 image on an M6 appliance .

Figure 36: Cisco Integrated Management Controller

Name | cmx-11

Sub Type ~ KVM MAPPED DVD

State  Enabled

Order ‘ 1 {1=2)

Save Changes Cancel

The new virtual media is created and enabled.

Step 7 To map the locally downloaded CMX ISO, click Virtual Media > vKVM-Mapped vDVD.
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Figure 37: vKVM-Mapped vDVD

il yKVM KVM Console  UCSC-C220-M6S  WZP262304UQ
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File
View
Macros
Tools

Power
t login: Thu
- adminEmb—1s
Boot Device

IPv6 Capable

Virtual Media Create Image Build Uers
Build Time

Chat vKVM-Mapped vDVD Image Ue

Step 8 Use the Browse option to select the ISO file.
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Figure 38: Browse IS0 file

Map Virtual Media - CD/DVD

ile selected (°

Step 9 To map the selected ISO file, click Map Drive.
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Figure 39: Map Drive

Map Virtual Media - CD/DVD

ted File CISCO_CMX-11.1.0-27.iso X

What to do next

To deploy the Cisco CMC ISO image, see Deploy a Cisco CMX 11 ISO image on an M6 appliance, on page
50.

Deploy a Cisco CMX 11 ISO image on an M6 appliance

Install Cisco CMX 11 on an M6 device using the ISO image.

Use this procedure to deploy or upgrade Cisco CMX on an M6 device. This process differs from previous
versions such as CMX 10.6.3 due to OS and hardware changes.

Deploying the Cisco CMX 11.1.0 ISO version differs from deploying the Cisco CMX 10.6.3.

Procedure

Step 1 After mounting the Cisco CMX ISO image, in the Kernel-based Virtual Machine (vKVM) virtualization module, select
Power > Power Cycle System.
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Figure 40: Power Cycle System
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NIy
CISCO

Copyright

co IMC IPvd Add
vB Addr

Entering BIO:

Step 2 To enter into BIOS setup, press F2.
If Cisco CMX 11 ISO is installed before, it is possible that the AlImaL inux boot option is displayed.

If the AlmaL inux boot option is not displayed, skip the next steps and see step 5.
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Figure 41: AlmaLinux Boot Option

Setup Prompt Timeout

Step 3 Select Delete Boot Option (at the end of the window) and press Enter.
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Figure 42: Delete Boot Option

» Delete Boot Option
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Figure 43: Delete Boot Option Sequence

» Boot Option [Select one to Delete]

Step 4 Select AlmaL inux option and remove the same.
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Figure 44: Delete Boot Option - AlmaLinux

Delete Boot Option [Select one to Deletel

- Delete Boot Option -
Select one to Delete

SUERIL: Built-in EFI Shell
Almal inux
IEFI: Cisco vKVM-Mapped wDVDZ.0(

Boot Option O

Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 11.1.1




| Upload Cisco CMX ISO Image to an M6 appliance

Deploy a Cisco CMX 11 1S0 image on an M6 appliance .

Step 5 To exit from the current window, press escC.
Step 6 Navigate to the Boot Options tab.
Step 7 In the Boot Option Prioritiessection, to change the order of the boot options, select the particular entry and press the

Shift and (+/-) keys at the same time to rearrange the entry up or down.

Verify that [UEFI: Cisco vKVM-Mapped] gets the first preference in the order. [UEFI: Cisco
vKVM-Mapped] must display as boot option one.

Setup Prompt Timeout

Step 8 Navigate to the Save & EXit tab, select Save Changes & Reset and press Enter.
Step 9 In the Save & reset pop-up window, select Yes to save configuration and reset and then press Enter.
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es and Reset

The boot process is initiated.

Step 10 Select installation option either using the current console or serial. By default, current console is selected.

We recommend that you verify if ISO is mounted and then proceed.
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Figure 45: Installation Options

Install CMX using current console

and prompt.

Note
The installation process is about two to three hours. You must not reboot during this time. If a green screen is displayed
with a message indicating that there is no signal, press Enter and wait.
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Figure 46: No Signal Window

File View Macros Tools Power Boot Device VYirlual Media Help

No Signal

Note
Once you complete the Operating System (OS) installation, the system loads Alma Linux 8, and the Cisco CMX
welcome window is displayed.

Cisco CMX 11 is installed on the M6 device. The device boots into Alma Linux 8 and displays the Cisco
CMX Welcome window.

What to do next

Proceed with the Cisco CMX ISO deployment process. For more information about Cisco CMX Release
11.1.0, see Release Notes for Cisco Connected Mobile Experiences (CMX) Release 11.1.0.
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