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About This Book

This preface describes who should read the Cisco Content Services Gateway Installation and
Configuration Guide, how it is organized, and its document conventions.

This publication does not contain the instructions to install the Catalyst 6000 series switch or Cisco 7600
series router. For information on installing the switch or router, see the Installation Guide that came with
your switch or router.

For translations of the warnings in this publication, see the “Safety Overview” section on page 17.

Document Revision History

The following table lists the major changes made to this document each release, with the most recent

changes listed first.

Revision Date Change Summary
OL-7283-01 May 16, 2005 Introduced the following features with Cisco IOS 12.2(18)SXE [3.1(3)C6(2)]:
e (CSG Interface Awareness, page 1-2
® Quota Push, page 1-2
e Tariff Switch, page 1-2
e Prepaid Support for POP3, page 1-3
e Prepaid Support for IMAP, page 1-3
e Transaction Support for IMAP, page 1-3
e Enhanced Interoperability with Cisco Service-Aware GGSN, page 1-5
e CSG RADIUS Proxy Enhancements, page 1-6
e Supplemental Usage Reports, page 1-6
e Quota Balance Replacement, page 1-7
e Delayed Quota Reauthorization, page 1-7
e Configurable Reauthorization Threshold, page 1-7
OL-7283-01 May 16, 2005 Consolidated the descriptions of CDR support into one section:
e CDR Support, page 1-10
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Revision Date Change Summary
OL-7283-01 May 16, 2005 Consolidated the descriptions of Advice of Charge (AoC) features into one section:
e Advice of Charge and Related Features, page 1-13
OL-7283-01 May 16, 2005 Consolidated the descriptions of RADIUS features into one section:
e RADIUS Features, page 1-17
OL-7283-01 May 16, 2005 Consolidated the descriptions of HTTP features into one section:
e HTTP Features, page 1-22
OL-7283-01 May 16, 2005 Consolidated the descriptions of WAP features into one section:
e WAP Features, page 1-23
OL-7283-01 May 16, 2005 Added the following new commands to the Command Reference:
e meter imap
e radius ack error
* report usage
e table (module CSG VLAN)
OL-7283-01 May 16, 2005 Changed the following existing commands in the Command Reference:

* (uota server

e radius endpoint

e radius proxy

e retcode

¢ show module csg accounting

e variable (module csg)
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Revision Date Change Summary
OL-6028-02 December 15, 2004 Introduced the following features with Cisco IOS 12.2(18)SXD [3.1(3)C5(5)]:

e Advice of Charge and Related Features, page 1-13

e HTTP Pipelining and Chunked Transfer Encoding, page 1-22
e URL Rewriting, page 1-15

e Service Verification, page 1-16

e RADIUS Handoff, page 1-21

e Fixed CDR Support for HTTP, page 1-10

¢ Fixed CDR Support for RTSP, page 1-11

e Single CDR Support for WAP Connectionless and HTTP, page 1-12
¢ Fixed CDR Support for IMAP, page 1-11

e Prepaid/Envelope Support for SMTP, page 1-12

e SMTP Content Authorization, page 1-16

e POP3 Support, page 1-31

¢ RADIUS Packet of Disconnect, page 1-21

e RADIUS Endpoint, page 1-20

e RADIUS Proxy, page 1-20

e Service-Level CDR Summarization, page 1-12

e Passthrough Mode and the Default Quota, page 1-32

e Fragment Support, page 1-44

e Connection Duration Billing, page 1-35

e Header Mapping and URL Mapping, page 1-32 (RTSP URL Mapping)
e Postpaid Service Tagging, page 1-36

e Stateful Redundancy and Failover, page 1-36

e “Default” Policy, page 1-37

Documentation of these new features includes feature descriptions, configuration
tasks, configuration examples, and all associated new and changed commands.

OL-6028-02 December 15, 2004 Moved prepaid configuration tasks into a separate chapter:
e Configuring Prepaid Support, page 6-1

OL-6028-02 December 15, 2004 Documented protocol compliance statements in a new appendix:

e Protocol Compliance Statements for the CSG 3.1(3)C6(2), page D-1
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[ oL-7283-01 .-m



About This Book |

W Audience

Revision

Date

Change Summary

OL-6028-02

December 15, 2004

Added the following new commands to the Command Reference:

activation

ip csg snmp timer
next-hop
passthrough
pending

radius endpoint
radius handoff
radius pod attribute
radius pod nas
radius pod timeout
records granularity
verify

verify confirmation

OL-6028-02

December 15, 2004

Changed the following existing commands in the Command Reference:

accounting (CSG policy)
aoc confirmation

basis

client (CSG content)
debug ip csg

flags

match (header map)
match (URL map)

mode

radius proxy

records format

show module csg tech-support
show module csg variable

variable (module csg)

Audience

This publication is designed for network administrators and other people who are responsible for setting
up, installing, configuring, and operating the CSG.

Only trained and qualified service personnel (as defined in IEC 60950 and AS/NZS3260) should install,
replace, or service the equipment described in this publication.

[l Cisco Content Services Gateway Installation and Configuration Guide
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Organization

Organization I

This publication is organized as follows:

Chapter

Description

Chapter 1, “Overview”

Presents an overview of the Cisco Content Services Gateway (CSG).

Chapter 2, “Installing the Hardware”

Describes how to install the CSG.

Chapter 3, “Configuring the Content Services
Gateway”

Describes how to configure VLANS, virtual servers, billing, and other
configuration tasks on the CSG.

Chapter 4, “Configuring Secure (Router) Mode,
Redundancy, Fault Tolerance, and HSRP”

Describes how to configure secure router mode, redundancy, fault
tolerance, and Hot Standby Router Protocol (HSRP) on the CSG.

Chapter 5, “Configuring RADIUS Support:
Learning Who the Subscriber Is”

Describes RADIUS configuration details and features.

Chapter 6, “Configuring Prepaid Support”

Describes prepaid configuration details and features.

Appendix A, “PSD Configuration for the CSG”

Describes how to configure the CSG to communicate with the PSD.

Appendix B, “Command Reference”

Describes the commands that allow you to set up and monitor content
billing on the CSG.

Appendix C, “Standards Compliance
Specifications”

Lists the standards with which Catalyst 6000 series switches or Cisco 7600
series routers comply, when installed in a system.

Appendix D, “Protocol Compliance Statements
for the CSG 3.1(3)C6(2)”

Provides protocol compliance statements for the CSG 3.1(3)C6(2).

Appendix E, “Translated Safety Warnings”

Provides translated safety warnings for the CSG.

Conventions

This publication uses the following conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and
separated by vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information the system displays
are in screen font.

boldface screen
font

Information you must enter is in boldface screen font.

[ oL-7283-01
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Convention Description

italic screen font Arguments for which you supply values are in italic screen
font.

A The symbol ” represents the key labeled Control—for

example, the key combination ~D in a screen display
means hold down the Control key while you press the D
key.

< > Nonprinting characters, such as passwords are in angle
brackets.

Notes use the following conventions:

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

Tips use the following conventions:

ﬁ Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information.

Cautions use the following conventions:

A

Caution Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Cisco Content Services Gateway Installation and Configuration Guide



| About This Book

Safety Overview W

Safety Overview

Safety warnings appear throughout this publication in procedures that, if performed incorrectly, might
harm you. A warning symbol precedes each warning statement.

>

Warning IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

Waarschuwing BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus ~ TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
késittelet laitteistoa, huomioi sédhkopiirien kisittelemiseen liittyvit riskit ja tutustu
onnettomuuksien yleisiin ehkéisytapoihin. Turvallisuusvaroitusten kdannokset loytyvit laitteen
mukana toimitettujen kdannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nikyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

Attention  IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Cisco Content Services Gateway Installation and Configuration Guide
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Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerit ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner & arbeide med noe av utstyret, ma du vaere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simholo de aviso significa perigo. Vocé esta em uma situacéo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencio de acidentes. Utilize o niimero da instrugao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Anvdnd det nummer som finns i slutet av
varje varning for att hitta dess dversittning i de oversatta sidkerhetsvarningar som medfdljer denna
anordning.

SPARA DESSA ANVISNINGAR

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkorék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozott talalhato; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpepynpexpexve BAXXHbIE MHCTPYKLIUX MO COBNMIOAEHNIO TEXHUKU BE3OMNACHOCTHU

3TOoT cuMBON NpeaynpexaeHus o603HavyaeT onacHocTb. To ecCTb MMeeT MecTo cuTyauusi, B
KOTOpPOW criegyeT onacaTbCsl TeNnecHbIX noBpexaeHui. Mepea akcnnyaTtauven o6opyaoBaHus
BbISICHUTE, KAKUM OMacCHOCTSIM MOXeT NoABepraTbCA Nosnb3oBaTesib NPU UCMNONb30BaHUM
3NeKTPUYECKUX Lenen, U 03HaKOMLTECh C NPaBUIIaMn TEXHUKKU Ge3onacHoOCTU Ans
npenoTBpalleHUs BO3MOXHbIX HeCHACTHLIX crny4aeB. Bocnonb3yiTecb HOMepoM 3asiBrieHus,
npuBeAeHHbIM B KOHLIE KaXXaoro npeaynpexaeHust, YTo6bl HANTU ero nepeBeAeHHbIN BapuaHT
B nepeBoAe npeaynpexaeHuin no 6e3onacHOCTU, NpunaraemMom K JaHHOMY YCTPOMCTBY.

COXPAHUTE 3TU MHCTPYKLIUN

g
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Aviso

Advarsel

o

Upozorenje
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INSTRUGOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacédo em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracéo fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesheskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleh, og du skal seette dig ind i standardprocedurer til
undgaelse af ulykker. Brug erkleeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER
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VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektricne sklopove, te biti upoznati sa standardnim nacinima izbjegavanja nesreé¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaci i njegov prijevod.

SACUVAJTE OVE UPUTE
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Upozornéni DULEZITE BEZPECNOSTNI POKYNY

Tento upozoriujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpisobit
nebezpeci Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle ¢isla na konci kazdého upozornéni vyhledejte jeho preklad v prelozenych

bezpeénostnich upozornénich, ktera jsou pfiloZzena k zafizeni.

USCHOVEJTE TYTO POKYNY

Mposcidotroinon 2HMANTIKEZ OAHIEZ AZPAAEIAZ

AuTté 10 TTpOEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACN TTOU PTTOPE va
TIPoKaAéo el TpaupaTiopd. MNpiv epyacTeite o€ OTTOIOOATTOTE €COTTAIOUO, VO EXETE UTTOWN OAG TOUG
KIvdUvoug TTou OXeTiCovTal e Ta NAEKTPIKA KUKAWUATA Kal va EXETE €E0IKEIWOEI e TIG oUVABEIG
TTIPAKTIKEG YIQ TNV ATTOQUYA ATUXNMATWY. XpNOIYOTTIOIRCTE TOoV apiBuo drAwaong TTou TTAPEXETAI OTO
TENOG KABE TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPAOCT TNG OTIG HETAPPATHUEVES
TTPOEIBOTTIOINCEIS AOQAAEIOG TTOU CUVOBEUOUV TN CUOKEUN).

OYNA=TE AYTEZ TIZ OAHIIEZ

NINTN NRIvN NIN'V2 NIRIIN
T'Y DY TAYNY 197 .ny97 DNa7 217N 2¥xna X¥nl NNK D100 7n0n AT NINTX |R'O
D'72I7NN 07010 DX DAY DYMYN 0'7auna NIdNON NIR207 YT NI ' L Inw'D
DIANN DX MNK7 O NINTR 7D 7w 19102 791000 AXIINN 19002 WNNWN .NNIXN Ny'an?

1PNN7 NI9TI¥NAY NINAINAN NIN'VAN NNNTRA
NN NIXIN NINY

Opomena BAXXHW BEBBEOHOCHW HATATCTBUJA
CumbonoT 3a npegynpegyBame 3Hadn onacHocT. Ce Haorarte BO cuTyauumja LWTO MOXe Aa
npeam3Buka TenecHu nospeu. MNpep aa pabotute co onpemara, bGuaete CBECHU 3a PU3MKOT LUTO
MOCTOM Kaj eneKkTpuyHUTE Kona u Tpeba Aa ru no3HaeaTe cTaH4apAHUTE NOCTanku 3a cnpeyvyBake Ha
HecpekHu cnydaun. MckopucTeTe ro 6pojoT Ha nsjaBata LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBare 3a Aa ro HajaeTe HEroBUOT Nepuog, Bo npeeegeHute 6e3benHocHU
npegynpegysBarsa LUTO Ce UcrnopavaHu co ypeaor.
YYBAJTE ' OBME HAMATCTBUJA

Cisco Content Services Gateway Installation and Configuration Guide
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Ostrzezenie ~ WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowac obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ si¢ z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koricu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé ttumaczenie tego ostrzezenia w dotgczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecéenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpeéenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Related Documentation

For more detailed installation and configuration information, see the following publications:
e Site Preparation and Safety Guide
e Regulatory Compliance and Safety Information for the Catalyst 6500 Series Switches
e Catalyst 6500 Series Switch Installation Guide
e Catalyst 6500 Series Quick Software Configuration
e Catalyst 6500 Series Switch Module Installation Guide
e Catalyst 6500 Series Software Configuration Guide
e Catalyst 6500 Series Command Reference
e Catalyst 6000 Family 10S Software Configuration Guide
e Catalyst 6500 Series Cisco 10S Command Reference
e Catalyst 6000 Family Flash Card Install Note
e ATM Configuration and Command Reference—Cisco Catalyst 6500 Series Switches
o System Message Guide - Catalyst Family Switches—Cisco Catalyst 6500 Series Switches
e Regulatory Compliance and Safety Information for the Cisco 7600 Series Routers
e Cisco 7609 Router Installation Guide
e Cisco 7600 Series Cisco 10S Software Configuration Guide
e C(Cisco 7600 Series Cisco 10S Command Reference

Cisco Content Services Gateway Installation and Configuration Guide
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Obtaining Documentation and Submitting a Service Request ||

e For information about MIBs, see:
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
e Release Notes for Cisco Content Services Gateway, Release 3.1(3)C6(2)

e Cisco IOS Configuration Guides and Command References, Release 12.1—Use these publications
to help you configure the Cisco IOS software that runs on the MSFC and on the MSM and ATM
modules.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Content Services Gateway Installation and Configuration Guide
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