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CUWN 8.5 WLC and FC AP - EoGRE Tunnel Gateway
Deployment Guide

WLC EoGRE Tunneling

Ethernet over GRE (EoGRE) is a new aggregation solution for aggregating Wi-Fi traffic from hotspots. This solution enables customer
premises equipment (CPE) devices to bridge the Ethernet traffic coming from an end host, and encapsulate the traffic in Ethernet
packets over an IP GRE tunnel. When the IP GRE tunnels are terminated on a service provider broadband network gateway, the end
host’s traffic is terminated and subscriber sessions are initiated for the end host.
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Benefits of Tunneling in General

* Client can maintain IP address and policy across heterogeneous access networks with different technologies and/or vendors.
* Bypass MAC address scaling limitation of the L2 switch connecting to the WLC.

» Lawful Intercept (LI)

The EoGRE Tunneling offers the following benefits for mobile operators:
» Reduces network congestion by reducing OpEx and increasing network efficiency by offloading 3G and 4G traffic.

* Provides access to 3G and 4G core in spite of a lack of weak cell signal, leading to subscriber retention.

* Lowers CapEx on per user basis or bandwidth basis in dense metro environments.

The EoGRE tunneling offers the following benefits for wireline and Wi-Fi operators:
* Provides WiFi security and subscriber control.
* Delivers scalable, manageable, and secure wireless connectivity.
* Enables new revenue-sharing business models.

* Delivers a WiFi platform that offers new location-based services.

The EoGRE tunneling offers the following benefits for subscribers:
* Provides enhanced quality of experience to subscribers on WiFi networks.
* Provides unified billing across access networks.

* Provides mobility across radio access technologies—3G or 4G to WiFi and WiFi to WiFi.



* Provides multiple options within the Wi-Fi platform, thereby enabling location-based services.

* Begin with rel 8.2 EOGRE Tunneling is supported on the Dynamic interface.

* Dynamic [Pv6 AP-manager interface is not supported.

* In rel 8.3 Dynamic interface with IPv6 supports only as tunnel interface.

* In rel 8.3 maximum number of dynamic interface to which IPv6 address can be assigned is 16.

* In rel 8.3 TGW supports both IPv4 and IPv6 address format. You can create up to 10 tunnel gateways.
* In release 8.4 EoOGRE IPv4 and IPv6 tunnel is supported from WLC and Flex Connect AP to TGW.

* In release 8.5 support for Primary and Secondary TGW failover and redundancy was added.

* In release 8.5 SNMP MIBs are added to manage the EOGRE tunnel.

* In release 8.6 added support for the DHCP Option 82 on the Cisco Wave-2 APs

* In release 8.6 added enhancement to send keep-alive to the TGW mapped to the enabled WLANSs

Supported Controller and APs
* Cisco 3504, 5508, 5520 series, WiSM-2 and 8500 series wireless LAN controllers
* Rel 8.2 and above support EOGRE on the 2500 series and vWLC.
* 7500 controllers support only Flex Connect Aps with EOGRE direct tunnel to TGW.

* Cisco WLC 8.5 supported access points—3800, 2800, 1800, 3700, 2700, 1700, 1600, 3600, 2600, 2700, 702i, 3500, 702w,
1540,1560,1552, 1532, 1572.

* In rel 8.6 Cisco 3504, 5520, 8540 and vWLC are supported.

N

Note Please reference to the 8.6 release notes for the list of the supported APs.

EoGRE Tunnels System Design Options

Design 1: WLC based EoGRE Tunnel

* CAPWAP Control Path (AP-WLC)
* CAPWAP Data Path (AP-WLC)
* EoGRE Data Flow (WLC-TGW)

In this design model, a tunnel gets generated from WLC to the tunnel gateway such as ASR 1000. Begin with release 8.2, controllers

supports up to10 tunnel Gateway configurations and 10 EoGRE Tunnel Domains with 10 profile rules per each tunnel. Each profile
can also be configured with multiple realms. When realms are configured, it will be a user name followed by @. Realm is a string



after @, for example, user name@realm. Two or more tunnels can be configured for redundancy, so that when the primary or active
tunnel fails, the secondary or standby tunnel will take over the operation of the EOGRE tunnel. Intra-controller and Inter-controller
mobility is also supported with the EOGRE tunnel configuration.
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The WLC in release 8.1 and above supports two tunnel type configurations on the northbound interface:

1. IP/GRE as defined in PMIPv6 (RFC 5213) — L3
2. Ethernet over GRE — L2

)

Note In this deployment guide, only EoGRE tunnel is discussed.

Only one type of tunnel is supported per WLAN. EoGRE is supported on either open or 802.1x based WLANs. Tunneled clients
support EAP-SIM or EAP-AKA mode only. Other authentication modes are not supported by the tunneled clients.

When open SSID WLAN is used, either all local/simple or all tunneled clients are supported but cannot be mixed on the same WLAN.
However, 802.1x authenticated simple or tunneled EOGRE clients are supported on the same WLAN.

Prior to Release 8.3, only WLANS configured for Open and WPA2-802.1X were supported.

It is now possible to assign EOGRE Tunnel Profiles to WLANS configured for Internal WebAuth and WPA2-PSK. WLANs configured
with WPA2-PSK / WPA2-802.1X and Internal WebAuth are also supported.

Based on authentication, clients will be separated into local or tunneled mode. The WLC supports two types of user’s traffic such as
Remote-Tunneled and Local on the same WLAN.

Local users traffic is defined as traffic that is locally bridged by the WLC.
Remote-Tunneled user traffic is defined as traffic of remote-tunnel users and is tunneled by the WLC to a TGW.
AAA override for EOGRE users is supported. Tunnel gateway can also act as AAA proxy.
If AAA Override is enabled on the controller for EOGRE EAP authenticated clients:
* WLC parses Access Accept and looks for MPC-Protocol-Type, such as EOGRE, GTPv2 or PMIPv6.

« If the Protocol-Type AVP exists, WLC looks for all parameters related to that tunnel-type. The static profile is ignored and the
AAA provided parameters are used to setup tunnel.



« If AVP is not present, WLC uses static profile on WLC to determine tunnel type based on the realm extracted from user name.

« If some of the parameters are not present, the authentication fails. For example, if everything is present except T-GW IP, then
the client authentication fails.

* If the MPC-Protocol-Type is None, then it will be simple IP.

Some of the attributes that can be returned by the AAA server are: User-Name, Calling-Station-1d, gw-domain-name, mn-service,
cisco-mpc-protocol-interface, and eogre vlan_id.

Configuring WLC EoGRE Tunneling

To configue EOGRE tunnel, perform the following steps:

Procedure

Step 1
Step 2

Step 3

Step 4

To configure EoGRE feature, create SSID.
From the WLC main menu, choose WLANSs and click Go.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs

Current Filter: ~ Mone [Ehanes Filter] [Ciear Filter] Croate New 5 % i
WLAN ID Type Profile Hame WLAN S5ID Admin Status Security Policies

1 WLAN PODZ-PSK PODZ-PSK Enabled [wea2jfauth{PSss)) a

Create a WLAN with the naming convention, for example, POD4-EoGRE, and then click Apply.

WLANS > New _<Back | )"'.E’Z" ]

Type WLAN -
Predile Nams FODN-EeGRE
S5ID FODM-EcGRE
4=} 2 -

On the General tab, map the WLAN to management interface or begin with rel 8.2 choose a Management or a Dynamic
Interface.

Note See section below on changes in configuration option in release 8.2



ge Configuration  Bing | Logout Refresh

nlllll!h

CIsco MONITOR  WLANs CONTROLLER W]RELESS ZSECURITY MANAGEMENT COMMANDS HELP [EEDBACK ] Home
WLANS WLANs > Edit "POD4-EoGRE" < Back __Apply |
- WLANS i
e General | Security | QoS  Policy-Mapping = Advanced
NLAMT
¥ Advanced Profile Hame POD4-E0GRE  ij—
Type WLAK
SSI0 POD4-EoGRE  ij—
Status ¥ Enabled
Sacurity Policas Mo H

(Medifications done under security tab will sppesr after spplying the dhanges. )

Radio Palicy all -
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F:.“:: L | Enabled
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Step 5 On the Security tab, set Layer 2 Security to None, and then click Apply.

WLANSs > Edit 'PODX-EoGRE' xBack

Layer2 | Layer3 | AAAServers |

Layer I Securty & Mone -
MAL Filtering®
Fast Transition
Fagt Trangtaon

Configuring WLC EoGRE tunnel parameters

~
EoGRE Tunnel
General
Configuration Profile Creation Define Profile Rules Associate Profile to 2
[ex: Define TGWS,
Heartbeat.. etc) .

)

Note EoGRE tunnel configuration can be performed through GUI or CLL

Support for IPv6 addresses on the TGW in rel 8.3

In Release 8.3, support is added for client IPv6 traffic and IPv6 address format for the EOGRE tunnel gateway. Client IPv6 traffic is
supported on both IPv4 and IPv6 EoGRE tunnels. A maximum of 8 different client IPv6 address supported per client. Cisco WLCs
send all the client IPv6 addresses that they have learned to the Accounting server in the accounting update message. All RADIUS or
Accounting messages exchanged between Cisco WLCs and tunnel gateways or RADIUS servers are outside the EOGRE tunnel.



IPv4 or IPv6 EOGRE Tunnel From WLC

| Local Made AP |
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To configure the WLC EoGRE tunnel through GUI, perform the following steps:

Procedure

Step 1 Assign a tunnel gateway address:
a) From WLC main menu, choose CONTROLLER > Tunneling > EoGRE.
b) Set Heartbeat Interval to 60 seconds.

In rel 8.6 a new keepalive enhancement was added. Prior to this release, Cisco WLC used to send keepalive pings to
all the tunnel gateways (TGWs) configured on the Cisco WLC. In this release, keepalive pings are sent only to those
TGWs that are mapped to the WLANS that are in enabled state. When a WLAN is disabled or deleted on Cisco WLC,
periodic keepalive pings are stopped to the TGW that is mapped to this WLAN.

The controller sends keep alive every 60 seconds. If the TGW does not reply after three keep alive pings, then
controller decides that the TGW is down.

c) Set Max Heartbeat Skip Count to 3.

The number of skip count decides how many times the TGW can skip consecutive replies, before the controller knows
the TGW is down.

d) Add TGW Name, for example, ASR1K.
e) Add TGW IP Address, for example, 10.10.200.5.
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f) Begin with release 8.3 add TGW IPv6 Address, for example 2001::1010::1010.

Save Configuration
vl I Il I I —

CISCO MO WLANS  COR WIR SECURITY GEMENT COMMANDS HELP
Controller EoGRE General

General Apply | anauitl

Icons
Inventory Interface Narne | managerment 2

Interfaces
Heartbeat Interval(Seconds) |60
Interface Groups

Max Heartbeat Skip Count 3

Multicast
¥ Network Routes
» Redundancy Add New TGW
Internal DHCP TGW Name |a3R1K] |
NPT TGW IP Address |z001::1010::1010 Y
’ m:zgg;ment e
Ports TGW List
P NTP

g) Add a Domain Name, for example, domain4.

h) Select the tunnel gateway TGW-1 as ASR1K, and click Add. If the tunnel gateway is reachable, then the state should
show UP under the TGW List.



EcGRE General

__Apply | Owfsuk |

tntadace Hame mEnsgermant

Heartbeat Interval{Seconds) 60

Max Hesrtbest Skip Ceunt 3
Add New Domain
Add New TGW
Damain Hame demaind
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Domain List
Harnse 1P Address Status  Tolal Chenis
Activa
ASR1E 10102003 UR o o Name TEw-1 TRwW-2 Gatewsy

Domain represents a virtual collection of one or more tunnels used for redundancy purposes. As mentioned previously,
up to 10 tunnels can exist in one single domain. If one tunnel fails, the traffic will be redirected to another TGW.

Step 2 Create a tunnel profile:

a) From WLC main menu, choose CONTROLLER > Tunneling > Profiles.
b) Configure the Profile Name, for example, pod6, and click Add.

il
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The profile name appears in the Profile List.

Profiles

Profile List

Profile Name WLAN IDs (Mapped)
podé None (-]

Step 3 Define a tunnel profile rule:

a) Click the profile (pod6) that you created.

b) To map a specific realm to the profile, enter the realm name such as user name@realm. To match any Realm, use
* ( * means all realms are accepted).

¢) Choose Tunnel Type as EoOGRE.
d) Set VLAN to 0.



¢) Choose Gateway Domain as domain4.
f) Click Add.

Tunnel Profile > Edit

Rule  Tunmel Parameters

Prafile Hama podd
Raalm * Tunnal Type E0GRE « VLAN O Gatenay Domsin  domand =
g) Click Apply to apply the rule to the profile.
Tunnel Profile > Edit < Back Apply |

Rule | Tunnel Paramaters

EcGRE

ViAN @ Gatevay Domain  domaind »

Profile Name pad 6

Raslm = Tunnel Type EaGRE »
Add |

Realm Tunnel Type

F

Gateway Dormain

dormaind -]

Step 4 Add / Associate the tunnel profile to WLAN:

a) From the WLC GUI, go to WLAN on which enabling EOGRE (POD4-EoGRE) tunnel.
b) On the Advanced tab, in the Tunneling area, select the Tunnel Profile as pod6.

.: Seearw | Secirhy | Qo8 | Pocrsepoig | -

Cafiiral Ads Enstied
Lyne
Lyne Server Duiabled =

11k
Assisted Roaming Prediction Dptimization Enabied
Nighber List Enabied
Norighbor List uad Band Enalled

T FTOTEng
PMIP
PHIP Moblity Typa
PHIF NAD Ty Hexadgeomal 3
PHIF Profile
PHIPF Realm
Universal AP Admin Suppart
Universsl AP Admin o
11v BSS Tramsstion Support
BE% Transion
Disassociation Dmminent
Desagsociation Tever(D to 3000 TBTT) el
Optimized Reaming Ditassociation TimenD 1o 40 TETT) 40

Teaaue] Prodfiog podb & f

Step 5 To verify if the tunnel is properly configured, from WLC main menu, choose CONTROLLER > Tunneling > Profiles

and see if the profile name is set to the correct WLAN.

In this example, the ASR1K is pre-configured for EOGRE tunnel and a DHCP pool. For your reference, the tunnel

configuration on ASRIK is shown below.
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ip dhcp pool IPv4-EOGRE

network 10.55.55.0 255.255.255.0
default-router 10.55.55.1
dns-server 171.70.168.183
domain-name cisco.com

lease 0 0 10

interface Loopback0
ip address 11.11.11.11 255.255.255.255
]

interface Tunnell

mac-address 0000.5e00,5213

ip address 10.55.55.1 255.255.255.0
no ip redirects

load-interval 30

tunnel source Gigabitethernet0/0/0.200
tunnel mode ethernet gre ipvé

I

interface Gigabitethernet0/0/0

no ip address

,negotiatmn auto

interface Gigabitethernet0/0/0.200
encapsulation dotlq 200
ip address 10.10.200.5 255.255.255.0

Note The sample configs are for the Ipv4.

Connect a wireless client to the SSID, for example, POD4-EoGRE. You get an IP address from 10.55.55.0 subnet, which
is configured on the ASR1K.

Status: Connected _ Turn Wi-Fi OFf |
Wi-Fi is connected to PODX-EoGRE and has

the IP address 10.55.55.62. *

Network Name: | PODX-EoGRE =

| Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

g CONTROLLER WIRELESS SECURITY & EMEN € DS HELP FEEDBACK

Monitor Clients

Summary Current Filter None [Shange Fiter] [Cizar filler]

Access Points

Cisco CleanAlr »

sStatistics Chent MAC Addr Address{lpvd/IpvE]) AP Name WLAN Profile WLAN SSID
cop pe:fssbliaa:7haa 10L55.55.62 PODZ-APIE00 PODK-EoGRE PODN-ESGRE

— “ -

Clients
Sleeping Clients
Multicast
Applications
Local Profiling

w w w oW w

You can also verify that the client is associated through EOGRE tunnel by running show client detail command on your
POD WLC.
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(POD2-WLC) >show -:Hmt detail na fé:bl:11:7f: 23
client MaC address.

client username .
AP MAC Address.

client user Grcmp.. R
client NAC OOB State.
wireless LAN Id.. S e
wireless LAN Network Mame

wWireless LAN Profﬂe MHame.

IPvd ACL Name.
Flexconnect ACL App'lied
IPvd ACL applied Status.
IPVE ACL Mame.

IPvE ACL A.pp”ed Status.
Layerz nd:l. Name

.. none
. Umavailable

. b8:fe:bl:11:7f:23

-. NSA
- 3¢:'€l!?g:!!.‘24:?0

AP Name. .. POD2-AP3600
ap radio slot 1d. o |
CIIeNT SEACR: cvesrsvsrnrssansrassrrane - Associated

ACCess

‘: gobx—:uc.nzf

o ot 1) PODX-EOGRE i
Hotspot 1u .. Not Support

BSSI .. 3cice: ggnis 24:Te
conne-::ed EOW s s . 1363 secs

Channel, “en 36

1P Address. . 10.55.55. 62
Policy Manager State. .. RUN

Folicy manager ltu‘lt [= £ Vel

.mdu sessian 10. .. DO

Locai Po‘licy .q.ppHed . naone

- hone
unavailable

unavailable

Typical Deployment: WLC EoGRE Topology

In this typical EOGRE deployment configuration, two users MN1 and MN2 are connected to Realm @att.com and two other users
MN3 and MN4 are connected to Realm @att.net. When the users MN1 and MN2 connect, they must be on the VLAN1 and TGW1
and users MN3 and MN4 must connect to VLAN2 and TGW2 as shown in the following figure. In this setup, two profiles with one
realm in each are created and mapped to TGW1 and TGW?2 accordingly in the same domain.

Turnel Profile mapped ta WLAN

EoGRE
att.com Vian-1 TGW1
att.com Vian-1 TGW1
att.net Vian-2 TGW2
att.net Vian-2 TGw2

MM SEant net
MM 2t com T
f é MNA@att.net
— et é
wane
MN 1 {@att com

To configure WLC EoGRE, perform the following steps:

Procedure

Step 1 Create tunnel gateways and configure heartbeats:

a) From WLC main menu, choose CONTROLLER > Tunneling > EoGRE.
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b) Set Heartbeat Interval to 60 seconds.
¢) Set Max Heartbeat Skip Count to 3.
d) Set TGW-1 and TGW-2 with appropriate IP addresses.

il Bra  Logous
CIsSCo 4 WLANS ER W] = ; L=
Controller EoGRE General
General
Apply Default |
Inwentory
Interfaces Interface Mame mansgement
Interface Groups
Hearibeat Interval{Seconds) |60 e
Multicast

Max Heartbeat Skip Count 3

Metveork Routes

* Redundancy Adld Nave Dioasaln
add New TGW P
g 'ﬁlﬁmﬁl DHCE SRrver ‘ = Domain Name doml i
TEW Name tgwd
 Maobility Management s —— i
ks TGW IP Address 9950100 W
TGW-2 None
i Add
¥ TR _hdd | -
k COR TGW List g
anm t
b PMIPVE AR
n Tatal
" Tunmeling Hame 1P address Status  Chients Aetive
ESGRE Hame TGW-1 TLW-2 Gateway
Pradiles bt 9.9.59.100 CowH 0 (=]
demi tawi Hong a
k IPvE

To configure EoGRe heart-beat from CLI:

config tunnel eogre heart-beat interval 30

config tunnel eogre heart-beat max-skip-count 3

To configure EOGRE tunnel from CLI:

config tunnel eogre gateway add tgwl ipvé4-address 9.9.89.100

config tunnel eogre gateway add tgw2 ipvé4-address 9.9.90.100

Step 2 Configure EOGRE Tunnel Domain.

Figure 1: GUI configuration of Domain dom1 with tgw1 and tgw2.

Add New Domain

Dornain Name I-:ioml. -
T |

TEwWw-1 Mone %

TGEW-2 tgul Y

Add tqw2

Domain List

Active
TGW-2 Gateway

tgw2 [~ |

To create tunnel domain from CLI:
config tunnel eogre domain create doml

config tunnel eogre domain add doml tgwl
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config tunnel eogre domain add doml tgw2

Step 3 Create profiles and add rules:
a) Configure a profile, for example, prof-att.

Save Configuration Ring Logout

alualn

CISCO Mo WLANS WIRELESS ¥ MANAGEMENT MMANDS HELP FEEDBACK
Controller Profiles
General
Inventory Profile List Add New /
Interfaces Profile Mame WLAN 1Ds (Mapped) Profile Mama [prof-att
Interface Groups
Copy of None ¥
Multicast erofy Fans a . i
¥ Network Routes prof-att Mana a Exiay
¥ Redundancy ‘\
’ Mobility
Management
Ports
F NTP
F CDP
F PMIPvE

™ Tunneling
EoGRE
Profilas

b) From the WLC GUI, create realm att.com for VLANI and att.net for VLAN2 on domain dom1 and apply them to

profile prof-att.
Tunnel Profile > Edit <Back |  Apply |

Rule ||1-u' nnel Parameters I
Profile Name prof-stt
Realm |at.net | Tunnel Type [eoGre v| view [2 | Gateway Demain [dom1 ]
Add |
Faalm Tunnel Type WLAM Gateway Domain
att.com EcGRE 1 dornl [~
att.nat EoGRE 2 dom1 2

To create profiles and realms from CLI:

config tunnel profile create prof-att

config tunnel profile rule add prof-att realm-filter att.com eogre vlan 1 doml
config tunnel profile rule add prof-att realm-filter att.net eogre vlan 2 doml
config tunnel profile rule add profl realm-filter * eogre vlan 0 doml

Note * means wild card to catch everyone not belonging to any other rules; it is last in the order and will drop
users on VLAN 0.

Step 4 Configure the tunnel parameters.

The following figure shows a sample configuration from GUI of tunnel parameters with AAA proxy GW enabled and
and DHCP option-82 enabled.

14



Step 5

Step 6

wiliarfes

CIsSCo

Controller Tunnel Profila > Edit <Back | Apply
Canersl  Rule t Tunnel Parsmeters
Tnwentary {
Interfaces
Interdace Groups EeGRE {
Fulticast Astaway a1 ARK Broxy =
b metwork Routes Astavay 61 Attsurting Prsay [ r
¢ Redundancy DHECE Optian-B2 Ef
y Mebility DHCE Gptian 82 Farnat (S f
Managenient
DRiE Optien B2 Delmiter
Ports
b NTE
Clrcuit-10 Rewmite- 1D
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b PHIPwE
Flabds Avsilabile il Sl ted Frebde & yadable Frebds Selec bed
™ Tunneling AP radip MAS addrais
- o T e g gty o z :I.I:‘i.ndl AL sddrais AP radio MAC sddrais
AR Marme AP G Haana
|| AR Group e B o | p—
v %2 Flax Breus Nema =l e ™ =] Cee)
AR lsLatiah
= Dhoun | [VLAH-1D
' o s SEiD-Nama |
il FEID-Twid
L S510-TYRR Charit MAC
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Configuring EOGRE Tunnel from GUI

On the controller general interface when configuring Interface name choose other than Management interface.

CIsCoO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller EoGRE General
General Apply | Defaultl
Icons
Inventory Interface Name managemsnt ¥
chromecast
Tk faes Heartbeat Interval(Seconds] | chromecast20
Interface Groups chromecast?3

Max Heartbeat Skip Count eogre-test =
Multicast management

¥ Network Routes

Add New TGW
¥ Redundancy

TGW Mame |

¥ Mobility Management

TGW IP Address |

Ports
Add |
F NTP
b CDP TGW List
F PMIPVG Name IP Address Status  Total Clients
Tunneling tawl 9.9.89.100 DOWN O [~ |
EoGRE
tgw2 9.9.90.100 DOWN 0 [ |

Profiles

Map the profile to a WLAN.
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Figure 2: Mapping the profile “prof-att” to WLAN

o |l ol |lr Logowt  Befresh
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To map the profile to WLAN2 from CLI:
config wlan tunnel profile profl 2

config wlan enable 2

Tunneling Source Changes in Release 8.2

Prior to releases 8.2, for all Tunnels, e.g. EOGRE, PMIPV6 etc., only management interface could be used as the tunnel end point.
In release 8.2 a capability was added to specify a tunnel source other than management interfaces so that data traffic and management
traffic in the network can be segregated in different network segments.

* There are 4094 L3 interfaces available for configuration.

* Admin is able to configure the dynamic interface as the tunnel endpoint for tunnels like EOGRE

* There are no changes in the configuration for any features with the exception of tunneling protocols mentioned above.
* [Pv6 addresses on dynamic interface are not be supported in 8.2.

* AP Manager cannot be enabled on the L3 interface, which is hosting a tunnel (EoGRE, PMIPv6 and so on).

* All Controllers including vWLC and 2500 are supported.

In Release 8.2, all 4094 interfaces are L3 dynamic interfaces (if IPv4 is configured as IPv6 then it is not supported on these interfaces
in 8.2) for all types of supported controllers except vVWLC, for which only 512 L3 interfaces will be supported. If IP address is not
configured, they remain as L2 interface. These L2 interfaces are not used as client interfaces in this release to avoid change in the
behavior of the controller already deployed in the field, upgrade or downgrade scenario, and DHCP Support (Supporting DHCP using
the L2 parameter instead of L3 parameter in Option 82 to get the IP on that L2 interface). Based on the requirements these L2 interfaces
may be used as client interfaces in subsequent releases.
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The dynamic interface feature is specific to tunnel from the WLC to WAG. For tunnels from the AP the tunnel source will always
be the interface having the AP IP assigned to it. The tunnel Outer VLAN will be the VLAN of this AP interface on which the IP is
assigned.

EoGRE Tunnel DHCP Option-82 Design

The DHCP option-82 for EoGRE clients is inserted at the WLC in the bridge mode. The DHCP request packets from the clients are
punted up to the controller as with any other DHCP packets. In the controller, based on the client type, the EOGRE clients are handled
specially. For EOGRE clients, the DHCP option-82 configurations are picked from the Tunnel Profile data base. The global DHCP
configurations have no impact on EoGRE clients.

The DHCP code in controller inserts DHCP option-82 parameters based on the tunnel profile configurations. Also, the EOGRE tunnel
header information is added in the controller. The controller assembles the complete DHCP packet along with EOGRE tunnel headers
and sends out on the tunnel.

The configuration commands give flexibility to configuring option-82format , delimiter character, remote-id, and circuit-id. The
remote-id and circuit-id can be easily configured by providing up to a maximum of five different parameter-ids supported. The
parameters entered will overwrite the previously entered configurations. If no parameters are input, the remote-id and circuit-id will
be erased and no parameter for that field will be sent.

Begin with release 8.6 DHCP Option 82 for EOGRE Tunnel is supported in Cisco Wave 2 APs.
Configuration commands

config tunnel profile eogre <profile name> dhCP-Opt-82 enable / disable

config tunnel profile eogre <profile name> dhCP-Opt-82 format binary / ascii

config tunnel profile eogre <profile name> dhCP-Opt-82 delimiter <delimiter character>

config tunnel profile eogre <profile name> dhCP-Opt-82 remote-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

config tunnel profile eogre <profile name> dhCP-Opt-82 circuit-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

Figure 3: DHCP Option-82 Configuration From the GUI Interface
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Controlier Tunnel Profile > Edit <Back | Apply |
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Inventory i
Interfaces
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Ports

F NTP
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To configure DHCP option82 from CLI:

config tunnel profile eogre prof-att DHCP-Opt-82 format Binary

config tunnel profile eogre prof-att DHCP-Opt-82 delimiter

config tunnel profile eogre prof-att DHCP-Opt-82 enable

config tunnel profile eogre prof-att DHCP-Opt-82 circuit-id ap-ethmac flex-group-name ap-group-name
config tunnel profile eogre profl DHCP-Opt-82 remote-id ap-name ap-location

To configure gateway as AAA proxy from CLI:

config tunnel profile eogre prof-att gateway-radius-proxy enable

config tunnel profile eogre prof-att gateway-radius-proxy accounting enable

Redundancy of the EoGRE Tunnels

Two or more tunnels can be configured for redundancy, so that when the primaryor active tunnelfails, the secondaryor standby tunnel
will take over the operation of the EOGRE tunnel.Keep-alive messages are sent periodically and the periodicity is configurable, that
is, how many keep-alives can be missedbefore tunnel is considered as down. This is a global commandand is applicable for all types
of tunnels. In EOGRE tunnelsdesign, DTLS ICMP packets are sent to the tunnelgateway. When EoGRE tunnelis created, ICMP echo
request packetis sent to the tunnel gateway. After receiving, ICMP echo responseis sent back updating the tunnel gateway status.

When primary tunnel fails, the clients will de-authenticate and dis-associate from the primary WAG. If a secondary WAG is available,
the controller will establish a secondary tunnel and reconnect to the secondary WAG, if the secondary tunnel is configured as shown
in the following example. After secondary tunnel is established, the remote-client devices will re-authenticate and re-associate to
WAG and will renew their IP addresses from the DHCP server on the secondary WAG. Clients will remain connected to the secondary
WAG even if the primary WAG comes back on line.

e

Cisco MONITOR
Controller EoGRE General
General apply | [ Default
Inventory
Interfaces Interface Mame management
Interface Groups ’
o Heartbeat Interval{Seconds) |60
Multicast = :
o e Max Heartbest Skip Count |3 |
b Redundancy o Add New Domain
Add Mew TGW :
¥ Internal DHCP Server : . Dormain Name |
o TEW Name " 4
¢ Mobility Management | - J TEW1 Nore -
e TGW IP Address | 1 ——
Add ’ B TGW-2 |None
k NTP Add
+ COP TGW List i
» PMIPYG Rt
T li Total
v Funnesmg Mame IP Address Status Clients Active
EoGRE Nanme TGW-1 TLW-2 Gateway
Profiles . ASR1K-PR 10.10.200.5 UP o
domaind ASRLE-PR ASR1K-SEC hone -]
b IPVG iy, ASR1K-SEC 10.10.2015 WP 0 ~]
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Redundancy and Failover in rel 8.5

Prior to release 8.5 EoOGRE TGW failover was not controlled as primary or secondary for the failover or redundancy as indicated in
the screen shot above. In release 8.5 a new option available for the TGW-1 and TGW-2 as Primary and Secondary for the failover
purposes.

Primary EsGRE
T

Ed

Secondary E0GRE
TGWI

L WLANZ DulstaiDisabils

OR
Ruimows AP from AP Gruup

In a Domain, Primary gateway is active by default, when Primary gateway goes down then secondary gateway becomes active or
Primary. Clients will have to re-associate to secondary gateway. During and after failover the WLC continues to ping the primary
gateway, when primary gateway comes back on line then the primary gateway becomes Active gateway. Clients will fallback to
primary gateway.

With the rel of 8.6 additional enhancements added to reduce keep-alive ping overhead.

Prior to Release 8.6 WLC was sending “’keep-alive” to all TGWs configured on WLC.

In release 8.6 “keep-alive” sent only to TGWs which are mapped to the enabled WLANS.

When WLAN disabled or deleted on WLC, periodic “keep-alive” will stop to the TGW to which WLAN were mapped.
When WLAN disabled/deleted on WLC then delete message of those gateways sent to AP and AP group.

Same option is available for the TGW from the Flex Connected Aps in a locally switched mode.

A\

Note AP 1040, 1260 and 1140 are not supported in rel 8.5.

Configurations Steps for EOGRE TGW Failover

Procedure

Step 1 Configuring EOGRE Tunnel from CLI or GUI with IPv4 or IPv6 addresses.

(WLC) >config tunnel eogre gateway add <TGW> ipv4-address <IP address>
(WLC) >config tunnel eogre domain <name><Pri/Sec TGW>
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Step 2

Step 3
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Configuring EoGRE Profile with VLAN and Domain from CLI or GUI .

(WLC) >config tunnel profile <prof -name>
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Step 4

Step 5

CISCO
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* WLANs
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Configure WLAN and bind EoGRE Tunnel Profile.
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Bind profile to WLAN as shown below.
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Design 2: FlexConnect AP based EoGRE Tunnel

* CAPWAP Control Path (Flex AP-WLC)
* EoGRE Data Path (Flex AP-TGW)
* Once tunnel is established, data flows from FC AP directly to the TGW.

In this design, direct tunneling from the AP offers data and control planes separation from the controller and the AP. The central data
throughput is limited only by the capacity of the core network with optimal data-path routing towards the core of the network. The
inter/intra controller mobility is not supported but client can still roam in the same FlexConnect group in Locally Switched mode.

EoGRE From the
FlexConnect AP

EoGRE-on-AP requires the AP
to be in FlexConnect mode +
WLAN configured for Flex
“Local Switching".

* FlexConnect AP — EOGRE is supported on Open and 802.1x based WLANS.

* 802.1x authenticated “simple” and “tunneled” EoGRE clients are supported on the same WLAN.
» Based on authentication, clients are separated into local or tunneled mode.

* Tunneled clients support EAP-SIM or EAP-AKA modes.

» Open SSID WLAN supports either all local or all tunneled clients.

* AAA override for EOGRE users is supported.

» Tunnel GW can also act as AAA proxy.

* Flex Connect AP supports TGW failure detection and switch over to alternate TGW.

* TGW supports Fault Tolerance with Active/Standby mode.

* Inter and Intra Controller mobility is supported in connected FlexAP mode.

* In Stand-Alone mode, mobility supported only within FlexConnect group tunnel GW can be configured as AAA and Accounting
proxy.

* Tunnel GW supports “Configurable” DHCP Option-82.
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* Flex Connect supports IPv6 addresses in releases 8.4 and above.

Basic Flex AP EoGRE Configuration

When configuring Flex AP with EoGRE tunnel:
» Same tunnel configurations apply to WLC or FC AP tunnels when profile is applied on the WLAN.

* When FC AP is in Locally Switched mode, the FC AP gateway tunnel automatically applies.
* Clients connected to Local Mode AP communicates through the WLC-TGW tunnel.
* Clients connected to FC AP communicates through the FC AP-TGW tunnel.

* Client selection is also impacted by the AAA or Profile override.

Y
™) 2. Tunnel Gateway creation e
1. EoGRE Tunnel 3. Dormain Creation pushed to &. Define ;:;?:T:EL;;L
Heart beat Configuration Flex AP Profile Rules WU:".N
check goes from FC AP to 4. Profie Creation
TGW 5. DHCP option-82 & Gateway-
A as-AAA proxy Configuration

N

Note Inredundancy tunnel configuration mode, the keep-alive pings will be sent from every FC AP that is configured in the EOGRE
tunnel mode.

Typical Deployment: Flex Connect AP - EoGRE Topology

In this typical FC AP -EoGRE tunnel deployment configuration, two users MN1 and MN2 are connected to Realm @att.com and
two other users MN3 and MN4 are connected to Realm @att.net. When users MN1 and MN2 connect, they should be on the VLANI1
and TGW1 and users MN3 and MN4 should connect to VLAN-2 and TGW2 as shown in the following figure. In this setup, two
profiles with one realm in each will be created and mapped to TGW 1 and TGW?2 accordingly in the same domain. In this deployment
scenario, the tunnel will be setup directly between FlexConnect AP in a Locally switched mode and TGW 1 and TGW2; all data traffic
will flow bypassing the controller.
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Tunnel Profile mapped to WLAN

Irereer B02. 10

EoGRE

att.com Vian-=1 TGW1 1
att.com Vian-1 TGW1
att.net Vian-2 TGW?2
atl.met Vian-2 TGW2
aftt oo
MM
akt oo

EoGRE
TGW?2

Note In this configuration, EOGRE tunnel TGW, Domain, Profile Rules, and Realms are setup exactly in the same manner as in
the deployment scenario with WLC-EoGRE. The only change is FC AP is setup in the Locally Switched mode.

1. Configure AP to FlexConnect Local Switching.

alialn
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Override DNS [J enabled EHIENAI Typm
NAT-PAT Enabled PMIF Profile
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Lynt Server [Digablad w| Universal AP Admin
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\}

Note Only FlexConnect Local Switching option has to be configured on the FG AP or FC Group to enable FC AP-TGW tunnel.
Other WLC EoGRE configurations will apply to FC AP-EoGRE settings.

Managing EoGRE Feature

Begin with Release 8.5 the following SNMP MIBS are available to manage EOGRE Tunnel
* * Gateway/ AP EoGRE Tunnel Admin State

* * Gateway / AP EoGRE Tunnel Keepalive Loss

» * Gateway / AP EoOGRE Tunnel Uptime

» * Gateway / AP EoGRE Tunnel traffic

* * Controller / Gateway EoGRE Tunnel Admin State

* * Controller / Gateway EOGRE Tunnel Keepalive Loss
* * Controller / Gateway EOGRE Tunnel Uptime

 * Controller / Gateway EoGRE Tunnel traffic

Troubleshooting commands

Existing interface/application related debugs will be reused. Below are the debugs and show commands to be used for packet flow,
tunnel and IPv6 related issues.

Debugs:

debug arp all/detail/error/message enable/disable
debug packet logging enable all
debug pm rules enable/disable
debug ipv6 neighbor-binding
debug ipv6 address-learning
debug system printk

debug Tunnel eogre

debug Tunnel errors/events

Show commands:

debug fastpath dump vlandb
debug fastpath dump portdb

show system route

show arp kernel

Troubleshooting on the WLC:

1. show tunnel eogre gateway summary.

2. Debug tunnel eogre events/detail/errors enable.

3. Show tunnel eogre statistics.

4. Show ap eogre gateway <ap-name> - - - — shows tunnel information if tunnel is between AP and TGW.
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Troubleshooting on FC AP:

show tunnel eogre gateway summary.
show dotl1 eogre-tunnel gateway.

debug dot11 eogre-tunnel event/packets.

Feature Configuration Step-by-Step

There is no new CLI requirement for supporting L3 interface as such. In releases prior to 8.2, user cannot select any configured
interface as tunnel end point other than management. New CLI, for configuring the global interface to be used as tunnel end point,
will be required. This configuration will be separate for different types of tunnels e.g. EOGRE, PMIPv6 and so on.

For details on configuring PMIPv6 tunnels please refer to the following Deployment Guide http://www.cisco.com/c/en/us/support/
docs/wireless/5500-series-wireless-controllers/113686-pmipv6-config-00.html

Configuring EoGRE Tunnel from CLI

config tunnel eogre interface <interface-name>
Show Command:

show tunnel eogre summary

Configuring PMIPv6 Tunnel from CLI

config pmipvé interface <interface-name>
Show Command:

show pmipv6 mag globals

Show Commands

Show Commands on WLC

Show tunnel eogre summary

show tunnel eogre gateway summary

show tunnel eogre domain summary

show tunnel profile summary

show tunnel profile detail <profile name>
show ap eogre domain <ap-name>

Show ap eogre gateway <ap-name>

Show Commands on AP

show dotll eogre-tunnel domain summary
show dotll eogre-tunnel gateway summary
show capwap reap associations

show capwap client detailrcb
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Example Configuration of the EoGRE Feature

CLI Summary Steps on ASR 1K

1. enable

2. configure terminal

interface interface-name

ip unnumbered loopback interface-name or ip address ip-address
tunnel source interface-type interface-number

(For simple IP mode) mac-address H.H.H

tunnel mode ethernet gre ipv4 or tunnel mode ethernet gre ipv6

(Optional) tunnel vlan vlan-id

° ® N W

end

Sample Configuration on ASR 1K

aaa new-model

!

aaa group server radius AAA SERVER CAR

server-private 5.3.1.76 auth-port 2145 acct-port 2146 key cisco

!

aaa authentication login default none

aaa authentication login ISG_PROXY LIST group AAA SERVER CAR
aaa authorization network ISG_PROXY LIST group AAA SERVER CAR
aaa authorization subscriber-service default local group AAA_ SERVER CAR
aaa accounting network PROXY TO CAR

action-type start-stop

group AAA SERVER CAR

aaa accounting network ISG_ PROXY _LIST start-stop group AAA_SERVER _CAR

!

Intelligent Wireless Access Gateway Configuration Guide
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aaa server radius dynamic-author

client 5.3.1.76 server-key cisco

auth-type any

ignore server-key

I

ip dhep excluded-address 172.16.254.254
!

ip dhep pool ISG_SIMPLE 1P

network 172.16.0.0 255.255.0.0
default-router 172.16.254.254
domain-name cisco.com

!

policy-map type control EOGRE L2 ISG

class type control always event session-start

2 authorize aaa list ISG_ PROXY LIST password cisco identifier mac-address

4 set-timer [P UNAUTH TIMER 5

class type control always event service-start

1 service-policy type service identifier service-name

2 collect identifier nas-port

!

!

interface Loopback0Q

ip address 9.9.9.9 255.255.255.255
interface GigabitEthernet1/0/0

ip address 192.168.0.9 255.255.255.0
negotiation auto

!

interface GigabitEthernet1/0/0.778
description "to ASRSK GGSN"
encapsulation dot1Q 778

ip address 172.16.199.9 255.255.255.0
!

interface Tunnel10
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description "EoGRE Tunnel for Simple IP subscribers"
mac-address 0000.5¢00.5213

ip address 172.16.254.254 255.255.0.0

no ip redirects

tunnel source 172.16.199.9

tunnel mode ethernet gre ipv4

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

interface Tunnel100

description "IPv4 EoGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source GigabitEthernet1/0/0

tunnel mode ethernet gre ipv4

tunnel vlan 100

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

!

interface Tunnel200

description "IPv6 EoOGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source 2001:161::9

tunnel mode ethernet gre ipv6

tunnel vlan 200

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

!

mcsa

enable sessionmgr
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!

ipv6 mobile pmipv6-domain D1
replay-protection timestamp window 255
Ima LMA 5K

Intelligent Wireless Access Gateway Configuration Guide
OL-30226-06 47

Service Provider WiFi: Support for Integrated Ethernet Over GRE
Example: Configuring the EOGRE Feature
ipv4-address 192.168.199.1

!

ipv6 mobile pmipv6-mag M1 domain D1
sessionmgr

role 3GPP

address ipv4 9.9.9.9

interface Tunnel100

interface Tunnel200

Ima LMA 5K D1

ipv4-address 192.168.199.1

encap gre-ipv4

!

ntp master

!

gtp

information-element rat-type wlan
interface local GigabitEthernet1/0/0.778
apn |

apn-name gtp.com

ip address ggsn 172.16.199.1

fixed link-layer address 00ab.00cd.00ef
default-gw 20.100.254.254 prefix-len 16
dns-server 20.100.254.254

dhcp-server 20.100.254.254

!

end

30



You can use the following commands to check and show subscriber session information:
show ip dhcp sip statistics

show subscriber statistics

show subscriber session

show ipv6 mobile pmipv6 mag binding

show gtp pdp-context all

show interface tunnel-name

References

Refer to the Intelligent Wireless Access Gateway (IWAG) Configuration Guide.
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