Managing Mobility Express Deployments from
Cisco Prime Infrastructure

Cisco Prime Infrastructure 3.01 or later can be utilized to monitor multiple instances of Cisco Mobility Express
deployment.

» Adding Mobility Express to Prime, on page 1

Adding Mobility Express to Prime

Perform the following steps to add the controllers:
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. Adding Mobility Express to Prime

Procedure

Step 1 Login to Cisco Prime

wifeat]
cisco

Cisco Prime Infrastructure

Version; 3.0

View Installed Updates

Language: English |

® 2009-2015 Cisco Systems, Inc ., Cizco, Cisco Systems, and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiiates in the U.S.
and certain other countries. The copyrights to certain works contained in this software are owned by other third parties and used and distributed under license.
Certain components of this software are icensed under the GNU GPL 2.0 GPL 3.0, LGPL 2.1, LGPL 3.0 and AGPL 3.0.

Step 2 Navigate to Configuration / Network / Network Devices, click on Add Device.

| Configuration / Network / Network Devices
Device Groups Dence Gr.nups
All Devices
= + i Groups & Sites * Bulk Import Export Device
O,
* [  Device Name a Reachability IP Address DNS Name Device Type
All Devices (i =
v Device Type (J
Step 3 Enter the IP address of the Mobility Express controller.
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Add Device X
* General Parameters
* General
® IP Address Q|
(O  DNS Name
* SNMP _
License Level | Ful ¥ @
o i
Telnet/SSH ™ Credential Profile —Select- v @
. y
[ ]
L ]
HTTP/HTTPS
IPSec
m | Verify Credentials | [ cancel
Step 4 Enter the SNMP Parameters and click Add.

Note You must configure the SNMP community strings on the Mobility Express controller prior to adding
the device in Prime.

Add Device X
* SNMP Parameters
* General v Version | yv2¢ - |
* SNMP Retries | 72
* SNMP .
* SNMP Timeout | 10 (secs)
2 * SNMP Port | 161
Telnet/S5H .
-4 * Read Community | 1@
° x |
HTTP/HTTPS L * Confirm Read Community
Write Community | 1@
IPSec Confirm Write Community

m Verify Credentials 1( Cancel
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Step 5

Step 6

Step 7

Step 8

After the device is added, it shows up in the All Devices list.

e el Prime Infrastructure

A Q19 root - ROOT-
M | Configuration / Network / Network Devices

Device Groups Device Groups

All Devices Selected 0/ Total 1
=+ Groups & Sites ¥ Add Device Bulk Import » Show | Quick Filter
o, -
[| DeviceName 4 Reacha.. IP Address DNS Name Device Type Admin Status  Last Inventory Colle...
Al Devices (7

v Device Type
» Unified AP |[\ MebilityExpress

1722022945 @ 172.20.229.45 Cisco Aironet 1850 Managed

Completed |

To view the list of WLANS, navigate to Networ k Devices > Device Groups > Device Type > Wireless
Controller and select the Mobility Express controller you added in Step 4.

© lub Prime Infrastructure

root - ROOT-DOMAIN {3

| .../ Device Groups / Device Type / Wireless Controller / MobilityExpress ¥
Device Details | Configuration | Applied/Scheduled Templates | Configuration Archive | Image | Latest Config Audit Report
Features WLANs
== ‘WLAN ID Profile Name SSID Security Policies No. of Mobility Anchors Admin Status No. of Clients
v Syst
2 1 rtayal-me rtayal-me [WPAZ] [Auth( PSK)] 0 Enabled 2
Summary
2 ayal-psk ayal-psk [WPAZ] [Authi PSK)] 0 Enabled 0
CLI Sessions
3 MEWPA2ACS  ME-WPA2ACS  [WPAZ] [Auth( 802.1X)] 0 Enabled 0

DHCP Statistics
Multicast
Spanning Tree Protocol

User Defined Field

To view the list of AP, navigate to Monitor > Wireless Technologies > Access Point Radios

© lub Prime Infrastructure 0, - A Q@49  rot-ROOT-DOMAIN ¥

f |Monilorl Wireless Technologies / Access Point Radios Emzm | Q0

Generate report for selected APs | - Select a report — v |[Go]

Total Entries 26

AP Name Ethernet MAC IP Address | Radio Map Location  Controller Controller Name | Radio Client Count | Admin Status = AP Mode Oper Status | Alarm Status

0 APBC16.6514.35D5 bc:16:65:14:35:d5  172.20.229.59 802.11b/gln  Unassigned  172.20.229.45  MobilityExpress 0 Enabled FlexConnect Up
O APBC16.6514.35D5 be:16:65:14:35:d5  172.20.229.59 802.11ahm  Unassigned  172.20.229.45  MobiltyExpress 0 Enabled FlexConnect Up
) APFO7F.0692.CCT8 f0.7606:92:cc78 1722022951 80211b/g/n  Unassigned  172.20.229.45  MobilityExpress O Enabled FlexConnect Up
O APFOTF.0692.CC78 f0.7£06:92:cc:78 1722022951 80211a/n/ac Unassigned  172.20.229.45 MobilityExpress 0 Enabled FlexConnect Up

To configure WLANS from Prime on Mobility Express, navigate to Configur ation > Feature & Technologies

under Template.
E == * Configuration ture
o, nologies / Access Point Radios Farm
Network Devices
Dashboard » Wireless Technologies
) Chokepoints
Monitor r WiFi TDOA Receivers et MAC IP Address  Radio Map Locat|
rEcERs P e 65:14:35:d5  172.20.229.59  802.11big/ u i
1 1 c14:35: 2. 5 2 gin nassigne
COﬂfIgUI’aJ[IOE‘I " WLAN Controller Auto Provisioning 3 g
65:14:35:d5 172.20.229.59 802.11a/n Unassigne
Inventory » Templates
IFeatures & Technologies I ¥6:92:cc:78 172.20.229.51 802.11b/g/n  Unassigne
Maps > Shared Policy Objects $:92:cc:78 1722022951 802.11a/nfac  Unassigne
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Step 9

Step 10

Adding Mobility Express to Prime .

Navigate to Controller > WLAN >WLAN Configuration. Enter the Template name and the Template

Detail.

© vl Prime Infrastructure

Templates

3

¥ Features and Technologies
» App Visibility & Control
v Controlier

» 80211

v

802.11a or n or ac

-

802 11borgorn

-

Application Visibility And Control
» CLI

v

FlexConnect

v

{Pv6

v

Location

v

LyncSDN

-

Management

-

Mesh

v

Netfiow

v

PMIP

v

Security

v

System

v

Tunneling

v WLANs
AP Groups (7
Policy Configuration
WLAN Configuration

» mDNS

» Interfaces

f | Configuration / Templates / Features & Technologies

Templates / Features and Technelegies / Controller / WLANs

WLAN Configuration

¥ Template Basic

* Name
Description

Tags

¥ Validation Criteria
* Device Type | CUWN (default)

¥ Template Detail

General Security QoS HotSpot

BIC

Scan Defer PrioAty || [ ||
Scan Defer Time 100
DTIM Period'?’
802.11a/n (1-255) [
802.11bjg/n (1-255) |
mDNS Configuration .EP

mDNS Snooping ¥ Enable

mDNS Profile | none

(ms)

(ms)

(ms)

Author

Feature Category WLAN Configuration

Palicy Mappings

MFP Version !

Universal Admin Status

Universal Admin Status |/ Enable
Load Balancing and Band Select

Client Load Balancing ' Enable

Client Band Select ' Enable

NAC
NAC State | None M
Voice
Media Session Snooping | Enable

KTS based cAC -/ Enable

On the Advanced Tab, make sure mDNS profile is set to none as it is not supported on Mobility Express.
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Step 11

Step 12

e vty Prime Infrastructure

root -

Templates
O\
v Features and Technologies -

» App Visibility & Gontrol
v Controller

» 80211

802.11a orn or ac

80211borgorn

Application Visibility And Control
» CLI

FlexConnect

1Pv6

Location

LyncSDN

Management

Mesh

Netflow

PlIP

Security =

System

Tunneling
v WLANS
AP Groups (7
Policy Configuration (7
WLAN Configuration (7)
» mDNS

» Interfaces ~

M | Configuration / Templates / Features & Technologies

Templates / Features and Technologies / Controller /' WLANs

WLAN Configuration

* Template Detail

General Security QoS

® Interface

Footnotes:

Wired LAN
*Profile Name (2’
*SSID

Admin Status

Configure wlan Id

Security Policies

Radio Policy

- Interface Group

Multicast VLAN

BroadCast SSID

Advanced

) Enable
[pi-wlan-me

piwian-me

¥l Enable

() Enable

None

Al
management

) Enable
None

¥l Enable

HotSpot Policy Mappings

1.0 Deplay, only controllers configured with Interface/Interface Group - management’ and selected RADIUS servers, LDAP servers, ACL Name with rules and Ingress interface il be shown.

Save as New Template

Cancel

To save the Template, click on ‘Save as New Template’ and select the folder where the teamplates need to

be saved.

Save Template

X

* Folder

WLANS

To deploy the template to Mobility Express, click Deploy.
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Step 13

Step 14

Adding Mobility Express to Prime .

e bl Prime Infrastructure

Templates

iiil
(ui]

> Mesh
» Netilow
» PP
» Securify
» Sysfem
» Tunneling
v WLANs
AP Groups (7

» mDNS

i

Inteifaces

-

Network Analysis Module
» Security
» WAN Optimization

v

CLI Templates

£d

Composite Templates

v

Feature Templates

v

My Tags

<

My Templates (7

w Controller (;

v WLANs (7

» Discovered Templates

Policy Configuration (7

WLAN Cenfiguration (j

!Temp\ate for ME (7]

w Features and Technologies (7

f | Configuration / Templates / Features & Technologies

Templates /... / Features and Technologies / Controller / WLANs
Template for ME
¥ Template Detail
General Security QoS Advanced HotSpot Policy Mappings
Wired LAN
“profile Name (2 Pl-wlan-me
*ggIp Pi-wlan-me
admin status ¥/ Enable
Security Policies [WPAZ2] [Auth{ PSK]]
Radio Policy |All v
® Interface Interface Group | Management b
Multicast VLAN -/ Enable
None v
BroadCast SSID ¥/ Enable
Footnotes:
1.0n Deploy, only controllers configured with Interface/Interface Group -'management’ and selected RADIUS servers, LDAP servers, ACL Name with rules and Ingress interfa
m J i Cancel | Deploy |

Select the Cisco M obility Express controller and click OK.

¥ Device Selection

Template Deployment- Prepare and schedule : Template for ME

Devices O -
Show | Quick Filter v n
H| Name 4 Description Type IP Address/DNS Vendor
I:I » All Devices All Members
w» Device Type Device Type
w Wireless Controller Wireless Controller
» Cisco Mobility Express Cisco Mobility Express
|| » Location Location based groups
] User Defined User Defined Device Groups

Navigate to Job Dashboard to view the Job Status
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Prime Infrastri

49 root - ROOT-DOMAIN {3
A | Administration / Dashboards / Job Dashboard / Template for ME_1

Recurrence None

[ %)
Description N/A

Showing latest 5 Job instances Show All

Total1 (5 LF v

Show | Al v |y
Run ID ¥ Status Duration (hh:mm:ss) Start Time Completion Time
v 1637325 % Success 00:00:02 20160317 13:03 20160317 13:03
Job summary  Successful deployment on 1 device(s)

Job Results for Template for ME

Device Status Transeript
17220.229.45 Success Deploy succeeded
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