Configuration

The following topics are covered under this chapter:

» Example of Enabling Service Discovery Gateway (mDNS Gateway—Phase 2), page 1
» Active Queries Configuration, page 7

 Per-Interface mDNS Configuration, page 8

» Location Aware Bonjour Services, page 11

» Service Discovery Gateway Summary, page 17

Example of Enabling Service Discovery Gateway (mDNS
Gateway—Phase 2)

To configure and demonstrate the Service Discovery Gateway feature on WLC5760, we created a VLAN
interface for Bonjour Services (AirPlay, AirPrint, and so on) on a separate VLAN than the Client VLAN.

Here is an example showing different VLANS, one for Clients (VLAN30) and another one for mDNS services
(AirPlay, AirPrint and so on—VLAN31), configured on the WLC5760. Also, these VLANS are tied to the
client WLAN (SSID) and the mDNS Services WLAN (SSID) respectively.
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. Example of Enabling Service Discovery Gateway (nDNS Gateway—Phase 2)

™ | Interface Name | Status | Protocol
+ B Interfaces O wini administratively down dgwn unissigned
S O [uanzo w o 10.10.30.2
\ O [itane up up 10.10.31.2
- lm“""f O Vian1104 w w 10.201.234 6 | &
L Interface: ﬁ
Step 1 To enable the Bonjour Gateway feature, go to Configuration > Controller > mDNS > Global.

Wizard '3
Name | 5760 Wireless
AP Muiticast Mode Security
Fast SSID change O Commands
AP Falbhack
Defaut Mobdity Domain| default |
RF group name | default |
User ide timeout | 300 |
Temperature vaue 30 Degree Celsius
Temperature Status ~ GREEN
Password encryption L
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Under Global Rule, enable mDNS Gateway by checking the mDNS Gateway check box and click Apply.
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Step 2

Step 3

Example of Enabling Service Discovery Gateway (nDNS Gateway—Phase 2) .

CISco  Wireless Controller ' {» Home Monitor | ¥  Configwation | v Administration |

ot ol Global Rule A [:J
_ 2

» £ system mDMNS Gateway

» & Intemal DHCP ! - ooy UP Streamn Rules Advanced

» [ Management

» O] Mobiity Manage  Service List Mama

* 55 mDNS
__ Global add M Delste  EoMoveto » Show IH 7” %
— Stalic Seni 1 data avalable

@

To create a global service list, in the Down Stream Rules tab, from the Service List Name drop-down list, select Create

New. Provide an arbitrary name, for example, permit-all in the Service List Name text box.
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Service lists are made up of service rules that are essentially permit or deny statements matching a certain part of the

mDNS record. This match criteria use regular expressions for string matching, for example, message type—announcement

or query, service type matching—Airplay, AirTunes and so on, or instance name matching—AirPrintl or AirPrint2.
The global policy allows all services to be learned and cached. Under mDNS > Global > Down Stream Rules, click
Add. In the Add rule popup that appears, select Permit from the Action drop-down list. Click OK and Apply.
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. Example of Enabling Service Discovery Gateway (nDNS Gateway—Phase 2)

Globhal Rule

T8

mOMS Gateway

Dioveery Streamn Rubes P Stream Rules Edvanced
Service List Mame

show |l -|I58
Service Ruke Messane Type Service Instance | Service *

O permit _l

Step 4 Apply the policy that we just created, permit-all, in the upstream direction as well. Go to Configuration > Controller
> mDNS > Global. In the Up Stream Rules tab, from the Service List Name drop-down list, select permit-all and
click Apply.
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Example of Enabling Service Discovery Gateway (nDNS Gateway—Phase 2)
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Step 5

Clients
* 5 Client Detals
_ Chents

A

Now, connect the Apple TV to the WLAN for mDNS services (in this setup, it is POD3-AppleTV) and the client i0S
device (iPad/iPhone) to client WLAN (in this setup, it is POD3-Client). Navigate to Monitor > Clients and you will see

that the Bonjour servicing the Apple TV and the Bonjour Client (your iPad/IPhone) are associated to two different SSIDs
as shown below.

&3 Home  Monitor | v Configuration | »  Administration | v
Clients
Number of Chents: 2
Remove: Show | Al || 8
Chent MAC Address AP MName CwWLaN State Protocol
O 7cdicazosei@® AP18s7.2861.. 2 e 802.1in-5ghz (B
O s4z8.3530.8244 AP1827.2861.. 1 w 802.11ac-Sghz §

To view client details, click the MAC address of client.

Apple TV:
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Step 6

352990
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When multicast is enabled globally, mDNS bridging is enabled by default. This will cause Bonjour services in the same
VLAN as Client to be learnt via mDNS bridging rather than through the mDNS gateway. Therefore, it is recommended
to disable mDNS Bridging.

» £ interfaces
» B vian

T

{¥Home Monitor|v  Configuration | »  Administration | v

Muilticast [appty |
Erable Giobal Muticast Mode &
Enable [GMP Snooping
Eriabie mONS Bridging

1GMP Tmeout (seconds)

|1CI:I3

E

Go to Configuration > Controller > System > Multicast and uncheck the Enable mDNS Bridging check box and
click Apply.

Controller
* 5 System
__ Generd
__ Multicast
» £ interfaces
» 0 van

it Home  Monitor | v Configurstion | v

Administration | v

Muilticast

Apply |
P !

Enable Global Multicast Mode 4

Enable IGMP Snooping
Enable mDNS Bridgng| ||
IGMP Timeout (seconds) | 1000

F
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Active Queries Configuration

Active Queries are specific filters that actively query for services attached to local segments. This helps to
keep services "fresh" in the cache. If a device queries for a specific service, the cache already holds a valid
record and it does not need to proxy the service query to the attached network segments, but can respond
immediately. This also helps to quickly detect the removal of a service (For example: A device is turned off
without proper announcement of the service removal).

Currently, the GUI is not available to configure the active query. Telnet or console into your WLC and

configure the following to enable active query:
service-list mdns-sd active-query query
service-type _airplay. tcp.local
service-type raop. tcp.local
service-type _ipp. tcp.local
service-type sleep-proxy. udp.local
service-type printer. tcp.local
service-type _scanner._ tcp.local

|

service-routing mdns-sd
service-policy-query active-query 60

Once clients are connected and Global mDNS are enabled, we can confirm the mDNS services that are
discovered and cached by navigating to Monitor > Controller > mDNS > Service Cache.

Control & Service Cache
i
» o) o] [
» B2 Parts Name Vianld | Macld T Remaring
» B secusk 0.E4.67.BEFFFB70.2E900000000, V31 9620.76b7.6460 120 117
= 19,31.10.10.n-ackdr. apa Vi3l 9c20.70b7.6460 120 117
» (0 Moblty
_sarvices. _drg-sd,_udp local Vi3l 920, 7507 6460 4500 4497
* (5 Management _aipiay._tepliocd vB1 9c20.7bb7.6460 4500 4497
» (0 statistes _services,_dne-sd,_udp ocal Va1 9c20.76b7 6460 4500 4497
» (o _raop,_tep.ocal Vvi31 9c20.7ob7 H4ed 4500 4497
» B2 ave A_TV, _arplay._tep.joca i3l 9C20.70b7,6460 120 117
» B Redund SC207BRTEAELGA_TV. racp._teplocal izl 9c20.76b7 64e0 120 117
& © A-TV.ocal Vi31 9c20.70b7 64e0 120 117
A_TV._device-rfo._tep.local vial 9c20.76b7.64€0 4500 4497
SevicaCache |, v srpisy. teplocal izl 9c20.7bb7 6460 4500 4407 %
__ Static Service Cax | oC207BB764E1@A_TV._racp. _teplocal Vi1 9c20.70b7 6480 4500 4497 a

Accessing Bonjour Service

* Once the mDNS is enabled and Bonjour services are being cached as shown in above steps, proceed
with testing to see if the Bonjour services are routed across the VLANS.

» Make sure your Apple (iPhone/iPad) client is connected to the client WLAN and the Apple TV is
connected to a separate WLAN.

* Ensure that the Apple TV has AirPlay enabled by checking the Settings > AirPlay menu from the home
screen. An optional passcode can be set for security.
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. Per-Interface mDNS Configuration

On your Apple i0S device, double-click the home button . to reveal the multi-tasking view.

* Swipe left to right (twice for iPhone, once for iPad) to reveal a menu with the AirPlay icon as depicted
in the below screenshot. If you are using i0S7, swipe up the screen to see the options.

AirPlay

1 iPad
[ apple TV v

Mirroring L on_§

Wheh AlrPiay Mirronrg you Gan send
avisything on your IPads display
50 AN Ape TV, wirsbesady,

Wyilh APy Meronei] you Coan s
arvary g on your Prone's desploy
10 a0 Appie TV, wirelotady

L] Ofice Appio TV

* The status bar of the Apple device will turn blue along with adding an icon for AirPlay, signifying that
you are broadcasting your screen on the Apple TV.

352243

Per-Interface mDNS Configuration

It is possible to restrict the WLC to only learn and cache services available on specific interfaces. In this
example, we will remove the global service-list created in the previous section and create a service-list tied
to a specific VLAN interface.

1 Go to Configuration > Controller > mDNS > Global. In the Down Stream Rules tab, select None from
the Service List Name drop-down list.
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Per-Interface mDNS Configuration

4 Home  Monitor | v Configuration | v Administration | v
Dontrullerz Global Rule [ Apply
» [ system mONS Gateway
= Tntermndl =
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2 In the UP Stream Rules tab, select None from the Service List Name drop-down list.

-
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» (£ System
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» B3 Mobiity Management Vianl admirstratively down down unassigned

B ortic ¥ Iiau up w 10.10.30.2
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_ Static Service b

4 To filter the services to be learnt on only one VLAN, apply the previously created service-list permit-all
on the VLAN to which the AppleTV is connected. In our example, this is VLAN 31.

Go to Vlan Number > Down Stream Rules tab and from the Service List Name drop-down list, select

permit-all.
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. Per-Interface mDNS Configuration

£ Home  Monitor | v Configuration | v

)4
vlan31 Rule | Apphy
&

» £ System Downi Stream Rules UP Stream Rules Advarced

» ] Intemal DHCP I—‘T
Service List Name | None

Controller

» [ Management permital ]

» ) Mobility Manac None

v mDNS Create New
" Giobal add Delete  =SMovets P Show [ Bl v|| D
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5 Also, apply this policy in the upstream direction as well. Go to Vlan Number > UP Stream Rules tab and
from the Service List Name drop-down list, select permit-all and click Apply.

&* Home  Monitor | v Configuration | v

Controller vlan31 Rule p L - _:

4

©
» 1 System Down Stream Rules UP Stream Rules. Advanced

» £ Intemal DHCP

= Service List Name |None |
ot
v B3 Mobility Marag None
* B mONS Create New.
__ Giobal Add Delete  E&moveto P Show [ al |3
. Interface Service Rule Message Type Service Inst

Static Serv Mo dlats avabrl

6 To receive and process queries from wireless clients, service list must be applied to the client VLAN. For
this example, we will apply the same Service List permit-all on the client VLAN to which the iOS/Apple
client is connected. In our example, this is VLAN 30.

Go to Vian Number > Down Stream Rules tab and from the Service List Name drop-down list, select
permit-all.

£t Home  Monitor | ¥ Configuration | v

vlan3o Rule&’ | ADDN’J

Controller

» £ system Dowr Stream Rules UP Stream Rules Advanced

*» 1 Internal DHCP
Service List Name | None

» (2 Management permit-al
» (2 Mobility Manat Nane
B NS Create Mew
Global . add Delete  =ZMove to » Showy |A1| 'H 3
B Service Rule Message Type Service I * i
* static Sarv No data available g

7 Also, apply this policy in the upstream direction for the client VLAN . Go to Vian Number > UP Stream
Rules tab and from the Service List Name drop-down list, select permit-all and click Apply.
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Location Aware Bonjour Services .

aifra]n,
ci1sco  Wireless Controller

£ Home  Monitor | v Configuration | v

controller Ylan30 Rule & Apply
*» [ System Down Stream Rules LR G TE == Advanced
* L Internal DHCP - ”
Service List Name | Mone| #]
» [ Management permit-al
* [ Mobility Manag None
Create New
¥ &5 mDNS
G Add Delete Moveto P Show [ Al || B
niesliee Service Rule Message Type Sarvice Inst |,
Static Serv S
A

| No data avalable

8 You must wait a minute or so for the query to refresh. Then, verify the interface service lists by mirroring
your client to the Apple TV again.

Note

A

Service Rules are processed in sequence. Also, redistribution is not enabled in this configuration.

Note

Redistribution is the process of forwarding service announcements to other segments. This is turned off
by default. If a service is announced on one segment, it will be recorded in the cache. However, other
segments will not see this service instance unless the service is actively queried. If the service should be
visible on other segments at the time of its original announcement on the originating segment, redistribution
must be enabled.

Location Aware Bonjour Services

N

Location (proximity) is defined based on the AP neighbor list. When enabled, we identify the AP MAC address
to which querying client is associated and leverage the AP neighbor list learned via RRM to define proximity.
Proximity based filtering only applies to response filtering and not to redistribution or queries sent out.

Note

This is only supported for wireless mDNS services. Wired services will not be filtered.

For Example:

If you have AppleTVs and Bonjour printers in your environment, but want only the AppleTVs within the
vicinity/proximity of the client to be made available to the client, you must enable proximity for Airplay
services. Assuming that the client is connected to AP 1 that has AP 3, AP 5, and AP 7 in its neighbor list:

» When the client requests for print services, all printers cached on the WLC are sent in response.

» When the same client requests for Airplay, only Airplay service providers associated to APs 1, 3, 5, and
7 are made available to the client.

In the following example, we will set up a proximity query called query2 (you can assign any name you
desire) matching Airplay and with the services limit of 10 (you can assign minimum of 1 and maximum of
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[ | Location Aware Bonjour Services

100 services for max services option). This will return only 10 Apple TVs that are in the RF-vicinity of this
client’s AP.

Complete these steps:

Go to Configuration > Controller > mDNS > Global > Advanced tab.

In the Proximity area, define the max services option as 10.

From the Service List Active Query drop-down list, select Create New.

Enter the Service List Name as query 2.

Click New and select the Service Type as AppleTV and click OK.

To add another service type, click New and select the Service Type as AirTunes and then click OK.

Click Apply.

N N B AW -

AFP

AirPrint

AirTunes
AppleRemoteDesktop

HP_Photosmart_Printer_1
HP_Photosmart_Printer_2
Printer

iTuneHomesSharing
iTuneMusicSharing
iTunewirelessDeviceSharing
FtpServer

Scanner
TimeCapsuleBackup

oreate MNew

Service Type AFP

()
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AppleRemoteDesktop

AppleTy
HP_Photosmart_Printer_1
HE_Photosmart_Printer_2
Printer
iTuneHomesharing
iTuneMusicSharing
TuneWirelessDeviceSharing
FtpServer

Scanner
TimeCapsuleBackup
create New

Service Type arp |~ |

At this point, the Apple Client (iPad) will only list the AppleTVs that are associated to the APs in the neighbor
list of its own AP.

Proximity filtering works only if the total number of services in the mDNS cache is greater than 10. For
example, if the service provider list has lesser than 10 services, all the services are listed irrespective of the
presence of AP in the neighbor list. The filtering for neighboring AP occurs only if the service provider list
has more than 10 services.

Static Service

You can configure static services that are always present in the cache. This is required for passive Bonjour
service providers that are either not capable of advertising on their own or do it infrequently.

In the following example, we will create a static service for a printer in the lobby and verify the services
cached for the same.

Complete these steps:
1 Go to Configuration > Controller > mDNS > Static Service .
2 Click New and enter the printer details as shown in the figure below.

3 Click OK and Apply.
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[ornter

Regstration Type * [ et |
Deman Name * [local ]
Hostname * | iobby-printer.jocd ]
1Pvd Address # aTe 218 J
1PvS Acdvess # [ ]
Port(D - 65535) (500 ]
Priity{0 - 360) [am ]
Text record [ |
weghtio - 30) [ ]
* fiekds are mandstory # efther of [Pv4 Address or [PvS Address i mandatory ¥ g
o JEEE

Confuaton | v Admestiaton [v  Hep

» 5 system show [ ]I°
+ B3 ports Name Venld | Micld |TTL | Remanng | Type | AR Record Cata
v _ipp._teplocdl 0 4500 4500 PTR testprinter._pp._tcplocal
e testorinter. _jpp._tep.ocd 0 120 10 SRV lobloy-prrterlocal
o e testprinter._pp._tep.ocd 0 4500 4500 T &)k’
* 0 Management Jobbry-printer Jocdl il 120 120 & 172.10.10.10
» (2 Statistics
» & op
» & AVC
‘@
-8 mows
_ Service Cache
= e g
" Static Service Cache §

Self-Designated Gateway

When multiple mDNS gateways are configured in the same domain, query and announcement packets are
received by all mDNS gateways. Network administrators have the option of configuring a Designated Gateway
in a given link local domain to address this issue:

Go to Controller > mNDS > Global > Advanced tab. Enable Self Designated Gateway by checking the

Enable check box.
Controller Global Rule "
» [ System mDNS Gateway v \
e T Down Stream Rules UP Stream Rules
» £ Management
» (- Mobilty Management Self Designated Gateway {/
* [ mDNS Enable w
~ Global Proximity
_ Interface
e T
Servie List Active Query
New  Remove
Service Type
No data available %
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Service Type Enumeration

Service Type Enumeration provides an easy way to find the list of advertised service types in large networks
where the number of available services are high. When Enumeration is enabled, it will return only one entry
in the cache for each service. Note that, this can only be configured via the CLI at this time and no GUI options
are available.
service-routing mdns-sd

service-policy permit-all IN

service-policy permit-all OUT

service-policy-query query2 100
service-type-enumeration period 15

show mdns service-types

[<SERVICE NAME>] [If-name]
_ipp._ tcp.local V1105
_http. tcp.local V1105
_scanner._ tcp.local V1105
_http-alt. tcp.local V1105
_printer. tcp.local V1105
_pdl-datastream. tcp.local V1105
_airplay. tcp.local V131
_raop. tcp.local V131
_sleep-proxy. udp.local V131
_touch-able. tcp.local V131

Civic Location (Location Awareness for Wired Services)

Wired mDNS service filtering options allow or disallow services that are learnt from or announced to civic
location templates. The civic location template includes fields such as country, city, street, building name,
and so on. These attributes of the fields are configured and matched with the location template in the wired
interface.

In the following example, the filtering enhancement refers to the template ID (corp-office) of the location
module, and the actual attributes, for example—city, building name and so on are configured as part of the
location template.

Example Configuration 1:

location civic-location indentifier corp-office
name SJC-14

number 14
floor 1

int gig 1/0/1

no switchport

location civic-location-id corp-office

ip address 15.1.1.1 255.255.255.0

end

service-list mdns-sd Location-1 permit 10
match location civic corp-office

service-routing mdns-sd

Example Configuration 2:

The following is a detailed example of the IN and OUT filtering process using civic location criteria with
configuration and use cases.

The OUT filtering use case: To prevent clients in Building-2 from learning the printer services advertised in
Building-1.

Building 1 devices are in VLAN 200, 400. Building 2 devices are in VLAN 100, 300.
location civic-location identifier Building-1
building Building-1

location civic-location identifier Building-2
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building Building-2
service-list mdns-sd building-2-list-out deny 20

match service-type _ipp._ tcp.local
match location civic Building-1

Service-list mdns-sd building-2-list-out permit 40
service-list mdns-sd building-1-list-out deny 20

match service-type ipp. tcp.local
match location civic Building-2

Service-list mdns-sd building-1l-list-out permit 40
Service-list mdns-sd permit-all permit 20
Service-routing mdns-sd
Service-policy permit-all in
Service-policy permit-all out
interface Ethernet0/0
! Building 2 is connected to the interface in vlan 100
location civic-location-id Building-2
switchport access vlan 100
switchport mode access
Service-routing mdns-sd
Service-policy building-2-list-out OUT // When a query is received from the client in
vlan 100 (building 2),
building-2-list-out is applied that denies printers from building 1, but allows everything
else.
interface Ethernetl/0
location civic-location-id Building-2
switchport access vlan 300
switchport mode access
Service-routing mdns-sd
Service-policy building-2-list-out OUT
interface Ethernet2/0
location civic-location-id Building-1
switchport access vlan 200
switchport mode access
Service-routing mdns-sd
Service-policy building-1-list-out OUT
interface Ethernet3/0
location civic-location-id Building-1
switchport access vlan 400
switchport mode access

Service-routing mdns-sd

Service-policy building-1-list-out OUT
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The IN filtering use case: To prevent the mDNS cache from learning apple TVs advertised in the Dorm-room.
In the following example, ¢0/0 vlan 100 is connected to the Dorm-room, while other ports are terminated in
class-rooms.

A

Note  You can configure ports to be in Dorm-room/Class-room as in example below.

location civic-location identifier Dorm-room
building Dorm-room
location civic-location identifier Class-room
building class-rooms
Service-list mdns-sd example deny 10
Match service-type airplay. tcp.*
Match location Dorm-room
Service-list mdns-sd example permit 20
Service-list mdns-sd permit-all permit 20
Service-routing mdns-sd
Service-policy example IN

Service-policy permit-all OUT

interface Ethernet0/0

! Dorm room is connected to interface in vlan 100
location civic-location-id Dorm-room

switchport access vlan 100

switchport mode access

interface Ethernetl/0

location civic-location-id Class-room

switchport access vlan 300

switchport mode access

Service Discovery Gateway Summary

* 5760 (14K services), 3850 (2K services), and 3650 (2K services).
* Supported with Centralized and Converged Access mode.
* Detect wired and wireless services on VLAN L2 adjacent to the WLC.

 Each Bonjour service has an advertised Time To Live (TTL). The controller will ask the device for an
update at 85% of this TTL.
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