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Introduction

This document describes how to authenticate Cisco Wireless Access Points on their switchport using
802.1X EAP-TLS methods. Certificates will be issued by EJBCA, an Enterprise Certificate Authority from a
company called Keyfactor. EJBCA will be acting as a PKI.

This document serves as a configuration example for the already existing Cisco Wireless EST On-Prem
Deployment Guide available at
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/est-on-prem-

dg.html

Prerequisites
Requirements
» Cisco Wireless 9800 Series Controller
o Cisco Wireless Access Point
o Keyfactor EJBCA Enterprise Edition
e HTTPS (TCP 443) connectivity from the WLC to EJBCA

Components Used
e Cisco Wireless 9800 Series Controller: C9800-CL running 17.18.3
« EJBCA Enterprise Software Appliance running 2.9.1
o Access Point: CW9178lI
e Switch: C9300X-48HX running 17.15.05
e ISE running 3.4 Patch 5

Background

Locally Significant Certificates (LSC) allow access points to authenticate using certificates issued by your
enterprise PKI. With Enrollment over Secure Transport (EST), the WLC acts as the EST client on behalf of
joining APs. APs never communicate directly with the certificate authority; the controller enrolls and
distributes certificates using CAPWAP.
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Figure 1. High-level Network Diagram

EJBCA Concepts

During the guide several EJBCA concepts will be referenced. It is highly recommended to get familiar with
concepts such as:

« Certificate Authority (CA)
« End Entity: a user of the PKI, like a device, person, or server.
« End Entity Profile: define templates for End Entities.

« Certificate Profile: used to configure certain content and constraints of certificates, such as
certificate extensions, available algorithms, key sizes, etc. Basically, it describes what an issued
certificate is going to be constrained to.

You will find more details in https://docs.keyfactor.com/ejbca/latest/ejbca-conceptsHCertificate-Related -
Concepts

Configure
Deploy and Configure the EJBCA Virtual Appliance

First, you need the EJBCA Enterprise Software Appliance (contact Keyfactor if you want a trial). The
Enterprise Edition is needed for EST. EJBCA comes in several form factors, for this guide the virtual
Software Appliance was used. During the deployment you need to assign a static management address,
hostname, and complete the initial appliance wizard. This is not covered in this document.

This document covers a basic configuration of EJBCA for lab purposes. An actual production-grade EJBCA
must be configured securely and appropriately for enterprise operations. This section is meant to help you
test it in the lab as well as take inspiration from the required settings to make this configuration work.

EJBCA has 3 web interfaces

« Appliance configuration (https://<ejbca-hostname>/webconf/): Manages the EJBCA virtual
appliance: license, network, appliance HTTPS certificate (CSR/upload/activate), trusted CAs, and
debug/support tools.
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o Administration (https://<ejbca-hostname>/ejbca/adminweb/): Full CA management: Root/Sub CAs,
certificate and end entity profiles, EST enablement, <est-alias> configuration, and EST mTLS roles.
This is where the PKI and EST service for the WLC are defined.

« RA Web (https://<ejbca-hostname>/ejbca/ra/): Enrollment Ul for manual certificate issuance: select
an end entity profile, upload a CSR, and download the signed certificate. Used to sign the appliance
HTTPS certificate.

Steps for deployment and configuration of EJBCA:
Step 1. Install EJBCA.

Step 2. Access the appliance portal at https://<ejbca-hostname>/webconf/ and log in with the
administrator account created during OVA deployment.

Step 3. Upload the license in the appliance configuration portal. Complete hostname, NTP, DNS, and
management network settings.

Step 4. It is recommended to disable the initial one-time password (OTP). In the appliance portal, go
to Access and remove the initial OTP entry from the Users Accounts section.

Now the appliance is ready to start configuration.

Create the Certificate Authority Hierarchy

Once the appliance is ready, the next step is creating a Certificate Authority (CA). This is the hierarchy
used in this example:

@ —— | Cisco Wireless Madrid Root CA - G2
I

Root CA

@ — Cisco Wireless Madrid Sub CA - G2

Sub CA

Figure 2. Certificate Hierarchy used in the lab

To create a Certificate Authority (CA) the following elements are needed:
e Crypto tokens for Root CA and Sub CA
« Certificate Profiles for Root CA and Sub CA

Step 1. To create a Root CA and a SubCA we need crypto tokens and key pairs. Go to CA Functions >
Crypto Tokens. Add a Root CA token with the following parameters:

e Name: MyPKIRootCACryptoToken-RSA
¢ Enable auto-activation

e Set an Authentication Code and repeat it
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l'l EJBCA Enterprise

@ Home E CA Functions v = RA Functions ¥ [l VA Functions ¥ 2 Supervision Functions ~¥ @ System Functions v & System Configuration ¥ RA Web

New Crypto Token

Name MyPKIRootCACryptoToken-RSA
Trpe SOFT v
Auto-activation Use

Use explicit ECC parameters (ICAO CSCA and DS certificates) Use

Allow export of private keys Allow

Authentication Code

Repeat Authentication Code

Save Cancel

Figure 3. Root CA crypto token creation

Step 2. Once created, add three RSA 4096-bit key pairs:
¢ myPkiRootCaSignKey0001
¢ myPkiRootCATestKey
¢ myPkiRootCaDefaultEncryptKey0001

'll EJBCA Enterprise

@ Home £ CA Functions ¥  #2 RA Functions ¥ [ VA Functions ~¥ 2 Supervision Functions ¥ @ System Functions ~ & System Configuration ¥ RA Web

Crypto Token: MyPKIRootCACryptoToken-RSAtest

Back to Crypto Token overview
D 428337588
Name

MyPKIRootCACryptoToken-RSA

Type SoftCryptaToken
Used

Active

Auto-activation Use
Use explicit ECC parameters (ICAO CSCA and DS certificates) Use

Allow expart of private keys Allow

Authentication Code

Repeat Authentication Code
Save  Cancel

Manage key pairs

@ Crypto Token currently does not contain any key pairs.
Generate new key pair

myPkiRootCaSignKey0001 RSA 4096 ~ Generate

L © 2002-2026. E)JBCA® is a registered trademark.

Figure 4. Root CA crypto token key pair creation

© 2026 Cisco and/or its affiliates. All rights reserved. Page 6 of 82



III EJBCA Enterprise
) Home B CA Functions v RA Functions v VA Functions ~ 2 Supervision Functions v System Functions ~ & System Configuration ¥ RA Web

Crypto Token: MyPKISubCACryptoToken-RSA

Back to Crypto Token averview

o] -478354258

Name MyPKISUbCACryptoToken-RSA
Type SoftCryptaToken

Used

Active

Auto-activation

Use explicit ECC parameters (ICAO CSCA and DS
certificates)

Allow export of private keys

Manage key pairs

Alias Key Algorithm Key Specification SubjectKeyID Action

myPkiSubCATestKey RSA 4096 fb30f@969869a275e67%e5bddd2d5adb1116cde7 Test Download Public Key
myPkiSubCaDefaultEncryptKey0001 RSA 4096 fd8130057211c1343233232b2130Fcefd7578db  Test  Download Public Key
myPkiSubCaSignKey0001 RSA 4096 8b32086ee56165d424713935c229cfc96e381c8  Test  Download Public Key

© 2002-2026. EIBCA® is a registered trademark.

Figure 5. Root CA crypto token final result

Step 3. Once the Root CA crypto token is created, repeat the same steps to create the Sub CA crypto
token. You might use the following names:

¢ Name: MyPKISubCACryptoToken-RSA

¢ Key pair 1: myPkiSubCaSignKey0001

e Key pair 2: myPkiSubCATestKey

e Key pair 3: myPkiSubCaDefaultEncryptKey0001

Step 4. Create the Root CA Certificate Profile. Go to CA Functions > Certificate Profiles. Clone the
built-in ROOTCA profile and set the name to: MyPKIRootCAProfile.

Keyfactor
| ' EJBCA Enterprise
@ Home E CAFunctions ¥  # RAFunctions ¥ B VA Functions ¥ 2 Supervision Functions ¥ @ System Functions v & System Configuration ¥  RA Web

Manage Certificate Profiles

Clone
Cloning Certificate Profile; ROOTCA

New profile name: MyPKIRoOtCAProfile

Create from template  Cancel

Figure 6. Clone ROOTCA Certificate Profile

Step 5. Set the following parameters in the new Certificate Profile (MyPKIRootCAProfile) you just
cloned:
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¢ Under Available Key Algorithms select the ones you want to allow. Later when
creating the Root CA you will choose just one

e Validity: 30 years (or your desired lifetime)
¢ Under X.509v3 extensions: disable Use Authority Key Identifier

¢ Under X.509v3 extensions | Names: disable Use Subject Alternative Name and
disable Use Issuer Alternative Name.

e Under Other Data disable Use LDAP DN Order
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|I| EJBCA Enterprise
@ Home B CAFunctions v 2 RA Functions ¥ (& VA Functions v 2 Supervision Functions ¥ @ System Functions v (& System Configuration v RA Web

Edit
Certificate Profile: MyPKIRootCAProfile
Back to Certificate Profiles
Certificate Profile ID 1646641703

Profile Name pcipgotCaProfile

TYPE  End Entity | Sub CA

Available Key Algorithms [ gepey

RSA
Ed25519

ML-KEM-512

ML-KEM-768

ML-KEM-1024

ML-DSA-44

ML-DSA-65

ML-DSA-B7

LMS

SLH-DSA-SHA2-1285
SLH-DSA-SHAKE-1285
SLH-DSA-SHA2-128F
SLH-DSA-SHAKE-128F
SLH-DSA-SHA2-192S
SLH-DSA-SHAKE-1925
SLH-DSA-SHA2-192F
SLH-DSA-SHAKE-192F
SLH-DSA-SHA2-256S
SLH-DSA-SHAKE-2565
SLH-DSA-SHA2-256F
SLH-DSA-SHAKE-256F
MLDSA44-RSA2048-PSS-SHAZ56
MLDSA44-Ed25519-5HA512
MLDSA44-ECDSA-P256-SHA256
MLDSAB5-RSA3072-PSS5-5HAS12
MLDSAB5-RSA4096-PSS-SHAS12
MLDSAB5-ECDSA-P256-5HAS 12
MLDSA65-ECDSA-P384-SHA512
MLDSAE5-ECDSA-brainpoolP256r1-SHAS12
MLDSA65-Ed25519-SHAS12
MLDSAB7-ECDSA-brainpoolP384r1-5HAS12
MLDSAB7-RSA3072-PS5-5HAS512
MLDSAB7-RSA4096-PSS-SHAS12
MLDSAB7-ECDSA-P384-5HA512
MLDSAB7-ECDSA-P521-5HAS12
MLDSAB7-Ed448-SHAKE256

) ‘Avll :hln E:D:A :un_-i Any allowed by bit lengths
maichad axactly and doos not look atkey siss |5 le3lcon o

B-233 / sect233r1

B-283 / sect283r1

B-409 / sect409r1

Selected curve:

Available Bit Lengths 0 bits
Intarval in batwasn lowest and highest selected values are allowad
110 bits
112 bits
113 bits
126 bits
Signature Algorithm 1ot from issuing CA v
Alternative Signature Use
Validity or end date of the certificate 55,
150 [Vrry-MM-dd HH: mm:ssZZ]; '2026-06-25 1
*y *mo *d *h *m *5) - y=365 days, mo=30 days
Validity Offset
Use
Expiration Restrictions
Use
Profile
Permissions
Allow Validity Override Allow
Allow Expired Validity End Date Allow
Allow Extension Override Allow
Allow certificate serial number override Allow
Allow Subject DN Override by CSR Allow
Allow Subject DN Override by End Entity Information Allow
Allow Key Usage Override Allow
Allow Backdated Revoeation Allow
X.509v3 extensions
Basic Constraints Use Critical
Path Length Constraint n oo
Authority Key 1D Use
Subject Key 1D Use Truncated KeylD  (method 2 in REC5280 which is uncommen, keep unchecked for mos
X.509v3 extensions  Usages
Key Usage se Critical
Forbid encryption usage for sign-anly keys
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Figure 7. Root CA certificate profile creation sample

Step 6. Create the Sub CA certificate profile. Clone the built-in SUBCA profile and set the name to:
MyPKISubCAProfile.

Step 7. Set the following parameters in the new Certificate Profile (MyPKISubCAProfile) you just
cloned:

e Under Available Key Algorithms select the ones you want to allow. Later when
creating the Sub CA you will choose just one

¢ Validity: 10 years (or your desired lifetime)

e Under Other Data disable Use LDAP DN Order
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lI' EIBCA Enterprise

@ Home & CA Functions ~ 2. RA Functions v

Edit
Certificate Profile: MyPKISubCAProfile

Certificate Profile 1D

Profile Name

Type

Available Key Algorithms

able ECDSA curves
Selected curves are matched exactly and does not lzok at key size

Available Bit Lengths

Interval in betwaen lowest and highest selected values are allowsd

Signature Algorithm

Alternative Signature

Validity or end date of the certificate

Expiration Restrictions

Profile

E VA Functions

2 Supervision Functions v

Back to Certificate Profiles

956252006

MyPKISubCAProfile

End Entity RootCA  SSH TS

ECDSA

RSA
Ed25519

ML-DSA-B7

LMS

SLH-DSA-SHA2-128S
SLH-DSA-SHAKE-1285
SLH-DSA-SHA2-128F
SLH-DSA-SHAKE-128F
SLH-DSA-SHA2-192S
SLH-DSA-SHAKE-1925
SLH-DSA-SHA2-192F
SLH-DSA-SHAKE-192F
SLH-DSA-SHA2-256S
SLH-DSA-SHAKE-2565
SLH-DSA-SHAZ-256F
SLH-DSA-SHAKE-256F
MLDSA44-RSA2048-PSS-SHAZ56
MLDSA44-Ed25519-5HA512
MLDSA44-ECDSA-P256-SHA256
MLDSAB5-RSA3072-PSS5-5HAS12
MLDSAG5-RSA4096-PSS-SHAS12
MLDSA65-ECDSA-P256-5HA512
MLDSA65-ECDSA-P384-SHA512
MLDSA65-ECDSA-brainpoolP256r1-SHAS12
MLDSA65-Ed25519-SHAS12
MLDSAB7-ECDSA-brainpoolP384r1-SHAS12
MLDSAB7-RSA3072-PS5-5HAS512
MLDSAB7-RSA4096-PSS-SHAS12
MLDSAB7-ECDSA-P384-5HA512
MLDSAB7-ECDSA-P521-5HAS12
MLDSAB7-Ed448-SHAKE256

Any allowed by bit lengths
B-163 [ sect163r2
B-233 / sect233r1
B-283 / sect283r1
B-409 / sect409r1

0 bits
110 bits
112 bits
113 bits
126 bits

& System Functions v

Inherit fram issuing CA v

d HH:mm.

days, mo=30 days

2026-06-25 1

Permissions

Allow Validity Override

Allow Expired Validity End Date

Allow Extension Override

Allow certificate serial number override

Allow Subject DN Override by CSR

Allow Subject DN Override by End Entity Information

Allow Key Usage Override

Allow Backdated Revocation

X.509v3 extensions
Basic Constraints

Path Length Constraint

Authority Key 1D

Subject Key 1D

X.509v3 extensions

Key Usage

Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow

use Critical

Add Value
use
Use Truncated KeylD n R

Usages

Forbid encryption usage for sign-only keys
Key Usage:

Data encipherment
Key certificate sign

Digital Signature
Key encipherment

5280 which is uncomman, keep unchecked for m

CRL sign
Decipher anly

& System Configuration ~

Non-repudiation

RA Web

Key agreement

Encipher anly
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Figure 8. Sub CA certificate profile creation sample

Step 8. Create the Root CA. Go to CA Functions > Certificate Authorities and add a new CA.
Step 9. In Create CA page select the following parameters:

e Set the name as CiscoWirelessMadridLabEST-RootCA-G2, G2 refers to Generation 2,
in your case it most likely be G1.

¢ Under Crypto Token select MyPKIRootCACryptoToken-RSA
¢ Under Signing Algorithm select SHA256WithRSA

e Under Directives, disable Enforce unique public keys (disabling this security setting for
lab testing makes things easier, consult with your security expert for a production
scenario)

e Under Directives, disable Enforce unique DN (disabling this security setting for lab
testing makes things easier, consult with your security expert for a production scenario)

e Under CA Certificate Data, for Subject DN set yours, example: CN=Cisco Wireless
Madrid Root CA - G2,0=Wireless TME,C=ES

e Under CA Certificate Data, leave Signed by as Self Signed

¢ Under CA Certificate Data, for Certificate Profile select MyPKIRootCAProfile
e Under CA Certificate Data, for Validity set 30y (or your desired value)

¢ Under CA Certificate Data, enable Use for PrintableString encoding in DN

e Under CA Certificate Data, disable Use for LDAP DN order

e Under CRL Specific Data, set CRL Expire Period (*y *mo *d *h *m) as 3mo (or your
desired value)

e Under CRL Specific Data, set CRL Overlap Time (*y *mo *d *h *m) as Om (or your
desired value).

Note: It is very important to enable Use of PrintableString encoding in DN under CA Certificate Data,
without this the WLC will not accept the certificate.
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ll' nETBCA Enterprise

@ Home & CAFunctions v  # RAFunctions ¥ [E VA Functions v

Edit CA
CA Name : CiscoWirelessMadridLabEST-RootCA-G2

CA Name

caIp

CA Type

Crypto Token
Signing Algorithm

Alternative Signing Algorithm

EJBCA license expires within 59 days. Please contact Keyfactor to renew
your license.

: Supervision Functions v ) System Functions v & System Configuration ~ RA Web

Back to Certificate Authorities
CiscoWirelessMadridLabEST-ROOICA-G2
-421401012

X509

MyPKIRoOtCACryptoToken-RSA
SHA25EWithRSA

Not Used

certSignKey
alternativecertSignKey
erisignKey

testKey

Key encrypt padding algorithm

Key sequence format

Key sequence

Description

Directives

Enforce unique public keys

Enforce key renewal

Enforce unique DN

Enforce unique Subject DN SerialNumber

Enforce Name Constraints

Use Certificate Request Histary

Use User Storage

Use Certificate Storage

Pre-produce OCSP Responses

Add compromised keys to block list

CA Certificate Data

Subject DN

Issuer DN

Signed By

ertificate Profile

Validity (*y *mo *d *h *m *s) or end data of the certificate

Subject Alternative Name

Certificate Policy 01D

Use UTF-8 in policy natice text

PrintableString encoding in DN

LDAP DN order

Serial Number Octet Size

Name Constraints, Permitted

Name Constraints, Excluded

CA Certificate

CA Alternate Cross Certificate Chains

Used to construct end entity cartificats chains with different rost CAs for ACME enrollment

CRL Specific Data

Microsoft CA Compatibility Mode

Authority Key 1D

CRL Number

Issuing Distribution Point on CRLs

CA Issuer URI

myPkiRootCaDefi PEKey000L

myPkiRootCaSignKey0001

Not Used

myPkiRootCaSignKey0001

myPKiRootCATestKey

CN=Cisco Wireless Madrid Root CA - G2,

Wireless TME,C=ES

cl

=Cisco Wireless Madrid Root CA - G2,0=

Vireless TME,C=ES
Self Signed

MyPKIRGOLCAProfile

{used when CA s renewed]

Nane

Nane

View Certificate

None
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Figure 9. CiscoWirelessMadridLabEST-RootCA-G2 details
Step 10. Create the Sub CA, select the following parameters:

e Set the name as CiscoWirelessMadridLabEST-SubCA-G2, G2 refers to Generation 2,
in your case it most likely be G1.

e Under Crypto Token select MyPKISubCACryptoToken-RSA
e Under Signing Algorithm select SHA256WithRSA

e Under Directives, disable Enforce unique public keys (disabling this security setting for
lab testing makes things easier, consult with your security expert for a production
scenario)

e Under Directives, disable Enforce unique DN (disabling this security setting for lab
testing makes things easier, consult with your security expert for a production scenario)

¢ Under CA Certificate Data, for Subject DN set yours, example: CN=Cisco Wireless
Madrid Sub CA - G2,0=Wireless TME,C=ES

¢ Under CA Certificate Data,for Signed by select CiscoWirelessMadridLabEST-
RootCA-G2

¢ Under CA Certificate Data, for Certificate Profile select MyPKISubCAProfile
e Under CA Certificate Data, for Validity set 10y (or your desired value)

e Under CA Certificate Data, enable Use for PrintableString encoding in DN

e Under CA Certificate Data, disable Use for LDAP DN order

e Under CRL Specific Data, set CRL Expire Period (*y *mo *d *h *m) as 3d (or your
desired value)

e Under CRL Specific Data, set CRL Overlap Time (*y *mo *d *h *m) as Om (or your
desired value).

Note: It is very important to enable Use of PrintableString encoding in DN under CA Certificate Data,
without this the WLC will not accept the certificate.
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EJBCA license expires within 59 days. Please contact Keyfactor to renew
your license.

'I' EJECA Enterprise

@ Home & CAFunctions ~ = RAFunctions v (I VA Functions v % Supervision Functions v ) System Functions v & System Configuration v RA Web

Edit CA
CA Name : CiscoWirelessMadridLabEST-SubCA-G2

Back to Certificate Authorities
CA Name CiscoWirelessMadridLabEST-SubCA-G2
CAID -2077522442
CA Type X509
Crypto Token MyPKISubCACryptoToken-RSA
Signing Algorithm  SHA25EWithRSA

Alternative Signing Algerithm  Not Used

myPkiSubCabef; 0001
certSignKey  myPkiSubCaSignKey0001
alternativeCertSignKey ot Used
criSignKey  myPkiSubCaSignKey0001
testKey MyPISUbCATestKey

Key encrypt padding algorithm e

Key sequence format

Key sequence

Description

Directives
Enforce unique public keys

Enforce key renewal

Enforce unique DN

Enforce unique Subject DN SerialNumber
Enforce Name Constraints

Use Certificate Request Hi

ory

Use User Storage

Use Certificate Storage

Pre-produce OCSP Responst

Add compromised keys to block list

CA Certificate Data
Subject DN CN=Cisco Wireless Madrid Sub CA - G2,0=Wireless TME,C=ES
lssuer DN CN=Cisco Wireless Madrid Root CA - G2,0=Wireless TME.C=ES
Signed By  ClscoWirelessMadridLabEST-RootCA-G2

Cartificate Profile  MyPKISubCAProfile

Validity (*y *mo *d *h *m *s) or end data of the certificate

Subject Alternative Name  None
Certificate Policy 01D None
Use UTF-8 in policy natice text
PrintableString encoding in DN
LDAP DN order

Serial Number Octet Size

Name Constraints, Permitted

Name Constraints, Excluded

CA Certificate v, Certificate

CA Alternate Cross Certificate Chains  None

Used to construct end entity cartificate chains with different rost CAS for ACME enrollment

CRL Specific Data

Microsoft CA Compatibility Mode

Authority Key 1D
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Figure 10. CiscoWirelessMadridLabEST-SubCA-G2 details

Step 11. Once both Root CA and Sub CA are created, download their CA Certificates from CA Functions
> CA Structure & CRLs, you will need them later.

Configure EST
In this step, we will enable EST in EJBCA.

Step 1. Enable EST. In System Configuration > System Configuration > Protocol Configuration, enable
EST (disabled by default).
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|Il EJBCA Enterprise

@ Home

E CA Functions v /2 RA Functions v

System Configuration

Basic Configurations

ator Preferences

Custom Certificate Extensions

Enable or disable protocol access

Protocol

ACME

Certstore

cMP

CRLstore

MSAE

OCSP

SCEP

RA Web

REST CA Management

REST Certificate Management

REST Coap Management

REST Crypto Token Management

REST End Entity Management

REST End Entity Management V2

REST Configdump

REST Certificate Management V2

REST SSH V1

REST System V1

Webdist

Web Service

ITS Certificate Management

Custom RA Styles

Protocol Configuration

Statedump

Resource Default URL

Jejbca/acme

/ejbca/publicweb/certificates

/ejbca/publicweb/cmp

[ejbca/publicweb/cris

/-well-known/est

[ejbca/msae

Jejbca/publicweb/status/ocsp

/ejbca/publicweb/apply/scep

Jejbca/ra

Jejbca/ejbca-rest-api/vl/ca_management

/ejbca/ejbca-rest-api/vl/ca
Jejbca/ejbea-rest-api/vl/certificate

/ejbca/ejbca-rest-api/vl/coap

/ejbca/ejbca-rest-api/vl/cryptotoken

/ejbca/ejbca-rest-api/v1/endentity

Jejbca/ejbca-rest-api/v2/endentity

Jejbca/ejbca-rest-api/v1l/configdump

[ejbca/ejbca-rest-api/v2/certificate

/ejbca/ejbca-rest-api/v1l/ssh

/ejbca/ejbca-rest-api/v1l/system

/ejbca/publicweb/webdist

Jejbca/ejbcaws

Jejbea/its

Security measures for REST endpoint

Mandate custom header for REST endpoint

This settings is relevant only if an EJBCA REST endpoint is invoked directly from browser.

There is no impact otherwise.

Custom header name

Save

External Scripts

[E] VA Functions v 2 Supervision Functions v

EJBCA license expires within 59 days. Please contact Keyfactor to renew

your license.

Extended Key Usages

Status

€ Disabled

« Enabled

« Enabled

& Enabled

« Enabled

¥ Disabled

« Enabled

« Enabled

« Enabled

¢ Disabled

€ Disabled

¥ Disabled

€ Disabled

3¢ Disabled

¢ Disabled

¢ Disabled

€ Disabled

€ Disabled

¢ Disabled

< Enabled

& Enabled

3¢ Disabled

Activate

X-Keyfactor-Requested-With

Cancel

Actions

Enable

Disable

Disable

Disable

Disable

Enable

Disable

Disable

Disable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Disable

Disable

Enable

@ System Functions

Trusted OAuth Providers

External Account Bindings
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Figure 11. EST Protocol enablement

Create Certificate Profiles and End Entity Profiles for Access Points

Now create Certificate and End Entity Profiles for Access Points.

Step 1. Create the MyCiscoAPClientProfile-RSA certificate profile. Go to CA Functions > Certificate
Profiles. Duplicate the ENDUSER profile and configure the parameters:

e Set the Profile Name as MyCiscoAPClientProfile-RSA

e Select the Type as End Entity

e Under Available Key Algorithms select RSA

¢ For Validity or end date of the certificate set 3y (or your desired value)

¢ Under X.509v3 extensions | Usages for Key Usage disable Forbid encryption usage
for sign-only keys

¢ Under X.509v3 extensions | Usages for Key Usage disable Non-repudiation

¢ Under X.509v3 extensions | Usages for Extended Key Usage select only Client
Authentication

e Under Other Data, disable Use for LDAP DN order
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@ Home

Edit

E CA Functions v # RAFunctions v & VA Functions v

Certificate Profile: MyCiscoAPClientProfile-RSA

Certificate Profile ID

Profile Name

Type

Available Key Algorithms

Available ECDSA curves

Selected curves are matched exactly and does not look at key size

Available Bit Lengths

Interval in between lowest and highest selected values are allowed

Signature Algorithm

Alternative Signature

Validity or end date of the certificate

Validity Offset

Expiration Restrictions

Profile Description

Permissions

Allow Validity Override
Allow Expired Validity End Date
Allow Extension Override

Allow certificate serial number override

Allow Subject DN Override by CSR

Allow Subject DN Override by End Entity Inform

Allow Key Usage Override

Allow Backdated Revocation

Use Certificate Storage

Store Certificate Data

X.509v3 extensions

EJBCA
your license.

2 Supervision Functions v @ System Functions v

Back to Certificate Profiles

1369753758

MyCiscoAPClientProfile-F

Sub CA | RootCA SSH  ITS

Ed25519

Ed448

FALCON-512

FALCON-1024

ML-KEM-512

ML-KEM-768

ML-KEM-1024

ML-DSA-44

ML-DSA-65

ML-DSA-87

LMS

SLH-DSA-SHA2-128S
SLH-DSA-SHAKE-128S
SLH-DSA-SHA2-128F
SLH-DSA-SHAKE-128F
SLH-DSA-SHA2-192S
SLH-DSA-SHAKE-192S5
SLH-DSA-SHA2-192F
SLH-DSA-SHAKE-192F
SLH-DSA-SHA2-256S
SLH-DSA-SHAKE-256S
SLH-DSA-SHA2-256F
SLH-DSA-SHAKE-256F
MLDSA44-RSA2048-PSS-SHA256
MLDSA44-Ed25519-SHAS512
MLDSA44-ECDSA-P256-SHA256
MLDSA65-RSA3072-PSS-SHAS512
MLDSA65-RSA4096-PSS-SHAS512
MLDSA65-ECDSA-P256-SHA512
MLDSA65-ECDSA-P384-SHA512
MLDSA65-ECDSA-brainpoolP256r1-SHA512
MLDSA65-Ed25519-SHAS512
MLDSA87-ECDSA-brainpoolP384r1-SHA512
MLDSA87-RSA3072-PSS-SHAS512
MLDSA87-RSA4096-PSS-SHAS512
MLDSA87-ECDSA-P384-SHA512
MLDSA87-ECDSA-P521-SHA512
MLDSA87-Ed448-SHAKE256

1024 bits
1536 bits
2048 bits
3072 bits
4096 bits

Inherit from issuing CA v

3y
150 8601 date: [yyyy-MM-dd HH:mm:ssZZ): '2026-07-03 09:42:117
(*y *mo *d *h *m *s) - y=365 days, mo=30 days

ense expires within 59 days. Please contact Keyfactor to renew

& System Configuration v

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Use  (disable with caution)

Use  (see help for info on usage in combination with ‘Use Certificate Starage’)
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Figure 12. MyCiscoAPClientProfile-RSA details

Step 2. We also need an End Entity Profile for Access Points. Create a new one and:
¢ Set the Profile Name as CiscoWirelessAPEEProfile-RSA
e Under Password (or Enrollment Code) disable Required

e Under Directives enable Allow multi-value RDNs, this is needed because APs use
RDNs when creating their CSRs

e Under Subject DN Attributes, select from the dropdown C, Country (ISO 3166) and add
it

e Under Subject DN Attributes, select from the dropdown ST, State or Province and add
it
¢ Under Subject DN Attributes, select from the dropdown L, Locality and add it

e Under Subject DN Attributes, select from the dropdown serialNumber, Serial number
(in DN) and add it

e Under Subject DN Attributes, select from the dropdown O, Organization and add it

¢ Under Subject DN Attributes, select from the dropdown unstructuredName, Domain
name (FQDN) and add it

¢ Under Subject DN Attributes, select from the dropdown emailAddress, E-mail address
in DN and add it

e Under Subject DN Attributes, select from the dropdown OU, Organizational Unit and
add it

e Under Subject Alternative Name, select from the dropdown DNS Name and add it

e Under Main Certificate Data, for Default Certificate Profile select
MyCiscoAPClientProfile-RSA

¢ Under Main Certificate Data, for Available Certificate Profiles select
MyCiscoAPClientProfile-RSA

e Under Main Certificate Data, for Default CA select CiscoWirelessMadridLabEST-
SubCA-G2

¢ Under Main Certificate Data, for Available CAs select CiscoWirelessMadridLabEST-
SubCA-G2

Note: All the fields under Subject DN Attributes must match the configuration in the WLC for LSC.
Whatever certificate attributes you set in the LSC configuration need to be available in this End Entity
Profile, otherwise the certificate won’t be issued and enrollment will fail.
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@ Home [ CA Functions v

RA Functions v [E VA Functions v 2 Supervision Functions v @ System Functions v~ & System Configuration v  RA Web

Edit End Entity Profile
End Entity Profile: CiscoWirelessAPEEProfile-ECDSA

Back to End Entity Profiles
End Entity Profile ID 308970003

Profile Name ¢ cowirelessaPEEProfile

Type
Username
Auto-generated  prefix = suffix =
Validation
Password (or Enroliment Code) Required Auto-generated
English letters and digits v oflength 8 ¥
Minimum password strength (bits) )
Maximum number of failed login attempts Use : Default = Unlimited Modifiable
Batch generation (clear text pwd storage) Use : Default = Enforce default
End Entity E-mail Use  (Use only the domain part of the address, without the '@" character)

Required Modifiable
Profile Description
Directives
Reverse Subject DN and Subject Alt Name Checks Use
Allow merge DN for all interfaces Allow
Allow multi-value RDNs Allow (do not by default, only to be used in special cas

Subject DN Attributes

Subject DN Attributs
Select for Removal uble rbUteS  emailddress, E-mail address in DN v Add

CN, Common name

Required Modifiable Validation:
C, Country (ISO 3166)
Required Modifiable Validation:
ST, State or Province
Required Modifiable Validation:
L, Locality
Required Modifiable Validation:
Remove
Other Subject Attributes
Select for Removal Subject Alternative Name RFC 822 Name (e-mail address) v Add
DNS Name Use entity CN field
Required Modifiable Validation:
Remove
Subject Directory Attributes
Subject Directory Attributes o ¢ it (vyyyMMDD) v| Add
Main Certificate Data
Default Certificate Profile MyCiscoAPClientProfile-ECDSA -
Available Certificate Profiles o oo

EST-ClientAuth Certificate Profile-ECDSA
EST-ClientAuth Certificate Profile-RSA
MyCiscoAPClientProfile-ECDSA
MyCiscoAPClientProfile-RSA
MyCiscoAPClientProfile-R SA-ShortDuration
MyPKISubCAProfile

Fafanl A8
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Figure 13. CiscoWirelessAPEEProfile detail

Create Certificate Profiles and End Entity Profiles for the WLC

Now create Certificate and End Entity Profiles for the WLC, this will be used to sign the WLC certificate
for the initial EST establishment.

Step 1. Create the EST-ClientAuth Certificate Profile-RSA certificate profile. Go to CA Functions >
Certificate Profiles. Duplicate the ENDUSER profile and configure the parameters:

¢ Set the Profile Name as EST-ClientAuth Certificate Profile-RSA

o Select the Type as End Entity

e Under Available Key Algorithms select RSA

e For Validity or end date of the certificate set 3y (or your desired value)

¢ Under X.509v3 extensions | Usages for Key Usage disable Non-repudiation

e Under X.509v3 extensions | Usages for Extended Key Usage select only Client
Authentication

e Under Other Data, disable Use for LDAP DN order

e Under Other Data for Available CAs, select from the dropdown
CiscoWirelessMadridLabEST-SubCA-G2
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@ Home E CA Functions v 4 RA Functions v [ VA Functions v

Edit
Certificate Profile: EST-ClientAuth Certificate Profile-RSA

Certificate Profile ID

Profile Name

Type

Available Key Algorithms

Available ECDSA curves

Selected curves are matched exactly and does not look at key size

Avi e Bit Lengths

Interval in between lowest and highest selected values are allowed

Signature Algorithm

Alternative Signature

Validity or end date of the certificate

Expiration Restrictions

Profile Description

Permissions

Allow Validity Override

Allow Expired Validity End Date

Allow Extension Override

Allow certificate serial number override

Allow Subject DN Override by CSR

Allow Subject DN Override by End Entity Information

Allow Key Usage Override

Allow Backdated Revocation

© 2 Use Certificate Storage

Store Certificate Data

EJBCA license expires within 53 days. Please contact Keyfactor to renew

your license.

2: Supervision Functions v @ System Functions v & System Configuration v

Back to Certificate Profiles

1105295413

EST-ClientAuth Certificat

SubCA |  RootCA SSH ITS

Ed25519

Ed448

FALCON-512

FALCON-1024

ML-KEM-512

ML-KEM-768

ML-KEM-1024

ML-DSA-44

ML-DSA-65

ML-DSA-87

LMs

SLH-DSA-SHA2-1285
SLH-DSA-SHAKE-1285
SLH-DSA-SHA2-128F
SLH-DSA-SHAKE-128F
SLH-DSA-SHA2-192S
SLH-DSA-SHAKE-192S
SLH-DSA-SHA2-192F
SLH-DSA-SHAKE-192F
SLH-DSA-SHA2-256S
SLH-DSA-SHAKE-2565
SLH-DSA-SHA2-256F
SLH-DSA-SHAKE-256F
MLDSA44-RSA2048-PSS-SHA256
MLDSA44-Ed25519-SHAS512
MLDSA44-ECDSA-P256-SHA256
MLDSA65-RSA3072-PSS-SHAS512
MLDSA65-RSA4096-PSS-SHAS512
MLDSA65-ECDSA-P256-SHAS512
MLDSA65-ECDSA-P384-SHAS512
MLDSAG5-ECDSA-brainpoolP256r1-SHAS12
MLDSA65-Ed25519-SHA512
MLDSA87-ECDSA-brainpoolP384r1-SHA512
MLDSA87-RSA3072-PSS-SHAS512
MLDSA87-RSA4096-PSS-SHA512
MLDSA87-ECDSA-P384-SHA512
MLDSA87-ECDSA-P521-SHA512
MLDSA87-Ed448-SHAKE256

Any allowed by bit lengths
B-163 / sect163r2
B-233 / sect233r1
B-283 / sect283r1
B-409 / sect409r1

0 bits
110 bits
112 bits
113 bits
126 bits

Inherit from issuing CA v

2y
1S0 B601 date: [yyyy-MM-dd HH:mm:ssZ2]: '2026-07-09 10:06:502'
(#y #mo #d *h #m #s) - y=365 days, mo=30 days

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Use (disable with caution)

Use  (see help for info on usage in combination with "Use Certificate Storage')
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Figure 14. EST-ClientAuth Certificate Profile-RSA details

Step 2. Now, let’s create the End Entity Profile. Go to RA Functions > End Entity Profiles and add a
profile. Configure it with the following parameters:

¢ Set the Profile Name as ESTClientEndEntityProfile-RSA

e Under Password (or Enrollment Code) disable Required

e Under Subject DN Attributes, select from the dropdown C, Country (ISO 3166) and add
it

e Under Subject DN Attributes, select from the dropdown ST, State or Province and add
it

e Under Subject DN Attributes, select from the dropdown L, Locality and add it

e Under Subject DN Attributes, select from the dropdown O, Organization and add it

e Under Subject DN Attributes, select from the dropdown unstructuredName, Domain
name (FQDN) and add it

e Under Subject DN Attributes, select from the dropdown emailAddress, E-mail address
in DN and add it

e Under Subject DN Attributes, select from the dropdown OU, Organizational Unit and
add it

¢ Under Main Certificate Data, for Default Certificate Profile select EST-ClientAuth
Certificate Profile-RSA

¢ Under Main Certificate Data, for Available Certificate Profiles select EST-ClientAuth
Certificate Profile-RSA

e Under Main Certificate Data, for Default CA select CiscoWirelessMadridLabEST-
SubCA-G2

e Under Main Certificate Data, for Available CAs select CiscoWirelessMadridLabEST-
SubCA-G2
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@ Home E CA Functions v RA Functions ¥ [E VA Functions ¥ 2 Supervision Functions v

Edit End Entity Profile
End Entity Profile: ESTClientEndEntityProfile-RSA

End Entity Profile ID

Profile Name

Type

Username

Password (or Enrollment Code)

Minimum password strength (bits)
Maximum number of failed login attempts
Batch generation (clear text pwd storage)

End Entity E-mail

Profile Description

Directives

Reverse Subject DN and Subject Alt Name Checks
Allow merge DN for all interfaces

Allow multi-value RDNs

Subject DN Attributes

Subject DN Attributes
Select for Removal

CN, Common name

serialNumber, Serial number (in DN)

ST, State or Province

L, Locality

0, Organization

emailAddress, E-mail address in DN

C, Country (ISO 3166)

unstructuredName, Domain name (FQDN)

0OU, Organizational Unit

unstructuredAddress, IP address

EJBCA license expires within 53 days. Please contact Keyfactor to renew

your license.

9 System Functions v & System Configuration v RA Web

Back to End Entity Profiles

134776851

ESTClientEndEntityProfili

Auto-generated

prefix =

Validation
Required Auto-generated
English | and digits ~  of length 8 v
o
Use : Default = Unlimited
Use : Default = Enforce default
Use (Use only the domain part of the address, without the '@' character)
Required Modifiable
Use
Allow
Allow (do not use by default, anly to be used in special cases)

emailAddress, E-mail address in DN

Required Modifiable Validation:
Required Modifiable Validation:
Required Modifiable Validation:
Required Modifiable Validation:
Required Modifiable Validation:
Required See also configuration of E-mail field

Required Modifiable Validation:
Required Modifiable Validation:
Required Modifiable Validation:
Required Modifiable Validation:

v Add

Modifiable

suffix =
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Figure 15. ESTClientEndEntityProfile-RSA details

Create the WebServer End Entity Profile

Now create the Web Server End Entity Profile, this will be used to sign the appliance certificate for
HTTPS.

Step 3. Create the WebServer End Entity Profile. Go to RA Functions > End Entity Profiles and add a
profile. Configure it with the following parameters:

e Set the Profile Name as WebServer

e Under Other Subject Attributes, select from the dropdown DNS Name and add it
e Under Other Subject Attributes, select from the dropdown IP Address and add it
e Under Main Certificate Data, for Default Certificate Profile select SERVER

¢ Under Main Certificate Data, for Available Certificate Profiles select SERVER

¢ Under Main Certificate Data, for Default CA select CiscoWirelessMadridLabEST-
SubCA-G2

¢ Under Main Certificate Data, for Available CAs select CiscoWirelessMadridLabEST-
SubCA-G2
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@ Home & CAFunctions ¥ # RAFunctions v [E VA Functions v 2 Supervision Functions v

Edit End Entity Profile

End Entity Profile: WebServer

End Entity Profile 1D

Profile Name

Username

Password (or Enrollment Code)

Minimum password strength (bits)

Maximum number of failed login attempts

Batch generation (clear text pwd storage)

End Entity E-mail

Profile Description

Directives

Reverse Subject DN and Subject Alt Name Checks

Allow merge DN for all interfaces

Allow multi-value RDNs

Subject DN Attributes

Subject DN Attributes
Select for Removal

€N, Common name

Remove

Other Subject Attributes

Subject Alternative Name
Select for Removal

DNS Name

IP Address

Remove

Subject

irectory Attributes

Subject Directory Attributes

Main Certi

ate Data

Default Certificate Profile

Available Certificate Profiles

Default CA

Available CAs

Modifying available CAs may affect roles access to this profile

EJBCA license expires within 59 days. Please contact Keyfactor to renew
your license.

@ System Functions v & System Configuration v RA Web
Back to End Entity Profiles
1153516100
Webserver
Auto-generated  prefix = suffix =
Validation
Required Auto-generated
English letters and digits v oflength 8 v
o
Use Default = Unlimited Modifiable
Use : Default = Enforce default
Use  (Use only the domain part of the address, without the '@ character)
Required Modifiable
4
Use
Allow
Allow nly to be used in special cases)
emailAddress, E-mail address in DN v Add
& required Modifiable Validation:
RFC 822 Name (e-mail address) v Add
Use entity CN field
Required Modifiable Validation:
Required Modifiable Validation:
Date of birth (YYYYMMDD) v Add
SERVER v

EST-ClientAuth Certificate Profile-ECDSA
EST-ClientAuth Certificate Profile-RSA
MyCiscoAPClientProfile-ECDSA
MyCiscoAPClientProfile-RSA
MyCiscoAPClientProfile-RSA-ShartDuration
MyPKISUbCAProfile

OCSPSIGNER

SERVER

CiscoWirelessMadridLabEST-SubCA-G2 v

Cisco Basic Assurance Root CA 2099 (cbarc2099)
Cisco Manufacturing CA (cmca2)

Cisco Manufacturing CA III (cmca3)

Cisco Root CA M2
CiscoWirelessMadridLabEST-RootCA-G1
CiscoWirelessMadridLabEST-RootCA-G2
CiecoWirelessMadridl abEST-SuhCA-(G1
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Figure 16. WebServer details

Sign the Appliance Certificate
We need to sign the appliance HTTPS certificate with the recently created Sub CA.

Step 1. In the appliance configuration (https://<ejbca-hostname>/webconf/), go to Security tab and
create a new CSR with the following parameters:

o For Key Algorithm select RSA 4096
e For Domains set the domain name

e Optionally, set the Common Name, State/Province, Country, Locality and Organization

Create New CSR x ]
RSA 4096 -
OVERVIEW ~ NETWORK  SECURITY  SERVICES ~ CLUSTER  BACKUP  RESTORE  APPLICATIONS  ACCESS  SETTINGS
TLS CONFIGURATION CONFIGURE AUTHENTICATION TO THE OUTSIDE WORLD HERE Jomains
TLS CERTIFICATES @
® 10.50.0.149
Manage the TLS certificates that are installed
on this EJBCA Software Appliance: Configure DOMAINS SERVICE ACTIVE INTERFACES STATUS AC
the services for which the certificates are used
and add CSRs for new TLS certificates
N
node-AATHIt Lot INACTIVE | OPTIONAL FIELDS
Will expire in 10 years SELF-SIGNED ) )
¢ Common Name (CN)
madlab-1abw-ejbca. cisca. com
O w50 HTTRS e ey ACTIVE 4 state/Province (S ountry (C
Will expire in 2 years -
None ~
EntriesinLi

Locality (L

TLS CIPHER SETTINGS [[) use legacy TLS cipher

Use this section to configure the TLS cipher for Activate or deactivate the usage of legacy TLS cipher. Activating this setting can pose a security ris
the appliance access

HSM CONFIGURATION CONFIGURE YOUR KEY STORE HERE

Cancel m

HSM SELECTION

Figure 17. CSR creation example

Step 2. Download the CSR. Access the RA Web (https://<ejbca-hostname>/ejbca/ra/), go to Enroll >
Make New Request. Use the following parameters:

e Under Certificate Type select the WebServer profile.
¢ Under Key-pair generation select Provided by the user
e Browse to select the downloaded CSR the file.

Step 3. Download the signed PEM full chain. Navigate to the appliance configuration (https://<ejbca-
hostname>/webconf/), go to Security tab, find the already created CSR and Upload the
certificate. After that, Activate it on the management interface.
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TLS CONFIGURATION CONFIGURE AUTHENTICATION TO THE OUTSIDE WORLD HERE

TLS CERTIFICATES m
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madlab-labw-ejbca. cisco. com

10.50.0.149 HTTPS gy Unramed interfoce

10.50.0.149

D e I

TLS CIPHER SETTINGS Use legacy TLS cipher

HSM CONFIGURATION CONFIGURE YOUR KEY STORE HERE

Figure 18. CSR upload example

Configure the EST alias and mTLS role

We are going to create the EST alias to receive the requests and authenticate, authorize and issue the certs
appropriately. This example will be using mTLS, it can also be optionally complemented with username /
password (will not be covered in this section). In the appendix an alternative method without certificates
and just using username / password can be found under Configure with Username and Password Only,
also another method using the SUDI certificate can be found under Configure with SUDI Certificate.

Step 1. Create the EST alias that will be used by the WLC to request certificates. In System
Configuration > EST Configuration, create a new alias. Configure it with the following parameters:

Set the Name as cw-rsa (all lowercase!)

Under RA Mode for RA Name Generation Scheme, select Username (or your desired
generation scheme)

Under RA Mode for RA CA Name, select from the dropdown
CiscoWirelessMadridLabEST-SubCA-G2

Under RA Mode Enroliment Settings for End Entity Profile, select from the dropdown
CiscoWirelessAPEEProfile-RSA

Under RA Mode Enroliment Settings for Certificate Profile, select from the dropdown
MyCiscoAPClientProfile-RSA

Under RA Mode Authentication for Require Client Certificate, select Yes

Under RA Mode Authentication leave Client Username and Client Password empty
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@ Home E CA Functions ¥ 2 RA Functions v E VA Functions v
Edit EST Alias

EST Operational Mode
Client mode means that the client must be a pre-registered End Entity while RA mode
means that the end entity will be created in EJBCA when the EST request comes in

RA Mode

RA Name Generation Scheme

Specify which generation schema should be used

DN - will take a part of the request DN, and use it as the username (use the list to choose
which parts). Several DN attributes can be specified to have fall-back, for example
UID;SN;CN. First try UID, if it does not exist try SN, etc

RANDOM - will generate a 12 character long random username,

FIXED - to have & fixed username specified in the text field,

USERNAME - use entire request DN as username

If the constructed username already exists, the existing user will be modified and a new
certificate will be issued for that user,

RA Name Generation Prefix
Specify a prefix to the generated username. "${RANDOM}' can be used to have a 10
random chars as prefix.

RA Name Generation Postfix
Specify a postfix to the generated username. '${RANDOM}' can be used to have a 10
random chars as postfix.

RA CA Name
The CA that this alias will issue certificate from

RA Mode Enroliment Settings

End Entity Profile
Specify the End Entity Profile used to add end entities.

Certificate Profile

Specify the Certificate Profile used to generate certificates.

Select 'ProfileDefault’ to use the Default Certificate Profile specified in the End Entity
Profile.

RA Mode Authenication

Require Client Certificate
EST client must authenticate using a client certificate which is authorized to create
certificates. Always required for renewal (reenroll).

Client Username
EST client must authenticate using the specified username. Leave empty for no username.
Will not be required for renewal (reenroll).

Client Password
EST client must authenticate using the specified password. Leave empty for no password.
Will not be required for renewal (reenroll),

Vendor Certificate Mode

Vendor Certificate Mode

Activate and specify the CAs for authentication by Vendor CA for TLS authenticated initial
EST requests.

Can only used when no other authentication modules are selected.

Recommendation: Keep unchecked if you do not know what it is.

List of Vendor CAs
The list of trusted vendor CA certificates that can verify and authorize client vendor
certificates,

Allow ChangeSubjectName

1f it should be allowed to change subject DN from the TLS certificate to another value in
the CSR using the ChangeSubjectName attribute in request extensions (see RFC7030
4.2.2).

ChangeSubjectName is only allowed in Vendor CA mode, where a proper mapping between
the old and the new DN can be made.

Key Update Request
Certificate Renewal with Same Keys

Allow using the same old certificate keys when renewing a certificate,

Server-

de key generation

Enable server side key generation
Clients can use the serverkeygen functionality as per RFC7030 to request a keypair from
server
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Back to EST Aliases

cw-rsa

© Client Mode ® RA Mode

© bN O RANDOM () FIXED ® USERNAME

CiscoWirelessMadridLabEST-SubCA-G2 ~

CiscoWirelessAPEEProfile-RSA ~

MyCiscoAPClientProfile-RSA v

Yes

Cisco Basic Assurance Root CA 2099 (cbarc2099) v| | Add

Al

ow

Allow

Allow

Save

Cancel
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Figure 19. cw-rsa EST alias example

Step 2. Create the EST mTLS role, this role will be used to authenticate requests coming in. Navigate
to System Functions > Roles and Access Rules. Create a new role with the Role Name as
EST-mTLS-Cisco-Access-Role.

Step 3. Once the role is created, in the EST-mTLS-Cisco-Access-Role row, under the column Details
click on Access Rules, configure it with the following parameters:

¢ Under Role Template, select from the dropdown RA Administrators
¢ Under Authorized CAs select All
¢ Under End Entity Profiles select CiscoWirelessAPEEProfile-RSA

Keytactor
' I' EJ BCA Eﬂterprlse EJBCA license expires within 55 days. Please contact Keyfactor to renew
your license.

@ Home E CA Functions ¥ 4 RA Functions v E VA Functions ¥ 2 Supervision Functions v @ System Functions v & System Configuration ¥ RA Web

Edit ACCESS Rules Back to Roles Management
Members
Role : EST-mTLS-Cisco-Access-Role Advanced Mode

Role Template RA Administrators v

Authorized CAs All

Cisco Basic Assurance Root CA 2099 (cbarc2099)
Cisco Manufacturing CA (cmca2)

Cisco Manufacturing CA TII (cmca3)

Cisco Root CA M2
CiscoWirelessMadridLabEST-RootCA-G1
CiscoWirelessMadridLabEST-RootCA-G2
CiscoWirelessMadridLabEST-SubCA-G1

End Entity Rules | | oo e

Create End Entities
Delete End Entities
Edit End Entities
Revoke End Entities
View End Entities
View History

End Entity Profiles
Available CAs in end entity profiles must also be authorized CAs in a role

All

CiscoWirelessAPEEProfile-ECDSA
CiscoWirelessAPEEProfile-RSA
CiscoWirelessAPEEProfile-RSA-ShortDuration
EMPTY

ESTClientEndEntityProfile-ECDSA
ESTClientEndEntityProfile-RSA
MyPKI-end-entity-AYAN

Validators

Internal Keybinding Rules Delete

Modify
View

Other Rules | \.. . audit Log

Save
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Figure 20. EST-mTLS-Cisco-Access-Role Access Rules example
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Step 4. In the EST-mTLS-Cisco-Access-Role row, under the column Details click on Members, add a
new rule with following parameters (the following security settings make things easier for a lab
setup, consult with your security expert for a production scenario)

¢ Under Match with, select from the dropdown X509: Any certificate issued by CA
e Under CA, select from the dropdown CiscoWirelessMadridLabEST-RootCA-G2
e Under Action, click on Add

Keytactor
| I' EJ BCA Eﬂtel’prlse EJBCA license expires within 55 days. Please contact Keyfactor to renew
your license.

@ Home EE CA Functions ¥  s2 RA Functions ¥ [E VA Functions v  2: Supervision Functions v @ System Functions ¥ & System Configuration v RA Web

Men“IberS Back to Roles Management

Edit Access Rules

Role : EST-mTLS-Cisco-Access-Role

Match with CA OAuth Match Match Value Description

X509: Certificate serial number (Recommended) v Cisco Basic Assurance Root CA 2099 (cbarc2099) v  Provider  Operator

X509: Any certificate issued by CA CiscoWirelessMadridLabEST-RootCA-G2 - Not Used

© 2002-2026. EJBCA® is a registered trademark.

Figure 21. EST-mTLS-Cisco-Access-Role Members example

Step 5. In the appliance configuration (https://<ejbca-hostname>/webconf/), go to Access tab and in
the Trusted CA section upload the Root CA and the Sub CA you created before. This is
necessary so the appliance itself allows EST requests coming from the WLC using a certificate
issued by the Sub CA.
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netadmin e
OAuth Account

OVERVIEW NETWORK SECURITY SERVICES CLUSTER BACKUP RESTORE APPLICATIONS ACCESS SETTINGS 2026-07-07 11:01:22 UTC

ACCESS CONFIGURATION CONFIGURE USERS AND CAS WITH ACCESS TO THE EJBCA SOFTWARE APPLIANCE HERE

Add new user accounts for the EJBCA Software
Appliance or manage existing accounts. USER ROLES AUTHENTICATION ACTIONS

& netadmin OAUTH

Add the CAs that are trusted by the EJBCA
Software Appliance. SUBJECT VALIDITY ACTIONS

Cisco Wireless Madrid Root CA- G2

Will expire jn 30 years & Download ® Remove
DA:30:8D:75:00:ALIAF:26.. SABII9:2S EHES06:CT
Cisco Wireless Madrid Sub CA - G2 Will expire jn 10.years & Download & Remove
50:BE:LD:SAACIT297:70...CH69:BET3SFAC:3B:22
TLS Verification Depth
3
OCSP CLIENT CERTIFICATE INTERFACE OCSP RESPONDER STATUS ACTIONS

VALIDATION

Use this section to configure client certificate F Y Unnamed Interface

validation using OCSP. DERAL

PLATFORM SETTINGS Internal Platform OpenlD Connect Provider Settings

Figure 22. Trusted CA example

Configure EST on the WLC

Now that all the EJBCA configuration is ready, let’s configure the WLC. We need to configure the WLC to
authenticate and enroll an EST trustpoint, then enable AP LSC provisioning. The following steps cover the
manual import scenario discussed in the EST Deployment Guide.

We are going to get a certificate signed for the WLC, we will generate a CSR in the WLC and then sign it in
EJBCA. After the first-time certificate import, when the trustpoint is enrolled a certificate will be issued to
the WLC using EST.

Step 1. To create the CSR in the WLC we first need the private keys.
9800#crypto key generate rsa modulus 4096 label my-4096rsa-key
Now the CSR can be created, here is a sample.
9800 (config) #crypto pki trustpoint est rsa mTLS
9800 (ca-trustpoint) #enrollment terminal pem
9800 (ca-trustpoint) #serial-number none
9800 (ca-trustpoint) #ip-address none

9800 (ca-trustpoint) #subject-name C=ES, ST=Madrid, L=Madrid, O=Cisco, OU=Cisco Wireless TME,
CN=LabW-9800CL4.cisco.com, E=madlab@cisco.com

9800 (ca-trustpoint) #revocation-check none
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9800 (ca-trustpoint) #rsakeypair my-4096rsa-key
9800 (ca-trustpoint) #hash sha512

Now the CA that will be signing this cert needs to be trusted, for that we need to authenticate
the trustpoint we just created.

9800 (config) #crypto pki authenticate est_rsa mTLS

Paste the Base64-encoded certificate for the CA that signed the certificate. For this document
the hierarchy has a Sub CA and a Root CA. The Sub CA is the one that signed this certificate
so we will paste the Sub CA. You can verify it has been imported correctly by issuing:

9800 (config) #do show crypto pki certificate verbose est_rsa mTLS
Now, display the CSR in the terminal using the enroll command.

9800 (config) #crypto pki enroll est_rsa mTLS

% Start certificate enrollment

% The subject name in the certificate will include: C=ES, ST=Madrid, L=Madrid, O=Cisco,
OU=Cisco Wireless TME, CN=LabW-9800CL4.cisco.com, E=madlab@cisco.com

% The subject name in the certificate will include: LabW-9800CL4.cisco.com
Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

---End - This line not part of the certificate request---

Step 2. Copy the CSR contents, we are going to submit it to the Sub CA for signing. Access the RA
Web (https://<ejbca-hostname>/ejbca/ra/), go to Enroll > Make New Request. Use the
following parameters:

¢ Under Certificate Type select the ESTClientEndEntityProfile-RSA profile.
e Under Key-pair generation select Provided by the user
¢ Paste the contents of the CSR shown in the previous step

Step 3. Click on Upload CSR, verify the Common Name contents.

Step 4. Under Provide User Credentials fill the Username. This username must be unique.
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BCA Fnterpris Enroll ~ Search - Manage Requests CA Certificates and CRLs Role Management - Tools ~ Logged in as b9b3ecOe-Tef1-4f2e-a62d-83f74160d168 -

Make Request

Select Request Template

Certificate Type ESTClientEndEntityProfile-RSA

Key-pair generation @ By the CA
© Provided by user
@ Postpone

Upload CSR
Key algorithm of uploaded CSR RSA 4096

Change CSR

Provide request info

Required Subject DN Attributes

(o211 DR ET (0 VR LabW-9800CL4 . cisco.com

Optional Subject DN Attributes

E-mail address (emailAddress) W Use data from E-mail address field

Optional Subject Alternative Name Attributes

[ SREL Y LabW-9800CL4 cisco.com

Provide User Credentials

UECTGET RN netadmin-CL4

Confirm request

Issuer Distinguished Name CN=Cisco Wireless Madrid Sub CA - G2,0=Wireless TME,C=ES

Subject Distinguished Name: C=ES, ST=Madrid, L=Madrid, 0=Cisce,0U=Cisco Wireless TME,(CN=LabW-980@CL4.cisco.com,E=madlab@cisc

0. com,unstructuredName=LabW-98@0CL4. cisco.com

Subject Alternative Name DNSNAME=LabW-9800CL4. cisco. com
Public Key Specification RSA 4096

Validity 2y

Download PEM Download PEM full chain Download PKCS#7 Download DER

III EJBCA Enterorise © 2002-2026. EJBCA® is a registered trademark.
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Figure 23. Signing WLC certificate

Step 5. To issue the certificate click on any of the Download buttons. For this flow click on Download
PEM. Once downloaded, open the file with a text editor and copy from ----- BEGIN
CERTIFICATE----- to ----- END CERTIFICATE----- including them.

Step 6. Now let’s import the signed certificate, paste the Base64-encoded certificate.

9800 (config) #crypto pki import est_rsa mTLS certificate

Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

You can verify that the certificate has been imported correctly with:
9800 (config) #do show crypto pki certificate verbose est_rsa mTLS
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 15E7D174744CD89C21EDDCCA757E00158D257ACA
Certificate Usage: General Purpose
Issuer:
cn=Cisco Wireless Madrid Sub CA - G2
o=Wireless TME
c=ES
Subject:
Name: LabW-9800CL4.cisco.com
unstructuredname=LabW-9800CL4.cisco.com
emailaddress=madlab@@cisco.com
cn=LabW-9800CL4.cisco.com
ou=Cisco Wireless TME
o=Cisco
1=Madrid
st=Madrid
c=ES
Validity Date:
start date: 10:46:42 UTC Jul 9 2026
end date: 10:46:41 UTC Jul 8 2028
Subject Key Info:

Public Key Algorithm: rsaEncryption
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RSA Public Key: (4096 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: A3F5C68F 9CDS5C2CB FF1A6685 33364E54
Fingerprint SHAl: 36624204 95B2DOAA 3470EBY9E 2CAF88C3 111EDFED5
X509v3 extensions:
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: F53465F6 06CBCA82 64445313 32903C33 F079F793
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subject Alternative Name:
LabW-9800CL4.cisco.com
IP Address
OtherNames
X509v3 Authority Key ID: 0B32086E E56165FD 42471393 5C229CFC 96E381CO
Authority Info Access:
Extended Key Usage:
Server Auth
Client Auth
Cert install time: 10:58:22 UTC Jul 9 2026
Associated Trustpoints: est rsa mTLS
Key Label: my-4096rsa-key

Key storage device: private config

CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 1CC0466F4E4E2CCFC9D5015B4B1B78B37A1380D3

Certificate Usage: Signature

Issuer:
cn=Cisco Wireless Madrid Root CA - G2
o=Wireless TME
c=ES

Subject:
cn=Cisco Wireless Madrid Sub CA - G2
o=Wireless TME
c=ES

Validity Date:
start date: 15:17:54 UTC Apr 18 2026
end date: 15:17:53 UTC Apr 15 2036

Subject Key Info:
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Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: FFBE4281 8B1ED4D5 9F3D34CB DFOE8988
Fingerprint SHAl: 89D20B7B E11D57AB 6385AF7C 66E12EE9 22129D85
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 0B32086E E56165FD 42471393 5C229CFC 96E381CO
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: 1C8349E3 C135E482 9EC115B0 F0658E26 SA8D1F2A
Authority Info Access:
Cert install time: 16:06:05 UTC Jul 8 2026
Associated Trustpoints: est rsa mTLS

Storage: nvram:CiscoWireles#80D3CA.cer

Now to finish this step, we need to also create a trustpoint for the Root CA. This trustpoint
provides the Root CA for validation of the EST server certificate chain.

9800 (config) #crypto pki trustpoint est_RootCA
9800 (ca-trustpoint) #enrollment terminal pem

9800 (ca-trustpoint) #revocation-check none

You should already have the Root CA downloaded from previous steps, but you can also
download it by going to from EJBCA by accessing the RA Web (https://<ejbca-
hostname>/ejbca/ra/), go to CA Certificates and CRLs you will see the list of CAs,
download the Root CA. Paste the Base64-encoded certificate for the Root CA.

9800 (config) #crypto pki authenticate est_RootCA

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: F13CEE78 75BF15BC 8F209305 2C9B5AA4
Fingerprint SHAl: F7F02806 E1053995 3BDCB989 AEEB0627 63E46833
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.
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% Certificate successfully imported
You can check that it was imported successfully running:

9800 (config) #do show crypto pki certificate verbose est RootCA
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 137978CA3BE24803A45697155FA35F9F543EF4FC
Certificate Usage: Signature
Issuer:
cn=Cisco Wireless Madrid Root CA - G2
o=Wireless TME
c=ES
Subject:
cn=Cisco Wireless Madrid Root CA - G2
o=Wireless TME
c=ES
Validity Date:
start date: 15:09:45 UTC Apr 18 2026
end date: 15:09:44 UTC Apr 10 2056
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: F13CEE78 75BF15BC 8F209305 2C9B5AA4
Fingerprint SHAl: F7F02806 E1053995 3BDCB989 AEEB0627 63E46833
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 1C8349E3 C135E482 9EC115B0 FO0658E26 9A8D1F2A
X509v3 Basic Constraints:
CA: TRUE
Authority Info Access:
Cert install time: 16:05:54 UTC Jul 8 2026
Associated Trustpoints: est RootCA est-rsa-root-ca
Storage: nvram:CiscoWireles#F4FCCA.cer
Step 7. Create an enrollment profile for EST using the manual certificate we just created, this is done by
indicating the enrollment credential. In the enroliment urls, you need to specify the enroliment

url/alias provided by your PKI software. The following (“/.well-known/est/cisco-wireless”) is just
an example.

9800 (config) #crypto pki profile enrollment est-profile-cert
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9800 (ca-profile-enroll) #method-est

9800 (ca-profile-enroll) #enrollment credential est_rsa mTLS

9800 (ca-profile-enroll) #enrollment url https://10.50.0.149:443/.well-known/est/cw-rsa
9800 (ca-profile-enroll) #reenrollment url https://10.50.0.149:443/.well-known/est/cw-rsa

Note: The reenroliment url is used for the WLC to go back to the EST server and ask for a new certificate
when it is time to reenroll.

Step 8. Now, create a new trustpoint, this is the EST trustpoint that will leverage the previously created
enrollment profile. The enroliment profile will use the certificate we just manually imported. This
trustpoint will enroll with the EST server and get a certificate for the WLC. First a new key is
needed for the CSR that will be sent under the hood.

9800#crypto key generate rsa modulus 4096 label autorenewal-key

Now the trustpoint can be created.

9800 (config) #crypto pki trustpoint est-cert-autorenewal
9800 (ca-trustpoint) #enrollment profile est-profile-cert
9800 (ca-trustpoint) #serial-number none

9800 (ca-trustpoint) #ip-address none

9800 (ca-trustpoint) #fgqdn none

9800 (ca-trustpoint) #subject-name CN=LabW-9800CL4.cisco.com, C=ES, ST=Madrid, L=Madrid,
O=Cisco, OU=Cisco Wireless TME, E=madlab@cisco.com

9800 (ca-trustpoint) #revocation-check none

9800 (ca-trustpoint) #rsakeypair autorenewal-key
9800 (ca-trustpoint) #hash sha512

9800 (ca-trustpoint) #eku request client-auth
9800 (ca-trustpoint) #auto-enroll 80 regenerate

The auto-enroll is what tells the trustpoint that at 80% of the certificate lifetime it should auto-
enroll and then generate new keys. Now, authenticate the trustpoint.

9800 (config) #crypto pki authenticate est-cert-autorenewal

Jul 9 12:34:57.259: $PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write
memory" to save new IOS PKI configuration

Jul 9 12:35:01.398: %PKI-6-CERT ENROLL AUTO: Auto initial enrollment for trustpoint est-

cert-autorenewal

Jul 9 12:35:01.497: yang-infra: Configured netconf trustpoint (est-cert-autorenewal)
created

Note: If this step fails, check the Troubleshooting section for some guidance on how to debug it.

Since auto enroll is configured, there is no need to manually trigger enroliment as it will happen
automatically. To check the result, you may run the following command.

9800 (config) #do show crypto pki certificate verbose est-cert-autorenewal
Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 4AB53499DF73016AD5D57C45812FCC5DD2E7D2A8

Certificate Usage: General Purpose
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Issuer:
cn=Cisco Wireless Madrid Sub CA - G2
o=Wireless TME
c=ES
Subject:
Name: LabW-9800CL4.cisco.com
emailaddress=madlab@cisco.com
cn=LabW-9800CL4.cisco.com
ou=Cisco Wireless TME
o=Cisco
1=Madrid
st=Madrid
c=ES
Validity Date:
start date: 12:25:05 UTC Jul 9 2026
end date: 12:25:04 UTC Jul 8 2029
renew date: 12:25:03 UTC Dec 1 2028
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: BCE226B8 C74029C1 C857BBOF 1B3080F0
Fingerprint SHAl: 0F2CC057 F2988782 55843D4D 9E3A2077 ABDAOEFB6
X509v3 extensions:
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: 81CO9A49F 3B8CFB69 DB071D4F DE697F2E 47EBC14B
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subject Alternative Name:
LabW-9800CL4.cisco.com
IP Address
OtherNames
X509v3 Authority Key ID: 0B32086E E56165FD 42471393 5C229CFC 96E381CO
Authority Info Access:
Extended Key Usage:
Client Auth
Cert install time: 12:35:01 UTC Jul 9 2026
Associated Trustpoints: est-cert-autorenewal

Key Label: autorenewal-key
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CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 1CC0466F4E4E2CCFC9D5015B4B1B78B37A1380D3
Certificate Usage: Signature
Issuer:
cn=Cisco Wireless Madrid Root CA - G2
o=Wireless TME
c=ES
Subject:
cn=Cisco Wireless Madrid Sub CA - G2
o=Wireless TME
c=ES
Validity Date:
start date: 15:17:54 UTC Apr 18 2026
end date: 15:17:53 UTC Apr 15 2036
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: FFBE4281 8B1ED4D5 9F3D34CB DF0E8988
Fingerprint SHAl: 89D20B7B E11D57AB 6385AF7C 66E12EE9 22129D85
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 0B32086E E56165FD 42471393 5C229CFC 96E381CO
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: 1C8349E3 C135E482 9EC115B0 F0658E26 9A8D1F2A
Authority Info Access:
Cert install time: 16:06:05 UTC Jul 8 2026
Associated Trustpoints: est-cert-autorenewal est rsa mTLS est-rsa-usrn-lsc
Storage: nvram:CiscoWireles#80D3CA.cer
You have been able to successfully issue a certificate to the WLC using EST. You can check this

certificate in the RA Web (https://<ejbca-hostname>/ejbca/ra/), go to Search >
Certificates, copy the serial number from the previous output and paste it, then press Enter.
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lll EJBCA Enterprise Enroll - Search ~ Manage Requests CA Certificates and CRLs Role Management - Tools ~ Logged in as b9b3ecle-Tef1-4f2e-a62d-83f74160d168 ~

Search for Certificates

4AB53499DF73016AD5D57C45812FCC5DD2E7D2A8

Subject Distinguished Name (] Subject Alternative Name (] External Aceount Id
Any End Entity Profile v Any Certificate Profile | Any CA v Any certificate status v

External
Profile Serial Number  Subject Expires Status AccountID End Entity ¥

APEEProfila-R feud i wirele
sA as a5 THE,O=Cisco, L-Hadrid, STeKad 2026-07-09 2029-07-08
{MyCiscoAPCI (426506234220802702 xid coes 1212510828 121250042
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A
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Figure 24. WLC-EST certificate search in EJBCA
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III EIBCA Enterprise

Enroll ~ Search ~

Search for Certificates

Certificate Details

Back to Overview

Issuer Distinguished Name

Certificate Serial Number

Subject Distinguished Name

Subject Alternative Name

Public Key Specification
Signature Algorithm
Basic Constraints

Key Usage

Extended Key Usage

Issuance Date
Expiration Date

Certificate Status

End Entity Identifier (username)

End Entity Profile

Certificate Profile

Manage Requests CA Certificates and CRLs Role Management - Tools ~ Logged in as b9b3ecle-Tef1-4f2e-a62d-83f74160d168 -

CiscoWirelessMadridLabEST-SubCA-G2

CN=Cisco Wireless Madrid Sub CA - G2,0=Wireless TME,C=ES

4ab53499d73016ad5d57c45812fcc5dd2e7d2a8 (426506334120983743963822116449111689176826761896)

E=madlab@cisco. com, (N=LabW-9880CL4. cisco. com, 0U=Cisco Wireless

TME, 0=Cisco,L=Madrid, ST=Madrid, C=ES

dNSName=LabW-9808CL4.cisco.com

RSA 4096

SHA256WITHRSA

End Entity

Digital Signature, Key encipherment

Client Authentication

2026-07-09 12:25:05Z
2029-07-08 12:25:04Z

Active

Unspecified v

E=madlab@cisco.com,OU=Cisco Wireless TME,O=Cisco,L=Madrid,ST=Madrid,C=ES,CN=LabW-
9800CL4.cisco.com

CiscoWirelessAPEEProfile-RSA

MyCiscoAPClientProfile-RSA

Show mare detalls

‘Show public key(s)

lll EJBoA Enterrise @ 2002-2026. EJBCA® is a registered trademark.

Figure 25. WLC-EST certificate details in EJBCA

Step 9. Now that the EST trustpoint is ready, we can configure LSC to use it. Before doing that, it is
important to understand that the LSC certificate can also be used for CAPWAP. This is
configured in the AP Join Profile and by default it is set to use CAPWAP DTLS.

ap profile default-ap-profile

dotlx lsc-ap-auth-state capwap-dtls

The possibilities are:

dotlx lsc-ap-auth-state {CAPWAP-DTLS

And they mean:
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CAPWAP-DTLS: Uses LSC only for CAPWAP DTLS.
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e Dotl1x-port-auth: Uses LSC only for dot1x authentication with port.
e Both: Uses LSC for both CAPWAP-DTLS and Dot1x authentication with port.

If the Wireless Management Trustpoint is not set to a certificate issued by our Sub CA and the
AP tries to establish CAPWAP using its LSC certificate, it will fail. Hence, the
recommendation is that before proceeding, the AP Join Profile you use is adjusted so the AP
only uses the LSC certificate for 802.1X (Dot1x-port-auth option):

9800 (config) #ap profile <your-ap-profile>

9800 (config-ap-profile) #dotlx lsc-ap-auth-state dotlx-port-auth

Step 10. Now, let’s configure LSC, we will test with only 1 AP to start with, that’s why we set the MAC
address:

9800 (config) #ap lsc-provision join-attempt 3

9800 (config) #ap lsc-provision subject-name-parameter country ES state Madrid city Madrid
domain labwirelessmadrid.cisco.com org Cisco email-address madlab@cisco.com

9800 (config) #ap lsc-provision trustpoint est-cert-autorenewal
9800 (config) #ap lsc-provision mac-address aabb.1122.ccdd
9800 (config) #ap lsc-provision trustpoint est-cert-autorenewal
Step 11. Once LSC is configured, you can trigger LSC provision for the MAC addresses added:
9800 (config) #ap lsc-provision provision-list
You will observe the following in the AP console:

[*07/09/2026 13:56:57.3345]

i P T A A A ok JPNIE SN

Footeiaa... T S e Fo e Fo e o+t oo
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Fot T I oo P S I S AT +
............ T S T

[*07/09/2026 13:56:57.6321] -----
[*07/09/2026 13:56:57.7962] LSC_ENABLE: saving ROOT_CERT
[*07/09/2026 13:56:57.7962]

[*07/09/2026 13:56:57.8055] 1lsc_issuer hash: /tmp/lsc/cert.l.pem exists, write issuer cert
hash

[*07/09/2026 13:56:57.8084] LSC_ENABLE: saving DEVICE CERT
[*07/09/2026 13:56:57.8084]

[*07/09/2026 13:56:57.8250] LSC certs and private key verified
[*07/09/2026 13:56:57.8250]

[*07/09/2026 13:56:59.2148] LSC private key written to hardware TAM
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Note: In versions prior to 26.2.1 the AP will reboot to apply the certificate. In 26.2.1 and afterwards,
CAPWAP will reset but the AP will not reboot.

To check the certificate in the AP itself:

AP8C88.814F.FCFO#show crypto | b LSC
LSC: Enabled

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
6e:b5:78:d6:d9:08:e5:94:¢c3:3d:e2:9£:80:25:e2:36:33:£d:29:£3
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=ES, O=Wireless TME, CN=Cisco Wireless Madrid Sub CA - G2
Validity
Not Before: Jul 9 13:46:57 2026 GMT
Not After : Jul 8 13:46:56 2029 GMT
Subject: C=ES, ST=Madrid, L=Madrid, O=Cisco, CN=ap3g4-8C88814FFCF0, emai
1Address=madlab@cisco.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:2c:95:20:53:2d:90:45:02:93:£9:6b:£5:81:33:
9c:3a:15:5b:75:£9:2e:20:¢c5:6c:48:d3:89:0d:bb:
c2:6a:d2:1b:ab:5¢c:d0:6a:10:58:58:d5:95:c1:46:
d6:5c:21:¢c9:82:4£:06:2f£:8d:84:2a:c4:f0:be:ff:
4f:04:cb:43:60:32:c4:0c:33:25:da:fd:ac:95:bl:
3c:£f8:d4:£c:22:8f:89:e6:ec:7c:27:01:8c:fb:07:
7d:a9:c7:b4:cc:59:75:4a:5e:8c:87:32:d8:aa:b9:
24:9b:8b:13:5c:2c:e5:87:37:4d:1£:£8:48:76:6a:
d7:be:bc:3f:al:62:c8:£8:3f:£1:51:27:62:b0:e8:
b6:95:b3:97:75:7a:3f:ea:29:f4:3a:1b:3f:cl:12:
fc:38:ce:76:a2:d8:cd:eb:b6:12:cd:1£:48:7e:77:
2b:cc:01:20:23:00:2c:c8:93:£4:b6:8b:00:99:61:
7c:53:52:24:f4:64:8l:ec:0e:c6:0e:eb:11:6b:3a:
8e:be:el:5f:e2:94:00:8a:a4:99:c8:e5:bb:5e:c3:
28:66:be:47:34:e5:3a:50:bd:ba:74:49:1a:62:c4:
49:e8:ba:1c:9e:a8:18:83:08:bf:4f:6c:c4:88:ea:
8b:00:15:72:35:79:dl:fb:af:ac:d3:45:4a:81:fb:
2c:59

Exponent: 65537 (0x10001)
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X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Authority Key Identifier:
0B:32:08:6E:E5:61:65:FD:42:47:13:93:5C:22:9C:FC:96:E3:81:CO0
X509v3 Extended Key Usage:
TLS Web Client Authentication
X509v3 Subject Key Identifier:
E1:B1:47:16:D9:1E:00:17:4C:4F:9F:79:94:1D:44:45:80:7E:95:08
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
06:c4:74:27:e3:48:09:c9:e2:¢c8:44:77:dc:15:20:1c:50:1a:
e0:£8:6d:2e:a6:aa:8f:2f:fb:dl:fb:£7:18:90:bc:9f:84:7c:
70:9b:ed:93:54:34:bc:52:bb:8a:6e:02:6a:47:dc:c0:49:26:
fe:33:c8:a0:6a:da:49:50:07:ab:9e:98:c0:d3:0c:e3:9%e:af:
0£:1d:0d:63:1f:fe:46:82:c3:35:ee:4b:e2:2c:4£:£1:£d:79:
5c:08:fd:b7:e8:1d:ab:72:17:€9:57:06:5c:2b:e0:0e:b4:2b:
bd:2a:d4:81:5b:ad:56:19:48:41:17:eb:b1:08:91:d8:b3:56:
3£:0£:73:84:7a:10:4c:1e:fb:9¢c:88:97:4b:65:59:ae:a0:c3:
55:eb:01:£6:20:93:e6:85:ed:4e:8d:2e:a9:35:£3:01:44:4c:
ae:2d:0b:fb:5f:37:5b:fa:6d:af:59:75:43:82:79:32:92:3f:
6b:92:c3:9f:c6:47:04:4a:24:06:03:28:7d:03:9f:af:14:£3:
08:d1:34:0c:ca:86:93:19:28:84:£6:33:99:79:46:54:70:d7:
e6:5a:£fd:57:97:af:1£:9£:£3:d2:10:05:c2:b6:b4:41:51:7a:
b4:9c:df:3d:fl:2e:bf:49:8e:4a:88:c8:08:09:36:52:e8:a8:
65:7a:36:61:9b:71:ac:11:cb:76:74:fc:b5:a2:63:74:91:ad:
ca:45:94:d6:2d:22:7£:51:1c:b0:d2:29:0c:e3:2e:c3:04:89:
89:83:23:43:53:57:ca:3e:b6:8c:fb:40:bb:8a:2c:c6:4b:70:
ae:34:0f:f4:c1:d9%9:48:ea:dd:ef:4d:8c:31:bb:ec:67:54:70:
2f:60:65:4b:82:09:c6:ad:4c:f2:a7:44:3f:14:e5:66:4£:b9:
87:6:4d:14:45:5a:12:40:54:82:04:42:25:ee:8e:c3:5d:a8:
00:be:15:0f:e2:13:e1:4b:29:60:bf:£6:5d:29:97:9e:be:13:
c0:c7:63:56:4b:22:¢c9:64:8d:a9:8£:42:01:17:d0:85:6b:61:
8f:0c:af:2a:c8:95:62:09:93:98:8d:92:1b:cf:b3:77:64:37:
a0:6e:0d:0b:57:26:bf:55:£f0:b8:a2:1a:3a:6a:31:b9:cc:4b:
41:85:4e:87:64:£8:0c:2a:64:77:f7:ee:cl:34:a8:df:5e:17:
43:29:3f:22:74:80:44:5b:9f:12:5a:b1:3b:ab:50:£0:c9:09:
b8:44:82:c£:73:49:33:96:c£:14:47:53:3£:58:37:5b:42:0d:
d5:93:75:8d:82:54:95:85:46:38:3e:be:8b:68:f9:ad:28:a4:
67:£3:67:cd:b0:12:3a:ae
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Certificate:
Data:
Version: 3 (0x

Serial Number:

lc:c0:46:6f:4e:4e:2c:cf:¢c9:d5:01:5b:4b:1b:78:b3:7a:13:80:d3

2)

Signature Algorithm:

Issuer: C=ES,

Validity

sha256WithRSAEncryption

O=Wireless TME,

Not Before: Apr 18 15:

Not After

Subject: C=ES,

Subject Public Key Info:

Apr 15 15:

O=Wireless

Public Key Algorithm:

Public-Key:

Modulu
00
61

b3:
10:
5f:
de:
fa:
50:
08:
5d:
4c:

1f

2f
04

9e:
52:
21:
69:
da:
4b:
fd:
db:
43:
dc:

S:

:b5:
:93:

:bd:
64:
:81:
:be:
58:

41:
11:
Tb:
da:
c2:
10:
cf:
82:
Ta:

fe:

ef:
4d:
55:
e3:
06:
72
46:
49:
al:

be:
39:
do:
S5b:
Tc:
86:
e8:
74 :
c3:
3f:
6b:
35:
46:
8a:
62:
4b:
92:
fa:
84:
c6:
9d:
c7:
e9:
8d:
ab:

(4096

de

cl:
Te:
do:
53:
dl:
2f:
57:
cb:
98:
£8:
1f:
ca:
fa:
2f:
dl:
80:
1f:
24:
75:

83:
68:
bc:
lc:

6C:
ds:
ec:

f2:

98

32:
cd:

11

ed:
6d:
24:
13:
3e:
91:
82:

4b

cc:
76:
4d:
:bl:
do:
03:
ad:
46:
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CN=Cisco Wireless Madrid Root CA - G2

17:54 2026 GMT

17:53 2036 GMT

TME,

rsaEncryption

bit)

71:10:e7:

8d:
2b:
02:
96:
:b6:
15:
67
163:
a2:
dl:
54:
c6:
19:
73:
8b:
:bf:
aa:
c7:
56:
61:
cl:
a7:
4a:
32:

CN=Cisco Wireless Madrid Sub CA - G2

fd:
ez:
93:
32:
Ta:
ab:
16:
:bd:
e3:
9d:
24:
12:
5c:
Tc:
93:
92:
ab:
69:
la:
15:
do:
7f:
09:
33:
04:

52:
15:
5d:
82:
cf:
do:
06:
Tf:
53:
52:
2a:
al:
eb:
58:
ed:
69:
8e:
74:
79:
9d:
62:
6c:
3f:
12:
f4:

de:
df:
76:
68:
91:
fb:

27

47:
68:
9e:
d9g:

fe

7d:
eb6:
94:
ee:
eb6:
68:
2d:
a6:
Tc:
69:
25:
6e:
72:

f0:
6a:
12:
el:
ea:
94:
:b6:
ed:
8a:
dé:
07:
:b3:
76:
67:
ca:
21:
3e:
21:
2a:
5a:
03:
35:
1b:
c5:
fe:

el:

49:
c4:
10:
fb:
cd:
lc:
2a:
67:
c5:
38:
53:
a7:
el:
1f:
a6:
8c:

ee:

fc:
7d:
el:
9b:
99:

75:
:lc:
da:
09:
43:
ac:
al:
eb:
61:
dc:
ae:
cb6:
9d:
9c:
6e:
00:
03:
86:
36:
:03:
9d:
af:

17

7d:
15:
9c:
fd:
3f:
8b:
c4:
98:
ef:
59:
23:
a7:
9a:
c6:
al:
56:
78:
Se:
10:
05:
32:
Se:
tdc:
66:
1d:

df:
37:

Ob:
e7:
22:
a7:
c5:
11:
13:
59:
fc:
:b0:

29

6d:
69:

47

79:
fc:
Tb:
46:
38:
c3:
9c:
8d:
39:
49:
27:
dc:

8d:
c6:
23:
3b:
92:
c9:
el:
£8:
c:

97:
56:
:b4:
e9:
ed:
90:
78:
do:
60:
6a:
13:
38:
a7:
4f:
e7:
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£fa:d9:09:56:be:79:22:03:cO0:be:cc:0b:17:66:7f:
a7:2e:0b:2d:93:38:6f:de:55:00:d8:e3:9e:85:eb:
£9:12:0b:le:el:91:ac:32:67:4a:bc:cf:09:2a:42:
3a:23:61:97:70:84:35:56:££:81:42:2d:3a:87:1f:
£7:26:60:6e:8c:£8:4€:82:99:27:b8:ba:6a:95:87:
68:db:9a:6d:30:aa:£f1:a5:21:95:96:fc:6e:97:£6:
0l:bb:57:5€:64:57:93:d6:4f:fl:1a:b7:c6:b0:ba:
5c:4e:76:5e:7e:02:11:b9%:eb:d7:78:ba:e4:a29:39:
50:9d:33:b8:d5:0f:bb:0d:56:b0:3f:f4:dd:46:5a:
a3:78:bl
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Authority Key Identifier:
1C:83:49:E3:C1:35:E4:82:9E:C1:15:B0:F0:65:8E:26:9A:8D:1F:2A
X509v3 Subject Key Identifier:
0B:32:08:6E:E5:61:65:FD:42:47:13:93:5C:22:9C:FC:96:E3:81:CO0
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
76:3b:1d:eb:6c:16:36:0d:3d:55:c9:ec:0c:85:2a:17:ad:28:
bl:a5:67:9d:e8:¢c6:55:73:75:2a:49:08:3b:c8:8a:b7:a4:97:
9d:09:¢cc:32:29:0£:3a:1a:5b:43:33:08:16:7b:6b:b6:5e:64:
4d:55:64:6£:42:¢c5:e0:2c:60:d2:££:48:77:53:fa:7f:f1l:bf:
04:37:27:33:60:44:54:d1:42:d5:a27:66:68:23:7e:14:13:dd:
el:d5:41:cc:cc:93:¢c6:£5:00:08:92:c4:2e:96:34:1f:50:af:
03:1f:c5:66:fa:16:e8:cf:ba:£f4:68:0£:£0:04:95:9c:cl:ea:
ea:7e:05:£5:46:8b:20:7a:a9:e6:70:24:75:bd:c6:28:7c:10:
89:8e:cc:c0:65:a8:d9:c4:db:75:db:ca:aa:d5:d7:cb:43:fc:
de:a3:51:2a:06:58:8e:4£:12:£9:98:b6:ec:75:90:ed:88:ad:
bl:ea:b2:0f:ab:98:8e:9f:1c:9a:c6:85:13:a4:2c:63:ac:65:
3f:6f:be:69:84:82:85:f2:6:58:84:31:2f:2e:6c:b2:93:ef:
fl:de:88:6b:2a:4a:69:3c:£8:09:39:ca:c8:f6:a3:5e:c9:dd:
c4:49:7a:2£:00:a7:b6:40:14:cd:6c:96:44:da:04:0b:72:9c:
3a:3a:99:4a:c8:be:14:25:0c:e3:bc:d6:£3:d0:68:ab:5c:6f:
£f£:69:c2:£1:e3:81:69:1e:4£:25:1£:86:2c:e0:77:2e:3b:7a:
79:22:41:0b:99:fc:60:3c:03:££f:£7:43:£fa:c0:32:£8:c8:77:
46:33:01:a6:5a:0a:ef:21:be:d4:36:87:1c:0a:ff:el:al:15:
90:5d:23:£d:33:07:39:5d:66:cd:9e:0e:53:37:73:14:57:69:
9e:fd4:ec:d8:34:2e:47:7d:25:£fd:£f£:0d:91:75:91:22:e6:b6:
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f8:ed:ec:

Certificate:
Data:
Version:

Serial N

13:79:78:ca:3b:e2:48:03:24:56:97:15:5f:a3:5£:9f:54:3e:f4:fc

3 (0x

umber :

8c:ad:87:

2)

Signature Algorithm:

Issuer:

Validity

C=ES,

:fe:
:8e:
:fa:
:1d:
ral2:
:d9:
16b:
:20:
:a8

20:
ed:
ff:
f2:
14:
ac:
9a:
4a:

91

cf:
67:
15:

2e:

af:
5b:
6a:

81:
:b0:
7f:
60:
67:
eb:
af:
f2:

74:
e0:
6f:
d2:
7d:
03:
eb6:
8d:

46:
6c:
ab:

O0a

céd:
ff:
32:
ff:

11:
d4:
03:
:be:
cé:
17:
39:
£9:

38:
55:
e9:
2d:
a2:
2f:
ed:
ad:

sha256WithRSAEncryption

O=Wireless TME,

Not Before: Apr 18 15:

Not

Subject:

Subject Public Key Info:

After

C=ES,

Apr 10 15:

O=Wireless

Public Key Algorithm:
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Public-Key:

Modulu
00
83

2d:
84:
b5:
e9:
ae:
04:
bd:
b0:
23:
6e:
ae:
ed:
fl:
c9:

S:

:c4:

:40:

ac

3d:
a8:
6d:
Oe:
dl:
c6:
73:
93:
ad:

ff:
df:
£7:
62:

20:
54:
e2:
c0:
c6:
00:
ds:
de:
f2:
17:

87

:4Db:
43:

27

5d:
da:

(4096

:bl:

:7a:

63:
c9:
f4:
a5:
3e:
89:
3d:
cf:
43:
91:

la:

cO:

42
64 :

ce:
ag:
le:

9d:

42

cb:
3d:
88:

el

8b:
aa:
az2:
de:
fe:
4a:
To:

CN=Cisco Wireless Madrid Root CA - G2

09:45 2026 GMT

09:44 2056 GMT

TME,

rsaEncryption

bit)

55:
2a:
dd:
39:
:76:
4f:
93:
ed:
H oJe
56:
do:
dl:
3c:
8a:
79:
25:

CN=Cisco Wireless Madrid Root CA - G2

ec:

23

67:
dl:
Oa:
Ta:
98:
1f:
a3:
2f:
ea:
53:
Tc:
04:
26:
55:

3d:
:b7:
a5:
cc:
dd:
70:
25:
3b:
Te:
e9:
3a:
92:
c5:
01:
fe:
:b8:

e9

17

Ob:
86:
6c:
el:
9a:
4a:
1d:
fb:

65

37:
19:
79:

de

Sa:

:6f:
£9:
a’l:
c4:
5a:
fe:
c9:
46:
52:
:b3
ce:
df:
29:
:b0:
Oa:
dl:

53:
31:
19:
:bf:

16

S5b:
4d:
aa:
lc:
33:
:bd:

S5a

e2:
4c:
2a:
00:
96:

c6:
65:
ad:
az:
73:
dc:
76:
84:

48:
36:
cd:

16:
ds:
87:
11:
69:
78:
tbc:
06:

08

16:
67:
99:

dé6:
9e:
8e:
d2:
Tb:
eb6:
64:
f4:

33:

87

13:
eb6:

2f

ca:
2d:
1b:
55:
10:
£7:
68:
:bd:
45:
e2:
8e:

88:
69:
8c:
8d:
05:
16:
20:
Oa:

Te:
:b6:
54:
£9:
HCTeH
8d:
83:
c9:
70:
70:
10:
e’7:
c8:
84:
04:
80:

22:
33:
3b:
44:
37:
16:
cb:
24:
46:
1f:
00:
69:
a8:
63:
e3:
77

Page 50 of 82



ca:8d:e3:39:31:8d:d1:08:al1:a8:9¢c:10:99:11:1c:
bf:0c:£6:73:d3:76:d4:ba:29:ed:ac:bd:ab:d8:25:
71:07:fc:eb:84:b7:9:7e:d3:9f:0a:c0:97:20:42:
da:c3:52:ca:2c:cc:9c:8b:c4:78:08:c6:5e:10:a3:
68:1f:71:03:el:ba:2b:4e:74:3c:1£:77:£5:99:a6:
45:f2:c3:ca:51:7¢c:62:3b:88:af:d%:a2:20:67:31:
6f:8a:le:bf:ce:96:16:41:9%9e:e8:ca:d4:c4:98:a8:
05:3b:3a:23:ea:¢c6:81:82:5d:98:dd:2e:73:91:76:
6a:21:32:e5:c6:eb:e8:13:8d:12:81:dc:28:af:73:
7c:9b:£4:6b:10:9¢c:££:4b:70:d3:28:e4:4e:11:96:
db:9c:1f:14:bf:79:50:a24:15:0d:39:05:cl:2e:ed:
bO0:ac:47:14:22:ea:e1:£0:15:07:c7:9f:8e:60:bb:
€6:70:95:e1:d8:02:35:b1:bb:89:c8:5£:10:8d:5d:
8e:la:4e:£0:61:90:c0:58:cc:43:53:98:dd:ad:4c:
57:3d:d8:9£:39:83:24:1c:5c:22:8e:c8:11:9f:ec:
ef:b8:69:24:05:22:54:a7:e6:cb:70:08:57:31:39:
69:7e:62:ce:23:£9:13:6e:18:7d:4d:22:1a:2b:94:
dd:79:e3:62:98:83:26:43:43:cc:24:0f:7c:cb:02:
dc:ba:bl
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
1C:83:49:E3:C1:35:E4:82:9E:C1:15:B0:F0:65:8E:26:9A:8D:1F:2A
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
5c:c8:10:58:d1:da:35:93:d0:b5:a9:4d:cc:ef:dl:c3:01:£2:
cf:69:ad:50:71:cd:da:b0:31:ed:46:63:df:21:d6:b5:7e:2a:
bl1:31:24:6£:12:83:52:1c:£5:2d:2b:bd:0b:09:57:40:50:b6:
67:1a:d6:12:£9:d8:a0:08:69:17:c5:5e:5a:58:4f:5b:31:32:
e9:7f:ca:af:72:ca:71:44:a8:£3:6e:07:24:36:57:78:d1:68:
38:ad:b4:d3:e5:5c:a0:ba:5e:4b:36:05:a0:ec:8e:00:a8:22:
bc:c3:e6:e9:bd:48:a7:£f8:cb:06:0b:1e:e0:41:97:27:82:02:
39:db:e0:b3:97:13:ed:ca:00:ef:3a:4c:e7:cl:dc:9f:cd:6f:
4:16:89:0c:d0:£3:64:c2:b2:ad:26:d7:£9:0e:£7:¢c3:13:60:
ca:7c:5d:21:fa:9c:bd:eb:6b:5e:55:e3:cl1:7a:46:09:9e:42:
db:aa:7£:90:17:26:fl:ec:£2:5f:45:bd:cc:da:9d:0d:26:90:
d0:2b:53:5a:78:54:£6:0c:bf:da:91:59:38:ac:b2:15:39:£7:
2d:76:e5:2d:87:91:52:29:08:59:be:8d:cd:77:5b:db:al0:37:
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8f:cf:9d:81:£9:62:07:45:4f:0b8:df:d6:3a:54:db:60:94:7c:
5b:8c:55:¢6:3c:79:91:5b:fc:7a:eb:1£:9a:bf:19:27:78:58:
80:76:c2:dc:73:fb:52:ab:4e:3b:ed4:26:c6:4d:5e:94:77:ad:
fO0:6b:6£:29:£9:60:99:11:01:24:45:7c:93:16:29:11:b6:58:
5b:38:14:dd:9%e:14:71:7f:b2:ad:b2:8d:14:33:£f£f:7b:16:03:
30:d9:81:37:2£:00:bf:95:5a:9d:4d:de:c4:ef:86:d7:79:24:
97:be:5£:88:87:00:56:95:e7:67:0d:cc:de:8b:43:90:31:de:
28:fd:7a:59:11:00:be:a8:21:d9:e1:b4:59:33:66:23:a2:d3:
67:05:e1:5€:9d:4b:e0:06:07:16:d9:6a:df:61:be:be:89:34:
€7:03:49:91:81:11:70:26:4c:a2:1c:e4:10:64:1a:9b:54:fa:
12:b4:e0:£1:8d:50:££:2f:87:fa:ed:98:d2:21:5b:al:ef:d5:
ca:92:e3:2c:de:46:£0:91:2c:6d:c5:40:73:c9:9d:ee:94:ec:
98:cd:5b:el:8d:£6:05:ea:ae:35:17:35:1d:5a:82:cb:96:3c:
a0:c9:0d:£f0:ff:b1:a8:d5:b4:8d:e0:10:08:f2:c2:cl:e5:6a:
Oa:ce:1f:ce:10:d8:02:32:94:2e:c8:£1:83:97:£0:31:8c:fa:
73:£fa:57:43:41:77:89:c4
Let’s check also in EJBCA, access the RA Web (https://<ejbca-hostname>/ejbca/ra/), go to

Search > Certificates, copy the serial number from the previous output and paste it
(remove the colon), then press Enter:
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III EIBCA Enterprise

Enroll ~ Search ~

Search for Certificates

Certificate Details

Back to Overview

Issuer Distinguished Name

Certificate Serial Number

Subject Distinguished Name

Manage Requests CA Certificates and CRLs Role Management - Tools ~ Logged in as b9b3ecle-Tef1-4f2e-a62d-83f74160d168 -

CiscoWirelessMadridLabEST-SubCA-G2

CN=Cisco Wireless Madrid Sub CA - G2,0=Wireless TME,C=ES

6eb578d6d908e594c33de2978025e236337d29f3 (632035946254783392682879270567287183949409626611)

E=madlab@cisco. com, (N=ap3g4-BC88814FFCF®, 0=Cisco, L=Madrid, ST=Madrid, C=ES

Public Key Specification RSA 2048
Signature Algorithm SHA256WITHRSA

Basic Constraints End Entity

Key Usage Digital Signature, Key encipherment
Extended Key Usage Client Authentication
Issuance Date 2026-07-09 13:46:57Z
Expiration Date 2029-07-08 13:46:56Z

Certificate Status Active

-

End Entity Identifier (username) C=ES,ST=Madrid,L=Madrid, O=Cisco,CN=ap3g4-8C88814FFCF0,E=madlab@cisco.com

End Entity Profile CiscoWirelessAPEEProfile-RSA

Certificate Profile MyCiscoAPClientProfile-RSA

Show more detalls

‘Show public key(s)

III EJicA Enterorise © 2002-2026. EJBCA® s a registered trademark.

Figure 26. AP LSC certificate detail in EJBCA

Step 12. You can also verify the status from the WLC itself:
9800#show ap lsc-provision summary
AP LSC-provisioning : Enabled for provision-list APs
Trustpoint used for LSC-provisioning : est-cert-autorenewal
Certificate chain status : Available
Number of certs on chain : 3
Certificate hash : 0£2cc057£298878255843d4d9%9e3a2077abdalfb6

Maximum join attempts before LSC revert : 3

AP LSC Parameters :

Country : ES
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State : Madrid

City : Madrid

Orgn : Cisco

Dept : labwirelessmadrid.cisco.com
Email : madlab@cisco.com

Key Size : 2048

EC Key Size : 384 bit

AP LSC-provision List

Total number of APs in provision list: 3

Mac Addresses

8c88.814f.fcf0

9800#show ap lsc-provision info

Number of AP LSCs: 1

AP Name Ethernet MAC Radio MAC LSC authentication LSC
workflow Certificate expiry Last renew attempt Last renew failure
AP8C88.814F.FCFO 8c88.814f.fcf0 £0d8.056a.15c0 Port-802.1x WLC
proxy enroll 07/08/2029 13:46:56 N/A -

Step 13. The AP has the LSC certificate installed, now you can enable 802.1X using EAP-TLS in the AP
Join Profile. Configure the AP Join Profile the following way:

9800 (config) #ap profile dotlx-tls-ap-profile
9800 (config-ap-profile) #dotlx eap-type eap-tls
9800 (config-ap-profile) #dotlx lsc-ap-auth-state dotlx-port-auth

9800 (config-ap-profile) #dotlx username ap password 0 <your-password>

Note: Even though EAP-TLS doesn’t require a username, it is necessary to configure it for it to work.

The AP will now start trying to negotiate 802.1X against the switch.

Step 14. To finish the configuration, we can optionally change the enroliment profile to use the recently
EST-issued WLC certificate instead of the manual certificate. This means that we will be
authenticating against the EST server using the certificate that was just issued to the WLC
instead of the manual one.

9800 (config) #crypto pki profile enrollment est-profile-cert

9800 (ca-profile-enroll) #enrollment credential est-cert-autorenewal

Step 15. You might optionally delete the manual certificate and its keys since they are not needed
anymore.

9800 (config) #no crypto pki trustpoint est_rsa mTLS
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9800 (config) # crypto key zeroize rsa my-4096rsa-key

Troubleshooting

The following table covers the most common issues you might encounter while trying to set this up. After
the table you can find some logs for the symptoms.

Table 1. Common EST and LSC issues

EST doesn’t answer Yes, see WLC Debug EJBCA appliance is not Configure the EJBCA Appliance via
Commands configured to trust the  webconf to trust the appropriate CAs

chain for the cert used
Sample logs Sample  py Wi C

of EST Not Answerin

EST alias not found (HTTP Yes, see WLC Debug Alias does not exist or  Correct the alias name in both EJBCA
400 Bad Request in Commands the name does not and WLCcisco-wireless (all lowercase)

[cacerts) match (remember the in EJBCA and the WLC enrollment URL
Sample logs Sample  4jias is case sensitive)
of EST Alias not found

CSRrejected (HTTP 400 Yes, see WLC Debug There is an attribute Download the EJBCA logs and locate

Bad Request in WLC Commands missing in the End Entity the missing attribute. Or compare the
Isimpleenroll) Profile attributes you have configured in the
Sample logs Sample WLC and the ones in EJBCA

of CSR Rejected

To find the exact
attribute see Enable

EJBCA Debug

Logging
EST authentication fails  See Enable EJBCA Client cert not trusted Configure EST role Members to allow
Debug Logging by EST role the certificate used by the WLC
SUDI enroliment fails See Enable EJBCA Manufacturing CA not Import Cisco Manufacturing CA into
Debug Logging trusted by appliance or EJBCA CAs and the appliance
EJBCA configuration as trusted CA store. Also
modify the EST Members to allow it.
LSC provision fails after If using the SUDI Upload Root CA and Sub CA under
EST succeeds method, remember that appliance Access > Trusted CA

you need to also trust
EST Root/Sub CA in
appliance trust store

Enable EJBCA Debug Logging
If you need to understand what’s happening in the EJBCA appliance to debug, here are the steps:

Step 1. Access the appliance configuration (https://<ejbca-hostname>/webconf/), go to Settings tab
and section Additional Application Settings. Change the Application Log Level to DEBUG and save.
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INTEGRITY PROTECTED SECURITY
AUDIT LOGS SETTINGS

Configure the Integrity Protected Security
Audit Logs for your appliance.

APPLICATION TRUSTSTORE

Configure which certification authorities
should be trusted by the application

ADDITIONAL APPLICATION SETTINGS

Lower or raise the log level of EJBCA.

Figure 27. Enable debug logs in EJBCA

Application Logging Settings

Application Log Level

DEBUG

Card Verifiable Certificates (CVC)

Allow CVC CAs in EJBCA

©2026 Keyfactor. All rights reserved.

No Integrity Protected Security Audit Logs o
Do not use Integrity Protected Security Audit Logs

Use Integrity Protected Security Audit Logs
Use Integrity Protected Security Audit Logs

Integrity Protected Security Audit Logs Unavailable

Cancel

No trusted CAs added to application truststore

Help

Version2.9.1

© 2026 Cisco and/or its affiliates. All rights reserved.

Step 2. Reproduce the failure, then in the appliance configuration (https://<ejbca-
hostname>/webconf/), go to Settings tab and section Support Packages. Click on Create
Support Package, wait and download it.
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license.

Product Version: 33
License ID:

Customer Name:

Issued Date:

Expiration Date:

Active Certificates AVAILABLE

| EJBCA Enterprise AVAILABLE I

Upload New License

STORAGE MANAGEMENT DATA DISK INFORMATION

This section is used for storage management. . .
Extend the partition size of the data disk or Connected Data Disk Actions
reset your EJBCA Software Appliance to factary

settings if needed. am Data Disk 10.0GiB IN USE
[ ]

or

W Erase All Data and Reset to Factory Settings

MAINTENANCE SYSTEM CONTROLS

This section can be used to perform
maintenance tasks. Appliance Operations

£ Reboot Appliance () Shutdown Appliance

Create support packages that contain a

snapshot of the relevant logging files of the NAME ACTIONS
EJBCA Software Appliance subsystem. Each
support package also contains additional 2026-07-097T12:22:38.935035.2ip
® Re
configuration and debugging details. =] Requested 3 hours ago & Download @ Remove

©2026 Keyfactor. All rights reserved.

Help
Version2.9.1

Figure 28. Download logs from EJBCA

Step 3. Unzip it and open folder syslog, open the file named syslog.log. To find the relevant
information in the logs a best practice is to search by IP address of the WLC or any known
attribute of the CSR.

WLC Debug Commands

9800#debug crypto pki transactions
9800#debug crypto pki verbose
9800#debug wireless ap auth
9800#show logging

Useful Commands
LSC Commands

9800 (config) #ap lsc-provision trustpoint est-cert-autorenewal

To provision all APs at once
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9800 (config) #ap lsc-provision

To provision some APs

9800 (config) #ap lsc-provision mac-address aall.bb22.cc33

9800 (config) #ap lsc-provision provision-list
To force an AP to renew its certificate

9800#ap name <AP-Name> lsc renew

Show Commands

9800#show crypto pki certificate verbose est-cert-autorenewal
9800#show ap profile name <profile-name> detailed

9800#show wireless management trustpoint

9800#show ap lsc-provision summary

9800#show ap lsc-provision info

9800#show ap name <AP-Name> config general | be Certificate
AP#show ap authentication status

AP#show crypto | be LSC

AP#show capwap cli config | in lsc

AP#show dtls connection

For WLC Debugging
See WLC Debug Commands

Appendix

Additional Resources

Useful links:

o Cisco Wireless EST On-Prem Deployment Guide:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/est-on-
rem-dg.html

e Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Chapter Locally

significant certificates: https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17 -

18/config-quide/b_wl 17 18 cg/m_locally_significant_certificates.html

« Understand Certificate and Trustpoint Types on the 9800 WLC:
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/221047 -understand-certificate-and-trustpoint-ty.html

e Generate and Download CSR Certificates on Catalyst 9800 WLCs:
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213917-generate-csr-for-third-party-certificate.html

e Configure 802.1X on APs for PEAP or EAP-TLS with LSC:
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9100-access-points/221127-
configure-locally-significant-certificat.html
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o Security and VPN Configuration Guide, Cisco IOS XE 17.x:
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m sec-

est-client-supp-pki.html

Configure with Username and Password Only

If you want to configure EST authentication based on just username and password, there’s a few things you
need to configure. This is also explained in more detail in the EST Deployment Guide section Configuration
Using Username and Password.

This section only contains the differences compared to the main flow described in the Configure chapter.

Step 1. Create a new EST alias that will be used by the WLC to request certificates. In System
Configuration > EST Configuration, create a new alias. Configure it with the following parameters:

Set the Name as cisco-wireless-user (all lowercase!)

Under RA Mode for RA Name Generation Scheme, select Username (or your desired
generation scheme)

Under RA Mode for RA CA Name, select from the dropdown
CiscoWirelessMadridLabEST-SubCA-G2

Under RA Mode Enroliment Settings for End Entity Profile, select from the dropdown
CiscoWirelessAPEEProfile-RSA

Under RA Mode Enrollment Settings for Certificate Profile, select from the dropdown
MyCiscoAPClientProfile-RSA

Under RA Mode Authenication for Require Client Certificate, select No

Under RA Mode Authenication set Client Username and Client Password to your
desired values
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EJBCA license expires within 52 days. Please contact Keyfactor to renew
your license.

' Il EJBCA Enterprise

@ Home E CAFunctions ¥  # RA Functions ¥ [E VA Functions ~¥ 2 Supervision Functions ¥ @ System Functions ~¥ & System Configuration ¥ RA Web

Edit EST Alias

Back to EST Aliases

Name
cisco-wireless-user

EST Operational Mode ) Client Mode ® RA Mode
Client mode means that the client must be a pre-registered End Entity while RA mode

means that the end entity will be created in EJBCA when the EST request comes in.

RA Mode

RA Name Generation Scheme @ pN () RANDOM ) FIXED ) USERNAME
Specify which generation schema should be used.
DN - will take a part of the request DN, and use it as the username (use the list to choose
which parts). Several DN attributes can be specified to have fall-back, for example CN ¥ | Add | Remove
UID;SN;CN. First try UID, if it does not exist try SN, etc.
RANDOM - will generate a 12 character long random username. SN
FIXED - to have a fixed username specified in the text field.
USERNAME - use entire request DN as username.
If the constructed username already exists, the existing user will be modified and a new
certificate will be issued for that user.

RA Name Generation Prefix
Specify a prefix to the generated username. '${RANDOM}' can be used to have a 10
random chars as prefix.

RA Name Generation Postfix
Specify a pastfix to the generated username. '${RANDOM}' can be used to have a 10
random chars as postfix.

RACAName i \yirelessMadridLabEST-SubCA-G2 v
The CA that this alias will issue certificate from.
RA Mode Enroliment Settings
Ead Entity Profile CiscoWirelessAPEEProfile-RSA v

Specify the End Entity Profile used to add end entities.

Certificate Profile

Specify the Certificate Profile used to generate certificates.

Select 'ProfileDefault’ to use the Default Certificate Profile specified in the End Entity
Profile.

MyCiscoAPClientProfile-RSA v

RA Mode Authenication

e Client Certificate Yes
EST client must authenticate using a client certificate which is authorized to create
certificates. Always required for renewal (reenroll).

Client Username
EST client must authenticate using the specified username. Leave empty for no username.
Will not be required for renewal (reenrall).

netadmin

Client Password
EST client must authenticate using the specified password. Leave empty for no passwor
Will not be required for renewal (reenroll).

Vendor Certificate Mode

Vendor Certificate Mode Use
Activate and specify the CAs for authentication by Vendor CA for TLS authenticated initial
EST requests.
Can only used when no other authentication modules are selected.
Recommendation: Keep unchecked if you do not know what it is.

List of Vendor CAs
The list of trusted vendor CA certificates that can verify and autharize client vendor
certificates.

Cisco Basic Assurance Root CA 2099 (cbarc2095) v| | Add Remove

Allow ChangeSubjectName Allow
1 it should be allowed to change subject DN from the TLS certificate to another value in
the CSR using the ChangeSubjectName attribute in reguest extensions (see RFC7030
4.2.2).
ChangeSubjectName is anly allowed in Vendor CA mode, where & proper mapping between
the old and the new DN can be made.

Key Update Request

Certificate Renewal with Same Keys Allow
Allow using the same old certificate keys when renewing a certificate.

Server-side key generation

Enable server side key generation Allow
Clients can use the serverkeygen functionality as per RFC7030 to request a keypair from
server

Save Cancel
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Figure 29. cisco-wireless-user EST alias example

Step 2. Now, there are a few tweaks needed in the WLC configuration. Create a dummy trustpoint,
without it, the WLC will use any of its certificates to authenticate against the EST server and will fail.
The dummy trustpoint tells the WLC to use an empty certificate:

9800 (config) #crypto pki trustpoint dummy-empty
Step 3. Now let’s create the enrollment profile using the username and password.

9800 (config) #crypto pki profile enrollment est-profile-username

9800 (ca-profile-enroll) #method-est

9800 (ca-profile-enroll) #enrollment http username <username> password 0 <password>
9800 (ca-profile-enroll) #enrollment credential dummy-empty

9800 (ca-profile-enroll) #enrollment url https://10.50.0.149:443/.well-known/est/cisco-
wireless

9800 (ca-profile-enroll) #reenrollment url https://10.50.0.149:443/.well-known/est/cisco-
wireless

Step 4. Now you can proceed with the trustpoint and LSC configuration as shown earlier in this guide.
Optionally, once the WLC EST trustpoint is enrolled, you can modify the enroliment profile to stop
using username and password and switch to mTLS, don’t forget to change the EST alias as well.

Configure with SUDI Certificate

This alternative method can simplify the deployment for physical appliances (the only ones that have SUDI
certificates). By using the SUDI certificate for the EST authentication, we avoid having to manually provision
a certificate in the WLC. This is also explained in more detail in the EST Deployment Guide section
Configuration Using SUDI Certificate.

We are going to use the SUDI certificate named CISCO_IDEVID_CMCA3_SUDI, which is signed by the Sub
CA Cisco Manufacturing CA lll (cmca3) which is signed by Cisco Basic Assurance Root CA 2099
(cbarc2099). The certificates for those can be downloaded from https://www.cisco.com/security/pki/.

Let’s look at the configuration, starting with the EJBCA steps followed by the WLC. This section only
contains the differences compared to the main flow described in the Configure chapter.

Step 1. The EJBCA application needs to be aware of the SUDI Sub CA at least, for that we need to
import it. Navigate to CA Functions > Certificate Authorities and click on Import CA certificate...,
select the Cisco Manufacturing CA lll file you downloaded.

Step 2. We need to change the Role to allow requests coming from clients using SUDI certificates. You
can modify an existing role or create a new one. As an example, let’s modify the EST mTLS role, this
role will be used to authenticate requests coming in from both SUDI and your CA. Navigate to
System Functions > Roles and Access Rules. Modify (or create) a new role with the Role Name as
EST-mTLS-Cisco-Access-Role.

Step 3. Once the role is created, in the EST-mTLS-Cisco-Access-Role row, under the column Details
click on Access Rules, configure it with the following parameters:

e Under Role Template, select from the dropdown RA Administrators
e Under Authorized CAs select All
¢ Under End Entity Profiles select CiscoWirelessAPEEProfile-RSA
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Home B CAFunctions ¥ 4 RAFunctions v [ VA Functions v 2 Supervision Functions v @ System Functions v & System Configuration ¥  RA Web

Edit ACCESS Rules Back to Roles Management
Members
Role : EST-mTLS-Cisco-Access-Role Advanced Mode

Role Template o) dministrators v

Authorized CAs Al

Cisco Basic Assurance Root CA 2099 (cbarc2099)
Cisco Manufacturing CA (cmca2)

Cisco Manufacturing CA III (cmca3)

Cisco Root CA M2
CiscoWirelessMadridLabEST-RaotCA-G1
CiscoWirelessMadridLabEST-RootCA-G2
CiscoWirelessMadridLabEST-SubCA-G1

End Entity Rules Approve End Entities

Create End Entities
Delete End Entities
Edit End Entities
Revoke End Entities
View End Entities
View History

End Entity Profiles

Available CAs in end entity profiles must also be authorized CAs in a role

All

CiscoWirelessAPEEProfile-ECDSA
CiscoWirelessAPEEProfile-RSA
CiscoWirelessAPEEProfile-RSA-ShortDuration
EMPTY

ESTClientEndEntityProfile-ECDSA
ESTClientEndEntityProfile-RSA
MyPKI-end-entity-AYAN

Validators

Internal Keybinding Rules Delete

Modify
View

Other Rules | i, audit Log

Save
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Figure 30. EST-mTLS-Cisco-Access-Role Access Rules example

Step 4. We need to add both the EST CAs (just in case we switch to them later) and the SUDI CAs. In
the EST-mTLS-Cisco-Access-Role row, under the column Details click on Members, add a
new rule with following parameters (the following security settings make things easier for a lab
setup, consult with your security expert for a production scenario).

e Under Match with, select from the dropdown X509: Any certificate issued by CA
e Under CA, select from the dropdown CiscoWirelessMadridLabEST-RootCA-G2
e Under Action, click on Add

¢ Under Match with, select from the dropdown X509: Any certificate issued by CA
e Under CA, select from the dropdown Cisco Manufacturing CA Ill (cmca3)

e Under Action, click on Add
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Note: Cisco Manufacturing CA Il is the Sub CA that signs the SUDI certificate in the WLC. It is not
required to add the Root CA that signs it, Cisco Basic Assurance Root CA 2099.

Keyfactor
l I' EJ BCA Eﬂtel’prlse EJBCA license expires within 52 days. Please contact Keyfactor to renew

your license.

@ Home E CA Functions v 2. RA Functions v E VA Functions v 2+ Supervision Functions v @ System Functions v

Members

Role : EST-mTLS-Cisco-Access-Role

Match with CA

X509: Certificate serial number (Recommended) v Cisco Basic Assurance Root CA 2099 (cbarc2099) v
X509: Any certificate issued by CA Cisco Manufacturing CA III (cmca3)
X509: Any certificate issued by CA CiscoWirelessMadridLabEST-RootCA-G2
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Figure 31. EST-mTLS-Cisco-Access-Role Members example

& System Configuration v  RA Web

OAuth
Provider

Match Match Value
Operator

Not Used

Not Used

Back to Roles Management

Edit Access Rules

Description

Step 5. Now, we need to configure the appliance, so it allows requests coming from the WLC using
the SUDI certificate. In the appliance configuration (https://<ejbca-hostname>/webconf/), go
to Access tab and in the Trusted CA section upload the Cisco Basic Assurance Root CA 2099

and Cisco Manufacturing CA Ill.
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netadmin
OAuth Account

(=)

OVERVIEW NETWORK SECURITY SERVICES CLUSTER BACKUP RESTORE APPLICATIONS ACCESS SETTINGS 2026-07-10 07:28:22 UTC
ACCESS CONFIGURATION CONFIGURE USERS AND CAS WITH ACCESS TO THE EJBCA SOFTWARE APPLIANCE HERE
USER ACCOUNTS Add User Account
Add new user accounts for the EJBCA Software
Appliance or manage existing accounts. USER ROLES AUTHENTICATION ACTIONS
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gy Unnamed interface
validation using OCSP: sEFL

PLATFORM SETTINGS Internal Platform OpenID Connect Provider Settings

Additional settings that affect the Access
Configuration of the EJBCA Software
Appliance

v| Require Platform User Account for EJBCA Management

Figure 32. Trusted CA for SUDI

Step 6. With the previous steps all the necessary configurations in EJBCA are finished. Now it is time
to configure the WLC, let’s create the enrollment profile using the SUDI cert.

9800 (config) #crypto pki profile enrollment est-profile-cert
9800 (ca-profile-enroll) #method-est
9800 (ca-profile-enroll) #enrollment credential CISCO_IDEVID CMCA3_SUDI

9800 (ca-profile-enroll) #enrollment url https://10.50.0.149:443/.well-known/est/cisco-
wireless

9800 (ca-profile-enroll) #reenrollment url https://10.50.0.149:443/.well-known/est/cisco-

wireless

Step 7. Now you can proceed with the trustpoint and LSC configuration as shown earlier in this guide.
Optionally, once the WLC EST trustpoint is enrolled, you can modify the enrollment profile to
stop using SUDI and switch to the EST-created trustpoint.

Sample of EST not answering from (status code: 0) WLC
LabW-9800L3 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal
LabW-9800L3 (config) #est-cert-autorenewal:Enrollment: EST

Jul 10 08:09:15.056: CRYPTO PKI: (A0044) Session started - identity selected
autorenewal)est-cert-autorenewal:refcount after increment = 1

(est-cert-

© 2026 Cisco and/or its affiliates. All rights reserved. Page 64 of 82



Jul 10 08:09:15.056: CRYPTO PKI: Begin trustpoint info get.

Jul 10 08:09:15.056: CRYPTO PKI: setting CISCO_IDEVID CMCA3 SUDI to Trustpoint credential
Jul 10 08:09:15.056: CRYPTO PKI: resetting enrollment vrf to NULL

Jul 10 08:09:15.056: CRYPTO PKI: resetting profile source interface to NULL

Jul 10 08:09:15.056: CRYPTO PKI: Successfully got trustpoint info.est-cert-autorenewal:EST
authentication pending.

Jul 10 08:09:15.056: EST CLIENT: Process queue event:EST CLIENT queue event.est-cert-
autorenewal :Processing EST retrieve CA certs.

Jul 10 08:09:15.056: EST Process retrieve CA certs

Jul 10 08:09:15.057: EST CLIENT: URL formed is https://10.50.0.149:443/.well-known/est/cw-
rsa-sudi/cacerts

Jul 10 08:09:15.057: EST CLIENT: Send http request:EST sending http request.:EST
URL:https://10.50.0.149:443/.well-known/est/cw-rsa-sudi/cacerts.

Jul 10 08:09:15.057: EST CLIENT: transaction 6 addedest-cert-autorenewal:Transaction added
successfully.

Jul 10 08:09:15.058: CRYPTO PKI: (90045) Session started - identity selected
(CISCOiIDEVIDiCIMCABiSUDI)CISCOiIDEVID7CMCA375UDI:refcount after increment = 1

Jul 10 08:09:15.058: CRYPTO PKI: Begin local cert chain retrieval.
Jul 10 08:09:15.059: CRYPTO PKI: Done with local cert chain fetch O.
Jul 10 08:09:15.059: CRYPTO PKI: Rcvd request to end PKI session 90045.

Jul 10 08:09:15.059: CRYPTO PKI: PKI session 90045 has ended. Freeing all
resources.CISCO IDEVID CMCA3 SUDI:unlocked trustpoint CISCO IDEVID CMCA3 SUDI, refcount is 0

Jul 10 08:09:15.059: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completed

Jul 10 08:09:15.095: CRYPTO PKI: (90046) Session started - identity not specified
Jul 10 08:09:15.095: CRYPTO PKI: (90046) Adding peer certificate

Jul 10 08:09:15.096: CRYPTO PKI: Added x509 peer certificate - (1436) bytes

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Adding peer certificate

Jul 10 08:09:15.096: CRYPTO PKI: Added x509 peer certificate - (1430) bytes

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Adding peer certificate

Jul 10 08:09:15.096: CRYPTO PKI: Added x509 peer certificate - (1400) bytes

Jul 10 08:09:15.096: CRYPTO PKI: ip-ext-val: IP extension validation not
required:Incrementing refcount for context id-6 to 1

Jul 10 08:09:15.096: CRYPTO PKI: create new ca req context type
PKI_VERIFY CHAIN CONTEXT, ident 6

Jul 10 08:09:15.096: CRYPTO PKI: (90046)validation path has 2 certs

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Check for identical certs

Jul 10 08:09:15.096: CRYPTO PKI : (90046) Validating non-trusted cert

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Create a list of suitable trustpoints
Jul 10 08:09:15.096: CRYPTO PKI: Found a issuer match

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Suitable trustpoints are: est RootCA,

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Attempting to validate certificate using est RootCA
policy

Jul 10 08:09:15.096: CRYPTO PKI: (90046) Using est RootCA to validate certificate
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Jul 10 08:09:15.
Jul 10 08:09:15.

Jul 10 08:09:15.
Wireless Madrid

Jul 10 08:

Jul 10 08:

Jul 10 08:

Jul 10 08:

Jul 10 08:

Jul 10 08:

Jul 10 08:

09:15.
09:15.
09:15.
09:15.
09:15.
09:15.
09:15.

097:
097:

097:
Root

097:
097:
097:
098:
098:
098:
098:

CRYPTO PKI:
CRYPTO_ PKI:

CRYPTO_ PKI:

Added 1 certs to trusted chain.
Prepare session revocation service providers
cn=Cisco

check if signed by sudi issuer name of cert:

CA - G2,o0=Wireless TME, c=ES

CRYPTO_ PKI:

CRYPTO_ PKI:

CRYPTO_ PKI

CRYPTO_ PKI:

CRYPTO PKI:
CRYPTO_ PKI:

CRYPTO PKI:

Deleting cached key having key id 15

Attempting to insert the peer's public key into cache
:Peer's public inserted successfully with key id 16
Expiring peer's cached key with key id 16

(90046) Certificate is verified

Remove session revocation service providers

Remove session revocation service

providersest RootCA:validation status - CRYPTO VALID CERT WITH WARNING

Jul

Jul 10 08:

Jul 10 08:

Jul 10 08:

policy
Jul 10 08:
Jul 10 08:

Jul 10 08:

09:15.
09:15.
09:15.

09:15.
09:15.

09:15.
../VIEW ROOT/cisco.comp/pki ssl/src/ca/provider/path/pkix/pkixpath.c(5787)

10 08:09:15.098:

099:
099:
099:

099:
099:
099:

CRYPTO PKI:
CRYPTO_ PKI:
CRYPTO_PKI

CRYPTO PKI:

CRYPTO_ PKI:

CRYPTO PKI:

path provider specific warning

Jul 10 08:

Jul 10 08:
08:

08:

Jul 10

Jul 10

Jul 10 08:
08:

08:

Jul 10

Jul 10

providersest

09:
09:
09:
09:
09:
09:
09:

15.
15.
15.
15.
15.
15.

15.
RootCA:validation status - CRYPTO VALID CERT WITH WARNING

099:
099:
099:
100:
100:
100:
100:

Jul 10 08:09:15.100:

refcount after increment

Jul 10 08:09:15.101:

Jul 10 08:09:15.101:
authorization.

Jul
and

Jul

Jul
PKI

Jul
Jul
Jul
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10 08:09:15.101:
chain validation

10 08:09:15.101:

10 08:09:15.101:
10 08:09:15.101:
10 08:09:15.101:

CRYPTO_ PKT:

CRYPTO_PKTI:

CRYPTO_PKI

CRYPTO_ PKT:

CRYPTO_ PKI:
CRYPTO_ PKI:

CRYPTO_ PKI:

CRYPTO_ PKI:
1

CRYPTO_ PKI:

CRYPTO_ PKI:

CRYPTO_PKI:
result was:

CRYPTO_ PKI:

CRYPTO PKI:
CRYPTO_ PKI:

CRYPTO_ PKI:

(90046) Certificate validated without revocation check
(90046) Check for identical certs
(90046) Validating non-trusted cert

(90046) Attempting to validate certificate using est RootCA

(90046) Using est RootCA to validate certificate

Prepare session revocation service providers

E PATH PROVIDER
(BasicConstraints extension found in end entity cert)

Deleting cached key having key id 16

Attempting to insert the peer's public key into cache
:Peer's public inserted successfully with key id 17
Expiring peer's cached key with key id 17

(90046) Certificate is verified

Remove session revocation service providers

Remove session revocation service

(90046) Certificate validated without revocation check:cert

Populate AAA auth data

Unable to get configured attribute for primary AAA list

(90046)chain cert was anchored to trustpoint est RootCA,
CRYPTO VALID CERT WITH WARNING

(90046) Removing verify context

10 08:09:15.101: CRYPTO PKI: destroying ca req context type
_VERIFY CHAIN CONTEXT,ident 6,

ref count 1l:Decrementing refcount for context id-6 to 0
ca req context released
(90046) Validation TP is est RootCA

(90046) Certificate validation succeeded

Page 66 of 82



Jul 10 08:09:15.101: CRYPTO PKI: Rcvd request to end PKI session 90046.

Jul 10 08:09:15.101: CRYPTO PKI: PKI session 90046 has ended. Freeing all resources.:cert
refcount after decrement = 0

Jul 10 08:09:15.101: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completed

LabW-9800L3 (confiqg) #

Jul 10 08:09:15.101: CRYPTO PKI: Deleting cached key having key id 4

Jul 10 08:09:15.101: CRYPTO PKI: Attempting to insert the peer's public key into cache
Jul 10 08:09:15.101: CRYPTO PKI:Peer's public inserted successfully with key id 5

Jul 10 08:09:15.118: EST CLIENT: have http response 381 tid

Jul 10 08:09:15.118: status code : 0

Jul 10 08:09:15.118: status_string

Jul 10 08:09:15.118: content type

Jul 10 08:09:15.118: content encoding

Jul 10 08:09:15.118: content length 1 4294967295
Jul 10 08:09:15.118: Location

Jul 10 08:09:15.118: Server

:EST http response for tid 381 : :Transaction found by id. 381.

Jul 10 08:09:15.119: EST CLIENT: HTTP response callback command: 4

Jul 10 08:09:15.119: CRYPTO PKI: Expiring peer's cached key with key id 5

Jul 10 08:09:15.119: EST CLIENT: Process queue event:EST CLIENT queue event.:Processing EST
process CA certs response.

Jul 10 08:09:15.119: CRYPTO PKI: Rcvd request to end PKI session A0044.

Jul 10 08:09:15.119: CRYPTO PKI: PKI session A0044 has ended. Freeing all resources.est-
cert-autorenewal:unlocked trustpoint est-cert-autorenewal, refcount is 0

Jul 10 08:09:15.119: CRYPTO PKI: PKI session A0000 has ended. Freeing all resources
completed

Jul 10 08:09:15.119: EST CLIENT: transaction 6 removedest-cert-autorenewal:Transaction
removed successfully.est-cert-autorenewal:Transaction destroyed successfully.

LabW-9800L3 (config) #

Sample of EST alias not found (HTTP 400 Bad Request in /cacerts) from WLC
LabW-9800CL4 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal

Jul 9 11:29:02.203: CRYPTO PKI: Adding LabW-9800CL4.cisco.com to subject-alt-name field
Jul 9 11:29:02.219: CRYPTO PKI: CA cert not found in crl cache clear

LabW-9800CL4 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal

LabW-9800CL4 (config) #est-cert-autorenewal :Enrollment: EST
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Jul 9 11:29:05.873: CRYPTO PKI: (Al42C) Session started - identity selected (est-cert-
autorenewal)est-cert-autorenewal:refcount after increment = 1

Jul 9 11:29:05.873: CRYPTO PKI: Begin trustpoint info get.

Jul 9 11:29:05.873: CRYPTO PKI: setting est rsa mTLS to Trustpoint credential
Jul 9 11:29:05.873: CRYPTO PKI: resetting enrollment vrf to NULL

Jul 9 11:29:05.873: CRYPTO PKI: resetting profile source interface to NULL

Jul 9 11:29:05.873: CRYPTO PKI: Successfully got trustpoint info.est-cert-autorenewal:EST
authentication pending.

Jul 9 11:29:05.873: EST CLIENT: Process queue event:EST CLIENT queue event.est-cert-
autorenewal:Processing EST retrieve CA certs.

Jul 9 11:29:05.874: EST Process retrieve CA certs

Jul 9 11:29:05.874: EST CLIENT: URL formed is https://10.50.0.149:443/.well-
known/est/cisco-wireless/cacerts

Jul 9 11:29:05.874: EST CLIENT: Send http request:EST sending http request.:EST
URL:https://10.50.0.149:443/.well-known/est/cisco-wireless/cacerts.

Jul 9 11:29:05.874: EST CLIENT: transaction 8 addedest-cert-autorenewal:Transaction added
successfully.

Jul 9 11:29:05.878: CRYPTO PKI: (9142D) Session started - identity selected
(est rsa mTLS)est rsa mTLS:refcount after increment = 1

Jul 9 11:29:05.878: CRYPTO PKI: Begin local cert chain retrieval.
Jul 9 11:29:05.881: CRYPTO PKI: Done with local cert chain fetch 0.
Jul 9 11:29:05.883: CRYPTO PKI: Rcvd request to end PKI session 9142D.

Jul 9 11:29:05.883: CRYPTO PKI: PKI session 9142D has ended. Freeing all
resources.est rsa mTLS:unlocked trustpoint est rsa mTLS, refcount is O

Jul 9 11:29:05.883: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completed

Jul 9 11:29:05.905: CRYPTO PKI: (9142E) Session started - identity not specified

Jul 9 11:29:05.905: CRYPTO PKI: (9142E) Adding peer certificate

Jul 9 11:29:05.906: CRYPTO PKI: Added x509 peer certificate - (1436) bytes
Jul 9 11:29:05.906: CRYPTO PKI: (9142E) Adding peer certificate
Jul 9 11:29:05.907: CRYPTO PKI: Added x509 peer certificate - (1430) bytes
Jul 9 11:29:05.907: CRYPTO PKI: (9142E) Adding peer certificate
Jul 9 11:29:05.907: CRYPTO PKI: Added x509 peer certificate - (1400) bytes
Jul 9 11:29:05.907: CRYPTO PKI: (9142E) num certs in peer list 3

Jul 9 11:29:05.908: CRYPTO PKI: App did not specify any validation list. So, the trusted
cert is validated successfully

Jul 9 11:29:05.908: CRYPTO PKI: App did not specify any validation list. So, the trusted
cert is validated successfully

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) num certs in sorted chain 1

Jul 9 11:29:05.908: CRYPTO CS OPENSSL: get cert ip addr extension (rfc3779): cert has no ip
addr extension (rfc3779)

Jul 9 11:29:05.908: CRYPTO PKI: ip-ext-val: IP extension validation not required

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Validation Options received from client:0x1
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:Incrementing refcount for context id-116 to 1

Jul 9 11:29:05.908: CRYPTO PKI: create new ca req context type
PKI_VERIFY CHAIN CONTEXT,ident 116

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) index(0) sub(cn=LabW-EJBCA) issuer (cn=Cisco
Wireless Madrid Sub CA - G2,o=Wireless TME, c=ES)

Jul 9 11:29:05.908: CRYPTO PKI: Found issuer in trusted certificates

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) issuer found sub(cn=Cisco Wireless Madrid Sub CA -
G2,0=Wireless TME,c=ES) issuer (cn=Cisco Wireless Madrid Root CA - G2,o0=Wireless TME, c=ES)

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Verify Certificate - current index:0 flags:0x0
options:0x1

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Check for identical certs

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Validating non-trusted cert index O
Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Create a list of suitable trustpoints
Jul 9 11:29:05.908: CRYPTO PKI: Found a issuer match

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Suitable trustpoints are: est-rsa-usrn-
lsc,est rsa mTLS,

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Attempting to validate certificate using est-rsa-
usrn-lsc policy

Jul 9 11:29:05.908: CRYPTO PKI: (9142E) Using est-rsa-usrn-lsc to validate certificate
Jul 9 11:29:05.909: CRYPTO PKI: Added 1 certs to trusted chain.

Jul 9 11:29:05.909: CRYPTO PKI: (9142E) flags = 0x0

Jul 9 11:29:05.909: CRYPTO PKI: (9142E) Setting first revoke option

Jul 9 11:29:05.909: CRYPTO PKI: check if signed by sudi : issuer name of cert: cn=Cisco
Wireless Madrid Sub CA - G2,o0=Wireless TME, c=ES

Jul 9 11:29:05.909: CRYPTO PKI: (9142E) Validate Certificate - current index:0 flags:0x0
options:0x1

Jul 9 11:29:05.909: CRYPTO PKI: (9142E) Validate Certificate - default case: revoke
option:3

Jul 9 11:29:05.909: CRYPTO PKI: (9142E) Validate Certificate - Certificate added to store
Jul 9 11:29:05.909: CRYPTO PKI: Deleting cached key having key id 154

Jul 9 11:29:05.909: CRYPTO PKI: Attempting to insert the peer's public key into cache
Jul 9 11:29:05.909: CRYPTO PKI:Peer's public inserted successfully with key id 155

Jul 9 11:29:05.910: CRYPTO PKI: (9142E) Validate Certificate - Certificate verified
successfully rc = 1024

Jul 9 11:29:05.910: CRYPTO PKI: (9142E) Certificate verification status
CRYPTO VALID CERT:cert refcount after increment = 1

Jul 9 11:29:05.910: CRYPTO PKI: Populate AAA auth data

Jul 9 11:29:05.910: CRYPTO PKI: Unable to get configured attribute for primary AAA list
authorization.

Jul 9 11:29:05.910: CRYPTO PKI: (9142E) Removing verify context
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Jul 9 11:29:05.910: CRYPTO PKI: Expiring peer's cached key with key id 155

Jul 9 11:29:05.910: CRYPTO PKI: destroying ca reqg context type
PKI _VERIFY CHAIN CONTEXT,ident 116, ref count l:Decrementing refcount for context id-116 to
0

Jul 9 11:29:05.910: CRYPTO PKI: ca req context released

Jul 9 11:29:05.910: CRYPTO PKI: (9142E) Validation TP is est-rsa-usrn-lsc
Jul 9 11:29:05.910: CRYPTO PKI: (9142E) Certificate validation succeeded
Jul 9 11:29:05.910: CRYPTO PKI: Rcvd request to end PKI session 9142E.

Jul 9 11:29:05.910: CRYPTO PKI: PKI session 9142E has ended. Freeing all resources.:cert
refcount after decrement = 0

Jul 9 11:29:05.911: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completed

Jul 9 11:29:05.911: CRYPTO PKI: Deleting cached key having key id 155
Jul 9 11:29:05.911: CRYPTO PKI: Attempting to insert the peer's public key into cache
Jul 9 11:29:05.911: CRYPTO PKI:Peer's public inserted successfully with key id 156

Jul 9 11:29:06.050: EST CLIENT: have http response 186 tid

Jul 9 11:29:06.050: status code : 400
Jul 9 11:29:06.050: status_string : Bad Request
Jul 9 11:29:06.050: content type : text/html;charset=UTF-8

Jul 9 11:29:06.050: content encoding

Jul 9 11:29:06.050: content length : 98

Jul 9 11:29:06.050: Location

Jul 9 11:29:06.050: Server : Apache

:EST http response for tid 186 : Bad Request:Transaction found by id. 186.
Jul 9 11:29:06.052: EST CLIENT: HTTP response callback command: 4

Jul 9 11:29:06.053: CRYPTO PKI: Expiring peer's cached key with key id 156

Jul 9 11:29:06.054: EST CLIENT: Process queue event:EST CLIENT queue event.:Processing EST
process CA certs response.

LabW-9800CL4 (config) #
Jul 9 11:29:06.054: CRYPTO PKI: Rcvd request to end PKI session Al42C.

Jul 9 11:29:06.054: CRYPTO PKI: PKI session Al42C has ended. Freeing all resources.est-
cert-autorenewal:unlocked trustpoint est-cert-autorenewal, refcount is 0

Jul 9 11:29:06.054: CRYPTO PKI: PKI session A0000 has ended. Freeing all resources
completed

Jul 9 11:29:06.054: EST CLIENT: transaction 8 removedest-cert-autorenewal:Transaction
removed successfully.est-cert-autorenewal:Transaction destroyed successfully.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 70 of 82



Sample of CSR rejected (HTTP 400 Bad Request in WLC /simpleenroll) from WLC

LabW-9800CL4 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal
Jul 9 12:22:19.578: CRYPTO PKI: Creating trustpoint est-cert-autorenewal

Jul 9 12:22:19.578: CRYPTO PKI: handle 1073741925 associated with trustpoint est-cert-
autorenewal

Jul 9 12:22:19.578: %PKI-6-TRUSTPOINT CREATE: Trustpoint: est-cert-autorenewal created
successfully

LabW-9800CL4 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal

Jul 9 12:22:19.744: CRYPTO PKI: Adding LabW-9800CL4.cisco.com to subject-alt-name field
Jul 9 12:22:19.762: CRYPTO PKI: CA cert not found in crl cache clear

LabW-9800CL4 (ca-trustpoint) #crypto pki authenticate est-cert-autorenewal

LabW-9800CL4 (config) #est-cert-autorenewal :Enrollment: EST

Jul 9 12:22:23.601: CRYPTO PKI: (Al436) Session started - identity selected (est-cert-
autorenewal) est-cert-autorenewal:refcount after increment = 1

Jul 9 12:22:23.601: CRYPTO PKI: Begin trustpoint info get.

Jul 9 12:22:23.601: CRYPTO PKI: setting est rsa mTLS to Trustpoint credential
Jul 9 12:22:23.601: CRYPTO PKI: resetting enrollment vrf to NULL

Jul 9 12:22:23.601: CRYPTO PKI: resetting profile source interface to NULL

Jul 9 12:22:23.601: CRYPTO PKI: Successfully got trustpoint info.est-cert-autorenewal:EST
authentication pending.

Jul 9 12:22:23.601: EST CLIENT: Process queue event:EST CLIENT queue event.est-cert-
autorenewal:Processing EST retrieve CA certs.

Jul 9 12:22:23.601: EST Process retrieve CA certs

Jul 9 12:22:23.601: EST CLIENT: URL formed is https://10.50.0.149:443/.well-known/est/cw-
rsa/cacerts

Jul 9 12:22:23.602: EST CLIENT: Send http request:EST sending http request.:EST
URL:https://10.50.0.149:443/.well-known/est/cw-rsa/cacerts.

Jul 9 12:22:23.602: EST CLIENT: transaction 11 addedest-cert-autorenewal:Transaction added
successfully.

Jul 9 12:22:23.605: CRYPTO PKI: (91437) Session started - identity selected
(est_rsa mTLS)est rsa mTLS:refcount after increment =1

Jul 9 12:22:23.606: CRYPTO PKI: Begin local cert chain retrieval.
Jul 9 12:22:23.609: CRYPTO PKI: Done with local cert chain fetch 0.
Jul 9 12:22:23.610: CRYPTO_ PKI: Rcvd request to end PKI session 91437.

Jul 9 12:22:23.610: CRYPTO PKI: PKI session 91437 has ended. Freeing all
resources.est rsa mTLS:unlocked trustpoint est rsa mTLS, refcount is 0

Jul 9 12:22:23.610: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completed

Jul 9 12:22:23.632: CRYPTO PKI: (91438) Session started - identity not specified
Jul 9 12:22:23.632: CRYPTO PKI: (91438) Adding peer certificate

Jul 9 12:22:23.633: CRYPTO PKI: Added x509 peer certificate - (1436) bytes

Jul

e}

12:22:23.633: CRYPTO PKI: (91438) Adding peer certificate
Jul

Ne]

12:22:23.633: CRYPTO PKI: Added x509 peer certificate - (1430) bytes
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Jul 9 12:22:23.633: CRYPTO PKI: (91438) Adding peer certificate
Jul 9 12:22:23.634: CRYPTO PKI: Added x509 peer certificate - (1400) bytes
Jul 9 12:22:23.634: CRYPTO PKI: (91438) num certs in peer list 3

Jul 9 12:22:23.634: CRYPTO PKI: App did not specify any validation list. So, the trusted
cert is validated successfully

Jul 9 12:22:23.634: CRYPTO PKI: App did not specify any validation list. So, the trusted
cert is validated successfully

Jul 9 12:22:23.634: CRYPTO PKI: (91438) num certs in sorted chain 1

Jul 9 12:22:23.634: CRYPTO CS OPENSSL: get cert ip addr extension (rfc3779): cert has no ip
addr extension (rfc3779)

Jul 9 12:22:23.634: CRYPTO PKI: ip-ext-val: IP extension validation not required
Jul 9 12:22:23.634: CRYPTO PKI: (91438) Validation Options received from client:0xl
:Incrementing refcount for context id-119 to 1

Jul 9 12:22:23.634: CRYPTO PKI: create new ca req context type
PKI VERIFY CHAIN CONTEXT,ident 119

Jul 9 12:22:23.634: CRYPTO PKI: (91438) index(0) sub(cn=LabW-EJBCA) issuer (cn=Cisco
Wireless Madrid Sub CA - G2,o=Wireless TME, c=ES)

Jul 9 12:22:23.634: CRYPTO PKI: Found issuer in trusted certificates

Jul 9 12:22:23.634: CRYPTO PKI: (91438) issuer found sub(cn=Cisco Wireless Madrid Sub CA -
G2,0=Wireless TME,c=ES) issuer (cn=Cisco Wireless Madrid Root CA - G2,o=Wireless TME, c=ES)

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Verify Certificate - current index:0 flags:0x0
options:0x1

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Check for identical certs

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Validating non-trusted cert index 0
Jul 9 12:22:23.634: CRYPTO PKI: (91438) Create a list of suitable trustpoints
Jul 9 12:22:23.634: CRYPTO PKI: Found a issuer match

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Suitable trustpoints are: est-rsa-usrn-
lsc,est rsa mTLS,

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Attempting to validate certificate using est-rsa-
usrn-lsc policy

Jul 9 12:22:23.634: CRYPTO PKI: (91438) Using est-rsa-usrn-lsc to validate certificate

Jul 9 12:22:23.635: CRYPTO PKI: Added 1 certs to trusted chain.

Jul 9 12:22:23.635: CRYPTO PKI: (91438) flags = 0x0
Jul 9 12:22:23.635: CRYPTO PKI: (91438) Setting first revoke option

Jul 9 12:22:23.636: CRYPTO PKI: check if signed by sudi : issuer name of cert: cn=Cisco
Wireless Madrid Sub CA - G2,o0=Wireless TME,c=ES

Jul 9 12:22:23.636: CRYPTO PKI: (91438) Validate Certificate - current index:0 flags:0x0
options:0x1

Jul 9 12:22:23.636: CRYPTO PKI: (91438) Validate Certificate - default case: revoke
option:3
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Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
successfully rc
Jul 9 12:22:23.

CRYPTO VALID

PKI VERIFY CHAIN CONTEXT,ident 119,

Jul 9 12:22:23.
Jul 9 12:22:23.
authorization.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
0

Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.
Jul 9 12:22:23.

637:
637:
637:
637:
637:

636: CRYPTO PKI:
636: CRYPTO PKI:
636: CRYPTO PKI:
636: CRYPTO PKI:
636: CRYPTO PKI
637: CRYPTO PKI:
= 1024
637: CRYPTO PKI:
CERT:cert refcgunt
637: CRYPTO PKI:
637: CRYPTO PKI:
637: CRYPTO PKI:
637: CRYPTO_ PKI
637: CRYPTO PKI:

CRYPTO PKI:
CRYPTO PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:

CRYPTO PKI:

refcount after decrement = 0

Jul

completed

Jul 9 12:22:23.637:
Jul 9 12:22:23.637:
Jul 9 12:22:23.637:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
Jul 9 12:22:23.715:
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9 12:22:23.637: CRYPTO PKI:

CRYPTO_PKTI:
CRYPTO_PKI:

CRYPTO_ PKT:

EST CLIENT:

status code

status_stri

content typ

content enc

content len

Location

(91438)
Deleting cached key having key id 158
Deleting cached key having key id 159
Attempting to insert the peer's public key into cache

:Peer's public inserted successfully with key id 160

(91438) Validate Certificate - Certificate verified
(91438) Certificate verification status
after increment = 1

Populate AAA auth data

Unable to get configured attribute for primary AAA list

(91438) Removing verify context
: Expiring peer's cached key with key id 160

destroying ca req context type
ref count 1l:Decrementing refcount for context id-119

ca req _context released
(91438) Validation TP is est-rsa-usrn-1lsc
(91438) Certificate validation succeeded

Rcvd request to end PKI session 91438.

Validate Certificate - Certificate added to store

to

PKI session 91438 has ended. Freeing all resources.:cert

PKI session 90000 has ended. Freeing all resources

Deleting cached key having key id 160
Attempting to insert the peer's public key into cache

Peer's public inserted successfully with key id 161

have http response 190 tid

200
ng OK
e : application/pkcs7-mime
oding
gth 3895
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Jul 9 12:22:23.715: Server : Apache
:EST http response for tid 190 : OK:Transaction found by id. 190.
Jul 9 12:22:23.718: EST CLIENT: HTTP response callback command: 4

Jul 9 12:22:23.718: EST CLIENT: Process queue event:EST CLIENT queue event.

Jul 9 12:22:23.718: EST CLIENT: response data returned is 3895 bytes
Jul 9 12:22:23.718: EST CLIENT: response data segemnt is 3895 bytes
Jul 9 12:22:23.718: EST CLIENT: httpc: all responses received

Jul 9 12:22:23.718: EST CLIENT: Response
MIAGCSgGSIb3DQEHAQCAMIACAQExADALBgkghkiGO9w0BBwGggDCCBZIwggN60AMC
AQICFBzARmMO0T1izPydUBWOsbeLN6E4DTMAOGCSGSIb3DQERBCWUAMFEXCZzAJBgNV
BAYTAKVTMRUWEWYDVQQOKEwxXaXJ1bGVzcyBUTUUxKzApBgNVBAMT I kNpc2NvIFdp
cmVsZXNzIE1hZHJpZCBSb290IENBICOgRzIwHhcNM] YwNDE4AMTUxNzUOWhcNMzYw
NDE1IMTUxNzUzW3iBOMQOswCQYDVQQGEWJFUzEVMBMGALUEChMMV21yZWx1c3MgVELF
MSowKAYDVQODEyFDaXNjbyBXaXJ1lbGVzcyBNYWRyaWQgU3ViIENBICOgRzIwggIi
MAOGCSqGSIb3DQEBAQUAA4LICDWAWGgIKAOICAQC1bnEQS/1S1vDgdX0LiWGTOCFEs
JeIV32r6HBXnxrNBOH7YKS5NAdhJJ2pwi IXARWONsAFJKCaOHECE2n0197fFPylnrP
keoQQz/Fkt7ahtGYtqvZz+5T7rIsRyfrC6C8yFRYGI7bNocQT4VAQAFENZ71/R+Qc
65hZ+AjPw8sRY+NTalogYe/8x12CP55**MSG 00001 TRUNCATED* *

**MSG 00001 CONTINUATION #01**toplSntZn3FkpsEx6a/ht0SQg2QfFriNt
1x+9NR8kVBKg/rMdxtdpVmT+RsoTx1zr fXZTnZpHtC+Bivo+GXxY5mennMZ56QS+
Yi+Rc5Pt1MrhbgD8725YS9GCi5Jp7iEfAFZ7kFLvkoBLv6u05])6mA3hGeCEN+h/M
qm10aCGMh1440G1VhCR2xxp5LSruNhDDYNrjxnVNVhWdplo+AwlcaksGnU6xYdB1
fAP8BNTKNE/1yx4PQwX9saTV9r1450NtG6WgDpwk/JRviFOxJpONJjbytSjMSbsWb
Zt8nT9yggxxGMgTOcv6ZHTfc5/rzCVa+eSIDwWL7MCxdmf6cuCy2TOG/eVQDY456F
6/kSCx7ThkawyZ0g8zwkagQjojYZdwhDVW/4FCLTgHH/cmYG6M+E6CmSedungVh2ib
mmOwqvGlIZWW/G6X9gG7V15kVS5PWT /Eat8awulx0dl5+AhG569d4uuSpOvVCdM7IV
D7sNVrA/9N1GWgN4sQIDAQABO2MwYTAPBgNVHRMBAf8EBTADAQH/MB8GA1UAIWQY
MBaAFByDSePBNeSCnsEVsPBl1jiaajR8gMBOGA1UdDgQWBBQLMghuSWE1 /UJHESNC
Ipz8luOBw**MSG 00001 TRUNCATED**

**MSG 00001 CONTINUATION #02**DAOBgNVHQ8BAf8ERAMCAYYWDQYJKoZIhvcNAQELBQADggIBAHY 7Hets
FIYNPVXJ7AyFKhetKLG1Z2530x1VzdapJdCDvIirekl50JzDIpDzoaWOMzCBZ7a7Ze
ZE1VZG9CxeAsSYNL/SHAT+n/xvwQ3pzNgRFTROtWnZmgj fhQT3eHVQczMk8b1AALS
XC6WNBIQrwMfxWb6FujPuvRoD/AE1ZzA6Up+BfVGiyB6gqeZwIJHWIxih8EImOzMB1
gNnE23XbyqrV18tD/N6jUSOGWISPEVvMYtux1kO2IrbHgsg+rmI6fHIJrGhROKLGOs
ZT9vvmmEgoXy511EMS8UbLKT7/HeiGsgSmk8+Ak5ysj2017J3cRJIei8Ap7ZAFMls
1kTaBAtynDo6mUrIvhQ1DO0O81vPQaKtch/9pwvH]jgWkeTyUfhizgdy47enkiQbuz
/GA8A//3Q/rAMvjId0YzAaZaCu8hvtQ2hxwK/+GhFZBdI/0zBz1dZs2eDIM3cxRX
aZ707Ng0Lkd9Jf3/vZF1kSLmtvijt7Iykh7z+IC6BAEYROMbWiH2Qukdo5hCO7ZGw
4GzUVWWeaQxuZz/Wj0H6/69/06sD6a20jG1lvOnYfMrod81ltg0gg+**MSG 00001 TRUNCATED**
**MSG 00001 CONTINUATION #03**LaLSjRZKvlmv

2+GiFGpnfcTEonN7BdKz3dWd+dvZrM/ rA/8XL9zmFhrRaDgQW6eNrmmev5jI55HZk
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**MSG 00001 TRUNCATED**
**MSG 00001 CONTINUATION #04**VKyaqHLYPLBMZOz4jtHzsdRhwRG8kkvXPy
Q+G80377UjNpVXBGsIMXkYtWL+11s714EHAfI62HsarQ6j032z1g8 9xAAbgxLGqLR
U5IZ3+IGa0dprvI9DwN48fMVS5KUwIvciobN8nevoKBAFOsCoWRYR)8£ddQkp5Jdvba
CgBn4gTjyWLaZHs1lVem40ZazZjoB3yo3jOTGNOQihgqdwOmREcvwz2cI9N21LopT7ay9
g9g1cQf864S3nn7TnwrAlyBC2sNSyizMnIvEeAjGXhCjaB9xA+G6K050PB939Zmm
REfLDylF8YjulrImiIGexb4oev86WFkGebMrUxJioBTs6I+rGgYJdmNOucSF2aiEy
5cbr6BONEO0HCKKIzfJv0axCc/0tw0yjkThGW25wEfFLISUKQVDTkFwS7tsKxHFCLg
4fAVB8efjmC75nuV4dgCNbG7ichfEI1djhpO8GGbwFiMQ10Y3aRMVz3Y¥nzmDJIBxC
I071IEZ/s77hpJLUiVKEfmy3AIVzE5aX51z1iP5E24YfU0i1GiuU3XnjYpiDJKNDzCQP
fMsC3LgxAgMBAAG)QjBAMASGALIUJEWER/wQFMAMBAf8wHQYDVROOBBYEFByDSePB
NeSCnsEV**MSG 00001 TRUNCATED**
**MSG 00001 CONTINUATION #05**sPBljiaajR8gMA4GA1UJDWEB/wQEAWIBh]jANBgkghkiGIwOBAQsFAAOC
AgEAXMgQWNHaNZPQtalNzO/RwwHyz2mtUHHN2 rAx7UZ 7 3yHWtX4gsTGkbxKDUhz1
LSu9CwlXQFC2ZxrWEvNYoAhpF8VeWlhPWzEy6X/Kr3LKcUS0824HJIDZXeNFoOK20
0+VcoLpeSzYFoOyOAKgivMPm6eblIp/jLBgse4EGXJ4IC0Odvgs5cT7coA7zpM58He
n81lvtBaJdDNDzZMKyrSbX+Q73wxNgynxdIfgctOtrX1XjwXpGCz5C26p/kBcm8ezy
X0W9zNqdDSaQ0CtTWnhU9gy/2pFZ0KyyFTn3LXb1LYeRUqkIWb6NzXdb26A378+d
gf1iBOVPUN/WOlTbYJR8W4xVxjx5kVv8eusfmr8ZJ3hYgHbC3HP7UgVOO+QOmxkle
1Het8GtvKE1lgmREBPEV8kxYPELZYWzgU3Z24UcX+yrbKNFDP/exYDMNmBNy8Av5Va
nU3ex0+G1l3kkl75fiIewVpXnZw3M30tDkDHeKP1 6WREAvqgh2eGOWTNmI6LTZ7Xh
XplL4AYHFt1g32G+vokO5wNJkYERCcCZMohzkEGQamlT6ErTg8Y1**MSG 00001 TRUNCATED**
**MSG 00001 CONTINUATION #06**Q/y+H+u2Y0iFb
0e/VypLjLN5G8JEsbcVAc8md7pTsmM1lb4Y32BequNRc1HVGCy5Y80MkN8P+xgNWO
jeAQCPLCweVgCs4£fzhDYsjKULs xg5fwMYz6c/pXQ0F31icQAADEAAAAARAAAA
Jul 9 12:22:23.724: The PKCS #7 message contains 2 certificates.
Jul 9 12:22:23.724: Extract first certificate from certificate chain
Jul 9 12:22:23.724: 1Installing certificate with

issuer name : /C=ES/O=Wireless TME/CN=Cisco Wireless Madrid Root CA - G2

subject name : /C=ES/O=Wireless TME/CN=Cisco Wireless Madrid Sub CA - G2
Jul 9 12:22:23.724: CRYPTO PKI:PKI ReadSignedPkcs7 found cert
A CA certificate has been received

Issuer-name : cn=Cisco Wireless Madrid Root CA - G2,o=Wireless
TME, c=ES
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Subject-name : cn=Cisco Wireless Madrid Sub CA - G2,o=Wireless
TME, c=ES

Serial-number: 1CC0466F4E4E2CCFCO9D5015B4B1B78B37A1380D3
End-date : 2036-04-15T15:17:53%Z

Jul 9 12:22:23.724: EST CLIENT: Http message command is: 5

Jul 9 12:22:23.725: key type of tp is 1

Jul 9 12:22:23.725: CRYPTO PKI: trustpoint est-cert-autorenewal authentication status = 0

Jul 9 12:22:23.725: CRYPTO PKI: (91439) Session started - identity not specifiedest-cert-
autorenewal:locked trustpoint est-cert-autorenewal, refcount is 2:Incrementing refcount for
context 1id-120 to 1

Jul 9 12:22:23.725: CRYPTO PKI: create new ca req context type
PKI VERIFY CHAIN CONTEXT, ident 120

Jul 9 12:22:23.726: CRYPTO PKI: Found issuer in trusted certificates

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Verify Certificate - current index:0 flags:0x0
options:0x0

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Check for identical certs

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Validating non-trusted cert index O
Jul 9 12:22:23.726: CRYPTO PKI: (91439) Create a list of suitable trustpoints
Jul 9 12:22:23.726: CRYPTO PKI: Found a issuer match

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Suitable trustpoints are: est-rsa-root-
ca,est RootCa,

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Attempting to validate certificate using est-rsa-
root-ca policy

Jul 9 12:22:23.726: CRYPTO PKI: (91439) Using est-rsa-root-ca to validate certificate
Jul 9 12:22:23.727: CRYPTO PKI: Added 1 certs to trusted chain.

Jul 9 12:22:23.727: CRYPTO PKI: (91439) flags = 0x0

Jul 9 12:22:23.727: CRYPTO PKI: (91439) Setting first revoke option

Jul 9 12:22:23.727: CRYPTO PKI: check if signed by sudi : issuer name of cert: cn=Cisco
Wireless Madrid Root CA - G2,o0=Wireless TME, c=ES

Jul 9 12:22:23.727: CRYPTO PKI: (91439) Validate Certificate - current index:0 flags:0x0
options:0x0

Jul 9 12:22:23.727: CRYPTO PKI: (91439) Validate Certificate - default case: revoke
option:3

Jul 9 12:22:23.727: CRYPTO PKI: (91439) Validate Certificate - Certificate added to store
Jul 9 12:22:23.727: CRYPTO PKI: Attempting to insert the peer's public key into cache

Jul 9 12:22:23.727: CRYPTO PKI:Peer's public inserted successfully with key id 162

Jul 9 12:22:23.728: CRYPTO PKI: (91439) Validate Certificate - Certificate verified
successfully rc = 1024

Jul 9 12:22:23.728: CRYPTO PKI: (91439) Certificate verification status CRYPTO VALID CERT

Jul 9 12:22:23.728: CRYPTO PKI: (91439) Removing verify context
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Jul 9 12:22:23.728: CRYPTO PKI: Expiring peer's cached key with key id 162

Jul 9 12:22:23.728: CRYPTO PKI: destroying ca req context type
PKI VERIFY CHAIN CONTEXT,ident 120, ref count l:Decrementing refcount for context id-120 to
0

Jul 9 12:22:23.728: CRYPTO PKI: ca req context releasedest-cert-autorenewal:unlocked
trustpoint est-cert-autorenewal, refcount is 1

Jul 9 12:22:23.728: CRYPTO PKI: Rcvd request to end PKI session 91439.
Jul 9 12:22:23.728: CRYPTO PKI: PKI session 91439 has ended. Freeing all resources.

Jul 9 12:22:23.728: CRYPTO PKI: PKI session 90000 has ended. Freeing all resources
completedest-cert-autorenewal:A CA certificate has been installed

Issuer-name : cn=Cisco Wireless Madrid Root CA - G2,o=Wireless
TME, c=ES

Subject-name : cn=Cisco Wireless Madrid Sub CA - G2,o=Wireless
TME, c=ES

Serial-number: 1CC0466F4E4E2CCFCO9D5015B4B1B78B37A1380D3
End-date : 2036-04-15T15:17:53%
Jul 9 12:22:23.730: CRYPTO PKI: Setting renewal timers

Jul 9 12:22:23.730: CRYPTO PKI: set re-enroll timer to 5-secondest-cert-autorenewal:Started
reenroll timer for 5 seconds.

Jul 9 12:22:23.730: EST CLIENT: CA Cert imported successfullyest-cert-autorenewal:EST CA
cert imported.:Processing EST process CA certs response.

Jul 9 12:22:23.730: CRYPTO PKI: Rcvd request to end PKI session Al436.

Jul 9 12:22:23.730: CRYPTO PKI: PKI session Al1436 has ended. Freeing all resources.est-
cert-autorenewal:unlocked trustpoint est-cert-autorenewal, refcount is 0

Jul 9 12:22:23.730: $PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. 1Issue "write
memory" to save new IOS PKI configuration:Configuration was modified. Issue "write memory"
to save new IOS PKI configuration

Jul 9 12:22:23.730: EST CLIENT: transaction 11 removedest-cert-autorenewal:Transaction
removed successfully.est-cert-autorenewal:Transaction destroyed successfully.

Jul 9 12:22:23.730: CRYPTO PKI: (Al43A) Session started - identity selected (est-cert-
autorenewal)est-cert—-autorenewal:refcount after increment = 1

Jul 9 12:22:23.730: CRYPTO PKI: Begin local cert chain retrieval.

Jul 9 12:22:23.730: CRYPTO PKI: Done with local cert chain fetch 18.
Jul 9 12:22:23.730: CRYPTO PKI: Begin local cert chain retrieval.

Jul 9 12:22:23.730: CRYPTO PKI: Done with local cert chain fetch 18.
LabW-9800CL4 (confiqg) #

Jul 9 12:22:23.730: CRYPTO PKI: Begin local cert chain retrieval.

Jul 9 12:22:23.730: CRYPTO PKI: Done with local cert chain fetch 18.
Jul 9 12:22:23.730: CRYPTO_PKI: Rcvd request to end PKI session Al43A.

Jul 9 12:22:23.730: CRYPTO PKI: PKI session Al143A has ended. Freeing all resources.est-
cert-autorenewal:unlocked trustpoint est-cert-autorenewal, refcount is 0

Jul 9 12:22:23.730: CRYPTO PKI: PKI session A0000 has ended. Freeing all resources
completed

LabW-9800CL4 (config) #

Jul 9 12:22:28.319: %PKI-6-CERT ENROLL AUTO: Auto initial enrollment for trustpoint est-
cert-autorenewalest-cert-autorenewal:Auto initial enrollment
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Jul 9 12:22:28.319: CRYPTO PKI: using private key autorenewal-key for enrollment

Jul 9 12:22:28.319: CRYPTO PKI: (Al43B) Session started - identity selected (est-cert-
autorenewal) est-cert—-autorenewal :refcount after increment = 1

Jul 9 12:22:28.319: CRYPTO PKI: Begin trustpoint info get.

Jul 9 12:22:28.319: CRYPTO PKI: setting est rsa mTLS to Trustpoint credential

Jul 9 12:22:28.319: CRYPTO PKI: resetting enrollment vrf to NULL

Jul 9 12:22:28.319: CRYPTO PKI: resetting profile source interface to NULL
Jul 9 12:22:28.319: CRYPTO PKI: Successfully got trustpoint info.

Jul 9 12:22:28.319: EST CLIENT: Need to send enroll message

Jul 9 12:22:28.319: CRYPTO PKI: Begin keypair name get.

Jul 9 12:22:28.319: CRYPTO PKI: Returning from keypair name get O.est-cert-autorenewal:EST
returning enrollment pending

Jul 9 12:22:28.320: EST CLIENT: Process queue event:EST CLIENT queue event.

Jul 9 12:22:28.320: EST CLIENT: Process starting enrollmentest-cert-autorenewal:Processing
EST enrollment.

Jul 9 12:22:28.320: EST CLIENT: Requesting 1 certs
Jul 9 12:22:28.320: CRYPTO PKI: Signature id set to 4 for trustpoint est-cert-autorenewal

Jul 9 12:22:28.320: CRYPTO PKI OPENSSL: add san prefix and suffix: string concatenation
success

Jul 9 12:22:28.320: CRYPTO PKI OPENSSL: append dns prefix with suffix: successfully
appended DNS prefix with suffix (DNS:LabW-9800CL4.cisco.com)

Jul 9 12:22:28.320: CRYPTO PKI OPENSSL: get final subject alt name: got final
subject alt name as (DNS:LabW-9800CL4.cisco.com)

Jul 9 12:22:28.320: CRYPTO OPENSSL: set subject alt name extension: successfully added
subject alt name extension to record

Jul 9 12:22:28.320: CRYPTO PKI OPENSSL: set extended key usage: extended key usage TLS Web
Client Authentication

Jul 9 12:22:28.372: EST CLIENT: CSR created successfully
MIIFOJjCCAyICAQAwgZ4xHzAdBgkghkiGOwOBCQEWEG1hZGxhYkBjaXNjby5jb20x
GzAZBgNVBASTEkNpc2NvIFdpcmVsZXNz IFRNRTEOMAWGALIUEChMEFQ21zY28xDzAN
BgNVBAcCTBk1hZHJIpZDEPMAOGALIUECBMGTWEkcml kMOswCQYDVQQOGEwJFUzZE£MBOG
AlUEAXMWTGEF1Vy050DAWQOwWOLmNpc2NvILmNvbTCCALIIwDQYJKoZ ThvecNAQEBBQAD
ggIPADCCAgoCggIBALD039r/CZWJI5H4AWS8 JbTymhRinijrAuS7C+7rsGxvT8COVam
h2p0SHFNMPBzUgl/TEbGICS+ip01DQYLIWKfohjkEm70jR50XTzzNZpzAoNEQ49¢
000ZRbxH+0Q2k8r0aeLSG38nn1MjN4F/EQ2gpaWc8mFO2BbTP7D+EVQLS2cQP71Jw
euw/7pO0Rhud4xTXjkz7fx11LKy5ANgZHMHCBXxmMQR6M/ 2/ fgbCLFP/VXPPjvA8qL+3W
PRAMU0OZRAATxYaN8tUlZ6HFejChdjuzUrAGovXhzZzKh4ng0a7ppK0z/QDewe9xIz
getImgj4JHlrxfc**MSG 00002 TRUNCATED**

**MSG 00002 CONTINUATION #01**4yCfgRNOTc2fv/tIm7DEFATxYxwGGpUs3JYMzQ+SDsY++TenP
2u8SvRagkyLuZspY85jfKrJ8FYEMYMt zEnwINgDcacTL6CFP2gl 7uTakKXVskk9Zhy
6pvnuRUgGCNooOLeAW12FP/1wM/SalM4gMFks9aylzuF1X3wttyHOBeQe3BW4X6n+
J951LAWEL77Vb191Qj0XtcAIzdMVN/QGyQOm+jZKpO6J0+3c/bEO8bnDDK6£4R1dN
WEJHOJCy6N3agioz2nWM016C8I2pWIOOUumkDIs11HzTxS6aniPFk+WiZtTkiuvd

UsmZRCKZVgDU21iIsXpIN90OjIHhN83GkbgGB8Z+zCDzdVnn6YDplb8nfzSGqvAgMB
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AAGgVjBUBgkghkiGO9w0OBCQ4xRzBFMBMGA1UdJQQOMMAOGCCsGAQUFBWMCMCEGA1Ud
EQQaMBiCFkxhY1ctOTgwMENMNC5aXNjby5ib20wCwYDVROPBAQDAGWgMAOGCSYG
SIb3DQEBDQUAA4ICAQAXO0OGO1UKH6+6tBeDOQrQStY90Abg4K6EPMgZsvczmEFUV
5tGKn+6h0/X3X3N9nS/t5kKIRcIewwdQbch4dbgGQHzPZZuMaZRrzbkwiCk**MSG 00002 TRUNCATED**
**MSG 00002 CONTINUATION #02**Q5TXIn
1Bjt1OuONH88KBBUIi/hNXS/wfZcZ6xiFjwcUWgioGyUU+C6J)s3+IYmE/iwINzX
BxVTA5JUOuYOY/IfCi2HdHffGAtC90e/wMKf95UdontGCycoeDfwrOcf3omxwUs/
IRrwh+AfY7tY¥nsIwzr8E+0FIuiEFWFFWPukZ1HrK33/8p+Xk5zxoGvyuZwQpQbld
S5QH6XuE81iS75vMa80e813mCWESVI6]yO4ExUmkzLiaruLRsM1lpIhET6zBGr1+EKF
ChUkwnvcEReMkDj9CCOMpItyGW8rcWX6EhRNOh16H2SJ4ygeBjaazWzkdh7nlh/7z
JOR34N+0g8Jdyka0HBjRX/kMyeChZKT£dcPkhmgSEFB 6§ quXc1EALQ30LPoTA00+
fnihOnf4hSv3LCM5YGBOGwWzj0Z2zHSLvY5arV+X1VRIHU6550+1ngU/la0vyHRabi
wa8TwxgrzZSflkgL6BNVUAWGUcibl90e3I80£fBS1wjS1nd4vsJdj0zt1G1lDOnl+T20
ui9XQhaF1ImLHgNSbRpTNRjaTZUXGhHuuz fUBPAWLtVDV/6syhAig/0ZzEnE4FA==
} +4Mest-cert-autorenewal:EST CSR created successfully
MIIFOjCCAYyICAQAwWgZ4xHzAdBgkghkiGOwOBCQEWEG1hZGxhYkBjaXNjby5ib20x
GzAZBgNVBASTEkNpc2NvIFdpcmVsZXNz IFRNRTEOMAWGALUEChMEFQ212zY28xDzAN
BgNVBAcCTBk1hZHJpZDEPMAOGA1UECBMGTWEkcm1 kMQOswCQYDVQQGEwWJFUzZEfMBOG
AlUEAXMWTGF1Vy050DAWQOwWOLmNpc2NvLmMNvhbTCCAL IwDQYJKoZ IThvcNAQEBBQAD
ggIPADCCAgoCggIBALDO39r/CZWIS5HAW8JbTymhRinijrAuS7C+7rsGxv

Jul 9 12:22:28.373: EST CLIENT : En/Re enroll URL : https://10.50.0.149:443/.well-
known/est/cw-rsa/simpleenroll

Jul 9 12:22:28.373: EST CLIENT: Send http request:EST sending http request.:EST
URL:https://10.50.0.149:443/.well-known/est/cw-rsa/simpleenroll.

LabW-9800CL4 (config) #

Jul 9 12:22:28.373: EST CLIENT: transaction 12 addedest-cert-autorenewal:Transaction added
successfully.

Jul 9 12:22:28.415: EST CLIENT: have http response 191 tid

Jul 9 12:22:28.415: status_code : 400
Jul 9 12:22:28.415: status_string : Bad Request
Jul 9 12:22:28.415: content type : text/html;charset=UTF-8

Jul 9 12:22:28.415: content encoding

Jul 9 12:22:28.415: content length : 144

Jul 9 12:22:28.415: Location

Jul 9 12:22:28.415: Server : Apache

:EST http response for tid 191 : Bad Request:Transaction found by id. 191.

Jul 9 12:22:28.416: EST CLIENT: HTTP response callback command: 0
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Jul 9 12:22:28.416: CRYPTO PKI: Expiring peer's cached key with key id 161
Jul 9 12:22:28.416: EST CLIENT: Process queue event:EST CLIENT queue event.

Jul 9 12:22:28.416: EST CLIENT: enrollment response status = 400:Processing EST enrollment
response.

Jul 9 12:22:28.416: CRYPTO PKI: Rcvd request to end PKI session Al43B.

Jul 9 12:22:28.416: CRYPTO PKI: PKI session Al43B has ended. Freeing all resources.est-
cert-autorenewal:unlocked trustpoint est-cert-autorenewal, refcount is 0

Jul 9 12:22:28.416: CRYPTO PKI: PKI session A0000 has ended. Freeing all resources
completed

Jul 9 12:22:28.416: EST CLIENT: transaction 12 removed

LabW-9800CL4 (config) #est-cert-autorenewal:Transaction removed successfully.est-cert-
autorenewal:Transaction destroyed successfully.

LabW-9800CL4 (config) #no crypto pki trustpoint est-cert-autorenewal

Sample of missing attribute in EJBCA End Entity Profile

Jul 9 12:21:31 madlab-labw-ejbca api-proxy[1459]: 100.65.1.9 100.65.1.7:8080 - -
[09/Jul/2026:12:21:31 +0000] "GET /vl/network/interfaces/default HTTP/1.1" 200 1110

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,404+0000 DEBUG
[org.ejbca.util.ServiceControlFilter] (default task-3: 35424784) Access to service EST is
allowed. HTTP request https://10.50.0.149:443/.well-known/est/cw-rsa/simpleenroll is let
through.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,404+0000 INFO
[org.ejbca.ui.web.protocol.EstLoggingFilter] (default task-3: 35424784) POST
https://10.50.0.149:443/.well-known/est/cw-rsa/simpleenroll received from 10.9.1.30 X-
Forwarded-For: null

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,407+0000 DEBUG
[org.ejbca.uil.web.protocol.EstServlet] (default task-3: 35424784) Using EST configuration
alias: cw-rsa

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,407+0000 INFO
[org.ejbca.uil.web.protocol.EstServlet] (default task-3: 35424784) EST message received from:
10.9.1.30, for EST alias: cw-rsa, for operation: simpleenroll

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,415+0000 DEBUG
[org.ejbca.core.protocol.est.EstOperationsSessionBean] (default task-3: 35424784) EST alias
'cw-rsa' using RA mode

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,415+0000 DEBUG
[com.keyfactor.util.keys.KeyTools] (default task-3: 35424784) MaxAllowedKeyLength for DES
is: 2147483647

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,416+0000 DEBUG
[com.keyfactor.util.StringTools] (default task-3: 35424784) Using encrypted EstConfiguration
Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,422+0000 DEBUG
[org.cesecore.internal.CommonCacheBase] (default task-3: 35424784) Updated
AuthenticationTokenCacheKey cache. Digest was -1961952419, cacheEntry digest was null

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,424+0000 DEBUG
[org.cesecore.authorization.AuthorizationSessionBean] (default task-3: 35424784)
unstructuredName=LabW-9800CL4.cisco.com,E=madlab@cisco.com, CN=LabW-

9800CL4.cisco.com,0U=Cisco Wireless TME,O=Cisco,L=Madrid, ST=Madrid,C=ES has the following
access rules:

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l17331]: allow /
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Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]:

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,424+0000 DEBUG
[org.cesecore.authorization.AuthorizationCache] (default task-3: 35424784) Added entry for
key

'"CertificateAuthenticationToken; 648cf84fef84b1968634f60b5b58b5616f4aa24877c679£5d3c53786al0a
494a;null’'.

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,425+0000 INFO
[org.cesecore.audit.impl.log4j.Log4jDevice] (default task-3: 35424784) 2026-07-09
12:21:327; ACCESS CONTROL; SUCCESS; ACCESSCONTROL; CORE; unstructuredName=LabW-
9800CL4.cisco.com, E=madlab@cisco.com, CN=LabW-9800CL4.cisco.com,0U=Cisco Wireless
TME, O=Cisco, L=Madrid, ST=Madrid, C=ES; ;;;resourcel=/ca/-2077522442

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,425+0000 DEBUG
[org.cesecore.audit.log.InternalSecurityEventsLoggerSessionBean] (default task-3: 35424784)
LogDevice: Log4jDevice Proc: 0

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,425+0000 DEBUG
[org.cesecore.certificates.certificate.request.PKCS10RequestMessage] (default task-3:
35424784) getRequestDN: E=madlab@cisco.com,0U=Cisco Wireless

TME, O=Cisco, L=Madrid, ST=Madrid, C=ES, CN=LabW-9800CL4.cisco.com

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,425+0000 DEBUG
[org.ejbca.core.model.ra.UsernameGenerator] (default task-3: 35424784) >generateUsername:
E=madlab@cisco.com,0OU=Cisco Wireless TME,O=Cisco,L=Madrid, ST=Madrid, C=ES, CN=LabW-
9800CL4.cisco.com

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,425+0000 DEBUG
[org.ejbca.core.model.ra.UsernameGenerator] (default task-3: 35424784) <generateUsername,
generated username: E=madlab@cisco.com,OU=Cisco Wireless

TME, O=Cisco, L=Madrid, ST=Madrid, C=ES, CN=LabW-9800CL4.cisco.com

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,426+0000 DEBUG
[org.ejbca.core.ejb.ra.EndEntityAccessSessionBean] (default task-3: 35424784) Cannot find
user with username='E=madlab@cisco.com,OU=Cisco Wireless

TME, O=Cisco, L=Madrid, ST=Madrid, C=ES, CN=LabW-9800CL4.cisco.com'

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,426+0000 DEBUG
[org.cesecore.certificates.certificate.request.PKCS10RequestMessage] (default task-3:
35424784) got request extension

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,430+0000 DEBUG
[org.cesecore.configuration.LogRedactionConfigurationCache] (default task-3: 35424784)
Updated LogRedactionConfigurationCache.

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,430+0000 DEBUG
[org.ejbca.core.protocol.est.EstOperationsSessionBean] (default task-3: 35424784) EST: New
end entity 'E=madlab@cisco.com,OU=Cisco Wireless

TME, O=Cisco, L=Madrid, ST=Madrid, C=ES, CN=LabW-9800CL4.cisco.com', adding userdata. New status
'10'.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,432+0000 DEBUG
[org.cesecore.configuration.GlobalConfigurationSessionBean] (default task-3: 35424784)
Reading Configuration: GLOBAL EEP CONFIG

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,432+0000 DEBUG
[org.cesecore.configuration.GlobalConfigurationSessionBean] (default task-3: 35424784) No
default GlobalConfiguration exists. Creating a new one.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,432+0000 INFO
[org.cesecore.audit.impl.log4j.Log4jDevice] (default task-3: 35424784) 2026-07-09
12:21:327;ACCESS_CONTROL; SUCCESS; ACCESSCONTROL; CORE; unstructuredName=LabW-
9800CL4.cisco.com, E=madlab@cisco.com, CN=LabW-9800CL4.cisco.com,0U=Cisco Wireless

© 2026 Cisco and/or its affiliates. All rights reserved. Page 81 of 82



TME, O=Cisco, L=Madrid, ST=Madrid, C=ES;;;;resourcelO=/endentityprofilesrules/929236671/create en
d entity;resourcel=/ra functionality/create end entity

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,433+0000 DEBUG
[org.cesecore.audit.log.InternalSecurityEventsLoggerSessionBean] (default task-3: 35424784)
LogDevice: Log4jDevice Proc: 0

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,440+0000 DEBUG
[org.cesecore.configuration.GlobalConfigurationSessionBean] (default task-3: 35424784)
Reading Configuration: EAB

Jul 9 12:21:32 madlab-labw-ejbca ejbca[17331]: 2026-07-09 12:21:32,440+0000 DEBUG
[org.cesecore.configuration.GlobalConfigurationSessionBean] (default task-3: 35424784) No
default GlobalConfiguration exists. Creating a new one.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,441+0000 DEBUG
[org.ejbca.core.model.ra.raadmin.EndEntityProfile] (default task-3: 35424784)
passwordStrengthEstimate=98 getMinPwdStrength=0

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,442+0000 INFO
[org.cesecore.audit.impl.log4j.Log4jDevice] (default task-3: 35424784) 2026-07-09
12:21:327;RA_ADDENDENTITY ; FAILURE ;RA;CORE;unstructuredName=LabW-

9800CL4 .cisco.com,E=madlab@cisco.com,CN=LabW-9800CL4.cisco.com,0U=Cisco Wireless

TME ,0=Cisco,L=Madrid, ST=Madrid,C=ES;-2077522442; ;E=madlab@cisco.com,0U=Cisco Wireless

TME ,0=Cisco,L=Madrid, ST=Madrid,C=ES,CN=LabW-9800CL4.cisco.com;msg=Userdata did not fulfill
end entity profile CiscoWirelessAPEEProfile-RSA, dn 'E=madlab@cisco.com,CN=LabW-
9800CL4.cisco.com,0U=Cisco Wireless TME,O=Cisco,L=Madrid,ST=Madrid,C=ES': Wrong number of
DNSNAME fields in Subject Alternative Name..

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,442+0000 DEBUG
[org.cesecore.audit.log.InternalSecurityEventsLoggerSessionBean] (default task-3: 35424784)
LogDevice: Log4jDevice Proc: 0

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l7331]: 2026-07-09 12:21:32,444+0000 INFO
[org.ejbca.uil.web.protocol.EstServlet] (default task-3: 35424784) Bad request by EST client
with HTTP basic auth username 'null' to EST alias 'cw-rsa': Exception encountered when
performing EST operation 'simpleenroll' on alias 'cw-rsa'.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: 2026-07-09 12:21:32,444+0000 DEBUG
[org.ejbca.ui.web.protocol.EstServlet] (default task-3: 35424784) Exception:
org.cesecore.certificates.certificate.CertificateCreateException: Exception encountered when
performing EST operation 'simpleenroll' on alias 'cw-rsa'.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: #01llat deployment.ejbca.ear.edition-
specific-
ejb.jar//org.ejbca.core.protocol.est.EstOperationsSessionBean.dispatchRequest (EstOperationsS
essionBean.java:223)

<omitted for simplicity>

Jul 9 12:21:32 madlab-labw-ejbca ejbcal[l17331]: #01llat
java.base/java.lang.Thread.run (Unknown Source)

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: Caused by:
org.ejbca.core.model.ra.raadmin.EndEntityProfileValidationException: Wrong number of DNSNAME
fields in Subject Alternative Name.

Jul 9 12:21:32 madlab-labw-ejbca ejbca[l17331]: #01llat

deployment.ejbca.ear//org.ejbca.core.model.ra.raadmin.EndEntityProfile.checkIfForIllegalNumb
erOfFields (EndEntityProfile.java:2791)
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