
IRCM Support for Brownfield Guest Access using
Guest Anchor

The Wireless Guest Access model using guest anchor, addresses the need to provide internet access to guests
in a secure and accountable manner. The implementation of a wireless guest network uses the enterprise’s
existing wireless and wired infrastructure to the maximum extent. While there can be many different
deployments for guest access, this document focuses on a solution using two controllers - a Guest Foreign
and a Guest Anchor that provides an easy solution to segment guest traffic to a centralised location (DMZ).
You can map a provisioned guest WLAN to one or more (anchor) controllers using a tunnel. This allows a
guest WLAN and all associated guest traffic to be transported transparently across an enterprise network to
an anchor controller that resides in the Internet DMZ.

We will discuss only two possible scenarios described below.

• IRCM support between Catalyst 9800 as Guest Anchor and Catalyst 9800 and AireOS as Foreign
Controller, on page 2

• IRCM support between AireOS Controller as Guest Anchor and Catalyst 9800 / AireOS as Foreign
Controller, on page 3
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IRCM support between Catalyst 9800 as Guest Anchor and
Catalyst 9800 and AireOS as Foreign Controller

In the above setup, the following controllers are at work.

• WLC-3–Any Catalyst 9800 wireless controller.

• WLC-2–Any Catalyst 9800 wireless controller.

• WLC-1–AireOS 5520/8540 or 3504 controllers running 8.8.111 and above.WLC can also be a 5508/8510
controller running 8.5 based IRCM supported image.

Here all the controllers can participate in secure mobility and will have a tunnel established with the peers .
WLC2 here can act a guest anchor for both WLC1 and WLC3.

This setup also support the guest roaming between WLC1 (AireOS) and WLC3 (Catalyst 9800).
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IRCM support between AireOS Controller as Guest Anchor and
Catalyst 9800 / AireOS as Foreign Controller

In the above setup, the following controllers are at work.

• WLC-3–Any Catalyst 9800 controller.

• WLC-2–AireOS 5520/8540 or 3504 controllers running 8.8.111 and above.WLC can also be a 5508/8510
controller running 8.5 based IRCM supported image.

• WLC-1–Any AireOS controller running 8.2 / 8.3 / 8.5.

Here, WLC-1 can pair up with WLC-2 using EOIP tunnel and WLC-2 can be paired up with WLC-3 through
Secure Mobility tunnel. But WLC-1 cannot pair up with WLC-3.
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