Streaming Telemetry

* Streaming telemetry, on page 1
* Client event and SSID telemetry filters, on page 20

Streaming telemetry

A telemetry stream is a network monitoring method that:

* streams configuration and operational data from controllers in real time
* transmits data in a structured format to remote management stations

» enables efficient monitoring and troubleshooting of Wi-Fi and system health

* Telemetry feed: a specific subscription within a telemetry stream that delivers the selected data elements.

* Collector: the remote management station that receives telemetry data for analysis.

Streaming telemetry capabilities and usage

You can use streaming telemetry for scalable and efficient monitoring of access points and clients through
native Cisco wireless models.

* You can enhance telemetry support to monitor up to 1,000 access points and 15,000 clients.
* Use a single collector setup to subscribe to the required XPaths.
* Use a telemetry feed to subscribe to data elements and monitor access points and clients.

* You receive data through the native Cisco wireless models.

Gather points

A gather point is a data grouping mechanism that
» represents a top-level XPath in the telemetry data model
* acts as the smallest unit of data exported by a target device, and

* ensures subscriptions receive all data leaves defined beneath that point.
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. Gather points

Supported gather points and subscription intervals

This table lists supported gather points and the minimum subscription intervals for each:

Table 1: Supported gather points and subscription intervals
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Supported gather point

Subscription interval

Wirdessaniessaaint Qe actess{intqoa-chaldname- M ec\WHTECTED

>=15 mins

Mird ess-aooess{paint-oper : acoesspaint-oper-CatalCapwap-data

>=15 mins

Mirdess-acness{paint-oper: anoesspaint-opa-catalcdp-cache datal

>=15 mins

Mirdess-anoessaint-opar: acoess point-opar-cetalradio-opar-dats

>=60 secs

Mnirdess-acoesspaint-opar: acossspant-opa-datalradio-opa-ceta

>=180 secs

Anird ess-access-point-oper : access-point-oper-dataloper-data

>=]80 secs

Iwireless-rrm-oper: rrm-oper-data/r r m-measurement

>=]180 secs

Iwireless-client-oper: client-oper-data/dot11-oper-data

>=180 secs

Iwireless-client-oper: client-oper-data/common-oper-data

>=15 mins

Iwireless-client-oper: client-oper-data/policy-data

>=60 secs

Mirdessdiertoper diertcpar-ciiaichmecipeHirdirgiphesipactr

>=15 mins

Iwireless-client-oper: client-oper-data/traffic-stats

>=]80 secs

/lldp-ios-xe-oper: |l dp-entries/ll dp-state-details

>=60 secs

[daiicehardwarexeopar: davicehardnare dataldevicehardnere

>=15 mins

Mirdessmtility-cperrotilitycper-cetaohiliysnode etk

>=60 secs

Jprocess-cpuHos:xe-oper - cpurusage/cpurUtilization/one-minute

>=60 secs

IpatformsnHosxe-oper: dsooplatformsoftwareloontrd-processes

>=6( secs

lenironmentHosxe-operendronmant-sssrsenironant-sasy

>=6() secs

/lldp-ios-xe-oper : |l dp-entries/ll dp-intf-details

>=60 secs

[interfaces-ios-xe-oper:interfaces/interface

>=60 secs

/platform-i os-xe-oper : components/component

>=60 secs

/mdt-oper-v2: mdt-oper-v2-data

>=60 secs

MnirdessacresspartqueraneEssant qua-chlatedo que-ciiatedotardind

>=]80 secs
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Example of gather point subscription

When you subscribe to an XPath such as /access-point-operdata/radio-oper-data/vap-oper-config/ssid,
which is part of the gather point /access-point-operdata/radio-oper-data/vap-oper-config, the reply

will include all attributes that are part of the gather point, such as AP-VAP-ID, SSID, and WLAN
ID.

Subscription
A subscription is a configuration that
* binds one or more gather points and destinations
* streams data for each gather point using MDT, and

* operates at a configured cadence (frequency).

Transport
A transport is a protocol that:
* enables a connection between a publisher and a receiver

* determines how data is transmitted

* operates independently from the management protocol used for configured subscriptions

* The choice of transport protocol affects compatibility and the data formats exchanged between systems.

* The supported transport protocols are gNMI (gRPC Network Management Interface) and gRPC (Google
Remote Procedure Call).

* The gNMI transport protocol supports JSON encoding of data.

» The gRPC transport protocol supports key value Google Protocol Buffers (kvGPB: key value Google
Protocol Buffers) encoding.

Scale considerations

This table provides the scale numbers that are applicable to the native model for an XPath set.

Table 2: Scaling considerations to the native model

Attribute Scale
AP 4000
Client 15000
SSID per AP 6
BSSID per AP 12
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. Session

Attribute Scale
Neighbors per AP 60 (30x2)
Number of physical neighbor APs 49

Number of neighbor records 60000 records

Session

A session is a telemetry connection that
* enables data exchange between the controller and the receiver
* may be initiated by the user, and

* supports two modes: gNMI Dial-In and gRPC Dial-Out.

Session initiation modes
You can initiate a session between the controller and the receiver using these modes:

» gNMI Dial-In Mode
» gRPC Dial-Out Mode

gNMI dial-in modes
A gNMI dial-in mode is a telemetry subscription mechanism that:
* enables a Model-Driven Telemetry (MDT) receiver to connect directly to the controller
» allows the receiver to dynamically subscribe to one or more gather points or subscriptions, and

* streams telemetry data from the controller to the receiver over the established session until the subscription
is canceled or the session is terminated

Reference Information for gNMI Dial-In Mode

In gNMI dial-in mode, the MDT receiver (client) initiates a connection ("dials in") to the controller (server).
After connecting, the receiver can select and change the telemetry data it wants to receive by subscribing to
specific gather points (subscriptions).

The controller streams the selected telemetry data to the receiver over the same session. Subscriptions in
dial-in mode are temporary. They end when the receiver cancels the subscription or disconnects. This differs
from persistent, controller-initiated subscriptions.

Example of gNMI Dial-In Mode

A network operations system uses gNMI dial-in mode to gather real-time interface statistics from a
controller. The system connects as a client, subscribes to the desired telemetry data, and continues
receiving updates until it cancels the subscription and terminates the session.
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gRPC dial-out modes
A gRPC dial-out mode is a telemetry delivery method that:
* enables the controller to act as a client and initiate outbound connections to receivers
* binds gather points and destinations into subscriptions that continually deliver telemetry data

« streams data to receivers and continually maintains sessions for each configured destination

Additional reference information

In dial-out mode, the controller contacts the receiver, which acts as a server. Configure gather points and
destinations and link them into one or more subscriptions.

The controller establishes and maintains sessions with each destination in the subscription to ensure continuous
data streams. Subscriptions in this mode remain persistent.

Figure 1: Telemetry Session

b

C9800 Controller
209.165.201.1

Clients

GRPC
collector/Gnmi
Subscriber

209.165.202.128

Note If you remove a VRF (Virtual Routing and Forwarding) definition and link it to a telemetry source interface,
configure these commands with the name server settings to ensure DNS resolution works correctly:

ip domain lookup vrf <vrf name> source-interface <>

ip name-server vrf <vrf name> <domain server ip>

Configure telemetry on controllers

Summary

You enable gNXI in different modes. You verify the status of telemetry subscriptions. You manage existing
subscriptions on the controller.
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. Enable the gRPC Network Operations Interface (gNXI) in Insecure Mode (CLI)

Workflow

You can configure telemetry on a controller by completing these steps.

1. Enable gNXI in insecure mode.

2. Enable gNXI in secure mode.

3. Verify the status of the subscription.
4. Manage configured subscriptions.
Result

The controller is configured for telemetry. You can validate and manage the desired subscriptions.

This configuration supports real-time monitoring and reporting.

Enable the gRPC Network Operations Interface (gNXI) in Insecure Mode (CLI)

Enable the gNXI server in insecure mode. Use this mode for testing or non-production environments that do
not require certificate-based security.

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

The gRPC Network Operations Interface (gNXI) is a network management protocol. In insecure mode, the
server does not use certificate-based authentication or encrypted communication.

Enable privileged EXEC mode.

Example:

Device# enable

Enter your password if prompted.

Enter global configuration mode.

Example:

Device# configure terminal

Start the gNXI process.

Example:

Device (config) # gnxi

Enable the gNXI server in insecure mode.

Example:

Device (config) # gnxi server

Set the gNXI port.

Example:

Device (config) # gnxi port-number

The default insecure gNXI port is 9339.
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Step 6

Step 7

Enable gNXI in Secure Mode (CLI) .

Return to privileged EXEC mode.
Example:

Device (config) # end

View the status of the gNXI server.

Example:

Device# show gnxi state

The gNXI server operates in insecure mode. It listens for incoming connections on the specified port.

Verify the status using the show gnxi state command.

This example shows sample output from the show gnxi state command:

Device# show gnxi state
State Status

Enabled Up

Enable gNXI in Secure Mode (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Enable gNXI in secure mode so your device securely interfaces with gNXI clients. This setup uses
certificate-based authentication and encrypted communication.

gRPC Network Operations Interface (gNXI) is a modern protocol for network management. Secure mode
encrypts and authenticates all gNXI communication.

Use this task if you deploy devices in environments where security is critical or compliance mandates
certificate-based authentication for management protocols.

Enable privileged EXEC mode.

Example:

Device# enable

Enter your password if prompted.

Enter global configuration mode.

Example:

Device# configure terminal

Start the gNXI process.

Example:

Device (config) # gnxi

Enable the gNXI server in secure mode.

Example:
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. Verify the status of a telemetry subscription on a controller

Step 5

Step 6

Step 7

Step 8

Step 9

Device (config)# gnxi secure-server

Specify the trustpoint and certificate set that gNXI uses to authenticate clients.
Example:

Device (config) # gnxi secure-trustpoint trustpoint-name

(Optional) Enable client certificate authentication.

Example:

Device (config) # gnxi secure-client-auth

gNXI authenticates client certificates against the root certificate you configure.

(Optional) Set the gNXI port number.

Example:

Device (config) # gnxi secure-port

If you do not enable secure mode, gNXI uses port 9,339 by default.

Return to privileged EXEC mode.

Example:

Device (config) # end

Display the gNXI server's status to confirm your configuration.

Example:

Device# show gnxi state

The device enables gNXI in secure mode using the configured trustpoint and port. The device allows secure,
certificate-authenticated connections from gNXI clients.

This is sample output from the show gnxi state command:

Device# show gnxi state
State Status

Enabled Up

Verify the status of a telemetry subscription on a controller

To verify the status of a subscription, use these commands:

Device# show telemetry ietf subscription all

Device# show telemetry ietf subscription 101

Device# show telemetry ietf subscription 101 detail
Device# show telemetry ietf subscription 101 receiver
Device# show telemetry internal connection

Device# show telemetry internal subscription all stats
Device# show telemetry receiver all

Device# show telemetry receiver name <receivers-name>
Device# show telemetry connection all
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Manage configured subscriptions on a controller (CLI)

Configure telemetry subscriptions to collect data from supported YANG models and stream data to remote
receivers on a controller.

Use the show platfor m softwarendbman switch { switch-number | active | standby } models command
to display the list of YANG models that support on-change subscription.

\}

Note Currently, you can only use the gRPC protocol for managing configured subscriptions.

Procedure

Step 1 Enable privileged EXEC mode.

Example:

Device# enable

Enter your password, if prompted.

Step 2 Enter global configuration mode.

Example:

Device# configure terminal

Step 3 Create a telemetry subscription and enter telemetry-subscription mode.

Example:

Device (config)# telemetry ietf subscription id

Step 4 Specify the Key-value Google Protocol Buffers (kvGPB) encoding.

Example:

Device (config-mdt-subs)# encoding encode-kvgpb

Step 5 Specify the XPath filter for the subscription.

Example:
Device (config-mdt-subs)# filter xpath path

Step 6 Configure the source IP address on the telemetry subscription interface.

Example:

Device (config-mdt-subs)# source-address { A.B.C.D | X:X:X:X::X }

Step 7 Configure a stream for the subscription.

Example:

Device (config-mdt-subs) # stream yang-push path

Step 8 Configure a periodic update policy for the subscription.

Example:

Device (config-mdt-subs)# update-policy periodic period
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. Configure zero trust telemetry

Step 9

Step 10

Configure a periodic update policy for the subscription.

Example:

Device (config-mdt-subs)# receiver ip address ip-address receiver-port protocol protocol
profile name

Example:
Device (config-mdt-subs)# receiver ip address 209.165.201.1 protocol grpc-tcp
Exit telemetry-subscription configuration mode and return to privileged EXEC mode.

Example:

Device (config-mdt-subs)# end

The telemetry subscription is configured, and the controller pushes YANG model data to the defined receiver
using the gRPC protocol.

Configure zero trust telemetry

Define a protocol (CLI)

Procedure

Step 1

Step 2

Summary

Zero trust telemetry provides enhanced monitoring and security by collecting and transmitting telemetry data
from the controller.

Workflow

The stages describe the steps to configure zero trust telemetry on the controller.

1. Define a protocol for telemetry communication on the controller.

2. Define a named receiver to receive telemetry data.

3. Configure the telemetry subscription to enable data collection and transmission.

Securely configure telemetry data export protocols by defining protocol profiles with appropriate trustpoints.
Before you begin

Define crypto trustpoints (CAforMDTserver and IDforWLCclient) and certificates before the telemetry
configuration.

Enter global configuration mode.

Example:

Device# configure terminal

Configure the protocol gRPC profile and enter gRPC profile name.

Example:
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Device (config) # telemetry protocol grpc profile profile-name

Step 3 Add the server CA trustpoint.

Example:

Device (config-mdt-protocol-grpc-profile)# ca-trustpoint CAforMDTserver

Step 4 Add the client ID trustpoint.

Example:

Device (config-mdt-protocol-grpc-profile) # id-trustpoint wlc-id-trustpoint

The telemetry protocol profile is configured with the specified trustpoints.

Define a named receiver (CLI)
Define a named receiver and associate an FQDN and TLS profile for telemetry data delivery.
This procedure defines:

* FQDN DNS name

* Crypto protocol definition

Procedure

Step 1 Enter global configuration mode.

Example:

Device# configure terminal

Step 2 Configure the receiver name.

Example:

Device (config) # telemetry receiver protocol receiver-name

Step 3 Add FQDN DNS name of receiver.

Example:

Device (config-mdt-protocol-receiver)# host name FQDN-receiver

Step 4 Define the gRPC TLS profile named mtlsyang.

Example:

Device (config-mdt-protocol-receiver)# protocol grpc-tls profile profile-name
The device is now configured with a named telemetry receiver with the specified parameters.

Configure a telemetry subscription (CLI)

Set up telemetry subscriptions to send device data to external receivers for analysis and monitoring.
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. Configure a telemetry subscription (CLI)

This procedure configures:
* Xpath

* Named receiver

* Protocol
Procedure
Step 1 Enable privileged EXEC mode. Enter your password, if prompted.
Example:

Device# enable

Step 2 Enter global configuration mode.

Example:

Device# configure terminal

Step 3 Create a telemetry subscription and enter telemetry-subscription mode.

Example:

Device (config) # telemetry ietf subscription id

Step 4 Specify the key-value Google Protocol Buffers (kvGPB) encoding.

Example:

Device (config-mdt-subs) # encoding encode-kvgpb

Step 5 Specify the XPath filter for the subscription.

Example:

Device (config-mdt-subs)# filter xpath path

Step 6 Configure the source IP address on the telemetry subscription interface.

Example:

Device (config-mdt-subs)# source-address ip-address A.B.C.D | X:X:X:X::X

Step 7 Configure a stream for the subscription.
Example:
Device (config-mdt-subs)# stream yang-push
Step 8 Configure a periodic update policy for the subscription.

Example:

Device (config-mdt-subs)# update-policy periodic period

Step 9 Configure type protocol for receiver.

Example:

Device (config-mdt-subs) # receiver-type protocol

Step 10 Specify the receiver name.
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Example:

Device (config-mdt-subs)# receiver name collector

Step 11 Exit telemetry-subscription configuration mode and return to privileged EXEC mode.

Example:

Device (config-mdt-subs) # end

The device is configured to stream selected data to the named receiver using the specified encoding and update
policy.

On-Change Telemetry Support

From Cisco I0S XE Cupertino 17.7.1 onwards, on-change telemetry support is provided to a subset of XPaths.

Supported XPaths for on-change subscription

The tables list the supported XPaths for on-change subscription. Each section provides the relevant gather
points, EXEC CLIs, or telemetry feeds associated with Cisco IOS XE YANG models.

Supported gather points and XPaths
This table lists the supported XPaths for on-change subscription.

Gather points XPaths

/access-point-oper-data/radio-operdata/ /access-point-oper-data/radio-operdata/

phy-ht-cfg/cfg-data/curr-freq

/access-point-oper-data/radio-operdata/

phy-ht-cfg/cfg-data/chan-width

/access-point-oper-data/radio-oper-data/current-band-id
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Gather points

XPaths

/access-point-oper-data/capwap-data

/access-point-oper-data/capwap-data/name

/access-point-oper-data/capwapdata/

device-detail/wtp-version/sw-ver/version

/access-point-oper-data/capwap-

data/device-detail/wtp-version/sw-ver/release

/access-point-oper-data/capwapdata/

device-detail/wtp-version/sw-ver/maint

/access-point-oper-data/capwapdata/

device-detail/wtp-version/sw-ver/build

/access-point-oper-data/capwap-data/ap-state/ap-

operation-state

/access-point-oper-data/capwapdata/

device-detail/static-info/board-data/wtp-serial-num

/access-point-oper-data/oper-data

/access-point-oper-data/oper-data/ap-ip-data/ap-ip-addr

/access-point-oper-dat/oper-data/ap-pow/power-type

Supported gather points and XPaths (Cisco-10S-XE-wireless-ap-global-oper-transform.yang)

Gather oints

XPaths

/ap-global-oper-data/ap-join-stats/wtp-mac

/ap-global-oper-data/ap-join-stats/ap-join-info/ap-ethemet-mac

/ap-global-oper-data/ap-join-stats/ap-join-info/ap-name

/ap-global-oper-data/ap-join-stats/ap-join-info/ap-ip-addr

/ap-global-oper-data/ap-join-stats/ap-join-info/is-joined

/ap-global-oper-data/ap-join-stats/ap-join-info/last-error-type

/ap-global-oper-data/ap-join-stats/ap-disconnect-reason
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Supported gather points and XPaths (Cisco-10S-XE-aaa-oper.yang)

Gather Points

Xpaths

/aaa-data/aaa-radius-stats/

/aaa-data/aaa-radius-stats/radsec-pkt-cnt-idletime

/aaa-data/aaa-radius-stats/radsec-send-hs-start-cnt

/aaa-data/aaa-radius-stats/radsec-hs-success-cnt

/aaa-data/aaa-radius-stats/radsec-total-tx-pkt-cnt

/aaa-data/aaa-radius-stats/radsec-total-rx-pkt-cnt

/aaa-data/aaa-radius-stats/radsec-total-conn-rst-cnt

/aaa-data/aaa-radius-stats/radsec-conn-rst-cnt-idle

/aaa-data/aaa-radius-stats/radsec-conn-rst-cnt-noresp

/aaa-data/aaa-radius-stats/radsec-conn-rst-cnt-malpkt

/aaa-data/aaa-radius-stats/radsec-conn-rst-cnt-err

/aaa-data/aaa-radius-stats/radsec-conn-rst-cnt-peer

/aaa-data/aaa-radius-stats/num-aaa-lib-inst

/aaa-data/aaa-radius-stats/server-detail
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Gather Points Xpaths

/aaa-data/aaa-radius-global-stats /aaa-data/aaa-radius-global-stats/access-rejects

/aaa-data/aaa-radius-global-stats/access-accepts

/aaa-data/aaa-radius-global-stats/authen-responses-seen

/aaa-data/aaa-radius-global-stats/authen-with-response

/aaa-data/aaa-radius-global-stats/authen-without-response

/aaa-data/aaa-radius-global-stats/authen-avg-response-delay

/aaa-data/aaa-radius-global-stats/authen-max-response-delay

/aaa-data/aaa-radius-global-stats/authen-timeouts

/aaa-data/aaa-radius-global-stats/authen-duplicate-id

/aaa-data/aaa-radius-global-stats/authen-bad-authenticators

/aaa-data/aaa-radius-global-stats/acct-responses-seen

/aaa-data/aaa-radius-global-stats/acct-with-response

/aaa-data/aaa-radius-global-stats/acct-without-response

/aaa-data/aaa-radius-global-stats/acct-avg-response-delay

/aaa-data/aaa-radius-global-stats/acct-max-response-delay

/aaa-data/aaa-radius-global-stats/acct-timeouts

/aaa-data/aaa-radius-global-stats/acct-duplicate-id

/aaa-data/aaa-radius-global-stats/acct-bad-authenticators

/aaa-data/aaa-radius-global-stats/stats-time

Supported EXEC CLIs and XPaths (Cisco-10S-XE-wireless-mesh-rpc.yang)

EXEC CLI XPath

ap name <ap-name> [no] mesh ethernet [0|1|2|3] /set-rad-mesh-ethernet-trunk-allowed-vlan
mode trunk vlan allowed <vian-id>

ap name <ap-name> [no] mesh ethernet [0]1|2|3] /set-rad-mesh-ethernet-trunk-native-vlan
mode trunk vlan native

ap name <ap-name> mesh linktest <dst AP MAC> |/exec-linktest-ap
<datarate> <packets/sec> <packet size>
<duration>
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EXEC CLI XPath

ap name <ap-name> [no] mesh ethernet [0]1]|2|3] /set-rad-mesh-ethernet-access-vlan
mode access <vlan-id>

ap name <ap-name> [no] mesh block-child /set-rad-mesh-block-child

ap name <ap-name> [no] mesh vlan-trunking /set-rad-mesh-trunking

ap name <ap-name> [no] mesh daisy-chaining /set-rad-mesh-daisy-chain-strict-rap
strict-rap

ap name <ap-name> [no] mesh daisy-chaining /set-rad-mesh-daisy-chain-mode

ap name <ap-name> [no] mesh parent preferred | /set-rad-mesh-preferred-parent-ap

ap name <ap-name> mesh backhaul rate dot11ac mcs | /set-rad-mesh-bhaul-tx-rate
<mcs-index> ss<1-4>

ap name <ap-name> mesh backhaul radio dot11 5ghz | /set-rad-mesh-bhaul-radio
[slot <dot-id> ]

ap name <ap-name> mesh security psk provisioning | /set-rad-mesh-security-psk-provisioning-delete
delete

ap name <ap-name> mesh vlan-trunking native /set-rad-mesh-trunking-vlan
<vlan-id>

Supported EXEC CLIs and XPaths (Cisco-10S-XE-aaa-oper.yang)

EXEC CLIs XPaths
show radius /aaa-data/aaa-radius-global-stats/
statistic

Troubleshooting Telemetry Support
This document outlines a set of commands and procedures to help you systematically gather data and diagnose

telemetry-related issues.

Key factors to consider before troubleshooting

* Provide a clear problem description.
* Identify any recent changes in the network.
* Determine the previous known good state.

* Assess the overall impact of the problem.
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. Troubleshooting Telemetry Support

Timestamp logging recommendation

Run all the show commands with show clock or terminal exec prompt timestamp once to log timestamps
automatically.

General commands for all telemetry cases

For every issue, run these commands:

1.

2
3.
4

Device# terminal length 0
Device# show clock
Device# show tech-support wireless

Device# request platform software trace archive last 1

Basic checks for telemetry function

1

Verify that the requisite processes (particularly pubd) are running using this commands:
show platform software yang-management process

Capture and validate the telemetry-specific configuration using this command:

show running-config | section telemetry

Check the validity of any subscriptions using this command:

show telemetry ietf subscription all

Check the validity of any named receivers using this command:

show telemetry receiver all

Verify the telemetry subscription states using this command:

show telemetry internal subscription all stats

Checking telemetry connectivity

1

Check the state of the subscription receiver using this command:
show telemetry ietf subscription <id> receiver

Check the state of telemetry connections using the following command:

show telemetry connection all

Check which subscriptions use a particular connection using the following command:

show telemetry connection <index> subscription

Capture debug logs for telemetry

1

Enable these debug options:

set platform software trace mdt-pubd chassis active r0 mdt-ctrl debug
set platform software trace mdt-pubd chassis active r0 pubd debug

set platform software trace mdt-pubd chassis active r0 green-be debug
set platform software trace mdt-pubd chassis active r0 green-fe debug
set platform software trace mdt-pubd chassis active r0 dbal debug

set platform software trace mdt-pubd chassis active r0 tdllib debug
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set platform software trace ios chassis
set platform software trace ios chassis
set platform software trace ios chassis

2. Recreate the problem.

3. Collect debug logs:

request platform software trace archive last

4. Disable debugging using these commands:

set
set
set
set
set
set
set
set
set

platform
platform
platform
platform
platform
platform
platform
platform
platform

software
software
software
software
software
software
software
software
software

trace
trace
trace
trace
trace
trace
trace
trace
trace

General telemetry diagnostics

mdt-pubd
mdt-pubd
mdt-pubd
mdt-pubd
mdt-pubd
mdt-pubd

chassis
chassis
chassis
chassis
chassis
chassis

<days>

active
active
active
active
active
active

r0
r0
r0
r0
r0
r0

Troubleshooting Telemetry Support .

active r0 green-be debug
active r0 dbal debug
active r0 tdllib debug

mdt-ctrl notice
pubd notice
green-be notice
green-fe notice
dbal notice
tdllib notice

ios chassis active r0 green-be notice
ios chassis active r0 dbal notice
ios chassis active r0 tdllib notice

To capture general telemetry diagnostics, use this command:

show telemetry internal diagnostics

Generate a process core

Generate a core using these commands:

1. show clock

2. configure terminal

service internal

3
4. end
5

request platform software process core mdt-pubd chassis active r0

Disable logging

Disable the logging using these commands:

1. configure terminal

2. no service internal

3. end

Capture CPU and memory data for telemetry processes

To capture CPU memory details use the following commands:

®* show processes cpu platform sorted

i pubd

® show processes memory platform sorted | s pubd
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Client event and SSID telemetry filters

A client event and SSID telemetry filter is a feature that

« filters telemetry data for specific SSIDs to separate transient guest client data from clients requiring
assurance,

» reduces scaling challenges by minimizing high-frequency telemetry data from transient clients, and

* enables configuration and management through controller and access point profiles.

Feature History for client event and SSID telemetry filters
This table provides release and related information for the feature explained in this module.

This feature is also available in all the releases subsequent to the one in which they are introduced in, unless
noted otherwise.

Table 3: Feature History

Release Feature Feature information

Cisco IOS XE Dublin Cisco Catalyst Center Client Event | This feature filters out telemetry data for a
17.10.1 and SSID Telemetry Filter configured SSID on the controller and AP.

Example: Filtering telemetry data for a guest SSID

For instance, in a large airport, the administrator configures the filter for the "Guest-WiFi" SSID.
The controllers and APs then exclude telemetry data from transient guest clients, ensuring that only
relevant data from corporate clients is processed and stored.

How the Client Event and SSID Telemetry Filter Works

In environments such as airports and shopping malls, large numbers of transient guest clients can overwhelm
telemetry systems. The filter allows administrators to configure which SSIDs' telemetry data is excluded from
processing and storage.

* Telemetry data for configured SSIDs is filtered at both the controller and access point (AP) levels.

» The Complex Event Processing (CEP) transform is configured with the SSID to be filtered, and the
Publishing Daemon (PubD) module in the controller enforces the filter.

» Filtered data types include client events, client statistics, AP or RF statistics, partial PCAP, and anomaly
detection.

To debug filtering at PubD, run the following commands on the controller:

®* set platform software trace mdt-pubd chassis active r0 pubd debug

®* set platform software trace mdt-pubd chassis active r0 mdt-xfrm debug
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Figure 2: High-Level End-to-End System Flow for Cisco Catalyst Center Client Event and SSID Telemetry Filter
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based on the CEP transform

357857

\}

Note The Cisco Catalyst Center automation pushes the transforms. Enable or disable filtering for a specific SSID
in the controller GUI.

Summary

This process enables administrators to selectively filter telemetry data for specified SSIDs in large-scale
wireless environments. Configuring filters at both the controller and access point levels prevents unnecessary
client and SSID telemetry data from being processed or stored. This improves system performance and
scalability.

Workflow

1. Configure the CEP transform with the SSID to be filtered in Cisco Catalyst Center.

2. The controller applies the filter and pushes the configuration to the APs.

3. The AP programs the aptrace module to drop packets and events for the filtered SSID.

Result

Telemetry data for configured SSIDs is excluded from processing and storage at both the controller and AP
levels. This helps maintain system performance and prevents overload, especially in large environments with
many transient clients.

Restrictions for Cisco Catalyst Center client event and SSID telemetry filter

* CLI configuration is applicable for WLAN and not SSID. The Cisco Catalyst Center automation covers
one-to-one mapping of WLAN to SSID.

* Controller does not send any notification to Cisco Catalyst Center at the beginning or at the end of
filtering.

* Controller GUI configuration is not supported.
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Configure Client Event and SSID Telemetry Filters

Summary

Configuring client event and SSID telemetry filters in Cisco DNA Center consists of several stages. These
stages enable targeted monitoring and reporting for wireless networks.

Workflow

Follow these stages to configure client event and SSID telemetry filters:

1. Create WLANsS for client devices.

2. Map each WLAN to a policy profile to define network and security policies.

3. Create and assign a filter for the WLAN in the AP Join Profile to collect event and telemetry data.

Result

After completing these stages, client event and SSID telemetry filters are applied. You can then monitor and
report on wireless network activity in Cisco DNA Center.

Enable iCAP filter on AP (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Enable iCAP filtering in AP profiles to manage data telemetry and enhance security for WLAN deployments.

Enter global configuration mode.

Example:

Device# configure terminal

Configure an AP profile and enter AP profile configuration mode.
Example:

Device (config)# ap profile ap-profile

Add a description for the AP profile.

Example:

Device (config-ap-profile) # description ap-profile-name
Enable iCAP filtering in APs.

Example:

Device (config-ap-profile)# icap subscription client exclude telemetry-data wlan
wlan-profile-name

iCAP filtering is enabled for the specified AP profile; the designated telemetry data will be excluded according
to your configuration.
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Disable client telemetry data for a WLAN (YANG)

To disable the client telemetry data for a WLAN, use this RPC model:

<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:0a77124f-c563-469d-bd21-cc625a9691cc">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<site-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-site-cfg">
<ap-cfg-profiles>

<ap-cfg-profile>

<profile-name nc:operation="merge">default-ap-profile</profile-name>
<icap-client-exclude-cfgs>

<icap-cient-exclude-cfg nc:operation="merge">

<wlan-profile nc:operation="merge">tel</wlan-profile>
</icap-client-exclude-cfg>

</cap-client-exclude-cfgs>

</ap-cfg-profile>

</ap-cfg-profiles>

</site-cfg-data>

</nc:config>

</nc:edit-config>

</nc:rpc>

For more information on YANG models, see the Cisco |OS XE Programmability Configuration Guide and
YANG Data Models on Github at https://github.com/YangModels/yang/tree/master/vendor/cisco/xe.

You can contact the Developer Support Community for NETCONF/YANG features using this link:

https://developer.cisco.com/

Verify client telemetry data for WLAN

To verify the client telemetry data for a WLAN, use this command:

Device# show running-config | section profile
ap profile default-ap-profile

capwap retransmit count 8

capwap timers primary-discovery-timeout 3000

country IN

description "default ap profile"

icap subscription client exclude telemetry-data wlan guest

Streaming Telemetry .
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