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AP crash files

A crash file is a diagnostic file that

* is created when an AP experiences an unexpected reboot
* contains information about the state of the AP at the time of the crash, and

* is stored in the local flash memory of the AP for retrieval.

AP crash files provide data that is essential for diagnosing the causes of unexpected reboots in access points.
This data aids in troubleshooting and maintenance.

\)

Note  An unexpected reboot of the AP is considered a crash.

Process crash details

When a process crashes, the device collects various types of data. and compiles it into a single, compressed
archive for analysis. This archive includes:

* Full process core

* Trace logs

* Cisco IOS syslogs (not guaranteed in case of nonactive crashes)
* System process information

* Bootup logs

* Reload logs

* Certain types of proc information
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Restrictions for AP crash file upload .

Except for the full core and tracelogs, everything else is a text file. This consolidated information provides a
snapshot of the AP's state, which can be used for further diagnosis.

Restrictions for AP crash file upload

* Reports are not generated by the system in case of a reload.

Configure AP crash file upload process (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Set up and configure an access point to collect and upload crash files for diagnostics.

This involves configuring multiple data collection commands and ensuring files are available for troubleshooting
access point failures.

Enter privileged EXEC mode.
Example:

Device# enable

Collect AP crash information.

Example:

Device# ap name ap-name crash-file get-crash-data

The crash file is uploaded automatically after the AP reloads to the ready state. As a result, this command
does not have to be manually executed.

Collect the AP core dump file for slot O or slot 1.

Example:

Device# ap name ap-name crash-file get-radio-core-dump slot {0 | 1}

Upload the AP crash coredump file to the given TFTP location.

Example:

Device# ap name ap-name core-dump tftp-ip crash-file uncompress

Display your AP crash file and the radio crash file.

Display the crash file in bootflash with .crash extension.

Example:

Device# dir bootflash

The AP crash files and core dumps are collected and available in specified locations for troubleshooting.
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LED states for APs

A LED state for access points is a configuration that

)

» allows the identification of specific access points in a LAN network
* can be configured globally or for individual APs, and

* prioritizes global configurations over individual AP settings.

Note

When disabling the LED on an AP, the LED state that is controlled by the AP-Join profile.

To maintain the LED in a disabled state, it is recommended to create a separate AP-Join profile and Site Tag
specifically for APs with the LED disabled.

Note

For APs that have Ethernet LEDs in addition to the main system LED, the Ethernet LEDs are enabled or
disabled (switched ON or OFF) as per the system LED. For example, if the system LED is ON, the Ethernet
LED will also be ON.

Configure the LED State on APs (GUI)

Configure the LED state on access points to optimize visibility and performance using the GUI.

Choose Configuration > Wireless > Access Points.

Click an AP from the AP list.
The Edit AP window is displayed.

In the General tab, under the General section, go to LED Settings.

Click the box adjacent to the LED State field to enable or disable the LED state.
From the LED Brightness L evel drop-down list, choose a value from 1 to 8.

Under the Flash Settings section, perform the following steps:

Procedure
Step 1
Step 2
Step 3
a)
b)
Step 4
a)
b)
¢)
Step 5

Click the box adjacent to the Flash State field to enable or disable the flash state.

When the flash state is enabled, the current status of the flash and the flash duration fields are displayed.
From the Flash Duration drop-down list, choose either Always ON or Timed.

If you choose the Timed option, the Time Duration field is displayed.

In the Time Duration field, specify the flash duration time, in seconds. The default value is one second.
The range is between 1 and 3600 seconds.

Click Update & Apply to Device.
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Configure LED state for APs (CLI) .

The LED state and related settings on the access points are configured according to your selections, enhancing
network device visibility or conserving energy.

Configure LED state for APs (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Configure the LED state for APs in the global configuration mode using commands.

Enable privileged EXEC mode.

Example:

Device> enable

Enter your password if prompted.

Enable the LED state for APs, globally.

Example:

Device# ap name Cisco-AP-name led

Configure the starting and the stopping of the AP LED flash.

Example:
Device# ap name Cisco-AP-name led flash start duration 20

Device# ap name Cisco-AP-name led flash stop

The valid start duration range is between zero and 3600 seconds.

Configure the LED brightness level.

Example:

Device# ap name Cisco-AP-name led-brightness-level 4

The brightness value ranges from 1 to 8.

The LED state is successfully configured with adjusted brightness and flash settings according to commands
executed.

Configure LED state in the AP profile

Procedure

Step 1

The task enables the LED state for all APs, ensuring active visual indicators across the network.

Enter global configuration mode.
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Example:

Device# configure terminal

Step 2 Enter the AP profile configuration mode.

Example:
Device (config) #ap profile default-ap-profile

Step 3 Enable the LED-state for all APs.

Example:
Device (config-ap-profile)# led

Verify that the LED status is visible on the access point, confirming successful configuration.

Verify LED state for APs

To verify the LED state of the APs, use this command

Device# show ap name AXXX-APXXXX.bdXX.f2XX config general
Cisco AP Name : AXXX-APXXXX.bdXX.f2XX

Cisco AP Identifier : 0cXX.bdXX.65XX

Country Code : Multiple Countries : FR,IN,US

Regulatory Domain Allowed by Country : 802.11bg:-AE 802.1la:-ABDEN
AP Country Code : US - United States

AP Regulatory Domain

802.11bg : -A

802.11a : -B

CAPWAP Preferred mode : IPv4
CAPWAP UDP-Lite : Not Configured
AP Submode : WIPS

Office Extend Mode : Disabled
Dhcp Server : Disabled

Remote AP Debug : Disabled
Logging Trap Severity Level : information
Logging Syslog facility : kern
Software Version : 17.X.0.XXX
Boot Version : 1.1.X.X

Mini IOS Version : 0.0.0.0

Stats Reporting Period : 180

LED State : Enabled

MDNS Group Id : O

AP support bundle

An AP support bundle is a data package that

* contains core files, crash files, show run configuration, configuration commands, message logs, and trap
logs, and
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Export an AP support bundle (GUI) .
* is supported only on Cisco Wave2 APs and Cisco Catalyst APs.

Feature history for AP support bundle

Table 1: Feature history for secure data wipe

Release Feature Feature Information
Cisco I0S XE AP support You can now retrieve the support bundle information of an AP and
17.3.1 bundle export it to the controller or an external server.

The AP Support Bundle feature provides comprehensive diagnostic information for troubleshooting and
configuring the AP.

Retrieving support bundle information

Retrieve the support bundle information of your AP and export it to the controller or an external server.

)

Note The destination file path for a Cisco Catalyst 9800 controller-initiated SCP copy of an AP's support bundle
must be a pre-existing folder name.
ap name APNAME export support-bundle mode scp target ip-address 10.11.12.13 path /

ap name APNAME export support-bundle mode scp target ip-address 10.11.12.13 path flash:
ap name APNAME export support-bundle mode scp target ip-address 10.11.12.13 path /BUNDLE

Export an AP support bundle (GUI)

You can export an AP support bundle using GUI for analysis or backup.

Procedure

Step 1 Choose Configuration > Wireless> Access Points.
Step 2 Click the corresponding AP name.

The Edit AP window is displayed.
Step 3 Click the Support Bundletab.
Step 4 From the Destination drop-down list, choose one of the following:

* ThisDevice: If you choose this, enter the values for the Server | P, Destination File Path, Controller
Username, and Passwor d fields.

When you choose This Device, a bundle is sent through Secure Copy (SCP) to the controller (if you
have configured the ip scp server enable command globally on the controller). You can easily retrieve
the bundle later from your browser, using the controller file manager.

« External Server: If you choose this, from the Transfer M ode drop-down list, choose either scp or tftp.
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Step 5

If you choose the scp transfer mode, enter the values for the Server | P, Destination File Path, Controller
Username, and Password fields.

If you choose the tftp transfer mode, enter the values for the Server | P, and Destination File Path fields.

Information about the L ast Export Status, such as State, Transfer Mode, Server |P, File Path, and Time
of Export, is displayed on the right-hand side of the window.

Click Start Transfer to initiate the export.

Once you complete the transfer, the AP support bundle is ready at your chosen destination for analysis or
backup.

Export an AP support bundle (CLI)

Procedure

Step 1

Step 2

This task guides you to export a support bundle from an access point using CLI commands. This helps in
troubleshooting and support.

Enable privileged EXEC mode.

Example:

Device> enable
Enter your password, if prompted.
Export the AP support bundle through the SCP or TFTP transfer modes.

Example:

Device> ap name Cisco-AP-name export support-bundle mode scp target ip-address 10.1.1.1
path file-path

If you select the scp, you will be prompted to provide your username and password.

For tftp, username and password are not required.

The AP support bundle is successfully exported to the specified file path using the selected transfer mode.

Monitor the status of support bundle export

To monitor the status of a support bundle export, run this command:

Device# show ap support-bundle summary
AP Name Server-IP Status Last Successful Time Path File-name

AP 28XXX 10.1.1.10 Copy Success 04/24/2020 07:27:38 UTC
AP 28XXX support.17.4.0.2.2020.07XXXX.tgz
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Access point memory information

Access point memory information is a feature that

» allows viewing the memory type of an AP
* provides details about the CPU type of the AP, and

» displays the memory size per AP after single sign-on authentication.

This feature enables APs to report hardware specifications to the controller during the join phase. This enhancing
network visibility and aids hardware-related troubleshooting.

Verify AP memory information

To verify the memory information of a specified AP, including the CPU type, memory type and memory size,
use thia command:

Device# show ap name ar-nvave config general

Cisco AP Name : AP-NAME
Cisco AP Identifier ¢ 00XX.f1XX.e0XX
Country Code : Multiple Countries : FR,IN,US
Regulatory Domain Allowed by Country : 802.11bg:-AE 802.11la:-ABDEN
AP Country Code : US - United States
AP Regulatory Domain

802.11bg : A

802.11a : -B
CPU Type : ARMv7 Processor rev 1 (v71)
Memory Type : DDR4
Memory Size : 1028096 KB

AP tag persistency

AP tag persistency is a configuration feature that

+ allows mapped tags to be saved locally on APs
* enables APs to retain tag configurations when moving between controllers, and

» removes the need for reapplying tags individually on each AP.
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Feature history for AP tag persistency

Table 2: Feature history for secure data wipe

Release Feature Feature Information
Cisco I0S XE AP tag Global tag persistency configuration on the controller that
17.6.1 persistency automatically write tags on the APs.

Supporting reference information
* The feature is disabled by default and must be explicitly enabled on the controller.

* When enabled, any AP that joins a controller stores the mapped tags locally.

Recommendation: Rejoin APs after enabling tag persistency

After enabling AP tag persistency on a controller, ensure that all existing APs rejoin the controller for the
configuration to take effect.

Requirement: Match tags across controllers

To retain tag configuration across different controllers:
* Ensure that the policy tag, site tag, and RF tag exist on all controllers an AP might connect to.
« If all three tags do not exist on a new controller, the AP will use default tags.

* Even if one or two tags exist, tag persistency can still apply using available tags.

Tag persistency for redundancy scenarios

Tag persistency helps in N+1 redundancy scenarios by ensuring that an AP retains its previously assigned
tags when moving between controllers. This process assumes that the tags (policy, site, RF) exist on the
secondary controller. If all required tags do not exist, the AP reverts to default tags. For more information,

see "New Configuration Model" chapter in Cisco Catalyst 9800 Series Wireless Controller Software
Configuration Guide.

Configure access point tag persistency (GUI)

The purpose of this task is to enable tag persistency on APs. It allows them to retain their tag mapping
information without requiring individual configuration after reconnection.
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Procedure

Step 1
Step 2
Step 3

Step 4

Save tags on an access point (GUI) .

Choose Configuration > Tags & Profiles> Tags.
Click the AP tab.

In the Tag Source tab, check the Enable AP Tag Persistency check box to configure AP Tag persistency
globally.

When APs join a controller with the tag persistency enabled, the mapped tags are saved on the AP without
having to write the tag configurations on each AP individually.

Click Apply to Device.

The AP tag persistency is enabled, allowing access points to retain their tag configurations even after
disconnections.

Save tags on an access point (GUI)

Procedure

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Delete saved

This task guides you on how to save tags, including policy, site, and RF tags, on an access point using the
graphical user interface (GUI). Saving tags ensures the access point remembers its configuration across
different controllers.

Choose Configuration > Wireless > Access Points.

Click an AP from the list.
The Edit AP page is displayed.
Click the General tab.

In the Tags section, specify the appropriate policy, site, and RF tags that you created in the Configuration
> Tags & Profiles> Tags page.

From the Policy drop-down list, select a value.
From the Site drop-down list, select a value.
From the RF drop-down list, select a value.

Check the Write Tag Config to AP check box to push the tags to the AP so that the AP can save and remember
this information even when the AP is moved from one controller to another.

Click Update & Apply to Device.

The AP saves the specified tags and configurations, allowing seamless operation even if the AP is transferred
between controllers.

tags on an access point (GUI)

The purpose of this task is to guide you to delete saved tags on an access point through the GUI.
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Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Use these steps to delete saved tags on an access point:

Choose Configuration > Wireless > Access Points.
Click an AP from the list of APs.

The Edit AP window is displayed.

In the Edit AP window, choose the Advanced tab.

In the Set to Factory Default section, check the Clear Resolved Tag Config check box to clear the saved
tags on an AP.

Click Update & Apply to Device.

The access point is updated and all saved tags are cleared.

Configure AP tag persistency (CLI)

Procedure

Step 1

Step 2

Step 3

Configure AP tag persistency to ensure APs maintain their assigned tags when connecting to different
controllers, which aids in redundancy scenarios.

Enter global configuration mode.

Example:

Device# configure terminal

Configure AP tag persistency

Example:

Device (config)# ap tag persistency enable

Exit configuration mode and return to privileged EXEC mode.

Example:

Device (config) # end

After completing these steps, the AP tag persistency feature will be enabled on the controller, ensuring APs
keep their tag assignments when moving to different controllers.

Verify AP tag persistency

To verify AP tag persistency in the primary controller, use this command:
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Device# show ap tag summary
Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source
Cisco0l1_ AP XKXXX . XKXKXX . KXXX default-site-tag OpenRoaming default-rf-tag
No Static

If the Tag Source displays Static or Filter, it means that the AP tag mappings were configured on the primary
controller. If the source displays Default, it means that the AP received the default tags when joining the
controller.

To verify the AP tag persistency in the secondary controller, use this command:

Device# show ap tag summary
Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source

Cisco0l1_ AP XKXXX . XXKXX . KXXX default-site-tag OpenRoaming default-rf-tag
No AP

If the Tag Source displays AP, it means that the policy tag, site tag, and RF tag match what was configured
on the primary controller, indicating that the AP tags have persisted across controllers.

Access point power save

Access point power save is a power management capability that
* enables APs to reduce energy consumption during periods of inactivity
« supports flexible scheduling and policies for low-power operation, and

* helps optimize network efficiency without compromising performance.

This feature is critical in modern enterprise environments where reducing operational costs and improving
environmental impact are priorities. Cisco APs offer multiple configurations to enable power save modes,
such as calendar-based scheduling and client threshold triggers

Feature history for access point power save

Table 3: Feature History

Release Feature Information

Cisco I0S XE 17.13.1 AP Power Distribution support in Cisco Catalyst 9124 Series APs.

Cisco I0S XE Dublin 17.10.1 | These features are supported:

* Radio spatial streams

* Flexible Power over Ethernet (PoE) profiles
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Release Feature Information

Cisco IOS XE Cupertino 17.9.1 | Feature support for the following APs:
* Cisco Catalyst 9164 Series Access Points

* Cisco Catalyst 9166 Series Access Points

Cisco IOS XE Cupertino 17.8.1 | This feature allows a network administrator to force APs to operate in
low-power mode to reduce power consumption.

For more information about the APs that support the AP Power Save feature, see https://www.cisco.com/c/
en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html.

Tips for AP power save configuration

* Use spatial stream adjustments to optimize power: From Cisco IOS-XE Cupertino 17.10.1 onwards, you
can shut down AP radios or lower the radio spatial streams, to reduce usage of power. You can enforce
radio speed by configuring the number of spatial streams on the radios. The combinations for radio spatial
stream policies are: 1X1, 2X2, 3X3 (only for Cisco Catalyst 9130 Series Access Points), 4X4, and 8X8.

* Use calendar profiles for predictable power reduction: You can define regular sleep intervals using
calendar profiles to maximize energy savings without disrupting business hours.

Requirements for AP power save configuration

* Enable RLAN port before using PoE-out: PoE-out functionality requires the RLAN port to be enabled.
Ensure this is configured before applying any PoE-out power profile.

Best practice for AP power save configuration

* Setting client thresholds: Set the client wakeup threshold to a realistic minimum (e.g. 35 clients) to
avoid unnecessary power cycling and improve user experience.

Warnings for AP power save configuration

* Do not disable uplink interfaces: Do not configure the AP uplink Ethernet port for shutdown in any power
profile. The uplink is required for controller communication and management

AP power policies
Access point power policies are a set of policies that
* define power budget utilization for an AP
» allow management of different interfaces on an AP, and

« support different modes for Cisco Catalyst 9124 APs under insufficient power conditions.
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These policies help adapt AP behavior to different input power scenarios (for example, 802.3af, 802.3at,
802.3bt, DC) and ensure reliable operation even under limited power supply.

Additional reference information

* Cisco Catalyst 9124 AXI Series APs and Cisco Catalyst 9124D Series APs support up to two radio
interfaces (single 5 GHz).

* Cisco Catalyst 9124 AXE APs support up to three (dual 5 GHz) radio interfaces.

* Operation modes under 8802.3, PoE, and 30 W insufficent power conditions conditions include dual or
tri-radio modes.

Use case for AP power policy
These are the use cases of an AP power policy:

* Define a power policy for available power inputs, such as 802.3af, 802.3at, 802.3bt, and DC power.

* Predetermine AP operations for non-802.3bt power situations with tri-radio or quad-radio APs.

Power-save modes

A power-save mode is a wireless AP power management feature that
* enables the AP to switch to a low-power state when no clients are associated
» reduces energy consumption by minimizing AP activity during off-peak hours, and

« allows organizations to improve energy efficiency and support environmentally conscious initiatives.

Additional reference information

When power-save mode is enabled, the AP can "fall asleep" after hours in workspaces or other deployment
scenarios where client activity is absent, thereby saving power throughout the night.

These are the advantages of power save mode:

* Increases the energy saving per AP: By reducing AP functions during off-peak hours, power-save mode
can save an additional 20 percent in energy costs compared to the regular idle mode.

* Enables environmentally conscious purchases: Large enterprises and companies often track environmental
performance as a key index. Power-save mode helps support these goals by enabling centralized monitoring
of energy efficiency by energy teams.

Use case for power save mode

During after hours in a workspace, when no wireless clients are connected, the AP enters power-save
mode and reduces its power usage automatically for the duration of the night.

Release-specific feature support
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PoE profiles

A PoE profile is a power allocation framework that

» facilitates negotiation and adaptation of power levels based on AP requirements
+ comprises fixed and flexible options for interface configuration, and

* supports policy-based profiles customized for both normal and power-saving operational modes.

Types of PoE profiles
* Fixed PoE profiles: predefined settings per model, typically for full-power mode.

* Fixed PoE Profiles enable APs to negotiate the power required from the switches they are connected
to. The power needed can vary between different AP models.

* If an AP does not receive the power it requests, it operates within the power budget. It can cause
certain interfaces to function under degraded conditions. For instance, radios might operate at 2SS
instead of their full 4SS capability.

* These profiles are used when APs are in normal operation mode (nonpower-save mode). During
power-save mode, the configured PoE power policies are applied instead.
* PoE Power Policy: schedule-based profiles for different times of day.

* PoE Power Policies allow for the configuration of interfaces to specific speeds or settings according
to a schedule.

* These policies can push a defined profile to APs based on timing or calendar settings, such as turning
off all but the 2.4-GHz radio and the multigigabit Ethernet at 100 MB at specific times, for example,
from 7 p.m. to 7 a.m. on a group of APs located on a second floor.

* Flexible PoE Profiles: customizable profiles for interface-level power control.

* Flexible PoE Profiles allow you to configure different interfaces with specific parameter values and
states, instead of fixed profile rules.

* In case an AP does not obtain the necessary power, it operates under the power budget, following
the guidelines of the flexible PoE profile.

Additional Reference Information

* Operational parameters for each AP interface may be modified based on the hardware specifications, as
detailed in the accompanying tables.

AP power draw specifications

This section provides detailed specifications on the power draw requirements for various AP models to enable
accurate planning and deployment in network setups.
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Table 4: AP Power Draw Specifications

AP Power Draw Specification

Cisco Wireless 9172 Series Access Points See the Input power requirements in the Product
specifications section of Cisco Wireless 9172 Series
Access Points Data Sheet

Cisco Wireless 9176 Series Access Points See the Input power requirements in the Product
specifications section of Cisco Wireless 9176 Series
Access Points Data Sheet

Cisco Wireless 9178 Series Access Points See the Input power requirements in the Power over
Ethernet section of Cisco Wireless 9178 Series Access
Points Data Sheet

Table 5: AP Power Draw Specifications: Cisco Catalyst 9115, 9120, 9130 Series APs

Access | REMVHC | Comnypin | Coanylin | Feature Mode
Points |[Mode |@ @

Power |Power
Device |Source

Eruipment
AP WorstCase | Radio 1 | Radio 2 | Radio 3 | Ethernet | USB Module | PoE-Out

Cable
Cisco 3af 13.0 154 2X2 2X2 — 1G N — —
Catalyst
9115AX1 | -3at 16.0 18.9 4X4 4X4 — 2.5G N — —
Access [ 204 |241  |4x4  |ax4 256 |YG7
Points |38t . . — . B75W) | — —
Cisco 3af 13.0 154 2X2 2X2 — 1G N — —
Catalyst
9115AXE | -3at 170 |20.1  |4X4  |4X4 | — 25G  |N — —
Access 75 214|253 |4x4 |ax4 25G | YG7
Points |38t . . — . BI5W) | — —
Cisco 3af 13.8 15.4 1X1 1X1 Enabled | 1G N — —
Catalyst
ODAXIE | -3at 205  [232  |4X4  [4X4  |Enabled|2.5G |N — —
Access
Points at 25.5 30.0 4X4 4X4 Enabled | 2.5G Y(4.5W) |— —
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Access | RBIVBHE | Conanyin | Comnydin | Feature Mode
Points |[Mode |@ @

Power |Power
Device |Source

Eguipment
AP WostCxe | Radio 1 | Radio 2 | Radio 3 | Ethernet | USB Module | PoE-Out
Cable
Cisco 3af 13.8 154 1X1 1X1 Enabled | 1G N — —
Catalyst
9I0AXIE | -3at 25.5 30.0 8X8 4X4 Enabled | 5G N — —
A
o |3at  [255 (300 |Primary|4X4  |Enabled [5G | Y@5W)|— _
oints
4X4
Seoondary
Off
3at 25.5 30.0 Primary | Disabled | Enabled | 5G Y@4.5W) | — —
4X4
Secondary
4X4

3bt (305 [333 |8X8 [4X4  |Enabled|5G Y(4.5W) | — —
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Table 6: AP Power Draw Specifications: Cisco Catalyst 9136 Series APs

Access | REVEE | Qxnpin | Gzmpin | Feature Mode
Points @R | GRoner
Device | Source

at AP | Wil | 5G 2G 6G AUX |Mgig0 | Mgig1 |USB Module | PoE-Out
Cable | Radio | Radio | Radio | Radio

Cisco |.3af- |13.9 |15.4 |Dsbkd | Dsbled | Dstbled | Endbled | 1G Disabled | Disabled | — —

Caalyst | Fixed
9136
Series | -3at- [24.0 {27.90 |Pimay |2X2 [2X2 |Bxbkd (2.5G |2.5G Disabled | — —
Access | Fixed -4X4 (hitless
Points Sl failover
i standby)
Disbkd
3bt- (434 |54.81 |8X8 |4X4 |4X4 |Eubkd |5G 5G YOOW) |— —
Fixed or
Dual
4X4
3bt- [37.3 |41.63 |8X8 |4X4 |4X4 |Ewbkd |5G 5G Disabled | — —
PoE or
Policy Dual
! 4X4

Table 7: AP Power Draw Specifications: Cisco Catalyst 9166 Series APs

Access | RENGE | Granpin | Gzmpin | Feature Mode
Points @Pner | GPoner
Device | Source

at AP | Wil | 5G 2G 6G AUX |Mgig0 | Mgig1 |USB Module | PoE-Out
Cable | Radio | Radio | Radio | Radio

Cisco |.3af- |13.9 |15.4 |Disbkd | Dsbled | Dsbid | Eebled | 1G — Disabled | — —
Catalyst | Fixed

9166

Series | -3at- [25.5 [30.0 [4X4 |4X4 |4X4 |Exbkd|5G — Disabled | — —

Access | Fixed
Points | Policy

3bt- |30.5 [32.8 [|4X4 |4X4 |4X4 | Embkd |5G — Y@S5 |— —
Fixed W)

DC (305 |— 4X4 |4X4 |4X4 |Eddd |S5G — Y@5 |— —
Jack - W)

Fixed
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Table 8: AP Power Draw Specifications: Cisco Catalyst 9164 Series APs

Access | REVEE | Qxnpin | Gzmin | Feature Mode

Points @R | GRoner
Device | Source
ket
at AP | Wil | 5G 2G 6G AUX |Mgig0 | Mgig1 |USB Module | PoE-Out
Cable | Radio | Radio | Radio | Radio
Cisco |.3af- |13.9 |15.4 |Dsbkd | Deblad | Dsbkd | Erndbled | 1G — Disabled | — —
Catelyst | Fixed
9164
Series | 3at- [25.5 [30.0 [4X4 |2X2 |4X4 |Enbkd[2.5G |— Disabled | — —
Access | Fixed
Point
M 3pe- (300 [32.8 [4x4 |2x2 [4x4 |Ewkd|25G6 | — Y(@45 |— —
Fixed W)
DC (30.1 |— 4X4 |2X2 |4X4 |(EBEebkd |2.5G |— YH@S5 |— —
Jack - W)
Fixed

Table 9: AP Power Draw Specifications: Cisco Catalyst 9162 Series APs

Access | RENGE | Granpin | Gzmpin | Feature Mode
Points @Pner | GPoner
Device | Source

at AP | Wil | 5G 2G 6G AUX |Mgig0 | Mgig1 |USB Module | PoE-Out
Cable | Radio | Radio | Radio | Radio

Cisco | 3af |133 |1432 |1X1 |Dibkd|1X1 |Bebed|1G | — Disabled | — _
Catalyst ;

ol6r | 3at |20.1 |2267 |2x2 [2X2 [2X2 |Emkd|2.5G | — Disabled | — _
S

Ai?;z 3at 255 |30 |2X2 |2X2 |2X2 |Embkd|2.5G6 | — % _ _
Points (4.5W)
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Table 10: AP Power Draw Specifications: Cisco Catalyst 9124 Series APs

Aocess | FEVEE | Gampln | @amin | Feature Mode
Points Ghve | Give
Dece | Sauce

at We | Radio | RO Radio | R1 Radio |R02 |AUX |Hhemet|SFP |GbE | PoEOut
AP | Cable |0 dBm |1 dBm (2 dBm |Radio | Mgig | Modue | PHY
Per Per Per
Path Path Path

2.4 GHz 5 GHzPrimary | 5 GHz (inae
Radio Radio Secondary
Radio

Cisco | .3af |13.8 |15.4 | Ded | — Debkd | — NA |NA |BEebad|IG |N N

9124 |3at [255(30 [2X2 (23 [2X2 |23 |NA |NA |Embd|I1G
AXI

3bt/|33.6 [39.5 |4X4 |24 4X4 |24 NA |NA |Ewbd |2.5G |Y Y
Cisco | UROE
Gty |/ DC
9124
AXD |.3bt/|51 |60 |4X4 |24 4X4 |24 NA |NA |Bxbd |2.5G |Y Y Y

Cisco |/ pc
9124

Dual
Radio

Cisco | .3at |25.5 |30 | S | — 4X4 |24 Sitban | — Frebkd | 2.5G |Y N N

9124
AXI

Cisco
9124
Single

5G
Radio
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AP Management |

Aocess | Ve | Qeampin | Qamin | Feature Mode
Points CRve | GRve
Device | Sauce
et
at | Wie | Radio | RO Radio | R1 Radio [R02 |AUX |Bhemet|SFP |GbE | PoEOut
AP | Cable |0 dBm |1 dBm |2 dBm |Radio | Mgig | Modue | PHY
Per Per Per
Path Path Path
2.4 GHz 5 GHz Primary | 5 GHz Girae
Radio Radio Secondary
Radio
Cisco | .3af |13.8 |15.4 | Ditid | — Disbled | — Disbled | — Febkd | 1G
Gyt
9124 |-3at |25.5 |30 |Ditkd|— Disblad | — Distlad | — Bebkd | 1G
AXE
BRab 3bt/[33.6 {39.5 [2X2 |24 2X2 |24 2X2 |24 Bebled | 2.5G
Made | FE
/DC
3bt/ |51 60 ([2X2 |24 2X2 |24 2X2 |24 Fbled | 2.5G |Y Y Y
UCE
/DC
Cisco | .3at |[25.5 |30 | Submn |— 2X2 |23 2X2 |23 Eebd | 1G |N Y N
Citdyet
9124
AXE
Dual
5G
Radio

Client wakeup threshold

A wakeup threshold is a power management feature in access points that

* defines the minimum number of client associations required to exit power-save mode

* is used to re-enable radios and interfaces when demand returns, and

* helps optimize energy efficiency in low-use environments.

Load-based wakeup threshold for AP power save mode

When the AP applies a power profile associated with an active calendar, the number of connected clients is
compared to the wakeup threshold:

* If the number of connected clients reaches or exceeds the wakeup threshold, the AP exits power save
mode and becomes active to ensure adequate performance.
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« If the number of connected clients is less than the wakeup threshold, the AP either shuts down the interface
or reduces interface speed to save power, maintaining energy efficiency.

This feature dynamically adjusts the AP's operation based on client demand, balancing performance and
energy savings.

\)

Note Spatial stream changes are inhibited on any radio interface with connected clients, except when the calendar
profile expires.

Smart energy scenarios

A smart energy AP scenario is a situation where
» APs implement energy-saving modes
« adjust power modes to optimize energy efficiency, and
« apply PoE power policies based on calendar profiles.
The power Save feature helps APs enter a power-save mode or low-power mode by associating a calendar

with the corresponding power profile. This feature is aimed at conserving energy during periods with lower
activity, such as after hours.

Examples

* AP in eco mode behavior on working days: On working days, from 7:00 a.m. to 7:00 p.m, the AP functions
in normal mode or fixed mode when the maximum number of clients connect to the AP. From 7:00 p.m.
to 12:00 midnight., the Call calendar profile timer starts to put the AP in the power-save mode. Likewise,
the Cal2 calendar profile timer starts, and extends the power-save mode from 12:00 a.m. to 7:00 a.m.
Again, at 7:00 a.m., the AP goes into normal mode.

Figure 1: AP in Eco Mode Behavior: Working Days

AP in Eco Mode Behavior: Working Days

1
| ] I
| | I
I AP in Normal Mode 1 |
| I I
|
|
|
|
1
|
|
1

|
7:00 AM 7:00 PM 12:00 AM 7:0
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. Smart energy scenarios

* AP in eco mode behavior on nonworking days: On nonworking days, the AP enters power-saving mode
from 12:00 a.m. to 11:59:59 p.m. The Cal3 calendar profile is applied here. This profile defines the timer
for the power-save mode. This means there are no clients connected to the AP, and the AP is asleep.

Figure 2: AP in Eco Mode Behavior: Nonworking Days

AP in Eco Mode Behavior: Nonworking Days

.
>

12:00 AM 11:59:59P

« AP behavior when clients connect: When clients are connected to the AP, the AP switches to the normal
mode based on client connections. For example, in the calendar profile Call, the AP is in normal mode,
because wireless clients are connected to the AP. At 8:00 p.m., clients dissociate from the AP, and the
AP goes into power-save mode. When clients enter the AP coverage area at 9:30 p.m., the AP automatically
switches from power-save mode to normal mode of operation.

Figure 3: AP in Eco Mode Behavior: With Clients

AP in Eco Mode Behavior: With Clients

1 1
I I BT I

AP in Normal Mode \I 1 Normal !
I Mode l

Wireless Clients Stay Connected Wireless Clients Are Not || Wireless Clients Wireless Clients Are Not Connected
Connected (2 instances) Connected (2 instances)
I I I I I
I I I I 1
I 1 1 1 1 =
1 T T T T d
7:00 PM 12:00 AM
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How AP power save policies work

Summary

Access point power save policies dynamically manage power states using profiles and schedules. The key
components involved in the process are:

» Power profile: Defines what interfaces or features are disabled or derated.
» Calendar profile: Specifies the timing to activate power profiles.

¢ Client threshold: Defines when to override calendar and re-enable services.

Workflow
The process involves these following stages:

1. Admin defines and configures power and calendar profiles.

2. Profiles are mapped in the AP join profile.

3. AP follows calendar-based transitions between power-save and normal mode.
4

Client presence can override power-save mode if above threshold.

Result

The AP maintains optimal power usage while ensuring service availability when clients connect.

Configure power policy profile (GUI)

Use the GUI to configure a power policy profile, enabling you to manage power settings for network
components effectively.

Procedure

Step 1 Choose Configuration > Tags & Profiles> Power Profile.

Step 2 Click Add.
The Add Power Profile window is displayed.

Step 3 Enter a name and description for your power profile. Ensure the name contains only ASCII characters, up to
128 characters, without leading or trailing spaces.

Step 4 Click Add to add rules for the power profile.

Step 5 Enter a unique sequence number in the Sequence number field to designate the priority for power disablement
of the component. A sequence number of zero indicates the component is disabled first.

Step 6 From the Interface and Interface I D drop-down list, choose interface and interface ID to designate to the
component for which the power derating rule applies.

Step 7 From the Parameter and Parameter value drop-down list, choose the values depending on the interface you
have previously chosen.
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. Configure a power policy profile (CLI)

Step 8

For example, if you chose Ethernet as an interface, you can further customize the rule for the interface by
choosing the associated speed. This rule ensures that the AP disables power for the Ethernet interface that is
operating at a higher speed, and thereby consuming more power.

Click the check mark to save and then click Apply to Device.

After configuration, you can effectively manage power for network components.

Configure a power policy profile (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Set up a power policy profile to manage AP energy by configuring Ethernet and USB components through
the CLL

Before you begin

Make sure you activate at least one radio interface before configuring a power policy profile.

Enter global configuration mode.

Example:

Device# configure terminal

Configure the power policy profile.

Example:

Device (config) # wireless profile power power-profile-name
Configure the power policy for Ethernet.

Example:

Device (config-wireless-power-profile)# 10 ethernet gigabitethernetl speed 1000mbps
sequence-number: You can derate the AP based on the sequence number you enter. The same combination
of interface identifiers and parameter values does not appear in another sequence number. The same interface
with the same parameter can appear multiple times with different parameter values, however, the parameter

value that yields the lowest power consumption is the one that gets selected, irrespective of the sequence
number if there is active calendar.

Note
* The Ethernet interface is used to join the controller. The uplink interface is not disabled even if it is
defined in the power policy.

* Ethernet speed configuration is not operational in Cisco IOS XE 17.8.1 and later releases.

Configure the power policy for USB.

Example:
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Device (config-wireless-power-profile)# 60 usb 0 state disable

The power policy profile is successfully configured, allowing efficient management of power resources through
defined configurations for Ethernet and USB interfaces.

Configure a calendar profile (GUI)

Set up calendar profiles to define daily, weekly, or monthly recurrence schedules applied to configurations
like power management on APs.

Procedure

Step 1 Choose Configuration > Tags & Profiles> Calendar.
Step 2 Click Add.

The Add Calendar Profile window is displayed.

Step 3 Enter a name for the calendar profile. Names must include ASCII characters up to 32 in length, with no leading
or trailing spaces.

Step 4 From the Recurrence drop-down list, choose the schedule for which you want to create a profile.
Step 5 Select the Start Time and the End Time for the recurrence schedule.

Note
* For daily recurrences, you can select the start time and end time. For example, if you want the AP to
derate the power on certain interfaces between 7 p.m. to 7 a.m. daily, or if you want the controller to not
allow any clients to be associated during this period, you can set up this daily recurrence schedule.

To cover this timespan, you must create two calendar profiles, one for 7 p.m. till 23:59:59, and another
one from midnight to 7 a.m. of the next calendar day, and map it to the same power profile. Assign it to
the AP Join profile after completing this step.

* For weekly recurrences, select the specific days of the week along with the start and end time.

» For monthly recurrence, select the specific days of the month along with the start and end time.

Step 6 Click Apply to save the configuration.

The calendar profile is applied to manage schedules as defined to influence device behavior based on the
recurrence schedule.

Configure a calendar profile (CLI)

Configure a calendar profile to automatically schedule device operations based on defined timing parameters.
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. Configure a power policy in an access point join profile (GUI)

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Enter global configuration mode.

Example:

Device# configure terminal

Configure a calendar profile. Enter the calendar profile configuration mode.

Example:

Device# wireless profile calendar-profile name <i>ap power calendar</i>

Here, namerefers to the name of the calendar profile.

Configure daily recurrence for daily profile.

Example:

Device (config-calendar-profile) # recurrence daily
Configure the start time and end time for the calendar profile.

Example:
Device (config-calendar-profile)# start 16:00:00 end 20:00:00

Return to privileged EXEC mode.

Example:

Device (config-calendar-profile) # end

The device uses the specified calendar profile to manage operations according to the configured timings.

Configure a power policy in an access point join profile (GUI)

Procedure

Step 1

Configure a power policy using a power profile or a mapped configuration of a power profile with a calendar
profile in an AP join profile.

During an AP join session, you can use a power profile or a mapped configuration of a power profile and a
calendar profile. Map up to five combination profiles (calendar and power) per AP profile.

Before you begin

Ensure that the power profile and calendar profile are created and displayed in the respective drop-down lists
in the GUL.

Choose Configuration > Tags & Profiles> AP Join.
The Add AP Join Profile window is displayed.
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Step 2
Step 3
Step 4

Step 5
Step 6

Map a power profile under an AP profile (CLI) .

Click the AP tab.

Under the AP tab, click the Power M anagement tab.

From the Regular Power Profile drop-down list, choose the power profile.
The AP derates power based on the priority list that you configured.

Note
If you want the AP to apply the power profile configuration during a specific time period, choose the Calendar
Profile and map it to the power profile from the drop-down list.

Click the check mark to associate the mapping.
Click Apply to Device to save the configuration.

The AP adjusts its power settings based on designated profiles and according to set priorities and calendar
schedules.

Map a power profile under an AP profile (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Configure a power profile mapping in an AP profile using CLI commands.
Before you begin

Ensure that you have defined a calendar profile in the wireless profile, before you map the calendar profile
to an AP join profile.

Enter global configuration mode.

Example:

Device# configure terminal

Configure an AP profile and enter AP profile configuration mode.
Example:

Device (config)# ap profile ap-profile-name

Configure the AP power profile.

Example:

Device (config-ap-profile)# power-profile power-profile-name

This power profile is used during non-calendar hours to meet the power budget provided by the switch
connected to the AP.

Map a calendar profile to the AP profile. Enter the AP profile calendar configuration mode.

Example:

Device (config-ap-profile)# calendar-profile ap-calendar-profile

Map a specific power profile to a specific calendar profile.
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. Configure client wakeup threshold (CLI)

Example:

Device (config-ap-profile-calendar)# action power-saving-mode
power-profile power-profilel

Maps the power-saving mode action for the calendar profile. Use the no form of this command to disable the
command.

Note
You can have more than one mapping of calendar profile to power profile.

The selected power profile is now mapped to the calendar profile within the specified AP profile.

Configure client wakeup threshold (CLI)

Procedure

Step 1

Step 2

Step 3

Configure the client wakeup threshold on devices to manage power save mode effectively.

This task involves setting a threshold for clients that influences the power save mode of APs.

Enter global configuration mode.

Example:

Device# configure terminal

Configure the power policy profile.

Example:

Device (config) # wireless profile power power-profilel

Configure the client threshold below which the AP can stay in the power save mode.

Example:

Device (config-wireless-power-profile) # power-save-client-threshold 5

The valid range is between one and 32 clients. The default value is one.

The power save mode configuration is completed successfully for the specified client threshold.

Configure PoE-Out Interface in Power Profile using GUI

Configure the PoE-Out interface in a power profile through the GUI. This setup is necessary to ensure proper
power management of connected devices through an AP.

Before you begin
Enable the RLAN port for the AP.
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Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Configure PoE-out interface in the power profile .

Choose Configuration > Tags & Profiles> Power Profile.
Click Add.

The Add Power Profile window is displayed.

Enter a name and description for the power profile. The name can contain up to 128 ASCII characters, without
leading or trailing spaces.

(Optional) From the Power Save Client Threshold counter, select a value to set a limit to the number of
client associations with the AP. The default value is 1. The range is between 1 and 32.

Click Add to create a rule for the PoE-Out interface.

The Rule section is displayed in the window.

In the Rule section, complete the following steps:

a) Inthe Sequence number field, enter a unique sequence number to assign the priority in which power
should be disabled for the component. A sequence number of 0 indicates that the component should be
disabled first.

b) From the I nterface drop-down list, choose Ethernet as the interface.
¢) From the Interface D drop-down list, choose one of the following interfaces: LAN1, LANZ2, or LAN3.
d) From the Parameter drop-down list, choose POE-out.

An AP uses a POE-out port to provide power to another device, like a camera. This selection ensures that
the power usage of the port is reduced or shut down at the specified sequence.

Click Apply to Device.

The power profile is configured, setting the POE-Out interface according to specified parameters, effectively
managing power to connected devices.

Configure PoE-out interface in the power profile

Procedure

Step 1

Step 2

Configure PoE-out interfaces in your network within a specified power profile using CLI commands.

Enter global configuration mode.

Example:

Device# configure terminal

Configure the power policy profile. Enter the wireless power profile configuration mode.

Example:

Device (config) # wireless profile power poe-out-power-profile
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. Configuration example of power profile

Step 3

Disable the PoE-out state.

Example:

Device (config-wireless-power-profile)# 1 ethernet LANl poe-out disable

The interface disables the PoE-out state according to the specified power profile settings for optimized power
management.

Configuration example of power profile

The example shows how to define a power save policy:

wireless profile power power-save
10 radio 5ghz state shutdown
20 radio secondary-5ghz state shutdown
30 radio 6ghz state shutdown
40 usb 0 state disable

The example shows how to define a calendar profile:

wireless profile calender-profile name eve-to-midnight
recurrence daily
start 19:00:00 end 23:59:59

wireless profile calender-profile name midnight-to-morning
recurrence daily
start 00:00:00 end 07:00:00

wireless profile calender-profile name weekends
recurrence weekly
day Saturday
day Sunday
start 00:00:00 end 23:59:59

The example shows how to define an AP join profile and map a calendar profile to a power profile:

ap profile wireless-prof-sitel
calendar-profile eve-to-midnight
action power-saving-mode power-profile power-save
calendar-profile midnight-to-morning
action power-saving-mode power-profile power-save
calendar-profile weekends
action power-saving-mode power-profile power-save

Verify access point power policy (GUI)

Procedure

Step 1

Step 2

The purpose of this task is to verify the AP Power Policy applied on the Cisco Catalyst 9136 series using the
GUL

To verify the applied configuration on the GUI, use these steps:

Choose Monitoring > AP Statistics.
Click a Cisco Catalyst 9136 series AP from the list of APs.
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Step 3

Step 4

Verify the access point fixed power policy details .

The General window is displayed.

Click the Power tab.
The Power Operational Status and the AP Fixed Power Policy details are displayed.

Click OK.

These steps help verify whether the power policy settings are correctly applied to the AP.

Verify the access point fixed power policy details

Procedure

Step 1
Step 2

Step 3

Step 4

Ensure that the access points are operating with the correct power settings by verifying and updating the AP
fixed power policy details, which helps maintain optimal network performance and coverage.

To verify the AP fixed power policy details from the list of configured APs, use these steps:

Choose Configuration > Access Paints.

Click a Cisco Catalyst 9136 series AP from the list of APs.
The Edit AP window is displayed.

Click the I nterfacestab.
The AP Fixed Power Policy details are displayed.

Click Update & Apply.

The AP fixed power policy details will be displayed.

Verify the access point power profile

To view the calendar profile and its mapping, use this command:

Device# show ap profile name default-ap-profile detailed

AP Profile Name : default-ap-profile
Description : default ap profile
Power profile name : power_prof day
AP packet capture profile : Not Configured
AP trace profile : Not Configured
Mesh profile name : default-mesh-profile
Power profile name : Not Configured
Calendar Profile

Profile Name : cald’

Power saving mode profile name : pow_da

Profile Name : cald4s
Power saving mode profile name : pow23

To view the operational details of the AP, use this command:
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Device# show ap name cisco-ap power-profile summary
AP power derate Capability : Capable

Power saving mode

Power saving mode profile : pow2

Associated calendar profile : call

AP power profile status : Insufficient De-rating

Interface Interface-ID Parameter Parameter value Status

Radio 5 GHz State DISABLED Success

Radio 6 GHz State DISABLED Not Applicable
Ethernet LAN1 State DISABLED Not Applicable
Radio 2.4 GHz State DISABLED Success
Ethernet Gig0 Speed 5000 MBPS Fixed Policy

AP power derate capability is displayed in the output as Capable only for those APs that support power
policy. For the other APs, it is displayed as Not Capable.

In the show ap name cisco-ap power-profile summary output, in the power saving mode, the status of the
interface configured in the power profile (for example, pow?2) is applied on the AP, and the AP sends the
details (that are displayed in the show command) such as, the name of the power saving profile and the
associated calendar profile.

The table that is displayed shows the interfaces and the parameter status of the power saving profile. The AP
sends the information as to which of the interfaces are disabled. For example, if the AP does not have a 6-GHz
radio interface, the Statusis displayed as Not Applicable. If the interfaces are applied without any errors,
then Success is displayed.

)

Note When the AP uses the fixed power policy, due to inactive calendar or client connectivity, the interfaces are
not displayed in the power profile summary if their status is UP on the AP.

Verify radio spatial streams

To view the configuration and operational details of radio spatial stream rules in the power profile, run these
commands:

Device# show wireless profile power detailed wireless pow profile name

Power profile name : wireless pow profile name

Description

Seq No Interface Interface-id Parameter Parameter value
100 Radio 6 GHz Spatial Stream 2 x 2

200 Radio 5 GHz Spatial Stream 8 x 8

400 USB USBO State DISABLED

500 Ethernet Gig0 Speed 100 MBPS

600 Radio 6 GHz State DISABLED

700 Radio 2.4 GHz State DISABLED

900 Radio 5 GHz State DISABLED

Device# show ap name cisco-ap-name power-profile summary
AP power derate Capability : Capable
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AP fixed power policy

Interface Interface-ID Parameter Parameter value Status

Ethernet Gig0 Speed 5000 MBPS Fixed Policy
Radio 2.4 GHz Spatial Stream 4 x 4 Fixed Policy
Radio 5 GHz Spatial Stream 8 x 8 Fixed Policy
Radio Sec 5 GHz Spatial Stream 4 x 4 Fixed Policy
USB USBO State DISABLED Fixed Policy

Verify client threshold

To view the client threshold details, run this command:

Device# show wireless profile power detailed profilel

Power profile name : profilel

Description : Power profile 1

Power save client threshold : 5

Seqg No Interface Interface-id Parameter Parameter value
0 Radio 6 GHz State DISABLED

1 Radio 5 GHz Spatial Stream 1 x1

2 Radio 2.4 GHz Spatial Stream 2 x 2

3 USB USBO State DISABLED

Verify PoE-out details

To view the PoE-out details in the wireless power profile, run these commands:

Device# show wireless profile power detailed poe-out profile name

Power profile name : poe-out profile name

Description : profile-description

Seq No Interface Interface-id Parameter Parameter value
10

20 Ethernet LAN 1 POE_OUT DISABLED

30

Device# show ap name Cisco-Apl power-profile summary
AP power derate Capability : Capable

AP fixed power policy

Interface Interface-ID Parameter Parameter value Status

Ethernet LAN 1 POE_OUT DISABLED Fixed Policy

Access point real-time statistics

An access point real-time statistic is a tool that
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» allows tracking of CPU utilization and memory usage of an AP,
» monitors the health of an AP, and

* generates real-time statistics from an AP.

Feature history

Release Feature Feature information
Cisco I0S XE Real time access point | The system implements this feature with AP threshold values
17.7.1 statistics between 0 and 50.

From Cisco IOS XE Cupertino 17.7.1 onwards, you can reset
radios based on the AP’s real-time statistics. If Tx or Rx counters
do not increment during a sampling period, a radio reset is
triggered.

The following commands are introduced:

« show wireless stats ap join summary

« show wireless stats ap history

Cisco I0S XE Real time access point | Starting from Cisco IOS XE 17.5.1, you can monitor both CPU
17.5.1 statistics utilization and memory usage to assess the health of an AP
through generated real-time statistics.

Supporting reference information

SNMP traps are sent out when the threshold is crossed. The sampling period and statistics interval can be
configured using SNMP, YANG, and CLI.

From Cisco IOS XE 17.7.1 release onwards, for radio monitoring, you can reset the radios based on the
statistics sent by the AP for a sampling period. When you configure the radios in the controller, if there is no
increment in the Tx or Rx statistics when the radio is up, then the radio reset is triggered.

SNMP traps and intervals for APs

AP real-time statistics support these capabilities:

* SNMP Traps: Triggers notifications when CPU or memory usage crosses configured thresholds for APs
and controllers.

» Sampling Period and Statistics Interval: Can be configured using SNMP, YANG, and CLI to control
how often statistics are collected and reported.

Restrictions for AP radio monitoring statistics

You cannot reset the radio firmware from the controller. The controller will shut and then restart the radio if
the Rx or Tx count does not increase for a radio slot within a specified period.
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Configure access point real time statistics (GUI) .

Configure access point real time statistics (GUI)

This task helps you configure real-time statistics for access points using a graphical user interface, allowing
you to effectively monitor and manage AP behavior.

Procedure

Step 1 Choose Configuration > Tags & Profiles> AP Jain.
Step 2 Click Add. The Add AP Join Profile page is displayed.
Step 3 Under the AP tab, click the AP Statistics tab.

Step 4 In the System Monitoring section:

* Enable Monitor Real Time Statisticsto get calculated statistics and alarms of the AP.

* To receive an alarm when the upper threshold is surpassed for parameters such as CPU utilization and
memory, enable Trigger Alarm for AP.

* Enter the threshold percentage for CPU and memory usage in the CPU Threshold to Trigger Alarm
field and Memory Threshold to Trigger Alarm fields, respectively. The valid range is between 0 and
50. An SNMP trap is sent out when this threshold is crossed.

* In the Interval to Hold Alarm field, enter the time for which the alarm is held before it gets triggered.
The range is between 0 and 3600 seconds.

* In the Trap Retransmission Time field, enter the time between retransmissions of the alarm. The range
is between 0 and 65,535 seconds.

* To define how often data should be collected from the AP, enter a value in the Sampling Interval field.
The range is between 720 and 3600 seconds.

* To define the interval at which AP statistics are to be calculated, enter a value in the Statistics I nterval
field. The range is between 2 and 900 seconds.

* To automatically reload the AP when there is high CPU and memory usage in the defined sampling
interval, select the Reload the AP check box.
Step 5 Under the Radio M onitoring section:

» Select the Monitoring of AP Radio stuck check box to verify that the Tx and Rx statistics of the AP
are updated each time the payloads are coming in from the AP to the controller.

* To generate an alarm for the radio of the AP when there is no increment in the Tx and RX statistics for
the payloads, select the Alarmsfor AP Radio stuck check box.

* Select the Reset the stuck AP Radio check box to recover the radio from the bad state. A radio admin
state payload will be sent from the controller to toggle the radio and the radio will be shut when there is
no increment in the Tx and Rx statistics.

* To define how often data should be collected from the radio, enter a value in the Sampling I nterval
field. The valid range is between 720 and 3600 seconds.
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. Configure access point real-time statistics (CLI)

Step 6

Click Apply to Device to save the configuration.

The AP monitors real-time statistics and triggers alarms based on defined thresholds to aid you in efficiently
managing AP resources.

Configure access point real-time statistics (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

This task provides instructions on how to configure real-time statistics for an access point using CLI commands.

This task is intended for network administrators who need to monitor and configure various system parameters
on a Cisco access point, particularly real-time statistics related to performance monitoring.

Enter global configuration mode.

Example:

Device# configure terminal

Configure the AP profile. The default AP join profile name is default-ap-profile.
Example:

Device (config)# ap profile doc-test

(Optional) Configure the statistics timer.

Example:

Device (config-ap-profile) # stats-timer 60

This step configures the interval for the statistics reports coming from the AP, with values ranging from 0 to
65535 seconds.

(Optional) Enable monitoring for AP system.

Example:

Device (config-ap-profile)# statistics ap-system-monitoring enable
Enable alarms for AP system monitoring.

Example:

Device (config-ap-profile)# statistics ap-system-monitoring alarm-enable
Define the hold time for system monitoring alarms on the AP.

Example:

Device (config-ap-profile)# statistics ap-system-monitoring alarm-hold-time 400

The values range from 0 to 3600 seconds.

Define the retransmission interval for the trap alarms.

Example:

Device (config-ap-profile)# statistics ap-system-monitoring alarm-retransmit-time 100
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Step 8

Step 9

Step 10

Step 11

Step 12

Configure access point real-time statistics (CLI) .

Set the interval, with values from 0 to 65535 seconds, for retransmitting trap alarms when conditions persist.

Define the CPU usage threshold for the AP to trigger alarms.

Example:

Device (config-ap-profile) # statistics ap-system-monitoring cpu-threshold 90

Note
From Cisco IOS XE 17.7.1 release onwards, the threshold value for triggering alarms is from 0 to 100%.

Define the memory usage threshold on the AP to trigger alarms.

Example:
Device (config-ap-profile)# statistics ap-system-monitoring mem-threshold 90

The percentage threshold for memory usage on the AP to trigger is from 0 to 100%.

Note
From Cisco I0S XE 17.7.1 release onwards, the memory usage threshold to trigger alarms ranges from 0 to
100%.

(Optional) Configure the statistics sampling interval.

Example:

Device (config-ap-profile)# statistics ap-system-monitoring sampling-interval 600

The interval can range from 2 to 65535 seconds.

Exit from AP profile configuration mode and return to global configuration mode.

Example:

Device (config-ap-profile) # exit

Enable sending AP-related trap flags for statistics that exceed set thresholds.

Example:

Device (config)# trapflags ap ap-stats

Traps are sent when statistics exceed the configured thresholds, enabling alerts and automated responses.

The statistics of the access point have been configured, enabling real-time monitoring and alarm triggering
for system performance parameters.

Device (config) # ap profile default-policy-profile
Device (config-ap-profile)# statistics ap-system-monitoring enable
Device (config-ap-profile) #statistics ap-system-monitoring sampling-interval

Device (config-ap-profile) #statistics ap-system-monitoring alarm-enable
Device (config-ap-profile) #statistics ap-system-monitoring alarm-hold-time

Device (config-ap-profile) #statistics ap-system-monitoring
alarm-retransmit-time 10

Device (config-ap-profile) #statistics ap-system-monitoring cpu-threshold 90

Device (config-ap-profile) #statistics ap-system-monitoring mem-threshold 90

Device (config)# trapflags ap ap-stats
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. Configure the access point radio monitoring statistics (CLI)

Configure the access point radio monitoring statistics (CLI)

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Learn how to configure monitoring statistics for AP radios to enable stuck radio statistics, alarms, and actions
for optimal performance.

These steps help configure AP radio monitoring statistics:

Enter global configuration mode.

Example:

Device# configure terminal

Configure an AP profile and enter the AP profile configuration mode.
Example:

Device (config)# ap profile testl

Enable the monitoring of AP radio stuck statistics.

Example:

(config-ap-profile) #statistic ap-radio-monitoring enable
Enable the alarm for AP radio stuck statistics.

Example:

(config-ap-profile) #statistic ap-radio-monitoring alarm-enable
Specify the sampling interval in seconds.

Example:

(config-ap-profile) # statistic ap-radio-monitoring action reload-ap interval850

The values range from 720 to 3,600 seconds.

Generate an alarm and reset the radio if the radio is stuck.

Example:

(config-ap-profile)# statistic ap-radio-monitoring action radio-reset
Reload the AP.

Example:

(config-ap-profile) # statistic ap-system-monitoring action reload-ap

The AP radio monitoring statistics help identify stuck radios and automatically take corrective actions to
ensure optimal performance.

Device (config)# ap profile testl
Device (config-ap-profile)# statistics ap-radio-monitoring enable
Device (config-ap-profile) #statistic ap-radio-monitoring alarm-enable
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Device (config-ap-profile) #statistic ap-radio-monitoring sampling-interval 750
Device (config-ap-profile)# statistic ap-radio-monitoring action radio-reset
Device (config-ap-profile) #statistic ap-system-monitoring action reload-ap

Monitor access point real-time statistics (GUI)

This task enables network administrators to monitor access point performance and diagnose potential issues
by viewing real-time statistics.

Procedure

Step 1 Choose Monitoring > Wireless > AP Statistics.

Step 2 Click the General tab.

Step 3 Click an AP name. The General window is displayed.
Step 4 To view the AP Statistics data, click the AP Statistics tab.

These types of information are displayed:

* Memory alarm last send time: Displays the time of the last memory trap sent.

» Memory Alarm Status: Displays the state of the memory alarm. An alarm can be ACTIVE, INACTIVE,
INACTIVE_SOAKING, ACTIVE_SOAKING. An alarm is soaked until the configured hold time has
passed.

» Memory alarm raise time: Displays the last time the memory alarm was active.

» Memory alarm clear time: Displays the last time the memory alarm was inactive.

* Last statistics received: Displays the time of the last statistics report received from the AP.
» Current CPU Usage: Displays the latest percentage of CPU usage reported.

* Average CPU Usage: Displays the average CPU usage calculated.

» Current Memory Usage: Displays the latest percentage of memory usage reported.
 Average Memory Usage: Displays the average memory usage calculated.

* Current window size: Displays the window size. The window size is calculated by dividing the statistics
interval by the sampling interval. The average CPU and memory usage is calculated by the window size.

» CPU alarm last send time: Displays the time of the last CPU trap sent.

» CPU Alarm Status: Displays the state of the CPU alarm. An alarm can be ACTIVE, INACTIVE,
INACTIVE_SOAKING, ACTIVE_SOAKING. An alarm is soaked until the configured hold time has
passed.

» CPU alarm raisetime: Displays the last time the CPU alarm was active.

» CPU alarm clear time: Displays the last time the CPU alarm was inactive.

AP Management .



AP Management |

. Verify access point real-time statistics

Step 5

Click OK.

The current statistics for the selected access point are displayed, allowing for comprehensive monitoring and
analysis of AP performance metrics.

Verify access point real-time statistics

To verify AP real-time statistics, run this command:

Device# show ap config general | section AP statistics
!Last Statistics

AP statistics : Enabled

Current CPU usage : 4

Average CPU usage : 49

Current memory usage : 35

Average memory usage : 35

Last statistics received : 03/09/2021 15:25:08
!'Statistics Configuration

Current window size : 1
Sampling interval : 30
Statistics interval : 300

AP statistics alarms : Enabled

!Alarm State - Active, Inactive, Inactive Soaking, Inactive Soaking
Memory alarm status : Active

Memory alarm raise time : 03/09/2021 15:24:29
Memory alarm clear time : NA

Memory alarm last send time : 03/09/2021 15:24:59
CPU alarm status : Inactive

CPU alarm raise time : 03/09/2021 15:24:25

CPU alarm clear time : 03/09/2021 15:25:05

CPU alarm last send time : 03/09/2021 15:25:05
'Alarm Configuration

Alarm hold time : 6

Alarm retransmission time : 30

Alarm threshold cpu : 30

Alarm threshold memory : 32

To verify that the statistics reporting period is accurate, run this command:

Device# show ap config general | 1 Stats Reporting Period
Stats Reporting Period : 10
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