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Cisco Unified Wireless Network Guest Access
Services

The introduction of wireless LAN (WLAN) technologies in the enterprise has changed the way
corporations and small-to-medium businesses function by freeing staff and network resources from the
constraints of fixed network connectivity.

WLAN has also changed how individuals access the Internet and their corporate networks from public
locations. The advent of public WLAN hotspots has caused mobile workers to become accustomed to
being able to access their corporate network from practically anywhere.

Introduction

The paradigm of public access has extended to the enterprise itself. Our highly mobile,

information-on-demand culture requires on-demand network connectivity. For this reason, enterprise
guest access services are becoming increasingly important and a necessity in the corporate environment.

While there is broad recognition that guest networking is becoming increasingly important, there is also
well-founded apprehension over how to safeguard internal corporate information and infrastructure
assets. When implemented correctly, an enterprise that implements a guest access solution will most
likely improve their overall security posture as a result of the network audits associated with the
implementation process.

In addition to overall improved security, implementing a guest access network offers these additional
general benefits.

e Authentication and authorization control of guests based on variables including date, duration, and
bandwidth.

e An audit mechanism to track who is currently using, or has used, the network.
Additional benefits of a wireless-based guest access include the following:

e It provides wider coverage by including areas such as lobbies and other common areas that
otherwise might not have been wired for network connectivity.

e It removes the need for designated guest access areas or rooms.
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Scope

Several architectures can be implemented to offer guest access in the enterprise. It is not the goal of this
chapter to cover all possible solutions. Instead, this chapter focuses on the implementation of wireless
guest networking using the Cisco Unified Wireless Network solution. For more information on
deploying wired and wireless Guest Access services in other topology scenarios, see:

Network Virtualization--Guest and Partner Access Deployment Guide

Wireless Guest Access Overview

Ideally, the implementation of a wireless guest network uses as much of an enterprise's existing wireless
and wired infrastructure as possible to avoid the cost and complexity of building a physical overlay
network. Assuming this is the case, the following additional elements and functions are needed:

¢ A dedicated guest WLAN/SSID—Implemented throughout the campus wireless network wherever
guest access is required.

e Guest traffic segregation—Requires implementing Layer 2 or Layer 3 techniques across the campus
network to restrict where guests are allowed to go.

e Access control—Involves using imbedded access control functionality within the campus network
or implementing an external platform to control guest access to the Internet from the enterprise
network.

¢ Guestuser credential management—A process by which a sponsor or lobby administrator can create
temporary credentials in behalf of a guest. This function might be resident within an access control
platform or it might be a component of AAA or some other management system.

Guest Access using the Cisco Unified Wireless Network Solution

The Cisco Unified WLAN solution offers a flexible, easy-to-implement method for deploying wireless
guest access by using Ethernet in I[P (RFC3378) within the centralized architecture. Ethernet in IP is used
to create a tunnel across a Layer 3 topology between two WLC endpoints. The benefit of this approach
is that there are no additional protocols or segmentation techniques that must be implemented to isolate
guest traffic from the enterprise.

See Figure 10-1 for an example of guest access topology using a centralized WLAN architecture.
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Figure 10-1 Centralized Controller Guest Access

Cisco Prime

Infrastructure Anchor

Controller DNS - WEB

g1l

Corporate
Servers

Campus
Controllers/
Foreign WLC

B =10600000,

&

.'l-.sﬂ

,_-K — — GuestWLAN
""" Enterprise WLAN

As illustrated in Figure 10-1 the anchor controller is located in the enterprise DMZ where it performs an
"anchor" function. The anchor controller is responsible for terminating EoIP tunnels that originate from
other campus controller throughout the network. These "foreign" controllers are responsible for
termination, management, and standard operation of the various WLANS provisioned throughout the
enterprise, including one or more guest WLANSs. Guest WLANS are transported via an EolP tunnel to
the anchor controller. Specifically, guest WLAN data frames are encapsulated using CAPWAP from the
AP to the foreign controller and then encapsulated in EoIP from the foreign management system to a
guest VLAN defined on the anchor WLC. In this way, guest user traffic is forwarded to the Internet
transparently, with no visibility by, or interaction with, other traffic in the enterprise.

WLAN Controller Guest Access

The Guest Access solution is self-contained and does not require any external platforms to perform
access control, web portal, or AAA services. All these functions are configured and run within the
anchor controller. However, the option exists to implement one or all of these functions externally and
is discussed later in the chapter.

Supported Platforms

The anchor function, which includes tunnel termination, web authentication, and access control is
supported on the following WLC platforms (using version 8.1 or later):

e WLC 2504
¢ WLC 5508
e WLC 5520
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e WiSM-2
e WLC 8510
e WLC 8540

The following WLC platforms cannot be used for anchor functions, but can be used for standard
controller deployments and guest mobility tunnel origination (foreign WLC) to a designated anchor
controller(s):

e Cisco WLAN Controller Module for Integrated Service Routers (ISR-SM)
e WLC 7500
e Virtual WLC

Auto Anchor Mobility to Support Wireless Guest Access

Auto anchor mobility, or guest WLAN mobility, is a key feature of the Cisco Unified Wireless Network
solution. It offers the ability to map a provisioned guest WLAN to one or more (anchor) WLCs by using
an EolIP tunnel. Auto anchor mobility allows a guest WLAN and all associated guest traffic to be

transported transparently across an enterprise network to an anchor controller that resides in the Internet
DMZ (see Figure 10-2).

Figure 10-2 Auto Anchor EolP Tunnels
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Figure 10-3 shows a sniffer trace of an Ethernet in IP tunnel (highlighted) between a foreign controller
with a guest WLAN provisioned and an anchor controller that is performing local web authentication.
The first IP detail shown represents the Ethernet in IP tunnel between the foreign and anchor controllers.
The second IP detail is that of guest traffic (in this case, a DNS query).
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Figure 10-3

WLAN Controller Guest Access
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Anchor Controller Deployment Guidelines

This section provides guidelines for deploying an anchor controller to support wireless guest access.

Anchor Controller Positioning

Because the anchor controller is responsible for termination of guest WLAN traffic and subsequent

access to the Internet, it is typically positioned in the enterprise Internet DMZ. In doing so, rules can be

established within the firewall to precisely manage communications between authorized controllers
throughout the enterprise and the anchor controller. Such rules might include filtering on source or

destination controller addresses, UDP port 16666 for inter-WLC communication, and IP protocol ID 97
Ethernet in IP for client traffic. Other rules that might be needed include the following:

e UDP 161 and 162 for SNMP

e UDP 69 for TFTP

e TCP 80, 443 and 8443 for HTTP, or HTTPS for GUI access
e TCP 23 or 22 for Telnet, or SSH for CLI access

e UDP 123 for NTP

e TCP 514 for Syslog

e UDP 1812 and 1813 RADIUS

Depending on the topology, the firewall can be used to protect the anchor controller from outside threats.
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For the best possible performance and because of its suggested positioning in the network, it is strongly
recommended that the guest anchor controller be dedicated to supporting guest access functions only. In
other words, the anchor controller should not be used to support guest access in addition to controlling
and managing other CAPWAP APs in the enterprise.

DHCP Services
As previously described, guest traffic is transported at Layer 2 via EolP. Therefore, the first point at
which DHCP services can be implemented is either locally on the anchor controller or the controller can
relay client DHCP requests to an external server. See Guest Access Configuration, for configuration
examples.

Routing

Guest traffic egress occurs at the anchor controller. Guest WLANSs are mapped to a dynamic
interface/VLAN on the anchor. Depending on the topology, this interface might connect to an interface
on a firewall, or directly to an Internet border router. Therefore, a client's default gateway IP is either
that of the firewall or the address of a VLAN/interface on the first hop router. For ingress routing, it is
assumed the guest VLAN is directly connected to a DMZ interface on a firewall or to an interface on a
border router. In either case, the guest (VLAN) subnet is known as a directly connected network and
advertised accordingly.

Anchor Controller Sizing and Scaling

The most cost-effective platform to support guest networking, in most enterprise deployments is the
Cisco 2504 Series controller. Assuming the controller is being deployed to support guest access with
EoIP tunnel termination only, the 2504 with support for 12 APs is sufficient because it is assumed the
controller is not going to be used to manage APs in the network.

A single wireless LAN controller can support EoIP tunnels from up to 71 foreign controllers within the
enterprise.

The selection of the guest anchor controller is a function of the amount of guest traffic, as defined by the
number of active guest client sessions, or as defined by the uplink interface capacity on the controller,
or both.

Total throughput and client limitations per guest anchor controller are as follows:

e 2504 WLC =1 Gbps and 1000 guest clients

e 5508 WLC = 8 Gbps and 7,000 guest clients

e 5520 WLC = 20Gbps and 20,000 guest clients

e (Catalyst 6K WiSM-2 = 20G bps and 15,000 guest clients

e WLC 7500 = 10 Gbps and 20,000 guest clients

e 8510 WLC = 10 Gbps and 20,000 guest clients

e 8540 WLC =40 Gbps and 64,000 guest clients
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Anchor Controller Redundancy N+1

Beginning with Release 4.1 of Cisco Unified Wireless Network solution software, a "guest N+1"
redundancy capability was added to the auto anchor/mobility functionality. This feature introduced an
automatic ping function that enables a foreign controller to proactively ping anchor controllers to verity
control and data path connectivity. In the event of failure or an active anchor becomes unreachable, the
foreign controller does the following:

e Automatically detects that the anchor has become unreachable.

e Automatically disassociates any wireless clients that were previously associated with the
unreachable anchor.

e Automatically re-associates wireless client(s) to an alternate anchor WLC.
With guest N+1 redundancy, two or more anchor WLCs can be defined for a given guest WLAN.

Figure 10-4 shows a generic guest access topology with anchor controller redundancy.

Figure 10-4 Guest Access Topology with Guest Anchor N+1 Redundancy
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Keep in mind the following in regards to guest N+1 redundancy:

e A given foreign controller load balances wireless client connections across the list of anchor
controllers configured for the guest WLAN. There is currently no method to designate one anchor
as primary with one or more secondary anchors.

e Wireless clients that are associated with an anchor WLC that becomes unreachable are re-associated
with another anchor defined for the WLAN. When this happens, assuming web authentication is
being used, the client is redirected to the web portal authentication page and required to re-submit
their credentials.

S

Note  Multicast traffic is not supported over guest tunnels, even if multicast is enabled on the Cisco
Unified Wireless Network.
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Anchor Controller Redundancy Priority

Restrictions

The guest anchor priority feature provides a mechanism that gives "active/standby" load distribution
amongst the anchor WLCs. This is achieved by assigning a fixed priority to each anchor WLC, by
distributing the load to highest priority WLC and in round-robin fashion if they have the same priority
value.

Releases Prior to 8.1 With Release 8.1

All guest clients are load balanced in round robin |All guest clients are sent to anchor controller with
fashion amongst anchor WLCs. highest priority in relation to local internal WLC.
If an anchor fails, guest clients will be load If an anchor fails, guest clients will be sent to the
balanced amongst remaining anchor WLCs. next highest priority or round robin if remaining

anchors have same priority value.

You can configure a priority to the guest anchor when you configure a WLAN. Priority values range from
1 (high) to 3 (low) or primary, secondary or tertiary and defined priority is displayed with guest anchor.
Only one priority value is allowed per anchor WLC. Selection of guest anchor is round-robin based on
a single priority value. If a guest anchor is down, the fallback would be on guest anchors with equal
priority. If all guest anchors with same priority value are down, the selection would be on a round-robin
basis on next highest priority and so on. Default priority value is 3. If WLC is upgraded to Release 8.1,
it will be marked with priority 3. Priority configurations are retained across reboots. The priority
configuration would be synchronized on HA pair for seamless switchover. Same set of rules apply in
determining the anchor WLC regardless of IPv4 and/or IPv6 addressing. That is, highest priority value
is determinant and not addressing including dual stack case.

e No hard limit on the number of times a priority value is used.
e Feature applies only to wireless and "old" mobility model.

¢ Maximum supported anchor per WLAN is 24 (same as maximum anchor per WLAN in releases
prior to 8.1).

e Downgrading from Release 8.1 would void this feature since it is not supported on earlier images.

e If a guest anchor with higher priority comes up, the existing connections will not shift to the new
high priority anchor and only the new connections will go to it.

e This feature is applicable when all internal and anchor WLCs are using Release 8.1.

e There should not be a local address with priority of zero at the Internal/Foreign controller. Priority
0 in the output indicates a local IP address. For example at the anchor WLC on DMZ with tunnel
termination.

Deployment Considerations

e Priority configuration should only be done on foreign controller WLAN. On the mobility list if you
are seeing value zero and non-zero that means the same controller is acting as Anchor for few
WLANS and foreign controller for few WLAN, if you have WLC in DMZ and there is no APs
connected to it, then we should not see any non-zero priority for any of its WLAN:Ss, as this should
be the terminating point for all the clients on the network.
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e Ideally we should not see priority zero on foreign WLC and non-zero on anchor WLC. Example:
10.10.10.10(Site A) and 20.20.20.20(Site B) should not have any priority with zero and DMZ
controller 172.10.10.10(Site A) and 172.20.20.20(Site B) should not have any priority with non-zero
values.

e Here priority values zero is not configurable when we select the controller own IP Address as
anchor. It will automatically set the priority zero if controller own IP address is selected as anchor.

Examples
e Local anchor WLCs may be grouped together with higher priority value than group of remote anchor
WLCs.

e Guest client traffic goes to Anchor WLC(s) that is/are local to internal WLC rather than remote
one(s) due to having higher priority value.

¢ Guest client traffic will be load balanced in round-robin across local anchor WLCs since local
anchors have same priority value.

e If all local anchor WLCs fail then traffic will be load balanced in round-robin across remote anchor
WLC with next priority level.

CISCO MORITOR WLAMS COMNTROLLER WIRELESS SECLIRITY
WLANS Mobility Anchors
* WLANS
W LANS WLAN 551D corphet
b Advanced

Switch IP Address (Anchor)

Mobility Anchor Create |

Switch IP Address (Anchor) local -
Priority £

Foot Notes

1. Priordy number, I=Highest prionty and 3TE0west priorty (defzuft).

Web Portal Authentication

The Cisco Centralized Guest Access solution offers a built-in web portal that is used to solicit guest
credentials for authentication and offers simple branding capabilities, along with the ability to display
disclaimer or acceptable use policy information (see Figure 10-5).
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Figure 10-5 Controller Web Authentication Page
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The web portal page is available on all Cisco WLAN controller platforms and is invoked by default when
a WLAN is configured for Layer 3 web policy-based authentication.

If a more customized page is required, administrators have the option of importing and locally storing a
customized page. Additionally, if an enterprise wants to use an external web server, the controller can
be configured to redirect to it in place of using the internal server. See Guest Access Configuration, for
web page configuration guidelines.

User Redirection

As is typical for most web-based authentication systems, in order for guest clients to be redirected to the
WLC web authentication page, they must launch a web browser session and attempt to open a destination
URL. For redirection to work correctly, the following conditions must be met:

e DNS resolution—The guest access topology must ensure that valid DNS servers are assigned via
DHCP and those DNS servers are reachable to users prior to authentication. When a client associates
to a web policy WLAN for authentication, all traffic is blocked except DHCP and DNS. Therefore,
the DNS servers must be reachable from the anchor controller. Depending on the topology, this
might require opening up conduits through a firewall to permit DNS or modifying ACLs on an
Internet border router.

~

Note  Clients with static DNS configurations might not work depending on whether their configured
DNS servers are reachable from the guest network.

e Resolvable Home Page URL—The home page URL of a guest user must be globally resolvable by
DNS. If a user home page is, for example, an internal company home page that cannot be resolved
outside of their company intranet, that user is not redirected. In this case, the user must open a URL
to a public site such as www.yahoo.com or www.google.com.
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e HTTP Port 80—If the home page of a user is resolvable, but connects to a web server on a port other
than port 80, they are not redirected. Again, the user is required to open a URL that uses port 80 to
be redirected to the WLC web authentication page.

In addition to port 80, there is an option to configure one additional port number that the controller can
monitor for redirection. The setting is available only through the CLI of the controller:

<controller name> config> networkweb-auth-port <ports>

Guest Credentials Management

Note

Guest credentials can be created and managed centrally using the management system beginning with
release 4.0 and later. A network administrator can create a limited privilege account within the
management system that permits lobby ambassador access for the purpose of creating guest credentials.
With such an account, the only function a lobby ambassador is permitted to do is create and assign guest
credentials to controllers that have web-policy configured WLANS.

As with many configuration tasks within the management system, guest credentials are created using
templates. Some of the newer guest user template options and capabilities are:

e There are two types of guest templates: one for scheduling immediate guest access with limited or
unlimited lifetime, and the other permits administrators to schedule "future" guest access and offers
time of day as well as day of week access restrictions.

e The solution offers administrators the ability to e-mail credentials to guest users. Additionally, when
the "schedule" guest template is used, the system automatically e-mails credentials for each new day
(interval) that access is offered.

¢ Guest credentials can be applied to the WLC(s) based on a (guest) WLAN SSID and the
management system mapping information: campus/building/floor location or based on a WLAN
SSID and a specific controller or list of controllers. The latter method is used when deploying guest
access using the guest mobility anchor method as discussed in this chapter.

After a lobby ambassador has created a guest template, it is applied to one or more controllers depending
on the guest access topology. Only controllers with a "web" policy-configured WLAN are listed as a
candidate controller to which the template can be applied. This is also true when applying guest
templates to controllers based on the management system map location criteria.

Guest credentials, once applied, are stored locally on the (anchor) WLC (under Security > Local Net
Users) and remain there until expiration of the "Lifetime" variable as defined in the guest template. If a
wireless guest is associated and active when their credentials expire, the WLC stops forwarding traffic
and returns to the WEBAUTH_REQD policy state for that user. Unless the guest credentials are
re-applied (to the controller), the user is no longer able to access the network.

The Lifetime variable associated with guest credentials is independent of the WLAN session timeout
variable. If a user remains connected beyond the WLAN session timeout interval, they are
de-authenticated. The user is then redirected to the web portal and, assuming their credentials have not
expired, must log back in to regain access. To avoid annoying redirects for authentication, the guest
WLAN session timeout variable should be set appropriately.
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Local Controller Lobby Admin Access

In the event that a centralized management system is not deployed or unavailable, a network
administrator can establish a local admin account on the anchor controller, which has only lobby admin
privileges. A person who logs in to the controller using the lobby admin account has access to guest user
management functions. Configuration options available for local guest management are limited in
contrast to the capabilities available through the management system, and include:

e User name

e Generate password

¢ Administrator assigned password

¢ Confirm the password

¢ Lifetime-days:hours:minutes:seconds

e SSID

* Guest Role Profile

¢ Only WLANSs configured for Layer 3 web policy authentication are displayed
e Description

Any credentials that may have been applied to the controller by the management system are shown when
an admin logs into the controller. A local lobby admin account has privileges to modify or delete any
guest credentials that were previously created by the management system. Guest credentials that are
created locally on the WLC do not automatically appear in the management system unless the
controller's configuration is updated/refreshed in the management system. Locally created guest
credentials that are imported into the management system as a result of a WLC configuration refresh
appear as a new guest template that can be edited and re-applied to the WLC.

Guest User Authentication

As previously discussed in Guest Credentials Management, when an administrator uses the management
system or a local account on a controller to create guest user credentials, those credentials are stored
locally on the controller, which in the case of a centralized guest access topology, would be the anchor
controller.

When a wireless guest logs in through the web portal, the controller handles the authentication in the
following order:

1. The controller checks its local database for username and password and, if present, grants access.
If no user credentials are found, then:

2. The controller checks to see if an external RADIUS server has been configured for the guest WLAN
(under WLAN configuration settings). If so, then the controller creates a RADIUS access-request
packet with the user name and password and forwards it to the selected RADIUS server for
authentication.

If no specific RADIUS servers have been configured for the guest WLAN:

3. The controller checks its global RADIUS server configuration settings. Any external RADIUS
servers configured with the option to authenticate "network" users are queried with the guest user
credentials. Otherwise, if no RADIUS servers have "network user" checked, and the user has not
authenticated as a result of 1 or 2 above, authentication fails.
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A RADIUS server can still be used to support network user authentication even if the Network User
check box is cleared under the WLC Security > AAA > RADIUS settings. However, to do so, a server
must then be explicitly selected under the Security > AAA Servers settings of a given WLAN.

External Authentication

WLC and the guest account management (lobby ambassador) capabilities can be used only to create and
apply guest user credentials for local authentication on the WLC. However, there may be cases where an
enterprise already has an existing guest management /authentication solution deployed as part of a wired
guest access or NAC solution. If this is the case, the anchor controller/guest WLAN can be configured
to forward web portal authentication to an external RADIUS server, as described in Guest User
Authentication.

The default protocol used by the controller to authenticate web users is Password Authentication
Protocol (PAP). In the event you are authenticating web users to an external AAA server, be sure to
verify the protocols supported by that server. The anchor controller can also be configured to use CHAP
or MD5-CHAP for web authentication. The web auth protocol type is configured under the Controller
configuration settings of the WLC.

External Authentication using ISE or Cisco Secure ACS and Microsoft User Databases

If a guest access deployment is planning to use ISE or a Microsoft user database in conjunction with
Cisco ACS to authenticate guest users, see the following additional Cisco ACS configuration caveats:

Cisco Secure Access Control System

See specifically the following:

Installation and Upgrade Guide for Cisco Secure Access Control System
Active directory integration with ISE:

Active Directory Integration with Cisco ISE

Guest Pass-through

Another variation of wireless guest access is to bypass user authentication altogether and allow open
access. However, an enterprise may still need to present an acceptable use policy or disclaimer page to
users before granting access. If this is the case, then a guest WLAN can be configured for web policy
pass through. In this scenario, a guest user is redirected to a portal page containing disclaimer
information.

Pass through mode also has an option for a user to enter an e-mail address before connecting (see
Figure 10-6 and Figure 10-7 for sample pages). See Guest Access Configuration, for configuration
examples.
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Figure 10-6 Pass-through Welcome AUP Page

n a 1.1.1.1 ¢ [ -

Connect

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAN infrastructure for your
network. Please login and put your unified wireless solution to work.

Email Address [ J

Figure 10-7 Pass-through Page with E-mail

Credentials for Guest User:Guestl
Guest User Name Guestl
Password G UEStl

Profile ANY PROFILE
Start Time Mon Jul 27 03:58:00 PDT 2015
End Time Tue Jul 28 03:57:00 PDT 2015

Guests understand and acknowledge that we exercise no control over the nature, content
or reliability of the information and/or data passing through our network.

Regards,

Admin Team.

Guest Access Configuration

This section describes how to enable a wireless guest access service within the Cisco Unified Wireless
Network solution. The configuration tasks require the use of a web browser. A web session is established
with the controller by opening an HTTPS session to the controller management IP address:
https://management_IP or optionally to a controller service port IP address.
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The following procedures assume there is already a deployed infrastructure of controllers and LAPs with
the possible exception of the anchor WLC(s). For more information, see Anchor Controller Deployment
Guidelines.

Note  Cisco recommends that the configuration steps outlined in this section be followed in the order in which
they are presented.

The following references are used throughout the configuration sections:

Foreign WLC—Refers to the one or more WLCs deployed throughout an enterprise campus or at
branch location that are used for managing and controlling a group of APs. Foreign controllers map
a guest WLAN into a guest mobility EolIP tunnel.

Anchor WLC—Refers to one or more WLCs deployed in the enterprise DMZ that are used to
perform guest mobility EolP tunnel termination, web redirection, and user authentication.

Note  Only the relevant portion of a given configuration screen capture is shown in this section.

The implementation of the Cisco Unified Wireless Network Guest Access solution can be broken into
the following configuration categories:

Anchor WLC Installation and Interface configuration—This section briefly discusses installation
requirements, steps and caveats associated with implementing one or more anchor WLCs. When
implementing guest access for the first time in an existing Cisco Unified Wireless Network
deployment, the anchor WLC is usually a new platform that is installed at the Internet edge of an
Enterprise network.

Mobility Group Configuration—This section outlines the parameters that must be configured in
order for the foreign WLCs to be able to initiate EoIP tunnels to one or more guest anchor WLCs.
The mobility group configuration does not itself create the EoIP tunnels, but rather establishes peer
relationships between the foreign and anchor WLCs in order to support a guest access WLAN
service.

Guest WLAN Configuration—Highlights WLAN specific configuration parameters that are
required to map the guest WLAN (originating from a foreign WLC) to the anchor WLC. It is during
this portion of the guest access solution configuration that EoIP tunnels are created between the
foreign and anchor WLCs. This section also covers the settings required to invoke Layer 3
redirection for web-based authentication.

Guest Account Management—This section outlines how to configure and apply guest user
credentials locally on the anchor WLC using controllers the anchor WLC's lobby admin interface.

Other Features and Solution Options—Discusses other features that may be configured including,
but not limited to:

— Web-portal page configuration and management
- Support for external web redirection

— Pre-authentication ACLs

— Anchor WLC DHCP configuration

— External radius authentication

— External access control
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Anchor WLC Installation and Interface Configuration

As described in Anchor Controller Positioning, Cisco recommends that the anchor WLC be dedicated
solely to guest access functions and not be used to control and manage LAPs in the enterprise.

This section does not address all aspects of interface configuration on the anchor WLC. It is assumed
the reader is familiar with the WLC initialization and configuration process required upon initial bootup
using the serial console interface.

This section offers specific information and caveats as they pertain to configuring interfaces on a WLC
being deployed as an anchor in a guest access topology.

As part of the initial configuration (using the serial console interface), you are required to define the
following three static interfaces:

¢ Controller management—This interface/IP is used for communications with other controllers in the
network. It is also the interface used to terminate EolIP tunnels that originate from the foreign
controllers.

e AP manager interface—Even though the controller is not used to manage APs, you are still required
to configure this interface. Cisco recommends the AP manager interface be configured on the same
VLAN and subnet as the management interface.

e Virtual interface—The controller quickstart installation documentation recommends defining the
virtual IP with an address, such as 192.0.2.1. This address needs to be the same for all controllers
that are members of the same mobility group name. The virtual interface is also used as the source
IP address when the controller redirects clients for web authentication.

Guest VLAN Interface Configuration

The interfaces previously described are for operations and administrative functions associated with the
controller. To implement a guest access service, another interface must be defined. This is the interface
through which guest traffic is forwarded for routing to the Internet. As previously described in Anchor
Controller Positioning, the guest interface will likely connect to a port on a firewall or be switched to an
interface on an Internet border router.

Defining a New Interface

Perform the following to define and configure an interface to support guest traffic:

Step 1 Click the Controller tab.
Step2  In the left pane, click Interfaces (See Figure 10-8).
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Figure 10-8 Controller Interfaces
i
CIsco MONITOR WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT — COMMANDS
Zontroller Interfaces
General
WLAM Interface Dynamic AP
Inventory Interface Name Identitier IP &ddress Type Management IPwfi Address
Interfaces management 114 172.20.227.5 Static Enabled 11/126
Interface Groups ndancy-managsment 114 172.20.227.15 Static Mat Supported
Multicast redundancy-port untagged  169.254.227.15 Static Nat Supported
b Network Routes service-part /A 0.0.0.0 DHCR Disabled 114126
b Redundancy wirtual N/ A 1%z.0.2.1 Static Mot Supported

b Maohility Mananamant

Step3  Click New.
Step4  Enter an interface name and VLAN ID. (See Figure 10-9).

Figure 10-9 Interface Name and VLAN ID

lllllllll
CISCO MONITOR W . COMTROLLER  WIRELESS  SECURITY
Controller Interfaces > New
Genctdl Interface Name |guest-dm2 |
Icons
WLAN Id 31 |

Inventory
Interfaces

Step5  Define the following properties:
¢ Interface IP
e Mask
e Gateway (for the firewall or next hop router connected to the anchor controller)

e DHCP Server IP (If using an external DHCP server, use the IP address of that server in the Primary
DHCP Server field.). See Figure 10-10.

Enterprise Mobility 8.1 Design Guide
| g 017



Chapter 10 Cisco Unified Wireless Network Guest Access Services |

B Guest Access Configuration

Figure 10-10 Defining Interface Properties
afre]

CISCO JITOR  WLANs  CONTROLLER  WIRELESS  SEC GEMENT
Controller Interfaces > Edit

General

Inventory General Information

Interfaces

Interface Groups Interface Name guest-dmz

Multicast MAC Address f4:4e:05:21:85:68

¥ Metwork Routes . .
Confiquration

¥ Redundancy

mDMNS .
Enable Dynamic AP Management ||

ili t I_I
¥ Mobility Management Quarantine
Ports Quarantine Wlan Id o
b NTP MAS-1D PODH-WLE
reop Physical Information
F PMIPvO
Part Murnber 1
¥ Tunneling
Backup Port =
F IPYG .
Active Port 1
13
13

Advanced

Interface Address

YLAMN Identifier 31

IF Address 10.20.31.11
MNetrnask 255.255.255.0
Gateway 10200314

DHCP Information

Primary DHCP Server 172.20.227.1

Secondary DHCP Server

Note  Internal DHCP server is not recommended but if DHCP services are to be implemented locally on the
anchor controller, populate the primary DHCP server field with the management IP address of the
controller. Review if internal DHCP server support is present on the controller platform. If guest N+1
redundancy is being implemented in the DMZ, repeat the above interface configuration for each
additional anchor WLC being deployed.
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Mobility Group Configuration

The following default mobility group parameters should already be defined on the foreign WLC(s) as
part of a standard centralized WLAN deployment. To support auto-anchor mobility for guest access, the
anchor WLC(s) must also be configured with a mobility group domain name.

Defining the Default Mobility Domain Name for the Anchor WLC

Configure a default mobility domain name for the anchor WLC. The anchor's mobility domain name
should be different than what is configured for the foreign WLCs. In the examples below, the WLCs
(foreign controllers) associated with the enterprise wireless deployment are all members of mobility
group 'SRND'. The guest anchor WLC on the other hand, is configured with a different mobility group
name: "ANC". This is done to keep the anchor WLC logically separate from the primary mobility
domain associated with the enterprise wireless deployment.

Step1  Click the Controller tab.
Step2  Enter a name in the Default Mobility Domain Name field.
Step3  Click Apply. (See Figure 10-11.)

Figure 10-11 Defining a Default Mobility Domain Name on the Anchor WLC

=1
ol I ] ‘ I
CISCO MOMITOR  WlLANs CONTROLLER WIRELESS SECURITY  MAMAGEMEMT  COMMANDS
Controller General
General Name 5520
Icons
802.3% Flow Contral Mode Disabled
Inwvantory :
Las Mode on nest reboot Disabled {LaG Mode is curn
Interfaces
i - =
e e Broadcast Forwarding Disabled
Multicast AP Mulbcast Mode £ Multicast ¥ | 239.100.1.2 Multicast Group Address
b MNetwork Routes AP TPYE Multicast Mode Multicast * | o
F Redundancy AP Fallback Enabled -
, Mobility CAPWAR Preferred Mode [V
Managament
Fast 5510 change Enzbled ¥
Ports ’ y -
Link Local Bridging Disabled v
F NTP
Mt anlk Makilty Damain Wams AN

Defining Mobility Group Members of the Anchor WLC

Every foreign WLC within the enterprise deployment that is going to support the guest WLAN must be
defined as a mobility group member in the guest anchor WLC(s).

Step1  Click the Controller tab.
Step2  In the left pane, click Mobility Management and then Mobility Groups. (See Figure 10-12.)
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Figure 10-12 Defining Mobility Group Members

Static Mobility Group Members Mew... Editall

Local Mobility Group ANC

MAC Address IP Address(Ipv4/fIpve) Group Name Multicast 1P Status Hash Key

fé:4@:05:21:85:67 172.20.227 5 ANC 0.0.0.0 Up ruore

4c:00:82:71:5a:40 172.20.227.103 SEND 0000 Up nane [~ |
ea:1d:fc;99:fa:1b 172.20.227,112 SREND 0,000 Up nane a

Step3  Click New to define a MAC and IP address for each foreign controller that will support the guest access
WLAN. (See Figure 10-13.)

Figure 10-13 Adding Foreign Controllers to Anchor WLC

CcISco MONITOR ~ WLAMs CONTROLLER WIRELESS SECURITY  MANAGEMENT
Controller Mobility Group Member > New
General Member [P Address{lpeddpds)
Inventory Member MAC Address
Interfaces
Group Mame |SRHD
Interface Groups
Hash none

Multicast

1. Hash s not supported for 1PV members
¥ Network Routes

¥ Redundancy

+ Mobility Management
Mobility Configuration
Mobility Groups

~

Note  The "Group Name" in Figure 10-13 above is the name configured under the foreign WLC's 'Default
Mobility Domain Name', which should be different than the name used by the anchor WLC. The member
IP and MAC address are those addresses associated with the management interface of the foreign WLCs.
Repeat the above steps for each additional foreign WLC that will support the guest WLAN. If more than
one anchor is being deployed (guest anchor redundancy), then repeat the steps in Defining the Default
Mobility Domain Name for the Anchor WLC and Defining Mobility Group Members of the Anchor
WLC.

Adding the Anchor WLC as a Mobility Group Member of a Foreign WLC

As described in Auto Anchor Mobility to Support Wireless Guest Access, each foreign WLC maps the
guest WLAN into an EoIP tunnel that terminates on the anchor WLC. Therefore, the anchor WLC(s)
must be defined as a mobility group member in each foreign controller. In the example below, note that
the group name entry for the anchor WLC is 'ANC' (see Defining Mobility Group Members of the
Anchor WLC) whereas the other WLCs that comprise the enterprise wireless deployment are members
of the mobility group: 'SRND'".

Enterprise Mobility 8.1 Design Guide
[ 10-20 | |




| Chapter 10

Cisco Unified Wireless Network Guest Access Services

Guest Access Configuration 1l

Step 1 Click New to add the anchor WLC's IP, MAC address, and Group Name to the mobility members table.
Step2  Repeat these steps for each additional foreign controller. (See Figure 10-14.)

Figure 10-14 Adding Anchor Controller(s) to Foreign WLC

Static Mobility Group Members New... | Editall
Local Mobility Group SRMD
MAC Address IP Address{Ipvd[IpwG) Group Mame  Multicast [P Status  Hash Key
88:1d:fc:99:fa:1b 172.20,227.112 SRND 0.0.0.0 Up none
4C:00:82:71:5a:40 172.20,227.103 SEND 0.0,0.0 Up none [~ |
f4:42:03:21:83:67 172.20.227.5 ANC 0.0.0.0 Up none [~ |

S
Note  If guest anchor redundancy capability is being deployed, two or more anchor WLC entries are added to
each foreign WLC's Mobility Group Members list.

Guest WLAN Configuration

The following section describes how to configure a single guest WLAN. The guest WLAN is configured
on every foreign WLC that manages APs where guest access is required. Even though the anchor
WLC(s) is not specifically used to manage LAPs associated with a guest WLAN, it must also be
configured with the guest WLAN because the anchor WLC is a logical extension of the WLAN where
user traffic is ultimately bridged (using CAPWAP between the AP and the foreign controller, and EoIP
between the foreign controller and the anchor controller) to an interface/VLAN on the anchor WLC.

Note  Itis extremely important to note that all parameters defined in the WLAN Security, QoS, and Advanced
settings tabs, must be configured identically in both the anchor and foreign WLC(s). Figure 10-15 shows
a high level diagram illustrating the WLAN configuration discussed below.
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Figure 10-15

L3 Campusi
Network

Foreign
WLC

Foreign WLC WLAN Summary

WLAN Configuration

Border
Router

Anchor WLC WLAN Summary

S5ID = Guest S50 = Guest
WLAN Status = Enabled WLAMN Status = Enabled
FadioFolicy = All FadioFolicy = All

Interface = Management

Eroadcast 5510 = Enabled

Layer 2 Security = None

Layer 3 Security = Mone +Wyeb + Anth
AAA Servers = Mone

Q0% = Bronze (Background)

Witvil = Disabled

Advanced = Defaults + DHCF Required

Mobility Config

Default Mobility Group Mame = SRND
Static Mability Members:
fd:4e:05:21:85:67 172.20.2275 ANC

Interface = guest-dmz

Eroadcast SSI1D = Enabled

Layer 2 Security = Mone

Layer 2 Security = Mone +\Web + Auth
AAA Saervers = MNone

Q0% = Bronze (Background)

WWhihd = Disabled

Advanced =Defaults + DHCF Required

Mobility Config

Default Mobility Group Mame = ANC
Static Mobility Members:
88:1d:fc:99:fa:1b 172.20.227.112

FolF DM:  WEB DHCP
WLe Tunnel questdmz  Enll &
|
_— !i =
anagemetWLAMN | |

4¢:00:82:71:5a:40172.20.227 103 SRND
SRND 4¢:00:82:71:5a:40172.20.227 103
SRND
>
Note  The parameters defined in the WLAN Security, QoS, and Advanced settings tabs, must be configured

identically in both the anchor and foreign controller(s).

Foreign WLC-Guest WLAN Configuration

Step 1

Click the WLANS tab and then click New. (See Figure 10-16.)
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Figure 10-16 Guest WLAN Configuration

Save Configuration

MOMNITOR WLANS COMTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP EEEDBACE
WLANS
Currant Filter Mone [Change Filter] [Clear Filter] Create Maw o= Go I
Admin
WLAN ID Type Profile Name WLAN SSID Status Security Policies
1 WLAN POD1-PSK POD1-PSK Disabled [wraz][auth(PSK)]

Step2  Define an SSID that is intuitive or easily recognized by potential guest users.

The controller automatically assigns a VLAN ID. Administrators have the option of selecting 1 - 16, as
long as the ID is not already in use by another SSID/ WLAN.

Step3  Define a Profile Name.
Step4  Click Apply. (See Figure 10-17.)

Figure 10-17 Defining a Guest WLAN SSID

CISCO MONITOR  WLANs CONTROLLER  WIRELESS
WLANSs WLANSs > New < Back | apply |
= WILANS
v
WLANS Type | WLAN
b Advanced Profile Mame IGuest Access
SSID Guest
ID 2 v

After creation of the new WLAN, the configuration page appears, as shown in Figure 10-18.
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Note

Figure 10-18 WLAN Configuration Page

General | Security | Qos | Policy-Mapping | Advanced |
Profile Name Guest Access
Type WLy
S51D Guest
Status Enabled
Security Policies [WPAZ][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
glgeurrl;ell:éejﬂnterface management ¥
Multicast Wan

Feature Enabled
Broadcast 551D ¥ Enabled
MNAS-I0 naone

The default interface used by the foreign WLC for the guest WLAN is the management interface. If the
EoIP tunnel cannot be established with the anchor, the foreign controller will disassociate any wireless
clients that were previously associated with the unreachable anchor and then assign new clients and
reassociate clients to the interface configured under the guest WLAN of the foreign itself. Therefore, it
is recommended to link the guest WLAN on the foreign to a non-routable network, or alternatively
configure the DHCP server of the management interface with an unreachable IP address. If the anchor
becomes unreachable, this prevents the guest clients to gain access to the management network.

Defining Guest WLAN Parameters and Policies

Step 1
Step 2

Step 3

Under the General Configuration tab, perform the following steps:

Enable the WLAN by clicking the box next to WLAN Status.
Optionally, set the radio policy if you wish to restrict which bands support the guest access.

e Broadcast SSID is enabled by default; leave enabled.

e By default, the WLAN is assigned to the "management" interface of the WLC. Do not change this.
Click the Security tab. (See Figure 10-19.)
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Figure 10-19 Defining Guest WLAN General Policies

General | Security | QoS I Policy-Mapping | Advanced
Profile Mame Guest Access
Type WILAN
SSID Guest
Status ¢l Enabled
Security Policies [WPaAZ][A&uth{802.1X]]

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy | all v
g:’toeurg?:%e)ﬂnterface management ¥
Multicast Wlan

Feature Enabled
Broadcast 551D ¥ Enabled

Nas5-1D none

Step4  Set the Layer 2 Security to none from its default setting (802.1x WPA/WPA?2). (See Figure 10-20.)

Figure 10-20 WLAN Layer 2 Security Configuration

NINIIT
CISCO MOMITOR  WILAMs  COMTROLLER  WIRELESS  SECURITY  MAMAGH
WLANS WLANS > Edit ‘Guest Access’
oL General | Security I QoS I Policy-Mapping | Advanced
WLANS :
¥ Advanced Layer 2 | Layer 3 [ AAA Servers |
Layer 2 Security & | Naone v

MAC Filtering2 |
Fast Transition

Fast Transition! |

Step5  Click the Layer 3 tab. (See Figure 10-22.)
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Figure 10-21 WLAN Layer 2 Security Configuration

Save Confil

MOMITORE  MLANS COMNTREOLLER WIRELESS SECLURITY MAMNAGEMENT COMMANDS

WLANSs » Edit "Guest Access'

" General | Security [ QoS ] Policy-Mapping l Advanced

Layer 2 I Layer 3 I AAA Servers ]

Layer 3 Security [weh palicy ¥

® Authentication
! Passthrough

1 Conditional Web Redirect
' Splash Page Web Redirect
0 On MAC Filter failurefo

Preauthentication ACL IPv4 [None ¥ | IPv6 Eﬂlune v | wWwebhauth Flexad E\.Iclne v

Sleeping Client ' Enable

Cver-ride Glabal Config | Enable

Figure 10-22 Guest WLAN Layer 3 Security Configuration

afa]n
CISCO MOMNITOR  WLANs  COMNTROLLER  WIRELESS  SECURITY
WLANSs WLANS > Edit "Guest Access'
WV\I-'_LZ\NN? General ] Security | _ QoS [ Policy-Mapping ] Advanced
b adyned Quality of Service (QJoS) |E-r|:|nze (background) ¥ |
spplication Visibility | Enabled
AWC Profile ‘none v
Flex aviC Profile |@|
Metflow Monitor |m

Step6  Click the Web Policy check box (a list of additional options will be presented).

A dialog warning box appears, indicating that the WLC will pass DNS traffic to and from clients prior
to authentication.

Step7  Select Authentication or Pass-through for the web policy. (See Guest User Authentication).
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Note A pre-authentication ACL can be used to apply an ACL that allows un-authenticated clients to connect
to specific hosts or URL destinations before authentication. The ACL is configured under Security >
Access Control Lists. If a pre-authentication ACL is used in conjunction with the web auth policy, it must
include a rule to permit DNS requests; otherwise, the client will be unable to resolve and connect to a
destination host/URL that would otherwise be allowed by the ACL.

Step 8 Select the QoS tab, as shown in Figure 10-23.

Figure 10-23 Guest WLAN QoS Configuration

Save Configuratio

MONITOR — WLANs —CONTROLLER — WIRELESS — SECURITY — MAMAGEMENT — COMMANDS — HE

WLANs > Edit '"Guest Access' < P

General ] Security I Qos | Policy-Mapping | Advanced

Allow AdA, ; DHCP

Override - Enabled i
DHCP Server LI Override

Coverage Haole 5 Erabled

Detection - EiEalE

Enable Session ) 1800 . DHCP addr, Assignment Required

Tmzgidic ~ Session Timeout (secs) OEAP

Aironet IE _'Enabled

Diagnostic = Split Tunnel ! Enabled

Channel 28 “Enabled

Step9  Optionally, set the upstream QoS profile for the guest WLAN. The default is 'Silver (Best Effort)". In this
example, the guest WLAN has been re-assigned to the lowest QoS class.

Step10 Click the Advanced tab. (See Figure 10-24.)

Figure 10-24 Guest WLAN Advanced Configuration

WLANs
Current Eilter: Mone [Change Filter] [Clear Filter] Creats New - | co
| WLANID Type Profile Name ~ WLAN SSID  Admin Status Security Policies
1 WLAN chrome chraome Enabled [wWea2[authlPSE)] |
2 WLAN Guest Accass Guest Enabled Web-Auth [

Remove
B02.11u
Foreagn kMaps
Sardce
Advertisements
Hotzpot 2.0

Step11  Set Session Timeout (this is optional).
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Note  Any session timeout greater than O (default) forces de-authentication after expiration, and requires the
user to re-authenticate through the web portal.

Step12 Set DHCP Addr. Assignment to "Required".

Note  Setting DHCP Addr. Assignment to "Required" is recommended to prevent guest users from attempting
to use the guest network using a static IP configurations.

Step13  Click Apply when finished.

Establishing the Guest WLAN Mobhility Anchor(s)

Step1  From the WLAN menu on the foreign WLC find the newly created guest WLAN.
Step2  Highlight and click Mobility Anchors from the right-hand pull-down selection list. (See Figure 10-25.)

Figure 10-25 WLAN Mobility Anchor

NI
CISCO MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURI
WLANSs Mobility Anchors
* WLANS
VWLANS WLAN SSID Guest
¥ Advanced

Swiitch IP Address { Anchor)

Mobility Anchor Create |

Switch IP Address {(Anchor) 172.20.227.5 v
local
L. 172.20.227.103
Priority £

Foot Notes

1. Priority number, 1 =Highest priority and 3=Lowes? priority(default)

Step3  In the Switch IP Address (Anchor) pull-down selection list, select the IP address corresponding to the
management interface of the anchor WLC deployed in the network DMZ. This is the same IP address
configured in Adding the Anchor WLC as a Mobility Group Member of a Foreign WLC.

Step4  In the Priority field, select a priority number for the anchor WLC (applicable if there are more than one
anchor WLCs configured).

Step5  Click Mobility Anchor Create. (See Figure 10-27.)
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Figure 10-26 Selecting Management Interface from Switch IP Address (Anchor)

N
CISCO MOMITOR ~ WLANs  COMTROLLER  WIRELESS  SECURITY
WLANSs Mobility Anchors
v WLANS
WLAMNS WLAN SS51ID Guest
b Advanced

Switch IP Address (Anchor)

d—umity Anchor Create |

switch IP Address { Anchor) C172.20.2275 B
Priority £ 4D
Foot Notes

1. Priority ruamber, 1 =Highest priority and S=Lowest priority(default],

Figure 10-27 Selecting WLAN Mobility Anchor

vl
CISCO MOMITOR — WlLAMs  COMTROLLER ,  SECURITY
WLANS Mobility Anchors
v WLAMNS
WLAMNS WLAM S5ID Guest
¥ Advanced

Switch IP Address (Anchor)

Mobility Anchor Create |

Switch IP Address ( Anchor) [local v

Once configured, the screen shown in Figure 10-28 shows the mobility anchor (selected from above),
assigned to the Guest WLAN.
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Step 6
Step 7

Figure 10-28 Verifying the Guest WLAN Mobility Anchor

ROLLEFR

WLANSs = Edit "Guest Access’

General | Security | QoS | Policy-Mapping | Advanced |
Profile Name Guest Access
Type WA
S5ID Guest
Status Enabled
Security Policies [WPAZ][Auth{BD2.1X)]

(Modifications done under security tab will appear after applying the changes.)

Fadio Policy all v

Interface/Interface i
Group(G) (| guest-dmz T ]

Multicast Wlan

Feature Enabled
Broadcast S5ID ¥ Enabled
NAS-ID PODx-WLC

For ease of verification, the page displays whether or not the mobility tunnel data path and CAPWAP
control path have been established with the anchor. The pull-down selection list to the right offers the
option to send a ping to the destination anchor WLC.

When finished, click Back.
Repeat the steps above for each additional anchor WLC being deployed (guest anchor redundancy).

This completes the guest WLAN configuration. Repeat all steps from Foreign WLC-Guest WLAN
Configuration through Establishing the Guest WLAN Mobility Anchor(s) for each additional foreign
WLC that will support the guest WLAN.

Guest WLAN Configuration on the Anchor WLC

Note

Guest WLAN configuration on the anchor controller(s) is identical to that of the foreign controller
except for minor differences in the WLAN interface and mobility anchor configuration, which are
detailed below.

The SSID defined for the guest WLAN must be exactly the same as what is defined on the foreign WLCs.
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Anchor WLC-Guest WLAN Interface

As indicated above, the parameters configured for the guest WLAN on the anchor WLC are the same
except the interface to which the WLAN is mapped. In this case, the guest WLAN is assigned to an
interface/VLAN on the anchor WLC, which connects to an interface on a firewall or Internet border
router.

Step1  Click the WLANS tab.

Step2  Create, configure, and enable the guest WLAN the same way it was configured on the foreign WLC(s)
except for the following:

In the WLANSs general configuration, under Interface, choose the interface name created in Guest VLAN
Interface Configuration. (See Figure 10-29.)

Step3  Click Apply.

Figure 10-29 Anchor WLC Guest WLAN Interface Configuration

CISCO MONITOR L) COMTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT
WLANS Mobility Anchors
¥ WLAMNS
WLANS WLAN S5ID Guest
* Advanced Switch IP Address {Anchor) Data Path

Mobility Anchor Create I

Switch IP Address {Anchor)

Anchor WLC-Defining the Guest WLAN Mobility Anchor

The second parameter that differs in configuration from the foreign WLC is the WLAN mobility anchor
configuration. The guest WLAN mobility anchor is the anchor WLC itself.

Step1  Click the WLANS tab.
Step2  Find the Guest WLAN and click Mobility Anchors.

Step3  From the pull-down selection list, choose the IP address representing the anchor controller. The IP
address has (Local) next to it.

Step4  Click Mobility Anchor Create. (See Figure 10-30.)
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Figure 10-30 Defining the Guest WLAN Mobility Anchor

: Configuration  Ping

MOMITOR COMTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT COMMAMNDS  HELP  FEEDBACL

Mobility Anchors

WLAN SS5ID Guest

Switch IP Address (Anchor) Data Path Control Path P

local up up 0

Mobility Anchor Create I

Switch IP address (anchor) [17z 20,227,408 7|

~

Note  The guest WLAN mobility anchor is local. (See Figure 10-31.)

Figure 10-31 Verifying Guest Mobility Anchor

o For best results use Minimun Tested Browser Yersions »

¢ Cisco Prime
Infrastructure
l L S’ ¥Yersion: 2.2 "0
Username | |
Passwword | |
>

© 2014 Cisco Systerns,Ine, Cisco, Cisca Systerns and Cisco Systerns logo are registered tradernarks of Cisco stlnst]ie
Systerns,Inc.andfor its affiliates in the .S and cerain other countties cIsco

Because the mobility anchor for the guest WLAN is the anchor WLC itself, the Data and Control Path
status will always show "up". If not, check to ensure that you have selected the local WLC as the anchor
from the 'Switch IP Address (Anchor) drop down menu. Anchor controller will always have priority 0
for the ssid.
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Step5  If guest anchor redundancy is being implemented; repeat the WLAN configuration for each additional
anchor WLC being deployed. Otherwise, this completes the configuration steps required to create the
guest WLAN on the anchor WLC.

Guest Account Management

If guest credentials are going to be managed locally on the anchor controller, there are two methods by
which they can be created and applied:

e Through a lobby ambassador admin or super user/root admin account.

¢ Directly on the controller via a local lobby admin account or other management account with
read/write access.

Guest Management Using the Management System

The following configuration examples assume the management system version 2.2 or later has been
installed and configured, and a lobby ambassador account has been created.

~

Note  Ensure that the individual WLC configurations are synchronized with the management system before
creating guest templates.

Log in to the management system using the Lobby Ambassador credentials assigned by the system
administrator. (See Figure 10-32.)

Figure 10-32 Lobby Ambassador

Wirtual Domain ROOT-DOMAIN | lobbyadmin »

S 0

alralny Cisco Prime
cisco Infrastructure

Guest Users

Guest Users edi view | Add Guest User v | GO

Status
Show: |  Select a Status Filter — 7 | Selected 0 |Total 0

Llser Mame CreatedModified &t Profle | Description | &pply User account to | Status  User Role
Mo Guest account(s) found for the selected filker 44 guest accounts,

After logging in, the screen shown in Figure 10-33 appears.
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Figure 10-33 Cisco Prime Infrastructure Lobby Admin Interface

Virtual Dormzin ROOT-DOMAIN | E

Add Guest Liser v

-- Select a cormmand --

-
Duplicate Guest Llser
Delete Guest User
Schedule Guest User

Profile Diescription Apply Lser account to Statu Print/Email User Details
Tte, Save Guest Accounts on device
Search Guest Lser...

~

Note  Cisco Prime Infrastructure was formally known as WCS and NCS.

There are two types of guest templates:

e The Add Guest User template allows administrators to create and immediately apply guest
credentials to one or more anchor WLCs.

e The Schedule Guest User template allows administrators to create guest credentials that are applied
to one or more anchor WLCs at some future month, day, and time. (See Figure 10-34.)

Figure 10-34 Guest User Template Option

st Cisgo Frime
Infrastructure

GUEET Lkeers = Oreate 3 Guest Lser Account fuestLEers = Create a Guest User Account

Create a Guest User Account Create a Guest User Account
A anced Ganerd
B FHeaze 1ee Trport from fe" aption in the Advanced tab for buk cresten. s i 4 =

Guest Information Frofle AN FROCILE n

Lger hame [omest Lier ok ettt [~]
Gererals Fassword Il Life Tirne @ jmrited ' LHirrired
sl Ered Time [12 [ =] tHowrsy[ 59 =] wnates [ oavzzrmons
Confirm Passecrd - (CLrvers server time:20 15522, 13:59:45 FOT)
Diescription [ Wik Matwors Gosst Aoress | Apphy o |Jr|:J:.u.;| Ares j
Cliselsirer Fueztz understsnd and - Carnpus |S.§r Jos= Campue j

acknowledzs That we

sRercige no contool ower o Buidng |I\:re j

Lhe nature, content cr 1

reliability of the Flaar |-'!I.IF|:'|:1':-: j

itnformaticn and/or data

passing through our &7

network.

[l tiake e Miscsime dedair
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Using the Add Guest User Template

Step 1 From the pull-down selection list, select Add Guest User and click Go.
Step2  The template shown in Figure 10-35 appears.

Figure 10-35 Add Guest User Template

silran]is Cisco Prime
cisco Infrastructure

GLest Users = Create a Guest User Account

Create a Guest User Account

Advanced

0 Flease use "Impoert from file" option in the Advanced tab for bulk creation.

Guest Information

User MNarme | quest |
Generats Password (]

Password | snsnse |
Confirm Password | ssnss |
Description | Wireless Network Guest Access |
Disclaimer Guests understand and -

acknowledge that we
exercise no contrel over
the nature, content or
reliability of the
information and/or data
passing through our -
network.

111

1 Make this Nisclaimer defa if

| Save || Carcel |

Figure 10-36 shows an example of guest user account creation.
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Figure 10-36 Guest User Account Creation

General

Irnport From File

Profie ANy PROFILE |+ |
Iser Fole default n
Life Time Q) |irmited " Unlimited

End Time (Hours) (Nlinutes)‘ 09/23/2015 @‘

(Current server tme; 2015-Sep-22, 13:59:45 POT)
Apply o ‘ Controler List EI

Controller IP Address | Confraller Mame

Y| 172.20.227.112 5520

v 172.20.227.103 52508-1

Step3  Under Guest Information, enter a User Name and Password.

Passwords are case sensitive. User names are restricted to 24 characters or less. Administrators also have
an option to allow the system to automatically generate a password by clicking on the Generate
Password check box.

Step4  Under Account Configuration, select the following:

Profile—The pull-down selection list displays a list of WLANSs (SSIDs) configured with an L3 Web
Policy.

User Role—They are predefined by the administrator and are associated with the guests' access
(such as contractor, customer, partner, vendor, visitor, and so on).

Life Time—Select "limited" or "unlimited".

End Time—If the guest account is "limited", select the month, day, and time the credentials are to
expire.

Apply To—From the pull-down selection list, select Controller List and click the check box next
to the controller(s) representing anchor WLCs. Note that there will be other controllers listed;
however, these represent the foreign WLCs. There is no need to apply user credentials on the foreign
WLCs because the authentication enforcement point is the anchor WLC.
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Note  As seen in Figure 10-36, there are various options for where the credentials can be applied, including
being able to control the physical/geographic location where a user can access the guest WLAN. These
include outdoor areas, indoor areas, building, floor, and so on. This location-based access method can
only be used if: 1) the WLAN deployment has been integrated into the management system mapping
database, and 2) the guest WLAN (a WLAN with web policy) does not use mobility anchors.

¢ Description—Enter a description. The description is displayed on the WLC to which the credentials
are applied under Security > Local Net Users. It is also included in the e-mail that can be sent to a
guest informing them of what credentials to use to access the network.

¢ Disclaimer—Used in the e-mail that can be sent to a guest user informing them of what credentials
to use to access the network.

Step5  Click Save when finished. The summary screen shown in Figure 10-37 appears, acknowledging that
credentials have been applied to the anchor controller(s). The admin is also presented with an option to
print or e-mail the credentials to the guest user.
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Figure 10-37

s Cisco Prime
Infrastructure

Successful Guest Account Creation

GlLest Users = Create a Guest User Account

Create a Guest User Account

Guest User Account application result to the Controller(s)

IF Address

17220227 112
172,20.227 103

Guest User Credenfials

Glest User Mame
Passwiord

Frofia

Start Tirme

End Time

Disclaimer

Confroler Mame Operation Status

5520 SLccess
So0e-1 SLccess
guest

guest

ALY PROFILE

Tue Sep 22 14:05:00 POT 2015

Wed Sep 23 13:59:00 POT 2015

Glests understand and acknowledge that we exercise no confrol over the nature, cont

| Frint/Ernal Credentials | | Add Another User | | List Guest lUsers |

Reason

Step6  Click Print/Email Guest User Credentials. The screen shown in Figure 10-38 appears.
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Figure 10-38 Print/Email Guest User Details

Guest Account Details

Credentials for Guest User:guest

Guest User Name gues‘t

Password guest

Profile ANY PROFILE

Start Time Tue Sep 22 14:05:00 PDT 2015
End Time Wed Sep 23 13:59:00 PDT 2015

Guests understand and acknowledge that we exercise no control over the nature, content
or reliability of the information and/or data passing through our network.

Regards,

Admin Team.

Note  For details on setting up an SMTP mail server to support e-mailing guest account information to users,
see the Prime Infrastructure Configuration Guide.

After printing and or e-mailing the account details, the screen shown in Figure 10-39 appears. By
clicking the User Name, an admin can go back and edit the guest account or remove it by checking the
box next to the User Name and selecting Delete Guest User from the pull-down selection list.
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Figure 10-39 Cisco Prime Infrastructure Guest Users Summary

Guest Users

Guest Users ecitview

I—— Select 3 command - M[ GO
Stakus B
Show: [ coect 2 Status Fiter — |L| Total Entries 1 Selected O | Total |
1| User Name CreatedModfied At Frofie

Description

Apply User account to | Status User Role

Ll guest 2015-Sep-22, 14:05:39 PDT  ANY PROFILE Wireless Network Guest Access  Contoler List

Active default

Delete

Total Entries 1

S

Note

If a user template is deleted from Cisco Prime Infrastructure while a user is active, they are
de-authenticated.

Using the Schedule Guest User Template

For details about configuring guest accounts, see Prime Infrastructure Configuration Guide.

Figure 10-40 shows the guest user template option.

Step 1 From the pull-down selection list, select Schedule Guest User and click Go.

The template shown in Figure 10-41 appears.

i Enterprise Mobility 8.1 Design Guide



http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-2/administrator/guide/PIAdminBook/maint_user_access.html

| Chapter10 Cisco Unified Wireless Network Guest Access Services

Guest Account Management Il

Figure 10-40 Guest User Template Option

uest Users = Schedule a Guest User Account

schedule a Guest User Account

I e

Guest Information
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Figure 10-41 Schedule Guest User Template
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Figure 10-42 shows an example of a schedule guest user account creation.

Figure 10-42 Schedule Guest User Account Creation

ot tat]r. Cisco Prime
cisco Infrastructure

Services > Guest Users > Scheduled Guest User Account Details
Scheduled Guest User Account Details

Guest User Account Scheduled on the Controlleris)

Guest Lser Credentials

Guest User Mame: testz

Password PR TiFEH

Profile ANY PROFILE

Stark Time Thu Jul 23 0&:00:00 PODT 2015

End Time Thu Jul 23 17:00:00 POT 2015

Disclaimer ?uests understand and acknowdedoe that we exercise no control over the nature, content or reliability
ean,

| PrintfEmail Credentials || Schedule Another User || List Guest Users |

Step 2

Step 3

Under Guest Information, enter a User Name. User names can be up to 24 characters long. When using
the schedule-based template, administrators have the option to allow the system to automatically
generate the user name for each new day that access is being offered. Also, when using this template,
the system automatically generates the user password. There is no option to manually assign a password.
Under Account Configuration, select the following:
e Profile—The pull-down selection list displays a list of WLANSs (SSIDs) configured with an L3 Web
Policy.
e User Role—They are predefined by the administrator and are associated with the guests' access
(such as contractor, customer, partner, vendor, visitor, and so on).

¢ Life Time—Select "limited" or "unlimited".
¢ Start Time—Select the time, month, and day when the account is to become active.
~

Note  The start time cannot begin within the current day that the account is being created. The start
day must be one or more days beyond the day the account is being created.

¢ End Time—If the account is "limited", select the stop time, month, and day.

~

Note  The stop day can be a period no longer than 30 days from the start day.

¢ Days of Week—Depending on the lifetime of the account, administrators have the ability to control
for which days of the week access is available. Click the check boxes next to those days of the week

access is permitted.
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Note If "Days of the Week" is selected, the start and stop times represent the period within each day
that access is available. Upon expiry within a given day, Cisco Prime Infrastructure removes the
credentials from the applicable controllers. For each new day/interval that access is permitted,
Cisco Prime Infrastructure automatically generates a new password (and optionally a username),
e-mails it to the guest user, and re-applies the new credentials to the applicable WLCs. If "Days
of the Week" is not defined, access begins based on the start day and time and is continuously
active until the end day and time.

e Apply To—From the pull-down selection list, select Controller List and click the check box next
to the controller(s) representing anchor WLCs. Note that there will be other controllers listed;
however, these represent the foreign WLCs. There is no need to apply user credentials on the foreign
WLCs because the authentication enforcement point is the anchor WLC.

As seen in Figure 10-42, there are various options for where the credentials can be applied, including
being able to control the physical/geographic location where a user can access the guest WLAN. These
include outdoor areas, indoor areas, building, floor, and so on. This location-based access method can
only be used if: 1) the WLAN deployment has been integrated into the management system mapping
database, and 2) the guest WLAN (a WLAN with web policy) does not use mobility anchors.

¢ E-mail Credentials to—Enter the e-mail address for whom an account is being established. This is
a mandatory field.

a

Note  An SMTP mail server must be configured in Cisco Prime Infrastructure so that it can use to send
guest account information. For details, see Cisco Wireless System Configuration Guide.

¢ Description—Enter a description. The description is displayed on the WLC to which the credentials
are applied under Security > Local Net Users. It is also included in the e-mail that can be sent to a
guest informing them of what credentials to use to access the network.

e Disclaimer—Used in the e-mail that can be sent to a guest user informing them of what credentials
to use to access the network.

Click Save when finished. The screen shown in Figure 10-43 appears, acknowledging that the scheduled
account has been created. The admin is also presented with an option to print or e-mail the credentials
to the guest user.

Enterprise Mobility 8.1 Design Guide g


http://www.cisco.com/c/en/us/td/docs/wireless/wcs/4-1/configuration/guide/wcscfg41/wcsadmin.html

Chapter 10 Cisco Unified Wireless Network Guest Access Services |

M Guest Account Management

Figure 10-43 Successful Scheduled Account Creation

tltaif1. Cisco Prime
- Infrastructure

Services > Guest Users > Scheduled Guest User Account Details
Scheduled Guest User Account Details

Guest User Account Scheduled on the Controller(s)

Guest User Credentials

Guesk User Mame testz

Passward PRWTiPEH

Profile ANY PROFILE

Skart Time Thu Jul 23 05:00:00 PDT 2015

End Time Thu Jul 23 17:00:00 PDT 2015

Disclairmer ?uests understand and acknowledoe that we exercise no contral aver the nature, content ar reliabilic
ean.

| Print/Email Credentiaks || Schedule Another User || List Guest Users |

Step5  Optionally, click Print/Email Guest User Credentials. The screen shown in Figure 10-44 appears.

Figure 10-44 Print/E-mail Guest User Details

Guest Account Details

Credentials for Guest User:test2

Guest User Name test?
Password PhWTJ PtH

Profile ANY PROFILE
Start Time Thiu Jul 23 08:00:00 PDT 2015
End Time Thu Jul 23 17:00:00 POT 2015

Guests understand and acknowledge that we exercise no control over the nature,
content or reliability of the information and/or data passing through our network.
Regards,

Admin Team.

After printing and/or e-mailing the account details, the summary screen shown in Figure 10-45 appears.
By clicking the User Name, an admin can go back and edit the guest account or remove it by checking
the box next to the User Name and selecting Delete Guest User from the pull-down selection list.
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Figure 10-45 Cisco Prime Infrastructure Guest Users Summary

] Wirlual Domain RODT-DOMAIN |
e, ]

Gisesh Lhsers

Guest Users £drves [ = Sedlect  command - |[Ge
Statms

Showt [ calact 3 Status Fiter - ¥ | Total Entries | Sebscted 0 |Tatal 1
Lker Mame | Created/Modified At Profie Cesoription Apply User acoount to Status Lier Role
test? 2015-2uk23, 05:50:39 FOT B PROFILE Whraless Network Guest Arcess Condroller List default

Total Entries 1

~

Note  If a user template is deleted from Cisco Prime Infrastructure while a user is active, they are
de-authenticated.

This completes the steps required to create a guest account using the lobby ambassador interface in Cisco
Prime Infrastructure.

Managing Guest Credentials Directly on the Anchor Controller

The following procedure assumes that a network administrator has established a local management
account with lobby admin privileges on one or more anchor controllers.

Step 1 Login to the anchor controller using the lobby admin credentials assigned by the system administrator.
Remember that conduits might need to be opened through a firewall to permit HTTP/HTTPS for web
administration of the controller. See Anchor Controller Positioning.

After login, the screen shown in Figure 10-46 appears.

Figure 10-46 Anchor Controller Login

Lobby Ambassador Guest Management Logout | Refres
Guest Users List Mew,
Items 0 to 0 of 0

User Mame WLAM SSID Account Remaining Time Description

Step2  Click New.

The screen shown in Figure 10-47 appears.
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Figure 10-47

CiscCo

Creating Local WLC Guest Credentials

Labby Amb

Guest Management

Guest Users List > New

User Name test3

Generate Password

Generate Strong
Password

Password

Confirm Password

Lifetime 1 days |0 hours |0 mins

Guest User Role (]
WLAN S5ID

Guest ¥

Description Guest Access WLAN

To create user credentials, perform the following steps:

1. Enter a username and password (manual or auto).

2. Select the WLAN/SSID to which the guest account applies (only WLANs configured with an L3

Step 3
web policy are displayed).
3. Enter a lifetime for the credentials.
4. Enter User Role if needed.
5. Enter a description for the user.
Stepd  Click Apply.

The screen shown in Figure 10-48 appears and shows the newly-added guest user.

Secs 0O
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Figure 10-48 Anchor WLC Guest Users List

or Guest Management

Guest Users List

Itam

User Name WLAMN SSID Account Remaining Time Description
test3 Guest 1d Guest Access WLAN

From this screen you have the option to do the following:
e Edit the existing user (link at far right; not visible).
¢ Delete the existing user (link at far right; not visible).

e Add a new user.

Configuring the Maximum Number of User Accounts

The default number of guest user accounts that can be defined on the controller is 2048. This value can
be changed by completing the following steps.

Step1  Click the Security tab. (See Figure 10-49.)

Figure 10-49 Configuring the Maximum Number of User Accounts

- 'I| o’ I P Save Conhguration  Ping  Logout R

CISCO MOMNITOR INTRO ELES ( T MANAGEMENT COMMANDS HELP EEEDB
Security General Apply
 AARA - : . :

Ao Maximum Local Database entries (on next reboot). 2048 (Current Maximurm is 2048)
= RADIUS Mumber of entries, already used 4

Authentication

Accounting

Fallback

Step2  In the left pane, click General under AAA properties.
Step3  Configure the maximum number of user database entries (maximum 2048).

Step4  Click Apply.
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Maximum Concurrent User Logins

The maximum number of concurrent logins for a local user account on the WLC can be configured.
Values include O for unlimited concurrent logins or can be limited from 1 to 8. The maximum user logins
is configured by completing the following steps:

Step 1 Click the Security tab. (See Figure 10-50.)

Figure 10-50 User Login Policies

CIsCO

security User Policies

r
AAA Max Concurrent Logins for a user nameZ

General
» RADIUS
Authentication
Accounting
Fallback
OMS
Downloaded AVE 1. When using 802.1X security make sure max-login-ignore -identit)y -response (s disabled
P TACACSY
LOAP
Local Met Users
MAC Filtering
Disabled Clients
User Loain Palicies

Step2  In the left pane, click User Login Policies under AAA.

Step3  Configure the maximum number of concurrent user logins (between 0-8).

Step4  Click Apply.

Guest User Management Caveats

Note the following caveats:
¢ Guest accounts can be added using either method above or both methods together.

e When using Cisco Prime Infrastructure, the lobby admin may not have visibility of user accounts
that might have been created locally on the anchor controller if the controller configuration has not
been recently synchronized with Cisco Prime Infrastructure. If this is the case and a Cisco Prime
Infrastructure lobby admin attempts to add an account with a user name that is already configured
on the WLC, the Cisco Prime Infrastructure configuration overrides the local configuration.

e When adding user accounts locally on the controller, the local admin will have visibility of all
accounts that have been created, including those that were created via Cisco Prime Infrastructure.

e If a guest user is currently authenticated to a WLAN and their credentials are deleted from Cisco
Prime Infrastructure or locally on the controller, the user traffic stops flowing, and the user is
de-authenticated.
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Other Features and Solution Options

Web Portal Page Configuration and Management

The internal web server and associated functionality is hosted locally on the anchor controller. When a
WLAN is configured to use the web policy, either for authentication or pass-through, the internal web
server is invoked by default. No further configuration is required. The internal portal includes a few
optional configuration parameters.

Internal Web Page Management

Step1  Click the Security tab.
Step2  In the left pane, click Web Auth and then Web Login Page.

The configuration screen shown Figure 10-51 is displayed. You can change the heading and message
information that appears on the portal page. You can also choose a post-authentication redirect URL.

Figure 10-51 Web Login Page Configuration Screen

MONITO INTROLLER WIRELE®

CURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Security Web Login Page Preview... |  aApply |
" AAR web Authentication Type Internal {Default) v
Ganeara
w RADIUS Redirect URL after login
Authenticatior
Accounting This page allows you to custornize the content and appearance of the Login
Fallbach page. The Login page is presented to web users the first time they access the
ONS WLAN if "Web Authentication® is turned on (under WLAN Security Policies).
Downloaded AVP & <f, i
b TACACS+ Cisco Logo Show ide
LDAR Headline welcome to the Cisco wireless network
Local Net Users
MAC Filtering Message Cisco is pleased to provide the Wireless LAN infrastructure for your network,
e Please login and put your unified wireless solution to work,
Disabled Cliants
User Login Policies
AP Policies
Password Policies
b Local EAP
Advanced EAP
F Priority Order
b Certificate
b Access Control Lists
Wireless Protection
Policies
" Web Auth i

Step3  Click Apply.

Step4  Optionally, click Preview to view what the user sees when redirected.
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Importing a Web Page

Step 1

You can download a customized web page and store it locally on the anchor controller. To import a
customized web page, perform the following steps.

Click the Commands tab. (See Figure 10-52.)

Figure 10-52 Importing a Web Page

CISCO MOMITOR  WlAMs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT

Commands

Step 2
Step 3
Step 4

Download file to Controller

Download File

Upload File File Type Q_jﬂ"ebauth Bundle _"[:P
Reboot Transfer Mode TFTP ¥
Restart

Server Details

Config Boot

172.20,226.75
Scheduled Reboot

IP Address{Ipvd/Ipva)

Maximurn retries {1 to 254) 10
Reset to Factory
Default Tirmeout (1 to 254 seconds) &
Set Time File Path ¢
Login Banner File Name
Redundancy
Under File Type, select Web Auth Bundle.
Define the IP address and file path on the TFTP server where the files reside.
Click Download to begin.

Be aware of these caveats when downloading a web auth bundle:

e Select Web Auth Bundle from the pull-down selection list to ensure that the files are stored in the
correct directory on the controller.

e The Web Auth Bundle must be a .tar file of the HTML and image files associated with the custom
web login page. When downloaded, the WLC un-tars the files and places them in the appropriate
directory.

e The Web Auth Bundle (.tar file) cannot be larger than 1 MB.
e The file name for the HTML login page must be login.html.

For more information about downloading and using customized web pages, see Cisco Wireless
Controller Configuration Guide.

Selecting an Imported Web Auth Page

To use a customized web auth page that has been downloaded to the controller, perform the following
steps:
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Click the Security tab.

In the left pane, click Web Auth and then Web Login Page.

From the Web Authentication Type pull-down selection list, select Customized (Downloaded).
Click Preview to view the downloaded page.

Click Apply when finished. (See Figure 10-53.)

Figure 10-53 Selecting an Imported Web Auth Page

Save Configu

cisco MONITOR  WLANs CONTROLLER AMAMNDS

WIRELESS  SECURITY  MAMAGEMENT  COI

Security Web Login Page
i AGJI.A | Web Authentication Type [ Customized (Downloaded) v
enera
* RADIUS Redirect URL after login Antarnal (Befaait)

Customized (Downloaded)

Authentication | External (Redirect to external server)

Accounting This page allows you to customize the content and appoat ate or e o

Fallback page. The Login page is presented to web users the first time they access the
DNS wLAN if "Web Authentication’ is turned on (under WLAN Security Policies).
Downloaded AVP :
¥ TACACS+H Cisco Logo * Show Hide
LDAP Headline
Local Met Users Massage
MAC Filtering b

Disabled Clients
User Lagin Palicies
AP Policias
Password Policies

Local EAP
Advanced EAP

Priority Order

Certificate
b Access Control Lists

Wireless Protection
Policies

* Web Auth
Web Login Page
Certificate

v

Internal Web Certificate Management

The web auth login page uses SSL for safeguarding user credentials. For simplicity, the controller uses
a self-signed certificate. Because the certificate is self-signed, guest users can expect to see a pop-up
alert similar to the following when they are redirected to the authentication page shown in Figure 10-54.
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Figure 10-54 Web Certificate Security Alert (Firefox 39.0 and Safari)

Cannot Verify Server ldentity

The identity of “192.0.2.17 cannot be
varified by Safari. Review the cerificate
details to continue.

q This Connection is Untrusted

You have asked Firefox to connect securely to 192,0.2.1, but we can't
confirm that youwr connechon i5 secure

Mormally, when you try to connect securely, sites will present trusted
identification to prove that you are going to the right place, However, this
site's identty can't be venfied, Cancel

What Should I Do?

Details

If you usually connect to this site wathout problems, this emmor could mean :
that someaone is tning to impersonate the site, and you shouldn't continue Continue

Get me out of hera!
Technical Details

I Understand the Risks

At this point, you can proceed by either clicking Yes or you can select View Certificate and manually
install it as a trusted site. The web server uses the virtual interface IP address configured in Anchor WLC
Installation and Interface Configuration, as its source address. If a hostname is defined along with the IP
address, that host name must be resolvable by DNS so that:

e The client is redirected to the web auth page.

e The user does not encounter a web certificate error because of conflicts between hostname and host
IP address.

Importing an External Web Certificate

For cases where a legitimate web certificate issued by a trusted root CA is required, one can be
downloaded to the controller by performing the following steps:

Step1  Click the Security tab.
In the left pane, click Web Auth and then Certificate. (See Figure 10-55.)
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Figure 10-55 Importing an External Web Certificate
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Loca| Net Users Subject Name: C=Us, O=Cisco Systems Inc., OU=DeviceSSL (Webauth), CN=192.0,2.1
MAC Filtering
Disabled Clients lsguar Mame: Cmls, OmCisco Systems Inc., OUmDeviceSSL {WebAuth), CN=192.0.2.1
User Login Policies .
AP Policies WDS Fingerprint: Od:ed:dd:ad:ad:3b:26:ad:5a:83:16:55:03:84: 77 :dd
Dass Policies ’
Passward Policies SHAT Fingerptint: ed:3%:ef:be:66: 0301 ae fo 2005149 B6:60:91:56: 7o 95:5F: 2a
¥ Local EAP
Advanced EAP Download SSL Certificate *
¥ Priority Order * Controlier rust be rebooted for

the new certificate to take effect.
b Certificate

Step2  Place a check mark in the Download SSL Certificate check box.
Step3  Complete the required fields for downloading the certificate.
Stepd  Click Apply.

Step 5 After the certificate has been downloaded, reboot the server.

Support for External Web Redirection

In some cases, an enterprise might already have deployed a web-portal system to support wired guest
access or NAC functionality. If this is the case, the anchor controller can be configured to redirect
wireless guest users to an external web portal using the following steps:

Step1  Click the Security tab.
Step2  In the left pane, click Web Auth and then Web Login Page. (See Figure 10-56.)
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Figure 10-56 Supporting External Web Redirection

ave Configuration  Ping

NINIIT ¥

CISCO MONITOR YLANS CONTROLLER WIRELESS SECURITY MANAGEMEMT COMMANDS
E——

Security Web Login Page Preview... |

* ALA
General
w RADILUS Redirect URL after login
Authentication
Accounting External Webauth URL |h_tt|;_s_:ﬁlﬂ.2tl.30.41
Fallback
DMS
Downloaded AMP
P TACACSH
LOAP
Local Met Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
FPassword Policies

Web Authentication Type External (Redirect to external server) ¥

b Local EAP
Step3  Fill in the redirect URL after login and external webauth URL fields.
Stepd  Click Apply.

Anchor WLC-Pre-Authentication ACL

A pre-authentication ACL (pre-auth ACL) can be applied to the guest WLAN, which allows
unauthenticated clients to connect to specific hosts or URL destinations prior to authenticating. The
pre-auth ACL is applied under the guest WLAN Layer 3 Security settings and, if enabled, is performed
only on the anchor WLC(s). (See Figure 10-57.)
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Figure 10-57 WLAN Pre-authentication ACL

MOMNITOR  WLANS NTROLLER ~ WIRELESS — SECURITY — MAMAGEMEMT — COMMANDS — HELP

WLANs = Edit 'Guest Access’

" General | Security | QoS | Policy-Mapping | Advanced |
" Layer 2 | Layer 3 | ALA Servers |

Layer 3 Security [yap Policy ¥

® Authentication
Passthrough
Conditional Web Redirect
Splash Page Wweb Redirect

on MAC Filter faillureZo

Presuthentication ACL IPvd | Cisco_Open_Garden ¥ IPvwE |Mone ¥ webhAuth FlexAcl | Mone
Maone

Sleeping Client L' Enable L Open_Garden

Cwer-ride Global Config ! Enable

The specific ACL is configured under Security > Access Control Lists (See Figure 10-58 and
Figure 10-59.)

Figure 10-58 WLC Access Control Lists
alval,

CISCO MONITOR  WLANMs COMTROLLER  WIRELESS SECURITY  MAMAGEMEMNT

* AR .
General Access Control Lists
» RADIUS
Authentication
Accounting
Fallback
DME
Downloaded aWP
P TACACS+ Cisco Open Garden IPwd [~ ]
LOAP

Local Net Users Foot Notes
MAC Filtering -
Disabled Clients 1. Counter configuration is global for adl and layerZact,

Enable Counters [

Name Type

User Login Palicies
&P Policies
Password Policies

¥ Local EAP
Advanced EAP

E Malnwido adow

)

Note If a pre-authentication ACL is used in conjunction with the web auth policy, it must include a rule to
permit DNS requests; otherwise, the client is unable to resolve and connect to a destination host/URL
that is otherwise allowed by the ACL.
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Figure 10-59 Pre-Auth ACL Example

Access Control Lists > Edit < Back Add New |
General
Access List Name Cisco Open Garden
Destination Source Dest
Seq Action Source IP/Mask IPfMask Protocol Port Port DSCP Direction
5 10.20.31.0 J 0.0.0.0 ¥
1 Permit UDP any DNS Any  Any |
255.255.255.0 0.0.0.0
: 0.0.0.0 / 10.20.31.0 4
2 Permit UDP DMS Any Any  Any |
0.0.0.0 255.255.255.0
i0.20.31.0 171.71.181.19
3 Permit f ! rer Any HTTP Any  Any |
255,255,255.0 255,255,255,255
: 171.71.181.19 J 10.20.31.0 !
4 Permnit TCP HTTP Any Any ANy |

255.255.255.255 255.255.255.0

External Radius Authentication

As described in Guest User Authentication, an external RADIUS server can be used to authenticate guest
users in place of creating and storing guest credentials locally on the anchor controller. If this method is
used, the lobby admin features described in Guest Account Management cannot be used. It is assumed
that some other guest management system will be used in conjunction with the external RADIUS server.

To configure a guest WLAN to use an external RADIUS server, perform the following configuration
steps on the anchor controller.

Adding a RADIUS Server

Step 1 Click the Security tab.
A summary screen is displayed. (See Figure 10-60.)
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Figure 10-60 Summary Screen

\ADIUS Authentication Servers

Auth Called Station ID Type AF MAC Aaddress: SsID -

Use AES Key Wrap O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

MAC Delimiter Hyphen -
Framed MTU 1300
Jetwork Tunnel Server
Jser Management Proxy Index Server Address(Ipv4/Ipv6) Port IPSec Admin Status
[l [ " *  172,20,227.110 1812 Disabled  Enabled
] O 2 0 172,20,227.113 1812 Dizabled  Enabled

Step2  Click New.

The screen shown in Figure 10-61 appears.

Figure 10-61 Defining RADIUS Server Settings

RADIUS Authentication Servers > New < Back ||
Server Index (Priority) CI
Sarver [P Address(Ipv4/Ipv6) 10.20.30.17
Shared Secret Format ASCII ¥
Shared Secret sresasas
Confirm Shared Secret srsensns
Key Wrap {Designed for FIPS customers and requires a key wrap complhant RADIUS sarver)
Paort Numbear 1812
Server Status Enabled ¥
Support for RFC 3576 Enabled ¥
Server Timeout 2 seconds
Metwork User ¥ Enable
Management ¥ Enable
Management Retransmit Timeout 2 seconds
Tunnel Proxy Enable
IPSec Enahble

Step 3 To define RADIUS server settings, configure the IP address, shared secret, and authentication port
number as defined on the RADIUS server.
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If the Network User check box is cleared, the RADIUS server is used only for user authentication when
it is specifically selected under the RADIUS setting of a given WLAN. Otherwise, if the Network User
check box is checked, the server is used globally for all user authentications based on its server priority.

Step4  Click Apply.

The summary screen shown in Figure 10-62 shows the newly-added server.

Figure 10-62 Summary Screen

MOMNITOR WLANE CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS

RADIUS Authentication Servers Apply

Auwth Caled Station ID Type AP MAC Address: 5510 v
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M Delimiter Hyphen v
Framed MTL 1300
metwork Tunnel Server
User Management Proxy  Index Server Address{ Ipvd fIpwG) Pork IPSec Admin Status
L L 1 " 172.20.227.110 1812 Disabled Enablad
o i 2 = 172.20.227.113 imiz2 Disabled Enabled
L4 i a 10.20,20,17 1812 Disabled Enablad

Step 5 To select a RADIUS server, click the WLANS tab.

The screen shown in Figure 10-63 appears.

Figure 10-63 WLANSs Tab

Saye Configuration

MONITOR WLANS CONTROLLER. WIRELESS SECURITY ME VIEM COMMAEMNDS HELF EEEDBACK
WLANS £
Current Filter: Mone [Change Fitter] [Clear Filter] Create New v Go I

WLAN ID  Type Profile HName WLAN SSID Admin Status Security Policies

2 WLAN Guest Scoess Guest Enabled Web-auth, MAC Filkering

Step6  Find the guest WLAN and click on its Profile Name.

The guest WLAN configuration screen is displayed, as shown in Figure 10-64.
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Figure 10-64 Guest WLAN Configuration Screen

General | Security | QoS | Policy-Mapping | Advanced

| "Luvar:z” | .Luvera | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled

Authentication Servers Accounting Servers

¥ Enabled ¥ Enabled
Server 1 |IP:10.20.30.17, Port: 1812 ¥ | None v
Sarver 2 |None ¥ || Mone v

Step7  Select AAA Servers under the WLAN Security tab.

Step8  Select the RADIUS server to be used for web authentication from the pull-down selection list under
Authentication Servers.

Verifying Guest Access Functionality

The guest access service is working correctly if a user:
e (Can associate to the guest WLAN.
e Receives an IP address via DHCP.
¢ Opens their browser and is redirected to the web authentication page.

¢ Enters their credentials and connects to the Internet (or other authorized upstream services).
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