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Information About FIPS
Federal Information Processing Standard (FIPS) 140-2 is a security standard used to validate cryptographic
modules. The cryptographic modules are produced by the private sector for use by the U.S. government and
other regulated industries (such as financial and healthcare institutions) that collect, store, transfer, share and
disseminate sensitive but unclassified (SBU) information.

FIPS 140-2 specifies that a cryptographic module should be a set of hardware, software, firmware, or some
combination that implements cryptographic functions or processes, including cryptographic algorithms and,
optionally, key generation, and is contained within a defined cryptographic boundary. FIPS specifies certain
crypto algorithms as secure, and it also identifies which algorithm should be used if a cryptographic module
is to be called FIPS compliant. For more information on FIPS, see http://csrc.nist.gov/.

About Roles and Services

• AP Role—Role of an access point associated with the controller (MFP, 802.11i, iGTK).

• Client Role—Role of a wireless client associated with the controller.

• User Role—A management user with read only privileges.

• Crypto Officer (CO) Role—A management user with read and write privileges, who can perform the
cryptographic initialization and management operations.
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There are four levels of increased security defined in FIPS 140-2.

The security level certified for Cisco Wireless LAN Controller 5700 Series is FIPS level 1

Note

FIPS Self-Tests
A cryptographic module must perform power-up self-tests and conditional self-tests to ensure that it is
functional.

Power-up self-tests run automatically after the device powers up. A device goes into FIPS mode only after
all self-tests are successfully completed. If any self-test fails, the device logs a system message and moves
into an error state.

Using a known-answer test (KAT), a cryptographic algorithm is run on data for which the correct output is
already known, and then the calculated output is compared to the previously generated output. If the calculated
output does not equal the known answer, the known-answer test fails.

Power-up self-tests include the following:

• Software integrity

• Algorithm tests

Conditional self-tests must be run when an applicable security function or operation is invoked. Unlike the
power-up self-tests, conditional self-tests are executed each time their associated function is accessed.

The device uses a cryptographic algorithm known-answer test (KAT) to test FIPS mode for each FIPS
140-2-approved cryptographic function (encryption, decryption, authentication, and random number generation)
implemented on the device. The device applies the algorithm to data for which the correct output is already
known. It then compares the calculated output to the previously generated output. If the calculated output
does not equal the known answer, the KAT fails.

Conditional self-tests run automatically when an applicable security function or operation is invoked. Unlike
the power-up self-tests, conditional self-tests are executed each time their associated function is accessed.

Conditional self-tests include the following:

• Pair-wise consistency test—This test is run when a public or private key-pair is generated.

• Continuous random number generator test—This test is run when a random number is generated.

• Bypass

• Software load

Information About CC
The Common Criteria (CC) is a testing standard to verify that a product provides security functions that is
claimed by its developer. CC evaluation is against a created protection profile (PP) or security target (ST).

The four security levels in FIPS 140-2 do not map directly to specific CC EALs or CC functional requirements.
For more information on CC, see Common Criterial Portal and CC evaluation and validation scheme.
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To configure the controller into CC mode of operation, refer the Admin Guidance Document published under
the Certified Product page of the Common Criterial Portal website .

After providing CC for the controller, the controller series name is listed in the Common Criterial Portal.
Click the Security Documents tab to view the list of documented available for the controller.

Restrictions for Configuring FIPS and CC
• Authorization keys should be same for all the controllers in a stack.

• Authentication key should be 32-hexadecimal character.

• Each controller should be configured for FIPS authorization key in a standalone mode separately. After
which, all the controllers should be stacked, and powered up at the same time.

How to configure FIPS and CC

Configuring FIPS (CLI)
After configuring FIPS, you must reboot the controller to restart with new security parameters.

SUMMARY STEPS

1. configure terminal
2. fips authorization-key key
3. fips log-dtls-replay
4. show fips authorization-key
5. show fips status
6. end

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:
ControllerDevice# configure terminal

Step 1

Configures FIPS authorization key.fips authorization-key keyStep 2

Example:
ControllerDevice(config)# fips
authorization-key
123456789012345678901234567890

The key is also used to encrypt traffic between
members of a stack. You should always set the keys
before creating the stack (so that each physical
member has a key). Also, the stack traffic slows down
with encryption (about 30% slower).

Note
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PurposeCommand or Action

Generates logs for events related to replay attack of DTLS
packets.

fips log-dtls-replay

Example:
ControllerDevice(config)# fips
log-dtls-replay

Step 3

Displays the FIPS authorization key.show fips authorization-key

Example:
ControllerDevice# show fips authorization-key

Step 4

Displays the status of FIPS mode.show fips status

Example:
ControllerDevice# show fips status

Step 5

Returns to privileged EXECmode. Alternatively, you can also
press Ctrl-Z to exit global configuration mode.

end

Example:
ControllerDevice(config)# end

Step 6

Enabling FIPS Level Encryption on Controllers in a Mobility Domain

SUMMARY STEPS

1. configure terminal
2. wireless mobility dtls secure-cipher { AES256_SHA1 | AES256_SHA2 }
3. end
4. configure terminal
5. ap dtls secure-cipher { AES256_SHA1 | AES256_SHA2 }
6. end

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:
ControllerDevice# configure terminal

Step 1

   Security Configuration Guide, Cisco IOS XE Release 3E (Cisco WLC 5700 Series)
4 OL-32325-01   

Configuring FIPS and CC
Enabling FIPS Level Encryption on Controllers in a Mobility Domain



PurposeCommand or Action

Sets AES256 SHA1 or AES256 SHA2 as cipher
mobility control traffic.

wireless mobility dtls secure-cipher { AES256_SHA1 |
AES256_SHA2 }

Example:
ControllerDevice(config)# wireless mobility dtls
secure-cipher AES256_SHA2

Step 2

Enabling secure-cipher AES256_SHA2 will reset all
Mobility connections
Are you sure you want to continue? (y/n)[y]: y
ControllerDevice(config)#

Returns to privileged EXEC mode. Alternatively,
you can also press Ctrl-Z to exit global
configuration mode.

end

Example:
ControllerDevice(config)# end

Step 3

Enters global configuration mode.configure terminal

Example:
ControllerDevice# configure terminal

Step 4

Sets AES256 SHA1 or AES256 SHA2 as cipher
for CAPWAP control tunnels.

ap dtls secure-cipher { AES256_SHA1 | AES256_SHA2 }

Example:
ControllerDevice(config)# ap dtls secure-cipher
AES256_SHA1

Step 5

Enabling secure-cipher AES256_SHA1 will reset all AP
CAPWAP DTLS connections
Are you sure you want to continue? (y/n)[y]: y
ControllerDevice(config)#

Returns to privileged EXEC mode. Alternatively,
you can also press Ctrl-Z to exit global
configuration mode.

end

Example:
ControllerDevice(config)# end

Step 6

Zeroizing ControllerDevice and associated Access Points
Zeroizing is deleting the FIPS authorization keys from the controller or AP. This is done in extreme cases,
where, in the process of deleting the keys, the configuration file and IOS image are also deleted from the
controller or AP.

You must return the controller or AP to factory-default settings.

You must be careful before zeroizing the controller or AP as after performing this operation, the controller
or AP becomes unusable.

Caution
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SUMMARY STEPS

1. configure terminal
2. fips zeroize
3. end
4. ap name ap-name fips key-zeroize
5. end

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:
ControllerDevice# configure terminal

Step 1

Specifies to zeroize the controller. This command
makes the controller unusable.

fips zeroize

Example:
ControllerDevice(config)# fips zeroize
**Critical Warning** - This command is irreversible

Step 2

and will zeroize the FVPK by Deleting the IOS
image and config files, please use extreme
caution and confirm with Yes on each of three
iterations to complete. The system will reboot
after the command executes successfully
Proceed ?? (yes/[no]): no
%Aborting zeroization!

Returns to privileged EXECmode. Alternatively, you
can also press Ctrl-Z to exit global configuration
mode.

end

Example:
ControllerDevice(config)# end

Step 3

Specifies to zeroize the specified AP. This command
makes the AP unusable.

ap name ap-name fips key-zeroize

Example:
ControllerDevice# ap name AP78da.6e59.a340 fips
key-zeroize

Step 4

Returns to privileged EXECmode. Alternatively, you
can also press Ctrl-Z to exit global configuration
mode.

end

Example:
ControllerDevice(config)# end

Step 5
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Configuring CC (CLI)

SUMMARY STEPS

1. configure terminal
2. wireless wlancc
3. end

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:
ControllerDevice# configure terminal

Step 1

Disables console write access of all the access points. Rebooting
the controller after this process is not required.

wireless wlancc

Example:
ControllerDevice(config)# wireless wlancc

Step 2

Returns to privileged EXEC mode. Alternatively, you can also
press Ctrl-Z to exit global configuration mode.

end

Example:
ControllerDevice(config)# end

Step 3

Monitoring FIPS and CC (CLI)
This section describes the new commands for FIPS and CC.

The following commands can be used to monitor FIPS and CC on the controller.

Table 1: Monitoring FIPS and CC

PurposeCommand

Displays the FIPS authorization key.show fips authorization-key

Displays the status of FIPS modeshow fips status
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Examples: FIPS and CC Configuration
This example shows how to configure FIPS authorization-key on the controller:

ControllerDevice# configure terminal
ControllerDevice(config)# fips authorization-key 12345678901234567890123456789012
A valid FIPS key is installed, do you want to overwrite? ? (yes/[no]): yes
FIPS key successfully set.
FIPS and FIPS Stacking will run under fips
mode after the reload. Make sure you set the
same fips key on all the members of the stack.
ControllerDevice(config)# end

ControllerDevice# show fips authorization-key
FIPS: Stored key (16) : 12345678901234567890123456789012
ControllerDevice# show fips status
Switch and Stacking are running in fips mode

This example shows how to disable the console write access of all the access points:

ControllerDevice# configure terminal
ControllerDevice(config)# wireless wlancc
ControllerDevice(config)# end

Additional References for Configuring FIPS and CC
Related Documents

Document TitleRelated Topic

Security Command Reference Guide, Cisco IOS XE
Release 3E (Cisco WLC 5700 Series)

Security commands

Standards and RFCs

TitleStandard/RFC

—None

MIBs

MIBs LinkMIB

To locate and downloadMIBs for selected platforms,
Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://www.cisco.com/go/mibs

All supported MIBs for this release.
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Technical Assistance

LinkDescription

http://www.cisco.com/supportThe Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

Feature History for Performing FIPS and CC Configuration
Feature InformationRelease

This feature was introduced.Cisco IOS XE 3E
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