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Introduction 

Russian legislation on personal data requires that information that can be considered as personal data of Russian citi-

zens (PII data), when collected, shall be recorded by the personal data operator in databases in Russia and stored in 

Russia. Cisco DNA Spaces installed in Russia, as well as the Cisco DNA Spaces Dashboard/Captive Portal web inter-

face used by Russian customers, under certain circumstances, can collect PII data and send them to the Cisco DNA 

Spaces data center (DC) located in the European Union (EU).  

Since Cisco DNA Spaces does not have a DC located in Russia, the following solution may be used to enable cus-

tomer’s compliance with Russian legislation on personal data: 

Cisco has developed a DNA Spaces Firehose Archiver for the DNA Spaces Dashboard/Captive Portal that enables 

customers and/or partners to extract PII data collected directly by DNA Spaces and via the DNA Spaces Dash-

board/Captive Portal web interface and store such data on local servers in Russia. For purposes of this informational 

document, a partner that implements the DNA Spaces Firehose Archiver is called a “PII partner.” 

PII Partner should have all the necessary licenses and certificates required by Russian law on personal data security. 

The PII partner should store personal data as long as it is required by Russian law or longer in case of special agree-

ments with Cisco DNA Spaces customers, but not less than the storage period in the Cisco DNA Spaces DC in the 

EU. 

Data in the Cisco DNA Spaces DC in the EU is stored for the duration of Customer’s active license term to the Service, 

or until such time that Customer or PII data owner requests deletion of this data by reaching out to Cisco technical 

support for Cisco DNA Spaces. 

Customers may implement the Cisco DNA Spaces Firehose Archiver I solution in two ways: (1) a Cisco DNA Spaces 

customer located in Russia may conclude a direct contract with a PII Partner for storing PII data in Russia (on behalf of 

the customer), in which case such PII partner may include payment or other conditions for the storage in such direct 

contract with the customer, or (2)  a customer may implement the Cisco DNA Spaces Firehose Archiver solution direct-

ly itself and without the assistance of a PII partner. 

Data Flows 

For Wi-Fi Client Devices 

1. The initial collection of PII data is carried out by the Customer (using Cisco DNA Spaces on-prem components 

installed on the Customer’s site in Russia). 

2. The collected PII data is stored in Russia at the facilities of the customer or the PII Partner and is also sent for ad-

ditional processing to Cisco DNA Spaces servers located in the EU. 

https://www.cisco.com/c/en/us/td/docs/wireless/cisco-dna-spaces/partner-app/partner-firehose-api/cisco-dna-spaces-firehose-archiver.html
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3. For Russia deployments, the customer or the PII partner using the Cisco DNA Spaces Firehose Archiver receives 

a complete set of PII data collected by Cisco DNA Spaces and stores it in Russia. The same set of data is also 

stored in the DC in the EU. 

For Cisco DNA Spaces Dashboard Web Interface 

1. PII data collected via the Cisco DNA Spaces Dashboard/Captive Portal web interface is stored in Russia at the 

facilities of the customer or PII Partner and is also processed by Cisco DNA Spaces servers in the EU. 

2. The customer or the PII partner using the Cisco DNA Spaces Firehose Archiver stores in Russia the set of cus-

tomer data collected via the Cisco DNA Spaces web interface, which is also stored in the Cisco DNA Spaces DC 

in the EU. 

Data Collection 

Option # 1: Cisco DNA Spaces Captive Portal web interface is not used for registration, authentication and authoriza-

tion of end users. 

The table below shows the data collected by Cisco DNA Spaces devices. Data can be visualized using the Cisco DNA 

Spaces Dashboard. 

Table 1 

Personal Data Category Types of Personal Data 

System Administrator Account Information  First and last name 

 E-mail address 

 Password 

End User Information  MAC address 

 Employee username 

 

In this case, the data collected may be recognized as personal data and it is necessary to use the Cisco DNA Spac-

es Firehose Archiver solution for the processing and storage of such data. 

At the same time, since the PII data shown in the Table 1 are data that may be known to the Client since he is the em-

ployer of the subject of such data, then the use of the Cisco DNA Spaces Firehose Archiver solution may not be re-

quired, since the localization of the specified data has already been carried out by the Client under his employment 

relationship with the PII data owner. 

Option #2: The Cisco DNA Spaces Captive Portal web interface is used for registration, authentication and authoriza-

tion of end users. 
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The list below shows the data collected by the Cisco DNA Spaces and Captive Portal web interface. Data can be visu-

alized using the Cisco DNA Spaces Dashboard.  
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Table 2 

Personal Data Category Types of Personal Data 

System Administrator Account Infor-

mation 

 First and last name 

 E-mail address 

 Password 

End User Information  MAC address (collected by default) 

 Employee username 

The customer has the opportunity to enable through the authorization 

portal the collection and processing of additional types of personal data, 

namely: 

Any other categories added by the customer: 

 First and last name 

 Floor 

 E-mail address 

 Phone number 

 Position 

 Postcode 

 Work tags (customer-assigned tags / categories for end users) 

 Age range 

 Social Media ID 

 

In this case, the data collected may be recognized as personal data and it is necessary to use the Cisco DNA Spac-

es Firehose Archiver for the processing and storage of such data. 
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Obtaining Documentation and Submitting a Service Request 

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and 

gathering additional information, see What’s New in Cisco Product Documentation. 

To receive new and revised Cisco technical content directly to your desktop, you can subscribe to the What’s New in 

Cisco Product Documentation RSS feed. The RSS feeds are a free service. 

Legal Information 

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO 

CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL 

ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 

IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH 

IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY 

THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, 

CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of 

California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. 

Copyright © 1981, Regents of the University of California.  

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE 

SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DIS-

CLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MER-

CHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A 

COURSE OF DEALING, USAGE, OR TRADE PRACTICE. 

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, 

OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO 

DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS 

HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual ad-

dresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures 

included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in 

illustrative content is unintentional and coincidental. 

All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should 

be referred to for latest version. 

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco 

website at www.cisco.com/go/offices. 

http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html
http://www.cisco.com/assets/cdc_content_elements/rss/whats_new/whatsnew_rss_feed.xml
http://www.cisco.com/assets/cdc_content_elements/rss/whats_new/whatsnew_rss_feed.xml
http://www.cisco.com/go/offices
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