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About this Guide

)

Note

Control and User Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. Unless otherwise specified, it should not be assumed
that any constructs (including, but not limited to, commands, statistics, attributes, MIB objects, alarms, logs,
services) referenced in this document imply functional parity with CUPS products. References to any CUPS
products or features are for informational purposes only. Please contact your Cisco Account or Support
representative for any questions about parity between this product and any CUPS products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

The HA, HSGW, PDSN, and SecGW products have reached end of life and are not supported in this release.
Any references to these products (specific or implied) their components or functions including CLI commands
and parameters in this document are coincidental and are not supported. Full details on the end of life for these
products are available at

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-740422 . html.

This preface describes the Serving Architecture Evolution Gateway (SAEGW) Administration Guide, how
it is organized and its document conventions.

The SAEGW node is a combination of S-GW and P-GW nodes. SAEGW operates as a service on the StarOS
and requires existing S-GW and P-GW services to be configured and mentioned inside an SAEGW service
configuration. Existing standalone S-GW and P-GW services (when part of an SAEGW umbrella service)
will work in tandem to present a single SAEGW node as a black-box view. This document contains feature
descriptions, configuration procedures, and monitoring and troubleshooting information.

* Conventions Used, on page |
* Supported Documents and Resources, on page li
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. Conventions Used

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type Description

Information Note Provides information about important features
or instructions.

Caution Alerts you of potential damage to a program,
device, or system.

Warning Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.

Typeface Conventions Description
Text represented as a screen This typeface represents displays that appear on your
display terminal screen, for example:
Login:
Text represented as commands This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as a command This typeface represents a variable that is part of a
variable command, for example:

show card slot_number

slot_number is a variable representing the desired chassis
slot number.

Text represented as menu or This typeface represents menus and sub-menus that you
sub-menu names access within a software application, for example:

Click the File menu, then click New
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Supported Documents and Resources .

Command Syntax Conventions

Description

{ keyword or variable }

Required keyword options and variables are those
components that are required to be entered as part of
the command syntax.

Required keyword options and variables are
surrounded by grouped braces { }. For example:

sctp-max-data-chunks { limit max chunks
| mtu-limit }

If a keyword or variable is not enclosed in braces or
brackets, it is mandatory. For example:

snmp trap link-status

[ keyword or variable ]

Optional keywords or variables, or those that a user
may or may not choose to use, are surrounded by
brackets.

Some commands support multiple options. These are
documented within braces or brackets by separating
each option with a vertical bar.

These options can be used in conjunction with
required or optional keywords or variables. For
example:

action activate-flow-detection {
intitiation | termination }

or

ip address [ count number of packets |
size number of bytes ]

Supported Documents and Resources

Related Common Documentation

The most up-to-date information for this product is available in the product Release Notes provided with each

product release.

The following common documents are available:

* AAA Interface Administration Reference
e Command Line Interface Reference
* GTPP Interface Administration Reference

» Hardware Installation Guide (hardware dependent)

* Release Change Reference
« Statistics and Counters Reference

* System Administration Guide (hardware dependent)
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. Related Product Documentation

* Thresholding Configuration Guide

Related Product Documentation

The following product documents are also available and work in conjunction with the SAEGW:

* ADC Administration Guide

* ECS Administration Guide

* GGSN Administration Guide
* MME Administration Guide

* NAT Administration Guide

* PSF Administration Guide

* P-GW Administration Guide

* S-GW Administration Guide

Obtaining Documentation
The most current Cisco documentation is available on the following website:
http://www.cisco.com/cisco/web/psa/default.html
Use the following path selections to access the SAE-GW documentation:

Products > Wireless > Mobile Internet> Network Functions > Cisco SAEGW System Architecture Evolution
Gateway

Contacting Customer Support

Use the information in this section to contact customer support.

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.
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CHAPTER 1

SAE Gateway Overview

The Cisco® ASR 5500 provides wireless carriers with a flexible solution that functions as a System Architecture
Evolution (SAE) Gateway with Packet Data Network (PDN) Gateway (P-GW) and Serving Gateway (S-GW)
functions in LTE-SAE (3GPP2 Long Term Evolution-System Architecture Evolution) wireless data networks.

This overview provides general information about the SAEGW including:

* SAEGW Product Description, on page 1

* S-GW Product Description, on page 3

* P-GW Product Description, on page 5

* S-GW Network Deployment(s), on page 8

* P-GW Network Deployment(s), on page 14

* S-GW Features and Functionality - Base Software, on page 29

* P-GW Features and Functionality - Base Software, on page 54

* P-GW Features and Functionality - Inline Service Support, on page 100

* S-GW Features and Functionality - Optional Enhanced Feature Software, on page 105
* P-GW Features and Functionality - Optional Enhanced Feature Software, on page 114
* How the Serving Gateway Works, on page 134

* How the PDN Gateway Works, on page 138

* S-GW Supported Standards, on page 147

* P-GW Supported Standards, on page 151

SAEGW Product Description

The SAEGW node is a combination of S-GW and P-GW nodes. SAEGW operates as a service on ASR5500
and requires existing S-GW and P-GW services to be configured and mentioned inside SAEGW service
configuration. Existing standalone S-GW and P-GW services (when part of an SAEGW umbrella service)
will work in tandem to present a single SAEGW node as a black-box view.

The SAEGW supports all of the interfaces that the standalone S-GW and P-GW products support, namely:
* S11/S4 — GTPv2 based control interface towards MME/S4-SGSN

» S1U/S12/S4U — GTPv1 based data interface towards eNodeB/RNC/S4-SGSN
» S5/S8 — GTPv2 based control interface between S-GW and P-GW

* Gi — Data interface towards packet data network
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SAEGW Product Description

* Gx — Diameter based interface between P-GW and PCRF

» S6b — Diameter based interface between P-GW and HSS

» Rf — Diameter based offline charging interface between P-GW/S-GW and charging data function
* Gy — GTPP based online charging interface between P-GW and online charging system

* Gz — GTPP based offline charging interface between P-GW/S-GW and charging gateway function

|

Important  In StarOS releases 19 and later, the Rf interface is not supported on the S-GW.

Mode of operation is described as the functionality performed by SAEGW for a call. Granularity for mode
of operation is per-PDN. The SAEGW service supports the following three modes of operation:

* S+P Collapsed: When a UE is using S-GW part of SAEGW and a PDN connection is terminating within
the P-GW part of SAEGW.

* Pure-S: When a UE is using S-GW part of SAEGW and a PDN connection is terminating at an external
P-GW not part of SAEGW.

* Pure-P: When a UE is using an external S-GW not part of SAEGW and a PDN connection is terminating
within P-GW part of SAEGW.

| A

Important  For a given UE with multiple PDNs, SAEGW will be able to support S+P mode for some PDNs while Pure-S
mode for others.

| A

Important SAEGW supports change of operation-mode in life of a PDN. For example, a PDN initially doing S+P mode
may change to doing Pure-P if S-GW gets relocated to external S-GW that is not part of SAEGW. Similarly,
a PDN doing Pure-P mode may change to S+P mode if S-GW relocated so that new S-GW is part of SAEGW
service.

An optimized SAEGW provides the following benefits:
* Higher Capacity

A UE with one PDN connection that passes through standalone S-GW and P-GW services consumes
two license units because both S-GW and P-GW services account for it separately. SAEGW as a single
node consumes only one license unit for the same, thus increasing the capacity. Contact your Cisco
account representative for detailed information on product licensing.

» Cohesive Configuration

Configuration and management of SAEGW as a node is easier to follow than starting standalone S-GW
and P-GW services.
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Platform Requirements

The SAEGW service runs on a Cisco® ASR 5500 Series chassis running StarOS. The chassis can be configured
with a variety of components to meet specific network deployment requirements. For additional information,
refer to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses

The SAEGW is a licensed Cisco product. Separate session and feature licenses may be required. Contact your
Cisco account representative for detailed information on specific licensing requirements. For information on
installing and verifying licenses, refer to the Managing License Keys section of the Software Management
Operations chapter in the System Administration Guide.

S-GW Product Description

The Serving Gateway routes and forwards data packets from the UE and acts as the mobility anchor during
inter-eNodeB handovers. Signals controlling the data traffic are received on the S-GW from the MME which
determines the S-GW that will best serve the UE for the session. Every UE accessing the EPC is associated
with a single S-GW.

Figure 1: S-GW in the Basic E-UTRAN/EPC Network
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The S-GW is also involved in mobility by forwarding down link data during a handover from the E-UTRAN
to the eHRPD network. An interface from the eAN/ePCF to an MME provides signaling that creates a GRE
tunnel between the S-GW and the eHRPD Serving Gateway.

Figure 2: S-GW in the Basic E-UTRAN/EPC and eHRPD Network
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The functions of the S-GW include:
* packet routing and forwarding.

* providing the local mobility anchor (LMA) point for inter-eNodeB handover and assisting the eNodeB
reordering function by sending one or more "end marker" packets to the source eNodeB immediately
after switching the path.

» mobility anchoring for inter-3GPP mobility (terminating the S4 interface from an SGSN and relaying
the traffic between 2G/3G system and a PDN gateway.

* packet buffering for ECM-IDLE mode downlink and initiation of network triggered service request
procedure.

« replicating user traffic in the event that Lawful Interception (LI) is required.
« transport level packet marking.

* user accounting and QoS class indicator (QCI) granularity for charging.

« uplink and downlink charging per UE, PDN, and QCI.

« reporting of user location information (ULI).
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« support of circuit switched fallback (CSFB) for re-using deployed CS domain access for voice and other
CS domain services.

Platform Requirements

The S-GW service runs on a Cisco® ASR 5500 Series chassis running StarOS. The chassis can be configured
with a variety of components to meet specific network deployment requirements. For additional information,
refer to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses

The S-GW is a licensed Cisco product covered by the SAEGW license when part of an SAEGW umbrella
service. Separate session and feature licenses may be required. Contact your Cisco account representative for
detailed information on specific licensing requirements. For information on installing and verifying licenses,
refer to the Managing License Keys section of the Software Management Operations chapter in the System
Administration Guide.

P-GW Product Description

The P-GW is the node that terminates the SGi interface towards the PDN. If a UE is accessing multiple PDNs,
there may be more than one P-GW for that UE. The P-GW provides connectivity to the UE to external packet
data networks by being the point of exit and entry of traffic for the UE. A UE may have simultaneous
connectivity with more than one P-GW for accessing multiple PDNs. The P-GW performs policy enforcement,
packet filtering for each user, charging support, lawful interception and packet screening.
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. P-GW Product Description

Figure 3: P-GW in the Basic E-UTRAN/EPC Network
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Figure 4: P-GW in the Basic E-UTRAN/EPC and eHRPD Network
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Another key role of the P-GW is to act as the anchor for mobility between 3GPP and non-3GPP technologies
such as WIMAX and 3GPP2 (CDMA 1X and EvDO).

P-GW functions include:

* Mobility anchor for mobility between 3GPP access systems and non-3GPP access systems. This is
sometimes referred to as the SAE Anchor function.

* Policy enforcement (gating and rate enforcement)

* Per-user based packet filtering (deep packet inspection)
* Charging support

» Lawful Interception

» UE IP address allocation

* Packet screening

* Transport level packet marking in the downlink;

* Down link rate enforcement based on Aggregate Maximum Bit Rate (AMBR)

The following are additional P-GW functions when supporting non-3GPP access (¢HRPD):

* P-GW includes the function of a Local Mobility Anchor (LMA) according to draft-ietf-netlmm-proxymip6,
if PMIP-based S5 or S8 is used.
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* The P-GW includes the function of a DSMIPv6 Home Agent, as described in
draft-ietf-mip6-nemo-v4traversal, if S2c is used.

Platform Requirements

The P-GW service runs on a Cisco® ASR 5500 chassis running StarOS. The chassis can be configured with
a variety of components to meet specific network deployment requirements. For additional information, refer
to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses

The P-GW is a licensed Cisco product covered by the SAEGW license when part of an SAEGW umbrella
service. Separate session and feature licenses may be required. Contact your Cisco account representative for
detailed information on specific licensing requirements. For information on installing and verifying licenses,
refer to the Managing License Keys section of the Software Management Operations chapter in the System
Administration Guide.

S-GW Network Deployment(s)

This section describes the supported interfaces and the deployment scenarios of a Serving Gateway.

Serving Gateway in the E-UTRAN/EPC Network

The following figure displays the specific network interfaces supported by the S-GW. Refer to Supported
Logical Network Interfaces (Reference Points), on page 10 for detailed information about each interface.
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Figure 5: Supported S-GW Interfaces in the E-UTRAN/EPC Network
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The following figure displays a sample network deployment of an S-GW, including all of the interface
connections with other 3GPP Evolved-UTRAN/Evolved Packet Core network devices.
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. Supported Logical Network Interfaces (Reference Points)

Figure 6: S-GW in the E-UTRAN/EPC Network
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Supported Logical Network Interfaces (Reference Points)
The S-GW provides the following logical network interfaces in support of the E-UTRAN/EPC network:

S1-U Interface

This reference point provides bearer channel tunneling between the eNodeB and the S-GW. It also supports
eNodeB path switching during handovers. The S-GW provides the local mobility anchor point for inter-eNodeB
hand-overs. It provides inter-eNodeB path switching during hand-overs when the X2 handover interface
between base stations cannot be used. The S1-U interface uses GPRS tunneling protocol for user plane
(GTP-Uvl1). GTP encapsulates all end user IP packets and it relies on UDP/IP transport. The S1-U interface
also supports IPSec IKEv2. This interface is defined in 3GPP TS 23.401.

Supported protocols:

* Transport Layer: UDP, TCP
* Tunneling: IPv4 or [IPv6 GTPv1-U (bearer channel)
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S4 Interface

S5/S8 Interface

S4 Interface .

* Network Layer: IPv4, IPv6
* Data Link Layer: ARP
* Physical Layer: Ethernet

Figure 7: Protocols Supported on the S1-U Interface
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This reference point provides tunneling and management between the S-GW and a 3GPP S4 SGSN. The
interface facilitates soft hand-offs with the EPC network by providing control and mobility support between
the inter-3GPP anchor function of the S-GW. This interface is defined in 3GPP TS 23.401.

Supported protocols:
* Transport Layer: UDP
* Tunneling:

* GTP: IPv4 or IPv6 GTP-C (GTPv2 control/signaling channel) and GTP-U (GTPv1 user/bearer
channel)

» Network Layer: IPv4, IPv6
* Data Link Layer: ARP
* Physical Layer: Ethernet

Figure 8: Protocols Supported on the S4 Interface
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This reference point provides tunneling and management between the S-GW and the P-GW, as defined in
3GPP TS 23.401. The S8 interface is an inter-PLMN reference point between the S-GW and the P-GW used
during roaming scenarios. The S5 interface is used between an S-GW and P-GW located within the same
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. S11 Interface

S11 Interface

administrative domain (non-roaming). It is used for S-GW relocation due to UE mobility and if the S-GW
needs to connect to a non-collocated P-GW for the required PDN connectivity.

Supported protocols:

* Transport Layer: UDP, TCP

* Tunneling: GTP: GTPv2-C (signaling channel), GTPv1-U (bearer channel)
* Network Layer: IPv4, IPv6

* Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 9: Supported Protocols on the S5/S8 Interface
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This reference point provides GTP-C control signal tunneling between the MME and the S-GW. One GTP-C
tunnel is created for each mobile terminal between the MME and S-GW. This interface is defined in 3GPP
TS 23.401.

Supported protocols:

* Transport Layer: UDP

* Tunneling: IPv4 or IPv6 GTPv2-C (signaling channel)
* Network Layer: IPv4, IPv6

¢ Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 10: Supported Protocols on the S11 Interface

MME 511 S-GW
Transport Transport
IPv4/IPvE IPv4/IPvE

GTP-C

|Pva/IPvE

L1/L2

335254

. SAEGW Administration Guide, Star0S Release 21.27



| SAE Gateway Overview

S$12 Interface

Gz Interface

$12 Interface .

This reference point provides GTP-U bearer/user direct tunneling between the S-GW and a UTRAN Radio
Network Controller (RNC), as defined in 3GPP TS 23.401. This interface provides support for inter-RAT
handovers between the 3G RAN and EPC allowing a direct tunnel to be initiated between the RNC and S-GW,
thus bypassing the S4 SGSN and reducing latency.

Supported protocols:

* Transport Layer: UDP

* Tunneling: IPv4 or IPv6 GTP-U (GTPv1 bearer/user channel)
» Network Layer: IPv4, IPv6

* Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 11: Supported Protocols on the S12 Interface
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The Gz reference interface enables offline accounting functions on the S-GW. The S-GW collects charging
information for each mobile subscriber UE pertaining to the radio network usage. The Gz interface and offline
accounting functions are used primarily in roaming scenarios where the foreign P-GW does not support offline
charging.

Supported protocols:
* Transport Layer: TCP
* Network Layer: IPv4, IPv6
* Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 12: Protocols Supported on the Gz Interface
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Rf Interface

|

Important  In StarOS releases 19 and later, the Rf interface is not supported on the S-GW.

The Diameter Rf interface (3GPP 32.240) is used for offline (post-paid) charging between the Charging
Trigger Function (CTF, S-GW) and the Charging Data Function (CDF). It follows the Diameter base protocol
state machine for accounting (RFC 3588) and includes support for IMS specific AVPs (3GPP TS 32.299)

Supported protocols:

* Transport Layer: TCP or SCTP
* Network Layer: IPv4, IPv6

* Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 13: Protocols Supported on the Rf Interface
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Note The Rfinterface is not supported on the S-GW.

P-GW Network Deployment(s)

This section describes the supported interfaces and the deployment scenarios of a PDN Gateway.

PDN Gateway in the E-UTRAN/EPC Network

The following figure displays the specific network interfaces supported by the P-GW. Refer to Supported
Logical Network Interfaces (Reference Points), on page 16 for detailed information about each interface.
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Figure 14: Supported P-GW Interfaces in the E-UTRAN/EPC Network

The following figure displays a sample network deployment of a P-GW, including all of the interface
connections with other 3GPP Evolved-UTRAN/Evolved Packet Core network devices.
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Figure 15: P-GW in the E-UTRAN/EPC Network
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Supported Logical Network Interfaces (Reference Points)
The P-GW provides the following logical network interfaces in support of E-UTRAN/EPC network:

$5/S8 Interface

This reference point provides tunneling and management between the S-GW and the P-GW, as defined in
3GPP TS 23.401 and TS 23.402. The S8 interface is an inter-PLMN reference point between the S-GW and
the P-GW used during roaming scenarios. The S5 interface is used between an S-GW and P-GW located
within the same administrative domain (non-roaming). It is used for S-GW relocation due to UE mobility and
if the S-GW needs to connect to a non-collocated P-GW for the required PDN connectivity.

Supported protocols
* Transport Layer: UDP, TCP

* Tunneling:
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* GTP: GTPv2-C (signaling channel), GTPv1-U (bearer channel)

* Network Layer: IPv4, IPv6
¢ Data Link Layer: ARP
* Physical Layer: Ethernet
Figure 16: Supported GTP P-GW Protocols on the S5/S8 Interface
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Transport Transport

IPv4/IPv6 IPv4/IPvE
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335327

Figure 17: Supported PMIP P-GW Protocols on the S5/S8 Interface

S6b Interface

This reference point, between a P-GW and a 3GPP AAA server/proxy, is used for mobility-related
authentication. It may also be used to retrieve and request parameters related to mobility and to retrieve static
QoS profiles for UEs (for non-3GPP access) in the event that dynamic PCC is not supported.

The S6b interface is enhanced to pass on the UE assigned IPv6 address (IPv6 prefix and IPv6 interface ID)
to the AAA server. S6b interface also has support for Framed-IPv6-Pool, Framed IP Pool, and served party
IP address AVPs based IP allocation. With this support, based on the Pool name and APN name received
from AAA server, the selection of a particular IP pool from the configuration is made for assigning the IP
address.

The S6b interface on the P-GW or GGSN can be manually disabled to stop all message traffic to the 3GPP
AAA during overload conditions. When the interface is disabled, the system uses locally configured
APN-specific parameters including: Framed-Pool, Framed-IPv6-Pool, Idle-Timeout,
Charging-Gateway-Function-Host, Server-Name (P-CSCF FQDN). This manual method is used when the
HSS/3GPP AAA is in overload condition to allow the application to recover and mitigate the impact to
subscribers
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The IPv6 address reporting through Authorization-Authentication-Request (AAR) towards the S6b interface
is no longer a default feature. It is now configurable through the CLI.

Another enhancement on S6b interface support is the new S6b retry-and-continue functionality that creates
an automatic trigger in the GGSN and P-GW to use the locally configured APN profile upon receipt of any
uniquely defined Diameter error code on the S6b interface for an Authorization-Authentication-Request
(AA-R) only. This procedure would be utilized in cases where a protocol, transient, or permanent error code
is returned from the both the primary and secondary AAA to the GGSN or P-GW. In case of retry-and-continue
functionality, P-GW should query from DNS server if it is configured in APN. S6b failure handling continues
the data call. This behavior is only applicable to the aaa-custom15 Diameter dictionary.

P-GW supports receiving AVP "Restoration-Priority-Indicator" from AAA server over the S6b interface to
distinguish between VOoLTE enabled IMS PDN connections and non-VoLTE enabled IMS PDN connections.
KPIs are also provided based on the AVP value.

SGi Interface

Important  The S6b interface can be disabled via the CLI in the event of a long-term AAA outage.

Supported protocols:
* Transport Layer: TCP, SCTP
* Network Layer: IPv4, IPv6
* Data Link Layer: ARP

* Physical Layer: Ethernet

Figure 18: Supported Protocols on the S6b Interface

This reference point provides connectivity between the P-GW and a packet data network (3GPP TS 23.401).
This interface can provide access to a variety of network types including an external public or private PDN
and/or an internal IMS service provisioning network.

Supported protocols:
* Transport Layer: TCP, UDP

* Network Layer: IPv4, IPv6
* Data Link Layer: ARP

* Physical Layer: Ethernet

SAEGW Administration Guide, Star0S Release 21.27
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