
SAEGW Administration Guide, StarOS Release 21.27
First Published: 2022-04-14

Last Modified: 2023-02-27

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHERWARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2022 Cisco Systems, Inc. All rights reserved.

https://www.cisco.com/c/en/us/about/legal/trademarks.html


C O N T E N T S

About this Guide xlixP R E F A C E

Conventions Used l

Supported Documents and Resources li

Related Common Documentation li

Related Product Documentation lii

Obtaining Documentation lii

Contacting Customer Support lii

SAE Gateway Overview 1C H A P T E R 1

SAEGW Product Description 1

Platform Requirements 3

Licenses 3

S-GW Product Description 3

Platform Requirements 5

Licenses 5

P-GW Product Description 5

Platform Requirements 8

Licenses 8

S-GW Network Deployment(s) 8

Serving Gateway in the E-UTRAN/EPC Network 8

Supported Logical Network Interfaces (Reference Points) 10

P-GW Network Deployment(s) 14

PDN Gateway in the E-UTRAN/EPC Network 14

Supported Logical Network Interfaces (Reference Points) 16

PDN Gateway Supporting eHRPD to E-UTRAN/EPC Connectivity 21

Supported Logical Network Interfaces (Reference Points) 25

SAEGW Administration Guide, StarOS Release 21.27
iii



S-GW Features and Functionality - Base Software 29

3GPP Release 12 Cause-Code IE Support 29

Abnormal Bearer Termination Cause in CDR 29

ANSI T1.276 Compliance 30

APN-level Traffic Policing 30

Backup and Recovery of Key KPI Statistics 30

Bulk Statistics Support 31

CDR Support for Including LAPI (Signaling Priority) 31

Circuit Switched Fall Back (CSFB) Support 32

Closed Subscriber Group Support 32

Collision Counter Support in the GTP Layer 32

Congestion Control 33

Dedicated Bearer Timeout Support on the S-GW 34

Downlink Delay Notification 34

Value Handling 34

Throttling 35

EPS Bearer ID and ARP Support 35

DSCP Ingress and Egress and DSCP Marking at the APN Profile 35

Dynamic GTP Echo Timer 35

Event Reporting 35

GTP-C Path Failure Enhancements and Improved Debugging Tools 36

Idle-mode Signaling Reduction Support 37

IMSI/IMEI Available in System Event Logs of Type Error and Critical 37

IP Access Control Lists 39

IPv6 Capabilities 40

LIPA Support 40

Location Reporting 41

Mapping High Throughput Sessions on Session Managers 41

MME Restoration Support 42

S-GW NTSR Enhancement 42

Multiple PDN Support 42

Node Functionality GTP Echo 43

Online/Offline Charging 43

Online: Gy Reference Interface 43

SAEGW Administration Guide, StarOS Release 21.27
iv

Contents



Offline: Gz Reference Interface 44

Offline: Rf Reference Interface 44

Operator Policy Support 44

Optimization for egtpinmgr Recovery 45

Peer GTP Node Profile Configuration Support 45

P-GW Restart Notification Support 45

QoS Bearer Management 46

Removal of Private Extension-based Overcharging Feature 47

Rf Diameter Accounting 50

S-GW Collision Handling 51

Viewing S-GW Collision Handling Statistics 51

S-GW Session Idle Timer 52

Subscriber Level Trace 52

Threshold Crossing Alerts (TCA) Support 53

ULI Enhancements 54

P-GW Features and Functionality - Base Software 54

3GPP R9 Volume Charging Over Gx 54

AAA Server Groups 55

ANSI T1.276 Compliance 55

APN Support 55

Assume Positive for Gy-based Quota Tracking 56

Bit Rate Mapping Across Gx and GTP-based Interfaces 57

Backup and Recovery of Key KPI Statistics 57

Bulk Statistics Support 57

Collision Counter Support in GTP Layer 59

Congestion Control 60

Default and Dedicated EPC Bearers 61

DHCP Support 61

Support for Option 26 in DHCP 62

DHCPv6 Support 62

Direct Tunnel Support 63

DNS Support for IPv4/IPv6 PDP Contexts 64

Domain Based Flow Definitions 64

DSCP Marking 64

SAEGW Administration Guide, StarOS Release 21.27
v

Contents



GTP-U on per APN Basis 65

Dynamic GTP Echo Timer 66

Dynamic Policy Charging Control (Gx Reference Interface) 66

Enhanced Charging Service (ECS) 67

Content Analysis Support 68

Content Service Steering 69

Support for Multiple Detail Record Types 70

Diameter Credit Control Application 70

Accept TCP Connections from DCCA Server 71

Gy Interface Support 71

Enhancement to New Call Setup after Sessmgr or DPC Failure 72

Framed-Route Attribute Support 73

Gn/Gp Handoff Support 73

GTP-C Path Failure Enhancements and Improved Debugging Tools 74

IMS Emergency Bearer Handling 75

IMSI/IMEI Available in System Event Logs of Type Error and Critical 75

IP Access Control Lists 77

IP Address Hold Timers 78

IPv6 Capabilities 78

IPv6 MTU Option Support in RA Message 79

IPv6 Prefix-Based Search Support for LTE-WiFi Handoff 80

Local Break-Out 81

Mapping High Throughput Sessions on Session Managers 81

MPLS EXP Marking of User Plane Traffic 82

Mobile IP Registration Revocation 83

MTU Size PCO 83

Multiple PDN Support 84

Node Functionality GTP Echo 84

Non-Optimized e-HRPD to Native LTE (E-UTRAN) Mobility Handover 84

Online/Offline Charging 85

Online Charging 85

Offline Charging 86

Optimization for egtpinmgr Recovery 87

P-CSCF Recovery 87

SAEGW Administration Guide, StarOS Release 21.27
vi

Contents



Peer GTP Node Profile Configuration Support 87

Per QCI Packet Drop Counters and ARP Granularity for QCI Level Counters 88

PMIPv6 Heartbeat 88

Proxy Mobile IPv6 (S2a) 89

QoS Bearer Management 89

RADIUS Support 90

Removal of Private Extension-based Overcharging Support 91

S-GW Restoration Support 94

Source IP Address Validation 95

SRVCC PS-to-CS Handover Indication Support 95

Subscriber Level Trace 96

3GPP Tracing to Intercept Random Subscriber 97

Support for One Million S1-U Peers on the S-GW 97

TCP Window Size 98

Threshold Crossing Alerts (TCA) Support 99

UE Time Zone Reporting 100

Virtual APN Support 100

P-GW Features and Functionality - Inline Service Support 100

Content Filtering 101

Integrated Adult Content Filter 101

ICAP Interface 101

Header Enrichment: Header Insertion and Encryption 102

Network Address Translation (NAT) 103

NAT64 Support 103

Peer-to-Peer Detection 104

Personal Stateful Firewall 104

S-GW Features and Functionality - Optional Enhanced Feature Software 105

Direct Tunnel 105

Intelligent Paging for ISR 106

Inter-Chassis Session Recovery 107

IP Security (IPSec) Encryption 108

Lawful Intercept 108

Layer 2 Traffic Management (VLANs) 108

New Call Policy for Stale Sessions 109

SAEGW Administration Guide, StarOS Release 21.27
vii

Contents



New Standard QCI Support 109

Overcharging Protection Support 109

Paging Policy Differentiation 110

R12 Load and Overload Support 111

Operation 112

Separate Paging for IMS Service Inspection 112

Session Recovery Support 112

S-GW Paging Enhancements 113

P-GW Features and Functionality - Optional Enhanced Feature Software 114

AAA and Prefix Delegation DHCP Correlation 114

APN Backoff Timer Support 114

Cause IE Enhancement for Delete Bearer Request 115

Dynamic RADIUS Extensions (Change of Authorization) 115

GRE Protocol Interface Support 116

GTP-Based S2a Interface Support on the SAEGW 117

GTP-based S2b Interface Support on the Standalone P-GW and SAEGW 117

GTP Throttling 118

Bypass Rate Limit Function 118

HSS and PCRF Based P-CSCF Restoration Support 119

Inter-Chassis Session Recovery 119

IP Security (IPSec) Encryption 120

IPv6 Prefix Delegation from the RADIUS Server and the Local Pool 121

L2TP LAC Support 121

Lawful Intercept 122

Layer 2 Traffic Management (VLANs) 122

Local Policy Decision Engine 122

MPLS Forwarding with LDP 123

NEMO Service Supported 123

NEMO Support in GGSN 124

Network Provided Location Information for IMS 124

New Call Policy for Stale Sessions 124

Non-standard QCI Support 125

Paging Policy Differentiation 125

Per QCI Packet Drop Counters and ARP Granularity for QCI Level Counters 126

SAEGW Administration Guide, StarOS Release 21.27
viii

Contents



Piggyback Support on S2b Interface 127

R12 Load and Overload Support 127

Operation 127

Session Recovery Support 128

S-GW Paging Enhancements 128

Smartphone Tethering Detection Support 129

Traffic Policing 129

Traffic Shaping 130

UBR Suppression Feature 130

User Location Information Reporting 131

3GPP ULI Reporting Support Enhanced 132

How the Serving Gateway Works 134

GTP Serving Gateway Call/Session Procedures in an LTE-SAE Network 134

Subscriber-initiated Attach (initial) 134

Subscriber-initiated Detach 137

How the PDN Gateway Works 138

PMIPv6 PDN Gateway Call/Session Procedures in an eHRPD Network 138

Initial Attach with IPv6/IPv4 Access 138

PMIPv6 Lifetime Extension without Handover 140

PDN Connection Release Initiated by UE 141

PDN Connection Release Initiated by HSGW 142

PDN Connection Release Initiated by P-GW 143

GTP PDN Gateway Call/Session Procedures in an LTE-SAE Network 144

Subscriber-initiated Attach (initial) 144

Subscriber-initiated Detach 146

S-GW Supported Standards 147

3GPP References 148

Release 12 3GPP References 148

Release 11 3GPP References 148

Release 10 3GPP References 148

Release 9 Supported Standards 149

Release 8 Supported Standards 149

3GPP2 References 150

IETF References 150

SAEGW Administration Guide, StarOS Release 21.27
ix

Contents



Object Management Group (OMG) Standards 151

P-GW Supported Standards 151

Release 12 3GPP References 151

Release 11 3GPP References 152

Release 10 3GPP References 152

Release 9 3GPP References 153

Release 8 3GPP References 154

3GPP2 References 155

IETF References 155

Object Management Group (OMG) Standards 156

SAE Gateway Configuration 157C H A P T E R 2

Configuring an SAEGW Service 157

Information Required 157

Required Local Context Configuration Information 158

Required SAEGW Context Configuration Information 158

SAEGW Configuration 159

Initial Configuration 159

SAEGW Service Configuration 160

Verifying and Saving the Configuration 160

Configuring an eGTP S-GW Service 160

Information Required 161

Required S-GW Ingress Context Configuration Information 161

Required S-GW Egress Context Configuration Information 162

How This Configuration Works 163

eGTP S-GW Configuration 164

Initial Configuration 165

eGTP Configuration 167

Verifying and Saving the Configuration 169

Configuring Optional Features on the eGTP S-GW 169

Configuring the GTP Echo Timer 169

Default GTP Echo Timer Configuration 169

Dynamic GTP Echo Timer Configuration 171

Configuring GTPP Offline Accounting on the S-GW 175

SAEGW Administration Guide, StarOS Release 21.27
x

Contents



Configuring Diameter Offline Accounting on the S-GW 176

Configuring APN-level Traffic Policing on the S-GW 177

Configuring X.509 Certificate-based Peer Authentication 178

Configuring Dynamic Node-to-Node IP Security on the S1-U and S5 Interfaces 179

Creating and Configuring an IPSec Transform Set 179

Creating and Configuring an IKEv2 Transform Set 179

Creating and Configuring a Crypto Template 180

Binding the S1-U and S5 IP Addresses to the Crypto Template 180

Configuring ACL-based Node-to-Node IP Security on the S1-U and S5 Interfaces 181

Creating and Configuring a Crypto Access Control List 182

Creating and Configuring an IPSec Transform Set 182

Creating and Configuring an IKEv2 Transform Set 183

Creating and Configuring a Crypto Map 183

Configuring R12 Load Control Support 184

Configuring R12 Overload Control Support 185

Configuring S4 SGSN Handover Capability 186

Configuring an eGTP P-GW Service 187

Information Required 187

Required P-GW Context Configuration Information 187

Required PDN Context Configuration Information 188

Required AAA Context Configuration Information 190

How This Configuration Works 193

eGTP P-GW Configuration 195

Initial Configuration 196

P-GW Service Configuration 200

P-GW PDN Context Configuration 200

Active Charging Service Configuration 201

Policy Configuration 203

Verifying and Saving the Configuration 205

DHCP Service Configuration 205

DHCP Service Creation 206

DHCP Server Parameter Configuration 206

DHCP Service Configuration Verification 207

DHCPv6 Service Configuration 208

SAEGW Administration Guide, StarOS Release 21.27
xi

Contents



DHCPv6 Service Creation 208

DHCPv6 Server Parameter Configuration 209

DHCPv6 Client Parameter Configuration 209

DHCPv6 Profile Configuration 210

Associate DHCPv6 Configuration 211

DHCPv6 Service Configuration Verification 211

Configuring Optional Features on the P-GW 212

Configuring ACL-based Node-to-Node IP Security on the S5 Interface 212

Creating and Configuring a Crypto Access Control List 213

Creating and Configuring an IPSec Transform Set 213

Creating and Configuring an IKEv2 Transform Set 213

Creating and Configuring a Crypto Map 214

Configuring APN as Emergency 215

Configuring Dynamic Node-to-Node IP Security on the S5 Interface 215

Creating and Configuring an IPSec Transform Set 216

Creating and Configuring an IKEv2 Transform Set 216

Creating and Configuring a Crypto Template 217

Binding the S5 IP Address to the Crypto Template 217

Configuring the GTP Echo Timer 218

Default GTP Echo Timer Configuration 218

Dynamic GTP Echo Timer Configuration 220

Configuring GTPP Offline Accounting on the P-GW 222

Configuring Local QoS Policy 224

Creating and Configuring a Local QoS Policy 224

Binding a Local QoS Policy 225

Verifying Local QoS Policy 226

Configuring X.509 Certificate-based Peer Authentication 226

Configuring R12 Load Control Support 227

Configuring R12 Overload Control Support 228

Configuring Guard Timer on Create Session Request Processing 228

Configuring Session Timeout 229

Configuring RLF Bypass 229

Configuring the Throttling Override Policy Mode 229

Configuring RLF Bypass Feature 230

SAEGW Administration Guide, StarOS Release 21.27
xii

Contents



Monitoring the Service 231C H A P T E R 3

Monitoring System Status and Performance 231

Configuring the SAEGW to Include the IMSI/IMEI in System Event Logs of Type Error and
Critical 235

Configuring the SAEGW to Include the IMSI/IMEI in System Event Logs of Type Error and
Critical 237

Clearing Statistics and Counters 237

3GPP Changes to the Gx Interface 239C H A P T E R 4

Feature Information 239

Feature Changes 240

Limitations 240

5G NSA for SAEGW 241C H A P T E R 5

Feature Summary and Revision History 241

Feature Description 243

How It Works 247

Architecture 247

Limitations 249

Flows 249

Supported Standards 251

Configuring 5G NSA for SAEGW 252

Enabling DCNR in P-GW Service 252

Configuring Bearer Duration Statistics for URLLC QCI 252

Configuring EGTPC QCI Statistics for URLLC QCI 253

Configuring Extended Bandwidth with New Radio 253

Configuring Network-Initiated Setup/Teardown Events for URLLC QCI 254

Configuring URLLC QCI in APN Configuration 254

Configuring URLCC QCI In Charging Action 255

Configuring URLCC QCI in QCI QOS Mapping Table 255

Monitoring and Troubleshooting 256

Show Commands and Outputs 256

Bulk Statistics 261

SAEGW Administration Guide, StarOS Release 21.27
xiii

Contents



APN Schema 261

P-GW Schema 262

SAEGW Schema 263

S-GW Schema 263

System Schema 264

APN-Backoff Timer Support 267C H A P T E R 6

Feature Description 267

Functionality 267

GTP-C Overload Feature and the M2M License 268

Licensing 268

Configuring APN Backoff Timer Support on the P-GW/SAEGW 269

Configuring LAPI Behavior 269

Configuring the APN Backoff Timer and Jitter Values 269

Verifying the Configuration 270

Monitoring the Feature 270

Bulk Statistics 270

APN Schema 270

P-GW Schema 270

SAEGW Schema 271

Show Command Output 271

show apn name 271

show apn statistics 271

show configuration apn name 271

show pgw-service statistics 271

show session disconnect-reasons 271

Backup and Recovery of Key KPI Statistics 273C H A P T E R 7

Feature Description 273

How It Works 273

Architecture 274

Limitations 275

Configuring Backup Statistics Feature 275

Configuration 275

SAEGW Administration Guide, StarOS Release 21.27
xiv

Contents



Verifying the Backup Statistics Feature Configuration 276

Bearer Re-establishment 277C H A P T E R 8

Feature Summary and Revision History 277

Introduction to Bearer Re-establishment 278

How it Works 279

Enabling Modify Bearer Request Forward from S-GW to P-GW 279

P-GW Invokes Local Policy with New Event Restore-Bearers 279

Show Commands and Outputs 281

Bulkstats for GTP-C Messages by ARP Value 283C H A P T E R 9

Feature Description 283

Limitations 284

Licensing 284

Performance Indicator Changes 284

S-GW Ingress S4 Interface 284

S-GW Ingress S11 Interface 285

S-GW Egress GTP-based S5/S8 Interface 286

P-GW Ingress GTP-based S5/S8 Interface 287

clear egtpc 287

P-GW eGTP-C S5/S8 Schema 288

eGTP-C Schema 288

CoA, RADIUS DM, and Session Redirection (Hotlining) 291C H A P T E R 1 0

RADIUS Change of Authorization and Disconnect Message 291

CoA Overview 291

DM Overview 292

License Requirements 292

Enabling CoA and DM 292

Enabling CoA and DM 292

CoA and DM Attributes 293

CoA and DM Error-Cause Attribute 294

Viewing CoA and DM Statistics 294

Session Redirection (Hotlining) 296

SAEGW Administration Guide, StarOS Release 21.27
xv

Contents



Overview 296

License Requirements 296

Operation 296

ACL Rule 296

Redirecting Subscriber Sessions 296

Session Limits On Redirection 297

Stopping Redirection 297

Handling IP Fragments 297

Recovery 297

AAA Accounting 297

Viewing the Redirected Session Entries for a Subscriber 297

Collision Handling on the P-GW/SAEGW/S-GW 301C H A P T E R 1 1

Feature Description 301

Relationships to Other Features 301

How It Works 301

Collision Handling 301

Example Collision Handling Scenarios 302

Limitations 304

Standards Compliance 304

Configuring Collision Handling 304

Configuring DBcmd Message Behavior 304

Verifying the Configuration 305

Monitoring the Collision Handling Feature 305

Collision Handling Show Command(s) and/or Outputs 305

show configuration 305

show egtp-service all | name 305

show egtp statistics verbose 305

Disable Cause Source Enhancement 307C H A P T E R 1 2

Feature Summary and Revision History 307

Feature Description 308

Configuring cause-source 308

Monitoring and Troubleshooting 308

SAEGW Administration Guide, StarOS Release 21.27
xvi

Contents



Show Commands and/or Outputs 308

show egtp-service name egtp 308

Troubleshooting 308

Direct Tunnel for 4G (LTE) Networks 311C H A P T E R 1 3

Direct Tunnel for 4G Networks - Feature Description 311

How It Works 314

DT Establishment Logic 314

Establishment of Direct Tunnel 315

Direct Tunnel Activation for Primary PDP Context 316

Direct Tunnel Activation for UE Initiated Secondary PDP Context 316

RAB Release with Direct Tunnel 317

Iu Release with Direct Tunnel 318

Service Request with Direct Tunnel 319

Downlink Data Notification with Direct Tunnel when UE in Connected State 320

Downlink Data Notification with Direct Tunnel when UE in Idle State 320

Intra SGSN Routing Area Update without SGW Change 321

Routing Area Update with S-GW Change 324

Intra SRNS with S-GW Change 327

Intra SRNS without S-GW Change 327

New SRNS with S-GW Change and Direct Data Transfer 329

New SRNS with S-GW Change and Indirect Data Transfer 330

Old SRNS with Direct Data Transfer 332

Old SRNS with Indirect Data Transfer 333

Network Initiated Secondary PDP Context Activation 335

PGW Init Modification when UE is Idle 336

Limitations 337

Standards Compliance 338

Configuring Support for Direct Tunnel 338

Configuring Direct Tunnel on an S4-SGSN 338

Enabling Setup of GTP-U Direct Tunnel 338

Enabling Direct Tunnel to RNCs 339

Restricting Direct Tunnels 339

Verifying the Call-Control Profile Configuration 340

SAEGW Administration Guide, StarOS Release 21.27
xvii

Contents



Verifying the RNC Configuration 340

Configuring S12 Direct Tunnel Support on the S-GW 340

Monitoring and Troubleshooting Direct Tunnel 341

show subscribers sgsn-only 341

show gmm-sm statistics sm-only 342

Direct Tunnel Bulk Statistics 342

Dynamic Guaranteed Bit Rate 343C H A P T E R 1 4

Feature Summary and Revision History 343

Feature Description 344

How It Works 344

Limitations and Restrictions 345

Configuring Dedicated GBR Bearer 346

trigger 346

committed-data-rate 347

step-up 347

step-down 347

Sample Configuration 348

Embed IMSI into Session Id 349C H A P T E R 1 5

Feature Summary and Revision History 349

Feature Description 350

How It Works 350

Limitations 350

Configuring Diameter Accounting Interim Interval 351

Monitoring and Troubleshooting 352

Show Commands and Outputs 352

show configuration 352

show configuration [ verbose ] 352

Enabling S6b for IMS APN 353C H A P T E R 1 6

Feature Summary and Revision History 353

Feature Changes 354

Configuring Commands for Enabling S6b for IMS APN 354

SAEGW Administration Guide, StarOS Release 21.27
xviii

Contents



Enabling S6b Authentication for Trusted Wi-Fi 355

Show Commands and Outputs 356

show apn name 356

show config apn intershat 356

Expanded Prioritization for VoLTE/Emergency Calls 357C H A P T E R 1 7

Feature Description 357

Relationships to Other Features 357

Licensing 358

How It Works 359

Configuring Expanded Prioritization for VoLTE/Emergency Calls 360

Configuring eMPS Profile and its Associated Attributes 360

Associating an eMPS Profile with P-GW Service 361

Associating an eMPS Profile with S-GW Service 361

Monitoring and Troubleshooting the Expanded Prioritization for VoLTE/Emergency Calls 362

Show Command(s) and/or Outputs 362

Bulkstats for Expanded Prioritization for VoLTE/Emergency Calls 366

Extended QCI Options 369C H A P T E R 1 8

Per QCI Packet Drop Counters and ARP Granularity for QCI Level Counters 369

Feature Description 369

Configuring ARP Granularity for QCI Level Counters 370

Create a Stats Profile 370

Enable the Collection of Packet Drop Statistics 371

Enable the Collection of QCI/ARP Level Statistics 371

Associate a Stats Profile with an APN 372

Verify the Configuration 372

Monitoring Per QCI Packet Drop Counters and ARP Granularity for QCI Level Counters 373

Bulk Statistics 373

Show Commands 374

DSCP Marking Based on Both QCI and ARP Values 382

Feature Description 382

Relationships to Other Features 383

Licensing 383

SAEGW Administration Guide, StarOS Release 21.27
xix

Contents



How It Works 383

Configuring DSCP Marking Based on Both QCI and ARP Values 384

Configuring QCI-QoS Mapping 384

Associating QCI-QoS Mapping Configuration 384

Configuring CS5 Marking for GTP-C 385

Verifying the Configuration 385

Monitoring DSCP Marking Based on Both QCI and ARP Values 385

Output of Show Commands 385

New Standard QCI Support 385

Feature Description 386

Licensing 386

How it Works 386

Expected Call Flow Output 387

Configuring New Standard QCIs 395

Configuring QCI-QoS Mapping 395

Configuring Local QCI Mapping for Gn/Gp QoS Support 396

Configuring Transaction Rate Network Initiated Setup/Teardown Events 396

Enable Mission Critical QCIs 397

Verifying the Configuration 397

Monitoring the Feature 397

Bulk Statistics 397

Show Commands 413

Non-standard QCI Support 422

Feature Description 422

Licensing 422

How It Works 422

Limitations 422

Standards Compliance 422

Configuring Non-standard QCI Support 422

Configuring Non-standard QCI Support in P-GW 423

Monitoring Non-standard QCI Support 424

Bulk Statistics 424

Output of Show Commands 424

SAEGW Administration Guide, StarOS Release 21.27
xx

Contents



GGSN UPC Collision Handling 425C H A P T E R 1 9

GGSN UPC Collision Handling 425

Feature Description 425

Limitations 425

Configuring GGSN UPC Collision Handling 426

gtpc handle-collision 426

Verifying the Configuration 427

Monitoring and Troubleshooting GGSN UPC Collision Handling 427

Show Commands for GGSN UPC Collision Handling 427

GRE Protocol Interface 429C H A P T E R 2 0

Introduction 429

Supported Standards 430

Supported Networks and Platforms 431

Licenses 431

Services and Application on GRE Interface 431

How GRE Interface Support Works 431

Ingress Packet Processing on GRE Interface 431

Egress Packet Processing on GRE Interface 433

GRE Interface Configuration 434

Virtual Routing And Forwarding (VRF) Configuration 434

GRE Tunnel Interface Configuration 435

Enabling OSPF for VRF 435

Associating IP Pool and AAA Group with VRF 436

Associating APN with VRF 436

Static Route Configuration 436

Verifying Your Configuration 437

GTP-based S2b Interface Support on the P-GW and SAEGW 439C H A P T E R 2 1

Feature Description 439

GTP-based S2b Interface Support on the Standalone P-GW and SAEGW 439

GTP-based S2a Interface Support on the Standalone P-GW and SAEGW 440

Relationships to Other Features 441

SAEGW Administration Guide, StarOS Release 21.27
xxi

Contents



How the S2b Architecture Works 441

Standalone P-GW Architecture for S2b Interface Support 441

SAEGW Architecture for S2b Interface Support 442

Limitations on S2b Interface Support for the P-GW and SAEGW 442

Standalone P-GW Call Flows 443

SAEGW GTP-based S2b Call Flows 452

Standards Compliance 463

How the S2a Architecture Works 463

Standalone P-GW and SAEGW Architecture for S2a Interface Support 463

Limitations on S2a Interface Support on the P-GW and SAEGW 465

Standalone P-GW S2a Call Flows 465

SAEGW S2a Call Flows 471

Configuring the GTP-based S2b Interface on the P-GW and SAEGW 477

Configuring GTP-based S2b Interface Support 477

Verifying the Configuration 478

Monitoring the GTP-based S2b Interface Feature 478

GTP-based S2b Interface Show Commands 478

show pgw-service statistics all 478

show subscribers epdg-address 479

show subscribers saegw-only epdg-address 479

show subscribers saegw-only interface-type S2bGTP 479

show subscribers summary pgw-address 479

show subscribers pgw-only full all 479

show subscribers pgw-only epdg-address 479

show subscribers summary epdg-address 479

show subscribers summary interface-type S2bGTP 479

show subscribers saegw-only full all 479

show saegw-service statistics all function pgw 480

Monitoring the GTP-based S2a Interface Feature 480

GTP-based S2a Interface Show Commands 480

show pgw-service statistics all 480

show saegw-service statistics all 480

show saegw-service statistics all function-pgw 481

show session-subsystem facility sessmgr service-type pgw-ingress 481

SAEGW Administration Guide, StarOS Release 21.27
xxii

Contents



show subscribers pgw-only full all 481

show subscribers saegw-only full all 481

show subscribers saegw-only interface-type S2aGTP 481

show subscribers summary interface-type S2aGTP 481

show subscribers summary pgw-address 481

3GPP R12 GTP-C Load and Overload Control Support on the P-GW, SAEGW, and S-GW 483C H A P T E R 2 2

Feature Description 483

Relationships to Other Features 484

How It Works 484

Creating and Configuring a 3GPP R12 GTP-C Load Control Profile 485

Configuration Overview 485

Creating the GTPP R12 Load Control Profile 485

Configuring the 3GPP R12 Load Control Profile Weightage Settings 486

Configuring the 3GPP R12 Load Control Profile Inclusion Frequency 486

Configuring the 3GPP R12 Load Control Threshold 487

Configuring 3GPP R12 Load Control Information Handling 487

Configuring 3GPP R12 Load Control Information Publishing 487

Configuring the 3GPP R12 GTP-C Polling Parameter Interval 488

Associating the 3GPP R12 Load Control Profile with a P-GW, SAEGW, or S-GW Service. 488

Verifying the 3GPP R12 Load Control Configuration 489

Saving the Configuration 490

Creating and Configuring a 3GPP R12 GTP-C Overload Control Profile 490

Configuration Overview 490

Creating the GTPP R12 Overload Control Profile 490

Configuring 3GPP R12 Overload Control Weightage Settings 491

Configuring the 3GPP R12 Overload Control Inclusion Frequency 491

Configuring the 3GPP R12 Overload Control Validity Period 492

Configuring 3GPP R12 Overload Control Tolerance Limits 492

Configuring 3GPP R12 Overload Control Throttling Behavior 493

Configuring 3GPP R12 Overload Control Message Prioritization 494

Configuring 3GPP R12 Overload Control Self-Protection Behavior 494

Configuring 3GPP R12 Overload Control Information Handling 495

Configuring 3GPP R12 Overload Control Information Publishing 495

SAEGW Administration Guide, StarOS Release 21.27
xxiii

Contents



Configuring the 3GPP R12 GTP-C Polling Parameter Interval 495

Associating the 3GPP R12 Overload Control Configuration with a P-GW, SAEGW, or S-GW
Service 496

Verifying the 3GPP R12 Overload Control Configuration 497

Saving the 3GPP R12 Overload Control Configuration 497

Monitoring and Troubleshooting the 3GPP R12 GTP-C Load and Overload Control Feature 497

3GPP R12 GTP-C Load and Overload Show Commands 498

show egtpc statistics egtp-service <egtp-service name> 498

show gtpc-load-control-profile full all 498

show gtpc-load-control-profile full name <name> 498

show gtpc-overload-control-profile full all 498

show gtpc-overload-control full name <name> 498

show pgw-service all 498

show sgw-service all 498

eGTP-C Bulk Statistics 498

Gx Interface Support 499C H A P T E R 2 3

Rel. 7 Gx Interface 499

Introduction 500

Supported Networks and Platforms 502

License Requirements 502

Supported Standards 502

Terminology and Definitions 502

Policy Control 503

Charging Control 507

Policy and Charging Control (PCC) Rules 508

PCC Procedures over Gx Reference Point 510

Volume Reporting Over Gx 512

How Rel. 7 Gx Works 516

Configuring Rel. 7 Gx Interface 519

Configuring IMS Authorization Service at Context Level 520

Applying IMS Authorization Service to an APN 522

Configuring Volume Reporting over Gx 523

Gathering Statistics 523

SAEGW Administration Guide, StarOS Release 21.27
xxiv

Contents



Rel. 8 Gx Interface 524

HA/PDSN Rel. 8 Gx Interface Support 524

Introduction 525

Terminology and Definitions 527

How it Works 534

Configuring HA/PDSN Rel. 8 Gx Interface Support 537

Gathering Statistics 539

P-GW Rel. 8 Gx Interface Support 540

Introduction 540

Terminology and Definitions 541

Rel. 9 Gx Interface 545

P-GW Rel. 9 Gx Interface Support 545

Introduction 545

Terminology and Definitions 546

3GPP Rel.9 Compliance for IPFilterRule 550

Rel. 10 Gx Interface 553

P-GW Rel. 10 Gx Interface Support 553

Introduction 553

Terminology and Definitions 553

Supported Gx Features 560

Assume Positive for Gx 560

Default Policy on CCR-I Failure 561

Gx Back off Functionality 562

Support for Volume Reporting in Local Policy 562

Support for Session Recovery and Session Synchronization 563

Configuring Gx Assume Positive Feature 563

Time Reporting Over Gx 565

License Requirements 565

Feature Overview 565

Usage Monitoring 566

Usage Reporting 567

Configuring Time Reporting over Gx 568

Support for Multiple Active and Standby Gx Interfaces to PCRF 568

Configuring Diameter Peer Selection at Diabase in Failure Scenarios 569

SAEGW Administration Guide, StarOS Release 21.27
xxv

Contents



Support for Multiple CCR-Us over Gx Interface 569

Configuring Gateway Node to Support Back-to-Back CCR-Us 570

Support for RAN/NAS Cause IE on Gx Interface 571

Configuring Supported Feature Netloc-RAN-NAS-Cause 571

Support ADC Rules over Gx Interface 571

Limitations 572

Configuring ADC Rules over Gx 573

GoR Name Support in TDF-Application-Identifier 573

ADC Mute Customization 574

Support for TAI and ECGI Change Reporting 577

Feature Description 577

How it Works 578

Monitoring and Troubleshooting the TAI and ECGI Change Reporting Feature 579

Location Based Local-Policy Rule Enforcement 579

Feature Description 580

How it Works 580

Configuring Location Based Local Policy Rule Enforcement Feature 582

Monitoring and Troubleshooting the Location Based LP Rule Enforcement Feature 584

Gx Support for GTP based S2a/S2b 585

Gx-based Virtual APN Selection 585

Feature Description 585

Configuring Gx based Virtual APN Selection Feature 586

Monitoring and Troubleshooting the Gx based Virtual APN Selection 586

Graceful Handling of RAR from Different Peers 587

NetLoc Feature Enhancement 588

Feature Description 588

Command Changes 592

Performance Indicator Changes 592

RAN-NAS Cause Code Feature Enhancement 593

Feature Description 593

Command Changes 597

Session Disconnect During Diamproxy-Session ID Mismatch 597

Feature Description 597

Configuring System to Delete Diamproxy-Session ID Mismatched Sessions 598

SAEGW Administration Guide, StarOS Release 21.27
xxvi

Contents



Monitoring and Troubleshooting the Mismatched Session Deletion Feature 599

Support for Negotiating Mission Critical QCIs 599

Feature Description 600

Configuring DPCA for Negotiating Mission Critical QCIs 600

Monitoring and Troubleshooting the Mission Critical QCI 601

HSS and PCRF-based P-CSCF Restoration Support for WLAN 601

Feature Description 602

Configuring the HSS/PCRF-based P-CSCF Restoration 603

Monitoring and Troubleshooting the HSS/PCRF-based P-CSCF Restoration 604

Loop Prevention for Dynamic Rules 606

Feature Information 606

Feature Description 607

How It Works 607

Configuring Loop Prevention for Dynamic Rules 607

Monitoring and Troubleshooting 608

Separation of Accounting Interim Interval Timer for RADIUS and Diameter Rf 609

Feature Information 609

Feature Description 609

How It Works 610

Configuring Diameter Accounting Interim Interval 611

Monitoring and Troubleshooting 611

Enhancement to OCS Failure Reporting for Gy 612

Feature Information 612

Feature Description 613

Support Added for RAN/NAS Cause Code for S5/S8 and S2b Interfaces 613

Feature Information 613

Feature Changes 614

Command Changes 618

Gx Support for eMPS 619C H A P T E R 2 4

Feature Summary and Revision History 619

Feature Description 620

Relationships to Other Features 621

How It Works 621

SAEGW Administration Guide, StarOS Release 21.27
xxvii

Contents



Limitations 622

Configuring Gx Support for eMPS 622

Configuring eMPS Profile 622

Enabling Gx Prioritization for eMPS Sessions 622

Enabling GTP Prioritization for eMPS Sessions under GTP Load Overload Throttling 623

Verifying the Gx Support for eMPS Configuration 624

Monitoring and Troubleshooting the Gx Support for eMPS 624

show ims-authorization policy-control statistics 624

Gy Interface Support 625C H A P T E R 2 5

Feature Summary and Revision History 625

Introduction 626

License Requirements 627

Supported Standards 628

Features and Terminology 628

Charging Scenarios 628

Session Charging with Reservation 628

Basic Operations 629

Re-authorization 629

Threshold based Re-authorization Triggers 630

Termination Action 630

Diameter Base Protocol 630

Diameter Credit Control Application 631

Quota Behavior 631

Supported AVPs 644

Unsupported AVPs 647

PLMN and Time Zone Reporting 652

Interworking between Session-based Gy and Event-based Gy 653

OCS Unreachable Failure Handling Feature 653

Enhancement to OCS Failure Reporting for Gy 655

Feature Description 655

Addition of Server Unreachable Field in CDR 655

Feature Description 655

Adding Server Unreachable Field in CDR 657

SAEGW Administration Guide, StarOS Release 21.27
xxviii

Contents



Monitoring and Troubleshooting 657

Backpressure Handling 658

Gy Backpressure Enhancement 658

Gy Support for GTP based S2a/S2b 659

Generating OOC/ROC with Changing Association between Rule and RG 659

Static Rulebase for CCR 659

CC based Selective Gy Session Control 660

Feature Description 660

Configuring CC based Selective Gy Session Control 661

Monitoring and Troubleshooting the Selective Gy Session Control Feature 662

Credit-Control Group in Rulebase Configuration 662

Feature Description 662

Configuring Credit-Control Group in Rulebase 663

Monitoring and Troubleshooting the CC-Group Selection in Rulebase 664

Combined CCR-U Triggering for QoS Change Scenarios 664

Re-activating Offline Gy Session after Failure 665

Feature Description 665

Configuring Offline Gy Session after Failure 666

Monitoring and Troubleshooting the Offline Gy Session after Failure 666

Suppress AVPs 667

Feature Description 667

Command Changes 667

Performance Indicator Changes 668

Configuring Gy Interface Support 668

Configuring GGSN / P-GW / IPSG Gy Interface Support 668

Configuring HA / PDSN Gy Interface Support 669

Configuring PLMN and Time Zone Reporting 671

Configuring Server Unreachable Feature 672

Configuring Static Rulebase for CCR 673

Configuring Gy for GTP based S2a/S2b 673

Gathering Statistics 673

Gy Failure Handling Enhancement 675C H A P T E R 2 6

Feature Summary and Revision History 675

SAEGW Administration Guide, StarOS Release 21.27
xxix

Contents



Feature Description 676

How It Works 676

Configuring Gy Failure Handling 677

Monitoring and Troubleshooting the Gy Failure Handling 677

Gy Failure Handling Show Command(s) and/or Outputs 677

HSS and PCRF Based P-CSCF Restoration Support 679C H A P T E R 2 7

Feature Description 679

Limitations 680

Licensing 680

How It Works 680

Call Flows 682

Standards Compliance 688

Configuring the HSS/PCRF-based P-CSCF Restoration 689

Enabling P-CSCF Restoration Indication on S6b AAA Interface 689

Enabling P-CSCF Restoration Indication on Gx Interface 689

Enabling P-CSCF Restoration for Emergency PDNs 690

Enabling Re-Auth After S6b Triggered P-CSCF Restoration of WLAN 690

Verifying the HSS/PCRF-based P-CSCF Restoration 691

Monitoring and Troubleshooting the HSS/PCRF-based P-CSCF Restoration 691

Output of Show Commands 692

Monitoring Logs 694

Bulk Statistics 695

ICAP Interface Support 697C H A P T E R 2 8

ICAP Interface Support Overview 697

Supported Networks and Platforms 699

License Requirements 699

Failure Action on Retransmitted Packets 699

ICAP Client Communication with RFC 3507 compliance 700

Configuring ICAP Interface Support 702

Creating ICAP Server Group and Address Binding 703

Configuring ICAP Server and Other Parameters 703

Configuring ECS Rulebase for ICAP Server Group 704

SAEGW Administration Guide, StarOS Release 21.27
xxx

Contents



Configuring Charging Action for ICAP Server Group 704

Verifying the ICAP Server Group Configuration 705

Increase in Monitoring of Peers Supported Through Heartbeat Mechanism for PMIP Sessions 707C H A P T E R 2 9

Feature Summary and Revision History 707

Feature Description 708

Configuring the Increase in Number of PMIP Sessions Supported with the Heartbeat Mechanism
Feature 709

heartbeat monitor-max-peers 709

Monitoring and Troubleshooting 710

Show Commands and/or Outputs 710

show lma-service all 710

L2TP Access Concentrator 713C H A P T E R 3 0

Applicable Products and Relevant Sections 714

Supported LAC Service Configurations for PDSN Simple IP 715

Attribute-based Tunneling 715

How The Attribute-based L2TP Configuration Works 716

Configuring Attribute-based L2TP Support for PDSN Simple IP 717

PDSN Service-based Compulsory Tunneling 717

How PDSN Service-based Compulsory Tunneling Works 717

Configuring L2TP Compulsory Tunneling Support for PDSN Simple IP 719

Supported LAC Service Configurations for the GGSN and P-GW 719

Transparent IP PDP Context Processing with L2TP Support 721

Non-transparent IP PDP Context Processing with L2TP Support 722

PPP PDP Context Processing with L2TP Support 723

Configuring the GGSN or P-GW to Support L2TP 725

Supported LAC Service Configuration for Mobile IP 725

How The Attribute-based L2TP Configuration for MIP Works 726

Configuring Attribute-based L2TP Support for HA Mobile IP 727

Configuring Subscriber Profiles for L2TP Support 728

RADIUS and Subscriber Profile Attributes Used 728

RADIUS Tagging Support 730

Configuring Local Subscriber Profiles for L2TP Support 730

SAEGW Administration Guide, StarOS Release 21.27
xxxi

Contents



Configuring Local Subscriber 731

Verifying the L2TP Configuration 731

Tunneling All Subscribers in a Specific Context Without Using RADIUS Attributes 731

Feature Description 731

Configuring LAC Services 732

Configuring LAC Service 732

Configuring Multicast Services over L2TP 733

Configuring LNS Peer 733

Verifying the LAC Service Configuration 733

Modifying PDSN Services for L2TP Support 734

Modifying PDSN Service 735

Verifying the PDSN Service for L2TP Support 735

Modifying APN Templates to Support L2TP 735

Assigning LNS Peer Address in APN Template 736

Configuring Outbound Authentication 736

Verifying the APN Configuration 736

LBO Restriction on Downlink and Uplink Data Volume Transfer 739C H A P T E R 3 1

Feature Summary and Revision History 739

Feature Description 740

How It Works 740

Limitation 740

Configuring the LBO Restriction on Downlink and Uplink Data Volume Transfer 740

Enabling the LBO Restriction on Downlink and Uplink Data Volume Transfer 740

Monitoring and Troubleshooting the LBO Restriction on Downlink and Uplink Data Volume
Transfer 741

Show Commands and/or Outputs 741

LTE to Wi-Fi (S2bGTP) Seamless Handover 743C H A P T E R 3 2

Feature Summary and Revision History 743

Feature Description 744

How It Works 744

LTE to Wi-Fi Handoff 744

Session Recovery and ICSR 746

SAEGW Administration Guide, StarOS Release 21.27
xxxii

Contents



Configuring LTE to Wi-Fi Seamless Handover 746

Configuring LTE to Wi-Fi Handover Timer 746

Monitoring and Troubleshooting 746

Show Command(s) and/or Outputs 746

show apn statistics name <name> 746

Bulk Statistics 747

APN Schema 747

P-GW Schema 747

SAEGW Schema 747

LTE-M RAT Type Support on SAEGW, P-GW, and S-GW Services 749C H A P T E R 3 3

Feature Summary and Revision History 749

Feature Description 750

How it Works 751

Architecture 751

Limitations 752

Supported Standards 752

Configuring Virtual-APN 753

Configuring qci-qos-mapping 753

Monitoring and Troubleshooting 754

Show Commands and Output 754

show apn name 754

show apn all 754

show qci-qos-mapping table all 754

show configuration 755

show subscribers full 755

show subcscribers full all 756

show subs pgw-only full / show subs pgw-only full all 756

show subs sgw-only full / show subs sgw-only full all 756

show subs saegw-only full / show subs saegw-only full all 756

show subs pgw-only all 757

show subs sgw-only all 757

show subs saegw-only all 757

show subscribers callid 757

SAEGW Administration Guide, StarOS Release 21.27
xxxiii

Contents



show session subsystem 757

show session subsystem verbose 758

show session summary 758

show subscribers subscription full 758

show subscribers activity all 758

show apn statistics all-name 759

show saegw-service statistics all-name 759

show pgw-service statistics all-name 759

show sgw-service statistics 759

Bulk Statistics 760

APN Schema 760

P-GW Schema 760

S-GW Schema 760

SAEGW Schema 760

Maximum Receive Unit Configuration Support 763C H A P T E R 3 4

Feature Summary and Revision History 763

Feature Description 764

How It Works 764

Configuring the MRU Feature 764

Configuring MRU 764

Verifying the Configured MRU 765

Mobile IP Registration Revocation 767C H A P T E R 3 5

Overview 767

Configuring Registration Revocation 768

Configuring FA Services 769

Configuring HA Services 769

Multi-Protocol Label Switching (MPLS) Support 771C H A P T E R 3 6

Overview 771

Chassis as MPLS-CE Connecting to PE 772

Chassis as MPLS-CE Connected to ASBR 773

Engineering Rules 773

SAEGW Administration Guide, StarOS Release 21.27
xxxiv

Contents



Supported Standards 773

Supported Networks and Platforms 774

Licenses 774

Benefits 774

Configuring BGP/MPLS VPN with Static Labels 774

Create VRF with Route-distinguisher and Route-target 775

Set Neighbors and Enable VPNv4 Route Exchange 775

Configure Address Family and Redistributed Connected Routes 776

Configure IP Pools with MPLS Labels 776

Bind DHCP Service for Corporate Servers 776

Bind AAA Group for Corporate Servers 776

Configuring BGP/MPLS VPN with Dynamic Labels 777

Create VRF with Route-distinguisher and Route-target 778

Set Neighbors and Enable VPNv4 Route Exchange 778

Configure Address Family and Redistributed Connected Routes 779

Configure IP Pools with MPLS Labels 779

Bind DHCP Service for Corporate Servers 779

Bind AAA Group for Corporate Servers 779

DSCP and EXP Bit Mapping 780

Multiple IP Versions Support 781C H A P T E R 3 7

Feature Summary and Revision History 781

Feature Description 782

How it Works 782

Configuring Multiple IP Version Support 784

Monitoring and Troubleshooting 785

Show Commands and Outputs 785

show configuration 785

show egtp-service all 785

NetLoc for WiFi EPC 787C H A P T E R 3 8

Feature Description 787

How It Works 787

Accounting Requirements 788

SAEGW Administration Guide, StarOS Release 21.27
xxxv

Contents



Limitations 788

Configuring the NetLoc for WiFi EPC Feature 789

Configuring the NetLoc TWAN for Gx 789

Configuring the NetLoc UWAN for Gx 790

Configuring the NetLoc UWAN for Gy 790

Configuring the NetLoc UWAN for Gz 790

Monitoring and Troubleshooting the NetLoc for WiFi EPC Feature 791

Show Commands and/or Outputs 791

Network Mobility (NEMO) 793C H A P T E R 3 9

NEMO Overview 793

Use Cases 794

Features and Benefits 794

MIPv4-based NEMO Control Plane 794

NEMO MR Authorization 796

MIPv4 NEMO Protocol 796

GRE Encapsulation 796

Session Interactions 796

NEMO Session Timers 797

Enterprise-wide Route Limit Control 797

Forced Fragmentation 797

Redundancy/Reliability 797

LTE NEMO Call Flow 798

Engineering Rules 800

Supported Standards 800

NEMO Configuration 800

Sample Configuration 801

Create a VRF 802

Set Neighbors and Address Family 802

Redistribute Connected Routes 802

Configure and Enable NEMO in APN Profile 802

Create a NEMO HA 803

Monitoring and Troubleshooting 803

SAEGW Administration Guide, StarOS Release 21.27
xxxvi

Contents



NEMO PMIPv6 Heartbeat on LMA 805C H A P T E R 4 0

Feature Information 805

Feature Description 806

License Requirements 806

Monitoring and Troubleshooting the NEMO PMIPv6 Heartbeat on LMA 807

Show Command(s) and/or Outputs 807

Network Service Headers (NSH) 809C H A P T E R 4 1

Feature Summary and Revision History 809

Feature Description 810

How It Works 810

Configuring Support for NSH Framework 812

Charging Action Association 812

Service Chain Association 812

Service Scheme Association 813

NSH Configuration Mode 813

NSH Fields Configuration Mode 814

tag-value 814

NSH Format Configuration Mode 815

encode 815

encoding-frequency 815

decode 816

Trigger Condition Configuration Mode Commands 816

content-type 816

tdf-app-id 817

Sample Configuration for NSH Creation 818

Show Commands and Outputs 819

show nsh statistics 819

show active-charging trigger-condition statistics 819

Operator Policy 821C H A P T E R 4 2

What Operator Policy Can Do 821

A Look at Operator Policy on an SGSN 821

SAEGW Administration Guide, StarOS Release 21.27
xxxvii

Contents



A Look at Operator Policy on an S-GW 822

The Operator Policy Feature in Detail 822

Call Control Profile 822

APN Profile 823

IMEI-Profile (SGSN only) 824

APN Remap Table 824

Operator Policies 825

IMSI Ranges 826

How It Works 826

Operator Policy Configuration 826

Call Control Profile Configuration 827

Configuring the Call Control Profile for an SGSN 827

Configuring the Call Control Profile for an MME or S-GW 828

APN Profile Configuration 828

IMEI Profile Configuration - SGSN only 829

APN Remap Table Configuration 829

Operator Policy Configuration 830

IMSI Range Configuration 830

Configuring IMSI Ranges on the MME or S-GW 830

Configuring IMSI Ranges on the SGSN 831

Associating Operator Policy Components on the MME 831

Configuring Accounting Mode for S-GW 831

Verifying the Feature Configuration 832

Overcharging Protection Support 833C H A P T E R 4 3

Overcharging Protection Feature Overview 833

License 834

Configuring Overcharging Protection Feature 834

Configuring Overcharging Support on the P-GW 834

Configuring Overcharging Support on the S-GW 835

Monitoring and Troubleshooting 836

P-GW Schema 836

show apn statistics all 836

show pgw-service all 836

SAEGW Administration Guide, StarOS Release 21.27
xxxviii

Contents



show pgw-service statistics all 836

show sgw-service statistics name <sgw_service_name> 836

show subscribers full 836

show subscribers pgw-only full all 837

show subscribers summary 837

Paging Policy Differentiation 839C H A P T E R 4 4

Feature Description 839

Relationships 839

License 840

How It Works 840

Architecture 840

Relationships to Other Features 841

Standards Compliance 841

Configuring Paging Policy Differentiation Feature 841

Configuration 841

Monitoring and Troubleshooting Paging Policy Differentiation 842

P-GW Show Commands 843

show apn name <apn_name> 843

show subscribers pgw-only full all 843

SAEGW Show Commands 843

show subscribers saegw-only full all 843

S-GW Show Commands 843

show sgw-service name <service_name> 843

P-GW Handoff KPIs for VoWiFi 845C H A P T E R 4 5

P-GW Handoff KPIs for VoWiFi 845

Feature Changes 845

Benefits 845

Limitations 846

Monitoring and Troubleshooting P-GW Handoff KPIs for VoWiFi 846

HandOff KPIS for VoWiFi Show Commands 846

Schema for P-GW Handoff KPIs for VoWifi 847

SAEGW Administration Guide, StarOS Release 21.27
xxxix

Contents



Presence Reporting Area 851C H A P T E R 4 6

Feature Summary and Revision History 851

Feature Description 852

How It Works 852

Multiple Presence Reporting Area 855

Configuring Presence Reporting Area 856

Configuring PRA 856

Configuring Multiple-PRA 856

Monitoring and Troubleshooting 857

Show Commands and Outputs 857

show ims-authorization service name <service-name> 857

show ims-authorization sessions full all 857

show ims-authorization service statistics 858

show subscribers pgw-only full all 859

show subs saegw-only full all 859

Proxy-Mobile IP 861C H A P T E R 4 7

Overview 861

Proxy Mobile IP in 3GPP2 Service 863

Proxy Mobile IP in 3GPP Service 863

Proxy Mobile IP in WiMAX Service 864

How Proxy Mobile IP Works in 3GPP2 Network 864

Scenario 1: AAA server and PDSN/FA Allocate IP Address 864

Scenario 2: HA Allocates IP Address 866

How Proxy Mobile IP Works in 3GPP Network 868

How Proxy Mobile IP Works in WiMAX Network 871

Scenario 1: AAA server and ASN GW/FA Allocate IP Address 871

Scenario 2: HA Allocates IP Address 873

How Proxy Mobile IP Works in a WiFi Network with Multiple Authentication 875

Configuring Proxy Mobile-IP Support 881

Configuring FA Services 881

Verify the FA Service Configuration 882

Configuring Proxy MIP HA Failover 882

SAEGW Administration Guide, StarOS Release 21.27
xl

Contents



Configuring Subscriber Profile RADIUS Attributes 883

Configuring Subscriber Profile RADIUS Attributes 883

RADIUS Attributes Required for Proxy Mobile IP 883

Configuring Local Subscriber Profiles for Proxy-MIP on a PDSN 884

Configuring Local Subscriber Profiles for Proxy-MIP on a PDIF 885

Configuring Default Subscriber Parameters in Home Agent Context 885

Configuring APN Parameters 885

Revised Marking for Subscriber Traffic 887C H A P T E R 4 8

Feature Summary and Revision History 887

Feature Description 888

Limitations 888

How It Works 888

Behavior Changes for Different Services 888

Configuring Revised Marking for Subscriber Traffic 889

Configuring Internal Priority 889

Verifying the Configuration 890

Configuring 802.1p and MPLS EXP Marking for User Data Traffic 890

Configure ip-dscp-iphb-mapping 890

Configure L2-mapping 891

Configure qci-qos 891

Associate L2-mapping table 892

Associate internal-qos-data in a P-GW and S-GW Service 892

Monitoring and Troubleshooting Revised Marking for Subscriber Traffic 893

Internal Priority Show Commands 893

show configuration 893

show service-type { all | name service_name } 893

Rf Interface Support 895C H A P T E R 4 9

Introduction 895

Offline Charging Architecture 896

Charging Collection Function 897

Charging Trigger Function 897

Dynamic Routing Agent 897

SAEGW Administration Guide, StarOS Release 21.27
xli

Contents



License Requirements 898

Supported Standards 898

Feature Summary and Revision History 898

Features and Terminology 899

Offline Charging Scenarios 899

Basic Principles 899

Event Based Charging 900

Session Based Charging 901

Diameter Base Protocol 901

Timer Expiry Behavior 902

Rf Interface Failures/Error Conditions 902

DRA/CCF Connection Failure 902

No Reply from CCF 902

Detection of Message Duplication 902

CCF Detected Failure 903

Rf-Gy Synchronization Enhancements 903

Cessation of Rf Records When UE is IDLE 904

QoS Change Scenarios 904

Diameter Rf Duplicate Record Generation 904

Feature Description 904

Configuring Rf Duplicate Record Generation 906

Monitoring and Troubleshooting the Rf Duplicate Record Generation 908

Truncation of Virtual APN for Rf Records 908

Feature Description 908

Configuring Virtual APN Truncation for Rf Records 909

Monitoring and Troubleshooting the Virtual APN Truncation 911

Accounting Record Stop Location Report 911

How it Works 912

Configuring Rf Interface Support 914

Enabling Rf Interface in Active Charging Service 915

Configuring GGSN / P-GW Rf Interface Support 915

Configuring P-CSCF/S-CSCF Rf Interface Support 922

Gathering Statistics 922

SAEGW Administration Guide, StarOS Release 21.27
xlii

Contents



Routing Behind the Mobile Station on an APN 925C H A P T E R 5 0

Feature Description 925

How It Works 925

Routing Behind the Mobile Station on an APN 925

Configuring Routing Behind the Mobile Station 926

Configuration Overview 926

Creating an APN Profile 926

Enabling Routing Behind the Mobile Station 927

Verifying the Routing Behind the Mobile Station 927

Monitoring and Troubleshooting the Routing Behind the Mobile Station 930

Routing Behind the Mobile Station Show Command(s) and/or Outputs 930

show apn name <apn_name> 930

Routing Based on Realm Name S6B 931C H A P T E R 5 1

Summary Data 931

Overview of Routing Based on Realm P-GW 932

How it Works 932

Enabling Realm for S6b Interface 932

Secondary RAT Usage Report in CDR Records 935C H A P T E R 5 2

Feature Summary and Revision History 935

Feature Description 936

Behavior Matrix 936

Relationship to Other Features 938

Limitations 938

Configuring Secondary RAT Usage Report through GTPP 939

Enabling or Disabling the Secondary RAT Usage Report 939

Controlling the Maximum Number of Entries 939

Suppressing Zero-Volume Secondary RAT Usage Report 942

Monitoring and Troubleshooting 942

Show Commands and Outputs 942

show config 942

show config verbose 943

SAEGW Administration Guide, StarOS Release 21.27
xliii

Contents



show gtpp group 943

show gtpp statistics group 943

Separation of 2G, 3G, and 4G Bulkstatistics 945C H A P T E R 5 3

Feature Summary and Revision History 945

Feature Description 946

Configuring RAT types in Stats Profile 946

Sample Configuration 946

Monitoring and Troubleshooting 947

Show Commands and Outputs 947

show apn statistics all 947

show gtpc statistics 948

show stats profile all 948

Bulk Statistics 948

Session Tracing 951C H A P T E R 5 4

Session Tracing Overview 951

Session Trace Types 952

Session Trace Activation 953

Session Trace Deactivation 953

Data Collection 954

Data Forwarding 954

Supported Standards 954

Configuring Session Trace Functionality 955

Enabling Session Tracing 955

Verifying that Session Tracing is Enabled 956

Disabling Session Trace Functionality 956

Configuring a Session Trace Template for the Management Trace Function 956

Verifying the Session Trace Template Configuration 959

Disabling the Session Trace Template Configuration 959

Disabling the Session Trace Template Configuration per Network Element and Subscriber 960

Configuring a Management Session Trace 960

Verifying the Management Trace Configuration 961

Disabling the Management Trace Configuration 961

SAEGW Administration Guide, StarOS Release 21.27
xliv

Contents



Configuring a Signaling Session Trace 961

Verifying the Signaling Session Trace Configuration 962

Disabling the Signaling Session Trace 962

Configuring a Random Trace 962

Verifying the Random Trace Configuration 965

Disabling the Random Trace for a Specific Network Element 965

Monitoring the Session Trace Functionality 965

Supported SAEGW Session Trace Configurations 966

Session Trace File Example 969

S-GW Event Reporting 973C H A P T E R 5 5

S-GW Event Reporting 973

Event Record Triggers 973

Event Record Elements 974

Active-to-Idle Transitions 976

3GPP 29.274 Cause Codes 976

S-GW Paging Enhancements 979C H A P T E R 5 6

Feature Description 979

Licensing 980

How It Works 980

High Priority DDN at S-GW 980

MBR-DDN Collision Handling 981

Limitations 981

Configuring High Priority DDN Interaction Feature 982

Configuring mbr-guard-timer 982

Verifying the Configuration 983

Monitoring and Troubleshooting High Priority DDN Interaction Feature 983

Show Commands for High Priority DDN Interaction Feature 983

show sgw-service [name <service-name> | all ] 983

show sgw-service statistics all 984

show saegw-service statistics all function sgw 985

S-GW Restoration Support 987C H A P T E R 5 7

SAEGW Administration Guide, StarOS Release 21.27
xlv

Contents



Feature Description 987

Relationships to Other Features 988

How it Works 988

Changes at P-GW 988

Changes at the E-GTPC 988

Changes at the MME and SGSN 988

Demux Failure Detection 989

Standards Compliance 989

Configuring S-GW Restoration Support 989

Sample Configuration 990

Verifying the S-GW Configuration 990

Monitoring and Troubleshooting S-GW Restoration Support 990

S-GW Show Commands 990

show ims-authorization policy-control statistics 990

show pgw-service statistics all 991

show subscribers pgw-only full all 991

Support for One Million S1-U Peer-to-Peer Connections 993C H A P T E R 5 8

Feature Description 993

How it Works 993

Recovery/ICSR Considerations 994

Configuration and Restrictions 994

Configuring the Feature 994

gtpu peer statistics threshold 994

Show Command Output 995

clear gtpu statistics peer-address 995

show gtpu statistics 995

show session subsystem facility sessmgr 995

Support for Presence Reporting Area and Extended QOS on Offline Charging Interface for P-GW and

SAEGW 997

C H A P T E R 5 9

Feature Summary and Revision History 997

Feature Description 998

Handling Single and Multi-Presence Reporting Area on Rf Interface 998

SAEGW Administration Guide, StarOS Release 21.27
xlvi

Contents



Behavior Matrix 999

Configuring IMS Authorization Service at Context Level 1001

Configuring AAA Group 1002

Traffic Policing and Shaping 1003C H A P T E R 6 0

Feature Description 1003

Traffic Policing 1003

Traffic Shaping 1004

Traffic Policing Configuration 1004

Configuring Subscribers for Traffic Policing 1005

Configuring APN for Traffic Policing in 3GPP Networks 1006

Traffic Shaping Configuration 1007

Configuring Subscribers for Traffic Shaping 1007

Configuring APN for Traffic Shaping in 3GPP Networks 1008

Configuring Traffic Shaping 1009

Configuring Subscribers for Traffic Shaping 1009

Configuring APN for Traffic Shaping in 3GPP Networks 1010

RADIUS Attributes 1012

Traffic Policing for CDMA Subscribers 1012

Traffic Policing for UMTS Subscribers 1013

Type of Service/Traffic Class Configuration for Predefined Rules 1015C H A P T E R 6 1

Feature Summary and Revision History 1015

Feature Description 1016

How It Works 1016

Limitations 1017

Configuring the TOS/Traffic Class for Predefined Rules 1017

Enabling or Disabling the ip tos-traffic-class Command 1017

Monitoring and Troubleshooting 1018

Show Commands 1018

show configuration 1018

show active-charging packet-filter 1018

show configuration verbose 1019

SAEGW Administration Guide, StarOS Release 21.27
xlvii

Contents



S-GW Engineering Rules 1021A P P E N D I X A

Interface and Port Rules 1021

Assumptions 1021

S1-U/S11 Interface Rules 1022

S5/S8 Interface Rules 1022

MAG to LMA Rules 1022

S-GW Service Rules 1022

S-GW Subscriber Rules 1023

P-GW Engineering Rules 1025A P P E N D I X B

Interface and Port Rules 1025

S2a Interface Rules 1025

LMA to MAG 1025

S5/S8 Interface Rules (GTP) 1026

P-GW Context and Service Rules 1026

P-GW Subscriber Rules 1026

SAEGW Administration Guide, StarOS Release 21.27
xlviii

Contents



About this Guide

Control andUser Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. Unless otherwise specified, it should not be assumed
that any constructs (including, but not limited to, commands, statistics, attributes, MIB objects, alarms, logs,
services) referenced in this document imply functional parity with CUPS products. References to any CUPS
products or features are for informational purposes only. Please contact your Cisco Account or Support
representative for any questions about parity between this product and any CUPS products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

The HA, HSGW, PDSN, and SecGW products have reached end of life and are not supported in this release.
Any references to these products (specific or implied) their components or functions including CLI commands
and parameters in this document are coincidental and are not supported. Full details on the end of life for these
products are available at
https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-740422.html.

Note

This preface describes the Serving Architecture Evolution Gateway (SAEGW) Administration Guide, how
it is organized and its document conventions.

The SAEGW node is a combination of S-GW and P-GW nodes. SAEGW operates as a service on the StarOS
and requires existing S-GW and P-GW services to be configured and mentioned inside an SAEGW service
configuration. Existing standalone S-GW and P-GW services (when part of an SAEGW umbrella service)
will work in tandem to present a single SAEGW node as a black-box view. This document contains feature
descriptions, configuration procedures, and monitoring and troubleshooting information.

• Conventions Used, on page l
• Supported Documents and Resources, on page li
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Conventions Used
The following tables describe the conventions used throughout this documentation.

DescriptionNotice Type

Provides information about important features
or instructions.

Information Note

Alerts you of potential damage to a program,
device, or system.

Caution

Alerts you of potential personal injury or
fatality. May also alert you of potential
electrical hazards.

Warning

DescriptionTypeface Conventions

This typeface represents displays that appear on your
terminal screen, for example:

Login:

Text represented as a screen
display

This typeface represents commands that you enter, for
example:

show ip access-list

This document always gives the full form of a command
in lowercase letters. Commands are not case sensitive.

Text represented as commands

This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired chassis
slot number.

Text represented as a command
variable

This typeface represents menus and sub-menus that you
access within a software application, for example:

Click the File menu, then click New

Text represented as menu or
sub-menu names

SAEGW Administration Guide, StarOS Release 21.27
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DescriptionCommand Syntax Conventions

Required keyword options and variables are those
components that are required to be entered as part of
the command syntax.

Required keyword options and variables are
surrounded by grouped braces { }. For example:

sctp-max-data-chunks { limit max_chunks

| mtu-limit }

If a keyword or variable is not enclosed in braces or
brackets, it is mandatory. For example:

snmp trap link-status

{ keyword or variable }

Optional keywords or variables, or those that a user
may or may not choose to use, are surrounded by
brackets.

[ keyword or variable ]

Some commands support multiple options. These are
documented within braces or brackets by separating
each option with a vertical bar.

These options can be used in conjunction with
required or optional keywords or variables. For
example:

action activate-flow-detection {
intitiation | termination }

or

ip address [ count number_of_packets |
size number_of_bytes ]

|

Supported Documents and Resources

Related Common Documentation
The most up-to-date information for this product is available in the product Release Notes provided with each
product release.

The following common documents are available:

• AAA Interface Administration Reference
• Command Line Interface Reference
• GTPP Interface Administration Reference
• Hardware Installation Guide (hardware dependent)
• Release Change Reference
• Statistics and Counters Reference
• System Administration Guide (hardware dependent)
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• Thresholding Configuration Guide

Related Product Documentation
The following product documents are also available and work in conjunction with the SAEGW:

• ADC Administration Guide

• ECS Administration Guide

• GGSN Administration Guide

• MME Administration Guide

• NAT Administration Guide

• PSF Administration Guide

• P-GW Administration Guide

• S-GW Administration Guide

Obtaining Documentation
The most current Cisco documentation is available on the following website:

http://www.cisco.com/cisco/web/psa/default.html

Use the following path selections to access the SAE-GW documentation:

Products > Wireless > Mobile Internet> Network Functions > Cisco SAEGW System Architecture Evolution
Gateway

Contacting Customer Support
Use the information in this section to contact customer support.

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.

SAEGW Administration Guide, StarOS Release 21.27
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C H A P T E R 1
SAE Gateway Overview

The Cisco®ASR 5500 provides wireless carriers with a flexible solution that functions as a SystemArchitecture
Evolution (SAE) Gateway with Packet Data Network (PDN) Gateway (P-GW) and Serving Gateway (S-GW)
functions in LTE-SAE (3GPP2 Long Term Evolution-SystemArchitecture Evolution) wireless data networks.

This overview provides general information about the SAEGW including:

• SAEGW Product Description, on page 1
• S-GW Product Description, on page 3
• P-GW Product Description, on page 5
• S-GW Network Deployment(s), on page 8
• P-GW Network Deployment(s), on page 14
• S-GW Features and Functionality - Base Software, on page 29
• P-GW Features and Functionality - Base Software, on page 54
• P-GW Features and Functionality - Inline Service Support, on page 100
• S-GW Features and Functionality - Optional Enhanced Feature Software, on page 105
• P-GW Features and Functionality - Optional Enhanced Feature Software, on page 114
• How the Serving Gateway Works, on page 134
• How the PDN Gateway Works, on page 138
• S-GW Supported Standards, on page 147
• P-GW Supported Standards, on page 151

SAEGW Product Description
The SAEGW node is a combination of S-GW and P-GW nodes. SAEGW operates as a service on ASR5500
and requires existing S-GW and P-GW services to be configured and mentioned inside SAEGW service
configuration. Existing standalone S-GW and P-GW services (when part of an SAEGW umbrella service)
will work in tandem to present a single SAEGW node as a black-box view.

The SAEGW supports all of the interfaces that the standalone S-GW and P-GW products support, namely:

• S11/S4 – GTPv2 based control interface towards MME/S4-SGSN

• S1U/S12/S4U – GTPv1 based data interface towards eNodeB/RNC/S4-SGSN

• S5/S8 – GTPv2 based control interface between S-GW and P-GW

• Gi – Data interface towards packet data network

SAEGW Administration Guide, StarOS Release 21.27
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• Gx – Diameter based interface between P-GW and PCRF

• S6b – Diameter based interface between P-GW and HSS

• Rf – Diameter based offline charging interface between P-GW/S-GW and charging data function

• Gy – GTPP based online charging interface between P-GW and online charging system

• Gz – GTPP based offline charging interface between P-GW/S-GW and charging gateway function

In StarOS releases 19 and later, the Rf interface is not supported on the S-GW.Important

Mode of operation is described as the functionality performed by SAEGW for a call. Granularity for mode
of operation is per-PDN. The SAEGW service supports the following three modes of operation:

• S+P Collapsed: When a UE is using S-GW part of SAEGW and a PDN connection is terminating within
the P-GW part of SAEGW.

• Pure-S: When a UE is using S-GW part of SAEGW and a PDN connection is terminating at an external
P-GW not part of SAEGW.

• Pure-P: When a UE is using an external S-GW not part of SAEGW and a PDN connection is terminating
within P-GW part of SAEGW.

For a given UE with multiple PDNs, SAEGWwill be able to support S+P mode for some PDNs while Pure-S
mode for others.

Important

SAEGW supports change of operation-mode in life of a PDN. For example, a PDN initially doing S+P mode
may change to doing Pure-P if S-GW gets relocated to external S-GW that is not part of SAEGW. Similarly,
a PDN doing Pure-P mode may change to S+P mode if S-GW relocated so that new S-GW is part of SAEGW
service.

Important

An optimized SAEGW provides the following benefits:

• Higher Capacity

A UE with one PDN connection that passes through standalone S-GW and P-GW services consumes
two license units because both S-GW and P-GW services account for it separately. SAEGW as a single
node consumes only one license unit for the same, thus increasing the capacity. Contact your Cisco
account representative for detailed information on product licensing.

• Cohesive Configuration

Configuration and management of SAEGW as a node is easier to follow than starting standalone S-GW
and P-GW services.

SAEGW Administration Guide, StarOS Release 21.27
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Platform Requirements
The SAEGW service runs on a Cisco®ASR 5500 Series chassis running StarOS. The chassis can be configured
with a variety of components to meet specific network deployment requirements. For additional information,
refer to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses
The SAEGW is a licensed Cisco product. Separate session and feature licenses may be required. Contact your
Cisco account representative for detailed information on specific licensing requirements. For information on
installing and verifying licenses, refer to the Managing License Keys section of the Software Management
Operations chapter in the System Administration Guide.

S-GW Product Description
The Serving Gateway routes and forwards data packets from the UE and acts as the mobility anchor during
inter-eNodeB handovers. Signals controlling the data traffic are received on the S-GW from the MME which
determines the S-GW that will best serve the UE for the session. Every UE accessing the EPC is associated
with a single S-GW.

Figure 1: S-GW in the Basic E-UTRAN/EPC Network
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The S-GW is also involved in mobility by forwarding down link data during a handover from the E-UTRAN
to the eHRPD network. An interface from the eAN/ePCF to an MME provides signaling that creates a GRE
tunnel between the S-GW and the eHRPD Serving Gateway.

Figure 2: S-GW in the Basic E-UTRAN/EPC and eHRPD Network

The functions of the S-GW include:

• packet routing and forwarding.

• providing the local mobility anchor (LMA) point for inter-eNodeB handover and assisting the eNodeB
reordering function by sending one or more "end marker" packets to the source eNodeB immediately
after switching the path.

• mobility anchoring for inter-3GPP mobility (terminating the S4 interface from an SGSN and relaying
the traffic between 2G/3G system and a PDN gateway.

• packet buffering for ECM-IDLE mode downlink and initiation of network triggered service request
procedure.

• replicating user traffic in the event that Lawful Interception (LI) is required.

• transport level packet marking.

• user accounting and QoS class indicator (QCI) granularity for charging.

• uplink and downlink charging per UE, PDN, and QCI.

• reporting of user location information (ULI).

SAEGW Administration Guide, StarOS Release 21.27
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• support of circuit switched fallback (CSFB) for re-using deployed CS domain access for voice and other
CS domain services.

Platform Requirements
The S-GW service runs on a Cisco®ASR 5500 Series chassis running StarOS. The chassis can be configured
with a variety of components to meet specific network deployment requirements. For additional information,
refer to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses
The S-GW is a licensed Cisco product covered by the SAEGW license when part of an SAEGW umbrella
service. Separate session and feature licenses may be required. Contact your Cisco account representative for
detailed information on specific licensing requirements. For information on installing and verifying licenses,
refer to the Managing License Keys section of the Software Management Operations chapter in the System
Administration Guide.

P-GW Product Description
The P-GW is the node that terminates the SGi interface towards the PDN. If a UE is accessing multiple PDNs,
there may be more than one P-GW for that UE. The P-GW provides connectivity to the UE to external packet
data networks by being the point of exit and entry of traffic for the UE. A UE may have simultaneous
connectivity with more than one P-GW for accessingmultiple PDNs. The P-GWperforms policy enforcement,
packet filtering for each user, charging support, lawful interception and packet screening.

SAEGW Administration Guide, StarOS Release 21.27
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Figure 3: P-GW in the Basic E-UTRAN/EPC Network
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Figure 4: P-GW in the Basic E-UTRAN/EPC and eHRPD Network

Another key role of the P-GW is to act as the anchor for mobility between 3GPP and non-3GPP technologies
such as WiMAX and 3GPP2 (CDMA 1X and EvDO).

P-GW functions include:

• Mobility anchor for mobility between 3GPP access systems and non-3GPP access systems. This is
sometimes referred to as the SAE Anchor function.

• Policy enforcement (gating and rate enforcement)

• Per-user based packet filtering (deep packet inspection)

• Charging support

• Lawful Interception

• UE IP address allocation

• Packet screening

• Transport level packet marking in the downlink;

• Down link rate enforcement based on Aggregate Maximum Bit Rate (AMBR)

The following are additional P-GW functions when supporting non-3GPP access (eHRPD):

• P-GW includes the function of a LocalMobility Anchor (LMA) according to draft-ietf-netlmm-proxymip6,
if PMIP-based S5 or S8 is used.

SAEGW Administration Guide, StarOS Release 21.27
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• The P-GW includes the function of a DSMIPv6 Home Agent, as described in
draft-ietf-mip6-nemo-v4traversal, if S2c is used.

Platform Requirements
The P-GW service runs on a Cisco® ASR 5500 chassis running StarOS. The chassis can be configured with
a variety of components to meet specific network deployment requirements. For additional information, refer
to the Installation Guide for the chassis and/or contact your Cisco account representative.

Licenses
The P-GW is a licensed Cisco product covered by the SAEGW license when part of an SAEGW umbrella
service. Separate session and feature licenses may be required. Contact your Cisco account representative for
detailed information on specific licensing requirements. For information on installing and verifying licenses,
refer to the Managing License Keys section of the Software Management Operations chapter in the System
Administration Guide.

S-GW Network Deployment(s)
This section describes the supported interfaces and the deployment scenarios of a Serving Gateway.

Serving Gateway in the E-UTRAN/EPC Network
The following figure displays the specific network interfaces supported by the S-GW. Refer to Supported
Logical Network Interfaces (Reference Points), on page 10 for detailed information about each interface.
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Figure 5: Supported S-GW Interfaces in the E-UTRAN/EPC Network

The following figure displays a sample network deployment of an S-GW, including all of the interface
connections with other 3GPP Evolved-UTRAN/Evolved Packet Core network devices.
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Figure 6: S-GW in the E-UTRAN/EPC Network

Supported Logical Network Interfaces (Reference Points)
The S-GW provides the following logical network interfaces in support of the E-UTRAN/EPC network:

S1-U Interface

This reference point provides bearer channel tunneling between the eNodeB and the S-GW. It also supports
eNodeB path switching during handovers. The S-GWprovides the local mobility anchor point for inter-eNodeB
hand-overs. It provides inter-eNodeB path switching during hand-overs when the X2 handover interface
between base stations cannot be used. The S1-U interface uses GPRS tunneling protocol for user plane
(GTP-Uv1). GTP encapsulates all end user IP packets and it relies on UDP/IP transport. The S1-U interface
also supports IPSec IKEv2. This interface is defined in 3GPP TS 23.401.

Supported protocols:

• Transport Layer: UDP, TCP
• Tunneling: IPv4 or IPv6 GTPv1-U (bearer channel)

SAEGW Administration Guide, StarOS Release 21.27
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• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 7: Protocols Supported on the S1-U Interface

S4 Interface

This reference point provides tunneling and management between the S-GW and a 3GPP S4 SGSN. The
interface facilitates soft hand-offs with the EPC network by providing control and mobility support between
the inter-3GPP anchor function of the S-GW. This interface is defined in 3GPP TS 23.401.

Supported protocols:

• Transport Layer: UDP
• Tunneling:

• GTP: IPv4 or IPv6 GTP-C (GTPv2 control/signaling channel) and GTP-U (GTPv1 user/bearer
channel)

• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 8: Protocols Supported on the S4 Interface

S5/S8 Interface

This reference point provides tunneling and management between the S-GW and the P-GW, as defined in
3GPP TS 23.401. The S8 interface is an inter-PLMN reference point between the S-GW and the P-GW used
during roaming scenarios. The S5 interface is used between an S-GW and P-GW located within the same

SAEGW Administration Guide, StarOS Release 21.27
11

SAE Gateway Overview
S4 Interface



administrative domain (non-roaming). It is used for S-GW relocation due to UE mobility and if the S-GW
needs to connect to a non-collocated P-GW for the required PDN connectivity.

Supported protocols:

• Transport Layer: UDP, TCP
• Tunneling: GTP: GTPv2-C (signaling channel), GTPv1-U (bearer channel)
• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 9: Supported Protocols on the S5/S8 Interface

S11 Interface

This reference point provides GTP-C control signal tunneling between the MME and the S-GW. One GTP-C
tunnel is created for each mobile terminal between the MME and S-GW. This interface is defined in 3GPP
TS 23.401.

Supported protocols:

• Transport Layer: UDP
• Tunneling: IPv4 or IPv6 GTPv2-C (signaling channel)
• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 10: Supported Protocols on the S11 Interface
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S12 Interface

This reference point provides GTP-U bearer/user direct tunneling between the S-GW and a UTRAN Radio
Network Controller (RNC), as defined in 3GPP TS 23.401. This interface provides support for inter-RAT
handovers between the 3G RAN and EPC allowing a direct tunnel to be initiated between the RNC and S-GW,
thus bypassing the S4 SGSN and reducing latency.

Supported protocols:

• Transport Layer: UDP
• Tunneling: IPv4 or IPv6 GTP-U (GTPv1 bearer/user channel)
• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 11: Supported Protocols on the S12 Interface

Gz Interface

The Gz reference interface enables offline accounting functions on the S-GW. The S-GW collects charging
information for each mobile subscriber UE pertaining to the radio network usage. The Gz interface and offline
accounting functions are used primarily in roaming scenarios where the foreign P-GW does not support offline
charging.

Supported protocols:

• Transport Layer: TCP

• Network Layer: IPv4, IPv6

• Data Link Layer: ARP

• Physical Layer: Ethernet

Figure 12: Protocols Supported on the Gz Interface
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Rf Interface

In StarOS releases 19 and later, the Rf interface is not supported on the S-GW.Important

The Diameter Rf interface (3GPP 32.240) is used for offline (post-paid) charging between the Charging
Trigger Function (CTF, S-GW) and the Charging Data Function (CDF). It follows the Diameter base protocol
state machine for accounting (RFC 3588) and includes support for IMS specific AVPs (3GPP TS 32.299)

Supported protocols:

• Transport Layer: TCP or SCTP
• Network Layer: IPv4, IPv6
• Data Link Layer: ARP
• Physical Layer: Ethernet

Figure 13: Protocols Supported on the Rf Interface

The Rf interface is not supported on the S-GW.Note

P-GW Network Deployment(s)
This section describes the supported interfaces and the deployment scenarios of a PDN Gateway.

PDN Gateway in the E-UTRAN/EPC Network
The following figure displays the specific network interfaces supported by the P-GW. Refer to Supported
Logical Network Interfaces (Reference Points), on page 16 for detailed information about each interface.
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Figure 14: Supported P-GW Interfaces in the E-UTRAN/EPC Network

The following figure displays a sample network deployment of a P-GW, including all of the interface
connections with other 3GPP Evolved-UTRAN/Evolved Packet Core network devices.
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Figure 15: P-GW in the E-UTRAN/EPC Network

Supported Logical Network Interfaces (Reference Points)
The P-GW provides the following logical network interfaces in support of E-UTRAN/EPC network:

S5/S8 Interface

This reference point provides tunneling and management between the S-GW and the P-GW, as defined in
3GPP TS 23.401 and TS 23.402. The S8 interface is an inter-PLMN reference point between the S-GW and
the P-GW used during roaming scenarios. The S5 interface is used between an S-GW and P-GW located
within the same administrative domain (non-roaming). It is used for S-GW relocation due to UE mobility and
if the S-GW needs to connect to a non-collocated P-GW for the required PDN connectivity.

Supported protocols

• Transport Layer: UDP, TCP

• Tunneling:
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• GTP: GTPv2-C (signaling channel), GTPv1-U (bearer channel)

• Network Layer: IPv4, IPv6

• Data Link Layer: ARP

• Physical Layer: Ethernet

Figure 16: Supported GTP P-GW Protocols on the S5/S8 Interface

Figure 17: Supported PMIP P-GW Protocols on the S5/S8 Interface

S6b Interface

This reference point, between a P-GW and a 3GPP AAA server/proxy, is used for mobility-related
authentication. It may also be used to retrieve and request parameters related to mobility and to retrieve static
QoS profiles for UEs (for non-3GPP access) in the event that dynamic PCC is not supported.

The S6b interface is enhanced to pass on the UE assigned IPv6 address (IPv6 prefix and IPv6 interface ID)
to the AAA server. S6b interface also has support for Framed-IPv6-Pool, Framed IP Pool, and served party
IP address AVPs based IP allocation. With this support, based on the Pool name and APN name received
from AAA server, the selection of a particular IP pool from the configuration is made for assigning the IP
address.

The S6b interface on the P-GW or GGSN can be manually disabled to stop all message traffic to the 3GPP
AAA during overload conditions. When the interface is disabled, the system uses locally configured
APN-specific parameters including: Framed-Pool, Framed-IPv6-Pool, Idle-Timeout,
Charging-Gateway-Function-Host, Server-Name (P-CSCF FQDN). This manual method is used when the
HSS/3GPP AAA is in overload condition to allow the application to recover and mitigate the impact to
subscribers

SAEGW Administration Guide, StarOS Release 21.27
17

SAE Gateway Overview
S6b Interface



The IPv6 address reporting through Authorization-Authentication-Request (AAR) towards the S6b interface
is no longer a default feature. It is now configurable through the CLI.

Another enhancement on S6b interface support is the new S6b retry-and-continue functionality that creates
an automatic trigger in the GGSN and P-GW to use the locally configured APN profile upon receipt of any
uniquely defined Diameter error code on the S6b interface for an Authorization-Authentication-Request
(AA-R) only. This procedure would be utilized in cases where a protocol, transient, or permanent error code
is returned from the both the primary and secondary AAA to the GGSN or P-GW. In case of retry-and-continue
functionality, P-GW should query from DNS server if it is configured in APN. S6b failure handling continues
the data call. This behavior is only applicable to the aaa-custom15 Diameter dictionary.

P-GW supports receiving AVP "Restoration-Priority-Indicator" from AAA server over the S6b interface to
distinguish between VoLTE enabled IMS PDN connections and non-VoLTE enabled IMS PDN connections.
KPIs are also provided based on the AVP value.

The S6b interface can be disabled via the CLI in the event of a long-term AAA outage.Important

Supported protocols:

• Transport Layer: TCP, SCTP

• Network Layer: IPv4, IPv6

• Data Link Layer: ARP

• Physical Layer: Ethernet

Figure 18: Supported Protocols on the S6b Interface

SGi Interface

This reference point provides connectivity between the P-GW and a packet data network (3GPP TS 23.401).
This interface can provide access to a variety of network types including an external public or private PDN
and/or an internal IMS service provisioning network.

Supported protocols:

• Transport Layer: TCP, UDP

• Network Layer: IPv4, IPv6

• Data Link Layer: ARP

• Physical Layer: Ethernet
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