Command Modes

| A

Context Configuration Mode Commands I-M

This section includes the commands ikevl disable-initial-contact through multicast-proxy service.
Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

« ikev1 disable-initial-contact, on page 3
* ikev1 disable-phasel-rekey, on page 3
» ikev1 keepalive dpd, on page 4

» ikev1 policy, on page 5

* ikev2-ikesa, on page 6

* ims-auth-service, on page 9

* ims-sh-service, on page 11

* inspector, on page 11

« interface, on page 14

* ip access-group, on page 16

* ip access-list, on page 17

* ip arp, on page 18

* ip as-path access-list, on page 19

* ip community-list, on page 20

* ip dns-proxy source-address, on page 22
* ip domain-lookup, on page 22

* ip domain-name, on page 23

* ip extcommunity-list, on page 24

* ip forward, on page 25

* ip guarantee, on page 26

* ip identification packet-size-threshold, on page 27
* ip igmp profile, on page 27
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* ip localhost, on page 28

* ip name-servers, on page 29

* ip pool, on page 30

* ip prefix-list, on page 44

* ip prefix-list sequence-number, on page 45
* ip route, on page 46

* ip routing maximum-paths, on page 49
* ip routing overlap-pool, on page 50

* ip rri, on page 51

* ip rri-route, on page 52

* ip sri-route, on page 53

* ip vrf, on page 54

« ip vrf-list, on page 55

* ipms, on page 56

* ipne-service, on page 57

* ipsec replay, on page 58

* ipsec transform-set, on page 59

* ipsg-service, on page 60

* ipv6 access-group, on page 62

* ipv6 access-list, on page 62

* ipv6 dns-proxy, on page 63

* ipv6 neighbor, on page 64

* ipv6 pool, on page 65

* ipv6 prefix-list, on page 69

* ipv6 prefix-list sequence-number, on page 71
* ipv6 route, on page 71

* ipv6 route-access-list, on page 74

* ipv6 rri, on page 75

* ipv6 rri-route, on page 76

* ipv6 sri-route, on page 77

* isakmp disable-phasel-rekey, on page 78
» isakmp keepalive, on page 78

* isakmp policy, on page 78

* lups-service, on page 78

* 12tp peer-dead-time, on page 79

* lac-service, on page 80

* lawful-intercept, on page 81

* lawful-intercept dictionary, on page 81
* limit ipsecmgr ikevl max, on page 81
* Ima-service, on page 82

* Ins-service, on page 84

* location-service, on page 85

* logging, on page 86

* mag-service, on page 89

* map-service, on page 90

* max-sessions, on page 91
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ikev1 disable-initial-contact .

» mipv6ha-service, on page 92

* mme-embms-service, on page 93

* mme-service, on page 95
 mobile-access-gateway, on page 96
*» mobile-ip fa, on page 97

» mobile-ip ha assignment-table, on page 98
» mobile-ip ha newcall, on page 99

* mobile-ip ha reconnect, on page 101
» mpls bgp forwarding, on page 101

» mpls exp, on page 102

» mpls ip, on page 103

* mseg-service, on page 104

» multicast-proxy, on page 104

ikev1 disable-initial-contact

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Disables the sending of the INITIAL-CONTACT message in the IKEv1 protocol after the node creates a new
Phasel SA, caused either by Dead Peer Detection or by a rekey.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

[ no ] ikevl disable-initial-contact

no
Disables this command, which re-enables the sending of the INITIAL-CONTACT message.

Use this command to disable the sending of the INITIAL-CONTACT message in the IKE v1protocol.

Example
The following command disables the sending of the INITIAL-CONTACT message:

ikevl disable-initial-contact

ikev1 disable-phase1-rekey

Configures the rekeying of Phasel SA when the Internet Security Association and Key Management Protocol
(ISAKMP) lifetime expires in Internet Key Exchange (IKE) v1 protocol.
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. ikev1 keepalive dpd

Product PDSN
HA
GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration

configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

Syntax Description [ no ] ikevl disable-phasel-rekey

no

Re-enables Phase 1SAs when the ISAKMP lifetime expires.

Usage Guidelines Use this command to disable the rekeying of Phase 1 SAs when the ISAKMP lifetime expires in IKE v1
protocol.

Example
The following command disables rekeying of Phasel SAs when the lifetime expires:

ikevl disable-phasel-rekey

ikev1 keepalive dpd

Configures the ISAKMP IPSec Dead Peer Detection (DPD) message parameters for IKE v1 protocol.

Product PDSN
HA
GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration

configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

Syntax Description [ no ] ikevl keepalive dpd interval interval timeout time num-retry retries
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Usage Guidelines

ikev1 policy .

no

Deletes previously configured IPSec DPD Protocol settings.

dpd interval interval

Specifies the time interval (in seconds) at which IPSec DPD Protocol messages are sent. interval is an integer
from 10 through 3600.

timeout time

Specifies the amount of time (in seconds) allowed for receiving a response from the peer security gateway
prior to re-sending the message. time is an integer from 10 through 3600.

num-retry retries

Specifies the maximum number of times that the system should attempt to reach the peer security gateway
prior to considering it unreachable. retriesis an integer from 1 through 100.

Use this command to configure the ISAKMP dead peer detection parameters in IKE v1 protocol.

Tunnels belonging to crypto groups are perpetually kept "up" through the use of the IPSec Dead Peer Detection
(DPD) packets exchanged with the peer security gateway.

|
Important  The peer security gateway must support RFC 3706 in order for this functionality to function properly.
This functionality is for use with the Redundant IPSec Tunnel Fail-over feature and to prevent IPSec tunnel
state mismatches between the FA and HA when used in conjunction with Mobile IP applications.
Regardless of the application, DPD must be supported/configured on both security peers. If the system is
configured with DPD but it is communicating with a peer that does not have DPD configured, IPSec tunnels
still come up. However, the only indication that the remote peer does not support DPD exists in the output of
the show crypto isakmp security associations summary dpd command.
|
Important  If DPD is enabled while IPSec tunnels are up, it will not take affect until all of the tunnels are cleared.

Example

The following command configures IPSec DPD Protocol parameters to have an interval of 15, a
timeout of 10, to retry each attempt 5 times:

ikevl keepalive dpd interval 15 timeout 10 num-retry 5

ikev1 policy

Configures or creates an ISAKMP policy with the specified priority and enters ISAKMP Configuration Mode
for IKE v1 protocol.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Context Configuration Mode Commands I-M |

PDSN
HA
GGSN

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

[ no ] ikevl policy priority

no

Removes a previously configured ISAKMP policy for IKE v1 protocol.

priority

Specifies the priority of an ISAKMP policy as an integer from 0 through 100. ISAKMP policies for IKE v1
protocol with lower priority numbers take precedence over policies with higher priorities. "0" is the highest
priority. Default: 0

Use this command to create ISAKMP policies to regulate how IPSec key negotiation is performed for IKE
v1 protocol.

Internet Security Association Key Management Protocol (ISAKMP) policies are used to define Internet Key
Exchange (IKE) SAs. The IKE SAs dictate the shared security parameters (i.e. which encryption parameters
to use, how to authenticate the remote peer, etc.) between the system and a peer security gateway.

During Phase 1 of IPSec establishment, the system and a peer security gateway negotiate IKESAs. These SAs
are used to protect subsequent communications between the peers including the IPSec SA negotiation process.

Multiple ISAKMP policies can be configured in the same context and are used in an order determined by
their priority number.

Example

Use the following command to create an ISAKMP policy with the priority 1 and enter the ISAKMP
Configuration Mode:

ikevl policy 1

ikev2-ikesa

Creates a new, or specifies an existing, IKEv2 security association parameters and enters the IKEv2 Security
Association Configuration Mode.
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|

ikev2-ikesa .

Important

Product

Privilege

Command Modes

Syntax Description

In Release 20, 21.0 and 21.1, HeNBGW is not supported. This command must not be used for HeNBGW in
these releases. For more information, contact your Cisco account representative.

ePDG
HeNBGW
PDIF

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

[ no ] ikev2-ikesa { auth-method-set auth method set name | certificate policy
policy name | ddos { blacklist ip-address ipv4 address | ipvé address | [

init-flood | udp-error ] { source-based | system-based } [ threshold-upper
threshold upper value [ threshold-lower threshold lower value [ poll-timer-duration
poll timer duration value 11111 dh—group {I 1 | 14 | 2 | 51 + { | reuse
} } | transform-set transform set name }

{ default | no } ikev2-ikesa dh-group reuse

default
Sets the IKEv2 IKESA Diffie-Hellman related parameter to its default value.
Default: 14

no

Removes the entered IKEv2 security association parameters.

auth-method-set auth_method_set_name

Configure an IKEv2 IKE Security Association Auth-Method Set. Applicable for IKEv2 subscriber-mode
based products, This object encapsulates various Authentication methods.

auth_method_set_name is the context level name to be used for the IKEv2 IKE Security Association
Authentication methods Set, which is a string of size 1 to 127.

certificate policy policy_name
certificate: Configures certificate related configuration to be associated to crypto template.
policy: Configures certificate policy to be used for certificate related auth method.

policy_name is the context level name to be used for the IKEv2 Security Association Cert Policy, which is a
string of size 1 to 127.
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ddos

Configures the IKEv2 DDoS mitigation Parameters.

blacklist ip-addressipv4_address | ipv6_address

Configures the source IPv4 or IPv6 address to be blacklisted.
init-flood

Configures the IKEv2 DDoS mitigation parameters for INIT Floods.
udp-error

Configures the IKEv2 DDoS mitigation parameters for UDP errors.

dh-group

Configures the IKEv2 IKESA Diffie-Hellman related parameters.
1

Configures the Diffie-Hellman Group 1, 768-bit MODP Group.
14

Configures the Diffie-Hellman 14, 2048-bit MODP Group.

2

Configures the Diffie-Hellman 2, 1024-bit MODP Group.

5

Configures the Diffie-Hellman 5, 1546-bit MODP Group.

reuse

Configures the reuse responders key-pair for DH group(s).

+

Indicates that more than one of the previous keywords can be entered within a single command.

sour ce-based threshold-upper threshold_upper_value threshold-lower threshold_lower_value
poll-timer-duration poll_timer_duration_value:

Configures the IKEv2 DDoS mitigation parameters for INIT Floods applicable at source IP address level.

threshold-upper threshold_upper_value: Configures upper threshold value for INIT floods, after which alarm
will be raised. threshold_upper_value must be an integer from 100 to 4294967295. Default: 10000.

threshold-lower threshold_|ower_value: Configures lower threshold value for INIT floods, after which alarm
will be cleared. threshold_lower_value must be an integer from 50 to 4294967294. Default: 5000.

poll-timer-duration poll_timer_duration_value: Configures IKEv2 DDoS INIT Floods timer duration in
seconds. poll_timer_duration_value must be an integer from 30 to 3600. Default: 60 seconds.

system-based threshold-upper threshold_upper_value threshold-lower threshold lower_value
poll-timer-duration poll_timer_duration_value:

Configures the IKEv2 DDoS mitigation parameters for INIT Floods applicable at system level.

threshold-upper threshold upper_value: Configures the upper threshold value for INIT floods, after which
alarm will be raised. threshold_upper_value must be an integer from 1000 to 4294967295. Default: 100000.
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Usage Guidelines

ims-auth-service .

threshold-lower threshold_lower _value: Configures the lower threshold value for INIT floods, after which
alarm will be cleared. threshold_lower_value must be an integer from 500 to 4294967294. Default: 50000.

poll-timer-duration poll_timer_duration_value: Configures the IKEv2 DDoS INIT floods timer duration in
seconds. poll_timer_duration_value must be an integer from 60 to 3600. Default: 60 seconds.

transform-set transform_set_name

Configure an IKEv2 IKE Security Association Transform Set. This object encapsulates various IKEv2 IKE
algorithm configurations which are required for establishing and IKEv2 IKE Security Assocation with a
remote peer.

transform_set_name is the context level name to be used for the IKEv2 IKE Security Association Transform
Set, which is a string of size 1 to 127.

Use this command to create a new or enter an existing IKEv2 security association parameters set. A list of up
to four separate transform-sets and three separate authentication method sets can be created.

Entering the command transform-set transform_set_name results in the following prompt:

[context name]hostname (cfg-ctx-ikev2ikesa-tran-set)#

IKEv2 Security Association Configuration Mode commands are defined in the IKEv2 Security Association
Configuration Mode Commands chapter.

Example

The following command configures an IKEv2 security association transform set called ikesa3 and
enters the IKEv2 Security Association Configuration Mode:

ikev2-ikesa transform-set ikesa3

ims-auth-service

Product

Privilege

Command Modes

This command enables the creation, configuration or deletion of an IMS authorization service in the current
context.

GGSN

HA

IPSG

PDSN

P-GW

SAEGW

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:
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Syntax Description

| A
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[context name]lhost name(config-ctx)#

ims-auth-service auth svc name [ -noconfirm ]
{ no | default } ims-auth-service auth svc name

no

Deletes the specified IMS authorization service within the current context.

default

Restores default state of IMS authorization service, disabled for a specific context.

auth_svc_name
Specifies name of the IMS authorization service as a unique alphanumeric string of 1 through 63 characters.

In releases prior to 18, a maximum of 16 authorization services can be configured globally in the system.
There is also a system limit for the maximum number of total configured services. In 18 and later releases,
up to a maximum of 30 IMS authorization service profiles can be configured within the system.

Important

Usage Guidelines

| A

Service names must be unique across all contexts within the system.

-noconfirm

Executes the command without any additional prompt and confirmation from the user.

Use this command to create/configure/delete an IMS authorization service for Gx interface support in the
current context.

Entering this command results in the following prompt:

[context_name]hostname(config-imsa-service)

IMS authorization Service Configuration commands are described in the IMS Authorization Service
Configuration Mode Commands chapter.

Important

Whenever a new ims-auth-serv is configured using an endpoint that is used by another ims-auth-serv, then
the diabase callbacks are overwritten with values of the new IMSA service. This is a limitation on the system
to register only one application per endpoint. So, multiple IMSA services registering with same endpoint may
not work properly. If such scenario occurs, configure a different endpoint name for the IMSA service being
used and then remove and re-configure the IMSA service used.

Example

The following command configures an IMS authorization service named ims_interfacel within the
current context:

ims-auth-service ims_interfacel
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ims-sh-service .

ims-sh-service

Product

Privilege

Command Modes

Syntax Description

| A

Creates the specified IP Multimedia Subsystem (IMS) Sh service name to allow configuration of an Sh service.

PDIF
SCM

Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx)#

ims-sh-service name
no ims-sh-service name

no

Removes a previously configured IMS-Sh-service.

name

Specifies the name of the IMS-Sh-service to be configured as an alphanumeric string of 1 through 63 characters.

Important

Usage Guidelines

inspector

Service names must be unique across all contexts within a chassis.

The IMS-Sh-service is named in the pdif-service and/or cscf-service. Use this command to enter the IMS Sh
Service Configuration Mode.

Entering this command results in the following prompt:
[context_name]hosthame(config-ims-sh-service)#

IMS Sh Service Configuration Mode commands are defined in the IMS Sh Service Configuration Mode
Commands chapter in this guide.

Example
The following example creates or enters an IMS Sh service named ims-1:

ims-sh-service ims-1

Configures a context-level inspector account within the current context.
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Product

Privilege

Command Modes

Syntax Description
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All
Security Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

inspector user name [ encrypted ] [ nopassword ] password password [ ecs |
noecs ] [ expiry-date date time ] [ li-administration ] [ noconsole ] [ noecs
] [ timeout-absolute abs seconds ] [ timeout-min-absolute abs minutes ] [
timeout-idle timeout duration ] [ timeout-min-idle idle minutes ]

no inspector user name

Removes a previously configured inspector account.

user_name

Specifies a name for the context-level inspector account as an alphanumeric string of 1 through 32 characters.

[ encrypted ] password password

Specifies the password to use for the user which is being given context-level inspector privileges within the
current context. The encrypted keyword indicates the password specified uses encryption.

password is an alphanumeric string of 1 through 63 characters without encryption, or 1 through 127 characters
with encryption.

The encrypted keyword is intended only for use by the system while saving configuration scripts. The system
displays the encrypted keyword in the configuration file as a flag that the variable following the password
keyword is the encrypted version of the plain text password. Only the encrypted password is saved as part of
the configuration file.

[ nopassword ]

This option allows you to create an inspector without an associated password. Enable this option when using
ssh public keys (authorized key command in SSH Configuration mode) as a sole means of authentication.
When enabled this option prevents someone from using an inspector password to gain access to the user
account.

ecs | noecs
Default: noecs
ecs: Permits the specific user to access ACS-specific configuration commands.

noecs: Prevents the specific user to access ACS-specific configuration commands.
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inspector .

expiry-date date_time

Specifies the date and time that this account expires. Enter the date and time in the format
YYYY:MM:DD:HH:mm or YYYY:MM:DD:HH:mm:ss.

Where YYYY is the year, MM is the month, DD is the day of the month, HH is the hour, mm is minutes, and
ss is seconds.

li-administration

Refer to the Lawful Intercept Configuration Guide for a description of this parameter.

noconsole

Disables user access to a Console line.

Note

Usage Guidelines

The Global Configuration mode local-user allow-aaa-authentication noconsole command takes precedence
in a normal (non-Trusted) StarOS build. In this case, all AAA-based users cannot access a Console line.

timeout-absolute abs_seconds

This keyword is obsolete. It has been left in place for backward compatibility. If used a warning is issued and
the value entered is rounded to the nearest whole minute.

Specifies the maximum amount of time (in seconds) the context-level inspector may have a session active
before the session is forcibly terminated. abs seconds must be an integer from 0 through 300000000. The
value 0 disables the absolute timeout. Default: 0

timeout-min-absolute abs_minutes

Specifies the maximum amount of time (in minutes) the context-level inspector may have a session active
before the session is forcibly terminated. abs_minutes must be an integer from 0 through 525600 (365 days).
The value 0 disables the absolute timeout. Default: 0

timeout-idle timeout_duration

This keyword is obsolete. It has been left in place for backward compatibility. If used a warning is issued and
the value entered is rounded to the nearest whole minute.

Specifies the maximum amount of idle time (in seconds) the context-level inspector may have a session active
before the session is terminated. timeout_duration must be an integer from 0 through 300000000. The value
0 disables the idle timeout. Default: 0

timeout-min-idle idle_minutes

Specifies the maximum amount of idle time (in minutes) the context-level inspector may have a session active
before the session is terminated. idle_minutes must be an integer from 0 through 525600 (365 days). The
value 0 disables the idle timeout. Default: 0

Create new context-level inspector or modify existing inspector's options, in particular, the timeout values.

Inspector users have minimal read-only privileges. Refer to the Command Line Interface Overview chapter
for more information.
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Important

interface

Product

Privilege

Command Modes

Syntax Description

|

A maximum of 128 administrative users and/or subscribers may be locally configured per context.

Example

The following command creates a context-level inspector account named user 1:
inspector userl password secretPassword

The following command removes a context-level inspector account named user 1:

no inspector userl

Creates or deletes an interface or specifies an existing interface. By identifying an interface, the mode changes
to configure this interface in the current context.

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

interface name [ broadcast | loopback | point-to-point | tunnel |
unnumbered ]
no interface name

no

Removes the specified interface.

name

Specifies the name of the interface to configure. If name does not refer to an existing interface, the new
interface is created if resources allow. name is an alphanumeric string of 1 through 79 characters.

broadcast

Creates an Ethernet broadcast (IP) interface and enters the Ethernet Configuration Mode. Default: Enabled

Important

Refer to the Ethernet Interface Configuration Mode Command chapter for more information.
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interface .

loopback

Creates an internal IP address that is always UP, is not bound to any physical card/port, and can be reached
by any interface configured in the current context. As a loopback interface uses all available physical ports,
this type of interface is particularly useful for load-balancing. The interface must be configured for loopback
when configuring Interchassis Session Recovery (ICSR). A total of 256 loopback interfaces can be configured.
Default: Disabled

This loopback option is not used to setup a diagnostic test port so it should not be confused with the loopback
option used in the various card/port configuration modes.

| B
Important  Refer to the Loopback I nterface Configuration Mode Command chapter for more information.
point-to-point
Creates a permanent virtual connection (PVC) in the current context and enters the PVC Configuration Mode.
Currently, this type of interface is only used with an optical (ATM) line card.
|
Important  Refer to the PVC Interface Configuration Mode Command chapter for more information.
tunnel
Creates a tunnel interface to support the various tunnel interfaces. Currently only IPv6-over-IPv4 and GRE
tunnel interfaces are supported.
|
Important  Refer to the Tunnel Interface Configuration Mode Commands chapter for more information.
unnumbered
Creates an unnumbered IP interface within the context. An unnumbered interface enables IP processing without
assigning an explicit IP address to the interface. In StarOS this type of interface supports an untagged BFD
port. The only parameter for this type of interface is a text description.
| B
Important  Refer to the Unnumbered I nterface Configuration Mode Commands chapter for more information.

Usage Guidelines

|

Use this command to enter or create the interface configuration mode for an existing interface or for a newly
defined interface. This command is also used to remove an existing interface when it longer is needed.

Important

If no keyword is specified, broadcast is assumed and the interface is Ethernet by default.

For IPv6-over-IPv4 or GRE tunneling, you need to specify the interface type as tunnel.
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Example

The following command enters the Ethernet Interface Configuration Mode creating the interface
sampleService, if necessary:

interface samplelInterface
The following command removes sampleService as being a defined interface:
no interface sampleInterface

The following command enters the Tunnel Interface Configuration Mode creating the interface
GRE_tunnell, if necessary:

interface GRE_tunnell tunnel

Ip access-group

Configures an access group with an Access Control List (ACL) for IP traffic for the current context. The
Context-level ACL is applied only to outgoing packets.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration

configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

Syntax Description ip access-group name [ in | out ] [ priority value ]
no ip access-group name [ in | out ]
no

Indicates the specified ACL rule is to be removed from the group.

name
Specifies the ACL rule to be added/removed from the group.
In Release 8.1 and later, name is an alphanumeric string of 1 through 47 characters.

In Release 8.0, name is an alphanumeric string of 1 through 79 characters.

|

Important  Up to eight ACLs can be applied to a group provided that the number of rules configured within the ACL(s)
does not exceed the 256-rule limit for the context.
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in | out

The in and out keywords are deprecated and are only present for backward compatibility. The Context-level
ACL are applied only to outgoing packets.

priority_value

Specifies the priority of the access group. 0 is the highest priority. If priority_valueis not specified, the priority
is set to 0. priority_value must be an integer from 0 through 4294967295. Default: 0

If access groups in the list have the same priority, the last one entered is used first.

Usage Guidelines Use this command to add IP access lists (refer to the ip access-list command) configured with in the same
context to an ACL group.

Refer to the Access Control Listsappendix of the System Administration Guide for more information on ACLs.

Example
The following commands add sampleGroup to the context-level ACL with a priority of O:

ip access-group sampleGroup 0

Ip access-list

Create, configure, or delete an IP Access List in the current context.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration

configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx)#

SVntax Description ip access_list name
{ default | no } ip access-list name

default

Sets the context's default access control list to that specified by name.

no

Removes the specified access list.

name

Specifies the access list name.
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Usage Guidelines

| A
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name is an alphanumeric string of 1 through 47 characters.

If the named access list does not exist, it is created, and the CLI mode changes to the ACL Configuration
Mode, wherein the access list can be configured.

If the named access list already exists, the CLI mode changes to the ACL Configuration Mode, wherein the

access list can be reconfigured.

Executing this command enters the ACL Configuration Mode in which rules and criteria are defined for the
ACL.

Important

Ip arp

Product

Privilege

Command Modes

Syntax Description

A maximum of 256 rules (21.4 and higher releases) or 128 rules (releases prior to 21.4) can be configured
per ACL. The maximum number of ACLs that can be configured per context is limited by the amount of
available memory in the VPN Manager software task; it is typically less then 200.

Refer to the Access Control Listsappendix of the System Administration Guide for more information on ACLs.

Example

The following command creates an access list named sampleList, and enters the ACL Configuration
Mode:

ip access-list samplelist

Configures the allocation retention priority (ARP) options for the current context.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration
configure > context context_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx)#

ip arp ip address mac address [ vrf vrf name ]
no ip arp ip address mac address

Removes the ARP configuration data for the specified IP address from the configuration.

ip_address

Specifies the IP address for which to configure the ARP options where ip_addressis an IP address expressed
in IPv4 dotted-decimal notation.
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ip as-path access-list .

mac_address

Specifies the media-specific access control layer address for the IP address. mac_address must be specified
as a an 6-byte hexadecimal number with each byte separated by a colon, for example., "AA:12:bb:34:15:0E".

vrf vif_name

Associates a Virtual Routing and Forwarding (VRF) context with this static ARP entry.

vrf_name is name of a preconfigured virtual routing and forwarding (VRF) context configured in Context
Configuration Mode via the ip vrf command.

Manage the IP address mapping which is a logical/virtual identifier to the more lower layer addressing used
for address resolution in ICMP messages.

For tunnel-based interface, network IP pool can have overlapping ip-addresses across Verve. To manage it
adding a preconfigured VRF context is required to associate with an static ARP entry. By default, the ARP
is added in the given context. If the VRF name is specified, then the ARP is added to the VRF ARP table.

Example

The following commands set the IP and MAC address for the current context then remove it from
the configuration:

ip arp 10.2.3.4 F1:E2:D4:C5:B6:A7
no ip arp 10.2.3.4

The following commands set the [P and MAC address for a VRF context vrfl in the configuratio