Command Modes

|

Subscriber Configuration Mode Commands

The Subscriber Configuration Mode is used to create local subscribers as well as to set default subscriber
options for the current context.

Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* aaa, on page 5

* access-link ip-fragmentation, on page 7

* accounting-mode, on page 8

* active-charging bandwidth-policy, on page 10
» active-charging link-monitor tcp, on page 11
* active-charging radio-congestion, on page 13
* active-charging rulebase, on page 14

* always-on, on page 15

» asn-header-compression-rohc, on page 16

* asn nspid, on page 17

* asn-pdfid, on page 18

* asn-policy, on page 19

* associate accounting-policy, on page 22

* authorized-flow-profile-id, on page 23

* content-filtering category, on page 24

» credit-control-client, on page 26

» credit-control-group, on page 28

» credit-control-service, on page 29

» data-tunneling ignore df-bit, on page 30

* dcca peer-select, on page 31

* default, on page 32
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* description, on page 35

* dhep dhepv6, on page 36

* dhep options, on page 37

* dhcp parameter-request-list-option, on page 38
* dhep service, on page 39

* dns, on page 40

* do show, on page 41

* eap, on page 42

* encrypted password, on page 43

* end, on page 44

* exit, on page 45

» external-inline-server, on page 46

« firewall policy, on page 47

* gtpp, on page 49

* idle-timeout-activity, on page 50

* ikev2 tsr, on page 51

* ims application-manager, on page 52
* ims-auth-service, on page 53

* inter-pdsn-handoff, on page 54

* ip access-group, on page 55

* ip address, on page 56

* ip address pool, on page 57

* ip address secondary-pool, on page 59
* ip allowed-dscp, on page 60

* ip context-name, on page 63

* ip header-compression, on page 64

* ip hide-service-address, on page 67

* ip local-address, on page 68

* ip multicast discard, on page 69

* ip qos-dscp, on page 70

* ip route, on page 72

* ip source-validation, on page 74

* ip user-datagram-tos copy, on page 75
* ip vlan, on page 77

* ipv6 access-group, on page 78

* ipv6 address, on page 79

* ipv6 dns, on page 80

* ipv6 dns-proxy, on page 81

* ipv6 egress-address-filtering, on page 82
* ipv6 initial-router-advt, on page 83

* ipv6 interface-id, on page 85

* ipv6 minimum-link-mtu, on page 86

* ipv6 secondary-address, on page 87

* 12tp send accounting-correlation-info, on page 88
* 13-to-12-tunnel address-policy, on page 89
* loadbalance-tunnel-peers, on page 91
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* long-duration-action, on page 92

* max-pdn-connections, on page 94

» mediation-device, on page 95

» mobile-ip, on page 97

» mobile-ip ha, on page 101

» mobile-ip reg-lifetime-override, on page 102
» mobile-ip send access-technology, on page 103
* mobile-ip send accounting-correlation-info, on page 104
» mobile-ip send bsid, on page 105

» mobile-ip send pcf-address, on page 106

» mobile-ip send service-option, on page 107
» mobile-ip send subnet-id, on page 108

* mobile-ipv6, on page 109

* nai-construction-domain, on page 111

* nbns, on page 112

* nexthop-forwarding-address, on page 113

* npu qos, on page 114

» nw-reachability-server, on page 116

* outbound, on page 118

* overload-disconnect, on page 119

* password, on page 121

* pdif mobile-ip, on page 123

* permission, on page 124

* policy ipv6 tunnel, on page 125

* policy-group, on page 126

* ppp, on page 127

* prepaid 3gpp2, on page 131

* prepaid custom, on page 133

* prepaid unclassify, on page 135

* prepaid voice-push, on page 136

* prepaid wimax, on page 137

* proxy-dns intercept list-name, on page 138
* proxy-mip, on page 139

* qos apn-ambr, on page 140

* qos rate-limit, on page 142

* qos traffic-police, on page 147

* qos traffic-shape, on page 150

» radius accounting, on page 153

» radius group, on page 156

» radius returned-framed-ip-address, on page 157
* radius rulebase-format, on page 158

* rohc-profile-name, on page 160

* secondary ip pool, on page 161

* send-destination-pgw, on page 162

* simultaneous, on page 163

* timeout absolute, on page 164
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* timeout idle, on page 165

* timeout long-duration, on page 167
* tpo policy, on page 168

* tunnel address-policy, on page 169
* tunnel ipip, on page 171

* tunnel ipsec, on page 172

* tunnel 12tp, on page 173

* w-apn, on page 175
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aaa .

dda

Configures authentication, authorization and accounting (AAA) functionality at the subscriber level.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description [ no ] aaa { accounting interim { interval-timeout interval timeout | normal
| suppress } | group aaa group name | secondary-group aaa secondary group name

}

default aaa { accounting interim [ interval-timeout ] | group |

secondary-group }

no aaa { accounting interim [ interval-timeout ] | group [ aaa group name ]
| secondary-group }

default

Configures the default setting for the specified parameter.

» accounting: Enables AAA accounting for subscribers.

* group: Uses the default AAA group—the one specified at the context level or in the default subscriber
profile.

* secondary-group: Removes the secondary AAA group from the subscriber configuration.

no

» accounting: Disables AAA accounting for subscribers.

* group: Uses the default AAA group—the one specified at the context level or in the default subscriber
profile.

* secondary-group: Removes the secondary AAA group from the subscriber configuration.

accounting interim { interval-timeout interval_timeout | normal | suppress }
Specifies when system should send an interim accounting record to the server.
« interval-timeout: Specifies the time interval (in seconds) at which to send an interim accounting record.

interval_timeout must be an integer from 50 through 40000000.

« normal: IfRADIUS accounting is enabled, send this Acct-Status-Type message when normally required
by operation.

Subscriber Configuration Mode Commands .



Subscriber Configuration Mode Commands |

. aaa

* suppress: If RADIUS accounting is enabled, suppress the sending of Acct-Status-Type message.

group aaa_group_name
Specifies the AAA server group for the subscriber for authentication and/or accounting.

aaa_group_name must be an alphanumeric string of 1 through 63 characters.

secondary-group aaa_secondary_group_name
Specifies the secondary AAA server group for the subscriber.

aaa_secondary group_name must be an alphanumeric string of 1 through 63 characters.

Usage Guidelines Use this command to configure AAA functionality at the subscriber level.

Instead of having a single list of servers per context, this feature configures multiple server groups within a
context and applies individual server group for subscribers in that context. Each server group consists of a
list of AAA servers for each AAA function (accounting, authentication, charging, etc.).

The AAA secondary server group supports the No-ACK RADIUS Targets feature in conjunction with
PDSN/HA for secondary accounting (with different RADIUS accounting group configuration) to the RADIUS
servers without expecting the acknowledgement from the server, in addition to standard RADIUS accounting.
This secondary accounting will be an exact copy of all the standard RADIUS accounting message (RADIUS
Start/Interim/Stop) sent to the standard AAA RADIUS server.

Ifthe same AAA group is configured with both the aaa group aaa_group_name and the aaa secondary-group
aaa_group_name commands, then this configuration will have no effect and secondary accounting will not
happen.

The AAA secondary server group configuration takes effect only when used with subscriber accounting-mode
set to radius-diameter. The RADIUS accounting triggers for both standard RADIUS accounting and secondary
accounting will be taken from the AAA group configured with the aaa group aaa_group_name command.
On the fly change of this configuration is not supported. Any change to the configuration will have effect
only for new calls.

Example
The following command applies the AAA server group star1 to subscribers:

aaa group starl
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access-link ip-fragmentation .

access-link ip-fragmentation

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures IP fragmentation processing over the Access-link.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

access-link ip-fragmentation { normal | df-ignore |
df-fragment-and-icmp-notify }

df-ignore

Default: Enabled

Ignores the DF (Don't Fragment) bit setting. Fragments and forwards the packet over the access link.

df-fragment-and-icmp-notify
Default: Disabled

Partially ignores the DF bit. Fragments and forwards the packet, but also returns an ICMP error message to
the source of the packet. The number of ICMP errors sent like this is rate-limited to one ICMP error packet
per second per session.

normal
Default: Disabled
Normal processing. Drops the packet and sends an ICMP unreachable message to the source of packet. This

is the default behavior.

If the IP packet to be forwarded is larger than the access-link MTU and if the DF (Don't Fragment) bit is set
for the packet, then the fragmentation behavior configured by this command is applied. Use this command to
fragment packets even if they are larger than the access-link MTU.

Example

Set fragmentation so that the DF bit is ignored and the packet is forwarded anyway by entering the
following command:

access-link ip-fragmentation df-ignore
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accounting-mode

Product

Privilege

Command Modes

Syntax Description

Sets the accounting mode for the current local subscriber configuration.

PDSN
HA
ASN-GW
SAEGW
S-GW

Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

accounting-mode { flow-based | gtpp [ radius-diameter ] | none |
radius-diameter [ gtpp ] | rf-style }
default accounting-mode

default

Sets the type of accounting to be performed for the current local subscriber to the default setting.

Default: radius-diameter

flow-based

Diameter flow-based accounting is enabled for the current local subscriber.

gtpp [ radius-diameter ]

GTPP CDR RADIUS accounting is enabled for the current local subscriber. The radius-diameter keyword
is available if both GTPP RADIUS and RADIUS-Diameter accounting are to be used.

none

Accounting is disabled for the current local subscriber and no charging records will be generated.

radius-diameter [ gtpp ]

RADIUS-Diameter accounting is enabled for the current local subscriber. The gtpp keyword is available if
both GTPP RADIUS and RADIUS-Diameter accounting are to be used.

ri-style

Diameter Rf interface accounting is enabled for the current local subscriber.
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Usage Guidelines

accounting-mode .

This command specifies which protocol, if any, will be used to provide accounting for PDP contexts accessing
the APN profile.

Use this command to enable or disable RADIUS/Diameter accounting for any subscribers that use the current
local subscriber configuration.

If the gtpp option is used, then GTPP RADIUS is used as configured in the Context Configuration mode or
the AAA Server Group Configuration mode and GTPP charging records will be enabled.

If the radius-diameter option is used, either the RADIUS or the Diameter protocol is used as configured in
the Context Configuration mode or the AAA Server Group Configuration mode.

RADIUS accounting can also be enabled and disabled at the context level with the aaa accounting command
in the Context Configuration Mode. If RADIUS accounting is enabled at the context level, the accounting-mode
command can be used to disable RADIUS accounting for individual local subscriber configurations.

If the accounting mode is set to rf-style, then BM will generate accounting records corresponding to AIMS
RF.

Example

To disable accounting for the current subscriber, enter the following command:

accounting-mode none
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. active-charging bandwidth-policy

active-charging bandwidth-policy

Configures the bandwidth policy to be used for the subscriber.

Product ACS
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description ~ active-charging bandwidth-policy bandwidth policy name
{ default | no } active-charging bandwidth-policy
default

Specifies that the default bandwidth policy configured in the rulebase be used for this subscriber.

no

Disables bandwidth control for this subscriber.

active-charging bandwidth-policy bandwidth_policy_name
Specifies name of the bandwidth policy.

bandwidth_policy_name must be an alphanumeric string of 1 through 63 characters.

Usage Guidelines Use this command to configure bandwidth policy to be used for subscribers.

Example
The following command configures a bandwidth policy named standard for the subscriber:

active-charging bandwidth-policy standard
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active-charging link-monitor tcp .

active-charging link-monitor tcp

|

Enables the TCP link monitoring feature on the Mobile Video Gateway. This command can be configured in
either APN Configuration Mode or Subscriber Configuration Mode.

Important

Product

Privilege

Command Modes

Syntax Description

In release 20.0, MVG is not supported. This command must not be used in release 20.0. For more information,
contact your Cisco account representative.

MVG
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

[ default | no ] active-charging link-monitor tcp [ log [ rtt [ histogram
| time-series ] [ bitrate [ histogram | time-series ] ] | bitrate [
histogram | time-series ] [ rtt [ histogram | time-series ] ] ] ]I
-noconfirm ]

default

Sets TCP link monitoring to its default value, which is the same as [ no].

no

Deletes the TCP link monitoring settings and disables TCP link monitoring if previously configured.

active-charging link-monitor tcp

Enables the TCP link monitoring feature on the Mobile Video Gateway. Note that TCP link monitoring is not
enabled by default. Also note that when this command is configured without the l0og option, TCP link monitoring
is enabled without logging, and the output from TCP link monitoring is only used by the dynamic translating
feature.

log [ rtt [ histogram | time-series ] [ bitrate [ histogram | time-series ] ] | bitrate [ histogram | time-series ] [ rtt
[ histogram | time-series 111

This option enables statistical logging for TCP link monitoring.
The rtt option can be used to enable either histogram or time-series logging for round-trip time (RTT).
Similarly, the bitrate option can be used to enable either histogram or time-series logging for bit rate.

When rtt and bitrate options are used without additional options, histogram and time-series logging are
enabled for round-trip time (RTT) and/or bit rate respectively.
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. active-charging link-monitor tcp

-noconfirm

Specifies that the command must execute without prompting for confirmation.

Usage Guidelines Use this command to enable TCP link monitoring on the Mobile Video Gateway.

Examples

The following command enables TCP link monitoring with statistical logging, with histogram and
time-series logging enabled for both RTT and bit rate:

active-charging link-monitor tcp log

The following command enables TCP link monitoring with statistical logging, with histogram and
time-series logging enabled for RTT:

active-charging link-monitor tcp log rtt

The following command enables TCP link monitoring with statistical logging, with histogram logging
enabled for RTT:

active-charging link-monitor tcp log rtt histogram

The following command enables TCP link monitoring with statistical logging, with histogram logging
enabled for RTT and time-series logging enabled for bit rate:

active-charging link-monitor tcp log rtt histogram bitrate time-series
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active-charging radio-congestion .

active-charging radio-congestion

|

Enables the Congestion Management feature on the Mobile Video Gateway. This command can be configured
in either APN Configuration Mode or Subscriber Configuration Mode.

Important

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

In release 20.0, MVG is not supported. This command must not be used in release 20.0. For more information,
contact your Cisco account representative.

MVG
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

active-charging radio-congestion policy policy name

[ default | no ] active-charging radio-congestion policy

default
Sets congestion management to its default value, which is the same as [ no].

Default: Disabled

no

Deletes the settings and disables congestion management if previously configured.

active-charging radio-congestion policy policy_name

Enables the Congestion Management feature on the Mobile Video Gateway.

policy_name must be an alphanumeric string of 1 through 63 characters.

Use this command to enable or disable congestion management on the Mobile Video Gateway at either APN

or subscriber. As congestion management makes use of the Link Monitoring feature, this must also be enabled
along with the congestion monitoring feature.

Example
The following command enables radio congestion for a policy named test123 for the subscriber:

active-charging radio-congestion policy testl23
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. active-charging rulebase

active-charging rulebase

Specifies the rulebase to be used for this subscriber.

Product ACS
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description =~ active-charging rulebase rulebase name

no active-charging rulebase

no

Removes the previously configured rulebase for the subscriber.

active-charging rulebase rulebase_name
Specifies name of the ACS rulebase.

rulebase_name must be the name of an ACS rulebase expressed as an alphanumeric string of 1 through 63
characters.

Usage Guidelines This command specifies the name of the rulebase for specific subscriber (reals).

If the specified rulebase does not exist in the Active Charging service, the call will be rejected.

Example
The following command configures the ACS rulebase named rulel for the subscriber:

active-charging rulebase rulel
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always-on

A

always-on .

Once the idle timeout limit is reached, keeps the current subscriber session connected as long as the subscriber
is reachable.

Caution

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

When always-on is enabled, the subscriber must have an idle time-out period configured (default is 0, no
time-out). Failure to configure an idle time-out results in a subscriber session that is indefinite.

Two timers and a counter are associated with this feature. Refer to the timeout command in this chapter and
the ppp echo-retransmit-timeout msec and ppp echo-max-retr ansmissions num_retries commands.

Default: Disabled.

PDSN
ASN-GW

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

[ no ] always-on

always-on

Specifies that the user will remain connected after the idle time expires.

no

Disables always-on. The user is disconnected after the idle time expires.

If this parameter is enabled for a subscriber, when the idle time-out limit is reached the subscribers IP/PPP
session remains connected as long as the subscriber is reachable. This is true even if the airlink between the
mobile device and the RN (Radio Node) is moved from active to dormant (inactive) status. When the idle
timeout limit is reached, the PDSN determines availability using link control protocol (LCP) keepalive
messages. A response to these messages indicates that the "always-on" status should be maintained. Failure

to respond to a predetermined number of LCP keepalive messages causes the PDSN to tear-down (disconnect)
the subscriber session.

Example
Enable always on for the current subscriber by entering the following command:

always-on
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. asn-header-compression-rohc

asn-header-compression-rohc

Negotiates Robust Header Compression (ROHC) support for subscriber calls with AAA and WiMAX. This
configuration indicates the type of header compression supported and enabled on the ASN.

Product ASN-GW
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description [ no | default ] asn-header-compression rohc

no

Removes or disables the configured identifiers for ROHC in ASN-GW service.

default
The default is disabled.

Usage Guidelines Network Attached Storage (NAS) uses this configuration to indicate ROHC support of the subscriber TLV
in the WiMAX-capability attribute within the Access Request. ROHC is applied only when ROHC is supported
on the ASNGW and ROHC support is indicated by the AAA.

Example

The following command enables ROHC:

asn-header-compression rohc
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asn nspid

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

asn nspid .

Specifies the network service provider (NSP) associated with a WiMAX subscriber in an ASN-GW service.
When configured, the NSP ID is sent in the Access-Request and Accounting messages.

ASN-GW
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#
[ no ] asn nspid nsp id

Removes or disables the configured identifiers for this network service provider in ASN-GW service.

asn nspid nsp_id

Specifies the network service provider for this subscriber. This enables the MS to discover all accessible
NSPs, and to indicate the NSP selection during connectivity to the ASN.

Use this command to specify the NSP associated with a subscriber in an ASN-GW service.

nsp_id is three bytes in hexadecimal format. For example: FF-EE-01

Example
The following command specifies the NSP for a subscriber in an ASN service:

asn nspid OF-01-FE
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. asn-pdfid

asn-pdfid

Configures the identifiers for packet data flow, service data flow, and service profile in an ASN-GW service.

Product ASN-GW
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description [ no ] asn-pdfid pdf id asn-service-profile-id svc profile id asn-sdfid sdf id

Removes/disables the configured identifiers for this subscriber in ASN-GW service.

asn-pdfid pdf_id
Specifies the an unique ASN Packet Data Flow identifier for this subscriber.
pdf_id must be an integer from 1 through 65535.

asn-service-profile-id svc_profile_id
Specifies a unique ASN Service Profile Identifier for this subscriber.

svc_profile idis a Service Profile Identifier configured in the Context Configuration Mode.

asn-sdfid sdf id
Specifies the an unique ASN Service Data Flow identifier for this subscriber.

sdf _id must be an integer from 1 through 65535.

Usage Guidelines Use this command to configure subscriber profile for QoS parameters in an ASN-GW service.

A maximum of four QoS profiles can be configured for a subscriber.

Example

The following command configures the QoS profile for a subscriber as PDF id 1, Service Profile id
3, and Service Data Flow id 2:

asn-pdfid 1 asn-service-profile-id 3 asn-sdfid 2
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asn-policy .

asn-policy

Configures the identifiers for packet data flow, service data flow, and service profile in an ASN-GW service.

Product ASN-GW
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description ~ @sn-policy [classifiers downlink { strict | loose} | idle-mode { allow |
disallow } | notification-idle-mode {allow | disallow} |
notification-handoff { allow | disallow }auth-only {allow | disallow } |
ms-requested-classifiers {allow | dissalow}]

[ default ] asn-policy classifiers downlinkidle-mode

Removes or disables the configured policy for this subscriber in ASN-GW service.

default
Sets the ASN policy to default for this subscriber.

For downlink traffic classifier default policy is "loos" and for idle mode policy the default action is to allow
idle mode operation in an ASN-GW service.

idle-mode

Sets the idle mode policy for this subscriber in an ASN-GW service. If enabled, Interim-Update is sent with
the BSID and WiMAX-Idle Mode Transition as Idle. If disabled, the Interim can be sent when the call is in
the idle mode based on the interim timer. At this point, the last known BSID is reported to the RADIUS server.

notification-idle-mode
Default: allow

Use to enable or disable Idle-Mode-Notification capabilities. When you enable this command, when the call
moves from active to idle, or idle to active, Accounting Interim is sent.

notification-handoff
Default: allow

If enabled, the Interim-Update is sent with the BSID and SN-Handoff-Indicator as Active Handoff.
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Usage Guidelines

Subscriber Configuration Mode Commands |

allow
Default: enabled

Enables the policy for this subscriber to allow idle mode operation in an ASN-GW service.

disallow
Default: disabled

Enable the policy for this subscriber to disallow idle mode operation in an ASN-GW service.

classifiers downlink

Sets the classifier policy for all service flows coming from HA to FA for this subscriber's matching classifier.

strict
Default: disabled

This option discards all the service flows coming from HA to FA and any other packets not matching to any
of the classifiers set for this subscriber.

loose
Default: enabled

This option allows all the service flows coming from HA to FA and any other packet does not matching to
any of the classifiers set for this subscriber and sent to the BS/MS over downlink flow

auth-only

Specifies whether the call is Auth only or not.

allow

Enables the policy for this subscriber to allow auth-only in an ASN-GW service.

disallow
Default

Disables the policy for this subscriber to allow auth-only in an ASN-GW service.

ms-requested classifiers

Default: allow

By default ASNGW allows dynamic addition of classifiers by the MS during MS-initiated service flow creation
or modification.

Use this command to configure subscriber policy to allow/disallow the idle mode operation or the downlink
traffic flow for a subscriber in an ASN-GW service.

For authentication configuration, the ASN-GW supports the Initial Network Entry (INE) for Ethernet CS
calls. The base station supports Ethernet CS traffic to the network. The INE procedure includes the
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asn-policy .

Authentication of the service flows and IP-Address allocation through DHCP. Authentication is based on the
Extensible Authentication Protocol (EAP).

This command allows MS to transition to idle mode with an ASN-GW.

Example
The following command configures the policy to allow the idle mode for an MS with an ASN-GW:
default asn-policy idle-mode
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. associate accounting-policy

associate accounting-policy

Associates the subscriber with specific pre-configured policies configured in the same context.

Product P-GW
SAEGW
Privilege Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description [ no ] associate accounting-policy name

no

Removes the selected association from this subscriber.

name
Associates the subscriber with an accounting policy configured in the same context.
name must be an existing accounting policy expressed as a string of 1 through 63 characters.

Accounting policies are configured through the policy accounting command in the Context Configuration
mode.

Usage Guidelines Use this command to associate the subscriber with an accounting policy configured in this context.

Example
The following command associates this subscriber with an accounting policy called acctl:

associate accounting-policy acctl
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authorized-flow-profile-id

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

When a profile ID is requested by the Mobile Node (MN), this command sets the value that is authorized by
the Access Gateway (AGW).

PDSN
ASN-GW

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

authorized-flow-profile-id profile id direction { bidirectional | forward
| reverse }

no authorized-flow-profile-id profile id

no
Removes the existing profile ID setting specified by profile_id. profile_id must be an integer from 0 through
65535.
authorized-flow-profile-id profile_id
The profile ID number that is authorized for the current subscriber. profile_id must be an integer from 0
through 65535.
direction { bidirectional | forward | reverse }
This specifies in which data direction the profile ID should be applied.
« bidirectional: This profile ID pertains to both the forward and reverse directions.
» forward: This profile ID pertains to data going to the MN.

» rever se: This profile ID pertains to data coming from the MN.

Use this command to set the profile ID that the AGW will authorize for a subscriber.

Example
Set the profile ID for both directions to 3 for the current subscriber by entering the following command:

authorized-flow-profile-id 3 direction bidirectional
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. content-filtering category

content-filtering category

Product

Privilege

Command Modes

Syntax Description

| A

Enables or disables the specified preconfigured Category Policy Identifier for policy-based Content Filtering
support to the subscriber.

CF
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

content-filtering category policy-id cf policy id

no content-filtering category policy-id

no

Disables the configured category policy ID for content filtering support to the subscriber. This is the default
setting.

content-filtering category policy-id c¢f_policy_id
Applies the content filtering category policy ID, configured in ACS Configuration Mode, to this subscriber.
cf_policy_id must be a category policy ID expressed as an integer from 1 through 4294967295.

If the specified category policy ID is not configured in the ACS Configuration Mode, all packets will be
passed regardless of the categories determined for such packets.

Important

Usage Guidelines

|

Category Policy ID configured through this mode overrides the Category Policy ID configured using the
content-filtering category policy-id command in the ACS Rulebase Configuration Mode.

Use this command to enter the Content Filtering Policy Configuration Mode and enable or disable the Content
Filtering Category Policy ID for a subscriber.

Important

If Content Filtering Category Policy ID is not specified here, the similar command in the ACS Rulebase
Configuration Mode determines the policy.

Up to 64 different policy identifier can be defined in a Content Filtering support service.
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Example

The following command enters the Content filtering Policy Configuration Mode and enables the
Category Policy ID 101 for Content Filtering support:

content-filtering category policy-id 101
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credit-control-client

Product

Privilege

Command Modes

Syntax Description

|

Configures the credit-control client parameters for the subscriber.

GGSN
HA
IPSG
PDSN
P-GW

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#
credit-control-client { event-based-charging | override session-mode {
per-sub-session | per-subscriber } }

no credit-control-client { event-based-charging | override session-mode

}

default credit-control-client event-based-charging

no

Disables the configured setting.

default

Resets the command to its default setting of disabled.

event-based-charging

Enables event-based charging.

override session-mode { per-sub-session | per-subscriber }

Overrides the session-mode configured through the CLI command "requir e ecscredit-control session-mode
per-subscriber" in Global Configuration mode so that different subscriber groups can operate in different
modes. For example, one subscriber group can be configured to work in per-subscriber mode, while another
in per-sub-session mode.

This keyword is used to switch between subscriber level Gy and sub-session level Gy.

Important

This CLI can be changed on the fly. The modified values will be reflected only in the new subscriber session.
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Usage Guidelines

credit-control-client .

The no command removes the override CLI and makes the subscriber group fall back to the configuration
specified through the CLI command "require ecs credit-control session-mode per-subscriber".
Use this command to configure the credit-control client parameters for the subscriber.

This configuration should be enabled to report UE's PLMN, timezone and ULI changes through Event-based-Gy
session. In the event that both Gy Online charging and Gy event reporting are enabled, the P-GW shall send
only CCR-Update requests to the OCS and shall not send CCR-Event requests.

With the inclusion of this keyword override session-mode ... in 14.1 release, it is possible to seamlessly
change the configuration from bearer level to subscriber level and vice-versa without requiring a system
reboot.

Example
The following command enables event-based Gy support for the subscriber:

credit-control-client event-based-charging
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credit-control-group

Configures the credit-control group for this subscriber.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description credit-control-group cc group name

no credit-control-group

no

Removes the credit-control group from the subscriber configuration, if configured.

credit-control-group cc_group_name
Specifies name of the credit-control group.

CC_group_name must be an alphanumeric string of 1 through 63 characters.

Usage Guidelines Use this command to configure the credit-control group for the subscriber.

Example
The following command configures the credit-control group named test12 for the subscriber:

credit-control-group testl2
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credit-control-service

Configures the credit-control service for this subscriber.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Subscriber Configuration

configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

Syntax Description [ no ] credit-control-service cc service name

no

Disables the credit-control service, if configured.

credit-control-service cc_service_name
Specifies the name of the credit-control service.

CC_service_name must be an alphanumeric string of 1 through 63 characters.

Usage Guidelines Use this command to configure the credit-control service for subscribers.

Example
The following command configures the credit-control service named test12 for the subscriber:

credit-control-service testl2
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. data-tunneling ignore df-bit

data-tunneling ignore df-bit

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Controls the handling of the DF (Don't Fragment) bit present in the user IPv4/IPv6 packet for GRE, IP-in-IP
tunneling used for the MIP data path. If this feature is enabled, and fragmentation is required for the tunneled
user IPv4/IPv6 packet, then the DF bit is ignored and the packet is fragmented. Also the DF bit is not copied
to the outer header. Default is enabled.

PDSN

HA

FA

ASN-GW
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

[ no ] data-tunneling ignore df-bit

no

Disables this option. The DF bit in the tunneled IP packet header is not ignored during tunneling.

data-tunneling ignore df-bit
Ignores the DF bit in the tunneled IP packet header.

Use this command to configure a user so that during Mobile IP tunneling the DF bit is not ignored and packets
are not fragmented.

Example

To disable fragmentation of a subscribers packets over a MIP tunnel even when the DF bit is present,
enter the following command:

no data-tunneling ignore df-bit
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dcca peer-select

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

A

Specifies the Diameter credit control primary and secondary peer for credit control.
ACS
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#
dcca peer-select peer host name [ realm realm name ] [ secondary-peer host name
[ realm realm name ] 1]

no dcca peer-select

no

Removes the previously configured Diameter credit control peer selection.

peer host_name

Specifies a unique name for the peer. peer_name must be an alphanumeric string of 1 through 63 characters
that allows punctuation marks.

secondary-peer host_name

Specifies a back-up host that is used for fail-over processing. When the route-table does not find an available
route, the secondary host performs a fail-over processing. host_name must be an alphanumeric string of 1
through 63 characters that allows punctuation marks.

realm realm_name

The realm_name must be an alphanumeric string of 1 through 63 characters that allows punctuation marks.
The realm may typically be a company or service name.

Use this command to select a Diameter credit control peer and realm.

Caution

This configuration completely overrides all instances of diameter peer-select that have been configured with
in the Credit Control Configuration Mode for an Active Charging service.

Example
The following command selects a Diameter credit control peer named test and a realm of companyx:

dcca peer-select peer test realm companyx
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default

Product

Privilege

Command Modes

Syntax Description

Subscriber Configuration Mode Commands |

Restores the default value for the option specified for the current subscriber.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Subscriber Configuration
configure > context context_name > subscriber { default | name subscriber_name }

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-subscriber)#

default { access-link ip-fragmentation | accounting-mode | data-tunneling
ignore df-bit | idle-timeout-activity dormant-downlink-data |

inter-pdsn-handoff | ip { alloc-method | allowed-dscp | header-compression
| hide-service-address | multicast discard | gqos-dscp | source-validation
} | loadbalanace-tunnel-peers | long-duration-action | mobile-ip ({

home-agent | mn-aaa-removal-indication | mn-ha-hash-algorithm |

reverse-tunnel | security-level | send { dns-address |

terminal-verification } } | permission | ppp { always-on-vse-packet |

data-compression { mode | protocols } | keepalive | min-compression-size
| mtu } | radius accounting interim interval-timeout | timeout { absolute
| idle } }

access-link ip-fragmentation

Sets the method for fragmenting packets over the MN access link to its default of normal. Drop the packet
and send ICMP unreachable to the source of packet.

accounting-mode

Enables Radius accounting for the current local subscriber configuration.

data-tunneling ignore df-bit

Sets this option to the default behavior, which is to send an ICMP unreachable - need to frag message back
to the sender and drop the packet, in the case that fragmentation is required but the DF bit is set.

idle-timeout-activity dormant-downlink-data

Sets this option to the default behavior. When downlink data packets are transmitted to the Mobile node and
the session is in dormant mode the session idle timer is reset.

inter-pdsn-handoff

During a handoff from one PDSN to another, if the Mobile requests an IP address of 0.0.0.0 or a mismatched
IP address the PDSN will not disconnect the session immediately. The PDSN tries to assign the proposed
address of the session in the IPCP configuration NAK.
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default .

ip{ | allowed-dscp | dhcp-relay | header-compression | hide-service-address | multicast discard | qos-dscp
| source-validation | user-datagram-tos copy }

allowed-dscp: resets the allowed DSCP parameters to the system defaults: class none, max-class be.

hide-service-address: specifies the default setting for hide the ip-address of the service from the subscriber.
Default is Disabled

dhcp-relay: Configured with the DHCP server address during MS authentication. The AAA server sends the
address of the DHCP server in the Access-Accept message. The DHCP relay uses this address to relay the
DHCP messages from the MS to the DHCP server.

multicast discard: Configures the default multicast settings which is to discard PDUs
gos-dscp: Sets the quality of service setting to the system default.
sour ce-validation: Specifies the default IP source validation. Default is Enabled.

user-datagram-tos copy: Disables copying of the IP TOS octet value to all tunnel encapsulation IP headers.

loadbalance-tunnel-peers

Sets the tunnel load balancing algorithm to the system default.

long-duration-action

Sets the action that is taken when the long duration timer expires to the default: detection.

mobile-ip { home-agent | mn-aaa-removal-indication | mn-ha-hash-algorithm | reverse-tunnel | security-level
| send { dns-address | terminal-verification } }

allow-aaa-address-assignment: Disables the FA from accepting a home address assigned by an AAA server.
home-agent: Sets home agent IP address to its default of 0.0.0.0.

match-aaa-assigned-address: Disables the FA validating the home address in the RRQ against the one
assigned by AAA server.

mn-aaa-removal-indication: Sets this parameter to its default of disabled.
mn-ha-hash-algorithm: Sets the encryption algorithm to the default of hmac-md5.
reverse-tunnel: Sets this parameter to its default of enabled.

security-level: Sets this parameter to its default of none.

send dns-address: Disables the HA from sending the DNS address NVSE in the RRP.

send terminal-verification: Disables the FA from sending the terminal verification NVSE in the RRQ.

permission

Restores the subscriber's serv