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inclusion-frequency 784
load-control-handling 785
load-control-publishing 787
threshold 788

weightage 789

CHAPTER 19 GTPC Overload Control Profile Configuration Mode Commands 793
end 794
exit 794
cpu-utilization 794
inclusion-frequency 795
message-prioritization 797
overload-control-handling 798
overload-control-publishing 800
self-protection-behavior 801
tolerance 802
throttling-behavior 804
validity-period 805
weightage 806

CHAPTER 20 GTPP Server Group Configuration Mode Commands 809
end 810
exit 810
gtpp charging-agent 811
gtpp data-record-format-version 812
gtpp data-request sequence-numbers 813
gtpp deadtime 814
gtpp dead-server suppress-cdrs 815
gtpp detect-dead-server 816
gtpp dictionary 817
gtpp duplicate-hold-time 819
gtpp echo-interval 820
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gtpp egedr 821

gtpp error-response 825

gtpp max-cdrs 826

gtpp max-pdu-size 827

gtpp max-retries 828

gtpp mbms bucket 829

gtpp mbms interval 830

gtpp mbms tariff 831

gtpp mbms volume 832

gtpp redirection-allowed 833

gtpp redirection-disallowed 834
gtpp server 834

gtpp source-port-validation 836
gtpp storage-server 836

gtpp storage-server local file 837
gtpp storage-server max-retries 842
gtpp storage-server mode 843

gtpp storage-server timeout 844
gtpp suppress-cdrs zero-volume 845
gtpp suppress-cdrs zero-volume-and-duration 847
gtpp timeout 848

gtpp transport-layer 848

gtpp trigger 849

CHAPTER 21 GTP-U Service Configuration Mode Commands 855
bind 855
echo-interval 857
echo-retransmission-timeout 858
end 859
exit 860
extension-header 860
ip qos-dscp 861
ipsec-allow-error-ind-in-clear 863

ipsec-tunnel-idle-timeout 863

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



. Contents

max-retransmissions 864
path-failure clear-trap 865
path-failure detection-policy 866
retransmission-timeout 867
sequence-number 868
source-port 869

udp-checksum 871

CHAPTER 22 HA Proxy DNS Configuration Mode Commands 873
description 873
end 874
exit 874
pass-thru 874
redirect 875

CHAPTER 23 HA Service Configuration Mode Commands 877
all-signalling-packets 878
aaa 879
access-network 880
associate 881
authentication 882
bind 884
binding-update 885
default 886
default subscriber 888
description 889
encapsulation 890
end 891
exit 891
fa-ha-spi 891
gre 893
idle-timeout-mode 895
ikevl 896

ip context-name 897
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ip local-port 898

ip pool 898

isakmp 899

min-reg-lifetime 901

mn-ha-spi 902

nat-traversal 904

optimize tunnel-reassembly 905
per-domain statistics-collection 905
policy bc-query-result 906

policy nw-reachability-fail 907
policy overload 908

policy null-username 910
private-address allow-no-reverse-tunnel 911
radius accounting dropped-pkts 911
reg-lifetime 912

reverse-tunnel 913

revocation 914

setup-timeout 916

simul-bindings 917

threshold dereg-reply-error 918
threshold init-rrq-rcvd-rate 919
threshold ipsec-call-req-rej 920
threshold ipsec-ike-failrate 921
threshold ipsec-ike-failures 922
threshold ipsec-ike-requests 924
threshold ipsec-tunnels-established 925
threshold ipsec-tunnels-setup 926
threshold reg-reply-error 927
threshold rereg-reply-error 928
wimax-3gpp2 interworking 929

CHAPTER 24 HD RAID Configuration Mode Commands 931
disk 931
do show 932
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end 932

exit 933
failure 933
overwrite 933
quarantine 935
read-ahead 936
select 937
speed 938

CHAPTER 25 HD RAID Disk Configuration Mode Commands 941
do show 941
end 942
exit 942
ncq 942
read-ahead 943

CHAPTER 26 HD Storage Policy Configuration Mode Commands 945
directory 945
end 946
exit 946
file 947

CHAPTER 27 HeNB-GW Access Service Configuration Mode Commands 949
associate henbgw-network-service 950
associate sctp-param-template 951
associate x2gw-service 951
bind sl-mme 952
csg-optimized-paging 953
end 954
exit 954
mme-id 954
nas-node-selection 955
plmn 956
sl-mme ip qos-dscp 957
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sl-mme sctp port 958
slu-relay 959
security-gateway bind 960
security-gateway ip 961

timeout 962

CHAPTER 28 HeNBGW Qci Dscp Mapping Table Configuration Mode Commands 963
dscp-marking-default 963
end 965
exit 965
qci 965
CHAPTER 29 HeNB-GW Network Service Configuration Mode Commands 967

anr-info-retrieval 968

associate sctp-param-template 968
default-paging-drx 969

end 970

exit 970

logical-enb 971
paging-rate-control 972
public-warning-system 973

pws 973
slap-max-retransmissions 974

slap-retransmission-timeout 975

CHAPTER 30 Hexdump Module Configuration Mode Commands 977
do show 977
end 978
exit 978
file 978
hexdump 982

CHAPTER 31 HLR Configuration Mode Commands 987

acn-version-retention 987
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do show 988

end 989

exit 989

imsi 989

policy routing 991

release-compliance 992

CHAPTER 32 HNB-GW Global Configuration Mode Commands 993
access-control-db 993
end 995
exit 995
paging hybrid-hnb 995
paging open-hnb 997
sctp 998
session-collocation 1000

tnnsf-timer 1001

CHAPTER 33 HNB-GW Service Configuration Mode Commands 1003
access-control-db 1004
associate cbs-service 1005
associate gtpu-service 1006
associate rtp pool 1007
authorised-macro-lai macro-info-ie-absent-action 1008
authorised-macro-lai mcc 1009
common-plmn 1010
end 1011
exit 1011
handin 1011
hnb override-vsa location-based-service 1012
hnb-access-mode closed 1013
hnb-access-mode hybrid 1014
hnb-access-mode mismatch-action 1015
hnb-access-mode open 1016

hnb-aggregation 1017
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hnb-config-transfer 1018
hnb-identity 1019

ip iu-qos-dscp 1020

ip iuh-qos-dscp 1022

ipsec connection-timeout 1025
iurh-handoff 1026
iurh-handoff-guard-timer 1027
mocn-max-reroute-attempts 1027
mocn-reroute-timeout 1028
paging cs-domain 1029
paging imsi-purge-timer 1031
paging ps-domain 1031
paging open-hnb 1033
radio-network-plmn 1035
ranap reset 1036

rtcp report 1037

rtp address 1038

rtp port 1039

rtp mux 1040

sctp bind 1041

sctp checksum-type 1042
sctp connection-timeout 1043
sctp cookie-life 1044

sctp heart-beat-timeout 1044
sctp mtu-size 1045

sctp rto 1046

sctp sack-frequency 1047
sctp sack-period 1048
security-gateway bind 1048
sessmgr-to-cbsmgr-pacing-timer 1050
tnnsf-timer 1050

ue registration-timeout 1051

CHAPTER 34 HNB-CS Network Configuration Mode Commands 1053

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



. Contents

associate alcap-service 1054
associate rtp pool 1055
associate sccp-network 1056
end 1057

exit 1057

global-rnc-id 1058
iu-rtcp-interval 1059

map core-network-id 1059
map idnns 1061

map lac 1062

map nri 1063

msc deadtime 1064

msc point-code 1066

nri length 1067

null-nri 1068

offload-msc 1069

ranap reset 1070

sccp 107

CHAPTER 35 HNB-PS Network Configuration Mode Commands 1073
associate gtpu-service 1074
associate-sccp-network 1075
end 1075
exit 1076
global-rnc-id 1076
map core-network-id 1077
map idnns range 1078
map nri range 1080
nri length 1081
null-nri 1082
offload-sgsn 1083
ranap reset 1084
sgsn deadtime 1085
sgsn point-code 1087
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sccp 1088

CHAPTER 36 HNB-RN PLMN Configuration Mode Commands 1089
associate cs-network 1089
associate ps-network 1090
authorised-macro-lai 1090
end 1091
exit 1091
rnc-id 1091

CHAPTER 37 HSGW Service Configuration Mode Commands 1093
all-signalling-packets 1094
associate 1095
bind address 1095
context-retention-timer 1097
data-available-indicator 1097
data-over-signaling 1098
dns-pgw 1098
end 1100
exit 1100
fqdn 1100
fragment 1102
gre 1102
ip 1105
lifetime 1107
max-retransmissions 1108
mobile-access-gateway 1109
network-initiated-qos 1109
plmnid 1110
policy overload 1111
profile-id-qci-mapping 1112
registration-deny 1113
retransmission-timeout 1114

rsvp 1115
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setup-timeout 1116
spi remote-address 1117
ue-initiated-qos 1119

unauthorized-flows 1119

CHAPTER 38 HSGW Service RoHC Configuration Mode Commands 1121
cid-mode 1121
end 1122
exit 1123
mrru 1123

profile 1124

CHAPTER 39 HSS Peer Service Configuration Mode Commands 1127
auth-request 1127
diameter hss-dictionary 1128
diameter hss-endpoint 1129
diameter suppress 1131
diameter update-dictionary-avps 1131
dynamic-destination-realm 1132
end 1133
exit 1134
failure-handling 1134
request timeout 1137

zone-code-format 1138
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About this Guide

Note

Control and User Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. Unless otherwise specified, it should not be assumed
that any constructs (including, but not limited to, commands, statistics, attributes, MIB objects, alarms, logs,
services) referenced in this document imply functional parity between legacy/non-CUPS and CUPS products.
Please contact your Cisco Account or Support representative for any questions about parity between these
products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

Y

The ASR 5000 hardware platform has reached end of life and is not supported in this release. Any references
to the ASR 5000 (specific or implied) or its components in this document are coincidental. Full details on the
ASR 5000 hardware platform end of life are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-735573.html.

Note

The HA, HSGW, PDSN, and SecGW products have reached end of life and are not supported in this release.
Any references to these products (specific or implied) their components or functions including CLI commands
and parameters in this document are coincidental and are not supported. Full details on the end of life for these
products are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-740422 html.

This preface describes the Command Line Interface Reference and its document conventions.

This reference describes how to use the command line interface (CLI) to interact with the products supported
by the StarOS™. The CLI commands are organized by command modes in the code and in this reference. The
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. CLI Command Sections

About this Guide |

command modes are presented alphabetically. The description of each command states the command's function,
describes its syntax, presents limitations when applicable, and offers an example of its usage.

* CLI Command Sections, on page Xxxvi
» Conventions Used, on page xxxvi

* Supported Documents and Resources, on page xxxviii

* Contacting Customer Support, on page Xxxix

CLI Command Sections

The following table describes the individual sections in the command descriptions presented in this reference.

Section

Description

Product

The product(s) supporting the CLI command.

Privilege

The user privilege levels having access to the CLI
command.

For more information on user types and user
privileges, refer to the CLI Administrative Users
section in the Command Line Interface Overview
chapter.

Mode

The command and configuration mode sequences to
the CLI configuration mode for the CLI command.

For more information on command modes, refer to
the CLI Command Modes section in the Command
Line Interface Overview chapter.

Syntax

The command's syntax.

For more information on CLI command syntax, refer
to the CLI Command Syntax section in the Command
Line Interface Overview chapter.

Description of the keyword(s) and variable(s) in the
command.

Usage

Information about the command's usage including
dependencies and limitations, if any.

Example

Example(s) of the command.

Conventions Used

The following tables describe the conventions used throughout this documentation.
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About this Guide [JJ]

Notice Type Description

Information Note Provides information about important features or
instructions.

Caution Alerts you of potential damage to a program, device,
or system.

Warning Alerts you of potential personal injury or fatality. May

also alert you of potential electrical hazards.

Typeface Conventions

Description

Text represented as a screen display

This typeface represents displays that appear on your
terminal screen, for example:

Login:

Text represented as commands

This typeface represents commands that you enter,
for example:

show ip access-list

This document always gives the full form of a
command in lowercase letters. Commands are not
case sensitive.

Text represented as a command variable

This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired
chassis slot number.

Text represented as menu or sub-menu names

This typeface represents menus and sub-menus that
you access within a software application, for example:

Click the File menu, then click New

Command Syntax Conventions

Description

{ keyword or variable }

Required keyword options and variables are those
components that are required to be entered as part of
the command syntax.

Required keyword options and variables are
surrounded by grouped braces { }. For example:

sctp-max-data-chunks { limit max chunksg
| mtu-limit }

If a keyword or variable is not enclosed in braces or
brackets, it is mandatory. For example:

snmp trap link-status
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About this Guide |

Command Syntax Conventions

Description

[ keyword or variable ]

Optional keywords or variables, or those that a user
may or may not choose to use, are surrounded by
brackets.

Some commands support multiple options. These are
documented within braces or brackets by separating
each option with a vertical bar.

These options can be used in conjunction with
required or optional keywords or variables. For
example:

action activate-flow-detection {
intitiation | termination }

or

ip address [ count number of packets |
size number of bytes ]

Supported Documents and Resources

Related Documentation

The most up-to-date information for this product is available in the product Release Notes provided with each

software release.

The following related product documents are also available:

» AAA Interface Administration and Reference

» GTPP Interface Administration and Reference

* |PSec Reference

* Platform-specific System Administration Guides
* Product-specific Administration Guides

* Release Change Reference

* SNMP MIB Reference

» Satistics and Counters Reference

» Satistics and Counters Reference - Bulk Satistics Descriptions

» Thresholding Configuration Guide
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Contacting Customer Support

Use the information in this section to contact customer support.

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.
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CHAPTER 1

Gateway Selection Profile Configuration Mode
Commands

Command Modes Exec > Global Configuration > Gateway Selection Profile Configuration
configure > gateway-selection-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(gw-profile-profile name)#

| &

Important  Available commands or keywords/variables vary based on platform type, product version, and installed
license(s).

* description, on page 1
* do show, on page 2

* end, on page 2

* exit, on page 3

* zone, on page 3

description

Product ePDG
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Gateway Selection Profile Configuration

configure > gateway-selection-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(gw-profile-profile name)#

Syntax Description description descriptive string

remove description
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. do show

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A

Gateway Selection Profile Configuration Mode Commands |

remove

descriptive_string

descriptive_string must be an alphanumeric string from 1 to 100 characters.

Use this command to

Example

Use the following command to

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.
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exit

Product

Privilege

Syntax Description

Usage Guidelines

Zzonhe

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

exit .

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

ePDG
Security Administrator, Administrator

Exec > Global Configuration > Gateway Selection Profile Configuration
configure > gateway-selection-profile profile_name
Entering the above command sequence results in the following prompt:

[local]lhost name(gw-profile-profile name)#

zone zone fgdn action { ignore | mandatory }

remove zone zone fgdn
remove

zone_fqdn

zone_fgdn must be an alphanumeric string from 1 to 255 characters.

action { ignore | mandatory }

Use this command to

Example

Use the following command to

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



Gateway Selection Profile Configuration Mode Commands |

. zone

. Command Line Interface Reference, Modes G - H, Star0S Release 21.19



Command Modes

|

CHAPTER 2

GGSN Service Configuration Mode Commands

The Gateway GPRS Support Node (GGSN) Configuration Mode is used to create and manage GGSN services
within the current context.

Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* accounting, on page 6

* associate gtpu-service, on page 7

* associate peer-map, on page 8

* associate pgw-service, on page 9

* authorize-with-hss, on page 9

* bind, on page 10

* cc behavior, on page 11

* cc profile, on page 12

* default, on page 15

* dns-client, on page 17

» echo-interval, on page 18

* echo-retransmission-timeout, on page 19
* end, on page 20

* exit, on page 20

+ fqdn, on page 21

* gtpc allow-on-congestion, on page 22

* gtpc decode-as-hex, on page 23

* gtpc handle-collision upc nrupc, on page 24
* gtpc map-mbr-ambr, on page 25

* gtpc nsapi-in-create-pdp-response, on page 26
* operator-del-cause, on page 26
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. accounting

* gtpc private-extension, on page 27

* gtpc ran-procedure-ready-delay, on page 29
* gtpc support-access-side, on page 31

* gtpc support-earp, on page 32

* gtpc suppress-nrupc, on page 32

* gtpc update-pdp-resp, on page 34

* gtpu echo-interval, on page 35

» guard-interval, on page 35

* internal-qos data, on page 36

* ip local-port, on page 37

* ip qos-dscp, on page 38

* max-contexts, on page 41

* max-retransmissions, on page 42

* mbms policy, on page 43

* newcall, on page 44

* path-failure, on page 45

* plmn id, on page 46

* plmn unlisted-sgsn, on page 47

* policy, on page 49

* retransmission-timeout, on page 50

* retransmission-timeout-ms, on page 51

* setup-timeout, on page 52

* sgsn address, on page 53

* sgsn define-multiple-address-group, on page 55
* sgsn multiple-address-group, on page 56
* sgsn mecc-mnc, on page 58

* trace-collection-entity, on page 58

accounting

Configures the name of the context configured on the system that processes accounting for PDP contexts
handled by this GGSN service.

Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

Syntax Description accounting context context name
no accounting context
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Usage Guidelines

associate gtpu-service .

no

Removes a previously configured accounting context.

context_name
Specifies the name of the context to be used for accounting. context_name must be an alphanumeric string of

1 through 79 characters that is case sensitive.

By default, the system attempts to use the same context as the one in which the GGSN service is configured
for accounting purposes. This command can be used to either change the system's default behavior, or allow
GPRS Tunneling Protocol Prime (GTPP) accounting to a charging gateway (CG).

By default when GTPP accounting is used, accounting records will be sent to the accounting servers configured
in whichever context the GGSN service is configured. This command may be used to override that default.

Example
The following command configures the GGSN service's accounting context to be plmnl:

accounting context plmnl

associate gtpu-service

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command associates a previously configured GTP-U service to bind the GGSN service with a peer. A
GTP-U service must be configured in Context Configuration mode before using this configuration.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

associate gtpu-service svc name
no associate gtpu-service

no

Removes the associated GTP-U service from this GGSN service configuration.

Svc_name

Identifies the name of the GTP-U service preconfigured in Context Configuration mode to associate with a
GGSN service. svc_hame is an alphanumeric string from 1 through 63 characters.

Use this command to configure GTP-U data plan between GGSN service and peer node. The service defined
for GTP-U can be configured in Context configuration mode.
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GGSN Service Configuration Mode Commands |

Example
Following command associates GTP-U service named gtpu-hnbl with specific GGSN service.

associate gtpu-service gtpu-hnbl

associate peer-map

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

| A

This command associates a previously configured GGSN peer-map in LTE Policy Configuration mode with
GGSN service. A peer-map must be configured before using this configuration.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

associate peer-map peer map name
no associate peer-map

no

Removes the associated Peer-Map from this GGSN service configuration.

peer_map_name
Identifies the name of the Peer Map preconfigured in LTE-Policy Configuration mode to associate with a

GGSN service. peer_map_name is an alphanumeric string from 1 through 63 characters.

Use this command to associate Peer Map with GGSN service. The peer-profile associated with peer map can
be configured in GGSN Peer-Profile configuration mode.

Important

When there is no association of peer-map in any of the service, then "default" peer profile of the corresponding
service-interface type shall be applied except for GTP-C parameters. Also GTP-C parameters configuration
shall be applied from GG service level configuration for GGSN.

A maximum of 1024 peer map rules can be configured on one system.

Example
Following command associates Peer Map named ggsn_peer_mapl with specific GGSN service.

associate peer-map ggsn_peer_mapl
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associate pgw-service .

associate pgw-service

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables a previously configured P-GW service to which handover will be done by the GGSN
service. The P-GW service must be configured in Context Configuration mode before using this configuration.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

associate pgw-service svc name
no associate pgw-service

no

Removes the associated P-GW service from this GGSN service configuration.

Svc_name

Identifies the name of the P-GW service preconfigured in Context Configuration mode to which handover
will be done.

The svc_name must be an alphanumeric string from 1 through 63 characters.
Use this command to allow enabling/disabling bearer handover from GGSN to a P-GW service. The service
defined for P-GW can be configured in Context configuration mode.

The P-GW's eGTP service should have the same bind address as GGSN service and P-GW and GGSN should
share same GTP-U, otherwise handover will fail.

Example
Following command enables P-GW service named pgw-test handover with specific GGSN service.

associate pgw-service pgw-test

authorize-with-hss

Product

Privilege

This command enables or disables subscriber session authorization via a Home Subscriber Server (HSS) over
an S6b Diameter interface. This feature is required to support the interworking of GGSN with P-GW and HA.

GGSN

Security Administrator, Administrator
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bind
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Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

authorize-with-hss [ report-ipvé6-addr ]
{ default | no } authorize-with-hss

default

Disables the default authorization of subscriber over S6b interface. Resets the command to the default setting
of "authorize locally" from an internal APN authorization configuration.

no

Disables the default authorization of subscriber over S6b interface. Resets the command to the default setting
of "authorize locally" from an internal APN authorization configuration.

report-ipv6-addr

Enables IPv6 address reporting through Authorization-Authentication-Request (AAR) towards the S6b
interface.

Use this command to enable/disable the authorization support for subscriber over S6b interface, which is used

between GGSN and the 3GPP AAA to exchange the information related to charging, P-CSCF discovery, etc.

Use of this feature allows the GGSN service to interact with HSS over S6b interface through Diameter
configuration which is already configured on the system.

[
Important  Diameter configuration must be available before enabling this command. For more information regarding
Diameter interface configuration, refer Diameter Endpoint Configuration Mode Commands chapter.
[
Important  This command is a license-enabled feature.

Example

The following command enables subscriber authorization via an HSS over an S6b Diameter interface
to provide session interoperability between GGSN and P-GW and HA in this GGSN service:

authorize-with-hss

Binds the GGSN service to a logical IP interface serving as the Gn interface. Specifies the maximum number
of subscribers that can access this service over the interface.
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cc behavior .

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ no ] bind { address ipv4 address [ ipv6-address ipvé address ] | ipv4-address
ipv4 address [ ipv6-address ipvé address ] | ipvé6-address ipvé address [
ipv4-address ipv4 address ] }

no

Removes a previously configured binding for the GGSN service.

address ipv4_address

Specifies the IP address (address) of the interface configured as the Gn interface. ipv4_address is specified
in IPv4 dotted-decimal notation.

ipvd-address ipv4_address

Specifies the IP address (address) of the interface configured as the Gn interface. ipv4_address is specified
in IPv4 dotted-decimal notation.

ipv6-address ipv6_address
Specifies the IP address (address) of the interface configured as the Gn interface. ipv6_address is specified
in IPv6 colon-separated hexadecimal notation.

Used to associate or tie the GGSN service to a specific logical IP address. The logical IP address or interface
takes on the characteristics of a Gn interface. Only one interface can be bound to a service. The interface
should be configured prior to issuing this command.

Example

The following command would bind the logical IP interface with the IPv4 address of 192.168.3.1 to
the GGSN service:

bind ipv4-address 192.168.3.1
The following command disables a binding that was previously configured:

no bind ipv4-address 192.168.3.1

cc behavior

Configures the 3GPP behavior bits associated with the GGSN's charging characteristics (CC).
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cc profile

Product

Privilege

GGSN Service Configuration Mode Commands |

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

cc behavior no-records nr value
default cc behavior
no cc behavior no-records

default

Restores behavior parameters to default value of 0 (disabled).

no

Removes the previously configured behavior bit.

no-records nr_value

Default: 0 (disabled)

Specifies the behavior bit upon which the GGSN ceases sending accounting records to a server.

nr_value can be configured to an integer from 1 through 12 corresponding to the 12 behavior bits — B1 through
BI12.

3GPP standards after 3GPP R98 included 12 behavior bits as part of GGSN charging characteristics. Like the
charging characteristics profile index, the behavior bits are sent by the SGSN to the GGSN in the Create PDP
Context request message.

This command configures the behavior bits for each of the conditions described.

Example
The following command configures a behavior bit of 10 for no-records:

cc behavior no-records 10

Configures the charging characteristic (CC) profile index properties.
GGSN

Security Administrator, Administrator
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Command Modes

Syntax Description

|

cc profile .

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

cc profile index [ buckets number | interval time [ downlink down octets uplink

up_octets | total total octets ] | prepaid { prohibited |
use-rulebase-configuration } | sgsns num changes | tariff timel mins hours [
time2 mins hours ] [ time3 mins hours ] [ timed mins hours ] [ time5 mins hours
] [ time6 mins hours ] | volume { downlink vol down octets uplink vol up octets

| total total octets } 1
default cc profile index
no cc profile index { buckets | interval | prepaid | sgsns | tariff | volume

}

default
Returns the specified cc profile to the original default system settings. The following defaults are applied:

* buckets: 4

* interval: Disabled

* volume: Disabled

* sgsns: 4

* tariff-time: Disabled

no

Removes a previously configured profile index.

index

Configures a profile index for the parameter to be specified. index can be configured to an integer from 0
through 15.

Important

3GPP standards suggest that profile index values of 1, 2, 4, and 8 be used for hot billing, flat rate billing,
prepaid billing and normal billing, respectively. A single charging characteristics profile can contain multiple
behavior settings.

buckets number
Default: 4

Specifies the number of statistics container changes due to QoS changes or tariff time that can occur before
an accounting record should be closed.

number can be configured to an integer from 1 through 4.
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interval time [downlink down_octets uplink up_octets | total total_octets ]

Specifies the normal time duration that must elapse before closing an accounting record provided that any or
all of the following conditions occur:

* Downlink traffic volume is reached within the time interval
* Uplink traffic volume is reached within the time interval

* Total traffic volume (up and downlink) is reached within the time interval

time is measured in seconds and can be configured to an integer from 60 through 40000000.

down_octetsis the downlink traffic volume measured in octets and can be configured to an integer from 0
through 1000000.

up_octets is the uplink traffic volume measured in octets and can be configured to an integer from 0 through
1000000.

total_octets is the total traffic volume measured in octets and can be configured to an integer from 0 through
1000000.

prepaid { prohibited | use-rulebase-configuration }

This command enables or disables prepaid for the specified profile index.
Default: N/A

prohibited: Disable prepaid for the specified profile index.

use-rulebase-configuration: Use the prepaid configuration in the rulebase.

sgsns num_changes
Default: 4

Specifies the number of SGSN changes (such as, inter-SGSN switchovers) resulting in a new RAI (Routing
Area Identity) that can occur before closing an accounting record.

num_changes can be configured to an integer from 1 through 15.

tariff time1 mins hours time2 mins hours time3 mins hours timed mins hours time5 mins hours time6 mins
hours

Specifies time-of-day time values to close the current statistics container (but not necessarily the accounting
record). Six different tariff times may be specified. If less than six times are required, the same time can be
specified multiple times.

Important

The system assumes that the billing system uses the day/date to determine if the statistics container represents
an actual tariff period.

For each of the different tariff times, the following parameters must be configured:

» mins: The minutes of the hour, an integer value from 0 to 59.

* hours: The hour of the day, an integer value from 0 to 23.
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Usage Guidelines

default

Product

Privilege

Command Modes

Syntax Description

default .

volume {downlink vol_down_octets uplink vol_up_octets | total total_octets}

Specifies the downlink, uplink, and total volumes that must be met before closing an accounting record.
vol_down_octets is measured in octets and can be configured to an integer from 100000 to 4000000000.
vol_up_octets is measured in octets and can be configured to an integer from 100000 to 4000000000.
total_octets is the total traffic volume (up and downlink) measured in octets and can be configured to an
integer from 100000 to 4000000000.

Charging characteristics consist of a profile index and behavior settings. This command configures profile
indexes for the GGSN's charging characteristics. The GGSN supports up to 16 profile indexes.

This command works in conjunction with the cc-sgsn command located in the APN Configuration Mode that
dictates which CCs should be used for subscriber PDP contexts.

Example
The following command configures a profile index of 10 for tariff times of 7:00 AM and 7:30 PM:
cc profile 10 tariff timel O 7 time2 30 19 time3 0 7 timed4 30 19

Sets/restores the default value assigned for the specified parameter.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ default ] { cc { behavior | profile index } | echo-interval | gtpu

echo-interval | gtpu reorder { context | sequence-numbers | timeout } |

guard-interval | ip { local-port gtpc-vl | gqos-dscp } | max-retransmissions
| plmn { unlisted-sgsn } | setup-timeout | timeout }

cc { behavior | profile index }
Restores the GGSN's charging characteristics parameters to the following default settings:

* behavior: Restores all behavior parameters to their default values of 0 (disabled).

« profile: For the specified index, the following defaults are applied:
* buckets: 4

« interval: Disabled
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. default

« volume: Disabled
* sgsns: 4

« tariff-time: Disabled

echo-interval

Restores the GTP echo-interval parameter to its default setting of 60.

gtpu echo-interval

Restores the GTPU echo-interval parameter to its default setting of 60.

gtpu reorder { context | sequence-numbers | timeout }
Restores the gtpu reordering parameters to the following default settings:

* gtpu reorder context: Disabled
* gtpu reorder sequence-numbers: Disabled

* gtpu reorder timeout: 100 milliseconds

gtpu udp-checksum insert

Restores the GGSN gtpu udp-checksum parameter to its default setting of enabled.

guard-interval

Restores the GGSN guard-interval parameter to its default setting of 100.

ip {local-port gtpc-v1 | qos-dscp }
Restores the GGSN ip parameters to the following default setting:
* local-port gtpc-vi1: 2123

* qos-dscp: conversational ef streaming afl1 interactive af21 background be

max-retransmissions

Restores the GGSN max-retransmissions parameter to its default setting of 4.

plmn { unlisted-sgsn }

Restores the GGSN plmn unlisted-ggsn parameter to its default setting of reject.

setup-timeout

Restores the GGSN setup-timeout parameter to its default setting of 60.

timeout

Restores the GGSN timeout parameter to its default setting of 5.
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dns-client

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

dns-client .

After the system has been modified from its default values, this command is used to set/restore specific
parameters to their default values.

Example
The following command restores the GGSN service's guard interval parameter to its default setting:

default guard-interval

This command defines the context name where a DNS client is configured. It associates an existing DNS
client configuration with the GGSN to perform a DNS query for P-CSCF, if a P-CSCF query request in an
AAA message is received from the Diameter node.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

dns-client context dns ctxt name
{ no | default } dns-client context

no

Removes the association of DNS context which was configured to perform DSN query in this GGSN service.

default

Sets the default context for the DNS client.

dns_ctxt_name

Specifies the name of the context in which a DNS client configuration is present. Typically this should be the
same context in which this GGSN service is configured.

dns_ctxt_nameis a context name and must be alphanumeric string of 1 through 79 characters.
Use this command to associate a DNS client configuration to perform DNS query used for the resolution of

P-CSCEF query received in AAA message from Diameter peer, on the basis of DNS client parameters configured
in a context.

A DNS client configuration must be present in the same context as GGSN service before enabling this command
to perform DNS query for P-CSCF.
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|

Important  This command is a license-enabled feature.

Example

The following command associates a DNS client configuration to perform DNS query for P-CSCF
with this GGSN service which is configured in same context as GGSN service:

default dns-client context

echo-interval

Configures the rate at which GPRS Tunneling Protocol (GTP) v1-C Echo packets are sent from the GGSN
service to the SGSN.

Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

Syntax Description echo-interval seconds [ dynamic [ smooth-factor multipiier ] 1]
{ default | no } echo-interval

default

Configures the default value (60 seconds) for echo interval.

no

Disables the sending of GTPv1-C Echo packets.

seconds
Default: 60

Specifies the frequency at which the GGSN service sends GTPv1-C Echo packets to the SGSN(s) it is
configured to communicate with.

seconds is measured in seconds and can be configured to an integer from 60 through 3600.

dynamic [ smooth-factor multiplier]

Enables the dynamic echo timer for the GTP-U service.
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Usage Guidelines

echo-retransmission-timeout .

smooth-factor multiplier: Introduces a muliplier into the dynamic echo timer as an integer from 1 through
5. Default: 2

Use this command to adjust the rate at which the GGSN sends these packets. GTPv1-C Echo packets are used
to detect whether SGSNs that the GGSN service is communicating with, has become unresponsive or has
rebooted.

The system initiates this protocol for each of the following scenarios:
+ Upon system boot

* Upon the configuration of a new SGSN on the system using the sgsn address command as described in
this chapter

* Upon the execution of the path failure detection policy as described in path-failure command of this
chapter
The echo-interval command is used in conjunction with the max-r etransmissionsand r etr ansmission-timeout
commands as described in this chapter.

In addition to receiving an echo response for this echo protocol, if GGSN receives a Node Alive Request
message or a Echo Request message from a presumed dead SGSN, it will immediately assume the SGSN is
active again.

If the GGSN discovers that an SGSN has become unresponsive, it will terminate all PDP contexts that had
been established with the SGSN.

Example
The following command configures the GGSN service to send GTP Echo packets every 120 seconds:

echo-interval 120

echo-retransmission-timeout

Product

Privilege

Command Modes

Syntax Description

Configures the timeout for GTPv1 echo message retransmissions for this service.
GGSN
Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

echo-retransmission-timeout seconds
default echo-retransmission-timeout
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end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines
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default

Returns the command to its default setting of 3.

seconds
Default: 5

Configures the echo retransmission timeout, in seconds, for the GTPv1 service as an integer ranging from 1
to 20.

Use this command to configure the amount of time, in seconds, before the GTPv1 service transmits another
echo request message. The value set in this command is used, as is, for the default echo. If dynamic echo is

enabled (echo-interval dynamic) the value set in this command serves as the dynamic minimum (if the RTT
multiplied by the smooth factor is less than the value set in this command, the service uses this value).

Example
The following command sets the retransmission timeout for echo messages to 2 seconds:

echo-retransmission-timeout 2

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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fqdn .

fqdn

This command defines Fully Qualified Domain Name (FQDN) which would be used for authorization over
S6b interface between GGSN and 3GPP AAA/HSS.

Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

Syntax Description fgqdn host host name realm realm id
{ no | default } fqdn

Removes the configured FQDN host name and realm ID from the GGSN service.

default

Sets the system to default mode for this command and configures the host and realm ID value to NULL.

host host_name

Specifies the name of the host to be used for authorization over an S6b interface to a 3GPP AAA server/HSS
from the GGSN service.

host_name is a unique node name for authorization over the S6b interface from this GGSN service.

host_name must be an alphanumeric string of 1 through 127 characters. Punctuation marks are allowed.

realm realm_id

Specifies the realm as an FQDN to be used for authorization over S6b interface with 3GPP AAA server/HSS
from GGSN service. The realm may typically be a company or service name.

realm_id is a unique identifier configured for the authorization over S6b interface from this GGSN service,
expressed as an alphanumeric string of 1 through 127 characters. Punctuation marks are allowed.

host_name

Usage Guidelines Use this command to define host and realm as the FQDN for a 3GPP AAA server/HSS that would be used
for authorization over an S6b interface with the GGSN. The realm specified as an FQDN may typically be a
company or service name.

By default the FQDN host and realm will be NULL
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Important  This command is a license-enabled feature.

Example

The following configures the hssl as host name and Xyz.com as realm to support authorization over
an S6b from this GGSN service:

fgdn host hssl realm xyz.com

gtpc allow-on-congestion

This command enables the prioritized handling for VOLTE/Emergency calls for the current GGSN service.
This is a license-controlled feature under the license introduced for VOLTE.

Product GGSN
Privilege Administrator, Config Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

Syntax Description [ no ] gtpc allow-on-congestion { apn-name [ apn name ] | arp [ priority ]
| rel9%arp [ priority 1 '}

no

Removes the default configuration.

apn-name

Configures the GW to allow calls for this APN even under congestion. apn_name is the access point name
to be prioritized. It is a string of size 1 to 64.

arp priority

Configures the GW to allow calls for this ARP even under congestion. priority is the ARP Priority Level,
ranging integer 1..15

rel99arp priority

Configures the GW to allow calls for the Rel99 ARP under congestion. Rel99arp is ignored in case EARP is
received. priority is the REL99ARP priority, ranging from integer 1..3
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Usage Guidelines

gtpc decode-as-hex .

For VOLTE and Emergency calls there are certain scenarios where-in prioritized handling is needed as compared
to non-VoLTE calls

When CLI is enabled:

 Under congestion scenarios, emergency calls are given priority and are accepted as much as possible
* Only 3 or less APN and ARP values can be configured for prioritized handling in congestion situation.
* Gn CPCReq calls having the Release 99 bearer parameter ARP(not EARP) are allowed under congestion.

Example
The following command ignores the congestion situation for apn name "intershat":

gtpc allow-on-congestion apn intershat

gtpc decode-as-hex

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command configures the GGSN to decode the MCC-MNC parameters from the User Location Information
(ULI) to hexadecimal digits.

GGSN
Administrator, Config Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

[ default | no ] gtpc decode-as-hex

default

This CLI is disabled by default. The received MCC-MNC parameters of ULI are decoded assuming that, it
contains decimal digits only.

no
Removes the default configuration .
The GTP parameter ULI contains encoded MCC-MNC digits. This new CLI configures GGSN to decode this

MCC-MNC into hexadecimal digits. When CLI is disabled, current behavior is in effect - The received
MCC-MNC is decoded assuming that, it contains decimal digits only.

When CLI is enabled and if the received MCC-MNC is valid, it is decoded into decimal digits. If the received
MCC-MNC is invalid, all digits are decoded into hexadecimal digits, including filler digits, if any. Hexadecimal
digits are represented using Upper Case ASCII characters (A, B, C, D, E, F).
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. gtpc handle-collision upc nrupc

Example
The following command decodes MCC-MNC as hexadecimal:
gtpc decode-as-hex

gtpc handle-collision upc nrupc

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command helps in enabling or disabling collision handling between SGSN initiated UPC and NRUPC
request.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ no | default ] gtpc handle-collision upc nrupc

no

Disables collision handling between SGSN initiated UPC and NRUPC request.

default

Sets default collision handling behavior between SGSN initiated UPC and NRUPC request. By default,
collision handling is enabled.

handle-collision upc nrupc
Enables/Disables collision handling between SGSN initiated UPC and network requested UPC. By default,
collision handling is enabled.

This command is used to enable or disable collision handling between SGSN initiated UPC and NRUPC
request.

Example
The following example disables collision handling between SGSN initiated UPC and NRUPC request.

no gtpc handle-collision upc nrupc
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gtpc map-mbr-ambr .

gtpc map-mbr-ambr

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

| A

This command maps the Maximum Bit Rate AVP received in Update PDP Context QoS message from SGSN
to Aggregate Maximum Bit Rate attribute value (AMBR), if AMBR is not received in Update PDP Context
QoS message from SGSN. This command is applicable for Gn-Gp GGSN mode only and not applicable to
standalone GGSN. By default this command is disabled.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ default | no ] gtpc map-mbr-ambr

default

Sets the default mode to map the Maximum Bit Rate AVP received in Update PDP Context QoS message
from SGSN to Aggregate Maximum Bit Rate attribute value (AMBR), if AMBR is not received in Update
PDP Context QoS message from SGSN.

no

Removes the configured mapping of the MBR AVP received in Update PDP Context message from SGSN
to AMBR attribute value.

Use this command to map the Maximum Bit Rate AVP received in Update PDP Context QoS message from
SGSN to Aggregate Maximum Bit Rate attribute value (AMBR), if AMBR is not received in Update PDP
Context QoS message from SGSN.

Important

To use this command event trigger for QoS-Change for session must be provisioned on PCRF.

Example

The following command configures the GGSN service to map the MBR received in Update PDP
Context QoS message from SGSN to Aggregate Maximum Bit Rate attribute value (AMBR):

gtpc map-mbr-ambr
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. gtpc nsapi-in-create-pdp-response

gtpc nsapi-in-create-pdp-response

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command excludes or includes the optional information element (IE) Network Service Access Point
Identifier (NSAPI) within "Create PDP Context Response" messages in GTP-C.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

[ default | no ] gtpc nsapi-in-create-pdp-response

default

Sets the default mode for GTP-C messages not to include the NSAPI IE in "Create PDP Context Response"
messages.

no
Removes the preconfigured mode for GTP-C messages; the GTP-C message will not include the NSAPI IE
in "Create PDP Context Response" messages. By default it is disabled.

Use this command to exclude or include the NSAPI IE in "Create PDP Context Response" GTP-C messages
received from the SGSN.

Example

The following command configures the GGSN service to include the optional NSAPI IE in "Create
PDP Context Response" messages:

gtpc nsapi-in-create-pdp-response

operator-del-cause

|

Enables or disables the Cause-IE feature for Delete PDP Context Request in GGSN. This CLI is disabled by
default.

Important

Product

This command is license dependent. For more information please contact your Cisco account representative.

GGSN
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Privilege

Command Modes

Syntax Description

Usage Guidelines

gtpc private-extension .

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ default | no ] gtpc operator-del-cause

default
Sets the default mode for Operator Cause-IE behavior feature. By default, it is disabled.

no

Disables Operator Cause-IE behavior feature.

operator-del-cause

Enables Operator Cause-IE behavior feature for Delete PDP Context Request sent to delete the last PDP
Context of the PDN connection.

This command enables or disables the Cause-IE feature for Delete PDP Context Request in GGSN.

The Cause-IE configuration for Delete PDP Context Request is given in the APN configuration and is also
available in the clear subscribers CLI command. When this command is enabled, the feature will be applied
to GGSN based on the APN configuration or the clear subscribers command. This command is disabled by
default.

Example
The following command enables the Cause-IE feature.

gtpc operator-del-cause

gtpc private-extension

Product

Privilege

Command Modes

This command includes customer-specific private extensions in GTP-C messages.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#
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Syntax Description

|
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gtpc private-extension { { focs | odb } access-list acl name in

disconnect-on-violation | ggsn-preservation-mode | loss-of-radio-coverage
| none }

default gtpc private-extension

no gtpc private-extension [ focs | ggsn-preservation-mode |

loss-of-radio-coverage ]

default
Sets the default mode for GTP-C messages. By default it is disabled.

no

Disables the configured private extensions for GTP-C messages.

{ focs | odb } access-list ac/_name in disconnect-on-violation

Configures the Free-Of-Charge-Service (FOCS) and Operator Determined Barring (ODB) extensions for all
packet-oriented services as defined by operators.

focs: Enables or disables Free of Charge Services for the subscriber who has no credit, and also takes the
access-list acl_nameto be applied for FOCS.

odb: Enables or disables "all packet oriented service barred" for the subscriber, and also takes the access-list
acl_name to be applied for ODB.

acl_name is the name of a configured access control list (ACL) for this service.

Important

| A

These are the customer-specific keywords and need customer-specific license to use them.

ggsn-preservation-mode

Enables the processing of customer-specific private extension in Update PDP Context requests. This extension
indicates whether the subscriber is active or idle, and whether RAN resources have been released. It also
indicates the desired "type" of preservation mode behavior.

When ggsn-preservation-mode is configured, different types of accounting records are generated based on
the "type" of mode. To enable the generation of different accounting records, the trigger for preservation mode
must be configured for RADIUS or GTPP for that accounting protocol. If that trigger is not configured, there
will be no change in the generation of accounting records.

Important

This is a customer-specific keyword and needs customer-specific license to use this feature.

loss-of-radio-coverage

Enables the protection against overcharging a subscriber due to loss of radio coverage (LORC) in a GGSN
service. It also enables the system to understand the private extension for LORC) in GTP-C Update PDP
Context messages from the SGSN.
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|

gtpc ran-procedure-ready-delay .

Important

Usage Guidelines

| A

This is a license enabled keyword and need feature-specific license to use it.

none

Removes the private extensions from record which are from GTP-C messages received from the SGSN.
Use this command to configure the processing of private extensions within GTP-C messages received from
the SGSN. It also configures the customer specific features, such as preservation mode for GGSN service.
Overcharging protection (LORC) is a solution which provides the ability to accurately bill customers.

This implementation is based on Cisco-specific private extension to GTP messages and/or any co-relation of
G-CDRs and S-CDRs. It also does not modify any RANAP messages.

Important

This is a license enabled command that requires installation of feature-specific licenses to use this command.

Example

The following command configures the GGSN service to record the private extension for protecting
the subscribers from overcharging during loss of radio coverage:

gtpc private-extension loss-of-radio-coverage

gtpc ran-procedure-ready-delay

Product

Privilege

Command Modes

Syntax Description

This command configures the GGSN to enable the RAN Procedure Ready feature for the particular GGSN
service and specify the timeout period for the RAN procedure timer in the GGSN. This timer starts on arrival
of every secondary Create PDP Context request.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

gtpc ran-procedure-ready-delay [ timeout dur ]
{ default | no } gtpc ran-procedure-ready-delay

default
Sets the default mode of RAN Procedure Ready feature for this GGSN service. By default it is disabled.
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no

Disables the RAN Procedure Ready feature for this GGSN service. By default it is disabled.

timeout dur
Default: 10

Specifies the timeout duration (in seconds) for the RAN procedure timer. This timer starts on the arrival of
every secondary "Create PDP Context Request" message.

This is an optional keyword. If no timeout period is specified, the default value is 10 seconds.

dur must be an integer from 1 through 40.

Usage Guidelines Use this command to enable the RAN Procedure Ready feature for this GGSN service and specify the timeout
period for the RAN procedure timer. This timer starts on the arrival of every secondary "Create PDP Context
Request" message.

The GGSN waits until the Radio Access Bearer setup is completed and "Update PDP Context Request” is
sent by the SGSN. If any downlink data is received before arrival of the "Update PDP Context Request" or
before timer expiry, the downlink packets will be queued or buffered.

If the buffer becomes full (total buffer limit is of 1024 packets), all newly arriving packets are dropped.

The RAN Procedure Ready feature supports the following scenarios when RAB setup timer starts at the
GGSN:

* If the GGSN receives the "Update PDP Context Request" before timer expiry, the GGSN stops the timer,
sends all the queued/buffered packets in 'first-in first-out' manner and disables buffering of subsequent
downlink data.

* [f the GGSN receives the "Update PDP Context Request” before the timer expires, it processes the
"Update PDP Context Request" as usual, but does not disable the buffering of downlink data. It then
waits for another "Update PDP Context Request" to come with the RAN Procedure Ready set, or waits
for timer to expire.

+ If the GGSN does not receive the "Update PDP Context Request" with RAN Procedure Ready set before
timer expiry, the timer is fired and the GGSN starts sending all queued packets and disables buffering
of subsequent downlink data (assuming that the corresponding SGSN does not support this feature).

» If the timer has expired and the GGSN receives an "Update PDP Context Request" for a secondary PDP
context with or without RAN Procedure Ready bit set, the UPC will be processed normally without
buffering the packets.

| A

Important  This feature does not affect the Enhanced Charging Service or deep packet inspection (DPI) since the buffering
of downlink data is done before sending it to an ACSMgr.

| A

Important  During an SGSN handoff scenario all packets are processed normally and the downlink packets are buffered
until the timer expires.
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gtpc support-access-side .

Example

The following command configures the GGSN service to enable the RAN Procedure Ready feature
and specify the timeout period as 20 seconds for the RAN Procedure timer in GGSN:

gtpc ran-procedure-ready-delay timeout 20

gtpc support-access-side

|

This command allows MS to change QoS parameters when Bearer Control Mode (BCM) is set as mixed for
Gn-Gp GGSN.

Important

Product

Privilege

Command Modes

Syntax Description

This is a customer-specific implementation to meet the 3GPP TS 23.060 (Rel 11) Section 9.2 compliance
requirements. For more information please contact your Cisco account representative.

GGSN
Administrator
Exec > Global Configuration > Context Configuration > GGSN Service Configuration

[ default | no ] gtpc support-access-side { traffic-class { downgrade }

default

Restores the default setting. That is, for Gn-Gp GGSN, the MS will not be allowed to change the QCI when
BCM is set as mixed.

no

Disables the configuration.

support-access-side

Allows the MS to change the QoS for Gn-Gp GGSN when BCM is mixed. This functionality is disabled by
default.

traffic-class

Allows Traffic Class to be changed by the MS for Gn-Gp GGSN when BCM is set as mixed. This functionality
is disabled by default.

downgrade

Allows Traffic Class to be downgraded by the MS for Gn-Gp GGSN when BCM is set as mixed. This
functionality is disabled by default.

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



. gtpc support-earp

Usage Guidelines
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Use this command to allow MS to change QoS parameters when BCM is set as mixed for Gn-Gp GGSN.

Example
The following example disables the configuration:

no gtpc support-access-side traffic-class downgrade

gtpc support-earp

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

A

Enables Evolved ARP (e-ARP) support for GGSN service on Gn-Gp interface.

GGSN

Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration

[ default | no ] gtpc support-earp

no

Ignores E-ARP IE received in CPC/UPC Messages.

default
Sets the E-ARP support behavior to default, or disables the support.

This command enables Evolved ARP support for GGSN service on Gn-Gp interface. Changing E-ARP support
for GGSN service can impact existing bearers. By default E-ARP support is disabled.

Caution

Changing the E-ARP support status from "disable" (default) to "enable" will have less or no impact on existing
calls; whereas, changing the E-ARP support status from "enable" to "disable" will have more impact on
existing calls.

Example
The following example disables the e-ARP support:
default gtpc support-earp

gtpc suppress-nrupc

Product

This command helps enabling as well as disabling the NRUPC suppression.

GGSN
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Privilege

Command Modes

Syntax Description

Usage Guidelines

gtpc suppress-nrupc .

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

[ no ] gtpc suppress-nrupc { cpc | upc } { gos-change }

no

Disables the NRUPC suppression.

This command is used to enable or disable the NRUPC suppression caused by QoS change. NRUPC initiated
by GGSN/P-GW is not responded to by the SGSNs of some vendors where behavior of SGSN is not compliant
to standards. To accommodate SGSN non-compliance, the GGSN/P-GW software has been enhanced with
CLI-controlled behavior to suppress sending of the GGSN/P-GW-initiated UPC only if SGSN requested
values are less than PCRF authorized bit rates and if the values of the "No QoS Negotiation" and "Upgrade
QoS Supported" flags received in the SGSN-initiated Update Request does not allow change/upgrade in QoS
values in Update Response. By default, this behavior is disabled and it should be enabled if interoperability
issues are seen with the SGSN.

When SGSN informs GGSN that, for a transaction either for Create PDP context Request or Update PDP
Context Request. it(SGSN) does not support QoS-Upgrade and/or QoS-Negotiation, and if GGSN has to
modify(either upgrade or degrade), QoS, then GGSN sends SGSN a response with unchanged QoS. Followed
by the response, GGSN initiates a NRUPC with modified QoS. This is NRUPC for QoS-Change. To honor
common flags suppress NRUPC CLIs are introduced.

This command suppress NRUPC (for qos-change) sent from GGSN to SGSN under following condition:

* When SGSN sends Create PDP Context Request with UQS=0. If Upgrade QoS Supported bit of the
Common Flags IE is set to 0 or the Common Flags IE is absent then the SGSN does not support QoS
upgrade in Response message functionality.

* When SGSN sends Update PDP Context Request with NQN flag = 1.

* When SGSN sends Update PDP Context Request QoS Update Support flag =0

This suppression feature works with a limited functionality as follows:

* It works only on MBR and def-eps-qos.
* It holds if MBR in CPC/ UPC Request < AMBR authorized by (PCRF/MME).
* AMBR is not related to common flags hence no suppression on modification of AMBR.

* It doesn't hold if MBR in CPC/ UPC Request > AMBR authorized by (PCRF/MME).NRUPC will be
generated to equalize the value of MBR to AMBR.

Example
The following example disables the NRUPC suppression using "upc" as GTP procedure:

no gtpc suppress-nrupc upc gos-change
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gtpc update-pdp-resp

Product

Privilege

Command Modes

Syntax Description

|

This command helps to update PDP Response options.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

[ default | no ] gtpc update-pdp-resp reject { imsi-mismatch | uli-mismatch

}

default

Configures PDP Response option to the default value.

no

Disables the GTPC parameters.

update-pdp-resp reject

Updates the PDP Response reject options.

imsi-mismatch

Sends the Update PDP Response with NON_EXISTENT (CC 192) cause code if IMSI that is received in
Update PDP Request does not match with the IMSI of the existing session.

uli-mismatch

Important

Usage Guidelines

This keyword is introduced in Release 21.6.13.

Rejects the update PDP request message if the ULI is not part of the home PLMN session.

Use this command to update PDP Response reject options for mismatch in IMSI or ULI. In case of IMSI
mismatch, the Update PDP Response appears with NON_EXISTENT (CC 192) cause code. In case of ULI
mismatch, the update pdp request message is rejected if the ULI is not part of the home PLMN session.

Example
The following example shows that the PDP request is rejected in case of ULI mismatch:

[ default | no ] gtpc update-pdp-resp reject uli-mismatch
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gtpu echo-interval .

gtpu echo-interval

This command is obsolete and now available for configuration in GTP-U service configuration mode.

guard-interval

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the time period after which a redundant PDP context request received from an SGSN is treated
as a new request rather than a re-send of a previous request.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

guard-interval guard time
{ default | no } guard-interval

default

Restores the GGSN guard-interval parameter to its default setting of 100.

no

Disables the guard-interval function for the GGSN service.

guard_time
Default: 100

Specifies the amount of time that must pass before a GGSN service treats a redundant PDP context request
as a new request instead of a re-send of a previous request.

guard_time is measured in seconds and can be configured to an integer from 10 through 3600.

The guard interval is used to protect against replay attacks. Without a guard interval configured, information
from a valid PDP context request could be used to gain un-authorized network access.

If the GGSN service receives a PDP context request in which the International Mobile Subscriber Identity
(IMSI), the Network Service Access Point Identifier (NSAPI), the end user IP address, and the GTP sequence
number are identical to those received in a previous request, the GGSN treats the new request as a re-send of
the original. Therefore, information from a valid PDP context request could be collected and re-sent at a later
time by an un-authorized user to gain network access.

Configuring a guard interval limits the amount of time that the information contained within a PDP context
request remains valid.
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Example
The following command configures the GGSN service with a guard interval of 60 seconds:

guard-interval 60

internal-qos data

Product

Privilege

Command Modes

Syntax Description

This command configures internal priority in the QCI-mapping table for the GGSN, GTPv1 P-GW, and
SAEGW calls. This command in the GGSN service configuration overrides the behavior of QCI-QOS-mapping
for data packets only.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

internal-qos data { dscp-derived | none | gci-derived }

{ no | default } internal-qgos data { dscp-derived | none | gci-derived }

no

Disables the specified internal priority in the QCI-mapping table for the GGSN, GTPv1l P-GW, and SAEGW
calls.

default
Disables the internal priority in the QCI-mapping table for the GGSN, GTPv1l P-GW, and SAEGW calls.

dscp-derived

Data packets are marked at Layer 2 based on DSCP configured in qci-qos mapping table, then if DSCP is not
configured in the qci-qos mapping table then data packets are not marked.

none

Data packets are not marked with Layer 2 (MPLS EXP/802.1P) marking.

qci-derived

Data packets are marked at Layer 2 based on internal-qos-priority configured in qci-qos mapping table. If
internal-qos priority is not configured in the qci-qos mapping table, then the data packets are not marked.
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Usage Guidelines

ip local-port .

This command configures internal priority in the QCI-mapping table for the GGSN, GTPv1l P-GW, and
SAEGW calls. It marks the traffic as QCI-derived, DSCP-derived, and None. If the no or default option of
the CLI command is used, then the traffic is not marked. When the feature is not enabled, traffic is not marked.

This command overrides the behavior of QCI-QOS-mapping for data packets only.

Example
The following example marks the internal priority in the QCI-mapping table as DSCP-derived.

internal-qgos data dscp-derived

ip local-port

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the local User Datagram Protocol (UDP) port for the Gn interfaces' GTP-C socket for GTPv1.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

ip local-port gtpc-vl port number
default ip local-port gtpc-vl

default

Configures the default value for the local UDP port for GTP Version 1 control messaging for this GGSN
service.

gtpc-v1 port_number

Default: 2123

Specifies the UDP port number for GTPvl GTPC sockets.

port_number can be configured to an integer from 1 through 65535.

By default, the GGSN service attempts to use GTPv1l when communicating with SGSNs. This parameter
configures the UDP port over which the GTP control (GTP-C) sockets are sent.

If an SGSN only supports GTPv0, the GGSN service automatically switches to GTPv0 when communicating
with this SGSN. In the scenario, the GGSN service communicates with the SGSN on UDP port 3386 and
does not have a GTP-C socket.
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Important

The UDP port setting on the SGSN must match the local-port setting for the GGSN service on the system in
order for the two devices to communicate.

Example

The following command configures the GGSN service to use UDP port 2500 for exchanging GTPC
sockets with SGSNs when using GTPv1:

ip local-port gtpc-vl 2500

Ip qos-dscp

Product

Privilege

Command Modes

Syntax Description

Configures the quality of service (QoS) differentiated service code point (DSCP) used when sending data
packets over the Gn interface.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

ip qos-dscp { gtpc dscp | gqei { 1 | 2 | 3 | 4 | 9 dscp } | gqei { 5 | 6 | 7
| 8 { dscp | allocation-retention-priority { 1 | 2 | 3 '} dsecp } } } +

default ip gos-dscp

no ipgos-dscp { gtpc | gei {1 | 2 | 3 |1 4| 9 }) | gci { 5] 6| 7| 8
[ allocation-retention-priority { 1 | 2 | 3} 1 } } +

default
Restores the GGSN IP parameters to the default settings.
Default GTP-C DSCP: be
Default QCI/DSCP:
e l:ef
*2:ef
* 3:afll
* 4: afll
*5S:ef
*6:ef
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e 7:af21

» 8:af21

*9: be

no

Removes a specified QoS setting and returns it to its default setting.

gtpc

ip qos-dscp .

Configures the DSCP marking to be used for GTP-C messages. Must be followed by a DSCP marking.
Default GTP-C DSCP: be

dscp

Specifies the DSCP for the specified traffic pattern. dscp can be configured to any one of the following:

* af11:
» af12:
* af13:
 af21:
* af22:
 af23:
* af31:
» af32:
- af33:
* af41:
- af42:
* af43:

Assured Forwarding 11 per-hop-behavior (PHB)

Assured Forwarding 12 PHB
Assured Forwarding 13 PHB
Assured Forwarding 21 PHB
Assured Forwarding 22 PHB
Assured Forwarding 23 PHB
Assured Forwarding 31 PHB
Assured Forwarding 32 PHB
Assured Forwarding 33 PHB
Assured Forwarding 41 PHB
Assured Forwarding 42 PHB

Assured Forwarding 43 PHB

* be: Best effort forwarding PHB

* csb: Class Selector 5 PHB

« ef: Expedited forwarding PHB

qci{1|2]3]|4|5]|6]|7|8]|9}
Configures the QoS Class Identifier (QCI) attribute of QoS. Here the QCI value is the QCI for which the

negotiate limit is being set; it ranges from 1 to 9.
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allocation-retention-priority{1|2] 3}

Specifies the DSCP for interactive class if the allocation priority is present in the QoS profile. Priority can be
the integer 1, 2, or 3.

DSCP values use the following matrix to map based on traffic handling priority and allocation retention
priority if the allocation priority is present in the QoS profile.

The following table shows the DSCP value matrix for allocation-retention-priority.

Table 1: Default DSCP Value Matrix

Allocation Priority 1 2 3

Traffic Handling Priority

1 ef ef ef
2 ef ef ef
3 af21 af21 af21
af21 af21 af21
+

Indicates that more than one of the keywords can be entered in a single command.

DSCEP levels can be assigned to specific traffic patterns in order to ensure that data packets are delivered
according to the precedence with which they are tagged. The diffserv markings are applied to the outer IP
header of every GTP data packet. The diffserv marking of the inner IP header is not modified.

The traffic patterns are defined by QCI (1 to 9). Data packets falling under the category of each of the traffic
patterns are tagged with a DSCP that further indicate their precedence as shown in the following tables:

Table 2: Class structure for assured forwarding (af) levels

Drop Precedence  Class

Class 1 Class 2 Class 3 Class 4
Low afll af21 af31 af4l
Medium af12 af22 af32 af41
High af13 af23 af33 af43
Table 3: DSCP Precedence
Precedence (low to high) DSCP
0 Best Effort (be)
1 Class 1
2 Class 2
3 Class 3
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max-contexts .

Precedence (low to high) DSCP
4 Class 4
5 Express Forwarding (ef)

The DSCP level can be configured for multiple traffic patterns within a single instance of this command.

The no ip gos-dscp command can be issued to remove a QoS setting and return it to its default setting.

Example
The following command configures the DSCP level for QCI to be Expedited Forwarding, ef:
ip gqos-dscp qci 1 ef

max-contexts

Product

Privilege

Command Modes

Syntax Description

Configures the maximum Primary, Secondary per Primary, and PPP context limits for the GGSN service.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

max-contexts { max-primary max pri number | max-sec-per-primary max sec number
| ppp-pdp-contexts context number } +
default max-contexts

default

Configures the default value for maximum contexts for the GGSN service.

max-primary max_pri_number
Configures maximum primary PDP context allowed for this service. This includes PPP contexts also.

max_pri_number can be configured to an integer from 0 through 120000.

max-sec-per-primary max_sec_number
Default: 10
Indicates the maximum number of times that GTP control packets are retransmitted.

max_sec_number can be configured to an integer from 0 through 10.
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ppp-pdp-contexts context_number
Configures maximum PPP pdp context allowed for this service.

context_number can be configured to an integer from 0 through 120000.

+
Indicates that more than one of the keywords can be entered in a single command.

This command is used to limit the number of primary contexts including PPP contexts, number of secondary
contexts per primary context, and PPP contexts per GGSN service.

Example

The following command configures the limits for primary, secondary contexts per primary, as well
as the PPP contexts for a GGSN service:

max-contexts max-primary 40000 max-sec-per-primary 10 ppp-pdp-contexts
50000

max-retransmissions

Product

Privilege

Command Modes

Syntax Description

Configures the maximum number of times that GTP control packets are retransmitted to an SGSN before it
marks it unreachable.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

max-retransmissions max number
default max-retransmissions

default

Restores the GGSN max-retransmissions parameter to its default setting of 4.

max_number
Default: 4
Indicates the maximum number of times that GTP control packets are retransmitted.

max_number can be configured to an integer from 0 through 15.
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mbms policy .

This command is used in conjunction with the timeout command to control the retransmission of GTP control
packets when no response is received from an SGSN. It is equivalent to the N3-REQUESTS parameter
discussed in 3GPP TS 29.060.

If no response is received from the SGSN prior to the expiration of the timeout value, the GTP control packets
are re-sent by the GGSN. This process occurs as many times as allowed by the configuration of this command.

If the max-retransmissions value is exceeded, the GGSN records a "Path Failure" for that SGSN and releases
all PDP contexts associated with it.

Example
The following command configures the maximum number of retransmissions to 8:

max-retransmissions 8

mbms policy

Product

Privilege

Command Modes

Syntax Description

This command enables/disables the Multimedia Broadcast Multicast Services (MBMS) user service support
for multicast and/or broadcast mode. It also specifies the policy for MBMS user service mode.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

mbms policy { multicst broadcast | none }
{ default | no } mbms policy

default
Restores the default mode of MBMS support in this GGSN service.

no

Removes or disables the configured MBMS support for multicast and/or broadcast mode in this GGSN service.

multicst broadcast

Enables the MBMS support and configures the policy for multicast and broadcast of user service.

none

Disables MBMS user service support.
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Usage Guidelines

newcall

Product

Privilege

Command Modes

Syntax Description

GGSN Service Configuration Mode Commands |

Use this command to enable/disable the MBMS user service support for Multicast and/or Broadcast mode. It
also specifies the policy for MBMS user service mode.

Example
The following command enables MBMS support in this GGSN service:

mbms policy multicast broadcast

This command enables or disables the new call related behavior of this GGSN service when duplicate sessions
with the same IP address request are received. This feature is required to support interworking with P-GW
and HA.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

newcall [ duplicate-subscriber-requested-address { accept | reject } |
duplicate-subscriber-requested-vé6-address { accept | reject } ]
default newcall [ duplicate-subscriber-requested-address |
duplicate-subscriber-requested-vé6-address { accept | reject } ]

default

Restores the default mode for new call session with the same address request received in this GGSN service.
It rejects calls with duplicate address requests.

duplicate-subscriber-requested-address

Configures how duplicate sessions with same [P address request are handled.

duplicate-subscriber-requested-v6-address

Configures how duplicate sessions with same IPv6 address request are handled.

accept

Sets the system to "accept" another session using the same IP address for a new call. The new session will be
created and the old session will be torn down.

Default: Disabled
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|

path-failure .

reject
Rejects new calls with duplicate address requests. This is the default behavior.

Default: Enabled

Use this command to enable or disable new call connections when the UE is not able to gracefully disconnect
from the Enterprise PDN before attempting to reconnect via another access method. When enabled this
command tears down the old session in order to accept the new connection with the same IP or [Pv6 address
assignment.

This feature also allows the GGSN to accept a request for a static subscriber address, even if the address is
already used by another session. If this feature is not enabled, a new request with the same IP address for
another session will be rejected.

Important

This command is a license-enabled feature.

Example

The following command allows the GGSN to accept the duplicate call session request with the same
IP address:

newcall duplicate-subscriber-requested-address accept

path-failure

Product

Privilege

Command Modes

Syntax Description

Determines the GTP path-failure behavior on echo/non-echo messages.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

path-failure detection-policy gtp { echo [ non-echo ] | non-echo [ echo

11
{ no | default } path-failure detection-policy

no

No defined detection policy means path-failures are not detected.

default

Sets the path-failure detection-policy to GTP in echo mode.
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Usage Guidelines

plmn id

Product

Privilege

Command Modes

Syntax Description

GGSN Service Configuration Mode Commands |

detection-policy gtp {echo [ non-echo ] | non-echo [ echo ]}

Detection-policy is the policy to be used when path-failure is in active state. GTP messages are either gtp(u)
(user) or gtp(c) (control) type, and the gtp keyword takes either echo or non-echo as message type.

echo: gtp(u) or gtp(c) message.
non-echo: a message type other than gtp(u) or gtp(c).
Under current circumstances, a GGSN shuts down the GTP tunnel if the associated SGSN does not respond

to multiple retries of an echo or non-echo message from the GGSN. In this way, a single call failure could be
responsible for the loss of all active calls in the tunnel.

This is also an issue when echo is disabled, or when there is very little traffic on the SGSN and the GGSN is
configured with large echo intervals.

This behavior adversely impacts the user experience because the customer has to reconnect every time this
happens with their SGSN.

Example

The following example detects path failures when the SGSN fails to respond to multiple echo message
retries:

path-failure detection-policy gtp echo

The following example turns off path-failure detection. On timeout of gtp(c) message retries, the
particular context will be purged:

no path-failure detection-policy

Configures the GGSN's Public Land Mobile Network (PLMN) identifiers used to determine if a mobile station
is visiting, roaming, or belongs to a network. Up to 512 PLMN IDs can be configured for each GGSN service.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

plmn id mcc mcc _value [ mnc mnc_value 1 I primary 1
no plmn id mcc mcc value [ mnc mnc value ]

no

Removes a previously configured PLMN identifier for the GGSN service.
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plmn unlisted-sgsn .

mcc mcc_value
Specifies the mobile country code (MCC) portion of the PLMN's identifier.
mcc_value is the PLMN MCC identifier and can be configured to an integer between 100 and 999.

mnc mnc_value
Specifies the mobile network code (MNC) portion of the PLMN's identifier. This option is optional.

mnc_value is the PLMN MNC identifier and can be configured to any 2- or 3-digit integer from 00 through
999.

primary

When multiple PLMN IDs are configured, the primary keyword can be used to designate one of the PLMN
IDs to be used for the AAA attribute (3GPP-GGSN-MCC-MNC).

The PLMN identifier is used by the GGSN service to determine whether or not a mobile station is visiting,
roaming, or home. Multiple GGSN services can be configured with the same PLMN identifier. Up to 512
PLMN IDs can be configured for each GGSN Service.

Important

The number of supported PLMN IDs was increased from 5 to 512 in StarOS Release 17.1. In addition, the
MNC portion of the PLMN ID became optional.

If the MNC portion of a PLMN ID is not specified, home PLMN qualification will be done based solely on
the MCC value and the MNC portion will be ignored for these particular MCCs.

Example
The following command configures the PLMN identifier with an MCC of 462 and MNC of 2:
plmn id mcc 462 mnc 02

plmn unlisted-sgsn

Product

Privilege

Command Modes

Configures the GGSN's policy for handling communications from SGSNs with which it is not configured to
communicate.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#
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plmn unlisted-sgsn [ foreign [ disable-gtpc-echo | rat-type { GAN | GERAN
| HSPA | UTRAN | WLAN } | reject-foreign-subscriber ] | home [
disable-gtpc-echo | rat-type { GAN | GERAN | HSPA | UTRAN | WLAN } ] |

mCC mcc_value MNC mnc value [ disable-gtpc-echo | rat-type { GAN | GERAN |
HSPA | UTRAN | WLAN } | reject-foreign-subscriber ] | reject ]

default plmn unlisted-sgsn

default

Resets configured parameters to their default settings.

foreign
Default: Disabled

Specifies that the GGSN service accepts messages from SGSNs that are not configured within the service
using the sgsn address command.

This keyword also dictates that unlisted SGSNs are treated as if they belong to a foreign PLMN. Therefore,
PDP contexts originating from them are treated as visiting or roaming.

home
Default: Disabled

Specifies that the GGSN service accepts messages from SGSNs that are not configured within the service
using the sgsn address command.

This keyword also dictates that unlisted SGSNs are treated as if they belong to the GGSN service's home
PLMN.

mcc mcc_value
Specifies the mobile country code (MCC) portion of the PLMN's identifier.
mec_value is the PLMN MCC identifier and can be configured to an integer from 100 through 999.

mnc mnc_value
Specifies the mobile network code (MNC) portion of the PLMN's identifier.
mnc_valueis the PLMN MNC identifier and can be configured to a 2- or 3-digit integer from 00 through 999.

reject
Default: Enabled

Specifies that the GGSN service rejects messages from SGSNs that are not configured within the service
using the sgsn address command.

When the GGSN service rejects the message(s), it returns a cause code of No Resources 199 (C7H, No
resources available).

disable-gtpc-echo

Default: Send GTPC Echo messages to unlisted SGSNs.

When this keyword is specified, GTPC echo messages are not sent to unlisted SGSNs.

. Command Line Interface Reference, Modes G - H, Star0S Release 21.19



| GGSN Service Configuration Mode Commands

Usage Guidelines

policy

Product

Privilege

Command Modes

Syntax Description

policy .

rat-type { GAN | GERAN | HSPA | UTRAN | WLAN }

This keyword configures the type of radio access technology.

GAN: Specifies the Generic Access Network type of Radio Access Technology (RAT).
GERAN: Specifies the GSM EDGE Radio Access Network type of RAT.

HSPA: Specifies the High Speed Packet Access type of RAT.

UTRAN: Specifies the UMTS Terrestrial Radio Access Network type of RAT.
WLAN: Specifies the Wireless Local Access Network type of RAT.

reject-foreign-subscriber

Default: Disabled

Specifies that incoming calls from foreign subscribers are rejected.

This command works in conjunction with the sgsn command that configures the GGSN service to communicate

with specific SGSNs. Any messages received from SGSNs not configured in that list are subject to the rules
dictated by the unlisted-sgsn policy.

Example

The following command configures the GGSN service to accept messages from unlisted SGSNs and
treat the SGSN as if it is on the GGSN's home network:

plmn unlisted-sgsn home

Specifies the reject code to be used in the "Create PDP Context" response message when a RADIUS server
timeouts.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

policy { accounting-server-timeout use-reject-code { system-failure |
no-resources } | authentication-server-timeout use-reject-code {
system-failure | user-authentication-failure } }

default policy { authentication-server-timeout | accounting-server-timeout

}

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



GGSN Service Configuration Mode Commands |

. retransmission-timeout

Usage Guidelines

default

Restores the specified parameter to its default setting.

accounting-server-timeout use-reject-code { system-failure | no-resources }
Default: no-resources

Specifies the reject code used by the GGSN if communication with an accounting server times out. The
possible reject codes are:

* system-failure (204 (CCH))
* no-resources (199 (C7H))

authentication-server-timeout use-reject-code {system-failure | user-authentication-failure }
Default: user-authentication-failure

Specifies the reject code used by the GGSN if communication with an authentication server times out. The
possible reject codes are:

* system-failure (204 (CCH))

» user-authentication-failure (209 (D1H))

This command is used to configure the cause code used by the GGSN if communication with either a RADIUS
authentication or accounting server times out.

When this parameter is used in conjunction with Radius accounting servers, the response is only set if a flag
is configured in the APN Delay GTP Response, only after getting a response to the Accounting Start.

Example

The following command configures the GGSN response to a RADIUS authentication server timeout
to be system-failure:

policy authentication-server-timeout use-reject-code system-failure

retransmission-timeout

| A

Configures the timeout period in between retransmissions of GTP control packets. This timeout configuration
is not applicable on Echo Request retransmission.

Important

Product

Privilege

In 17.3 and later releases, this command has been deprecated.

GGSN

Security Administrator, Administrator
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retransmission-timeout-ms .

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

retransmission-timeout retransmit time
default retransmission-timeout

default

Configures the default time interval that must pass without an SGSN response before the GGSN service
retransmits GTP control packets.

retransmit_time
Default: 5

Specifies the amount of time that must pass without an SGSN response before the GGSN service retransmits
GTP control packets.

retransmit_time is measured in seconds and can be configured to an integer from 1 through 20.
This command is used in conjunction with the max-retransmissions command to control the retransmission
of GTP control packets when no response is received from an SGSN.

If no response is received from the SGSN prior to the expiration of the timeout value, the GTP control packets
are re-sent by the GGSN. This process occurs as many times as allowed by the configuration of the
max-retransmissions command.

If the max-retransmissions value is exceeded within the retransmission-timeout period, the GGSN records a
"Path Failure" for that SGSN and releases all PDP contexts associated with it.

Important

This retransmission timeout configuration in not applicable for Echo Requests message retransmission. Echo
are sent/retransmitted every echo interval, which can be configured separately.

Example
The following command configures a timeout value of 20 seconds:

retransmission-timeout 20

retransmission-timeout-ms

Product

Configures the timeout period in between retransmissions of GTP control packets. This timeout configuration
is not applicable on Echo Request retransmission.

GGSN
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privilege

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

retransmission-timeout-ms retransmit time
default retransmission-timeout-ms

default

Configures the default time interval that must pass without an SGSN response before the GGSN service
retransmits GTP control packets.

retransmit_time
Default: 5000

Specifies the amount of time that must pass without an SGSN response before the GGSN service retransmits
GTP control packets.

retransmit_time is measured in milliseconds and can be configured to an integer from 1000 through 20000,
with a granularity of 100 milliseconds.

This command is used in conjunction with the max-retransmissions command to control the retransmission
of GTP control packets when no response is received from an SGSN.

If no response is received from the SGSN prior to the expiration of the timeout value, the GTP control packets
are re-sent by the GGSN. This process occurs as many times as allowed by the configuration of the
max-retransmissions command.

If the max-retransmissions value is exceeded within the retransmission-timeout period, the GGSN records a
"Path Failure" for that SGSN and releases all PDP contexts associated with it.

Important

This retransmission timeout configuration in not applicable for Echo Requests message retransmission. Echo
are sent/retransmitted every echo interval, which can be configured separately.

Example
The following command configures a timeout value of 2000 milliseconds:

retransmission-timeout-ms 2000

setup-timeout

Configures the maximum amount of time the GGSN service allows for the setting up of PDP contexts.
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Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

Syntax Description setup-timeout setup time
default setup-timeout
default

Restores the command to its default setting of 60.

setup_time
Default: 60
Specifies the maximum amount of time the GGSN service allows for the setting up of PDP contexts.

setup_time is measured in seconds and can be configured to an integer from 1 through 6000.

Usage Guidelines Use this command to limit the amount of time allowed for setting up PDP contexts. If the PDP context is not
setup within the configured time frame, the GGSN service rejects the PDP context with a cause code of 199
(C7H, No resources available).

Example
The following command allows a maximum of 120 seconds for the setting up of PDP contexts:

setup-timeout 120

sgsn address

Configures the SGSNs that this GGSN service is allowed to communicate with.

Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#
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Syntax Description sgsn address { { ipv4/ipvé address | ipv4/ipvé address/netmask } [ plmn-foreign
[ reject-foreign-subscriber ] | mcc mcc code mnec mnc code [
reject-foreign-subscriber ] ] [ rat-type { GAN | GERAN | HSPA | UTRAN |
WLAN } ] [ description description ] [ disable-gtpc-echo ]
no sgsn address { ipv4/ipvé address | ipvd/ipvé address/netmask }

no

Removes a specific SGSN from the list or all configured SGSNs.

address
Configures the IP address of the SGSN.

ipv4/ipv6_address must be specified in IPv4 dotted-decimal or IPv6 colon-separated-hexadecimal notation
and can be followed by the subnetmask of the address.

plmn-foreign

Indicates whether or not the SGSN belongs to a foreign public land mobile network (PLMN).

reject-foreign-subscriber
Default: Disabled

Specifies that incoming calls from foreign subscribers are rejected.

mcc mcc_code
Specifies the mobile country code (MCC) portion of the PLMN's identifier.
mcc_code is the PLMN MCC identifier and configured as an integer from 100 through 999.

mnc mnc_code
Specifies the mobile network code (MNC) portion of the PLMN's identifier.
mnc_code is the PLMN MNC identifier and configured as a 2- or 3-digit integer from 00 through 999.

rat-type {GAN | GERAN | HSPA | UTRAN | WLAN }

This keyword configures the type of radio access technology.

GAN: Specifies the Generic Access Network type of Radio Access Technology (RAT).
GERAN: Specifies the GSM EDGE Radio Access Network type of RAT.

HSPA: Specifies the High Speed Packet Access type of RAT.

UTRAN: Specifies the UMTS Terrestrial Radio Access Network type of RAT.

WL AN: Specifies the Wireless Local Access Network type of RAT.

description description
Add description field to the SGSN entry in GGSN service.

description is an alphanumeric string of 1 through 63 characters.
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sgsn define-multiple-address-group .

disable-gtpc-echo
Default: Send GTPC Echo messages to unlisted SGSNs.
When this keyword is specified, GTPC echo messages are not sent to unlisted SGSNs.

Use this command to configure a list of SGSNs that the GGSN service is to communicate with. This command
can be entered multiple times to configure multiple SGSNs.

Important

The GGSN only communicates with the SGSNs configured using this command unless a plmn-policy is
enabled to allow communication with unconfigured SGSNs. PLMN policies are configured using the plmn
unlisted-sgsn command.

Example

The following command configures the GGSN to communicate with an SGSN on a foreign PLMN
with an IP address of 192.168.1.100:

sgsn address 192.168.1.100 plmn-foreign

sgsn define-multiple-address-group

Product

Privilege

Command Modes

Syntax Description

This command defines an SGSN Multiple Address Group and enters SGSN Multiple Address Group

Configuration mode. Whenever there is a change in the control address in a GTPC UPC message, it is treated
as an inter-SGSN handoff because an SGSN is usually identified uniquely by a single IP-address. This command
supports a multiple address group feature which allows you to specify a set of addresses that specify a single
SGSN. When a UPC handoff is received from any address in the group, it is treated as an intra-SGSN handoff.

GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

sgsn define-multiple-address-group grp name [ —noconfirm ]
no sgsn define-multiple-address-group grp name

Removes a specific SGSN Multiple Address Group from the list GGSN service configuration.

grp_name

Specifies the name of an SGSN multiple address group to create or configure.
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. sgsn multiple-address-group

Usage Guidelines

grp_nameis an alphanumeric string from 1 through 63 characters.

-noconfirm
Specifies that the command must execute without any additional prompt and confirmation from the user.
Use this command to create or configure an SGSN Multiple Address Group that the GGSN service is to

communicate with. This command can be entered multiple times to configure multiple SGSN Multiple Address
Groups.

Example

The following command creates an SGSN Multiple Address Group named sgsngrpl and enters
SGSN Multiple Address Group Configuration mode:

sgsn define-multiple-address-group sgsngrpl

sgsn multiple-address-group

Product

Privilege

Command Modes

Syntax Description

Configures the SGSN multiple address groups that this GGSN service is allowed to communicate with.
GGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

sgsn multiple-address—-group grp name [ disable-gtpc-echo ] [ mcc mcc code
mnc mnc code [ reject-foreign-subscriber ] ] [ plmn-foreign [
reject-foreign-subscriber ] [ rat-type { GAN | GERAN | HSPA | UTRAN |
WLAN } ] [ description description ]

no sgsn multiple-address-group grp name

no

Removes a specific SGSN multiple address group from the list of configured SGSN multiple address groups.

grp_name

Specifies the name of a configured SGSN multiple address group to use.

disable-gtpc-echo
Default: Send GTPC Echo messages to unlisted SGSNs.
When this keyword is specified, GTPC echo messages are not sent to unlisted SGSNs.
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sgsn multiple-address-group .

plmn-foreign

Indicates whether or not the SGSN multiple address group belongs to a foreign public land mobile network
(PLMN).

reject-foreign-subscriber
Default: Disabled

Specifies that incoming calls from foreign subscribers are rejected.

mcc mcc_code
Specifies the mobile country code (MCC) portion of the PLMN's identifier.
mec_code is the PLMN MCC identifier and can be configured to an integer from 100 through 999.

mnc mnc_code
Specifies the mobile network code (MNC) portion of the PLMN's identifier.
mnc_code is the PLMN MNC identifier configured as a 2- or 3-digit integer from 00 through 999.

rat-type { GAN | GERAN | HSPA | UTRAN | WLAN }

This keyword configures the type of radio access technology.

GAN: Specifies the Generic Access Network type of Radio Access Technology (RAT).
GERAN: Specifies the GSM EDGE Radio Access Network type of RAT.

HSPA: Specifies the High Speed Packet Access type of RAT.

UTRAN: Specifies the UMTS Terrestrial Radio Access Network type of RAT.
WLAN: Specifies the Wireless Local Access Network type of RAT.

description description

Add a description field to the SGSN multiple address group entry in the GGSN service configuration.
description must be an alphameric string of 1 through 63 characters.

Use this command to configure a list of SGSN multiple address groups with which the GGSN service is to

communicate. This command can be entered multiple times to configure multiple SGSN multiple address
groups.

Important

The GGSN only communicates with the SGSN multiple address groups configured using this command unless
a plmn-policy is enabled to allow communication with unconfigured SGSNs. PLMN policies are configured
using the plmn unlisted-sgsn command.

Example

The following command configures the GGSN to communicate with an SGSN with multiple address
that is defined by an SGSN multiple address group named sgsngrpl that is on a foreign PLMN:
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sgsn multiple-address-group sgsngrpl plmn-foreign

sgsih mcc-mnc

This command configures sgsn mcc-mnc for this GGSN service.

Product GGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > GGSN Service Configuration

configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ggsn-service)#

Syntax Description ~ Sgsn mcc-mnc { prefer-rai | prefer-uli }
default sgsn mcc-mnc

default

Configures the default option for sgsn mcc-mnc. Default is 'prefer-uli'.

prefer-rai

Configures sgsn mcc-mnc using rai.

prefer-uli

Configures sgsn mcc-mnc using uli.

Usage Guidelines Use this command to configure the sgsn mcc-mnc.

Example
The following command configures the sgsn mcc-mnc to 'prefer-rai':

sgsn mcc-mnc prefer-rai

trace-collection-entity

This command configures the trace collection entity IP address. Trace collection entity is the destination node
to which trace files are transferred and stored.

Product GGSN

Privilege Security Administrator, Administrator
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Command Modes

Syntax Description

Usage Guidelines

trace-collection-entity .

Exec > Global Configuration > Context Configuration > GGSN Service Configuration
configure > context context_name > ggsn-service service_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-ggsn-service)#

trace-collection-entity ipv4 addr
no trace-collection-entity

no

Removes the configured IPv4 address for trace collection in this GGSN service.

ipv4_addr
Specifies the IP address in IPv4 dotted-decimal notation.
Use this command to configure the trace collection entity IP address. This configuration is required because

during signaling session trace activation, CPC REQ and UPC REQ do not provide the IP address for the trace
collection entity.

Example
The following command configures the trace collection entity IP address with this GGSN service:

trace-collection-entity 192.36.56.56
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CHAPTER 3

Global Configuration Mode Commands (A-K)

The Global Configuration Mode is used to configure basic system-wide parameters.

Command Modes This section includes the commands aaa accounting-over load-protection through imei-profile.
Exec > Global Configuration
configure
Entering the above command sequence results in the following prompt:

[locallhost name(config)#

| A

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* aaa accounting-overload-protection, on page 64
* aaa default-domain, on page 64

* aaa domain-matching ignore-case, on page 65
* aaa domain-matching imsi-prefix, on page 66
* aaa large-configuration, on page 67

* aaa last-resort, on page 68

* aaa tacacs+, on page 69

* aaa username-format, on page 70

* access-policy, on page 71

* access-profile, on page 72

* active-charging service, on page 73

* alarm, on page 74

* apn-profile, on page 75

* apn-remap-table, on page 75

* arp, on page 76

* autoconfirm, on page 77

* autoless, on page 78

* banner, on page 78

* bearer-control-profile, on page 79

* boot delay, on page 80
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* boot interface, on page 81

* boot nameserver, on page 82

* boot networkconfig, on page 83

* boot system priority, on page 85

* bulkstats, on page 88

* ca-certificate-list, on page 89

* ca-certificate, on page 90

* ca-crl, on page 92

« call-control-profile, on page 93

* card, on page 94

» card-standby-priority, on page 95

* cdr-multi-mode, on page 96

« certificate, on page 96

* cli, on page 98

* cli-encrypt-algorithm, on page 101

« client ssh, on page 102

* clock, on page 103

» cmp auto-fetch, on page 105

» cmp cert-store location, on page 106

 cmp cert-trap time, on page 107

» commandguard, on page 108

* congestion-control, on page 110

* congestion-control overload-disconnect, on page 111

* congestion-control policy, on page 112

* congestion-control threshold, on page 119

« congestion-control threshold connected-sessions-utilization, on page 123
* congestion-control threshold demuxmgr-cpu-utilization, on page 124
* congestion-control threshold license-utilization, on page 126

* congestion-control threshold max-sessions-per-service-utilization, on page 128
» congestion-control threshold message-queue-utilization, on page 129
* congestion-control threshold message-queue-wait-time, on page 131

* congestion-control threshold mmemgr-average-cpu-utilization, on page 132
* congestion-control threshold port-rx-utilization, on page 133

« congestion-control threshold port-specific, on page 135

* congestion-control threshold port-rx-utilization, on page 137

* congestion-control threshold port-tx-utilization, on page 138

* congestion-control threshold service-control-cpu-utilization, on page 139
« congestion-control threshold system-cpu-utilization, on page 141

* congestion-control threshold system-memory-utilization, on page 143
* congestion-control threshold tolerance, on page 144

* connectedapps, on page 146

« content-filtering category database directory, on page 146

» content-filtering category database max-versions, on page 147

« content-filtering category database override, on page 148

« context, on page 149

« crash enable, on page 150
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« crypto blacklist file, on page 152

* crypto peer-list, on page 154

* crypto remote-secret-list, on page 155

* crypto whitelist file, on page 156

* cs-network, on page 157

* css acsmgr-selection-attempts, on page 159
* css delivery-sequence, on page 159

* css service, on page 159

* decor-profile, on page 159

* dedicated-li context, on page 160

* default transaction-rate, on page 160

* diameter dynamic-dictionary, on page 161
* diameter-host-template, on page 162

* diameter-proxy conn-audit, on page 164

* diameter-proxy ram-disk, on page 165

* do show, on page 166

 ecmp-lag hash, on page 166

* end, on page 167

» enforce imsi-min equivalence, on page 167
» enforce spof, on page 169

* exit, on page 170

* fa-spi-list, on page 170

» fabric egress drop-threshold, on page 171
» fabric fsc-auto-recovery, on page 172

« failure-handling-template, on page 173

» fast-data-plane-convergence, on page 174
» global-title-translation address-map, on page 175
* global-title-translation association, on page 175
* gtpc-load-control-profile, on page 176

* gtpc-overload-control-profile, on page 177
* gtpp compression-process, on page 178

* gtpp push-to-active, on page 179

* gtpp ram-disk-limit, on page 180

* gtpp single-source, on page 181

* ha-spi-list, on page 183

* hd raid, on page 183

* hd storage-policy, on page 184

* health-monitoring, on page 185

* high-availability, on page 186

» iftask boot-options, on page 188

« iftask di-net-encrypt-rss, on page 188

» iftask fullcore-enable, on page 189

» iftask mcdmatxbatch, on page 190

» iftask restart-enable, on page 190

« iftask sw-rss, on page 191

» iftask txbatch, on page 192
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. aaa accounting-overload-protection

« ikesa delete on-mismatch, on page 193
* imei-profile, on page 194
* imsi-group, on page 195

aaa accounting-overload-protection

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command configures Overload Protection Policy for accounting requests.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

aaa accounting-overload-protection prioritize-gtpp
{ default | no } aaa accounting-overload-protection

default

Configures the default setting.

Default: no priority assigned

no

Disables the Overload Protection configuration.

prioritize-gtpp
Gives higher priority to GTPP requests among the other outstanding requests. So while purging the lower

priority requests will be selected first.

Use this command to configure Overload Protection Policy for accounting requests.

Example
The following command prioritizes GTPP requests among the other outstanding requests:

aaa accounting-overload-protection prioritize-gtpp

aaa default-domain

Configure global accounting and authentication default domain for subscriber and context-level administrative
user sessions.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

aaa domain-matching ignore-case .

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

aaa default-domain { administrator | subscriber } domain name
no aaa default-domain { administrator | subscriber }

no

Removes all or only the specified configured domain.

administrator | subscriber
administrator: Configures the default domain for context-level administrative users.

subscriber: Configures the default domain for subscribers.

domain_name

Sets the default context.

domain_name must be an alphanumeric string of 1 through 79 characters.

This command configures the default domain which is used when accounting and authentication services are

required for context-level administrative user and subscriber sessions whose user name does not include a
domain.

Example

The following commands configure the default domains for context-level administrative users and
subscribers, respectively:

aaa default-domain administrator sampleAdministratorDomain
aaa default-domain subscriber sampleSubscriberDomain

aaa domain-matching ignore-case

Product

Privilege

Command Modes

This command disables case sensitivity when performing domain matching. When this command is enabled,
the system disregard case when matching domains.

All
Security Administrator, Administrator

Exec > Global Configuration
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configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

Syntax Description [ no ] aaa domain-matching ignore-case
default aaa domain-matching

default

Configures ignore-case as the domain matching method.

no

Specifies that the system consider case when domain matching.

Usage Guidelines Use this command to configure the system to ignore case when matching domains.

Example
The following command configures the system to ignore case when matching domains:

aaa domain-matching ignore-case

aaa domain-matching imsi-prefix

Enables domain lookup for session based on the International Mobile Subscriber Identity (IMSI) prefix length.
Default: Disabled

|

Important  This command is only available in 8.3 and later releases.

Product All

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

Syntax Description ~ 2aa domain-matching imsi-prefix prefix-length prerfix length
no aaa domain-matching imsi-prefix
default aaa domain-matching

Specifies the system must not consider imsi-prefix domain matching method.
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Usage Guidelines

aaa large-configuration .

prefix-length

Specifies the IMSI length to be matched with the domain.

prefix_length must be an integer from 1 through 15.

Use this command to configure the IMSI-prefix method of domain matching. This command enables domain

lookup for the session based on the IMSI prefix length. If there is a domain configured with the matching
IMSI prefix, the associated configuration is used.

This feature does not support partial matches.

Example

The following command configures the IMSI prefix method for domain matching setting the prefix
length to 10.

aaa domain-matching imsi-prefix prefix-length 10

aaa large-configuration

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables or disables the system to accept a large number of RADIUS configurations to be
defined and stored.

When aaa large-configuration is disabled, the following restrictions are in place:

* Only one (1) NAS IP address can be defined per context with the radius attribute command.

» The RADIUS attribute nas-ip-address can only be configured if the RADIUS group is default.
* Only 320 RADIUS servers can be configured system-wide.

* Only 64 RADIUS groups can be configured system-wide.

All

Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ no ] aaa large-configuration

no

Disables AAA large configuration support.

When aaa large-configuration is enabled, the system provides the ability to configure multiple NAS IP addresses
in a single context to used with different radius groups. As well, the command allows support for up to 1,600
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|

Global Configuration Mode Commands (A-K) |

RADIUS server configurations and for a PDSN a maximum of 400 or for a GGSN a maximum of 800 RADIUS
server group configurations system-wide.

Important

After you configure this command, you must save the configuration and then reload the chassis for the
command to take effect. For information on saving the configuration file and reloading the chassis, refer to
the System Administration Guide for your deployment.

Example

To enable the definition of a large number of RADIUS configurations, enter the following commands
in the following order:

In APN Configuration mode, enter:
default aaa group

In Global Configuration mode, enter:
aaa large-configuration

In Exec mode, use the save configuration command and then the reload command.

aaa last-resort

Product

Privilege

Command Modes

Syntax Description

Configure global accounting and authentication last resort domain for subscriber and context-level administrative
user sessions.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

aaa last-resort context { administrator | subscriber context name }
no aaa last-resort context { administrator | subscriber }

no

Removes all or only the specified previously configured authentication last resort domain name.

administrator | subscriber
administrator: Configures the last resort domain for context-level administrative.

subscriber: Configures the last resort domain for the subscribers.
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Usage Guidelines

aaa tacacs+ .

context_name
Specifies the context which is to be set as the last resort. context_name must be an alphanumeric string of 1
to 79 characters.

Set the last resort context which is used when there is no applicable default domain (context) and there is no
domain provided with the subscriber's or context-level administrative user's name for use in the AAA functions.

Example

The following commands configure the last resort domains for context-level administrative user and
subscribers, respectively:

aaa last-resort administrator sampleAdministratorDomain
aaa last-resort subscriber sampleSubscriberDomain

The following command removes the previously configured domain called
sampleAdministrator Domain:

no aaa last-resort administrator sampleAdministratorDomain

aaa tacacs+

Product

Privilege

Command Modes

Syntax Description

Enables or disables system-wide TACACS+ AAA (authentication, authorization and accounting) services for
administrative users. This command is valid only if TACACS+ servers and related services have been configured
in TACACS Configuration Mode.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ no ] aaa tacacs+ [ noconsole ]

no

Disables TACACS+ AAA authentication.

noconsole

Disables TACACS+ authentication on the Console line only. By default this option is disabled; TACACS+
server authentication is performed for login via SSH or telnet (vty line) and a connection to the Console port.

With noconsole enabled, TACACS+ authentication is bypassed; the authentication request goes directly to
the local database. Effectively TACACS+ authentication on the Console port is disabled. However, TACACS+
authentication remains enabled via vty lines.
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|

Important 'When aaa tacacs+ noconsole is configured, a local user with valid credentials can log into a Console port
even if on-authen-fail stop and on-unknown-user stop are enabled via the TACACS+ Configuration mode.
If the user is not a TACACS+ user, he/she cannot login on a vty line.

Usage Guidelines Enables or disables the use of TACACS+ AAA services for administrative users.

Example

aaa tacacs+
no aaa tacacs+

aaa username-format

Configure global accounting and authentication user name formats for AAA (authentication, authorization
and accounting) functions. Up to six formats may be configured.

Product All

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

Syntax Description [ no ] aaa username-format { domain | username } separator
default aaa username-format

no

Removes the specified user name format from the configuration.

domain | username
Default: username @

domain: indicates the left side of the string from the separator character is a domain name and the right side
is the user name.

username: indicates the left side of the string from the separator character is a user name and the right side
is the domain name.

| A

Important  The user name string is always searched from right to left for the first occurrence of the separator character.
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Usage Guidelines

access-policy .

separator

Specifies the character to use to delimit the domain from the user name for global AAA functions.Permitted
characters include: @, %, -, \, #, or /. To specify a back slash (\'") as the separator, you must enter a double
back slash ("\\') on the command line.

Define the formats for user name delimiting if certain domains or groups of users are to be authenticated based
upon their user name versus domain name.

Example

aaa username-format domain @
aaa username-format username $%
no aaa username-format username %

access-policy

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command allows you to create/configure/delete the access-policy.
MME
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

access-policy policy name [ -noconfirm ]
no access-policy policy name

no

Deletes the configured access-policy.

access-policy policy_name
Specifies the name of the access-policy.
policy_name must be an alphanumeric string of 1 through 64 characters.

If the named access-policy does not exist, it is created, and the CLI mode changes to the Access Policy
Configuration Mode. If the named access-policy already exists, the CLI mode changes to the Access Policy
Configuration Mode.

-noconfirm

Specifies that the command must execute without any additional prompt and confirmation from the user.

Use this command to create/configure/delete an access-policy in the system.
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A maximum of four access-policies can be configured. One access-policy can contain upto 16 entries of
precedence pointing to 16 different access-profiles.

On entering this command, the CLI prompt changes to:

[context_name]host_name(access-policy-policy _name)#

Example
The following command creates an access-policy named apl:

access-policy apl

access-profile

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command allows you to create/configure/delete the access-profile.
MME
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

access-profile profile name [ —-noconfirm ]
no access-profile profile name

no

Deletes the configured access-profile.

access-profile profile_name
Specifies the name of the access-profile.
profile_name must be an alphanumeric string of 1 through 64 characters.

If the named access-profile does not exist, it is created, and the CLI mode changes to the Access Profile
Configuration Mode. If the named access-profile already exists, the CLI mode changes to the Access Profile
Configuration Mode.

-noconfirm

Specifies that the command must execute without any additional prompt and confirmation from the user.

Use this command to create/configure/delete an access-profile in the system.

A maximum number of 16 access-profiles can be configured in the system.
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active-charging service .

To use the access-profiles, the access-policies must be created under the Global Configuration mode and
associated under mme-service or call-control-profile.

One access-policy can contain upto 16 entries of precedence along with access-profile, device type, and RAT
type. When the precedence is lower, the priority is higher.

On entering this command, the CLI prompt changes to:

[context_name]host_name(access-profile-profile_name)#

Example
The following command creates an access-profile named apr3:

access-profile apr3

active-charging service

Product

Privilege

Command Modes

Syntax Description

This command allows you to create/configure/delete the Active Charging Service (ACS)/Enhanced Charging
Service (ECS).

ACS
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

active-charging service acs service name [ —noconfirm ]
no active-charging service acs service name

no

Deletes the specified Active Charging Service.

acs_service_name
Specifies name of the Active Charging Service.

acs_service name must be the name of an Active Charging Service, and must be an alphanumeric string of
1 through 15 characters.

If the named Active Charging Service does not exist, it is created, and the CLI mode changes to the ACS
Configuration Mode wherein the service can be configured. If the named Active Charging Service already
exists, the CLI mode changes to the ACS Configuration Mode.

-noconfirm

Specifies that the command must execute without any additional prompt and confirmation from the user.
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Usage Guidelines

alarm

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Global Configuration Mode Commands (A-K) |

Use this command to create/configure/delete an Active Charging Service in the system. Note that, in this
release, only one Active Charging Service can be created in the system.

Use this command after enabling ACS using the require active-charging command. This command allows
administrative users to configure the ACS functionality.

On entering this command, the CLI prompt changes to:

[context_name]hostname(config-acs)#

Example
The following command creates an ACS service named test:

active-charging service test

Enables or disables alarming options for the SSC internal alarm and the central-office external alarms. To
verify the state of the alarms, refer to the show alarm command.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

[ no ] alarm { audible | central-office }

no

Disables the option specified.

audible

Enables the internal audible alarm on ASR 5500 SSCs.

central-office

Enables the central office (external relay) alarms.

Use this command to enable or disable audible and external relay alarms on ASR 5500 SSCs.

Example
The following command enables the internal audible alarm:

alarm audible
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apn-profile .

apn-profile

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

| A

Creates an instance of an Access Point Name (APN) profile.

MME
SGSN

Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ no ] apn-profile apn profile name

no

Deletes the APN profile instance from the configuration.

apn_profile_name

Specifies the name of the APN profile. Enter an alphanumeric string of 1 through 64 characters.

Use this command to create an instance of an APN profile and to enter the APN profile configuration mode.
An APN profile is a template which groups a set of APN-specific commands that may be applicable to one
or more APNs. See the APN Profile Configuration Mode Commands chapter for information regarding the
definition of the rules contained within the profile and the use of the profile.

Important

An APN profile is a key element of the Operator Policy feature and is only valid when associated with at least
one operator policy.

To see what APN profiles have already been created, return to the Exec mode and enter the show apn-profile
all command.

Example
The following command creates a configuration instance of an APN profile:

apn-profile apnprof27

apn-remap-table

Creates an instance of an Access Point Name (APN) remap table.

Command Line Interface Reference, Modes G - H, StarOS Release 21.19 .



. arp

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

| A
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MME
SGSN

Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ no ] apn-remap-table apn remap table name

no

Deletes the APN remap table instance from the configuration.

apn_remap_table_name

Specifies the name of the APN remap table. Enter an alphanumeric string of 1 through 65 characters.

Use this command to create an instance of an APN remap table and to enter the APN remap table configuration
mode. An APN remap table includes entries that define how an incoming APN, or the lack on one, will be
handled. See the APN Remap Table Configuration Mode Commands chapter for information regarding the
definition of the entries contained within the table and the use of the table.

Important

arp

Product

Privilege

Command Modes

An APN remap table is a key element of the Operator Policy feature and is only valid when associated with
at least one operator policy.

To see what APN remap tables have already been created, return to the Exec mode and enter the show
apn-remap-table all command.

Example
The following command creates a configuration instance of an APN remap table:

apn-remap-table pnremap-USorigins-tablel

Configures a system-wide time interval for performing Address Resolution Protocol (ARP) refresh.
All
Security Administrator, Administrator

Exec > Global Configuration
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Syntax Description

Usage Guidelines

autoconfirm .

configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

arp base-reachable-time time
default arp base-reachable-time

default

Restores the parameter to its default setting.

time
Default: 30
Specifies the ARP refresh interval (in seconds) as an integer from 30 through 86400.

Use this command to configure a system-wide ARP refresh interval. Once a neighbor is found, the entry is
considered valid for at least a random value between the time/2 and the time*1.5.

Example
The following command configures an ARP refresh interval of 1 hour:

arp base-reachable-time 3600

autoconfirm

|

This command disables or enables confirmation for certain commands. This command affects all future CLI
sessions and users.

Important

Product

Privilege

Command Modes

Syntax Description

To change the behavior for the current CLI session only, use the autoconfirm command in the Exec Mode.

All
Security Administrator, Administrator, Operator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ no ] autoconfirm
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Usage Guidelines

| A
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no
Disables the autoconfirm feature.
When autoconfirm is enabled, certain commands ask you to answer yes or no to confirm that you want to

execute the command. When autoconfirm is disabled the confirmation prompts never appear. Disabling
autoconfirm disables command confirmation for all future CLI sessions.

By default autoconfirm is enabled.

Important

autoless

banner

Product

Privilege

Command Modes

Syntax Description

If autoconfirm is enabled, commandguard will not take effect until autoconfirm is disabled in both Exec and
Global Configuration modes.

Example
The following command enables command confirmation for all future CLI sessions and users:

autoconfirm

This command is obsolete. It is included in the CLI for backward compatibility with older configuration files.
When executed, this command issues a warning and performs no function.

Configures the CLI banner which is displayed upon the start of a CLI session.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

banner { charging-service | lawful-intercept | motd | pre-login } string
no banner { charging-service | lawful-intercept | motd | pre-login }

no

Removes the banner message by setting it to be a string of zero length.
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|

bearer-control-profile .

charging-service

Specifies the Active Charging Service banner message. The banner is displayed upon initialization of an SSH
CLI session with ACS-admin privileges (whenever anyone with the CLI privilege bit for ACS logs on).

lawful-intercept

Refer to the Lawful Intercept Configuration Guide for a description of this parameter.

motd

Configures the CLI banner message of the day which is displayed upon the initialization of any CLI session.

pre-login

Configures the CLI banner displayed before a CLI user logs in.

Important

Usage Guidelines

This banner is displayed only for serial port and telnet log ins. It is not supported in ssh and, therefore, will
not be displayed before ssh log ins.

string

Specifies the banner or message to be displayed at session initialization. string may be an alphanumeric string
of 0 through 2048 characters. The string must be enclosed in double quotation marks if the banner or message
is to include spaces.

Set the message of the day banner when an important system wide message is needed. For example, in
preparation for removing a chassis from service, set the banner 1 or more days in advance to notify
administrative users of the pending maintenance.

Example
The following command creates a message of the day with the text Have a nice day.

banner motd "Have a nice day."

bearer-control-profile

Product

Privilege

Command Modes

This command creates an instance of a Bearer Control profile, a key element of the MME QoS Profile feature.
MME
Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:
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[local]lhost name(config)#

Syntax Description [ no ] bearer-control-profile bcprofile name

no

Including this command prefix causes the MME to delete the named instance of the bearer control profile
from the MME's configuration.

beprofile_name

Enter an alphanumeric string of 1 through 64 characters to identify a specific bearer control profile.

Usage Guidelines Entering this command provides access to the configuration commands of the Bearer Control Profile
Configuration Mode to configure QoS parameters for dedicated-bearers and for default-bearers. Bearer level
parameters such as ARP-PL, ARP-PVI, ARP-PCI, MBR, GBR, remap QCI value can be configured here
independently for default/dedicated bearer along with the action to be taken, such as prefer-as-cap or
pgw-upgrade. Bearer Control profile can be applied for specific QCIs or range of QCls.

Example
The following sample command creates an instance of a bearer control profile named BCProf:

bearer-control-profile BCProf

boot delay

Configures the delay period, in seconds, before attempting to boot the system from a software image file
residing on an external network server.

Product All

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

Syntax Description ~boot delay time
no boot delay

no

Deletes the setting for the boot delay. The boot process executes immediately.
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Usage Guidelines

|

boot interface .

time
Specifies the amount of time (in seconds) to delay prior to requesting the software image from the external

network server as an integer from 1 through 300.

Useful when booting from the network when connection delays may cause timeouts. Such as when the Spanning
Tree Protocol is used on network equipment.

Important

The settings for this command are stored immediately in the boot.sys file. No changes are made to the system
configuration file.

Example
The following sets the boot delay to 10 seconds:
boot delay 10

boot interface

Product

Privilege

Command Modes

Syntax Description

Configures Ethernet network interfaces for obtaining a system software image during the system boot process.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

boot interface { local-ethl | local-eth2 } [ medium { auto | speed
medium speed duplex medium duplex } [ media medium media ] 1]
no boot interface

no

Removes the boot interface configuration from the boot.sys file. Only files from the local file system can be
loaded.

local-eth1 | local-eth2

Specifies the network interface to be configured where local-ethl is the primary ethernet interface and
local-eth2 is the secondary ethernet interface.

For the ASR 5500, the primary interface is port 1 (1000Base-T) on the MIO and the secondary interface is
port 2 (1000Base-T) on the MIO.
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Usage Guidelines

| A
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medium { auto | speed medium_speed duplex medium_duplex}
Default: auto
auto: Configures the interface to auto-negotiate the interface speed. and duplex.

speed medium_speed duplex medium_duplex: Specifies the speed to use at all times where medium_speed
must be one of:

* 10
* 100
+ 1000

The keyword duplex is used to set the communication mode of the interface where medium_duplex must be
one of:

» full
* half

media medium_media
Default: rj45
Optionally sets the physical interface where medium_media must be either rj45 or sfp.

Modify the boot interface settings to ensure that the system is able to obtain a software image from an external
network server.

Important

The settings for this command are stored immediately in the boot.sys file. No changes are made to the system
configuration file.

Example
The following command configures the primary interface to auto-negotiate the speed:
boot interface local-ethl medium auto

The following command configures the secondary interface to a fixed gigabit speed at full duplex
using RJ45 connectors for the physical interface:

boot interface local-eth2 medium speed 1000 duplex full media rj45
The following command restores the defaults for the boot interface:

no boot interface

hoot nameserver

Configures the IP address of the DNS (Domain Name Service) server to use when looking up hostnames in
URLSs for network booting.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

| A

boot networkconfig .

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

boot nameserver ip address
no boot nameserver

no

Removes the network boot nameserver information from the boot.sys file.

ip_address

IPv4 dotted-decimal address of the DNS server the system uses to lookup hostnames in URLs for a software
image from the network during the system boot process.

Use this command to identify the DNS server to use to lookup hostnames in a software image URL.

Important

The settings for this command are stored immediately in the boot.sys file. No changes are made to the system
configuration file.

Example

The following configures the system to communicate with a DNS nameserver with the IP address
0f 10.2.3.4:

boot nameserver 10.2.3.4

boot networkconfig

Product

Privilege

Command Modes

Configures the networking parameters for the Switch Processor I/O card network interfaces to use when
obtaining a software image from an external network server during the system boot process.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:
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Syntax Description

|
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[local]lhost name(config)#

boot networkconfig { dhcp | { { dhcp-static-fallback | static } ip address
spio24 ip address [ spio25 ip address ] netmask ip mask [ gateway gw address ]

b}

no boot networkconfig

no

Removes the network configuration information from the boot.sys file.

dhcp

Indicates that a Dynamic Host Control Protocol (DHCP) server is used for communicating with the external
network server.

dhcp-static-fallback | static
dhcp-static-fallback: provides static IP address fallback network option when a DHCP server is unavailable.

static: specifies a fixed network IP address for the external network server that hosts the software image.

spio24 ip_address [ spio25 ip_address ] netmask ip_mask [ gateway gw_address ]

spio24ip_address[ spio25ip_address]: the IP address to use for the SPIO in slot 24 and optionally the SPIO
in slot 25 for network booting. ip_address must be specified using IPv4 dotted-decimal notation.

netmask ip_mask: the network mask to use in conjunction with the IP address(es) specified for network
booting. ip_mask must be specified using IPv4 dotted-decimal notation.

gateway gw_address: the IP address of a network gateway to use in conjunction with the IP address(es)
specified for network booting. gw_address must be entered using I[Pv4 dotted-decimal notation.

Important

Usage Guidelines

If gw_address is not specified, the network server must be on the same LAN as the system. Since both SPIOs
must be in the same network, the netmask and gateway settings are shared.

Configure the network parameters for the ports on the SPIO cards to use to communicate with an external
network server that hosts software images.

| B
Important  The settings for this command are stored immediately in the boot.sys file. No changes are made to the system
configuration file.
| B
Important ' When configuring static addresses both SPIOs must have different IP addresses. Neither address can be the

same as the local context IP address.
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boot system priority .

Example

The following configures the system to communicate with the external network server via DHCP
with a fallback to IP address 192.168.100.10, respectively.

boot networkconfig dhcp-static-fallback ip address spio24 192.168.100.10
netmask 255.255.255.0

The following command configures the system to communicate with an external network server
using the fixed (static) IP address 192.168.100.10 with a network mask of 255.255.255.0.

boot networkconfig static ip address spio24 192.168.100.10 netmask
255.255.255.0

The following restores the system default for the network boot configuration options.

no boot networkconfig

boot system priority

Product

Privilege

Command Modes

Syntax Description

|

Specifies the priority of a boot stack entry to use when the system first initializes or restarts. Up to 10 boot
system priorities (entries in the boot.sys file located in the /flash device in the SPC, SMC or MIO) can be
configured.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

boot system priority number image image url config config path
no boot system priority number

no

Remove a boot stack entry at the priority specified from the boot stack when it is no longer used.

priority number

Specifies the priority for the file group (consisting of an image (.bin) and its corresponding configuration
(.cfg) file) specified in the boot stack. The value must be in the range from 1 through 100 where a priority of
1 is the highest. Up to 10 boot system priorities (boot stack entries) can be configured.

Important

When performing a software upgrade it is important that the new file group have the highest priority (lowest
number) configured.
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|
Important  To ensure that higher priority numbers remain open, use an "N-1" priority numbering methodology, where
"N" is the first priority in the current boot stack.
image image_url
Specifies the location of a image file to use for system startup. The URL may refer to a local or a remote file.
The URL must be formatted according to the following format:
For the ASR 5000:
« [ file: ]{ /flash | /pcmcial | /hd }[ /directory ]/filename
* [ http: | tftp: ]/host[ :port ][ /directory ]/filename
|
Important  Use of the SMC hard drive is not supported in this release.
For the ASR 5500:
« [ file: ]{ /flash | /usbl | /hd }[ /directory ]/filename
« [ http: | tftp: J/host[ :port ][/directory ]/filename
|
Important Do not use the following characters when entering a string for the field names below: "/" (forward slash), ":"
(colon) or "@" (at sign).
directory is the directory name.
filename is the actual file of interest.
host is the IP address or host name of the server.
port# is the logical port number that the communication protocol is to use.
|
Important A file intended for use on an ASR 5000 uses the convention xxxxx.asr5000.bin, where xxxxx is the software
build number.
|
Important A file intended for use on an ASR 5500 uses the convention xxxxx.asr5500.bin, where xxxxx is the software
build number.
|
Important  When using the TFTP, it is advisable to use a server that supports large blocks, per RFC 2348. This can be

implemented by using the "block size option" to ensure that the TFTP service does not restrict the file size of
the transfer to 32MB.
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| A

boot system priority .

config config_path

Specifies the location of a configuration file to use for system startup. This must be formatted according to
the following format:

For the ASR 5000:
o [ file: ]{ /flash | /pcmcial | /hd }[ /path ]/filename

Important

Usage Guidelines

Use of the SMC hard drive is not supported in this release.

For the ASR 5500:
o [ file: ]{ /flash | /usbl | /hd }[ /path ]/filename

Where path is the directory structure to the file of interest, and filename is the name of the configuration file.
This file typically has a .cfg extension.

This command is useful in prioritizing boot stack entries in the boot.sys file, typically located on the /flash
device of the Active SPC, SMC, or MIO, for automatic recovery in case of a failure of a primary boot file

group.

.

Important  For ASR5500 nodes, the configuration file must reside on the MIO's local filesystem, stored on one of its
local devices (/flash, or /pcmcial, or /hd-raid/pcmcial, or /pcmcia2, or /usbl, or /hd-raid). Attempts to load
the configuration file from an external network server will result in a failure to load that image and configuration
file group, causing the system to load the image and configuration file group with the next highest priority in
the boot stack.

.
Important  Configuration changes do not take effect until the system is reloaded.
|
Important  The settings for this command are stored immediately in the boot.sys file. No changes are made to the system

configuration file.

Example
The following commands set up two locations from which to obtain a boot file group.

boot system priority 1 image tftp: //remoteABC/pub/20l12jan.bin config
/flash/pub/data/2012feb.cfg

boot system priority 2 image /flash /pub/data/2002jun.bin config
/pcmcial/pub/data/2012feb.cfg

The following removes the current priority 1 boot entry from the boot.sys file.

no boot system priority 1
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bulkstats

Product

Privilege

Command Modes

Syntax Description

Global Configuration Mode Commands (A-K) |

Enables the collection of bulk statistics and/or enters the bulk statistics configuration mode.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

bulkstats { collection | config [ schema | supplement ] | historical
collection | mode | ssd-samples { 1 | 2 } }

no bulkstats { collection | historical | ssd-samples }

default bulkstats { historical collection | ssd-samples }

no

Disables the collection of bulk statistics.

default
Restores the bulkstats configuration to its default value.

ssd-samples: Disabled

collection

Enables the statistics collection process. Collects a periodic snapshot of activity and performance data as
configured via the Bulk Statistics Configuration mode.

config [ schema | supplement] ur/

Enables bulkstats configuration replacement with contents of file if present. If no file is present, bulkstats
mode configuration will be saved in the file of the given name when issuing a save configur ation url command.

schema: This keyword takes a local URL keyword as a parameter. It will perform a full bulkstats schema
configuration replacement with the contents of the file provided. If the file exists, no schema will be saved
when issuing a save configuration url command.

supplemental: This keyword takes a local URL keyword as a parameter. It will supplement running bulkstats
configuration with the contents of the configuration file provided.

url: Specifices the URL where the [file:]{/flash | /hd-raid | /Jusbl | /usb2 | /usb3 | /rmm1|/cdrom1l |
[sftp}[/directory]/filename

The system will allow configuration of only 1 of these options. They are mutually exclusive.
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Usage Guidelines

ca-certificate-list .

historical collection
Enables the collection of historical bulk statistics.

If enabled, StarOS tracks activities that require the storing of more data, such as "the highest value that's been
seen over the last 24 hours".

mode

Enters the Bulk Statistics Configuration mode. The resulting command-line prompt will look similar to:

[<context-name>]host name(config-bulkstats)#

ssd-samples{1]2}

Enables the collection of bulk statistics samples in the SSD archive. In the current release, a maximum of two
bulkstats samples can be collected in the SSD archive. Each sample contains all the bulkstats collected during
the configured transfer interval.

Also see the show support details command under the Exec Mode Commands for more information on

excluding the bulkstats samples from the SSD archive.

The Bulk Statistics Configuration mode consists of commands for configuring bulk statistic properties, such
as the periodicity of collection. Detailed command descriptions appear in the Bulk Statistics Configuration
Mode Commands chapter.

The collected bulk statistics are sent to a collection server (called a receiver). Bulk statistics are statistics that
are collected in a group or schema, for example, system statistics, port statistics, RADIUS statistics.

Once the receiver, schema, and collection properties are configured, the bulkstats collection command enables
or disables the collection of the data.

To collect a sample that will provide an average, for example, an average of CPU counters, the "historical"
features must be enabled with the bulkstats historical collection command.

Since bulk statistics are collected at regular, user-defined intervals, the Exec mode bulkstats force command
can be used to manually initiate the immediate collection of statistics.

Example
The following command enables the collection of bulk statistics:
bulkstats collection

The following command performs a full bulkstats schema configuration replacement with the contents
of the file provided:

bulkstats config schema /tmp/bsutscm2.cfg

ca-certificate-list

Product

Privilege

ePDG

Administrator, Security Administrator, Operator
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Command Modes Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

Syntax Description ca-certificate-list ca certificate list name [ca-cert-name ca-cert-name 1 ] |
ca-cert-name ca-cert-name 2 ] [ca-cert-name ca-cert-name 3 ] [ca-cert-name
ca-cert-name 4 ]

no ca-certificate-list name ca certificate list name

name ca_certificate_list_name

Specifies the CA certificate list as an alphanumeric string of 1 through 128 characters.

ca-cert-name ca-cert-name_1 to ca-cert-name_4
Specifies the the CA certificate name as an string of size 1 through 128.

Configuring atleat one ca-cert-name is mandatory.

Usage Guidelines Use this command to configure CA certificate list name 10 and four certificates ca-cert-name_1, ca-cert-name 2,
ca-cert-name 3, ca-cert-name 4:

ca-certificate-list name 10 ca-cert-name ca-cert-name 1 ca-cert-name
ca-cert-name 2 ca-cert-name ca-cert-name 3 ca-cert-name ca-cert-name 4

ca-certificate

Configures and selects an X.509 CA certificate to enable a security gateway to perform certificate-based peer
(client) authentication. StarOS supports a maximum of 16 certificates and 16 CA (Certificate Authrority) root
certificates. A maximum of four CA root certificates can be bound to a crypto or SSL (Secure Sockets Layer)

template.
Product All IPSec-related products
Privilege Administrator, Security Administrator, Operator
Command Modes Exec > Global Configuration

configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

Syntax Description ca-certificate name name { der url url format | pem { data pemdata | url url format
[ cert-enc ] [ cert-hash-url wurl url format ] } }
no ca-certificate name name

Disables ca-certificate.
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\}

ca-certificate .

Note

Usage Guidelines

If the CA-CERT is mandatory for the service to be up and running, then the removal of that CA-CERT is not
allowed.

name name

Specifies the name the CA certificate as an alphanumeric string of 1 through 128 characters.

der url
Specifies the use of the Distinguished Encoding Rules (DER) binary format.

url is the Universal Reosurce Locator of the file containing certificate in der format.

pem

Specifies that the Privacy-enhanced Electronic Mail (PEM) format is to be used.

data pemdata

ndicates that the CA certificate data will be in PEM format. pemdata must be an alphanumeric string of 1
through 4095 characters.

cert-enc

Specifiesa certificate encoding type other than default encoding type.

cert-hash-url

Specifies a hash of X.509 Certificate.

url

Specifes the Universal Resource Locator of the file containing the CA certificate.

url_format
Specifies an existing URL expressed in one of the following formats:
* [file:]{/flash | /pcmcial | /hd-raid}[/directory]/<filename
* tftp://<host>[:<port>][/<directory>]/<filename
* ftp://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename
* sftp://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

* http://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

When read via a file, note that show configuration will not contain the URL reference, but will instead output
the data via data pemdata, such that the configuration file is self-contained.

Use this command to configure and select an X.509 CA certificate to enable a security gateway or SCM to
perform certificate-based peer (client) authentication.
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. ca-crl

Example
Use the following command to remove a certificate named fapl:

no ca-certificate fapl

ca-crl

Configures the name and URL path of a Certificate Authority-Certificate Revocation List (CA-CRL).

Product All IPSec-related products

Privilege Operator

Command Modes Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

Syntax Description ~ca-crl name name { der | pem } { url url }
no ca-crl name name

no

Removes the named CA-CRL.

name

Provides a name of the CA-CRL. name must be an alphanumeric string of 1 through 128 characters.

der

Specifies that Distinguished Encoding Rules (DER) format is to be used for the source format.

pem

Specifies that Privacy-enhanced Electronic Mail (PEM) format is to be used for the source format.

url url

Specifies the URL where the CA-CRL is to be fetched. url must be an existing URL expressed as an
alphanumeric string of 1 through 1023 characters in one of the following formats:

* [file:]{/flash | /pcmcial | /hd-raid}[/directory]/<filename
* tftp://<host>[:<port>][/<directory>]/<filename
* ftp://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

* sftp://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

. Command Line Interface Reference, Modes G - H, Star0S Release 21.19



| Global Configuration Mode Commands (A-K)

Usage Guidelines

call-control-profile .

* http://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

* ldap://<host>[:<port>][/<dn>][ ?<attributes>][ ?<scope>][ ?<filter>][ 7<extensions>]

Use this command to name and fetch a CA-CRL from a specified location.

Without additional information from the CA, an issued certificate remains valid to any verifier until it expires.
To revoke certificates, the CA publishes a CRL periodically to provide an updated list of certificates revoked,
but not yet expired. Like a certificate, a CRL is a digital document signed by the CA. In addition to a list of
serial numbers of revoked certificates, the CRL includes attributes such as issuer name (same as the issuer
name in the certificate), signature (signed by the issuer using the same key that signs certificates), last update
(the time this CRL was issued), and next update (the time next CRL will be available).

Example

The following command fetches a CA-CRL named listl.pem from a host.conVCRLS location and
names the list CRL5:

ca-crl name CRL5 pem url http://host.com/CRLs/listl.pem

call-control-profile

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Creates an instance of a call-control profile.

MME
SGSN

Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #
[ no ] call-control-profile cc profile name

no

Deletes the Call-Control Profile instance from the configuration.

cc_profile_name

Specifies the name of the call-control profile. Enter an alphanumeric string of 1 through 64 characters.

Use this command to create an instance of a call-control profile and to enter the call-control profile configuration
mode. A call-control profile is a template which groups a set of call-handling instructions that may be applicable

to one or more incoming calls. See the Call-Control Profile Configuration Mode Commands chapter for
information regarding the definition of the rules contained within the profile and the use of the profile.
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Important

card

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

|

A call-control profile is a key element of the Operator Policy feature and is only valid when associated with
at least one operator policy.

To see what call-control profiles have already been created, return to the Exec mode and enter the show
call-control-profile all command.

Example
The following command creates a configuration instance of an call-control profile:

call-control-profile ccprofl

Enters the Card Configuration mode for the specified card.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

card slot number

slot_number

Specifies the slot number of the card for which the card configuration mode is to be entered. slot_number
must be an integer from 1 to 20.

Enter the configuration mode for a specific card when changes are required.

Important

This command is not supported on virtual platforms.

Example
The following command enters Card Configuration mode for the card in slot 8 of the chassis:

card 8
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card-standby-priority .

card-standby-priority

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the redundancy priorities for packet processing cards by specifying the slot number search order
for a standby card when needed.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

card-standby-priority slot num +

slot_num

Specifies the slot of the card for the order of the standby cards. Slot_num must be in the range from 1 through
10 excluding slots 5 and 6 (on the ASR 5500).
+

Indicates that you may enter as many slot numbers (separated by a space) as necessary to indicate the complete
search order.

Set the standby order of the redundant cards when multiple standby cards are available.

Questionable hardware should be placed lower in the priority list.

|

Important  This command replaces the pac-standby-priority command.
©

Important  This command is not supported on all platforms.

Example

The following command configures the redundancy priority to use the standby cards in slots 2, 4,
and 7 in that order:

card-standby-priority 2 4 7
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cdr-multi-mode

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables multiple instances of CDRMOD, one per packet processing card.
ACS
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ default ] cdr-multi-mode

default
Configures this command with its default setting.

Default: Single-CDRMOD mode

Use this command to enable the multi-CDRMOD mode, wherein there will be one instance of CDRMOD per
packet processing card. All the SessMgr instances that are running on a packet processing card will send the
records to the CDRMOD instance running on that card.

By default, CDRMOD runs in single mode, wherein there will be only one instance of CDRMOD running
for the entire chassis. All the SessMgr instances that are running on a packet processing card will send the
records to the CDRMOD instance.

|
Important  After you configure this command, you must save the configuration and then reload the chassis for the
command to take effect. For information on saving the configuration file and reloading the chassis, refer to
the System Administration Guide for your deployment.
|
Important  In multi-CDRMOD mode, you should enable hard-disk usage.

certificate

Product

Privilege

Command Modes

Configures and selects an X.509 Trusted Author certificate.
All IPSec-related products
Administrator, Security Administrator, Operator

Exec > Global Configuration
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certificate .

configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

Syntax Description certificate name name { der url uri | pem { data pemdata | url uril }
private-key pem { [ encrypted ] data pemdata | url url [cert-enc]
[cert-hash-url url ur:1 ] } }
no certificate name name

Disables certificate.

name name

Names the certificate. name must be from 1 to 128 alphanumeric characters.

der url

Specifies that the Distinguished Encoding Rules (DER) binary format is to be used.

pem

Specifies that the Privacy-enhanced Electronic Mail (PEM) format is to be used.

data pemdata

Certificate/private key data in PEM format. pemdata must be an alphanumeric string of 1 through 4095 (if
private key is not implmented) or 1 through 8191 (if private key is implemented) characters.

cert-enc

Specifies a certificate encoding type other than default encoding type.

cert-hash-url

Specifes a hash and URL of the X.509 Certificate.

url url

Specifies the Universal Resource Locator (URL) of the file containing certificate/private key.

url_format
Sepcifies an existing URL expressed in one of the following formats:
* [file:]{/flash | /pcmcial | /hd-raid}[/directory]/<filename
* tftp://<host>[:<port>][/<directory>]/<filename
* ftp://[<username>[:<password>]@ ]<host>[:<port>][/<directory>]/<filename
* sftp://[<username>[:<password>]@]<host>[:<port>][/<directory>]/<filename

* http://[<username>[ :<password>]@]<host>[:<port>][/<directory>]/<filename
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Usage Guidelines

cli

Product

Privilege

Command Modes

Syntax Description
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When read via a file, show configuration will not contain the URL reference, but instead outputs the data
via data pemdata, such that the configuration file is self-contained.

private-key pem

Specifies use of private key PEM data.

encrypted
Specifs the use of encrypted private key data.

Use this command to Configures and selects an X.509 Trusted Author certificate.

Example
Use the following command to remove a certificate named box1:

no certificate data boxl

Configures global Command Line Interface (CLI) parameters.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

cli { access { monitor-protocol | monitor-subscriber | show-configuration
} { administrator | operator } } | configuration-monitor | hidden |
login-failure-delay number | max-sessions number | operator
clear-subscriber-one-only | test-commands [encrypted] password password |
trap config-mode }
no cli { configuration-monitor | hidden | login-failure-delay number |
max-sessions | operator clear-subscriber-one-only | trap config-mode }
default cli { access { monitor-protocol | monitor-subscriber |
show-configuration } | configuration-monitor | login-failure-delay |
max-sessions | operator clear-subscriber-one-only | trap config-mode }

no

Removes the specified option.
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i i

default

Resets the keywords to their default values.

access { monitor-protocol | monitor-subscriber | show-configuration }{ operator | administrator }
Sets access privileges on the monitor protocol and monitor subscriber commands:
monitor-protocol: Selects privileges for the monitor protocol command.

monitor-subscriber: Selects privileges for the monitor subscriber command.

show-configuration: Selects privileges for the show-configurationcommand. However the default access
level for this command is the user with operator privileges.

operator: Sets the privileges for the selected command to allow use by users with operator privileges.

administrator: Restricts use of the selected command to administrators only.

configuration-monitor

When this keyword is enabled, the system executes a show configuration checksum command every
15-minutes. The resulting checksum is compared with the previous checksum.

When a configuration change is detected, a log message and SNMP notification are generated. The SNMP
notification only indicates that a change has occurred without identifying what change had been made.

The 15-minute interval is fixed and cannot be configured. By default configuration monitoring is disabled.

Note

When enabled, the system's Shared Configuration Task (SCT) process may experience CPU spikes when the
underlying show configuration checksum command is executed. This is most noticable with large StarOS
configurations.

hidden
Allows a Security Administrator to enable access to hidden cli test-commands command.

The no cli hidden command disables access to the cli test-commands command. This is the default mode.
Refer to the description of the test-commands keyword below for additional information.

login-failure-delay number

Specifies the time to wait before a login failure is returned and another login may be attempted. Default is
five seconds.

max-sessions number

Sets the number of allowed simultaneous CLI sessions on the system. If this value is set to a number below
the current number of open CLI sessions, the open sessions will continue until closed. humber must be an
integer from 2 through 100.
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Caution

A

Use caution when setting this command. Limiting simultaneous CLI sessions prevents authorized users from
accessing the system if the maximum number allowed has been reached. The system already limits CLI
sessions based on available resources. Additional limitation could have adverse effects.

operator clear-subscriber-one-only

Restricts Operator to clearing only one subscriber session at a time.

test-commands [encrypted] password password_string

Enables access to the CLI test-commands. The commands and keywords made available under this mode are
for internal testing and debugging.

Caution

|

CLI test-commands are intended for diagnostic use only. Access to these commands is not required during
normal system operation. These command are intended for use only by Cisco TAC personnel. Some of these
commands can slow system performance, drop subscribers, and/or render the system inoperable

Important

A

An SNMP trap is generated when a user enables cli test-commands (starTestModeEntered). Refer to the
SNMP MIB Reference for additional information.

encrypted: Specifies that the system will save the password in an encrypted format in the configuration file.
The system displays the encrypted keyword in the configuration file as a flag indicating that the variable
following the password keyword is the encrypted version of the plain text password. Only the encrypted
password is saved as part of the configuration file.

password password_string: Prompts for the password required to access CLI test-commands. This password
must have been previously configured by a Security Administrator via the tech-suport test-commands
password command. The password is an alphanumeric string of 1 through 64 characters (plain text password)
or 1 through 524 characters (encrypted password).

If the passwor d keyword is not entered, the user is prompted (no-echo) to enter the password. If tech-support
test-commands passwor d has not been enabled, you will be unable to execute cli test-commands.

Once this test mode is entered under Global Configuration mode, CLI test-commands become part of the
current configuration. Therefore, any generated configuration file will contain the cli test-commands command
as the first configuration command.

Caution

Use of CLI test-commands may cause significant service interruption. Contact Cisco TAC before executing
any commands while in this mode.

The no cli test-commands command disables access to the CLI test-commands mode.

trap config-mode

Enables sending an SNMP trap (starCLIConfigMode) when a CLI user enters the configuration mode.
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Usage Guidelines

|

cli-encrypt-algorithm .

This command sets access parameters and enables several operational parameters for the system's command
line interface.

Important

The maximum number of multiple CLI sessions that can be supported is based on the amount of available
memory. A minimum of 15 CLI sessions are supported on the ASR 5500. One of the CLI sessions is reserved
for use exclusively by a CLI session on a serial console interface. Additional CLI sessions beyond the
pre-reserved set are permitted if sufficient management card resources are available. If the Resource Manager
is unable to reserve resources for a CLI session beyond those that are pre-reserved, administrative users are
prompted as to whether or not the system should attempt to create the new CLI session even without reserved
resources.

Example

The following command sets the number of allowed simultaneous CLI sessions to 5:
cli max-sessions 5

The following command sets the command monitor protocol to administrator-only:

cli access monitor-protocol administrator

cli-encrypt-algorithm

Product

Privilege

Command Modes

Syntax Description

Specifies the type of encryption algorithm to be used for passwords and secrets.
All
Security Administrator

Exec > Global Configuration
configure
Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

cli-encrypt-algorithm { A | B | C }
default cli-encrypt-algorithm

default
Resets the encryption algorithm to "A" (prior to release 21.0) or "B" (release 21.0 and higher).

A

Specifies MDS5-based cipher encryption algorithm. This is the default for StarOS releases prior to 21.0.
Passwords encrypted with this key will have "+A" prefixes in the configuration file.
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Usage Guidelines

| A
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Specifies the AES-CTR-128 cipher algorithm for encryption and the HMAC-SHA1 cipher algorithm for
authentication. Passwords encrypted with this key will have "+B" prefixes in the configuration file. Algorithm
B is the default for release 21.0 and higher.

C

Specifies HMAC-SHAS512 cipher algorithm for encryption and authentication. Passwords encrypted with this
key will have "+C" prefixes in the configuration file.

Use this command to specify the types of cipher algorithm(s) to be used as encryption and authentication keys
for passwords.

The encryption key protects the confidentiality of passwords, while the authentication key protects their
integrity.

Important

client ssh

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

For release 20.0 and higher Trusted builds, option A is not available.

Example
The following command sets the encryption key to C:

cli-encrypt-algorithm C

Enters the SSH Client Configuration mode.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config)#

[ no ] client ssh

no

Removes the SSH client key pair configuration.

Use this command to enter the SSH Client Configuration mode. The CLI commands in that mode allow you

to create an SSH key pair and push the private key to external servers for SSH access between the StarOS
gateway and external servers.
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clock

Product

Privilege

Command Modes

Syntax Description

clock .

Example
The following command moves you to the SSH Client Configuration mode:

client ssh

Configures system clock timezone and what local time zone to use.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

clock timezone tz [ local ]
no clock timezone

no

Resets the system timezone to the system default UTC.

tz
Specifies the system time zone to use as one of:

* america-buenos-aires (GMT-3:00; Buenos Aires)

* america-caracas (GMT-4:00) Caracas

* america-guatemala (GMT-6:00; Guatemala, Guatemala)
 america-la_paz (GMT-4:00; La Paz)

 america-lima (GMT-5:00; Lima, Peru)

* america-puerto-rico (GMT-4:00; Puerto Rico)

* america-sao-paulo (GMT -3:00; Brazil)

* america-tijuana (GMT-8:00; Tijuana)

» asia-almaty (GMT+6.00; Almaty, Kazakhstan)

* asia-baghdad (GMT+3:00; Baghdad, Russia Zone 2, Kuwait, Nairobi, Riyadh, Moscow, Tehran)
* asia-bangkok (GMT+7:00; Bangkok)

* asia-calcutta (GMT+5:30; Calcutta, Mumbai, New Delhi)
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. clock

* asia-dhaka (GMT+6:00; Dhaka)

» asia-hong-kong (GMT+8:00; Hong Kong)

* asia-irkutsk (GMT=+9:30; Irkutsk)

» asia-kabul (GMT+4:30; Kabul)

» asia-karachi (GMT+5:00; Karachi)

* asia-katmandu (GMT+5:45; Kathmandu)

* asia-magadan (GMT+11:00; Magadan)

* asia-muscat (GMT+4:00; Abu Dhabi, UAE, Muscat, Tblisi, Volgograd, Kabul)

* asia-rangoon (GMT+6:30; Rangoon)

* asia-seoul (GMT+9:00) Seoul

* asia-tehran (GMT+3:30; Tehran)

* asia-tokyo (GMT+9:00; Tokyo, Russia Zone 8)

« atlantic-azores (GMT-2:00; Azores)

* atlantic-cape-verde (GMT-1:00; Cape Verde Islands)

* australia-perth (GMT=+8:00) Perth

* australia-darwin (GMT+9:30) Northern Territory - Alice Springs, Darwin, Uluru
* australia-adelaide (GMT+9:30) Southern Territory - Adelaide

* australia-melbourne (GMT=+10:00) Victoria - Ballarat, Melbourne

» australia-sydney (GMT+10:00) New South Wales - Newcastle, Sydney, Wollongong
» australia-hobart (GMT+10:00) Tasmania - Hobart, Launceston

* australia-brisbane (GMT+10:00) Queensland - Brisbane, Cairns, Toowoomba, Townsville
* australia-lordhowe (GMT+10:30) Lord Howe Island

* canada-newfoundland (GMT-3:30; Newfoundland)

» canada-saskatchewan (GMT-6:00; Saskatchewan)

* europe-central (GMT+1:00; Paris, Berlin, Amsterdam, Brussels, Vienna, Madrid, Rome, Bern, Stockholm,
Oslo)

* europe-dublin (GMT+0:00) Dublin, Ireland

* europe-eastern (GMT+2:00; Russia Zone 1, Athens, Helsinki, Istanbul, Jerusalem, Harare)
* newzealand-auckland (GMT +12:00; Auckland, Willington)

* newzealand-chatham (GMT +12:45; Chatham)

* nuku (GMT-13:00; Nuku'alofa)

* pacific-fiji (GMT+12:00; Wellington, Fiji, Marshall Islands)
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* pacific-guam (GMT+10:00; Brisbane, Cairns, Sydney, Guam)
* pacific-kwajalein (GMT-12:00; Kwajalein)

* pacific-norfolk - (GMT+11:30) Norfolk Island

* pacific-samoa (GMT-11:00; Samoa)

* us-alaska (GMT-9:00; Alaska)

* us-arizona (GMT-7:00; Arizona)

* us-central (GMT-6:00; Chicago, Mexico City, Saint Louis)
» us-eastern (GMT-5:00; Bogota, Lima, New York City)

* us-hawaii (GMT-10:00; Hawaii)

* us-indiana (GMT-6:00; Indiana)

* us-mountain (GMT-7:00; Cheyenne, Denver, Las Vegas)

* us-pacific (GMT-8:00) San Francisco, LA, Seattle

* utc (GMT; Universal Time Coordinated: London, Dublin, Edinburgh, Lisbon, Reykjavik, Casablanca)

local

Indicates the timezone specified by tzis to be considered the local time zone for local time display and
conversion.

Usage Guidelines Clock and timezone management is necessary for proper accounting records. The chassis may be set to display
a different local time than that of the system clock which allows accounting records to use the system time
but to display the proper local time for users.

Example
The following command sets the clock time zone to UTC (Universal Time Coordinated):

clock timezone utc

cmp auto-fetch

Use this command to add a fetch configuration for each certificate for which automatic update is required.
This is a Certificate Management Protocol v2 command.

Product All products supporting IPSec CMPv?2 features

| A

Important  This command appears in the CLI for this release. However, it has not been qualified for use with any current
Cisco StarOS gateway products.
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. cmp cert-store location

Privilege

Command Modes

Syntax Description

Usage Guidelines

Security Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

cmp auto-fetch current-name cert name ca-root ca name time days
no auto-fetch current-name cert name

no

Removes auto-fetch configuration for a certificate.

current-name cert-name

Specifies a valid security gateway certificate as an alphanumeric string of 1 through 129 characters.

ca-root ca_name

Specifies the filename of the root certificate of the CA server. ca_nameis an alphanumeric string of 1 through
129 characters.

time days
Specifies the number of days before the certificate expires as the time when the auto fetch should be triggered.

days is specified as an integer from 1 through 256.

Use this command to specify when a current certificate should be automatically fetched.

Example

The following command automatically fetches the current certificate (agaw12345) 10 days before
it is to expire:

cmp fetch current-name aqgawl2345 ca-root ca0Ol time 10

cmp cert-store location

Product

| A

Use this command to add a file location on /flash disk where the certificates and private keys will be stored.
This is a Certificate Management Protocol v2 command.

All products supporting [IPSec CMPv2 features

Important

This command appears in the CLI for this release. However, it has not been qualified for use with any current
Cisco StarOS gateway products.
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Privilege

Command Modes

Syntax Description

Usage Guidelines

cmp cert-trap time .

Security Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

cmp cert-store location pathname [ key reuse ]
no cmp cert-store

no

Removes the certificate storage location configuration.

pathname
Specifies the storage location of the certificates and key files in the following formats:

« [file:]{ /flash | fJusbl | /hd-raid }[/<directory>]/<filename>

« tftp://I<host>[:<port>][/<directory>]/<filename>

« ftp://[<username>[:<password> @] < host>[: < port>][/< directory>]/<filename>
* sftp://[<username>[: < password>] @] < host>[:<port>][/< directory>]/<filename>
« http://[<username>[:<password>] @] < host>[: <port>][/< directory>]/<filename>

Use this command to specify where certificates and key files should be stored.

Example

The following command stores certificates and key files in a location different from the default
location:

cmp cert-store location file://certificates

cmp cert-trap time

Product

|

Defines when an SNMP MIB certificate expiry trap should be sent as the number of hours before expiration.

All products supporting [IPSec CMPv2 features

Important

Privilege

Command Modes

This command appears in the CLI for this release. However, it has not been qualified for use with any current
Cisco StarOS gateway products.

Security Administrator

Exec > Global Configuration

configure
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Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

cmp cert-trap time hours
no cmp cert-trap time

no

Removes the certificate expiry MIB trap notification.

time hours
Specifies the number of hours before certificate expiry when a MIB trap should be sent. hoursis an integer
from 1 through 1024.

Use this command to set when an SNMP MIB certificate expiry trap should be sent.

Example

The following command specifies that an SNMP MIB certificate expiry trap should be sent 48 hours
prior to expiration:

cmp cert-trap time 48

commandguard

Product

Privilege

Command Modes

Syntax Description

Forces mandatory confirmation prompting for the autoconfir m (Exec mode and Global Configuration mode)
and configure (Exec mode).

All products
Security Administrator, Administrator, Operator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #
[ no ] commandguard [ exec-command exec mode category ]

no

Disables commandguard functionality if enabled.

exec-command exec_mode_category

Applies mandatory prompting for specified categories of Exec mode configuration commands, even when
autoconfirm is enabled.
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commandguard .

exec_mode_category specifies one of the following categories of Exec mode configuration commands.

e card

* clear

* copy

* debug

* delete

* filesystem
*hd

* reload

* rename

* shutdown
* task

* upgrade

You can enter multiple commandguard exec-command exec_mode_category commands.

Usage Guidelines Use this command to force mandatory confirmation prompting for the autoconfirm (Exec mode and Global
Configuration mode) and configure (Exec mode). This command prevents users from accidentally entering
Global Configuration mode, or to prevent file replay (most commonly caused by a cut and paste error in the
configuration file). By default this command is disabled.

The status of commandguar d is output in show configuration commands.

|

Important  If autoconfirm is enabled, commandguard will not take effect until autoconfirm is disabled in both Exec and
Global Configuration modes.

Use the commandguar d command to apply mandatory prompting for specified categories of Exec mode
configuration commands, even when autoconfirm is enabled.

+ All Exec mode commands beginning with the specified category word will prompt for confirmation,
regardless if autoconfirm is enabled.

* You can turn off confirmation prompting for a specific category using no commandguar d exec-command
exec_mode_category.

« If autoconfirm is overridden by commandguar d exec-command for an Exec mode command, StarOS
displays an informational message indicating why autoconfirm is being overridden when you attempt to
execute the command.

» Users may selectively override confirmation prompting for any Exec mode configuration command that
supports the -noconfirm keyword.

Example
The following command enables confirmation prompting for all configuration commands:

commandguard
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congestion-control

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables and disables the congestion control functionality on the system.
All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

[ default | no ] congestion-control

default

Sets the congestion control to its default value.

no

Disables the congestion control functionality. This is the default behavior.

Congestion control on the system is used to monitor the system for conditions that could potentially degrade
performance when the system is under heavy load. Typically, these conditions are temporary (i.e high CPU
or memory utilization) and are quickly resolved. However, continuous or large numbers of these conditions
within a specific time interval may impact the system's ability to service subscriber sessions. The purpose of
congestion control is to aid in the identification of such conditions and invoke policies for addressing the
situation.

Congestion control operation is based on the configuration of the following:

« Call disconnections on overload: With this functionality, the system enables and disables the policy
for disconnecting passive calls (chassis-wide) during an overload situation. It also configures and fine-tunes
the overload-disconnect congestion control policy for an entire chassis.

» Congestion condition thresholds: Thresholds dictate the conditions for which congestion control is to
be enabled and establish limits for defining the state of the system (congested or clear). These thresholds
function in a similar fashion to the operation thresholds that can be configured for the system (as described
in later in this chapter). The primary difference is that when these thresholds are reached, not only is an
SNMP trap generated (starCongestion), but a service congestion policy is invoked as well.

A threshold tolerance is configured to dictate the percentage under the configured threshold that must
be reached in order for the condition to be considered "cleared". An SNMP trap (starCongestionClear)
is then triggered.

» Service congestion policies: Congestion policies are configurable for each service (e.g., PDSN, GGSN,
P-GW, SGSN, etc.). These policies dictate how services respond should the system detect that a congestion
condition threshold has been crossed.
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congestion-control overload-disconnect .

Since the congestion control functionality on the system is disabled by default, this command should be
executed once congestion-control thresholds and policies have been configured. (Refer to the other
congestion-control related commands for more information.)

Example
The following command enables the congestion control functionality on the system.

congestion-control

congestion-control overload-disconnect

Product

Privilege

Command Modes

Syntax Description

This command enables and disables the policy for disconnecting passive calls (chassis-wide) during an overload
situation. It also configures and fine-tunes the overload-disconnect congestion control policy for an entire
chassis.

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[local]lhost name(config)#

congestion-control overload-disconnect [ iterations-per-stage integer |
percent percentage value | threshold { license-utilization percentage value |
max-sessions-per-service-utilization percentage value | tolerance number } ]
default congestion-control overload-disconnect [ iterations-per-stage |
percent | threshold { license-utilization |
max-sessions-per-service-utilization | tolerance } ]

no congestion-control overload-disconnect

default

When "default" and one of the keywords is added to the command, the policy remains in its current state and
the value for the specified keyword is reset to its default value.

When "default" and the command are entered without keywords, the overload-disconnect policy for congestion
control is disabled.

no

Disables the overload-disconnect policy for congestion control.

iterations-per-stage integer

Specifies the number of calls to be disconnected during the defined number of seconds. integer is a value
from 2 through 8. The default value is 8.
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. congestion-control policy

Usage Guidelines

percent percentage_value

Specifies the percentage of calls to be disconnected, in stages, during an overload situation. percentage value
is an integer from 1 through 100. The default value is 5.

threshold

license-utilization: Specifies the license-utilization percentage threshold for overload situations. If candidates
are available, passive calls are disconnected when this threshold is exceeded. percentage valueis an integer
from 1 through 100. The default value is 80.

max-sessions-per-service-utilization: Specifies a percentage of the maximum sessions per service. If
candidates are available, passive calls are disconnected when this threshold is exceeded. percentage valueis
an integer from 1 through 100. The default value is 80.

tolerance: Specifies the percentage of calls the system disconnects below the values set for the other two
thresholds. In either case, a Clear Traps message is sent after the number of calls goes below the corresponding
threshold value. number is an integer from 1 through 25. The default value is 10.

Use this command to set the policy for call disconnects when the chassis experiences call overload.

To verify the congestion-control configuration use show congestion-control configuration from the Exec
mode.

To set overload-disconnect policies for individual subscribers., see overload-disconnect in Subscriber
Configuration Mode Commands.

Example

The following command sets an overload-disconnect policy for the chassis in which 5 calls would
be disconnected very 5 seconds during an overload situation.

congestion-control overload-disconnect interations-per-stage 5

Both of the following commands disable the overload-disconnect policy without changing the policy
configuration.

default congestion-control overload-disconnect
or
no congestion-control overload-disconnect

To instruct the system to stop call disconnects when the number of calls goes down 85% of the total
allowed calls for that service, enter both of the following commands to set the
max-sessions-per-service-utilization value to 90% and the tolerance value to 5%:

congestion-control overload-disconnect threshold
max-sessions-per-service-utilization 90
congestion-control overload-disconnect threshold tolerance 5

congestion-control policy

Configures congestion control policies.
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Product

Privilege

Command Modes

Syntax Description

congestion-control policy .

All
Security Administrator, Administrator

Exec > Global Configuration
configure

Entering the above command sequence results in the following prompt:

[locallhost name(config) #

congestion-control policy { asngw-service | asnpc-service | epdg-service
fng-service | ggsn-service | ha-service | hnbgw-service | hsgw-service

| ipsg-service | lma-service | lns-service | mipv6ha-service |
pcc-af-service | pcc-policy-service | pdg-service | pdif-service |
pdsn-service | pdsnclosedrp-service | pgw-service | phsgw-service |
phspc-service | saegw-service | samog-service | sgsn-service | sgw-service
| wsg-service } action { drop | none | redirect | reject }
congestion-control policy mme-service action { drop | none | reject |
report-overload { permit-emergency-sessions | reject-new-sessions |
reject-non-emergency-sessions } enodeb-percentage percentage }
congestion-control policy { critical mme-service action-profile
action profile name | major mme-service action-profile action profile name | minor
mme-service action-profile action profile name }

congestion-control policy { critical | major | minor } sgsn-service
action-profile acti on profile name
no congestion-control policy { critical | major | minor } sgsn-service

default congestion-control policy { asngw-service | asnpc-service |
epdg-service | fng-service | ggsn-service | ha-service | hnbgw-service |
hsgw-service | ipsg-service | lma-service | lns-service | mipv6ha-service
| mme-service | pcc-af-service | pcc-policy-service | pdg-service |
pdif-service | pdsn-service | pdsnclosedrp-service | pgw-service |
phsgw-service | phspc-service | saegw-service samog-service | |
sgsn-service | sgw-service | wsg-service }

default

Specifies the Congestion Control policy action for the selected service to its default value.

asngw-service

Specifies the Congestion Control policy action for the ASN-GW service.

asnpc-service

Specifies the Congestion Control policy action for the ASN PC-LR service.

critical

For MME (starting with Release 14.0), or ePDG (starting with Release 14.1), or for SGSN (starting with
Release 17.0), this keyword associates the action-profile to be used for critical congestion thresholds for the
MME or SGSN's service.
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epdg-service action

Specifies the Congestion Control policy action for the ePDG service.

Supported policy actions are:
« drop: Specifies that the system should drop incoming packets containing new session requests.
* none: Specifies that the system should take no action.

* rgject: Specifies that the system processes new session request messages and responds with a reject
message.

For ePDG type of session/calls, redirect action is not supported.

fng-service

Specifies the Congestion Control policy action for the FNG service.

ggsn-service

Specifies the Congestion Control policy action for the GGSN service.

ha-service

Specifies the Congestion Control policy action for the HA service.

hnbgw-service

Important

In Release 20 and later, HNBGW is not supported. This keyword must not be used for HNBGW in Release
20 and later. For more information, contact your Cisco account representative.

Specifies the Congestion Control policy action for the HNB-GW service.

Supported policy actions are:
« drop: Specifies that the system should drop incoming packets containing new session requests.
* none: Specifies that the system should take no action.

* rgject: Specifies that the system processes new session request messages and responds with a reject
message.

hsgw-service

Specifies the Congestion Control policy action for the HSGW service.

Supported policy actions are:
« drop: Specifies that the system should drop incoming packets containing new session requests.
* none: Specifies that the system should take no action.

« redirect: Specifies that the system should redirect new session requests to an alternate device.
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Important  If this option is used, the IP address of the alternate device must be configured
using the policy overload redirect command that is part of the HSGW service
configuration.

* rgject: Specifies that the system processes new session request messages and responds with a reject
message.

ipsg-service

Specifies the Congestion Control Policy action for the IPSG service. The policy specifies how the IPSG service
will respond when the system detects that a congestion condition threshold has been crossed.

Supported policy actions are:

« drop: Specifies that the system should drop incoming packets containing new session requests.

* none: Specifies that the system should take no action.

Default: none

Ima-service

Specifies the Congestion Control policy action for the LMA service

Ins-service

Specifies the Congestion Control policy action for the LNS service.

mipv6ha-service

Specifies the Congestion Control policy action for the MIPv6-HA service.

major

For MME (starting with Release 14.0), or ePDG (starting with Release 14.1), or for SGSN (starting with
Release 17.0), this keyword associates the action-profile to be used for major congestion thresholds for the
MME or SGSN's service.

minor

For MME (starting with Release 14.0), or ePDG (starting with Release 14.1), or for SGSN (starting with
Release 17.0), this keyword associates the action-profile to be used for minor congestion thresholds for the
MME or SGSN's service.

mme-service
Sets the congestion control policy for action to take when subscriber sessions exceeds the defined threshold
limit.

For MME type of session/calls, redirect action is not supported.
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