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Webex Security Technical Papers and Reference Information 

from 

everyone. The Cloud Collaboration Security Paper Series explains our secure architecture. 

Webex takes proactive measures to provide the highest level of security, based on a secure by design product 

development methodology and use of various security frameworks, so you can focus on the things that really matter. 

We are committed to maintaining leadership in cloud security. Online collaboration must provide multiple levels of 

security for tasks that range from scheduling meetings to authenticating participants to sharing documents. 

Check out the Webex Trust Center for further information 

For information on Webex privacy and security including privacy data sheets, security audits and assessments, and 

security questionnaires refer to refer to the Cisco Trust Portal.    

Security Technical Papers 

The following documents describe Webex security implementation and provide technical details on security operation. 

■  Webex Meetings: Webex Meeting Security Technical Paper  

■  Webex Messaging: Webex Messaging Security Technical Paper 

■  Webex Calling: Webex Calling Security Technical Paper 

https://www.cisco.com/
https://www.cisco.com/c/en/us/about/trust-center/webex.html#%7Edata-protection-and-privacy
https://trustportal.cisco.com/c/r/ctp/trust-portal.html?search_keyword=Webex&solutioncategory=Collaboration
https://www.cisco.com/c/en/us/products/collateral/conferencing/webex-meeting-center/white-paper-c11-737588.html
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/esp/cisco-spark-security-white-paper.pdf
https://www.cisco.com/c/en/us/products/collateral/conferencing/webex-control-hub/white-paper-c11-743446.html
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■  Webex App: Webex Application Security Technical Paper 

■  Collaboration Video Device: Cisco Collaboration Video Device Security Technical Paper 

■  Slido (Polling): Slido in Webex Security Technical Paper 

■  Multiplatform (MPP) Firmware for 6800/7800/8800: Cisco IP Phone with MPP Firmware Security Technical Paper 

■  9800 Series  Phone OS: Cisco Desk Phone 9800 Series Security Technical Paper 

Network Requirements 

The following documents provide network implementation and operation details for Webex deployments. 

■  Network Requirements for Webex Services 

■  Port Reference Information for Webex Calling 

■  Dedicated Instance Network and Security Requirements 

Security Best Practices 

The following documents provide best practice information for Webex services. 

■  Webex Best Practices for Secure Meetings: Control Hub 

■  Webex Best Practices for Secure Meetings: Hosts 

■  Webex App Security Best Practices 

 

 

 

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/esp/Cisco-Webex-Apps-Security-White-Paper.pdf
https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/webex/webex-rooms-security-white-paper.pdf
https://www.cisco.com/content/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/esp/Slido-in-Webex-Security-Paper_1-0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/PA/security/MPP_security_technical_paper.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/PA/security/9800_security_technical_paper.pdf
https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services
https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
https://help.webex.com/en-us/article/nquhruk/Dedicated-Instance-Network-and-Security-Requirements
https://help.webex.com/en-us/article/ov50hy/Webex-best-practices-for-secure-meetings:-Control-Hub
https://help.webex.com/en-us/article/8zi8tq/Webex-best-practices-for-secure-meetings:-hosts
https://help.webex.com/en-us/article/sf4sh1/
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