
Caveats

• Bug Severity Levels, on page 1
• Search for Bugs, on page 2
• Cisco Jabber for Windows, on page 2
• Cisco Jabber for Mac, on page 11
• Cisco Jabber for Android, on page 13
• Cisco Jabber for iPhone and iPad, on page 15

Bug Severity Levels
Known defects, or bugs, have a severity level that indicates the priority of the defect. These release notes
include the following bug types:

• All severity level 1 or 2 bugs

• Significant severity level 3 bugs

• All customer-found bugs except severity level 6 enhancement requests

DescriptionSeverity Level

Reasonably common circumstances cause the entire system to fail, or a major subsystem
to stop working, or disrupts other devices on the network. No workarounds exist.

1 Catastrophic

Important functions are unusable and workarounds don’t exist. Other functions and the
rest of the network is operating normally.

2 Severe

Failures occur in unusual circumstances, or minor features don’t work at all, or failures
have low-impact workarounds.

This severity is the highest level for documentation bugs.

3 Moderate

Failures occur under unusual circumstances, but operation essentially recovers without
intervention. Users don’t need to install any workarounds and performance impact is
tolerable.

4 Minor

Defects don’t cause any detrimental effect on system functionality.5 Cosmetic

Requests for new functionality or feature improvements.6 Enhancement
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Search for Bugs
To search for bugs not listed here, use the Bug Search Tool.

Procedure

Step 1 To access the Bug Search Tool, go to https://tools.cisco.com/bugsearch/search.
Step 2 Sign in with your Cisco.com user ID and password.
Step 3 To look for information about a specific problem, enter the bug ID number in the Search for field, then press

Enter. Alternatively, you can search by product and release.

For more information, select Help at the top right of the Bug Search page.

Cisco Jabber for Windows
These are the defects that apply to this release of Jabber for Windows.

Resolved Caveats in Release 12.9(7)
HeadlineSeverityIdentifier

Cisco Jabber Security Vulnerability: XMPP Stanza Smuggling with
stream:stream tag

3CSCwc24382

Open Caveats in 12.9(5)
HeadlineSeverityIdentifier

Contact search for 'Add mention' goes beyond screen3CSCvw25486

J4W 12.9 add members to the room now - does not notify invitee3CSCvw16499

Bad voice quality when recording is enabled2CSCvw16215

Directory contact search - name displays on the wrong side.3CSCvv92950

When uninstalling Jabber it will sometimes not clear its registry keys3CSCvv85622

J4WoverMRA: both local ringback and remotemedia are heard if SIP 183 is followed
by 180.

3CSCvv48257

[Jabber doesn't clean up registries for C2x when uninstalled3CSCvw06691

Jabber forWindows sends logout request with valid auth token to an untrusted server2CSCvw80168

[Headset] Mute indicator not appear on Jabber call window when pressing mute
button on Jabra Evolve

3CSCvs57616
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HeadlineSeverityIdentifier

Cisco Jabber changes Stream ID during small network disconnect3CSCvw22276

Jabber is sending queries for SRV records every 60 seconds when it's connected over
MRA

3CSCvx29176

Resolved Caveats in 12.9(5)
HeadlineSeverityIdentifier

Jabber for VDI 12.9 planning guide should be updated regarding Virtual Environment
Requirements

3CSCvw09657

Cisco Jabber for Windows Chat window with wrong timestamp3CSCvw65188

Wrong ports for IM-Only share in Jabber Planning Guide3CSCvw81005

Jabber Windows crash after incoming call being received3CSCvw93493

Cisco Jabber for Windows Arbitrary Program Execution Vulnerability1CSCvw96073

Cisco Jabber for Windows Information Disclosure Vulnerability3CSCvw96075

Cisco Jabber for Windows Denial of Service Vulnerability3CSCvw96079

Screenshots sent in Jabber not shown in "Cisco Jabber Chats" Folder in outlook3CSCvw97199

Jabber restoring dynamic negotiated codec at Re-Invite2CSCvx12128

Jabber 12.9.4 crashes when the group name changes in the contacts2CSCvx19064

Jabber does not store the credentials for phone services connectivity3CSCvx23947

the format when the number more than 4 digits paste into excel3CSCvx25130

Jabber 12.9.4 is not displaying entire message when "@" mention is used in the
message

3CSCvx25506

Top part of buttons cannot be clicked in forwarded call toast3CSCvx26692

Jabber incorrectly connects to Alphelia when setting up locus meetings support2CSCvx32189

Jabber login fails until reset3CSCvx35754

Run Arbitrary Commands via window.open2CSCvx36425

Cisco Jabber Arbitrary Program Execution Vulnerability3CSCvx36433

CEF Network Restriction Bypasses3CSCvx36438

Bold/Italic applied incorrectly in chat3CSCvx42039

Jabber Windows 12.9 Crash when resuming after a long period of non-usage3CSCvx44399

Jabber not considering otherPhone attribute in reverse lookup query against AD3CSCvx47262

Jabber is cutting out the audio output on a outbound call after welcome prompt6CSCvx49697

A blank page in Cisco Headset -Advanced setting3CSCvx54096

Jabber Blank Upgrade Toast on Windows3CSCvx56937
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HeadlineSeverityIdentifier

Jabber not displaying contact information when returned number contains spaces4CSCvx56977

Improper Handling of Null Characters when Parsing Certificate2CSCvx43270

Jabber for windows : Recording icon is presented, even if the record-invoker is set to
"silent"

6CSCvv25846

Disable Locus CMR Meeting while meeting site is FedRAMP3CSCvx75594

Jabber 12.9.3 cannot start group chat in video call3CSCvx74361

Open Caveats in 12.9(4)
HeadlineSeverityIdentifier

Jabber Windows crash after incoming call being received3CSCvw93493

Contact search for 'Add mention' goes beyond screen3CSCvw25486

J4W 12.9 add members to the room now - does not notify invitee3CSCvw16499

Bad voice quality when recording is enabled2CSCvw16215

Directory contact search - name displays on the wrong side.3CSCvv92950

When uninstalling Jabber it will sometimes not clear its registry keys3CSCvv85622

Resolved Caveats in 12.9(4)
HeadlineSeverityIdentifier

J4W 12.9.x via AnyConnect VPN is not registering for phone services2CSCvv46809

IM-only mode - Jabber causes high CPU due to many UDS requests2CSCvv91387

Jabber for Windows shows wrong time after daylight time saving shift3CSCvs32858

Jabber for VDI seeing black screen during RDP automatically3CSCvu40378

Jabber not showing presence bubble in Chats Tab after unchecking Show contact
pictures

3CSCvv33864

Phone Services will not re-register after Anyconnect terminates for a period of time3CSCvv60200

Jabber sends encrypted credentials to LDAP server causing bind failure.3CSCvv61952

Jabber - lost outlook credentials after upgrade3CSCvv64789

video transmission issue is seen after resuming in Hold-Resume call between
Jabber(MRA) and WxT(BSC

3CSCvv81457

Jabber Deskphone re-select do not reconnect to CTI Server after a long CTI Server
disconnect.

3CSCvv84082

Jabber revokes Access token for all services when 401 Unauthorized received from
Unity Connection

3CSCvv92961
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HeadlineSeverityIdentifier

jabber client on windows crashes when in Teams mode3CSCvv94594

Jabber 12.9 crash related to exchange services3CSCvv97561

Cisco Jabber for Windows 12.9(2) custom tab icons not displayed3CSCvv97879

J4W uses CCMCIP server hostname to build SIP URI3CSCvw06512

Jabber does not perform voicemail-sso login if Jabber receives Voicemail config via
Webex first

3CSCvw07149

J4W crash when persistent chat room is deleted3CSCvw10791

Jabber Windows fails to register in SIP OAuth mode when primary CUCM is
inaccessible

3CSCvw13801

Profile edit disable from webex profile do not work on Jabber3CSCvw14090

J4w sending single search uri queries in burst causing high utilization in uds-tomcat.3CSCvw16331

Outlook integration error3CSCvw24042

CFA doesn't work (keeps spinning/loading) on Jabber 12.93CSCvw24093

Jabber for Windows 12.9.1 cause high CPU 20-30%3CSCvw39654

Jabber should not failover to single queries upon receiving 503 to bulk request3CSCvw43077

Incorrect Size of Emoticons in Dark Mode3CSCvw49026

Jabber Windows crashes intermittently with Logitech Stereo H650e headset3CSCvw50869

Jabber Windows 12.9 error with Copy/Paste to Word Doc3CSCvw52428

when using Jabber for Windows 12.9.2 persistent chat rooms there is delay when
search for group

3CSCvw61405

Cisco Jabber for Windows Chat window with wrong timestamp3CSCvw65188

Jabber 12.8.1 crash during a while user is on the call3CSCvw66496

Jabber 12.9.2 recording tones plays on both sides local , and remote after mute/unmute3CSCvw89783

Jabber for Windows 12.9.2/12.9.3 causes high CPU (20-30%) when maximized3CSCvw92528

Jabber Screen Freezes during changing layout while doing BFCP share3CSCvw92904

•

Resolved Caveats in 12.9(3)
HeadlineSeverityIdentifier

Cisco Jabber Cross-Site Scripting leading to RCE1CSCvv88490

Cisco Jabber Password Hash Stealing Information Disclosure3CSCvv88491

Cisco Jabber Custom Protocol Handler Command Injection2CSCvv88492
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HeadlineSeverityIdentifier

Jabber Client Empty a Tags Not Processed by the Hyperlink Replacer
Leads to XSS

1CSCvw38030

Jabber Client Clickjacking3CSCvw39218

Jabber Client Javascript Functions for Downloading and Opening Files
Need No Confirmation

3CSCvw39231

Jabber Client Protocol Handler Command Injection2CSCvw39224

Jabber for Windows 12.9.2 chat window's contact display name shows
base64 encoded

3CSCvv93402

Cisco Jabber 12.9.X mixed History Chats in p2p conversation3CSCvw27512

Jabber 12.8.1 crash during a while user is on the call3CSCvw66496

Open Caveats in 12.9(2)
HeadlineSeverityIdentifier

[Headset] Mute indicator not appear on Jabber call window when
pressing mute button on Jabra Evolve

3CSCvs57616

Jabber is crashing with error "OpenSSL internal error, assertion failed:
0"

3CSCvu38469

Jabber for VDI seeing black screen during RDP automatically3CSCvu40378

Persistent chat room is displaying as joined even after entering the wrong
password

3CSCvv04594

Jabber forWindows 12.9 Crashes when initiating Screenshare randomly3CSCvv26566

J4W over MRA: both local ringback and remote media are heard if SIP
183 is followed by 180

3CSCvv48257

Jabber shows shared screen red outline on wrong screen3CSCvv53586

Jabber 12.9 no audio if using G729 when
Call_Center_Audio_Enhance_Mode is set to true

3CSCvv68823

Jabber doesn't alert user to sign out when VoiceServicesDomain is
changed

3CSCvv76727

Jabber Deskphone re-select do not reconnect to CTI Server after a long
CTI Server disconnect.

3CSCvv84082

Jabber - lost outlook credentials after upgrade3CSCvv64789
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Resolved Caveats in 12.9(2)
HeadlineSeverityIdentifier

JabberWindows high CPU usage for large CMS hosted conferencewith
ActiveControl enabled

2CSCvu62704

Jabber for Windows J4W does not refresh access token in failover
scenario over MRA

3CSCvq11501

[Headset] Jabber Install Error: Install fails due to "Sennheiser" folder
in programdata/application

3CSCvu67532

Contacts are randomly shown as URI instead of Display Name.3CSCvv17590

Jabber for Windows crash at
DatabaseVoicemailStorage::setAudioAttachmentsforVoicemail

3CSCvv35948

JabberCallHistory is missing:ChangeClientUser shouldn't be executed
w/o 'PresenceDomain' configured.

3CSCvv50578

Call logs not appearing for jabber version 12.x if more than 8 lines3CSCvv56660

Randomly names on incoming IM are not resolved and URI is displayed3CSCvv59501

Jabber re-registers softphone due to detected configuration changes3CSCvv60133

Users still receiving notification to upgrade to 12.9 even setting version
to 12.8 in control hub

3CSCvv60198

Jabber sends encrypted credentials to LDAP server causing bind failure.3CSCvv61952

Messages for existing chats with external users are not syncing
automatically on Jabber TMM client

3CSCvv62417

Blank chat window when chatting with user whose JID contains single
quote

3CSCvv65267

Jabber VDI full screen icon issue3CSCvv66064

Files icon is not displaying in High contrast mode of Team messaging
mode

3CSCvv85621

Open Caveats in 12.9(1)
HeadlineSeverityIdentifier

JabberWindows high CPU usage for large CMS hosted conferencewith
ActiveControl enabled

2CSCvu62704

Mute indicator not appear on Jabber call window when pressing mute
button on Jabra Evolve

3CSCvs57616
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HeadlineSeverityIdentifier

Jabber is crashing with error "OpenSSL internal error, assertion failed:
0"

3CSCvu38469

Jabber for VDI seeing black screen during RDP automatically3CSCvu40378

Jabber Install Error: Install fails due to "Sennheiser" folder in
programdata/application

3CSCvu67532

Jabber contact photo refresh for all group chat members3CSCvu96763

Persistent chat room is displaying as joined even after entering the wrong
password

3CSCvv04594

Contacts are randomly shown as URI instead of Display Name.3CSCvv17590

Jabber for Windows 12.9 Crashes when initiating Screenshare3CSCvv26566

both local ringback and remote media are heard if SIP 183 is followed
by 180

3CSCvv48257

JabberCallHistory is missing:ChangeClientUser shouldn't be executed
w/o 'PresenceDomain' configured.

3CSCvv50578

Jabber shows shared screen red outline on wrong screen3CSCvv53586

Resolved Caveats in Release 12.9(1)
HeadlineSeverityIdentifier

Cisco Jabber forWindowsMessage Handling Arbitrary Code Execution
Vulnerability

2CSCvu71173

Jabber Sensitive Data Disclosure through crafted chat message2CSCvu71180

Jabber Sensitive Data Disclosure Through malicious link2CSCvu71188

Jabber - Plantronics Savi 700 Headsets Disconnect in Desk PhoneMode
w/Accessories Manager Enabled

2CSCvu74172

Cisco Jabber for Windows Protocol Handler Command Injection
Vulnerability

2CSCvu96368

Jabber 12.9 release note needs to be updated with the information on
Silent Monitor support

2CSCvv13694

Jabber doesn't alert user to sign out when Default Domain is changed
in centralized IM&P

2CSCvv29966

Jabber translating "In a meeting" incorrectly in German3CSCvu31526

Jabber 12.8.1.302494 in Teams Mode will disable file sharing and
screenshot

3CSCvu61968

Chat messages from SfB or Lync clients are not rendered by Jabber
client intermittently

3CSCvu99870

Alert when available feature doesn't work for temp contact3CSCvv04450
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HeadlineSeverityIdentifier

Refresh icon in persistent chat room is not displaying in High Contrast
Mode of CJW

3CSCvv04694

Ldap person record source did not bind successfully after VPN connected3CSCvv10379

No Line number on the bottom left corner of Jabber window.3CSCvv15165

Jabber 12.9 should always start RDP share on the top right corner of
call view

3CSCvv17334

During multi line conference call,mismatch in call hold call details
dashboard and active call panel

3CSCvv31772

Cisco Jabber 12.9 Crash when "Fallback Authenticator" is configured3CSCvv35692

Jabber for Windows crash at
DatabaseVoicemailStorage::setAudioAttachmentsforVoicemail

3CSCvv35948

Jabber Meetings Tab missing "Join in Webex" option3CSCvv51458

Open Caveats in Release 12.9
HeadlineSeverityIdentifier

JabberWindows high CPU usage for large CMS hosted conferencewith
ActiveControl enabled

2CSCvu62704

Jabber - Plantronics Savi 700 Headsets Disconnect in Desk PhoneMode
w/Accessories Manager Enabled

2CSCvu74172

Mute indicator not appear on Jabber call window when pressing mute
button on Jabra Evolve

3CSCvs57616

Jabber is crashing with error "OpenSSL internal error, assertion failed:
0"

3CSCvu38469

Jabber for VDI seeing black screen during RDP automatically3CSCvu40378

Jabber in Teams Mode will disable file sharing and screenshot3CSCvu61968

Jabber Install Error: Install fails due to "Sennheiser" folder in
programdata/application

3CSCvu67532

Resolved Caveats in Release 12.9
HeadlineSeverityIdentifier

Original Called Number not shown in Jabber Popup when call via Hunt
Group

2CSCvs58596

Jabber VDI changes the Status within 1 minute2CSCvu25647
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu25647


HeadlineSeverityIdentifier

BFCP share intermittently fails to stop when user click stop share button
on Jabber

2CSCvu27580

Jabber does not stop sending CTI request,with invalid access token to
CUCM, causing high CPU on CUCM

2CSCvu33113

J4W 12.8.x via AnyConnect VPN is not registering for phone services2CSCvu64467

Jabber doesn't play 300 milliseconds of initial audio in the Whisper
announcement (UCCE feature)

3CSCvp28473

Unable to share the screen from contacts tab in Cisco Jabber for
Windows

3CSCvr82552

J4W 12.7.1 may crash in PLT headset plugin dll when launch at
Windows startup

3CSCvs44353

Text is not well formatted in saved chat HTML file3CSCvs88159

Cannot control mute button when calling in to a webex meeting without
a webex account

3CSCvt01967

Jabber 12.8.1 can open multiple instances on same PC when switching
UI mode

3CSCvt79915

Nonfunctional admit button exposed when connected to CMS meeting3CSCvu20056

When user joins meeting from Jabber Meeting Pop Up the symbol ( ' )
is added to the URL

3CSCvu25845

Jabber becomes the active window unexpectedly after switching to
another app

3CSCvu30275

Chat bubble not visible when Jabber calls to CMS cospace.3CSCvu37567

J4W crashing with AMX camera3CSCvu38455

Persistent Chat rooms refresh is timing out as the number of persistent
chat rooms increase

3CSCvu48152

Jabber does not blink on taskbar if its in the system tray3CSCvu54694

No notifications for participants on Persistent Chat Room escalation to
a conference

3CSCvu59673

Jabber does not allow leaving Space when right-click 1:1 space3CSCvu60143

Incoming call shows SIP uri instead of number when Jabber is deskphone
mode

3CSCvu61316

ForceLogoutTimer does not clean the Oauth token store3CSCvu73173

Caveats
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu27580
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu33113
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HeadlineSeverityIdentifier

Photos are not displayed for contacts immediately after adding Directory
Group

6CSCvr25302

Cisco Jabber for Mac
These are the defects that apply to this release of Jabber for Mac.

Resolved Caveats in Release 12.9(8)
HeadlineSeverityIdentifier

Cisco Jabber Security Vulnerability: XMPP Stanza Smuggling with
stream:stream tag

3CSCwc24382

Resolved Caveats in 12.9(4)
HeadlineSeverityIdentifier

Cisco Jabber Cross-Site Scripting leading to RCE1CSCvv88490

Cisco Jabber Password Hash Stealing Information Disclosure3CSCvv88491

Jabber Client Empty a Tags Not Processed by the Hyperlink Replacer
Leads to XSS

1CSCvw38030

Jabber crash observed while logging in with version 12.9.03CSCvv78391

No audio when accepting a call on Jabber with MAC2CSCvw45499

High memory consumption by Jabber MAC 12.9.0.3034673CSCvw12828

J4M - Audio output selection issue3CSCvu60880

Resolved Caveats in 12.9(3)
HeadlineSeverityIdentifier

Jabber for Mac 12.9.2 chat window contact display name becomes
base64 encoded

3CSCvw15210
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr25302
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc24382
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv88490
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv88491
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw38030
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv78391
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw45499
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw12828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu60880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw15210


Resolved Caveats in 12.9(2)
HeadlineSeverityIdentifier

Jabber Mac high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62715

Jabber for Mac version 12.9 crashes when it tries to synch up with ical
meetings

2CSCvv54803

Webex meetings created in iCal does not display descriptions and
participant list

3CSCvu78790

Open Caveats in 12.9(1)
HeadlineSeverityIdentifier

Jabber Mac high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62715

Resolved Caveats in Release 12.9(1)
HeadlineSeverityIdentifier

Jabber for Mac not accepting all SIP URI pattern3CSCvu89568

Jabber chats display in 24 hour (military) time regardless of OS setting3CSCvv06604

Open Caveats in Release 12.9
HeadlineSeverityIdentifier

Jabber Mac high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62715

Jabber for Mac not accepting all SIP URI pattern3CSCvu89568

Voicemail credentials should be locked in Jabber when service profile
is set to use IM&P credentials

3CSCvt74277

Resolved Caveats in Release 12.9
HeadlineSeverityIdentifier

Jabber calendar invites show host and attendees as UNKNOWN3CSCvu52721

Jabber for Mac cannot register softphone using IPv63CSCvu55829
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu62715
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv54803
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu52721
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HeadlineSeverityIdentifier

Jabber OAuth Login Error 'Cannot open page, try again later' with Jabber
12.8.1 over MRA without SSO

3CSCvu64082

Jabber for Mac 12.7 - wrong date in conversation window4CSCvr53640

Jabber calls on MAC does not hear audio once webex content sharing
is optimized for motion and video

4CSCvu46726

Jabber MAC sends multiple requests to the same authorise URL for
authentication to IDP

6CSCvk26728

Cisco Jabber for Android
These are the defects that apply to this release of Jabber for Android.

Resolved Caveats in 12.9(6)
HeadlineSeverityIdentifier

Cisco Jabber Android -MRA- Phone Services no connecting2CSCvx14691

Resolved Caveats in 12.9(5)
HeadlineSeverityIdentifier

Robotic audio when using USBC headset on Jabber for Android3CSCvw81390

Resolved Caveats in 12.9(4)
HeadlineSeverityIdentifier

Not able to dial personal contacts from Jabber for Android3CSCvw63261

Jabber Client Empty a Tags Not Processed by the Hyperlink Replacer
Leads to XSS

1CSCvw38030

Resolved Caveats in 12.9(3)
HeadlineSeverityIdentifier

Jabber on Android 12.9 cannot register to phone services over MRA2CSCvv26509

Jabber for Android 12.9.2 chat window contact display name becomes
base64 encoded

3CSCvw13878
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu64082
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr53640
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu46726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk26728
https://tools.cisco.com/bugsearch/bug/CSCvx14691
https://tools.cisco.com/bugsearch/bug/CSCvw81390
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw13878


HeadlineSeverityIdentifier

Jaber for Chromebook - invalid alert being present while logging in3CSCvw17417

Resolved Caveats in 12.9(2)
HeadlineSeverityIdentifier

Jabber Android high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62730

Jabber android 12.9 MRA: Issue with phone services2CSCvv81782

Microphone is not working for Samsung Galaxy Tab S6 (SM-T865)3CSCvv24893

Not able to dial personal contacts from Jabber for Android3CSCvv81757

Resolved Caveats in Release 12.9(1)
HeadlineSeverityIdentifier

Jabber for Android loses incoming call in background2CSCvq36013

Jabber Sensitive Data Disclosure2CSCvv34909

Custom tabs over MRA does not properly work3CSCvu46139

Call is ringing on Jabber TAB & Jabber BOT device when DND is
enabled on TAB in CUCM for shared line

3CSCvu82188

[Jabber]DND behaviour is not consistent when jabber is in foreground
and background on TAB Device

3CSCvu82753

J4A - Microphone is not working for Galaxy Tab S6/S5e3CSCvv24893

Open Caveats in Release 12.9
HeadlineSeverityIdentifier

Jabber Android high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62730

Multiple Vulnerabilities in sqlite2CSCvu89867

Custom tabs over MRA does not properly work3CSCvu46139
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw17417
https://tools.cisco.com/bugsearch/bug/CSCvu62730
https://tools.cisco.com/bugsearch/bug/CSCvv81782
https://tools.cisco.com/bugsearch/bug/CSCvv24893
https://tools.cisco.com/bugsearch/bug/CSCvv81757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq36013
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu82188
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu82753
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv24893
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu46139


Resolved Caveats in Release 12.9
HeadlineSeverityIdentifier

SQLite whereLoopAddBtreeIndex Denial of Service Vulnerability2CSCvr77314

libxml2 xmlParseBalancedChunkMemoryRecover Memory Leak
Vulnerability

2CSCvs76920

cURL FILE: URL Creation Vulnerability2CSCvs77077

No answer option on Jabber for Knox when device and Knox are locked2CSCvt29355

Jabber phone registration fails due to (null) in SIP header3CSCvr43753

[Jabber Android] emoticon replace by &#39, the display is wrong3CSCvt56315

Cisco Jabber for Android Call States Protection Levels Enhancement3CSCvt70955

Jabber Android 12.8.1 logs out when InvalidCredentialsLogout is True3CSCvu05454

Jabber for Android does not refresh access token intermittently when
setting timer in the background

3CSCvu19513

Jabber does not reconnect to voice services after network bounce3CSCvu59372

Jabber login failed on Android 12.8.1.302528 over MRA while
InvalidCredentialsLogout configured

4CSCvu34357

Cisco Jabber for iPhone and iPad
These are the defects that apply to this release of Jabber for iPhone and iPad.

Resolved Caveats in 12.9(5)
HeadlineSeverityIdentifier

IM APNs not showing IM and instead show You have a new message due to inability
to read encrypt key

3CSCvv68322

Escalation to video call after Transfer puts current call on hold and calls out transferor
again

3CSCvw71082

Jabber Mobile disconnects active call when resuming another call on hold3CSCvw96370

Resolved Caveats in 12.9(4)
HeadlineSeverityIdentifier

Jabber Client Empty a Tags Not Processed by the Hyperlink Replacer
Leads to XSS

1CSCvw38030
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HeadlineSeverityIdentifier

Jabber client gets stuck after a missing call from Hunt Pilot3CSCvw21257

Phone service disconnects immediately over MRA3CSCvv74385

Retrieving VM after Voice APNs with CFNA crashes Jabber App 12.93CSCvv82129

J4I Join Conference Call notification presented in chat list window
instead of group chat window

6CSCvv88382

Jabber running IOS 14.2 Unable to make conference call3CSCvw49326

Resolved Caveats in 12.9(3)
HeadlineSeverityIdentifier

Jabber for iPhone 12.9 should support iOS 12.X.3CSCvw09838

Jabber for iPhone 12.9.2 chat window contact display name becomes
base64 encoded

3CSCvw13873

Resolved Caveats in 12.9(2)
HeadlineSeverityIdentifier

Jabber iOS high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu6272

Jabber 12.9.1.303973 on iOS 13.6.1 some users may not be able to
receive/send message to other users

3CSCvv78680

User receives the notification "There is a new message" after in
background mode for 36 hours

3CSCvv84724

IM APNs not showing IM and instead show You have a new message3CSCvv68322

Open Caveats in 12.9(1)
HeadlineSeverityIdentifier

Jabber iOS high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62721
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Open Caveats in Release 12.9
HeadlineSeverityIdentifier

Jabber iOS high CPU usage for large CMS hosted conference with
ActiveControl enabled

2CSCvu62721

Custom tabs over MRA does not properly work3CSCvu43878

5~6 seconds audio delay after call pickup on Jabber for iPhone3CSCvu47711

Jabber for iOS does not process Set-Cookie from 401 Unauthorized
response

3CSCvu59790

Resolved Caveats in Release 12.9
HeadlineSeverityIdentifier

Jabber for iOS DND silence calls3CSCvt34957

Jabber forMobile recievedmdm:readXMPP stanza early thanmdm:rcvd
XMPP stanza

3CSCvu35276
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