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Troubleshoot Certificate Errors
Before you begin

If you encounter an error when you attempt to access Unified Communications Manager services from an IM
and Presence Service node or IM and Presence Service functionality from a Unified CommunicationsManager
node, the source of the issue is the tomcat-trust certificate. The error message Connection to the
Server cannot be established (unable to connect to Remote Node) appears on
the following Serviceability interface windows:

• Service Activation

• Control Center - Feature Services

• Control Center - Network Services

Use this procedure to help you resolve the certificate error. Start with the first step and proceed, if necessary.
Sometime, you may only have to complete the first step to resolve the error; in other cases, you have to
complete all the steps.

Step 1 FromCisco Unified OSAdministration, verify that the required tomcat-trust certificates are present: Security >Certificate
Management.

If the required certificates are not present, wait 30 minutes before checking again.

Step 2 Choose a certificate to view its information. Verify that the content matches with the corresponding certificate on the
remote node.
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Step 3 From the CLI, restart the Cisco Intercluster Sync Agent service: utils service restart Cisco Intercluster Sync Agent.
Step 4 After the Cisco Intercluster Sync Agent service restarts, restart the Cisco Tomcat service: utils service restart Cisco

Tomcat.
Step 5 Wait 30 minutes. If the previous steps do not address the certificate error and a tomcat-trust certificate is present, delete

the certificate. After you delete the certificate, you must manually exchange it by downloading the Tomcat and
Tomcat-ECDSA certificate for each node and uploading it to its peers as a tomcat-trust certificate.

Step 6 After the certificate exchange is complete, restart Cisco Tomcat on each affected server: utils service restart Cisco
Tomcat.

Cisco Jabber for Android
For information about troubleshooting the Cisco Jabber for Android, see: https://www.cisco.com/c/en/us/
support/unified-communications/jabber-voice-android/model.html.

Cisco Jabber for iPad
For information about troubleshooting the Cisco Jabber for iPad, see: http://www.cisco.com/c/en/us/support/
customer-collaboration/jabber-iphone-ipad/products-installation-guides-list.html.

Cisco Jabber for Windows
For information about troubleshooting the Cisco Jabber for Windows, see: http://www.cisco.com/c/en/us/
support/unified-communications/jabber-windows/tsd-products-support-install-and-upgrade.html.

Cisco Jabber IM for Android
For information about troubleshooting the Cisco Jabber IM for Android, see: http://www.cisco.com/c/en/us/
support/unified-communications/jabber-android/tsd-products-support-install-and-upgrade.html.

Cisco Jabber IM for Blackberry
For information about troubleshooting the Cisco Jabber IM for Blackberry, see: http://www.cisco.com/c/en/
us/support/unified-communications/jabber-im-blackberry/tsd-products-support-install-and-upgrade.html.

Cisco Jabber IM for iPhone
For information about troubleshooting the Cisco Jabber IM for iPhone, see: http://www.cisco.com/c/en/us/
support/customer-collaboration/jabber-iphone-ipad/tsd-products-support-install-and-upgrade.html.
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Cisco Mobile for iPhone
For information about troubleshooting the Cisco Mobile for iPhone, see: http://www.cisco.com/c/dam/en/us/
solutions/enterprise-networks/mobile-workforce-architecture/cisco-mobile.pdf.
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