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CHAPTER 1

Preface

 Change History, on page 1
* Related Documentation, on page 2

Change History

Table 1: Cisco Expressway IP Port Usage Configuration Guide Change History

Date Change Reason
May 2020 Updated for X12.6 X12.6 Release
April 2020 Correction Fix entry for Tunneled media in Web Proxy for Meeting Server

Port Reference table from port 443 to 3478. Also clarify TLS
as transport is the same thing as TCP in context of this guide.

March 2020 | Correction Add missing Webbridge signaling entries to Web Proxy for
Meeting Server Port Reference table.

February Correction MRA connection for Headset Configuration file fixed to

2020 HTTPS/TLS.

December Update In the Point to Point Microsoft Interoperability Using Meeting

2019 Server diagram, show media paths both with and without

Meeting Server load balancing.

July 2019 Update Updated the MRA Connections for Headset Management.

May 2019 Update NAT reflection is not needed for Web Proxy for CMS
connection (only for standalone Expressways).

February Update Added details on how to configure NAT reflection on firewall

2019 for Web Proxy for Meeting Server.

January 2019 | Updated for X12.5 X12.5 release. ACME certificates, SIP OAuth, and ICE
passthrough for MRA.

September Update Updated software version from X8.11 to X8.11.1 (version X8.11

2018 withdrawn).
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Date

Change

Reason

August 2018

Corrections

Errors in IM&P Federation with Microsoft Clients and Web
Proxy for Cisco Meeting Server connections.

July 2018

Updated for X8.11

X8.11 release

April 2018

Corrections

Errors in SIP Edge for CMS media connections.

December
2017

Corrections

For SIP traversal calls, B2BUA on Expressway-C may need to
make TURN requests to Expressway-E.

November
2017

Corrections

Errors in Web Proxy media connections.

July 2017

Update

X8.10 release. TURN listening port configurable to 443.

April 2017

New document

New format for information previously held in Expressway 1P
Port Usage for Firewall Traversal.

Related Documentation

Table 2: Links to Related Documents and Videos

Support Videos

Videos provided by Cisco TAC engineers about
certain common Expressway configuration procedures
are available on the Expressway/VCS Screencast
Video List page.

Installation - Virtual Machines

Cisco Expressway on Virtual Machine Installation
Guide on the Expressway install and upgrade guides

page

Installation - Physical Appliances

Cisco Expressway CE1200 Appliance Installation
Guide on the Expressway install and upgrade guides

page

Basic configuration for registrar / single systems Cisco Expressway Registrar Deployment Guide on

the Expressway configuration guides page

systems

Basic configuration for firewall traversal / paired Cisco Expressway-E and Expressway-C Basic

Configuration Deployment Guide on the Expressway
configuration guides page

Administration and maintenance

Cisco Expressway Administrator Guide on the
Expressway maintain and operate guides page

Cisco Expressway Serviceability Guide on the
Expressway maintain and operate guides page
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https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-maintenance-guides-list.html

| Preface

Related Documentation .

Clusters

Cisco Expressway Cluster Creation and Maintenance
Deployment Guide on the Expressway configuration
guides page

Certificates

Cisco Expressway Certificate Creation and Use
Deployment Guide on the Expressway configuration
guides page

MRA

Mobile and Remote Access Through Cisco
Expressway on the Expressway configuration guides

page

Cisco Meeting Server

Cisco Meeting Server with Cisco Expressway
Deployment Guide on the Expressway configuration
guides page

Cisco Meeting Server API Reference Guide on the
Cisco Meeting Server programming guides page

Other Cisco Meeting Server guides are available on
the Cisco Meeting Server configuration guides page

Cisco Webex Hybrid Services

Hybrid services knowledge base

Cisco Hosted Collaboration Solution (HCS)

HCS customer documentation

Microsoft infrastructure

Cisco Expressway with Microsoft Infrastructure
Deployment Guide on the Expressway configuration
guides page

Cisco Jabber and Microsoft Skype for Business
Infrastructure Configuration Cheatsheet on the
Expressway configuration guides page

Rest API

Cisco Expressway REST APl Summary Guide on the
Expressway configuration guides page (high-level
information only as the API is self-documented)

Multiway Conferencing

Cisco TelePresence Multiway Deployment Guide on
the Expressway configuration guides page
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https://help.webex.com/en-us/nm1m8zv/Get-Started-with-Cisco-Webex-Hybrid-Services
https://www.cisco.com/c/en/us/support/unified-communications/hosted-collaboration-solution-hcs/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
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CHAPTER 2

How To Use This Guide

* How To Use This Guide, on page 5

How To Use This Guide

The purpose of this guide is to help you configure and troubleshoot connections between infrastructure
components related to Expressway deployments.

There is a section for each of the popular Expressway deployments. Each has a diagram showing the major
infrastructure components and the connections between them, and also lists the connections in a table format.

The deployments build on each other where necessary. For example, if you want to implement Mobile and
Remote Access (MRA), you first configure a traversal pair. These relationships are described in the relevant
deployment guides.

References in the guide to TLS (transport layer security protocol) as transport, in the context of Expressway
effectively mean the same thing as the underlying TCP transport protocol on which TLS is built.
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CHAPTER 3

Firewall Configuration

« Firewall Configuration, on page 7

Firewall Configuration

Here are some points to keep in mind when you are configuring your firewalls to permit the connections
described in this document:

* If you have a cluster of Expressways, ensure that the destination ports to the public IP address of each
Expressway peer are open on the external firewall.

» Sometimes there are different connection types that could be used to achieve the same task. You do not
need to always open every port shown in the diagrams and tables. We recommend that you close any
that you are not using.

For example, if your web administration port is TCP 7443 but you only ever use SSH to configure the
Expressway, you can close 7443 and leave TCP 22 open. Management ports should only be open to
connections originating from inside the network.

 Some firewalls actively close connections that appear inactive, which could interfere with the operation
of your video infrastructure.

For example, TCP port 1720 is used for H.323 call signaling but may be inactive during the call. If this
is prematurely closed by the firewall, the H.323 endpoint could interpret that as a dropped call and respond
by tearing down the call.

We recommend extending inactivity timeouts on the known ports to at least two hours, particularly if
you are seeing calls fail after a specific duration.

« Firewalls that contain ALG (Application Layer Gateway) for SIP / H.323 protocols may not work as
expected with Expressway-E.

We strongly recommend that you disable SIP or H.323 ALG inspection / awareness on the NAT firewall.
We may not be able to support your configuration if you cannot make this change.

We recommend that you disable UDP inspection on the NAT firewall to avoild media issues.

* In some deployments, media packets can hairpin on the Expressway-E external NIC. Some firewalls
cannot allow for hairpinning, and mistrust packets that are destined to their own source.

We recommend configuring an exception to allow hairpinning on the Expressway-E public interface, if
your deployment requires it.
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. Firewall Configuration

« If you want to use the static NAT feature of Expressway-E, we strongly recommend using two NICs.
Dedicating one NIC to the external interface and the other to the internal interface is much better for
your network than using one NIC with the static NAT enabled.
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« Default Port Changes, on page 9

Default Port Changes

CHAPTER 4

The following defaults are used throughout this document. Default port ranges may occasionally change (if
unavoidable) as new features are developed. Our documents list the current default ports for the given version

number.

\}

Note  Insome cases throughout this document we list port ranges used by third party infrastructure. These are default
values and we cannot guarantee that these are correct for your environment. We recommend you follow the
supplier's documentation to configure those connections.

Table 3: Default Port Ranges on Expressway

Protocol Purpose Current Range Details

TCP Ephemeral ports 1024-65535 Outbound HTTP/S, LDAP

UDP Ephemeral ports 1024-65535 DNS, outbound TURN

requests

TCP Ephemeral ports 30000-35999

UDP Ephemeral ports 30000-35999

TCP Outbound SIP 25000-29999

UDP&TCP Inbound TURN requests | 3478 On Expressway-E only.
on Small/Medium Configurable to 443 or
Expressway-E any port >= 1024
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Protocol Purpose Current Range Details
UDP&TCP Inbound TURN requests | 3478-3483 On Large Expressway-E
on Large Expressway-E only. Configurable to a six
port range with first port
>=1024.
Configurable to a single
port, if port multiplexing
is enabled. For more
information on TURN
port multiplexing, see the
Expressway Administrator
Guide
TCP Inbound TCP TURN 443 On Expressway-E only if
request on Cisco TCP 443 TURN service
Expressway-E is enabled.
UDP TURN relays 24000-29999 On Expressway-E only.
UDP RTP/RTCP media 36000-59999 The range is configurable

within the default bounds.
E.g., 37000-38200, but
not 35000-36200.

On S/M Expressway, the
first two ports can be used
for multiplexed media if
you do not use
default/custom ports.

On L Expressway, the
first twelve ports of the
range are used for
multiplexed media. You
cannot customize that
subrange.
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Default Port Changes .

Protocol Purpose Current Range Details
UDP Multiplexed media on 2776/2777 OR 2776/2777 is older pair
Small/Medium 36000/36001 but kept as default by the

Expressway-E

systems

ability to customize when
the new default range was
introduced with S/IM
system options. Custom
pair is defined on
Configuration >
Traversal > Ports.

On Expressway-E only.

Note In the
connection
maps and port
references we
do not show all
the port
options for the
sake of clarity.
For example, if
the diagram
shows
2776/2777, but
you have
chosen to use
36000/36001
instead, then
you don't need
to also open
2776/2777.
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Protocol

Purpose

Current Range

Details

UbP

Multiplexed media on
Large Expressway-E
systems

36000-36011

New range introduced
with Large system option.
This range is always the
first twelve ports of the
RTP/RTCP media range,
so it will be different if
you configure a different
media range.

On Expressway-E Large
OVA:s or large scale
appliances only.

Note In the
connection
maps and port
references we
do not show all
the port
options for the
sake of clarity.
For example, if
the diagram
shows
2776/2777, but
you have a
large
Expressway,
then you
should open
the first twelve
ports of the
media range
instead of
2776/2777.

TCP

SIP traversal

7001

Configurable. SIP
listening port on the first
Expressway-E traversal
server zone. Subsequent
traversal server zones will
use incremental port
numbers, eg. 7002, by
default.
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Protocol

Purpose

Current Range

Details

UbP

H.323 traversal 6001

Configurable. H.323
listening port on the first
Expressway-E traversal
server zone. Subsequent
traversal server zones will
use incremental port
numbers, eg. 6002, by
default.
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CHAPTER 5

Basic Networking Connections

« Basic Networking - Expressway, on page 16

 Networking Port Reference - Expressway, on page 17

« Basic Networking - Traversal Pair, on page 18

« Networking Port Reference - Expressway Traversal Pair, on page 19
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. Basic Networking - Expressway

Basic Networking - Expressway

SsH > 22
HTTPe " 820
T, > 443 Expressway-C
K ol m
O o o
(18] (18] —
a8 5
= [
R / v
1924 - m m m
65535 i
Internal Internal
Admin PC DNS NTP
KEY
> TLS o
> UDP .
< TCP > ¢
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Networking Port Reference - Expressway

Table 4: Basic Networking Ports for Expressway-C

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Administrator | Admin PCs 1024-65535 TCP Expressway-C |22
SSH

Administrator | Admin PCs 1024-65535 TCP Expressway-C |80
HTTP*

Administrator | Admin PCs 1024-65535 TCP Expressway-C |443
HTTPS

Name resolution | Expressway-C | 30000-35999 UDP & TCPt |Internal name |53
(DNS) server

Time Expressway-C |123 UDP Internal time 123
synchronization server

(NTP)

* Expressway redirects HTTP to HTTPS by default. You don't need to open the HTTP port, but you can allow

HTTP for convenience and redirect to HTTPS.

t Expressway will attempt DNS resolution over TCP if the response is too large.
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. Basic Networking - Traversal Pair

Basic Networking - Traversal Pair
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Networking Port Reference - Expressway Traversal Pair

Table 5: Basic Networking Ports for Expressway-C

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Administrator | Admin PCs 1024-65535 TCP Expressway-C |22
SSH

Administrator | Admin PCs 1024-65535 TCP Expressway-C |80
HTTP*

Administrator | Admin PCs 1024-65535 TCP Expressway-C |443
HTTPS

Name resolution | Expressway-C | 30000-35999 UDP & TCP T |Internal name |53
(DNS) server

Time Expressway-C |123 UDP Internal time 123
synchronization server

(NTP)

* Expressway redirects HTTP to HTTPS by default. You don't need to open the HTTP port, but you can allow

HTTP for convenience and redirect to HTTPS.

t Expressway will attempt DNS resolution over TCP if the response is too large.

Table 6: Basic Networking Ports for Expressway-E

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Administrator | Admin PCs 1024-65535 TCP Expressway-E |22
SSH private IP
Administrator | Admin PCs 1024-65535 TCP Expressway-E |80
HTTP private IP
Administrator | Admin PCs 1024-65535 TLS Expressway-E |443
HTTPS private IP

Internal name | Expressway-E | 30000-35999 UDP & TCP Internal name |53
resolution private IP server

(DNS)*

External name | Expressway-E | 30000-35999 UDP & TCP External name |53
resolution public IP server

(DNS)

Internal time Expressway-E |123 UDP Internal time 123
synchronization | private IP server

(NTP)*
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Purpose

Src. IP

Src. Ports

Protocol

Dest. IP

Dest. Ports

External time
synchronization
(NTP)

Expressway-E
public IP

123

UbP

External time
server

123

* You may prefer to connect Expressway-E to external DNS and NTP. You do not need both.
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CHAPTER 6

Clustering Connections

* Cluster Connections Before X8.8, on page 21

* Cluster Port Reference Before X8.8, on page 21

* Cluster Connections X8.8 Onwards, on page 22

« Cluster Port Reference X8.8 Onwards, on page 22

Cluster Connections Before X8.8

Expressway-C Expressway-C
1719 LDP 1719
3eeae-35999 TCP P 4369-4380
4369-4380 TCP 3eeeae-35999
4371 DR 30080-35999 KEY
38000-35999 DR 4371
500 DR 500 4—Tcp—Pp .
————IP5e[ AH = 4 . r §

Cluster Port Reference Before X8.8

Table 7: Cluster Synchronization and Communications

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Cluster database | This peer N/A 51 Other peers N/A
synchronization

(IPSec AH)
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. Cluster Connections X8.8 Onwards

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Key exchange | This peer 500 UDP Other peers 500
between peers

(ISAKMP)

Cluster recovery | This peer 30000-35999 UDP Other peers 4371
Cluster This peer 30000-35999 TCP Other peers 4369-4380
communication

Bandwidth This peer 1719 UDP Other peers 1719
management

(Expressway-C
cluster only)

Cluster Connections X8.8 Onwards

Expressway-C Expressway-C
30000- TCP > 1371 KEY
B TLS p 4372
t—Is—P
4371 4———cP 300800 - _
4372 « Tis 35999 +——>
U
1719 UDP 1719

446128

Cluster Port Reference X8.8 Onwards

Table 8: Expressway-C Cluster Database Synchronization and Communications

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Cluster recovery | This peer 30000-35999 TCP Other peers 4371
Cluster This peer 30000-35999 TLS Other peers 4372
communication

Bandwidth This peer 1719 UDP Other peers 1719
management
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| Clustering Connections
Cluster Port Reference X8.8 Onwards .

Table 9: SIP Calls Routed Between Peers (not shown on diagram)

)

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
SIP TCP This peer 25000-29999 | TCP Other peers 5061
Signaling

SIP TLS This peer 25000-29999 TLS Other peers 5061
Signaling

RTP/RTCP This peer 36000-59999 UDP Other peers 36000-59999
Bandwidth This peer 1719 UDP Other peers 1719
management

Note

Dbxsh is a python script that connects to a cluster database on the local loopback address over port 4370. The

Dbxsh does not need to authenticate the database before executing the commands. The port is open for
connection and is strictly for internal use only. This is accessible from root only.

Cisco Expressway IP Port Usage Configuration Guide (X14.0) .




Clustering Connections |
. Cluster Port Reference X8.8 Onwards
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CHAPTER 7

Provisioning Registrations Authentication and
Calls

« SIP Calls, on page 26

« SIP Calls Port Reference, on page 27

» H.323 Calls, on page 30

» H.323 Calls Port Reference, on page 31
» TMS Connections, on page 34

« TMS Port Reference, on page 34

» LDAP Connections, on page 36

» LDAP Port Reference, on page 36
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SIP Calls Port Reference

Table 10: SIP Calls Port Reference

Purpose

Src. IP

Src. Ports

Protocol

Dest. IP

Dest. Ports

SIP signaling

Expressway-C

25000-29999

TCPor TLS

Expressway-E

7001 (for first
traversal zone;
7002 for second
etc.)

SIP signaling

Expressway-C

5060

UbP

SIP endpoint

5060 (often, but
could be
different,
>=1024)

Port number
defined by
registration (if
registered) or by
DNS lookup

SIP signaling

Expressway-C

25000-29999

TCPor TLS

SIP endpoint

>=1024

Port number
defined by
registration (if
registered) or by
DNS lookup

SIP signaling

Expressway-E

25000-29999

TCPorTLS

SIP endpoint (or
its firewall)

>=1024

Port number
defined by
registration (if
registered) or by
DNS lookup

SIP signaling

SIP endpoint (or
its firewall)

>=1024

UDP

Expressway-E

5060

SIP UDP
disabled by
default. Not
recommended
for internet
facing
connections.
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Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
SIP signaling SIP endpoint (or | >=1024 TCP Expressway-E | 5060
its firewall) SIP TCP
disabled by
default (X8.9.2
and later).
SIP signaling SIP endpoint (or | >=1024 TLS Expressway-E | 5061
its firewall)
SIP signaling SIP endpoint (or | >=1024 MTLS Expressway-E | 5062
its firewall)
Assent RTP Expressway-C | 36000-59999 UDP Expressway-E | 2776 or 36000
(traversed (Small/Medium)
media) 36000 - 36010
(even ports)
(Large)
Assent RTCP Expressway-C | 36000-59999 UDP Expressway-E | 2777 or 36001
(traversed (Small/Medium)
media) 36001 - 36011
(odd ports)
(Large)
Assent RTP SIP endpoint (or | >=1024 UDP Expressway-E | 36000-59999
(trav_ersed its firewall) Could be the
media) ;
firewall port
where the media
egressed, rather
than an endpoint
port
Assent RTCP | SIP endpoint (or | >=1024 UDP Expressway-E | 36000-59999
(trav_ersed its firewall) Could be
media)

translated by the
firewall to port
where the media
egressed, rather
than an endpoint
port
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SIP Calls Port Reference .

Purpose

Src. IP

Src. Ports

Protocol

Dest. IP

Dest. Ports

Assent RTP
(traversed
media)

Expressway-E

36000-59999

UbP

SIP endpoint (or
its firewall)

>=1024

Expressway
waits until it
receives media,
then sends media
to that source
port (which
could be the port
where the media
egressed the
firewall, not an
endpoint port)

TURN control

Any IP addresst

>=1024
(signaling port
from endpoint or
the firewall)

UDP & TCP

Expressway-E

3478
(Small/Medium)

3478-3483
(Large)

TURN control

Expressway-C

>=1024

UDP & TCP

Expressway-E

3478
(Small/Medium)

3478-3483
(Large)

TURN media

Expressway-E

24000-29999

UDP & TCP

Any IP address

>=1024

TURN media

Any IP address?

>=1024

Port of relevant
ICE candidate:
host IP port,
server reflexive
port (outside
firewall port), or
TURN server
port

UDP & TCP

Expressway-E

24000-29999

T The request could be from any IP address, unknown to the TURN server. Assume for example, that endpoint
A and endpoint C (TURN clients) can use the Expressway-E TURN server. The actual IP address from which
the TURN server receives the request could be the endpoint's firewall egress address (NATed).

¥ The media could go to any of the candidate addresses. For example, before ICE negotiation the TURN
server does not know which of endpoint B's candidate addresses will be the highest priority.
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H.323 Calls Port Reference

Table 11: H.323 Ports Reference

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Initial RAS Registered 1719 UDP Expressway-E 1719
connection endpoint in the (public)
Internet
Initial RAS Expressway-E 1719 UDP Registered 1719
connection (public) endpoint in the
Internet
Initial RAS External address | >=1024 UDP Expressway-E 1719
connection of firewall (public)
protecting
off-premises
endpoint
Initial RAS Expressway-C |1719 UDP Expressway-E | 6001 (for first
connection (private) traversal zone,
6002 for second
etc.)
Q.931/H.225 | Any (endpointin|1720 TCP Expressway-E | 1720
signaling the Internet) (public)
Q.931/H.225 |External address | >=1024 TCP Expressway-E | 2776
signaling of firewall (public)
protecting
off-premises
Assent endpoint
Q.931/H.225 |External address | >=1024 TCP Expressway-E |1720
signaling of firewall (public)
protecting
off-premises
H.460.18/19
endpoint
Q.931/H.225 |Expressway-E |15000-19999 TCP Any (endpointin | 1720 (endpoint
signaling (public) the Internet) signaling port,
specified during
registration.
Could be another
port >=1024)
Q.931/H.225 |Expressway-C |15000-19999 TCP Expressway-E | 2776 (Assent
signaling (private) calls)
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Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
Q.931/H.225 |Expressway-C |15000-19999 TCP Expressway-E |1720 (H.460.18
signaling (private) calls)
H.245 Expressway-C | 15000-19999 TCP Expressway-E | 2776 (Assent
(private) calls)
H.245 Expressway-C | 15000-19999 TCP Expressway-E | 2777 (H.460.18
(private) calls)
H.245 Any (endpointin | >=1024 TCP Expressway-E | 15000-19999
the Internet) (public)
H.245 Expressway-E | 15000-19999 TCP Any (endpoint in | >=1024
(public) the Internet) (endpoint H.245
signaling port)
H.245 External address | >=1024 TCP Expressway-E | 2776
of firewall (public)
protecting
off-premises
Assent endpoint
H.245 External address | >=1024 TCP Expressway-E | 2777
of firewall (public)
protecting
off-premises
H.460.18/19
endpoint
RTP Expressway-C | 36000-59998 UDP Expressway-E | 2776
(multiplexed (even ports) (private) (Small/Medium)
traversal media) or 36000-36010
(even ports)
(Large)
RTCP Expressway-C | 36001-59999 UDP Expressway-E | 2777
(multiplexed (odd ports) (private) (Small/Medium)
traversal media) or 36001-36011
(odd ports)
(Large)
RTP Expressway-C | 36000-59998 UDP Expressway-E | 36000-59998
(non-multiplexed (even ports) (private) (even ports)
traversal media)
RTCP Expressway-C | 36001-59999 UDP Expressway-E | 36001-59999

(non-multiplexed
traversal media)

(odd ports)

(private)

(odd ports)
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H.323 Calls Port Reference .

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports

RTP Expressway-E | 36000-59998 UDP Any (endpointin | >=1024

(non-multiplexed) | (public) (even ports) the Internet) (endpoint media
range)

RTCP Expressway-E | 36001-59999 UDP Any (endpointin | >=1024

(non-multiplexed) | (public) (odd ports) the Internet) (endpoint media
range)

RTP Any (endpointin | >=1024 UDP Expressway-E | 36000-59998

(non-multiplexed)

the Internet)

(endpoint media
range)

(public)

(even ports)

RTCP Any (endpointin | >=1024 UDP Expressway-E | 36001-59999
(non-multiplexed) | the Internet) (endpoint media (public) (odd ports)
range)
RTP External address | >=1024 UDP Expressway-E | 2776
(multiplexed of firewall (public) (Small/Medium)
traversal media) protectm_g or 36000-36010
off-premises (even ports)
H.460 endpoint (Large)
(multiplexed
media)
RTCP External address | >=1024 UDP Expressway-E | 2777
(multiplexed of firewall (public) (Small/Medium)
traversal media) protectm_g or 36001-36011
off-premises (odd ports)
H.460 endpoint (Large)
(multiplexed
media)
RTP External address | >=1024 UDP Expressway-E | 36000-59998
(multiplexed of firewall (public) (even ports)
traversal media) | protecting
off-premises
H.460 endpoint
(non-multiplexed
media)
RTCP External address | >=1024 UDP Expressway-E | 36001-59999
(multiplexed of firewall (public) (odd ports)
traversal media) | protecting
off-premises

H.460 endpoint
(non-multiplexed
media)
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Cisco TMS can have two IP addresses; for managing public systems, or managing systems on the LAN. On
Cisco TMS, go to Administrative Tools > Configuration > Network Settings > Advanced Networ k
Settings. You should use the TMS public address with the Expressway-E, and the default LAN address with

the Expressway-C.
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TMS Port Reference .

Purpose Src. IP Src. Ports Protocol Dest. IP Dest. Ports
SNMP for Cisco TMS 1024-65535 UDP Expressway-E |161
discovery of External IP private
Expressway-E

SNMP for Cisco TMS 1024-65535 UDP Expressway-C |161
discovery of

Expressway-C

HTTP Cisco TMS 1024-65535 TCP Expressway-E |80
Management of | External IP private IP
Expressway-E

HTTP Cisco TMS 1024-65535 TCP Expressway-E |80
Management of private IP
Expressway-C

HTTPS Cisco TMS 1024-65535 TCP Expressway-E |443
Management of | External IP private
Expressway-E

HTTPS Cisco TMS 1024-65535 TCP Expressway-C |443
Management of

Expressway-C

Feedback events | Expressway-E | 1024-65535 TCP Cisco TMS 80
(HTTP) private External IP

Feedback events | Expressway-C | 1024-65535 TCP Cisco TMS 80
(HTTP)

Feedback events | Expressway-E | 1024-65535 TCP Cisco TMS 443
(HTTPS) private External IP

Feedback events | Expressway-C | 1024-65535 TCP Cisco TMS 443
(HTTPS)
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LDAP Connections
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LDAP Port Reference

You can choose to use an LDAP server to authenticate and authorize administrator or user logins. You would
only need to allow the LDAP ports inbound from the Expressway-E in the rare case where you want a user
to log in from outside the network and you also do not allow credentials to be stored on the Expressway.
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LDAP Port Reference .

Purpose

Src. IP

Src. Ports

Protocol

Dest. IP

Dest. Ports

Authentication
requests from
the
Expressway-C

Expressway-C

1024-65535

TCP

Directory Server

389

Authentication
requests from
the
Expressway-E

Expressway-E
private

1024-65535

TCP

Directory Server

389

Encrypted
authentication
requests from
the
Expressway-C

Expressway-C

1024-65535

TLS

Directory Server

636

Encrypted
authentication
requests from
the
Expressway-E

Expressway-E
private

1024-65535

TLS

Directory Server

636
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. LDAP Port Reference
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Mobile and Remote Access

* MRA Connections, on page 40
* MRA Port Reference, on page 41

Cisco Expressway IP Port Usage Configuration Guide (X14.0) .



Mobile and Remote Access |
. MRA Connections

MRA Connections
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