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Convert a DER Certificate File to PEM Format

A private key, root (CA) certificate and the server / client certificate can be generated using third-party tools
(or purchased from a certificate authority), and may be generated as PEM (required format, extension .pem)
or DER (extension .cer) format files.

Certificates must be in PEM format for use on the Expressway. Conversion from DER to PEM format is done
either using OpenSSL or Windows, as documented in the following sections.

Convert a DER certificate file to a PEM file using OpenSSL
To convert from DER to PEM format, on a system running openssl, execute the command:

openssl x509 -in <filename>.cer -inform DER -out <filename>.pem -outform PEM

Convert a DER certificate file to a PEM file using Microsoft Windows
To convert from DER to PEM format using Microsoft Windows:

1. Double click the DER file to convert (this will likely have a ‘.cer’ extension)
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'ghﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  tsbu-ruscOl-alphs-chister0l cisco.com
Issued by: rusc-hme-LYNCL-CA

valid from 05/ 07 2011 to 04 0F) 2013

| Learn more about pertificates
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2. Select the Details tab

Showe: [-:.nl:- ']
Field Walug -
[ |version w3 E
| |serial number 1ed2d373000000000008
|| ssgnature sigorithm shalRsa
!:lﬁimamc hash algarithem shal
Dlssuar rusc-lyne-LYRC1-CA, rusc-lync...
i___"]'u'ald From 05 Jube 2001 17:02:07
I__ ialid ko 04 Jube 2003 17:02:07
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Edit Fropertees... Copy ko File...

| Learn more about certificate detais
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3. Click Copy toFile...

4. On the Welcome page, click Next
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5. Select Base-64 encoded X.509 (.CER) and click Next

Certificate Export Wizard - I =5

Export File Fomat
Certificates can be exported in & variety of fils formats,

Sadact the Formal you veant be use:
RER encoded binary «.509 (.CER)

| Cryptographes Message Syntax Standard - PECS #7 Certificates [ P7T8)
[nchuce ol certificates in tha certification path i posable
Personal Information Exchange - FXCS £12 (.PF2)
Irchyde 5 cerkifecabis it tihe carbifacalion path F pcetiabiba
Doestesb Rl et oty ¥ the axport iz succasaful
Export 3 exbendsd propedties

Microsoft Sersloed Certificate Store (55T)

Learr mors about gertificate e formats
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Click Browse and select required destination for file (e.g. Server.pem) and then click Next
Click Finish

Change the filename from Server.pem.cer to server.pem
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This is used in the Load Certificate and Keys Onto Expressway section of this document.
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