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Change History
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DateSeeChange
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About This Guide
This guide explains features that you can use with Cisco Packaged Contact Center Enterprise. For each feature,
there is a description, procedures for initial setup, and details on the functionality the feature provides.

Audience
This guide is for Contact Center administrators who configure and run the contact center, manage agents, and
address operational issues.

Related Documents
LinkSubject

Solution Design Guide for Cisco Unified Contact
Center Enterprise at https://www.cisco.com/c/en/us/
support/customer-collaboration/
unified-contact-center-enterprise/
products-implementation-design-guides-list.html

Design considerations and guidelines for deploying
a Unified CCE solution, including its various
components and subsystems.

Communications, Services, and Additional Information
• To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

• To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

• To submit a service request, visit Cisco Support.

• To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

• To obtain general networking, training, and certification titles, visit Cisco Press.

• To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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Field Alerts and Field Notices
Cisco publishes Field Notices to notify customers and partners about significant issues in Cisco products that
typically require an upgrade, workaround, or other user action. For more information, see Product Field Notice
Summary at https://www.cisco.com/c/en/us/support/web/tsd-products-field-notice-summary.html.

You can create custom subscriptions for Cisco products, series, or software to receive email alerts or consume
RSS feeds when new announcements are released for the following notices:

• Cisco Security Advisories

• Field Notices

• End-of-Sale or Support Announcements

• Software Updates

• Updates to Known Bugs

For more information on creating custom subscriptions, see My Notifications at https://cway.cisco.com/
mynotifications.

Documentation Feedback
To provide comments about this document, send an email message to the following address:
contactcenterproducts_docfeedback@cisco.com

We appreciate your comments.

Conventions
This document uses the following conventions:

DescriptionConvention

Boldface font is used to indicate commands, such as user entries, keys, buttons,
folder names, and submenu names.

For example:

• Choose Edit > Find.

• Click Finish.

boldface font
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DescriptionConvention

Italic font is used to indicate the following:

• To introduce a new term. Example: A skill group is a collection of agents
who share similar skills.

• A syntax value that the user must replace. Example: IF (condition, true-value,
false-value)

• A book title. Example: See the Cisco Unified Contact Center Enterprise
Installation and Upgrade Guide.

italic font

Window font, such as Courier, is used for the following:

• Text as it appears in code or that the window displays. Example:
<html><title>Cisco Systems, Inc. </title></html>

window font

Angle brackets are used to indicate the following:

• For arguments where the context does not allow italic, such as ASCII output.

• A character string that the user enters but that does not appear on the window
such as a password.

< >

Unified CCE preceded or followed by an em dash (—) indicates that the content
is specific to Unified CCE.

—Unified CCE

or

Unified CCE—

or

Unified CCE only—

Packaged CCE preceded or followed by an em dash (—) indicates that the content
is specific to Packaged CCE.

—Packaged CCE

or

Packaged CCE—

or

Packaged CCE only—
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C H A P T E R 1
Optional Features in Packaged CCE

• Features Descriptions, on page 1
• Integrations with Other Cisco Products, on page 3
• Assumptions for Proceeding with Optional Features, on page 4

Features Descriptions
You can choose to enable these features at any time after your Packaged CCE system is installed, configured,
and operational.

Agent Greeting

Agent Greetingmanages the recording and playing of greetingmessages from agents. An agent's recorded
greeting plays automatically to callers when they connect to that agent. Agents can set up different
greetings for different types of callers, if the call center supports that option.

Agent Request
Agent Request allows a customer to make request on the web to receive a return call from an agent. The
request is initiated by a Customer Collaboration Platform callback feed.

Courtesy Callback

Courtesy Callback offers customers the option to hang up and then receive a callback when an agent is
close to being available, rather than having to wait for an extended time on hold. Customers do not lose
their place in the queue. The system collects callback information from the caller, monitors agent
availability, and calls the customer when the agent is close to available.

Enterprise Chat and Email

Enterprise Chat and Email (ECE) is an optional feature that provides chat and email functionality to the
contact center. The ECE server routes chat and email contacts to agents on their Cisco Finesse desktops.
The ECE server can be installed on the Packaged CCE Side B host or on an external server.

ECE includes the following features:

• Email—Email is supported by ECE to create a communication channel between a customer and an
agent. There are various steps involved in efficiently responding to emails from customers. Emails
are first retrieved into the system and routed to appropriate users or queues. After a response is
created, it is processed through the system and sent to the customer.

• Chat—A chat is a real-time interaction between an agent and a customer during which they exchange
text messages. As part of a chat, agents can also push web pages to customers. Based on how chat

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
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activities are routed to agents, they can be categorized as standalone chats or integrated chats. An
integrated chat is routed to an integrated queue and a message is sent to Packaged CCE. The system
processes the activity and assigns the chat to an available agent.

• Web Callback—The Web Callback feature allows the user to request a callback by submitting a
form on a website. ECE processes the submitted information and connects the user with an agent.
ECE then sends a request to Packaged CCE to route the callback request to the agent.

• Delayed Callback—TheDelayed Callback feature is similar toWebCallback, but when ECE receives
the delayed callback request, it adds the request in the Delayed Callback table. ECE sends the HTML
page to the customer, indicating that the customer will receive a callback within a specified time.
When the specified time arrives, ECE moves the request to the Packaged CCE queue for routing to
Unified CCE.

For more information about this feature, see the Cisco Enterprise Chat and Email documentation.

Extension Mobility and Extension Mobility Cross Cluster

Extension Mobility and Extension Mobility Cross Cluster are Cisco Unified Communications Manager
features that allow agents to temporarily access their Cisco Unified IP Phone configuration, such as line
appearances, services, and speed dials, from other Unified IP Phones.

ExtensionMobility works on phones that are located within the same Unified CommunicationsManager
cluster. Extension Mobility Cross Cluster works on phones that are located in different Unified
Communications Manager clusters.

As part of the configuration inUnified Communications Manager Administration, you create a device
profile for each agent that will use Extension Mobility, and associate each device profile with the
appropriate agent. You can add either all of the device profiles to the pguser, or all of the phones that
the agents use to the pguser. You do not need to add both the profiles and phones to the pguser.

For more information, see the Extension Mobility section of the Feature Configuration Guide for Cisco
Unified Communications Manager.

Mobile Agent

Mobile Agent supports call center agents who are using phones that are not directly controlled by Packaged
CCE. A mobile agent can be located outside of the contact center, using an analog phone or a mobile
phone. Mobile agents may also be located in the contact center using an IP phone connection that is not
controlled by Packaged CCE. All mobile agents use broadband connection to access the same Agent
desktop and agent state controls as non-mobile agents.

Packaged CCE supports both Call by Call and Nailed Connection mode.

Outbound Option

Outbound Option manages and performs outbound dialing campaigns. You configure the system to
automatically dial numbers using imported contact lists and filtering rules. When a call connects to a
live person, the system transfers the call to an agent skilled in handling that calling campaign.

Post-Call Survey

Post-Call Survey sends a caller to an automated survey after the agent disconnects. A Post-Call Survey
is typically used to determine whether customers are satisfied with their call center experiences.

Single Sign-On

Single sign-on (SSO) is an authentication and authorization process. (Authentication proves you are the
user you say that you are, and authorization verifies that you are allowed to do what you are trying to

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
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do.) SSO allows users to sign in to one application and then securely access other authorized applications
without a prompt to resupply user credentials. SSO permits Cisco supervisors or agents to sign on only
once with a username and password to gain access to all of their Cisco browser-based applications and
services within a single browser instance. By using SSO, Cisco administrators can manage all users from
a common user directory and enforce password policies for all users consistently.

Task Routing for Third-Party Multichannel Applications

Task Routing application programming interfaces (APIs) provide a standard way to request, queue, route,
and handle third-party multichannel tasks in CCE.

Contact Center customers or partners must develop Customer Collaboration Platform and Finesse
applications using these APIs to use the Task Routing feature. The Customer Collaboration Platform
application submits nonvoice task requests to CCE. The Finesse application enables agents to sign in to
different types of media and handle the tasks. Agents log in to and manage their state in each media
independently.

Whisper Announcement

Whisper Announcement plays a brief message to an agent before connecting a caller to the agent. The
message may include information about the caller or choices the caller made from menu options.

Video Contact Center

Video Contact Center provides high-quality video collaboration between customers and agents. Depending
on how Video Contact Center is deployed, customers may connect with agents either from within the
enterprise network or from devices outside the enterprise.

ICM-to-ICM Gateway Support
Support for ICM-to-ICM Gateway has been provided in Packaged CCE 4000 and 12000 Agent
deployments. ICM-to-ICM Gateway extends the ICM software capability by allowing agents to
simultaneously pre-route/post-route calls, and supply additional call-related information to a second
agent on a different ICM. This enables the initial agent to pass on gathered information without the
customer’s needing to repeat it to the second agent.

Integrations with Other Cisco Products
You can extend Packaged CCE functionality by integrating it with other Cisco products.

Cisco Customer Collaboration Platform

Cisco Customer Collaboration Platform is a customer-care system that provides capture, filtering,
workflow, queuing, and reporting for social media engagement teams. Internet postings captured by
Customer Collaboration Platform are referred to as Social Contacts. Customer Collaboration Platform
stores the social contacts and groups them into user-defined Campaigns. Each Campaign obtains social
contacts from one or more Feeds. Customer Collaboration Platform presents the social contacts to social
media customer care personnel who can search, review, categorize, and respond to the postings. Customer
Collaboration Platform also produces reporting metrics on the handling of the social contacts.

Customer Collaboration Platform is also used for the following contact center features:

• Agent Request

• Task Routing
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For information about Customer Collaboration Platform, see
https://www.cisco.com/en/US/products/ps11349/index.html.

Assumptions for Proceeding with Optional Features
This document makes the following assumptions about the state of your Packaged CCE system and the system
administrator's knowledge of Packaged CCE:

• Your Packaged CCE system must be installed, configured, and operational.

• System administrators must have access to the following interfaces:

• Cisco Packaged Contact Center Enterprise (CCE) Administration

• Script Editor

• Cisco Customer Collaboration Platform

• Cisco Finesse

• Cisco Unified Communications Manager (CUCM) reporting interface

• Enterprise Chat and Email

• System administrators must be familiar with the following procedures or have access to the Cisco
documentation that describes them:

• Expanded call variables—Know how to use Unified CCE Administration to set variable values and
add new variables.

• Scripting—Know how to use the Script Editor to create new Packaged CCE call routing scripts and
modify existing scripts. Understand the scripting technology.

• CVP scripting—Know how to use the CVP Script Editor to create new or modify existing voice
scripts.

For more details, see the Cisco Packaged Contact Center Enterprise Administration and Configuration
Guide.
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C H A P T E R 2
Agent Greeting

• Introduction, on page 5
• Initial Setup, on page 6
• Administration and Usage, on page 21

Introduction
The Agent Greeting feature lets an agent record a message that plays automatically to callers when they
connect to the agent. The greeting message can welcome the caller, identify the agent, and include other useful
contextual information.With Agent Greeting, each caller can receive a clear, well-paced, language-appropriate,
and enthusiastic introduction. Another benefit is that it saves the agent from having to repeat the same
introductory phrase for each call. It also gives the agent a moment to review the desktop software screen
popups while the greeting plays.

The process of recording a greeting is much the same as recording a message for voicemail. Depending on
how the call center is set up, agents may be able to record different greetings that play for different types of
callers. For example, agents can record an English greeting for English speakers or an Italian greeting for
Italian speakers.

Phone Requirements (for Local Agents Only)
Agent Greeting is available to agents and supervisors who use IP Phones with Built-In Bridge (BIB). These
agents are typically located within a contact center. Phones used with Agent Greeting must meet these
requirements:

• The phones must have the BIB feature.

If you disable BIB, the system attempts to use a conference bridge for Agent
Greeting call flow and raises a warning event.

Note

• In an IPv6-enabled environment, Agent Greeting may require extra Media Termination Points (MTPs).

For the list of supported Cisco Contact Center phone models, see Contact Center Enterprise Compatibility
Matrix.
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Functional Limitations
Agent Greeting is subject to the following limitations:

• Agent Greeting does not support outbound calls made by an agent. The announcement plays for inbound
calls only.

• Only one Agent Greeting file plays per call.

• Supervisors cannot listen to agent recorded greetings.

• Agent Greetings do not play when the router selects the agent through a label node.

• Agent Greeting supports Unified CM based Silent Monitoring with this exception: Supervisors cannot
hear the greetings themselves. If a supervisor tries to start a silent monitoring session while a greeting
is playing, a message displays stating that a greeting is playing and to try again shortly.

• Agent Greeting is supported for Mobile Agents and can use analog, digital, or IP phones to handle calls.
Each call must be sized as if it includes a conference, due to the use of conference bridge resources. For
more information, see theMobile Agents chapter of the Cisco Unified Contact Center Enterprise Features
Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/series.html.

Whisper Announcement with Agent Greeting
You can use Agent Greeting with the Whisper Announcement feature. Here are some things to consider when
using them together:

• On the call, the Whisper Announcement always plays first.

• To shorten your call-handling time, use shorter Whisper Announcements and Agent Greetings than if
you were using either feature by itself. A longWhisper Announcement followed by a long Agent Greeting
equals a long wait before an agent actively handles a call.

• If you use a Whisper Announcement, your agents probably handle different types of calls: for example,
“English-Gold Member-Activate Card,” “English-Gold Member-Report Lost Card,” “English-Platinum
Member-Account Inquiry.” Therefore, you may want to ensure that greetings your agents record are
generic enough to cover the range of call types.

For more information about Whisper Announcement, see Whisper Announcement, on page 313.

Initial Setup
This section is intended for system administrators responsible for installing and configuring Packaged CCE.
It describes the one-time tasks required to set up Agent Greeting.

Configuration Requirements
The following configuration components must be in place to deploy Agent Greeting.
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WhatWhere

For phones that use Agent Greeting, you must set the Built-in-Bridge option to On or Default (if the value of Default is On). To verify, in Unified CM
Administration, select Device > Phone > Built in Bridge.

Unified Communications Manager

Agent Greeting is supported with Type 10 Network VRUs only. (Type 10 is required to allow CVP to control the call). If your current Unified CCE deployment
is not configured for a Type 10 VRU, you must modify it accordingly.

Agent Greeting requires at minimum three expanded call variables.

• user.microapp.ToExtVXML: This is used twice in an Agent Greeting record script: the first time is to queue the Unified CVP RecordAgentGreeting
application; the second time is to tell the recording application where to save greeting files. Configure it as an array with size 3.

Use the Unified CCE Administration tool to ensure this variable includes these settings: Maximum Length - 100 and Enabled.

• user.microapp.app_media_lib:This is required in Agent Greeting record and play scripts to specify the dedicated directory on the media server where your
greeting audio files are stored. Maximum Length - 100 and Enabled.

• user.microapp.input_type: This is required in Agent Greeting record scripts to limit the allowable input type to DTMF.MaximumLength - 100 and Enabled.

No other ECC (Expanded Call Variable) are needed if you serve your files from the Unified CVP default media server, and your files are in the media server
default locale directory ("<web_server_root>\en-us\app"). However, if you store your files in a location other than these defaults, you must use one or more of
the ECC in the next row in your scripts.

Unified CCE

To make these variables available to your script authors, confirm that they are defined in the Unified CCE Administration tool. For instructions about defining
ECC variables for CVP, see the Administration Guide for Cisco Unified Customer Voice Portal at https://www.cisco.com/c/en/us/support/customer-collaboration/
unified-customer-voice-portal/tsd-products-support-series-home.html.

• user.microapp.media_server: Use to identify the Unified CVP media server if it is other than the default.

• user.microapp.locale: Use to specify the name of the locale directory on the media server if it is other than the default (“en-us”).

• user.microapp.UseVXMLParams: Required in your record script if you include the user.microapp.media_server variable. It tells the external VXML
recording script to use the name/value pair of the application that you pass in the user.microapp.ToExtVXML variable.

Unified CCE

(optional variables, used to override defaults)

Unified CVP Server must be installed and configured, as described in the Cisco Packaged Contact Center Enterprise Installation and Upgrade Guide available
from: https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/products-installation-guides-list.html.

Unified CVP

Deploy Agent Greeting

Agent Greeting Deployment Tasks
This task flow is for system administrators responsible for installing and configuring Packaged CCE.

Procedure

Step 1 Ensure that your system meets the baseline requirements for software, hardware, and configuration.
Step 2 Configure one or more servers to act as media servers. Configuration requirements include IIS and FTP.

For more information, see Setup Unified CVP Media Server IIS section in theCisco Packaged Contact Center Enterprise
Installation and Upgrade Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-installation-guides-list.html.
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Step 3 In Unified CVP, add media servers, configure FTP connection information, and deploy the media servers.

For more information, see Set Up IVR Service section in the Cisco Packaged Contact Center Enterprise Administration
and Configuration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Step 4 Configure a Unified CVP media server, if you have not already done so.

See About Media Server, on page 139.

Step 5 Set the cache size on the Cisco VVB.
Step 6 Record the voice prompts to play to agents when they record a greeting and to deploy the audio files to your media

server.

See Create Voice Prompts for Recording Greetings, on page 9.

Step 7 Configure call types to record and play agent greetings.

See Configure Call Types, on page 10.

Step 8 Configure dialed numbers to record and play agent greetings.
See Configure Dialed Numbers, on page 10.

Step 9 Schedule the Script, on page 11.
Step 10 Define Network VRU Scripts for Agent Greeting, on page 11.
Step 11 In Script Editor:

• To use the installed scripts to record and play agent greetings, see Import Example Agent Greeting Scripts, on
page 13.

• To create your own scripts, see Agent Greeting Scripts, on page 15.

Step 12 Modify the Unified CCE call routing scripts to use Play Agent Greeting script, on page 15.

Configure Media Server for Agent Greeting

Agent Greeting uses the Unified CVP media server. If you previously configured and deployed one or more
Unified CVP media servers for other features, you do not have to configure any additional servers for Agent
Greeting. You can optionally add additional media servers.

Agent Greeting uses the Unified CVP media server to store and serve the following types of files:

• Prompt files, prepared by Administrators. These files supply the prompts that agents hear when they
record their greetings. The Administrator must manually add the prompt files to all the media servers
that their Agent Greeting scripts will query to retrieve those files.

• Greeting files, recorded by agents. These files are the actual greetings that play to callers. They are
recorded by individual agents. The system handles the storage of these files as follows:

• A greeting file is named using the convention PersonID_AgentGreetingType. For more about
AgentGreetingType, see Specify the AgentGreetingType Call Variable, on page 15.

• When a greeting is first recorded, it is stored temporarily on the Unified CVP Server, where an
agent can listen to it before confirming its use.

• When the agent confirms the greeting, the file is transferred, using FTP, to all media servers that
are deployed and are configured with FTP enabled. Make sure that an FTP server is installed and
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configured for the correct version of IIS on the media server. For instructions, consult yourMicrosoft
documentation (http://microsoft.com).

• To satisfy a request for the greeting to play to a caller, the greeting file is copied from the media
server to the Cisco VVB, where it is cached. The cached copy is used to satisfy subsequent requests
for the greeting. Content expires in the cache based on the cache timeout period defined on the
media server.

The routing scripts look for the prompt and greeting files either on the configured default Unified CVP media
server or on a specific server identified in the script. Some typical scripting scenarios for retrieving files for
Agent Greeting include:

• All files are retrieved from the default server.

• All files are retrieved from the default server if available; otherwise, a redundant server is queried.

• For security, the prompt files are retrieved from one server and the greetings files are retrieved from a
different server.

• For load balancing, the greetings files are dispersed among several servers and retrieved based on tests
in the script.

Create Voice Prompts for Recording Greetings
You must create audio files for each of the voice prompts that agents hear as they record a greeting. The
number of prompts you require can vary, but a typical set can consist of:

• Awelcome followed by a prompt to select which greeting to work with (this assumes you support multiple
greetings per agent)

• A prompt to select whether they want to hear the current version, record a new one, or return to the main
menu

• A prompt to play if a current greeting is not found.

To create voice prompts for recording greetings:

Procedure

Step 1 Create the files using the recording tool of your choice. When you record your files:

• Themedia files must be in .wav format. Your .wav files must match Unified CVP encoding and format requirements
(G.711, CCITT A-Law 8 kHz, 8 bit, mono).

• Test your audio files. Ensure that they are not clipped and that they are consistent in volume and tone.

Step 2 After recording, deploy the files to your Unified CVP media server. The default deployment location is to the
<web_server_root>\en-us\app directory.

Step 3 Note the names of the files and the location where you deployed them on the media server. Your script authors need this
information for the Agent Greeting scripts.
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Built-In Recording Prompts

The Unified CVPGet Speech micro-application used to record Agent Greetings includes the following built-in
prompts:

• A prompt that agents can use to play back what they recorded

• A prompt to save the greeting, record it again, or return to the main menu

• A prompt that confirms the save, with an option to hang up or return to the main menu

The built-in prompts are installed on each server at <CCE_root>\wav and are referenced in the example
recording script that is included with Packaged CCE. To deploy the example script, copy the audio prompts
to the <web_server_root>\en-us\app directory on your media server.

You can replace these .wav files with files of your own. For more information, see the Unified Customer
Voice Portal Call Studio documentation at https://www.cisco.com/c/en/us/support/unified-communications/
unified-call-studio/tsd-products-support-series-home.html.

Configure Call Types
To record and play agent greetings, create two call types: RecordAgentGreeting and PlayAgentGreeting.

Procedure

Step 1 In Unified CCE Administration, choose Overview > Call Settings > Route Settings.
Step 2 Click the Call Type tab.
Step 3 Click New to open the New Call Type window.
Step 4 Complete the fields to create a call type to record agent greetings. For Name, enter RecordAgentGreeting.
Step 5 Click Save.
Step 6 Repeat this procedure to create a call type to play agent greetings. For Name, enter PlayAgentGreeting

Configure Dialed Numbers
To record and play agent greetings, create two dialed numbers: RecordAgentGreeting and PlayAgentGreeting.

Procedure

Step 1 In Unified CCE Administration, choose Overview > Call Settings > Route Settings.
Step 2 Click the Dialed Number tab.
Step 3 Click New to open the New Dialed Number window.
Step 4 Complete the fields to create a dialed number to record agent greetings, as follows:

• Dialed Number String: RecordAgentGreeting

The name must match exactly and is case-sensitive.

• Routing Type: Internal Voice
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• Call Type: RecordAgentGreeting (the call type that you created for recording agent greetings)

Step 5 Click Save.
Step 6 Repeat this procedure to create a dialed number to play agent greetings. Complete the New Dialed Number fields as

follows:

• Dialed Number String: PlayAgentGreeting

The name must match exactly and is case-sensitive.

• Routing Type: Internal Voice

• Call Type: PlayAgentGreeting (the call type that you created for playing agent greetings)

Schedule the Script

Procedure

Step 1 In the Script Editor, select Script > Call Type Manager.
Step 2 From the Call Type Manager screen, select the Schedules tab.
Step 3 From the Call type drop-down list, select the call type to associate with the script; for example, PlayAgentGreeting.
Step 4 Click Add and select the script you want from the Scripts box.
Step 5 Click OK twice to exit.

Define Network VRU Scripts for Agent Greeting
For Agent Greeting record and play scripts to interact with Unified CVP, Network VRU scripts are required.
The number of VRU scripts that you require and how you configure them depends on how you choose to
script Agent Greeting.

To create these scripts, log into Packaged CCE Administration and select Overview > Call Settings > IVR
Settings > Network VRU Scripts.

The following table lists an example set of Agent Greeting Network VRU scripts based on the example Agent
Greeting scripts that are included with the software.

If you require the following example VRU scripts, you must manually create them.Note
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Table 2: Agent Greeting Network VRU Scripts

What it doesInterruptible

(Y/N)

Configuration
Parameter

Name /

VRU Script Name

Causes a saved greeting audio file to play. The
-a parameter automatically generates the file
name by concatenating the Person ID with the
AgentGreetingType variable value set in your
routing scripts that target an agent.

NnullAgentGreeting

PM,-a

During a recording session, play an audio file
that presents a voice menu prompting the agent
to press the number corresponding to the
greeting he or she wants to record. The 1-9
configuration parameter defines the range of
allowable keys. So this value also determines
the number of concurrent greetings agents can
have. The A parameter specifies that the file is
in the (default) Application directory on the
Unified CVP Server.

Y1-9GreetingMenu_1_to_9

M,press_1_thru_9_greeting,A

During a recording session, play an audio file
that prompts the agent to press 1 to listen to a
greeting, 2 to record, or 3 to go to the main
menu.

Y1-3GreetingSubMenu

M,press1-press2-press3,A

During a recording session, if an agent tries to
play back a greeting that does not exist, play
the no_greeting_recorded audio file. The Y
configuration parameter in this instance allows
barge-in (digit entry to interrupt media
playback).

YYGreeting_Not_Found

PM,no_greeting_recorded,A

This starts the external VXML application that
records the greeting. The VRU script name
must be specified exactly as shown and is
case-sensitive.

The Y parameter in the eleventh position of the
Configuration Parameter is required. It allows
the script to pass FTP connection information
to the VXML server. The VXML server then
uses this information to make an FTP
connection to the media server when saving
greeting files.

Y,,,,,,,,,,YT10_GS_AUDIUM

GS,Server,V, FTP

This script allows the agent to review the
recorded greeting audio file.

YYGreetingReview

PM,-a,A
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Import Example Agent Greeting Scripts
To view or use the example Agent Greeting scripts, you must first import them into Script Editor.

Procedure

Step 1 Launch Script Editor.
Step 2 Select File > Import Script and select a script to import.

The scripts are located in the icm\bin directory on the Unified CCE AW-HDS-DDS.

Note
When you import the example scripts, Script Editor maps objects that are referenced in the scripts. Some of the objects,
such as the external Network VRU scripts, skill groups, route to skill group, or precision queue, do not map successfully.
You must create these manually or change these references to point to existing scripts, skill groups, and precision queues
in your system.

What to do next

In addition to importing the scripts, you may need to modify the following items.

• If you do not use a default media server, you must modify the media server specification.

• If you do not use the default values for application and locale (en-us/app), you must modify the path
name of greeting files.

• Using the Unified CCEAdministration tool, enable all expanded call variables referenced by the following
sample scripts.

For more information, see Agent Greeting Scripts, on page 15.

Agent Greeting Example Routing Scripts

Example routing script files are located in the icm\bin directory.

• AG.ICMS—This script sets up an Agent Greeting by setting the greeting type to be used on the call and
then queueing the call to a skill group or precision queue. Once an agent is selected from the skill group
or precision queue and the call routed to the agent, the PAG.ICMS script is invoked. It requires that you
define an AgentGreeting VRU script (described in Define Network VRU Scripts for Agent Greeting, on
page 11) and a skill group.

• PAG.ICMS—This script causes an Agent Greeting to play. It is invoked by the PlayAgentGreeting
dialed number that you configured earlier in the configuration process. This number must be associated
with a call type that then executes the script. It requires that you define an AgentGreeting VRU script,
described in Define Network VRU Scripts for Agent Greeting, on page 11.

• RECORD_AG.ICMS—This script lets agents record a greeting. It is called from the agent desktop
when an agent clicks the Record Agent Greeting button. It prompts the agent to select which greeting to
play or record. This script is invoked by the RecordAgentGreeting dialed number that you configured
earlier in this configuration process. It requires that you define all five VRU scripts described in Define
Network VRU Scripts for Agent Greeting, on page 11.
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• WA_AG.ICMS—This script plays a Whisper Announcement and an Agent Greeting together on the
same call flow. It requires that you define an AgentGreeting VRU script (described in Define Network
VRU Scripts for Agent Greeting, on page 11) and a skill group.

The PAG.ICMS and RECORD_AG.ICMS example scripts assume that a default media server is configured
in Unified CVP, and the greeting files are stored in a dedicated directory named ag_gr directory. The
WA_AG.ICMS script does not include a dedicated directory.

Note

For greeting, the initial script sets up the call between caller and agent, and a different script plays the greeting
to the agent after the caller is connected. If the initial Unified CCE script overrides the default media server
with a SET node, the call context of expanded call variables is preserved on the greeting playback call as well,
and the Default Media Server may be overridden. In this case, modify the greeting playback script to use a
SET node with the correct media server.

Note

Test Agent Greeting File Path
When an agent records a greeting, the greeting file is saved with a system-generated name as follows:

• The Person ID number is prepended to the starting string. For example, an agent with a Person ID of
5050 would have greeting files named 5050_1 or 5050_French.

• The filename ends with the value of the Call.AgentGreetingType variable associated with the choice the
agent made when recording the greeting. For example, if the agent selected the first option, and the Agent
Greeting record script sets the first option to "1," then the greeting filename is appended with _1. As
another example, if descriptive strings were implemented, and the first option is associated with the string
"French," then the greeting filename is appended with _French.

The greeting file is saved in a directory whose path is determined by the following variables in the Agent
Greeting record script:

• A specific media server, or the default media server. (The file is later pushed to all FTP-enabled media
servers.)

• A specific application directory, or the default application directory.

• A specific locale directory, or the default locale directory.

To test the path you defined to the greeting file in your script variables, plug the complete URL into a browser.
The .wav file should play. For example:

• If your script uses a default media server whose IP is 192.1.1.28 + the default locale + an application
directory named greet + 5050_im1.wav, then the generated URL should be
http://192.1.1.28/en-us/app/greet/5050_1.wav. Entering this URL into a browser
should cause this agent’s greeting to play.

• If your script includes: http://my_server.my_domain.com + the default locale + an application directory
app/greet + 5050_1.wav, then the path should be
http://my_server.my_domain.com/en-us/app/greet/5050_1.wav.
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Modify the Unified CCE call routing scripts to use Play Agent Greeting script
For an Agent Greeting play script to run, you must add an AgentGreetingType Set Variable node to your
existing call routing scripts. This variable's value is used to select the audio file to play for the greeting. Set
the variable before the script node that queues the call to an agent (that is, the Queue [to Skill Group or
Precision Queue], Queue Agent, Route Select, or Select node).

Specify the AgentGreetingType Call Variable

To include Agent Greeting in a script, insert a Set Variable node that references the AgentGreetingType call
variable. The AgentGreetingType variable causes a greeting to play and specifies the audio file it should use.
The variable value corresponds to the name of the greeting type for the skill group or Precision Queue. For
example, if there is a skill group or Precision Queue for Sales agents and if the greeting type for Sales is '5',
then the variable value should be 5.

You can use a single greeting prompt throughout a single call type. As a result, use one AgentGreetingType
set node per script. However, as needed, you can set the variable at multiple places in your scripts to allow
different greetings to play for different endpoints. For example, if you do skills-based routing, you can specify
the variable at each decision point used to select a particular skill group or Precision Queue.

Only one greeting can play per call. If a script references and sets the AgentGreetingType variable more than
once in any single path through a script, the last value to be set is the one that plays.

Note

Use these settings in the Set Variable node for Agent Greeting:

• Object Type: Call.

• Variable: Must use the AgentGreetingType variable.

• Type: Must use the PersonID_AgentGreetingType type.

• Value: Specify the value that corresponds to the greeting type you want to play. For example: “2” or
“French”

• You must enclose the value in quotes.

• The value is not case-sensitive.

• The value cannot include spaces or characters that require URL encoding.

Agent Greeting Scripts
Agent Greeting requires two call routing scripts: one that agents can use to record greetings and one to play
a greeting to callers. Examples of these scripts are included in your installation. This section describes the
elements in the installed example scripts, including optional features and other modifications that you can
make. To create scripts from scratch, use this section to understand the required elements in Agent Greeting
scripts.

If you plan to use the installed example scripts out of the box, you can ignore this section.Note
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Agent Greeting Recording Script
The Agent Greeting recording script is a dedicated routing script that allows agents to record greetings. You
can use the installed example scripts or create your own.

In the example script shown here, the agent is first prompted to select one of nine possible greeting types.
After selecting a greeting type, the agent chooses whether to 1) listen to the existing greeting for that type; 2)
record a new greeting for that type, or 3) return to the main menu. If the agent selects the option to listen, the
name of the application directory on the media server is set and the external VRU script that plays the greeting
is triggered. Then the agent is returned to the main menu. If the agent selects the option to record, the Unified
CVP recording application is called. The recording application contains its own built-in audio prompts that
step the agent through the process of recording and saving a greeting. At the end, the agent is returned to the
main menu.

There are several other behaviors in the script to note. An agent may select to listen to a greeting type for
which no greeting exists. In that event, a VRU script that plays an error message is called. Also, in two places
in the script, the path to the application directory is reset to the default. This is because (in this example) that
is where the files for the audio files reside. The only files that reside outside of the default directory are the
greetings themselves.

Figure 1: Agent Greeting Record Script

RecordAgentGreeting Micro-application

Unified CVP includes a dedicated micro-application -- RecordAgentGreeting -- for recording agent greetings.
The application lets agents record, review, re-record, and confirm the save of a greeting. It includes audio
files to support each of these functions. If an agent is not satisfied with a greeting, it can be re-recorded up to
three times. Upon confirmation of a save, the application FTPs the saved file to the media server.
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Built-in error checking includes checks for the data required to name the file (Person ID + AgentGreetingType
variable value), media server specification, valid menu selections made by the agent, and successful FTP of
the greeting file.

Agent Greeting Record Script Nodes

Using the example script as a reference, here are descriptions of the functions its nodes perform.

Table 3: Script Node Functions for Agent Greeting

What it doesValueNode

Sets the allowable input type to
DTMF (touch tone).

DVariable:Call:user.

microapp.input_type

Runs the VRU script that defines
which digits are valid to select an
AgentGreetingType and plays a
voice prompt describing the
options.

M,press_1_thru_9_greeting,ARunExtScript:Press 1-9 to
Select Greeting X

Sets the AgentGreetingType to
the digit the agent pressed. This
text is used in the greeting wave
file. It can be a simple numbering
system or more descriptive titles
such as “English.”

Call.CallerEnteredDigitsVariable:Call:AgentGreetingType

Runs the VRU script that defines
which digits are valid to select a
desired action and plays a voice
prompt describing the options.

M,press1-press2-press3,ARunExtScript:

1 - hear greeting X,

2 - record greeting X,

3 - return to menu

Tells the script how to handle the
caller entered digits in response
to the 1,2,3 external script.

1,2,3CED
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What it doesValueNode

Defines the path to the
application directory on the
Unified CVP media server. Prior
to playing the greeting file, it is
set to the dedicated greeting file
directory (in this example,
app/ag_gr). After the greeting
file plays, it is reset to the default
application directory where (in
this example) the files for voice
prompts are stored. If the voice
prompts were stored in the same
directory as the greeting files,
there would be no need to reset
the path.

Set three times:

• Once to "app/ag_gr"

• Twice to "" (an empty string; that is,
the default)

Variable:Call:
user.microapp.app_media_lib

Runs the VRU script that plays
the selected Agent Greeting.

PM,-a,ARunExtScript: PlayRecording

Runs the VRU script that plays
an error message if the Agent
Greeting selected to play does not
exist.

PM,no_greeting_recorded,ARunExtScript:Greeting Not
Found

Specifies the FTP information
that the VXML server uses to
write greeting files to the media
server.

The information must match the
FTP information configured for
the media server in the Unified
CVP Operations Console.

The value for array index must
be 2.

The value consists of:

• ftpPath= to set the path
to the dedicated directory
for agent greeting files.

• The path must begin with
the locale directory.

To view additional setting
options, see CVP documentation.

Array Index: 2

Value:
"ftpPath=<path_to_dedicated/
directory>"

For example:
"ftpPath=en-us/app/ag_gr"

Variable:

Call:user.microapp.

ToExtVXML[]
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What it doesValueNode

Identifies the external Unified
CVP micro-application
(RecordAgentGreeting) that is
used to record the greeting.

The value for array index must
be 0.

Array Index: 0

Value:
"application=RecordAgentGreeting"

Variable:

Call:user.microapp.

ToExtVXML[]

Runs the VRU script that
launches the Get Speech
micro-application on the CVP
Server.

GS,Server,VRunExtScript: Run Default
Recording Application

Descriptive Agent Greeting Type Strings
The previous Agent Greeting record script example stores Agent Greeting Type values as numbers (although
in string format). But suppose you prefer more descriptive string names. For example, “English,” “French,”
and “Spanish.” Or “Sales,” “Billing,” and “Tech Support.”

Descriptive names can make it easier to understand at a glance what different numeric key selections in your
scripts correspond to. Note that they also affect how greeting files are named (for example, for an agent whose
Person ID is 5050, 5050_English.wav as opposed to 5050_1.wav).

The following script example is almost identical to the previous record script, except that it includes four
additional nodes (highlighted in green). They consist of an additional CED node that maps the keys 1, 2, and
3 to language names. The Run Ext Script node (in gray) was modified for the new options. The rest of the
script is the same with no other changes required. Note that your routing scripts require a corresponding
mapping of numeric keys to language names.
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Figure 2: Script with Descriptive Greeting Type Strings

Agent Greeting Play Script
The Agent Greeting feature requires a dedicated routing script that causes the agent greeting to play. This
script is invoked by the PlayAgentGreeting dialed number.

The Play script must contain at least two and possibly four specific nodes, depending on other factors.

You always need the following nodes:

• A Run External Script node that calls the VRU script that plays the greeting.

• A Set Variable node that sets the directory path to your greeting files.

You may also need to include in your scripts Set Variable nodes that:

• Specify the Media Server: Unified CVP lets you specify a default media server. If you are not serving
your audio files from the default media server, your scripts must include a variable that identifies the
server where your audio files are stored.

• Specify the Locale Directory: Additionally, if you are not storing your files in the default locale directory
en-us on the media server, you must include a variable that specifies the name of the locale directory
where the files are stored.

The Locale Directory set variable node is optional. It is needed only if you decide
to use a directory other than the default one.

Note
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Figure 3: Agent Greeting Play Script Example

On a Mobile Agent callflow, CUCM may return a 404 error due to the absence of Agent Greeting, leading to
call failure. To fix this issue, do the following:

1. Add a new Run External Script node with its backup media mapped to the agent greeting.

2. Add the Run External Script node between the failure path of the AgentGreeting Run External Script node
and the End node.

3. Connect the Run External Script node's success path to the existing Release call node and failure path to
the existing end node.

Adding the Run External Script node may add a short delay of one to two seconds to the call flow.

Administration and Usage

Configure Custom Dialed Number for Agent Greeting Record
To record Agent Greetings when you have multiple customers, you must create your own custom dialed
number for recording. Youmaywant to create different dialed numbers for different customers. As with Agent
Greeting play, if you want to use different network VRUs to record Agent Greetings for different customers,
use the TranslationRouteToVRU node in your routing script to explicitly select the network VRU.

Create your own custom button or have your agents enter the record dialed number using the dial pad on their
desktops.
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Reporting
In agent, skill group, and precision queue reports, greeting time is not specifically broken out. The period
during which the greeting plays is reported as talk time. Record time is counted as an internal call by the
default skill group.

Calls that involve Agent Greeting consist of two call legs: the inbound call from the customer and the call to
Unified CVP for the greeting. Both of these legs have the same RouterCallKeyDay and RouterCallKey values
in the TCD and RCD tables in the database. You can use these values to link the two legs together for reporting
purposes.

Greeting Call Statistics
To view greeting call statistics, create a separate call type and associate it with the routing script that plays
agent greeting. New Cisco Unified Intelligence Center templates for the agent greeting call type are created
based on the data in the existing Call_Type_Real_Time and Call_Type_Interval table in the database.

Peripheral Call Types for Agent Greeting
There are two peripheral call types specific to Agent Greeting that you can use to track and report on the
feature.

• Call Type 39: Play Agent Greeting. Route request to play an Agent Greeting.

• Call Type 40: Record Agent Greeting. Agent call for recording an Agent Greeting.

Serviceability
Serviceability for Agent Greeting includes SNMP events captured by your Network management software
that indicate reasons for greeting failures and counters to track the number of failed greeting events.

There is no counter for the number of failed agent greeting calls.Note

When system components fail, Agent Greeting may be impacted. For example, if a requested greeting audio
file cannot be found for any reason, the call proceeds normally without the Agent Greeting.
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C H A P T E R 3
Agent Request

• Agent Request Feature Description, on page 23
• Configure Packaged CCE for Agent Request, on page 26
• Configure Customer Collaboration Platform for a Voice Callback Agent Request, on page 28
• Create Agent Request Script , on page 30
• Use the Sample Code to Create a Customer Callback Request , on page 31
• Agent Request Reporting, on page 32

Agent Request Feature Description
The Agent Request feature allows a customer to initiate a request on the web that results in a call from an
agent.

To use Agent Request, your solution requires the Cisco Customer Collaboration Platform optional component.
Cisco Customer Collaboration Platform works in a Contact Center Enterprise (CCE) solution to process the
request from its inception through the delivery of the callback.

Enterprise Chat and Email also offers callback and delayed callback. You can use Agent Request, or Enterprise
Chat and Email, or both.

Note

The Agent Request feature can be used only if the customer or a partner develops a custom application. There
is sample code on DevNet (formerly Cisco Developer Network) that you can use to understand how to start
building your custom application to submit callback requests to Customer Collaboration Platform.

Important

Customer Collaboration Platform and Agent Request

Customer Collaboration Platform provides the Callback API used by a custom application to request a phone
call from a contact center agent.

The API works in conjunction with Customer Collaboration Platform callback feeds, campaigns, and
notifications to pass callback requests to the contact center for routing.

The Callback API:
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• Allows custom applications to initiate a callback.

• Forwards the callback request and callback details to CCE using a notificationmechanism (the Connection
to CCE notification type) through a Media Routing (MR) connection.

• Allows custom applications to retrieve the state of the callback as well as the estimated wait time (EWT)
until an agent becomes available.

• Allows custom applications to cancel a requested callback.

The Callback API supports the use of Call variables and ECC variables for callback requests. Call variables
and ECC variables send customer-specific information with the request. When you create a callback contact,
the social contact associated with the callback contact includes all of the specified variables as extension
fields.

Customer Collaboration Platform supports scalar ECC variables only.Note

CCE and Agent Request

When it receives an Agent Request, CCE performs the following tasks:

• Process the callback request.

• Route the callback request to an agent and place a call from the agent's phone to the customer.

• Notify Customer Collaboration Platform that the agent has been selected.

Agent Request Prerequisites
Install and configure Customer Collaboration Platform before implementing Agent Request. Customer
Collaboration Platform must be geographically colocated with the Unified CCE PG on one side.

The customer or partner must build a custom application for the Agent Request feature. See Use the Sample
Code to Create a Customer Callback Request , on page 31.

Customer Collaboration Platform is always deployed in aDMZ. Remember to open the port you have configured
for the MR PG. See Set up the Media Routing PG and PIM.

Agent Request Call Flow
The flow proceeds as follows:

1. The customer application initiates an agent request by requesting a callback.

2. Customer Collaboration Platform sends the request to the Unified CCE PG.

3. The Unified CCE PG sends the request to the agent.

4. A call is initiated from the agent's phone, on behalf of the agent, dialing the customer's phone number.
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The agent does not control when the call is placed.Note

Figure 4: Agent Request Call Flow

Agent Request Scenarios
1. From the web, the customer requests to speak to an agent.

2. The customer receives feedback that the request is accepted.

3. The customer receives feedback that the call is queued and the estimated wait time.

4. The customer receives feedback that a call is on its way.

5. The agent's phone places an outbound call.

6. The agent is presented with call context.

ThenIf

The customer receives and answers the call, and speaks to the
agent

The customer is available

The agent receives a busy toneThe customer is busy when the callback
occurs
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ThenIf

The agent hears ringingThe customer does not answer when the
callback occurs

There is no impact on the agentThe customer cancels the callback before
an agent is selected

Configure Packaged CCE for Agent Request
•

Set up the Media Routing PG and PIM

Procedure

Step 1 Navigate to Unified CCE Administration > Overview > Infrastructure Settings > Peripheral Gateways and
determine the Peripheral ID for a Multichannel peripheral that is unused.

Note
In Packaged CCE 4000 and 12000 Agents deployment, fetch the Peripheral ID from the PG Explorer tool using
Configuration Manager.

Step 2 From Cisco Unified CCE Tools, select Peripheral Gateway Setup.
Step 3 On the Components Setup screen, in the Instance Components panel, select the PG Instance component. Click Edit.
Step 4 In the Peripheral Gateways Properties screen, click Media Routing. Click Next.
Step 5 Click Yes at the prompt to stop the service.
Step 6 From the Peripheral Gateway Component Properties screen, click Add, select the next PIM, and configure with the

Client Type of Media Routing as follows.
a) Check Enabled.
b) In the Peripheral Name field, enter MR.
c) In the Peripheral ID field, enter the Peripheral ID for the unused Multichannel peripheral that you identified in Step

1.
d) For Application Hostname (1), enter the hostname or IP address of Customer Collaboration Platform.

Note
The system does not support IP address change. Use the hostname if you foresee a change in IP address. This is
applicable for all the Hostname/ IP Address fields.

e) By default, Customer Collaboration Platform accepts the MR connection onApplication Connection Port 38001.
The Application Connection Port setting on Customer Collaboration Platform must match the setting on the MR
PG; if you change the port on one side of the connection, you must change it on the other side.

f) Leave the Application Hostname (2), field blank.
g) Keep all other values.
h) Click OK.
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Step 7 Accept defaults and click Next until the Setup Complete screen opens.
Step 8 At the Setup Complete screen, check Yes to start the service. Click Finish.
Step 9 Click Exit Setup.
Step 10 Repeat from Step 1 for Side B.
Step 11 Navigate to Unified CCE Administration > Infrastructure Settings > Inventory.
Step 12 Add Customer Collaboration Platform as an external machine.

a) Click the Main or RemoteSite tab to add the external machine.
b) Click the New button that appears on top of the grid.

The Add Machine dialog box appears.
c) Select Customer Collaboration Platform from the drop-down list.
d) Enter the required information.
e) Click Save.
The system automatically enables and completes the CCE Configuration for Multichannel Routing settings in
Customer Collaboration Platform Administration, including the Application Connection Port you specified.

Unified CCE Administration Tools

Before you begin

For more details about the procedures for steps 2 to 5, see the Unified CCE Administration online help or
Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at https://www.cisco.com/
en/US/products/ps12586/prod_maintenance_guides_list.html.

Procedure

Step 1 Sign in to Unified CCE Administration.
Step 2 Call Type: Create a call type for Agent Request.
Step 3 Dialed Number: Create a dialed number for Agent Request. You use this number when you configure the notification

in Customer Collaboration Platform.
a) For Routing Type, select Customer Collaboration Platform.
b) For Media Routing Domain, select Cisco_Voice.
c) For Call Type, select the call type that you created in Step 2.

Step 4 Expanded Call Variable: Use an existing Expanded Call Variable, or create an expanded call variable for Agent Request.

Note
Arrays are not supported with the Agent Request feature.

CCE solutions support the Latin 1 character set only for Expanded Call Context variables and Call variables when used
with Unified CVP, Finesse, and Customer Collaboration Platform.

Step 5 Create a Network VRU Script.

This network VRU script does not refer to a script that you create on a peripheral. This script satisfies a configuration
requirement and provides a messaging vehicle to get the value of the estimated wait time to Customer Collaboration
Platform using the MR PIM to fulfill the API call.
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Use the Manage Network VRU Scripts gadget to create the new network VRU script. Choose a name (for example,
VoiceCallback) and enter that name in both Name fields.

No configuration parameters are required for the network VRU script. Optionally, enter a description. In the remaining
fields, leave the default values. You reference this configuration object when you configure the Run External Script node
in the routing script.

Configure Customer Collaboration Platform for a Voice Callback
Agent Request

To support a callback request, Customer Collaboration Platform must be configured with:

• A callback feed

• A campaign

• A Connection to CCE notification configured for the campaign mentioned above that will be triggered
by incoming callback requests with a matching tag.

Create Feed

Procedure

Step 1 Sign in to Customer Collaboration Platform.
Step 2 Click Configuration.
Step 3 On the Manage Feeds panel, click New.
Step 4 For Type, select Callback.
Step 5 Name the feed.
Step 6 For Reply Template, retain the default No reply template.
Step 7 Configure the feed to automatically tag all callback requests that come in on that feed. For example, autotag with

'sendtocontactcenter'.

Make a note of the tag; it triggers the notification to CCE.

Step 8 Click Save.
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Create Campaign

Procedure

Step 1 Sign in to Customer Collaboration Platform.
Step 2 Click Configuration.
Step 3 On the Manage Campaigns panel, click New.
Step 4 Name the campaign.
Step 5 Enter an optional description.
Step 6 Make no selection in the Chat Invitation Feed drop-down list.
Step 7 Locate the Callback feed in the Available panel and move it to Selected.
Step 8 Click Save.

Create Notification

Procedure

Step 1 Sign in to Customer Collaboration Platform.
Step 2 Click Administration.
Step 3 On the Manage Notifications panel, click New.
Step 4 For Type, select Connection to CCE.
Step 5 Name the notification.
Step 6 From the Campaigns drop-down list, select the campaign that you created for the callback.
Step 7 In the Tags field, enter the tag that is automatically applied to callback requests by the feed.

In our example 'sendtocontactcenter'.

Step 8 For Request Type, select Callback.
Step 9 In the Dialed Number/Script Selector field, enter the dialed number string that you have configured.

Packaged CCE—Unified CCE Administration Tools, on page 27

Step 10 Click Save.

What to do next

For more Customer Collaboration Platform configuration information, see the Cisco Customer Collaboration
Platform User Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/socialminer/
products-user-guide-list.html.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
29

Agent Request
Create Campaign

https://www.cisco.com/c/en/us/support/customer-collaboration/socialminer/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/customer-collaboration/socialminer/products-user-guide-list.html


Create Agent Request Script
This illustration shows a sample script. The key below explains the nodes.

Procedure

Step 1 Start node: Create the Start node by selecting a new Routing Script from the Script Editor.
Step 2 (Optional) Set Variable (Call.Calling Line ID) node: If required, set theCallingLineID (CLID/ ANI) node to implement

a "dial-plan," prepending a set of digits to the phone number provided by the customer so that it can be correctly routed.

For example, it is often necessary to add 9 to the phone number to reach an outside line. In other cases, more prepended
digits may be required to reach the end customer.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
30

Agent Request
Create Agent Request Script



You can also set up Unified Communications Manager Route Patterns to respond to a certain set of digits by routing the
call to an outside line with a specified area code. To implement a dial-plan, add a Set Variable node before the queue, as
shown in this example. In this case, a 9 is pre-pended to the customer phone number using the built-in concatenate
function.

Step 3 Queue to Skill Group node: Queue to Skill Group node.

The Agent Request call can be queued against one or more Skill Groups, Precision Queues, or a queue-to-agent node. In
the example script, the call is queued against a single skill group.

Step 4 Set Variable (Call.Estimated Wait Time) node: Set the Call Wait time as follows:
a) From the Set Variable node, select Call from the Object type drop-down menu.
b) From the Variable drop-down menu, choose Estimated Wait Time(). You can then work with the Formula Editor

to use the default estimated wait value or create a formula and use your own value.
c) Click Formula Editor. You can either use the default estimated wait value, by clicking the Built-In Functions tab

and choosing EstimatedWaitTime() . Or to create a formula and use your own estimated time value, click the
Variables tab, and choose an entry in theObject type list andObject list. Then double-click a variable in theVariable
list.

Step 5 Run Ext Script node: Apply the Network VRU script as follows:
a) Click the Queue tab.
b) Click Run External Script.
c) Click inside the script. A Run External Script node appears.
d) Double-click the node and choose the Network VRU script from the list and then clickOK. The call variable Estimated

Wait Time now contains a value in the EstimatedWaitTime field and can be passed to peripherals.

Note that a Run External Script node is required to send the EstimatedWaitTime to Customer Collaboration Platform.

Step 6 Wait node: The wait period for an agent becomes available.
Step 7 End node: The script ends if no agent becomes available.

Use the Sample Code to Create a Customer Callback Request
Cisco Systems has made sample callback application code available to use as a baseline in building your own
application. This sample includes retrieving and displaying the estimated wait time, assuming it has been
configured in Unified CCE. You can find the sample code on DevNet.

You cannot copy and paste this code to achieve a working application. It is a only a guideline.Note

For more information about how to use the Callback API, see the Cisco Customer Collaboration Platform
Developer Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
unified-contact-center-express/tsd-products-support-series-home.html.
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Procedure

Step 1 Retrieve the feed id by entering this URL in a browser: https://<Customer Collaboration
Platform_Hostname_or_Ip>/ccp-webapp/ccp/feed.

In the example output below, note that the value in the <name> field is "Callback." Look for the number of the feed id
identified at the end of the refURL path (in this case, it is 100000) just before the </refURL> tag. Copy this number.

<feeds>
<Feed>
<changeStamp>0</changeStamp>
<name>Callback</name>
<pushFeedURL>https://128.107.81.27/ccp/callback/feed/100000</pushFeedURL>
<refURL>https://128.107.81.27/ccp-webapp/ccp/feed/100000</refURL>
<status>1</status>
<tags>
<tag>trial</tag>
</tags>
<type>10</type>
</Feed>
</feeds>

Step 2 Access the sample application from DevNet: https://developer.cisco.com.
Step 3 Enter values in the fields:

• Title: A title or subject for the callback request.

• Author: The name of the person submitting the callback request.

• Phone: The phone number to call back.

• Feed Id: The value from the refURL above.

Step 4 Click Call me back.

Agent Request Reporting
Cisco Unified Intelligence Center CCE reports include data for Agent Requests.

Agent requests that fail before being routed to CCE will not be included in the CCE solution-level reports.
The Customer Collaboration Platform search function can be used to identify these requests.

Note

Call Type and Call Type Skill Group Metrics

• Calls Offered — Incremented when Call Type is entered (through Script Selector or Call Type node).

• Calls Abandoned in Queue —Incrementedwhen aQueued Callback request is canceled by the customer
prior to when an Agent is selected to handle the Voice Callback call.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
32

Agent Request
Agent Request Reporting

https://developer.cisco.com


• Calls Answered — Incremented if the call is placed from the agent and represents work accepted by the
agent.

• Calls Handled — Incremented if the customer answers the call. Calls Answered minus Calls Handled
indicates how many calls failed to reach the intended customer.

• Service Level Offered—Incremented for all routed calls, including voice callback calls initiated through
the agent request API.

• ServiceLevelCalls — Incremented if the call is presented to the agent within a service level.

• Answer Intervals (1 - 10) — The appropriate bucket is incremented based on how long the call was in
the queue.

Skill Group Metrics

Call Type Skill Group and Skill Group metrics are not counted in the same way. The skill group metric treats
each call as agent-initiated; therefore, Calls Answered and Calls Handled are not incremented.
AgentOutCallsTime, AgentOutCalls, AgentOutCallsTalkTime, AgentOutCallsOnHold, and
AgentOutCallsOnHoldTime are incremented.

Agent Real Time

The direction in the Agent Real Time table is listed as Outbound.

Termination Call Detail

For custom reporting, the Termination Call Detail records contain a PeripheralCallType of 41 -Voice Callback.

Calls which do not successfully connect to a customer have a call disposition of 10 - Disconnect/Drop no
answer. This includes agent request calls to busy numbers.
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C H A P T E R 4
Application Gateway

• About Application Gateways, on page 35
• Configuring Application Gateways, on page 35

About Application Gateways
An application gateway is an optional Packaged CCE feature that allows you to invoke an external application
from within a script (using a Gateway node). You can pass data to the application and receive data in return,
which you can then examine and use for routing decisions.

Before you can use these nodes in a script, you must first configure the gateways.

The application gateway requires connection information to communicate with the external application. You
perform this task using the Unified CCE Administration interface.

Configuring Application Gateways
Configure a application gateway for an application you want to access, from within the scripts.

Configuration information includes data such as:

• Type of application the gateway interacts with-a non-Packaged CCE application or an application on
another Packaged CCE system

• Form of connection the gateway uses-duplex or simplex

• Fault tolerance strategy for the gateway-described in the following table.

Table 4: Application Gateway Fault Tolerance Strategies

DescriptionFault Tolerance Strategy

Packaged CCE, both side A and B, connects to
separate application gateway hosts. They send
simultaneous requests. Each request is sent to both
the sides of the gateway. The response that comes
back first, is used by both the sides of A and B of
ICM.

Duplicate Request
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DescriptionFault Tolerance Strategy

Packaged CCE, Side A and Side B connects to
separate application gateway hosts. All requests are
sent alternatively to A and B.

Alternate Request

Each router manages a connection to a different host.
All requests are directed to the designated primary
host. If either host (or connection) fails then all
requests are directed to the backup host. This results
in the loss of some requests on failures.

Hot Standby

The application gateway is not duplexed.None

Once you specify the configuration information, you can define the connection information for the gateway.
For example, the network address of the port, through which the system software communicates with the
application.

If your Central Controller is duplexed, you can define separate connection information for each side of the
Central Controller. This allows each side to communicate with a local copy of the external application.

Add and Maintain Application Gateways
You can create custom application gateways in Packaged CCE deployment.

Procedure

Step 1 In Unified CCE Administration, choose Overview > Infrastructure Settings > Application Gateways.
Step 2 To add a new gateway, click New.

The New Application Gateway page displays.
Step 3 Enter a name for the new application gateway. Maximum length is 32 characters. Valid characters are alphanumeric,

period (.), and underscore (_). The first character must be alphanumeric.
Step 4 Enter a description.
Step 5 Select one of the options from the Encryption drop-down list.

• None: Selected by default. Indicates that the requests are not encrypted.
• Private Key: Indicates that the requests are encrypted using a private key.
• TLS: Indicates that the requests are encrypted using the TLS protocol.

Step 6 Select one of the options from the Connection Type drop-down list.
a) If you select Duplex, you can enter data in all the subsequent fields.
b) If you select Simplex A, the Preferred Side is set to Side A, Fault Tolerance is set to None, and the Side B box

is disabled.
c) If you select Simplex B, the Preferred Side is set to Side B, Fault Tolerance is set to None, and the Side A box

is disabled.

Step 7 Select a side from the Preferred Side drop-down list.
Step 8 Select one of the options from the Fault Tolerance drop-down list.
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• Alternate Request: Each router manages connections with different hosts. The routers take turns to send half the
request to the host connected to Side A and the other half to the host connected to Side B. If one host fails, the
entire load is directed to the surviving host.

• Duplicate Request: Each router manages connections with different hosts. Each time a script initiates a request,
both the routers communicate with their corresponding hosts. The routers process the response from the host that
responds first.

• Hot Standby: Each router manages connections with different hosts. All the requests are directed to the designated
primary host. If the host or the connection fails, all the requests are directed to the backup host.

Step 9 Enter the following server details in the Side A and Side B boxes as applicable:

• In Service: This option is enabled by default. If you uncheck the In Service check box, the connection is no more
in service and the router does not send application gateway requests to that connection.

• Hostname/IP Address: Enter the IP address, hostname of the server, or fully qualified domain name (FQDN).
• Port: Enter the port number.
• Initialization Data: This information passes to the Application Gateway host at the time of initialization.

Step 10 Click Advanced Settings on Side A or Side B to open the respective Advanced Settings dialog box. The following
parameters with default values appear:

• Max Errors: Indicates the number of consecutive errors that cause the software to declare the host unavailable.

• Timeouts

• Request: Indicates the number of milliseconds the Router waits before timing out a request.

• Abandon: Indicates the number of milliseconds the Router waits for a response before considering it as late.

• Late: An internal timeout in milliseconds to communicate between the Router and the Application Gateway
interface process.

• Heartbeats

• Request Timeout: Indicates the number of milliseconds the Router waits for a response to a heartbeat before
considering it as a failure.

• Retry Timeout: Indicates the number of milliseconds the Router waits before retrying a missed heartbeat.

• Retry Limit: Indicates the number of consecutive unanswered heartbeats after which the Router ends the
connection.

• Interval: Indicates the number of milliseconds the Router waits between successful heartbeats.

• Sessions

• Retry Timeout: Indicates the number of milliseconds the Router waits before trying to reconnect after a
connection terminates or a connection attempt fails.

• Retry Limit: Indicates the number of times the Router tries to establish the connection before it quits.

• Open Timeout: Indicates the number of milliseconds the Router waits for a response to an open or close
request. If it receives no response within this time, the Router assumes that the request failed.

Step 11 Edit the advanced settings parameters as applicable and click OK.

Note
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Click the Restore Defaults button to restore the default values.

Step 12 Click Save.
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C H A P T E R 5
Bring Your Own Virtual Agent (BYOVA)

This chapter provides guidance on planning, preparing, and configuring the Bring Your Own Virtual Agent
(BYOVA) feature for voice within Contact Center Enterprise (CCE) environments, including Unified Contact
Center Enterprise (UCCE) and Packaged Contact Center Enterprise (PCCE).

Successful implementation requires the integration of Unified Customer Voice Portal (CVP), Cisco Virtualized
Voice Browser (VVB), Cloud Connect, and Call Studio, utilizing the Virtual Agent Voice element in Call
Studio.

Intended Audience

This section targets customer and partner architects, voice application designers, and operations teams that
manage existing CCE voice environments and integrate a third-party virtual agent through the Cisco Contact
Center AI (CCAI) framework. Ensure that you have obtained the necessary administrative access and
entitlements for Cisco Webex Control Hub and Webex for Developers before you begin the configuration
process.

Organization

For a comprehensive contact center deployment, we recommend that you review this guide in its entirety.
Alternatively, you may navigate directly to the section that matches your current project phase:

• Overview, Scope, and Connector Model - Defines the BYOVA framework for CCE voice and outlines
the division of responsibilities.

• Readiness and Prerequisites - Details the necessary entitlements, network configurations, security
requirements, and qualification criteria required prior to modifying production workflows.

• Configuration Task Flow - Provides a sequential guide for setup, ranging from Control Hub and
connector configuration to Call Studio implementation and final validation.

• Events, Media, and Roles - Explains operational behaviors and delineates ownership for ongoing
maintenance.

• References - Provides links to authoritative Cisco documentation, including BYOVA resources, data
sources, and CCE programming guides.
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Terms Used in this Chapter

DescriptionTerminology

BYOVA (Bring Your Own Virtual Agent): Use your chosen AI vendor with
Cisco orchestration for voice.

BYOVA

Bring Your Own Data Source: provides a standardized framework for
integrating external data repositories, including the necessary procedures for
connector registration and secure credential management.

BYODS

Contact Center AI: cloud services that coordinate speech, dialog, and connector
interaction.

CCAI

On-premises component that obtains and refreshes tokens for VVB to reach
cloud services.

Cloud Connect

Configuration ID: Identifier from your Control Hub CCAI configuration,
mapped in Call Studio.

Configuration ID

Agent ID: Virtual agent identifier from your provider, mapped in Call Studio.Agent ID

ICM (Intelligent ContactManagement): CCE routing that selects VA treatment
and agent transfer.

ICM

CiscoVirtualizedVoice Browser: Streams caller audio to the cloud orchestrator
for VA treatment.

VVB

Virtual Agent Voice: Call Studio element that binds the BYOVA path to your
script.

Virtual Agent Voice

Related Cisco Documentation

Cisco provides comprehensive guidance on Service Application setup, BringYour OwnData Source (BYODS),
Control Hub tasks, the Voice Virtual Agent API schema, sample connector code, and program-level validation
on the Cisco Webex for Developers and Webex Help Center portals. This CCE documentation focuses
specifically on voice-related design and configuration.

A Service Application is a registered software integration within the Webex ecosystem that acts as a secure
intermediary between the Cisco contact center platform and external third-party services. It facilitates the
authentication and communication necessary to integrate customAI engines, external data sources, or specialized
business logic into your voice environment.

Use the following links for the shared programmaterial, then return here for Unified CVP, Cisco VVB, Cloud
Connect, Contact Center Enterprise (CCE), and Call Studio:

• Bring your own Virtual Agent:
https://developer.webex.com/webex-contact-center/docs/bring-your-own-virtual-agent

• Bring your own data source: https://developer.webex.com/docs/bring-your-own-datasource

• Voice Virtual Agent schema (reference):
https://github.com/webex/dataSourceSchemas/tree/v1.2/Services/VoiceVirtualAgent_5397013b-7920-4ffc-807c-e8a3e0a18f43

• Overview, on page 41
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• Functional Scope, on page 41
• BYOVA Connector Model, on page 41
• Readiness and Qualification Flow, on page 42
• Prerequisites, on page 43
• Configuration Task Flow for Voice Channels, on page 45
• Supported Events and Media Behavior, on page 47
• Roles and Responsibilities for Service Integration Readiness, on page 49
• Customer Expectation, on page 49
• References, on page 50

Overview
BYOVA enables customers to integrate a third-party virtual agent with CCE through Contact Center AI
Services. Customers can retain an existing AI provider, business vocabulary, and trained conversation flows
while leveraging CCE for orchestration, flow control, and operations. On voice channels, the Contact Center
AI (CCAI) integration path invokes the virtual agent, while tenant configuration, security controls, and runtime
flow logic govern its behavior.

The virtual agent represents an approved integration for your tenant: entitlement, security boundaries, and
support paths apply consistently with other platform features. Your Call Studio voice application remains
under CCE and Intelligent Contact Manager (ICM) control for routing, queueing, and agent transfer.

Functional Scope
Depending on the requirements, you can onboard your AI Agent with the supported capabilities as listed
below:

• Scripted and autonomous virtual agent invocation

• Event-driven flow transitions

• DTMF and speech handling for voice channels

• Prompt and timeout management

• Fallback and escalation handling

While behavior depends on the provider, the onboarding goal remains the same: the customer must be able
to provision, invoke, operate, and support the virtual agent through a repeatable Cisco-aligned model.

BYOVA Connector Model
Following the overview above, the connector model represents the primary architectural decision: Cisco cloud
services orchestrate audio and dialog, while a customer- or partner-developed connector bridges Cisco interfaces
with the AI provider.

BYOVA utilizes the cloud connector model. The connector runs in customer-managed or partner-managed
infrastructure. Cisco supplies orchestration interfaces, integration contracts, and tenant boundaries as
documented for the BYOVA program on Webex for Developers.
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That approach preserves a stable integration contract while allowing choice of AI provider. This avoids
requiring Cisco to host the provider-specific conversational runtime within the connector environment.

Responsibility Boundaries

Authentication between Cisco orchestration and the connector is mandatory. Implement network paths between
Cisco cloud integration services and your environment in accordance with current Cisco documentation and
your organization’s security policies. Consult your Cisco account team and review the latest connectivity
documentation to ensure compliance with supported topologies and data-plane requirements.

Partner or CustomerCisco (Platform)

Host and operate the connector, implement compatibility with published
Cisco interfaces (for example, gRPC or WebSocket as qualified for the
program).

Manage availability, scale, patching, and security. Manage provider-side
virtual agent configuration and lifecycle.

Orchestration interfaces and integration contracts, tenant configuration
and entitlement boundaries, platform lifecycle controls.

This release focuses on partner-managed or customer-managed cloud connector deployment.Note

Readiness and Qualification Flow
Figure 5: End-to-End Onboarding Flow

Figure 6: Phase-Based Qualification View

Ensure your environment meets all program prerequisites before proceeding with the configuration steps.
This section outlines the importance of the qualification process and provides access to the visual onboarding
workflow.

Design intent

The connector model standardizes authentication, event exchange, media interaction, and response handling,
ensuring that service provisioning and validation remain consistent and repeatable. Providers must implement
Cisco-defined onboarding and runtime interfaces rather than applying custom modifications within CCE.

The connector model standardizes authentication, event exchange, media interaction, and response handling.
It ensures consistent, repeatable service provisioning and validation. Providers implement Cisco-defined
onboarding and runtime interfaces instead of applying custom modifications within CCE.
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For details about phased onboarding, evidence submission, and security reviews, see the BYOVA program
documentation on the Webex for Developers portal.

The illustrations show the end-to-end qualification flow, and the annotations explain each phase.

Prerequisites
Complete the following requirements before creating or modifying production voice applications. Ensuring
all prerequisites are met is essential for avoiding potential deployment delays.

• Platform and Entitlement:

Platform readiness extends beyond software version requirements to include critical commercial and
operational prerequisites. Before proceeding, verify ordering, tenant entitlement, and administrative
access for the target deployment.For information regarding minimum software requirements, refer to
this section and the release notes corresponding to the specific CCE version. Supported components
include, but are not limited to, Unified CVP, Cisco VVB, and Cloud Connect.

Unified CCE release ICM_15.0(1) ES202603 is mandatory for enabling BYOVA
voice functionality.

Note

Verify all version requirements against the official documentation before procurement or deployment.

• Order required BYOVA-related items in Cisco Commerce Workspace (CCW). See the Cisco
Collaboration Flex Plan Contact Center Ordering Guide:
https://www.cisco.com/c/en/us/products/collateral/customer-collaboration/collab-flex-3-contact-center-og.html.

• Confirm that your tenant model provides administrative access in Control Hub for the CCAI and
service application tasks that the deployment requires.

• Deployment Environment:

Partners and customers can develop their integration connectors by using the associated artifacts using
one of the following two approaches:

• On-premises Lab: You can perform development directly and carry out validation in an on-premises
lab environment that uses supported software releases.

• Cisco-approved Cloud Sandbox: Alternatively, if you do not have an on-premises lab setup, you
may apply for a Cisco-approved cloud sandbox by reaching out to the Cisco Product Management
(PM) team.

• Authentication and credential controlsCustomer-provided data source authentication follows the
BYODS model, where a Control Hub-approved Service Application provides customer-specific
tokens, and Webex uses signed tokens to authenticate requests securely, depending on how you
design the integration. For more information, see
https://developer.webex.com/docs/bring-your-own-datasource. Validate certificate lifecycle and
trust stores end-to-end.

• Connector and Runtime Readiness:

• Deploy the connector in a supported environment; validate health, availability, and failover semantics.
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• Configure the provider-side virtual agent and capture runtime identifiers required by CCE flow
logic (Configuration ID, Agent ID, and any provider-specific mapping).

• Network and Security:

• Validate reachability between Cisco integration components, Cloud Connect, orchestrator endpoints,
and the customer connector.

• Validate TLS trust chains, proxy policy, and certificate rotation procedures.

• Allow List Guidance:

Allow lists are deployment-specific and region-specific. Use host names and ranges from current product
documentation for your tenant and data center. Categories commonly include catalog (U2C), regional
orchestrator and insight endpoints, identity broker endpoints, Cloud Connect configuration endpoints,
and the partner connector endpoint. Prefer explicit host and port rules; use domain wildcards only when
consistent with your organization security policy.

Example patterns (non-exhaustive; replace with values from official documentation):

• https://u2c-<region>.wbx2.com/

• https://insight-orchestrator.<regional-media-data-center>.rtmsprod.net

• https://idbroker.webex.com

• https://config-service.<webexcc-data-center>.ciscoccservice.com

• Regional Support and Data Center Alignment:

Verify the Cisco data center or regional alignment for your deployment and confirm BYOVA support
for that specific location.

Regional support does not imply all regions.Note

Ensure that you document all requirements regarding latency, language, compliance, and allow-list
configurations.

For more information, see the Regional Media Data Center Region Mapping section of the Virtual
Agent–Voice for Google-based Connectors chapter of the Cisco Unified Contact Center Enterprise
Features Guide, Release
15.0(1)athttps://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html.

• Failure Testing and Recovery Readiness:

Prior to production deployment, define and document the expected system behavior for connectivity
loss, connector impairment, data center events, and site recovery. Ensure your documentation specifies
caller-visible effects, fallback procedures, and recovery objectives.

• Readiness Outcome:

Before proceeding with functional validation, ensure you can confirm the following:

• Is the tenant entitled and the feature enabled?

• Is the connector reachable under production-like network policy?
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• Is the trust and token model implemented and tested?

• Are provider runtime identifiers known and mapped into Call Studio?

• Are required network paths supportable in production?

Do not proceed to full production validation until you confirm all requirements.Important

Operational Considerations

• Validation readiness: Complete baseline functional, security, and operational checks before go-live.

• Scale: Validate traffic, latency, and recovery for the intended profile.

• Security: Connector environments must meet agreed security and compliance controls.

• Observability: Logging, correlation identifiers, and health monitoring for support.

• Usage visibility: Understand reporting and any commercial metering boundaries with your Cisco Product
Management (PM) team.

• Reference architecture: Follow the published Cisco onboarding model for repeatable deployment.

Figure 7: Scale Readiness Checklist

Configuration Task Flow for Voice Channels
Once you satisfy all prerequisites, configure the cloud, connector, and Call Studio components in the sequence
outlined below. This chapter summarizes the standard procedures for the BYOVA program. Use the
documentation listed in the Related Cisco Documentation section to complete these tasks.

Voice Prerequisites

Before voice provisioning begins, confirm the following items:

• Install and register Cloud Connect components.

• Ensure that the Unified CVP or Cisco VVB integration path operates for VA traffic.

• The Call Studio voice application exists for the VA segment.

• Use the Virtual Agent Voice element for the BYOVA flow.

• Import and trust the required certificates.

• Validate connector authentication and reachability.
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• Provider runtime identifiers are available for mapping (Configuration ID and Agent ID at minimum).

Voice onboarding requires rigorous validation because media behavior, caller experience, and escalation are
immediately visible in production.

Procedure

Step 1 Validate entitlement and Control Hub readiness

Confirm tenant entitlement and verify that administrators can complete the Control Hub tasks required for the service
application and CCAI configuration

Step 2 Register connector and establish trust

For a new service application, complete connector registration and trust using the procedures and checklists in
https://developer.webex.com/webex-contact-center/docs/bring-your-own-virtual-agent and
https://developer.webex.com/docs/bring-your-own-datasource.

Step 3 Publish CCAI configuration in Control Hub

Create or update the Contact Center AI configuration. Help article:
https://help.webex.com/en-us/article/npbt02j/Create-a-Contact-Center-AI-configuration.

Step 4 Configure provider virtual agent identifiers

On the provider side, configure all virtual agent identifiers consistently. Depending on how you provision the virtual
agent, you may use a Project ID, an Agent ID, or a Bot ID. Align these values with the Config ID in Control Hub, the
Agent ID mapping in CCE, and the Call Studio Virtual Agent Voice element configuration. This alignment ensures that
the solution maps and uses all bot-related identifiers consistently.

Step 5 Configure Virtual Agent Voice in Call Studio (BYOVA)

• Set Connector type to Service app (for BYOVA or third-party VA).

• Set Config ID from the Control Hub CCAI configuration.

• Set the Agent ID, Virtual Agent ID, or Bot ID, as required by the provider.

• Set Virtual Agent mode (Scripted or Autonomous) per design and provider support.

For field-level detail, see the Virtual Agent Voice chapter in the Element Specifications for Cisco Unified CVP VXML
Server and Call Studio for your release at
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-customer-voice-portal/products-programming-reference-guides-list.html.

Step 6 Configure events, timeouts, error exits, DTMF, speech, and escalation

Complete application logic so that welcome, custom events, no-input, error, and agent-transfer paths match your Cisco
ICM and CVP design.

Step 7 Execute validation and go-live checklist.

Run functional, scale, and failure-path tests; complete internal go-live approval before production promotion.
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VAV Element Provisioning Requirements

• Map the Configuration ID to the correct tenant and environment.

• Align the virtual agent identifier with the provider naming convention (Agent ID or Bot ID).

• Custom events for start, transition, fallback, and exit, if used.

• Timeout and no-response treatment.

• Error exits and escalation routes.

• DTMF handling configuration.

The Virtual Agent Voice element binds the provider runtime to the Cisco voice application. Treat it as controlled
application logic; identifier or event mismatches typically surface as runtime failures.

Voice Validation Expectation

Before production enablement, demonstrate correct provider invocation, supported codec behavior, consistent
DTMF and speech handling, recovery from timeout and connector faults, and clean agent transfer without
orphaned sessions.

Figure 8: Validation Readiness Flow

Supported Events and Media Behavior
Event Model

BYOVA requires a consistent event model across the provider runtime, connector, and Call Studio branches.
Minimum planning categories:

• Start or welcome invocation

• Custom transition events, if used

• No-input or no-response

• Error and fallback

• Exit and escalation

• Re-entry, if supported by the provider

Document the origin, mapping, and consumption for each event. The Voice Virtual Agent schema in the
BYOVA documentation serves as the authoritative reference. Treat all JSON examples in supplementary
materials as informational only; validate them against the official schema before implementation.
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Custom Payload Handling

Illustrative JSON structures in documentation are examples only. Validate payload compatibility against the
published schema and the ICM_15.0(1) ES202603 release. Keep payload evolution versioned to avoid silent
regressions.

Example payload format:

{
"Execute_Request": {

"Event_Name": "<event_name>",
"Data": {

"Params": {
"<key1>": "<value1>",
"<key2>": "<value2>"

}
}

}
}

Codec and Media

Validate codec behavior during onboarding. The typical baseline for cloud voice integration is G.711 μ-law
unless additional codec support is explicitly documented and tested for the supported release and provider
path.

Validate barge-in and provider-side voice activity detection in the deployment environment.Note

DTMF, Speech, and Barge-In

Define a standardized approach for handling DTMF input and speech recognition across the voice application.
Validate barge-in and transition behavior to ensure provider-specific variations do not surface as inconsistent
or unexplained experiences for callers.

Error and Escalation Handling

• Timeout and no-response

• Connector unreachability

• Provider failure

• Controlled escalation to live agent

• Graceful disconnect on abnormal termination

Error handling is a caller-experience requirement: avoid dead air and endless loops, and direct callers to
recovery or agent assistance where appropriate.
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Roles and Responsibilities for Service Integration Readiness
Use the following summary during implementation planning and stakeholder reviews to supplement the
responsibility boundaries defined earlier in this chapter and to keep Cisco, partner, and customer teams aligned
on roles, ownership, and delivery expectations.

Shared Readiness AreasPartner or Customer
Responsibilities

Cisco ResponsibilitiesArea

The partner or customer
submits the required
documentation and test
results for approval.

Cisco reviews the
submission and approves
the service integration if
the results meet the
required criteria.

Host connector, meet
published interfaces,
operate connector and
provider VA.

Provide orchestration
contracts and tenant
boundaries.

Platform integration

Figure 9: Responsibility Boundary View

Customer Expectation
After completing this section and reviewing the BYOVA and BYODS documentation, you will be able to
address the following questions:

• Is the service entitled for the tenant?

• Is the integration visible and administrable in the agreed workflow (Control Hub with on-premises
components)?
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• How is the virtual agent invoked from the CCE voice flow (Call Studio Virtual Agent Voice and
CCE/Unified CVP path)?

• Which security controls apply across Cloud Connect, cloud integration endpoints, and the connector?

• How does the service behave under normal, degraded, and failure conditions?

Successful BYOVA is more than API reachability. The end-to-end service must be fully operational and
maintainable as a core platform capability.

Figure 10: What the Customer Should Understand by the End of the Guide

References
Cisco maintains the following URLs outside individual CCE book builds; use the latest version available on
Cisco.com and developer.webex.com.

• https://developer.webex.com/docs/api/v1/data-sources

• https://developer.webex.com/

• https://github.com/CiscoDevNet/webex-contact-center-provider-sample-code

• https://github.com/CiscoDevNet/webex-contact-center-provider-sample-code?tab=readme-ov-file#mtls-authentication-support-section

• https://github.com/webex/dataSourceSchemas/tree/v1.2/Services/VoiceVirtualAgent_5397013b-7920-4ffc-807c-e8a3e0a18f43

• https://help.webex.com/en-us/article/n24wo0fb/Register-Cloud-Connect

• https://help.webex.com/en-us/article/npbt02j/Create-a-Contact-Center-AI-configuration

• https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/
products-maintenance-guides-list.html
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C H A P T E R 6
Business Hours

• Overview, on page 51
• Use Cases, on page 51
• Set the Principal AW for Business Hours, on page 52
• Business Hours Set Up Workflow, on page 52

Overview
Business hours are the working hours during which you conduct business. You can create andmodify business
hours and set weekly and daily schedules for each business hour. You can create different business hour
schedules for regular working days and holidays. You can also open or close the business hours if there is an
emergency.

You can define the status reasons for business hours and assign codes for each status reason. Status reason is
required when you force open or force close a business hour, and when you add special hours and holidays.

Contact Center Enterprise Reference Design Support for Business Hours

Packaged CCE supports Business Hours for these reference designs:

• 2000 Agents

• 4000 Agents

• 12000 Agents

Use Cases
Use the Business Hours feature to manage the incoming customer calls or digital channel communications,
by routing these contacts based on the Business Hours you configure.

Use the Business Hour status in an IF node in scripts to control the call and digital channel contacts, such as
email and chat, and notify the customers accordingly.

You can have Business Hours scripts for the following treatments:

• When the business is open, route calls and digital contacts to the applicable skill groups and precision
queues.
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• When the business is closed, play the message for the closed status with the appropriate Status Reason
and terminate the call. Route the digital contacts to the appropriate queues.

• When the business is not open 24x7, route the calls to skill groups and precision queues for after-hours
support or play the after-hours message.

• When the business is open 24x7, at a predefined time before the end of each shift, route the calls and
digital contacts to the appropriate queues for the next shift.

• When the business is closed for an emergency on a normal working day, notify the customers contacting
your contact center appropriately about the emergency closing.

Based on reason code and status, the customers will hear appropriate prompts on the call.

Set the Principal AW for Business Hours
The Principal AW (AdminWorkstation) is responsible for managing background tasks that are run periodically
to sync configuration with other solution components, such as SSO management, Smart Licensing, etc.

Before you begin

You must specify and set the Principal AW before configuring the Business Hours.

Procedure

Step 1 In Unified CCE Administration, go to Infrastructure > Inventory.
Step 2 Click the AW that you want to set as Principal AW.

The Edit CCE AW window opens.
Step 3 Select the Principal AW check box.
Step 4 Enter the Unified CCE Diagnostic Framework Service domain, username, and password.

The credential must be that of a domain user who is a member of the local administrator group if ADSecurityGroupUpdate
registry key in AW is zero. If ADSecurityGroupUpdate registry key is set to 1, then the user must be available in the
Config security group under the instance OU. These credentials must be valid on all CCE components in your deployment
(routers, PGs, AWs, and so on).

Note
Every time the Active Directory credentials are updated, the credentials configured here must be updated as well.

Step 5 Click Save.
Step 6 Restart Tomcat service on Principal AW machine.

Business Hours Set Up Workflow
This section provides information necessary to set up the Business Hours feature.
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Table 5: Business Hours Set Up Workflow

DocumentationTasks

Business Hours Variables and Dynamic Formula for Business Hours in the
Scripting and Media Routing Guide for Cisco Unified Contact Center
Enterprise at https://www.cisco.com/c/en/us/support/customer-collaboration/
unified-contact-center-enterprise/products-user-guide-list.html

Scripting for Business Hours

Cisco Packaged Contact Center Enterprise Administration and Configuration
Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-maintenance-guides-list.html

Business Hours Configuration

Enable Scripting for Business Hours

Procedure

To enable scripting for Business Hours, use the following variables:

• Business Hour Status—The real time status based on the configured Business Hours.

• Reason Code— The reason code associated with the current status.

These variables must be used in the CCE script IF node to route the customer contacts.

For more information, see Business Hours Variables and Dynamic Formula for Business Hours in the Scripting and
Media Routing Guide for Cisco Unified Contact Center Enterprise at https://www.cisco.com/c/en/us/support/
customer-collaboration/unified-contact-center-enterprise/products-user-guide-list.html

Configure Business Hours

Procedure

Specify values for the following options:

• Default Open/Close (as per Business Calendar): The status of the regular hours.

• Force Open: Force the status of Business Hours to Open with a reason code.

• Force Closed: Force the status of Business Hours to Closed with a reason code.

• 24x7 setting: Set the schedules for 24x7 working. Status is Always Open.

• Special Hours & Holiday: Configure a holiday or special day. On a holiday, you can close the Business Hours for
the whole day or open it for specific hours. On a special day, you can configure extra working hours (in cases where
24x7 working is not set), the evaluation stops when the Special Hours & Holiday step is evaluated and the status is
derived from this step. Further Business Hours setting for that day will not be evaluated.
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• Custom: Configure the regular working hours for a weekday and, if necessary, specify the working hours for each
day in a week.

The following variables control this feature:

• Time Zone: The operational time zone for the line of Business or team.

• Reason Code: Reason code for special days and Force Open/Close status.

Apply the appropriate reason codes when you configure a Business Hour with Force Open, Force Close, and Special
Hours & Holidays. When these Business Hour schedules are in effect, the associated reason code is available in
the scripting environment and the real time reports.Reason Code configuration is not available for regular weekdays.
In such cases, the system reports the default open and default close reason codes.

• Department: Associate the business hours to a department so that the change to business hours is restricted to only
the user of that department.

For more information, see Cisco Packaged Contact Center Enterprise Administration and Configuration Guide.

Configure Yearly Schedules
You can configure and maintain a Business Hours calendar for the whole year.

Procedure

Step 1 Configure the regular working hours for weekdays (Business Hours).

Note
When you update the configured Business Hours, remove any elapsed schedules and then update the new schedules for
any new special hours or holidays in a Business Hour configuration.

Step 2 Configure Special Hours & Holidays schedules:
a) Add the Special Hours & Holidays details for all the special hours and holidays for the whole year into the CSV

template file.
b) On the Import Special Hours & Holidays page, click Choose File and browse to the special hours and holidays

file.
c) Click Import to upload the file.

After you import the configuration file, the configurations are loaded on the Business Hours page. Validate the
configurations.

d) Click Save.
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Daylight Saving Time
The Business Hours feature uses Time Zone to determine the status based on the Business Hours configured.
Time Zone is set based on the local time. When the daylight saving time (DST) settings are applicable to
any Time Zone, the status is automatically adjusted for DST.

If you add or update a Timezone definition for the Windows Operating System (OS) through a patch, apply
that OS patch at both Side A and Side B at the same time.

Note

Business Hours Status Evaluation
The system evaluates Business Hours status according to the following order of the configured Business Hour
settings:

1. Force Open or Close

2. Special Hours and Holiday schedule

3. Open/Close as per Business Calendar

The evaluation terminates at the step at which the system determines the status.

For example, if Special Hours & Holidays is configured, the evaluation stops when the Special Hours &
Holiday step is evaluated and the status is derived from this step.

After a configuration change, the system re-evaluates and updates the status to reflect the change.
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C H A P T E R 7
Call Transcription

• Introduction, on page 57
• Prerequisites, on page 57
• Important Considerations, on page 58
• Contact Center AI Features Task Flow, on page 58
• Contact Center AI Configuration, on page 60
• Regional Media Data Center Region Mapping, on page 65
• Configure SIP Forking to Enable SIP Recording (SIP-REC), on page 70
• Configure Call Routing at the Dial-Peer Level in SBC, on page 70
• Enable or Disable Contact Center AI Features for Agents, on page 71

Introduction
Packaged CCE leverages Artificial Intelligence (AI) and Natural Language Understanding (NLU) to provide
services that assist agents. These services are available for the agents in the Cisco Finesse desktop gadgets.

In the Transcript gadget, you can view in real-time, the voice conversation that was dynamically converted
to text.

You can also view a Highlights panel that displays the intents and intent parameters based on customer's
query. The Highlights panel also displays a confidence score for each intent, and a customer sentiment
indicator for each intent and for the entire call.

Prerequisites
The prerequisites for configuring Call Transcription are:

• IOS version 17.18.2 or later supports the Call Transcription feature with SIPREC enhancements on
vCUBE Catalyst 8200/8300 platforms, or on ISR 4431, 4451-X, and 4461 CUBE platforms.

• The following components must be on release 15.0(1) ES202603 or later: Unified CVP, Cisco VVB,
Finesse, and Cloud Connect.

• Ensure that you have selected Media Gateway (MGW) as the mode in the Cisco VVB User Interface.
For more information, see the section Post Installation in the Cisco VVB Installation chapter of the
Installation and Upgrade Guide for Cisco Virtualized Voice Browser.
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There are no additional license requirements for either the Cisco VVB or the
Media Gateway service.

Note

Important Considerations
In conference scenarios, the transcript displays the conversation without distinguishing between different
participants. It presents the transcript as a continuous flow of dialogue without identifying individual speakers
or differentiating between agents or other participants. This behavior applies generally and does not specify
any particular transcript source.

Additionally, when the setting to fetchHistoricalTranscripts parameter is disabled, no historical transcript
data is retrieved and the transcript data is only fetched after the current call is answered and transcription
begins.

This ensures that in multi-party or conference calls, the transcript focuses on the content of the conversation
rather than on identifying who is speaking at any given time, providing a seamless transcription experience
during the call.

Contact Center AI Features Task Flow
Follow this procedure to enable the Contact Center AI (CCAI) Features that equips your Contact Center for
Call Transcription Services.

Procedure

Step 1 Create a CCAI configuration in Cisco Webex Control Hub at https://admin.webex.com.

A CCAI configuration leverages CCAI Connectors to invoke the CCAI features. For more information, see the Create
a Contact Center AI configuration article at https://help.webex.com/en-us/article/npbt02j/
Create-a-Contact-Center-AI-configuration.

Step 2 Ensure that the Cloud Connect publisher and subscriber are installed.

For more information, see the Create VM for Cloud Connect Publisher and Create VM for Cloud Connect Subscriber
sections of thePackaged CCE 2000 Agents Installation chapter inCisco Packaged Contact Center Enterprise Installation
and Upgrade Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/
products-installation-guides-list.html.

Step 3 Import the Cloud Connect certificate to the CVP Server.

For more information, see the Import the Cloud Connect Certificate section of the Unified CVP Security chapter in the
Configuration Guide for Cisco Unified Customer Voice Portal at https://www.cisco.com/c/en/us/support/
customer-collaboration/unified-customer-voice-portal/products-installation-and-configuration-guides-list.html.

Step 4 Configure Cloud Connect in Unified CCE Administration.
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For more information, see Configure Cloud Connect section of the Packaged CCE Administration chapter in the Cisco
Packaged Contact Center Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/
customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Once the Cloud Connect is onboarded, the call server will establish a connection with the cache service hosted on the
Cloud Connect.

Step 5 Register Cloud Connect in the Unified CCE Administration console and configure the proxy details.

For more information, see the Cloud Connect Integration section of the Packaged CCE Administration chapter in the
Cisco Packaged Contact Center Enterprise Administration and Configuration Guide https://www.cisco.com/c/en/us/
support/customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Step 6 In the Unified CCE Administration console, do the following with the CCAI configuration (created in step 1):
a) To view and sync the Contact Center AI configuration which is associated with all call types as a global configuration,

see Associate Contact Center AI Configuration with All Call Types.
b) To view, update, or delete the Contact Center AI configuration associated with a specific call type, see Associate

Contact Center AI Configuration with a Call Type.

Step 7 By default, the locale is set to English. To use languages other than English, in ICM Script Editor, set the
user.microapp.locale variable to the language specified for your conversation profile. For example, set the value of
the variable to "es-ES" for Spanish.

Step 8 To add the Call Transcript gadget to the Cisco Finesse desktop layout:

a. Enable the Call Transcript gadget in Cisco Finesse Administration.

For more information, see the Add Transcript Gadget section of the Manage Desktop Layout chapter in the Cisco
Finesse Administration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/finesse/
products-maintenance-guides-list.html.

b. Enable the Call Transcription feature in Unified CCE Administration for an agent or multiple agents together.

For more information, see Contact Center AI Features for Agents.

Once enabled, the Call Transcript gadget appears on the Home tab. For details on how to use the gadget, see the Contact
Center AI Gadgets guide.

Note
Gadget auto-hide/un-hide and notifications capability is available only if the gadget is configured as a multi-tab gadget
in Cisco Finesse. For more information, seeConfigure Multi-Tab Gadget Layout section of theManage Desktop Layout
chapter in the https://www.cisco.com/c/en/us/support/customer-collaboration/finesse/
products-maintenance-guides-list.html.

Step 9 Perform the following steps to configure the Media Gateway service from the Unified CCE Administration Console:
a) Go to the Inventory page, select the Media Gateway check box.
b) View the dial number parameter for the Media Gateway service.

For more information, see the Add and Maintain Dialed Numbers section of the Packaged CCE Administration
chapter in the Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at
https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/series.html.

c) Set the proxy and non-proxy hosts for the Media Gateway service.

For more information, see the CLI Commands chapter of the Operation Guide for Cisco Virtualized Voice Browser
at https://www.cisco.com/c/en/us/support/customer-collaboration/virtualized-voice-browser/
products-maintenance-guides-list.html.
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Step 10 Perform the following steps on CVP Operations Console to enable the Media Gateway service:
a) Set the port for the Media Gateway to 5062 when configuring SIPREC-based forking for the SIP server group.

For more information, see the Add and Maintain SIP Server Group section of the Packaged CCE Administration
chapter in the Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at
https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/series.html.

b) Configure the dial number pattern to enable media forking for incoming calls.

For more information, see the Add and Maintain Dialed Numbers section of the Packaged CCE Administration
chapter in the Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at
https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/series.html.

c) Configure the dial number pattern to associate the Media Gateway service with media forking.

For more information, see the Add and Maintain Dialed Numbers section of the Packaged CCE Administration
chapter in the Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at
https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/series.html.

Step 11 Follow the steps below to fork media streams using SIPREC in conjunction with the Media Gateway service for call
recording or integration with other services:
a) Configure the SIP profile to enable SIP recording (SIPREC).

For more information, see Configure SIP Forking to Enable SIP Recording (SIP-REC), on page 70.

b) Configure call routing at the Dial-Peer level in the Session Border Controller (SBC).

For more information, see Configure Call Routing at the Dial-Peer Level in SBC, on page 70.

For more information, see the SIP Forking and Third-Party GUID Capture chapters in theCisco Unified Border Element
Configuration Guide - Cisco IOS XE 17.18.1 at https://www.cisco.com/c/en/us/support/unified-communications/
unified-border-element/products-installation-and-configuration-guides-list.html.

Step 12 To enable regionalized media support, refer to the Regional Media Data Center Region Mapping, on page 293.

Contact Center AI Configuration
In the Unified CCE Administration console, the Contact Center AI feature tab allows administrators to view
theDefault Configuration (created or configured in the CiscoWebex Control Hub at https://admin.webex.com/
) with all the call types (default configuration). Upon associating a configuration with a specific call type, the
default configuration (if any) gets overridden for the specific call type.

To access this feature, add Cloud Connect to the inventory in the Unified CCE Administration console and
register.

Note

Associate Contact Center AI Configuration with All Call Types
You can view and sync the Contact Center AI configuration which is associated with all call types.
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View Contact Center AI Configuration
In the Unified CCE Administration, navigate to Overview > Features > Contact Center AI. The Contact
Center AI Configuration search box displays the name of the CCAI configuration that was previously
associated with all call types.

Sync Contact Center AI Global Configuration
This procedure explains how to sync the Contact Center AI configuration. Upon sync, the latest configuration
is fetched from the Control Hub.

Procedure

Step 1 In the Unified CCE Administration, navigate to Overview > Features > Contact Center AI.
Step 2 In theContact Center AI Configuration, the Sync button is located on the right side of the screen. Click the Sync button

to view the sync status.

This sync button displays the latest AI configuration and updates the last synced time.

Associate Contact Center AI Configuration with a Call Type
You can view, update, or delete the Contact Center AI configuration associated with a specific call type.

View Contact Center AI Configuration
In the Unified CCE Administration, navigate to Overview > Call Settings > Route Settings > Call Type.
TheContact Center AI Configuration search box displays the name of the Contact Center AI configuration
that was previously associated with the call type.

Associate Contact Center AI Configuration
This procedure explains how to associate the Contact Center AI configuration with a call type.

Procedure

Step 1 In the Unified CCE Administration, navigate to Overview > Call Settings > Route Settings.
Step 2 Click the Call Type tab.
Step 3 Click New to open the New Call Type window.
Step 4 Complete the mandatory fields in the General tab. For more information, see the Cisco Packaged Contact Center

Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Step 5 Click the Contact Center AI tab.
Step 6 In the Contact Center AI Configuration search box, click the search icon. A pop-up window displays a list of Contact

Center AI configurations. To use the Cisco native AI feature, select the system defined configuration 'Cisco AI Assistant'.
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Step 7 Select the required configuration and click Save.

Update Contact Center AI Configuration
You can create a Call Type using the Configuration Manager tool. Use Unified CCE Administration to
associate a Contact Center AI configuration with a call type. This procedure explains how to update the Contact
Center AI configuration associated with a call type.

Only one configuration can be associated with a call type.Note

Procedure

Step 1 In the Unified CCE Administration, navigate to Overview > Call Settings > Route Settings.
Step 2 Click the Call Type tab and select the call type for which Contact Center AI configuration has to be associated.
Step 3 Click the Contact Center AI tab.
Step 4 In the Contact Center AI Configuration search box, click the search icon. A pop-up window displays a list of Contact

Center AI configurations. To use the Cisco native AI feature, select the system defined configuration 'Cisco AI Assistant'.
Step 5 Select the required configuration and click Save.

Reset Contact Center AI Configuration
This procedure explains how to reset the Contact Center AI configuration. Upon reset, the previously associated
configuration with the call type is cleared from the search box and the call type is associated to the default
configuration.

Procedure

Step 1 In the Unified CCE Administration, navigate to Overview > Call Settings > Route Settings.
Step 2 Click the Call Type tab.
Step 3 In the Contact Center AI Configuration search box, next to the configuration name, click the x icon.
Step 4 Click Save.

Contact Center AI Features for Agents
Contact Center AI features can be configured for each agent. Administrators and supervisors can enable or
disable the features for an agent or multiple agents together.
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Configure Contact Center AI Services for an Agent
Administrators can configure Contact Center AI Services for an agent while adding the agent. Supervisors
can only enable or disable the services for an agent.

Procedure

Step 1 In Unified CCE Administration, choose Users > Agents.
Step 2 Click New to open the New Agent page.

This page has: General, Attributes, Skill Groups, Supervised Teams, Enable Email & Chat, and Contact Center
AI tabs.You cannot save the agent until you have entered all required fields on the General tab. You can complete other
tabs as needed and in any order. For more information, see Add and Maintain Agents section in the Cisco Packaged
Contact Center Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/
customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Step 3 Click the Contact Center AI tab.
Displays a list of services for the agent.

Step 4 To enable or disable the required Contact Center AI Features, check or uncheck the check boxes corresponding to the
services.

Step 5 Click Save.

Enable or Disable Contact Center AI Features for an Agent
This procedure explains how to enable or disable Contact Center AI Features for an agent.

Procedure

Step 1 In Unified CCE Administration, choose Users > Agents.
Step 2 Click on the agent row whose services are to be modified.
Step 3 Click the Contact Center AI tab.

Displays a list of services enabled or disabled for the agent.
Step 4 To enable or disable the required Contact Center AI Features, check or uncheck the check boxes corresponding to the

services.
Step 5 Click Save.

Enable or Disable Contact Center AI Features for Multiple Agents
Administrators and supervisors can enable or disable Contact Center AI Features for multiple agents.

All agents must belong to the same site and the same department, or all agents must be global agents. The
Edit button is disabled if:

• Agents from different sites, departments, or peripheral sets are selected.

• A mix of global and departmental agents are selected.
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Procedure

Step 1 In Unified CCE Administration, choose Users > Agents.
Step 2 Check the check box corresponding to each agent whose services you want to edit.
Step 3 Click Edit > Contact Center AI.

The Edit Services dialog displays the list of services and status (enabled or disabled).

• If the service is enabled for all the agents selected for editing, the check box is checked.

• If the service is disabled for all the agents selected for editing, the check box is unchecked.

• If the service is enabled for some agents and disabled for the others, the check box has a dash (—).

Step 4 To enable or disable the Contact Center AI Features, check or uncheck the corresponding check boxes for the services.
Step 5 Click Save, and then click Yes to confirm the changes.

Enable or Disable Contact Center AI Features for Agents Using Bulk Job
Administrators can enable or disable Contact Center AI Features for multiple agents using bulk job.

Procedure

Step 1 Navigate to Unified CCE Administration > Overview > Bulk Import.
Step 2 Click Templates.

The Download Templates popup window opens.

Step 3 Click the Download icon for the Contact Center AI template you want to use.
Step 4 Click OK to close the Download Templates popup window.
Step 5 Open the .csv template in Microsoft Excel.
Step 6 Populate the file as described in the Bulk Contact Center AI Features Content File, on page 64.
Step 7 Save the populated file to the local machine.
Step 8 Navigate to Unified CCE Administration > Overview > Bulk Import.
Step 9 Click New.
Step 10 In the optional Description field, enter up to 255 characters to describe the bulk job.
Step 11 In the Content file field, choose the file to upload, and then click Save.

Bulk Contact Center AI Features Content File

The content file for Contact Center AI bulk job contains the fields given in the following table. Enter the
values appropriately in the given fields to enable or disable Contact Center AI Features for the agents.
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Bulk job is available for administrators only when Cloud Connect is added in the inventory and registered on
the Control Hub.

Note

DescriptionRequired?Field

Existing agentId for which you
want to enable or disable the
Contact Center AI Features.

You must provide either an agentId
or the userName. If both are
provided, agentId takes precedence
over the userName. If the agentId
value is left blank, the userName
will reference an existing agent.

Agent ID or UsernameagentId

Username of the agent for which
you want to enable or disable the
Contact Center AI Features.

If no agent is found with the given
username, the Contact Center AI
Features association fails.

Username or Agent IDuserName

The type of Contact Center AI
Features to be associated with the
agent. Supported values are
AgentAnswers, VAV Transcript,
and Transcript. To associate more
than one services, seperate the
values using semicolon (;).

If the value is updated, any existing
enabled service gets overwritten. If
the value is left empty, no service
gets associated with the agent.

Yes (to enable Contact Center AI
Features)

agentServices

Regional Media Data Center Region Mapping
Contact Center Enterprise (CCE) now extends support for regional media across all supported data center
locations. This feature allows both customer and agent media (including audio and SIP signaling) to remain
local to a specific geographic region.

To utilize regional media from a country or location that differs from your customer’s organization, it is
necessary to configure the appropriate variables in the SIP profile. This configuration must be done within
the Cisco Unified Border Element (CUBE) for the Call Transcript feature.

To enable regional media, follow these steps:
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Procedure

Step 1 Access the CUBE console and modify the existing SIP profile configuration, which was used during the setup of Call
Transcript. For more information, see the Create a SIP Profile at the Dial-Peer Level in CUBE section in this guide.

Note
You must execute the configuration command on the third party Session Border Controller (SBCs).

Step 2 Run the following command to add the X-Cisco-Clusterid variable as shown below. This variable is included as a
custom SIP header in the outgoing SIP INVITE request from the SBC.

Syntax:

request SIP INVITE sip-header Call-Info add "X-Cisco-Clusterid : rtmsClusterId = <Regional Media
Variable> ; wxccClusterId = <Cisco CCAI Services Variable>"

The x-Cisco-Clusterid variable requires the following key values:

• rtmsClusterId: The value of the variable used for Regional Media data center.

• wxccClusterId: The value of the variable used for CCAI cloud services data center.

Example:

request SIP INVITE sip-header Call-Info add "X-Cisco-Clusterid : rtmsClusterId = US1 ; wxccClusterId
= US1"

The following tables list the variables associated with regional media data centers located in different countries. If your
region is not listed below, ensure that you select the nearest data center location applicable to your region.

Important
Ensure that you input the values of the variable exactly as they are specified in the tables below. These values are case
sensitive. Any discrepancies in the values could potentially lead to data loss or system downtime. Therefore, it is crucial
to verify these values before implementing them in a production environment.

Table 6: Data Center Location - APAC

Cisco CCAI
Services Variable

Regional Media
Variable

Regional Media
Data Center

Country of OperationS. No

ANZ1AS1AustraliaAustralia1

ANZ1SN1SingaporeIndonesia2

EU1UK1United KingdomJordan3

ANZ1SN1SingaporeMalaysia4

ANZ1ANZ1AustraliaNew Zealand5

ANZ1SN1SingaporePhilippines6

ANZ1SN1SingaporeSingapore7

JP1JA1JapanSouth Korea8
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Cisco CCAI
Services Variable

Regional Media
Variable

Regional Media
Data Center

Country of OperationS. No

ANZ1SN1SingaporeThailand9

ANZ1SN1SingaporeVietnam10

JP1JA1JapanJapan11

IN1IN1IndiaIndia12

Table 7: Data Center Location - EMEA

Cisco CCAI
Services
Variable

RegionalMedia
Variable

RegionalMedia
Data Center

Country of
Operation

S. No

EU2GM1GermanyAustria1

EU2GM1GermanyBelgium2

EU2GM1GermanyBulgaria3

EU2GM1GermanyCroatia4

EU2GM1GermanyCyprus5

EU2GM1GermanyCzech Republic6

EU2GM1GermanyDenmark7

EU2GM1GermanyEstonia8

EU2GM1GermanyFinland9

EU2GM1GermanyFrance10

EU2GM1GermanyGeorgia11

EU2GM1GermanyGermany12

EU2GM1GermanyGreece13

EU2GM1GermanyHungary14

EU2GM1GermanyIreland15

EU2GM1GermanyItaly16

EU2GM1GermanyLatvia17

EU2GM1GermanyLithuania18

EU2GM1GermanyLuxembourg19

EU2GM1GermanyMalta20
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Cisco CCAI
Services
Variable

RegionalMedia
Variable

RegionalMedia
Data Center

Country of
Operation

S. No

EU2GM1GermanyNetherlands21

EU2GM1GermanyNorway22

EU2GM1GermanyPoland23

EU2GM1GermanyPortugal24

EU2GM1GermanyRomania25

EU2GM1GermanySlovakia26

EU2GM1GermanySlovenia27

EU2GM1GermanySpain28

EU2GM1GermanySweden29

EU2GM1GermanySwitzerland30

EU2GM1GermanyUkraine31

EU2GM1GermanyUnited Arab
Emirates

32

EU1UK1United
Kingdom

Saudi Arabia33

EU1UK1United
Kingdom

South Africa34

EU1UK1United
Kingdom

South Sudan35

EU1UK1United
Kingdom

United
Kingdom

36

Table 8: Data Center Location - AMER

Cisco CCAI
Services
Variable

RegionalMedia
Variable

RegionalMedia
Data Center

Country of
Operation

S. No

US1US1United StatesArgentina1

US1US1United StatesAruba2

US1US1United StatesBahamas3

US1US1United StatesBelize4
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Cisco CCAI
Services
Variable

RegionalMedia
Variable

RegionalMedia
Data Center

Country of
Operation

S. No

US1US1United StatesBermuda5

US1US1United StatesBrazil6

US1US1United StatesCaymen Islands7

US1US1United StatesChile8

US1US1United StatesColombia9

US1US1United StatesCosta Rica10

US1US1United StatesCuracao11

US1US1United StatesDominican
Republic

12

US1US1United StatesEcuador13

US1US1United StatesEl Salvador14

US1US1United StatesGuatemala15

US1US1United StatesHonduras16

US1US1United StatesJamaica18

US1US1United StatesMexico19

US1US1United StatesNicaragua20

US1US1United StatesPanama21

US1US1United StatesPeru22

US1US1United StatesPuerto Rico23

US1US1United StatesTrinidad and
Tobago

24

US1US1United StatesUnited States25

CA1CA1CanadaCanada26

Step 3 Enable the POD.ID Extended Call Context (ECC) variable in Unified CCE Configuration Manager > List Tools >
Expanded Call Variables List to ensure connectivity with the Cisco Finesse gadget.

Note
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After you enable the POD.ID, you must restart the VRU PG during non-production time or a scheduled maintenance
window for the changes to take full effect.

Configure SIP Forking to Enable SIP Recording (SIP-REC)
Run the following CLI Commands on the CUBE terminal to configure the SIP profiles to enable SIP recording:

voice class sip-profiles 103
request INVITE sip-header Call-Info add "X-Cisco-Forking: supported"
!
voice class sip-profiles 999
request INVITE peer-header sip Cisco-Gucid copy "(.*)" u03
request REINVITE peer-header sip Cisco-Gucid copy "(.*)" u01
request INVITE sip-header Unsupported add "Unsupported: INVITE Dummy Header"
request INVITE sip-header Unsupported modify ".*" "Cisco-Gucid:\u03"
request REINVITE sip-header Unsupported add "Unsupported: Dummy Header"
request REINVITE sip-header Unsupported modify ".*" "Cisco-Gucid:\u01"
!
!
!
voice class sip-copylist 100
sip-header Cisco-Gucid

media profile recorder 105
media-type audio
media-recording 939393
!
!
media class 105
recorder profile 105 siprec

Configure Call Routing at the Dial-Peer Level in SBC
Run the following CLI commands on the SBC terminal to receive and match incoming calls at the dial-peer
level:

dial-peer voice 800555 voip
description GW ingress dial-peer
session protocol sipv2
session target sip-server
incoming called-number 8005551199T
voice-class sip copy-list 100
media-class 105
dtmf-relay rtp-nte h245-signal h245-alphanumeric
codec g711ulaw

Run the following CLI Commands on the SBC terminal to forward calls to the required destination:

dial-peer voice 80055 voip
description CVP egress dial-peer
destination-pattern 8005551199T
session protocol sipv2
session target ipv4:<CVP_IP_Address>
session transport tcp
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voice-class sip profiles 103
voice-class sip copy-list 100
dtmf-relay rtp-nte h245-signal h245-alphanumeric
codec g711ulaw
no vad

Run the following CLI commands on the CUBE terminal to fork media or signaling usig the SIPREC protocol.

The values for the incoming called-number and destination-pattern shown in the following example are for
illustration purposes only. Ensure you configure these parameters with the appropriate values that correspond
to your specific environment and setup.

Note

dial-peer voice 80055 voip
description SIPREC Destination Recorder
destination-pattern 8005551199T
session protocol sipv2
session target ipv4:<CVP_IP_Address>
session transport tcp
voice-class sip profiles 999
codec g711ulaw

Enable or Disable Contact Center AI Features for Agents
Contact Center AI Features can be configured for each agent. Administrators and supervisors can enable or
disable the features for an agent or for multiple agents together.

Configure Contact Center AI Features for an Agent
Only administrators can configure Contact Center AI Features for an agent. Supervisors can only viewwhether
these features are enabled or disabled for an agent.

SUMMARY STEPS

1. In Unified CCE Administration, choose Users > Agents.
2. Click New to open the New Agent page.
3. Click the Contact Center AI tab.
4. To enable or disable the required Contact Center AI Features, check or uncheck the check boxes

corresponding to the features.
5. Click Save.

DETAILED STEPS

Procedure

PurposeCommand or Action

InUnified CCE Administration, chooseUsers >Agents.Step 1
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PurposeCommand or Action

This page has: General, Attributes, Skill Groups,
Supervised Teams, Enable Email & Chat, and Contact

Click New to open the New Agent page.Step 2

Center AI tabs.You cannot save the agent until you have
entered all required fields on the General tab. You can
complete other tabs as needed and in any order. For more
information, see Add and Maintain Agents section in the
Cisco Packaged Contact Center Enterprise Administration
and Configuration Guide at https://www.cisco.com/c/en/
us/support/customer-collaboration/
packaged-contact-center-enterprise/
products-maintenance-guides-list.html.

Displays a list of features for the agent.Click the Contact Center AI tab.Step 3

To enable or disable the required Contact Center AI
Features, check or uncheck the check boxes corresponding
to the features.

Step 4

Click Save.Step 5

Enable or Disable Contact Center AI Features for an Agent
This procedure explains how to enable or disable Contact Center AI Features for an agent.

Procedure

Step 1 In Unified CCE Administration, choose Users > Agents.
Step 2 Click on the agent row whose services are to be modified.
Step 3 Click the Contact Center AI tab.

Displays a list of services enabled or disabled for the agent.
Step 4 To enable or disable the required Contact Center AI Features, check or uncheck the check boxes corresponding to the

services.
Step 5 Click Save.

Enable or Disable Contact Center AI Features for Multiple Agents
Administrators and supervisors can enable or disable Contact Center AI Features for multiple agents.

All agents must belong to the same site and the same department, or all agents must be global agents. The
Edit button is disabled if:

• Agents from different sites, departments, or peripheral sets are selected.

• A mix of global and departmental agents are selected.
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Procedure

Step 1 In Unified CCE Administration, choose Users > Agents.
Step 2 Check the check box corresponding to each agent whose services you want to edit.
Step 3 Click Edit > Contact Center AI.

The Edit Services dialog displays the list of services and status (enabled or disabled).

• If the service is enabled for all the agents selected for editing, the check box is checked.

• If the service is disabled for all the agents selected for editing, the check box is unchecked.

• If the service is enabled for some agents and disabled for the others, the check box has a dash (—).

Step 4 To enable or disable the Contact Center AI Features, check or uncheck the corresponding check boxes for the services.
Step 5 Click Save, and then click Yes to confirm the changes.

Enable or Disable Contact Center AI Features for Agents using Bulk Job

Procedure

Step 1 Navigate to Unified CCE Administration > Overview > Bulk Import.
Step 2 Click Templates.

The Download Templates popup window opens.

Step 3 Click the Download icon for the Contact Center AI template you want to use.
Step 4 Click OK to close the Download Templates popup window.
Step 5 Open the .csv template in Microsoft Excel.
Step 6 Populate the file as described in the Bulk Contact Center AI Features Content File, on page 64.
Step 7 Save the populated file to the local machine.
Step 8 Navigate to Unified CCE Administration > Overview > Bulk Import.
Step 9 Click New.
Step 10 In the optional Description field, enter up to 255 characters to describe the bulk job.
Step 11 In the Content file field, choose the file to upload, and then click Save.

Bulk Contact Center AI Services Content File
The content file for Contact Center AI bulk job contains the fields given in the following table. Enter the
values appropriately in the given fields to enable or disable Contact Center AI Features for the agents.
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Bulk job is available for administrators only when Cloud Connect is added in the inventory and registered on
the Control Hub.

Note

DescriptionRequired?Field

Existing agentId for which you
want to enable or disable the
Contact Center AI Features.

You must provide either an agentId
or the userName. If both are
provided, agentId takes precedence
over the userName. If the agentId
value is left blank, the userName
will reference an existing agent.

Agent ID or UsernameagentId

Username of the agent for which
you want to enable or disable the
Contact Center AI Features.

If no agent is found with the given
username, the Contact Center AI
Features association fails.

Username or Agent IDuserName

The type of Contact Center AI
Features to be associated with the
agent. Supported values are
AgentAnswers, VAV Transcript,
and Transcript. To associate more
than one services, seperate the
values using semicolon (;).

If the value is updated, any existing
enabled service gets overwritten. If
the value is left empty, no service
gets associated with the agent.

Yes (to enable Contact Center AI
Features)

agentServices
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C H A P T E R 8
Digital Channels Integration Using Webex
Connect

• Overview, on page 75
• Prerequisites, on page 76
• Anti-Malware Scan for Attachments, on page 79
• Redaction of sensitive data, on page 82
• Workflow for Enabling and Managing Digital Channel Interactions, on page 82
• Onboarding with Existing Customer Organization, on page 88
• Generate public key certificate using Cisco IdS , on page 89
• Regenerate public key certificate using Cisco IdS, on page 90
• Reverse proxy configuration for digital channel interaction, on page 91
• ECC Variables for Digital Routing Tasks, on page 95
• Manage digital channels, on page 97
• Disposition codes for digital channel interaction, on page 106
• Agent Request or Web Callback using Webex Connect, on page 112
• Reporting, on page 116

Overview
Today's customers want to connect with businesses through any communication channel of their choice.
Webex Connect allows the Contact Center business and its customers to interact using digital channels such
as Email, Live Chat, SMS, Facebook Messenger, WhatsApp, and Apple Messages for Business.

The Contact Center Enterprise (CCE) solution integrates withWebex Connect to create a seamless omnichannel
experience for your customers. This integration helps your customers to interact across voice and digital
channels of communication.

Webex Connect offers a rich self-service and bot integration to empower your customers to get answers to
some common questions. It provides a unified solution for integrated routing, Agent Desktop, and reporting
service. Webex Connect provides a simplified framework that helps partners and customers interact through
digital channels.
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Prerequisites
The following are the prerequisites for provisioning digital channels for Contact Center Enterprise:

• The following components must be on release 12.6(2) or higher: CCE components (Router, Logger, AW,
and PG), Cisco Finesse, Cisco IdS, and Cloud Connect.

• Place an order for Digital service for your customer using Cisco Commerce Workspace (CCW). For
more information, see the Cisco Collaboration Flex Contact Center Ordering Guide available at
https://www.cisco.com/c/en/us/partners/tools/collaboration-ordering-guides.html.

• You must have the administrator role and access credentials for the following applications: Control Hub
and Webex Connect.

• Ensure all channel-specific prerequisites aremet. For more information, see Channel-specific Prerequisites,
on page 77.

• If you want your customers to reach you through SMS and if you are provisioning a US phone number
for SMS communication, you must first procure a 10 Digit Long Code (10DLC), which is the mandated
standard for Application-to-Person (A2P) text messaging. Work with your Account Manager to verify
your business and set up your SMS Business account number. After you obtain the number, use it to
configure the SMS contact handling. For instructions, see SMS.

• Make sure that you enable the Single Sign-On (SSO) mode for agents who are required to handle digital
channel tasks. To enable agents for SSO one at time, use the configuration tools. To enable multiple
agents at once for SSO, use the SSO migration tool. For instructions, see the Migrate Agents and
Supervisors to Single Sign-On Accounts section in the Cisco Packaged Contact Center Enterprise Features
Guide.

• Tokens created with Cisco IdS are used to authenticate CCE agents withWebex Engage. This necessitates
synchronization of the time fields in the tokens between Cisco IdS and Webex Engage cloud services.
As a result, the Cisco IdS NTP server configuration must be synchronized, either directly or indirectly,
with a public NTP server that supports leap smearing in order for the premise and cloudNTP configurations
to be in sync. Furthermore, when used with digital channels, the lifetime of a Cisco IdS token cannot be
set to less than 2 hours.

• If the agent is only part of a precision queue, login is not allowed for the digital routing gadget in Finesse.
To enable agent login, also associate the agent with a skill group. For more information about the digital
channels gadget, see theManage Digital Channels gadget chapter in theCisco Contact Center Enterprise
Manage Digital Channels Gadget User Guide.

CCE andWebex Contact Center (Webex CC) deployments with Digital Channel enabled cannot use the same
Webex Connect instance or the same customer organization in Control Hub. For example, a single customer
organization, abc.cumulus.com, can be leveraged by aWebex CC deployment that has digital channels enabled,
or by a CCE deployment that is integrated with Webex Connect and provisioned with digital channels.

As a temporary measure, create a new Customer Organization for CCE in Control Hub using a different
administrator email ID. For more information, see the Set Up a Customer Organization in Control Hub article.
Creating a separate Customer Organization is only intended as a short-term solution; once the issue is addressed,
it will no longer be necessary.

Note
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Channel-specific Prerequisites
SMS

A Short Message Service (SMS) channel enables customers to reach out to agents via SMS from anywhere.
There’s no need for data connectivity. Customers can send SMS to a Longcode, Shortcode, or toll-free number.
Work with your account manager to procure your SMS number.

Email

An Email channel enables agents and contacts to exchange email messages with tables, embedded links, and
attachments. Sign up to an Email service provider to get a valid email ID and credentials.

Live Chat

ALive Chat channel facilitates businesses to engage and support their website visitors and customers. Customers
need to add the Live Chat widget script to a web page. The widget icon appears on the bottom-right corner
of the web page. The customer clicks the icon to open the widget. The customer can then initiate a conversation
with an agent.

Additionally, you can customize Live ChatWidget inWebex Engage. For more information, see theConfigure
Live Chat Widget section of Webex Engage Admin and Setup Guide.

Facebook Messenger

The Facebook Messenger channel enables customers to communicate with agents through the Facebook
Messenger on the Facebook page. A business can create and manage a Facebook page from their Facebook
account. For more information about Facebook page creation and management, see Facebook article.

Currently, this feature is available on CCE with the following limitations:

• Messages that the end customer deletes on FacebookMessenger will not be transmitted to the consuming
applications.

• Receiving a customer's name depends on their privacy settings in Facebook Messenger. If they choose
to protect their identity, only their Page Scoped ID will be shared with downstream applications.

• When a customer uses the blocking feature provided by Meta to block a business page, the business will
be unable to send any messages to that customer. The only way for communication to resume is if the
customer unblocks the business and sends a message to re-establish contact.

• When an end customer replies to a message using the reply feature, the response is displayed as a separate
message on the Agent Desktop.

• If the Facebook Admin who authorized the page changes their password, the page tokens will become
invalid and will need to be re-authorized on Webex Connect to reconnect.

• When a customer shares their live location or contact, it appears as a Google Maps link on the Agent
Desktop.

• Agents are not allowed to use multiple text formats when sending messages.

• Agents are only allowed to send the following message types via templates:

• Text

• Attachments

• Button Template/Action Template
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However, other rich messages only apply to self-service scenarios that can be sent fromWebex Connect
Flows and cannot be appended to the conversation object directly. These messages will need to be sent
as a flat message and appended to the conversation as a plain text message.

• Aside from the rich templates listed below, CCE does not support any other rich message types that
Facebook Messenger may support:

• Generic templates (Carousel) and Postback response

• Quick replies and Postback response

• Receipt template

WhatsApp

Workwith your account manager to verify your business and set up yourWhatsApp Business account (WABA)
number. After you obtain the WABA number, use it to configure the WhatsApp contact handling.

CCE integratesWhatsApp as a channel for improved customer interaction.With this integration, theWhatsApp
channel facilitates businesses to engage with customers quickly through the WhatsApp application.

Currently, this feature is available on CCE with the following limitations:

• The system doesn't support multiple text formatting while creating a message in both the agent and the
customer ends.

• All multimedia files, such as stickers, pictures, and GIFs, sent from customers appear as attachments in
the Agent Desktop.

• If a customer deletes a message using the Delete for Everyone feature, the message won’t be deleted on
the Agent Desktop.

• The system doesn't support voice messages for the WhatsApp channel.

• The system doesn't support real time read receipts on the customer end. When an agent reads a customer
message, the customer doesn't see the blue tick marks (read receipt) beside that message.

• If a customer blocks an agent during a conversation, the customer can’t receive messages from the agent.

• During a conversation, when a customer replies to a message using the reply option, the message appears
as a standalone message on the Agent Desktop. Hence, the agent doesn't know which message the
customer replied to.

• Customer can’t add phone numbers that are registered to a WhatsApp business account, to a group.

• When a customer shares a live location or contact, it doesn't render on the Agent Desktop.

• Customers can’t make WhatsApp payments to the agent.

• While configuring services, the system allows one-to-one mapping between a service and an asset. That
means one service can have only one asset.

• WhatsApp templates are currently not supported even if the template option is visible in the WhatsApp
compose box.

Apple Messages for Business (AMB)

Apple Messages for Business (AMB) enables customers to effortlessly engage with businesses using their
Apple devices, such as iPhones, iPads, Macs, and Apple Watches.
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Customers can start conversations with your business anytime through apps, websites, Maps, Safari, Siri, and
Search. AMB makes connecting with your business as effortless as reaching out to a friend.

This channel offers a unique opportunity to enhance customer service, provide real-time support, and drive
engagement. To use AMB with CCE, you must ensure that your CCE environment supports this integration.

Register on the Apple Business Register to create a Messages for Business account and select Webex Connect
as your messaging service provider (MSP). This creates a Messages for Business application. For more
information, see Apple Messages for Business.

The rich message types that are supported between agents and customers on the Apple platform include the
following:

• List Picker: Enables customers to choose from a set of options presented in a list format.

• Time Picker: Allows customers to select a specific time, streamlining the scheduling process.

• Forms: Facilitates the collection of customer information through structured input fields.

• Rich Links: Supports the sharing of videos and images, enhancing the visual component of customer
interactions.

• Quick Replies: Agents can use quick replies or pre-written messages to send customers a question and
options they can respond with. This helps identify the nature of the contacts needs quicker and helps
avoid sending various messages back and forth.

For detailed specifications on these features, including the requirements for both Bot/Flow and live agent
integrations, please refer to Apple Required Features.

Cisco's PCI and anti-malware scanning service enforces file attachment size per file to be 25 MB or less, over
and above the size restrictions imposed per channel. However, this policy is not enforced on AMB, which
allows uploads of up to 100 MB, to conform to Apple's requirements for Messaging Service Providers (MSP)
like Webex Connect. Consequently, an AMB channel that integrates with a Cisco CCE interface, such as
Finesse Desktop, will also enable uploads of 100 MB. Any files exceeding the 100 MB limit will be rejected.
It is important to note that Cisco depends on Apple to maintain compliance and protect against malware
attachments.

Note

When an agent uploads several attachments at once in an AMB chat session, all of them are successfully
transmitted, and the agent receives a confirmation message. However, the customer or recipient only receives
one of the attachments.

Note

Anti-Malware Scan for Attachments
Overview

Today's malware targets organizations for financial gain by infiltrating systems, replicating, laying dormant,
and evading detection. Advanced malware protection is crucial to prevent operational disruptions..
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Unlike traditional antivirus that uses signatures, Webex Connect now provides enhanced malware protection
for CCE digital channels by continuously monitoring file activity for faster threat identification. This default
detection feature protects agents and customers across all digital channels, helping organizations prevent
potential breaches.

Setting Up Webex Connect Workflow to Process Anti-Malware Scan Results

By default, this feature is automatically enabled for attachments received across all digital channels viaWebex
Connect. All file attachments undergo a malware scan, and only those that pass will be scanned for PCI
compliance before being sent to an agent. Files detected as malware are not stored on the Webex Connect
platform, ensuring your contact center is protected from potential threats.

The latest Webex Connect flows are equipped to automatically detect malware files present in attachments
and notify agents as well as end customers about the file being dropped because of malicious content. The
template flow uses prefilled channel specific flow variables that contain the result of the malware scan having
been performed on the attachment. Customers can customize or build the malware detection logic in their
existing Webex Connect flow as per the business requirements by referring to the template flow. If you create
a flow or edit an existing flow, it is recommended to use the securityscaninfo variable.

The parameters and values of the securityscaninfo variable are detailed in the table below.

It's important to note that these values pertain to the combined outcomes of both PCI scans andmalware scans.
For example, when *.securityscaninfo.isSecurityCompliance is set to false, it indicates that either the
attachment is malicious or the PCI scan has detected sensitive card information being shared.

Note

DescriptionParameter

Values are True or False.

Denotes whether the anti-malware scan is enabled for
your tenant.

securityscaninfo.isSecurityValidationDone

Values are True, False, or NA.

Verifies if the attachment is malware free or not.

NA denotes that the receivedmessage was a plain text
with no attachments.

securityscaninfo.isSecurityCompliance

Can be a integer or NA.

Denotes the total number of attachments that were
either dropped or flagged as malicious. If nomalicious
attachments are detected, this parameter is set to zero.

NA denotes the received message was a plain text
with no attachments.

securityscaninfo.droppedAttachmentCount
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DescriptionParameter

securityFailedReason is a JSON object which
contains the actual reason the compliance was marked
as failed.

The JSON object format is as follows:
securityscaninfo.securityFailedReason":
"{"text":""}"

In cases where malicious content is detected in the
attachments, the text field will begin with the prefix
"Malware: Failed:", followed by the specific reason.
If an error occurs during scanning or the file exceeds
the size limit for malware scans, the text field will
start with the prefix "System Alert", followed by the
relevant reason.

securityscaninfo.securityFailedReason

Anti-Malware Notifications Sent to End Customers and Agents via Template Flows

The Webex Connect platform automatically runs a malware check for all inbound and outbound attachments
for all digital channels.

If any malware is detected in chats, the infected attachment is dropped in both directions. If the attachment
the customer sent is infected, the message "The attachment you sent was dropped as it contains malicious
data" is displayed to the customer, while the Agent Desktop displays the infected attachment as a "blocked
or dropped" file and doesn't provide an option to download.

The same applies to emails, where the email content is sent to the agent but sans any detected malicious
attachments. The malicious attachments are displayed as "blocked or dropped."

Considerations

• If a customer sends an attachment that exceeds 25 MB, the file is not sent to the agent, and the customer
receives the notification: "The attachment(s) you sent could not be processed at the moment."
Simultaneously, the Agent Desktop marks the file as "The attachment(s) sent by the customer could not
be scanned for Malware and so was dropped," and the agent will have no option to download it.

• Not all digital channels can display the file name when files are rejected, either because they are flagged
as malicious or contain sensitive PCI data. For details, see the table below.

Filename displayed?Digital Channel

YesEmail

NoLive Chat

NoSMS

NoFacebook Messenger

YesWhatsapp

NoApple Messages for Business
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If you are building new flows using the CCE template flows, the message relayed to the agent and customer
will include the filename that was dropped. However, if you are using custom flows or updating existing flows
to process malware scan results, one can find the logic used to populate the filename of the dropped files in
the "Evaluate MalwareScan Compliance" node of the CCE template flow.

Note

Redaction of sensitive data
This feature redacts or masks all the sensitive data that you send overWebex Connect to ensure PCI compliance.
The PCI service scans all your requests for sensitive data, masks the data, and sends it over to the Agent
Desktop. The PCI service also scans the agent responses and sends the redacted data, including attachments
that do not contain sensitive data, to the end customers.

The following are the supported file types on which the PCI service applies redaction:

Table 9: Supported File Types

File ExtensionCategory

html, mhtml, mht, odt, pdf, pdfxml, rtf, shtml, xps, xml, xhtml, txtDocument

eml, msgE-mail

ods, doc, dochtml, docm, docx, docxml, dot, dothtml, dotx, dotm, pot, pothtml,
ppthtml,

pptmhtml, pptxml, potm, potx, pps, ppam, ppsm, ppsx, pptx, pptm, ppt, pub,
pubhtml, pubmhtml, xls, xlshtml,

xlthtml, xlt, xlsm, xltx, xltm, xlam, xlsb

Microsoft

Any file types that are not listed in the Supported File Types table are automatically dropped in the transmission.
If there are any images in the attachments that are sent in the supported file types, the attachments are
automatically dropped. For example, if your PDF file includes images, the file is automatically dropped in
the transmission, even though PDF is a supported file type.

Note

Workflow for Enabling and Managing Digital Channel
Interactions

As a partner, complete the following tasks to onboard your customer for hybrid services and provision the
digital channel capabilities:
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Table 10: Initial configurations to enable digital channel capabilities

ReferenceTaskStep #

Onboard hybrid services for customers using Control Hub

Note
If your customer is using a Hybrid Service like CCAI, the onboarding process is different. Go to the
Onboarding with Existing Customer Organization, on page 88 for steps. After completing those, return
here to continue from step 4.

See the Set up hybrid services for your
organization.

Place an order for Digital service for your
customer using Cisco Commerce Workspace
(CCW) and set up hybrid services for your
customer.

The Summary of Subscription page in CCW
shows the features a customer has subscribed to
during the onboarding process. This page displays
the list of features and includes the Order ID,
Subscription ID, Org Name, Org ID, subscribed
services, and the number of licenses.

Note
Note that CCAI andWebex Connect are separate
optional add-on features. Depending on customer
orders in CCW, either CCAI, Webex Connect,
or both are available.

1
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ReferenceTaskStep #

After hybrid services are set up, Digital services like Webex Connect are automatically
provisioned as described below.

Once the initial Webex organization is created, auto-provisioning for Webex Connect is
initiated, and the Digital tab will briefly display the status of the provisioning process.

During the provisioning process, you must enter a Customer Admintrator's Cisco email on
the Users page in Control Hub. This user account will be the First Customer Admin, which
can be a new user with a Full Admin role or an existing account that has been granted this
role. You can add as many Customer Administrator user accounts as needed. The Customer
Admin accounts are needed to authorize task requests from Webex Connect to CCE via
Cloud Connect in the next step.

Note
Once administrators are added, they must create their user account and navigate intoWebex
Connect within 7 days. Otherwise, they'll need to return and recreate the user account so
that they can access Webex Connect.

Partners accounts are the all entries you add under the External Administrators tab on the
same Users page.

Upon successful completion of the provisioning, the followingmessage is displayed: “Webex
Connect &Webex Engage have been provisioned, and you can start to set up digital channels
there.”

All partners and the customer administrators can start using Webex Connect right away to
set things up, without needing to create a new user login. They can access Control Hub and
then navigate to Contact Center > Tenant Settings > Digital to view and launch Webex
Engage and Connect. These are also available as quick link from the Control Hub. The user
management for these roles is automatically synced between CCE and Webex Connect.

Note
Partner administrators don't have access to Webex Engage.

2

For detailed instructions on how to set up
node authorization, see CCE Integration
Nodes and Node Authorizations and
Webex Engage Nodes and Node
Authorizations.

Complete node authorization in Webex Connect.

Under Assets in Webex Connect, you'll find two
pre-provisioned integrations:Webex CC Engage
and CCE. Set up node authorization for both
these pre-built integrations by clicking on
"Manage" option in the Actions drop-down.

3

Integrate CCE and Webex Connect

Part 1—Cloud Connect Configurations
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ReferenceTaskStep #

See the Install Publishers/Primary Nodes
of VOS-Based Contact Center
Applications and Install
Subscribers/Secondary Nodes of
VOS-Based Contact Center Applications
sections in the Cisco Packaged Contact
Center Enterprise Installation and
Upgrade Guide.

Install and add the Cloud Connect publisher and
subscriber nodes to the inventory for your
customer.

4

See theCloud Connect Integration section
in the Cisco Packaged Contact Center
Enterprise Administration and
Configuration Guide.

Register Cloud Connect in the Unified CCE
Administration portal.

5

See the Add PIMs to the Media Routing
Peripheral Gateway section in the Cisco
Packaged Contact Center Enterprise
Administration and Configuration Guide

Configure theMedia Routing Peripheral Interface
Manager (MR PIM) for the Digital Routing
service.

6

See the Certificate Management for
Digital Channels Integration section in
the Security Guide for Cisco Unified
ICM/Contact Center Enterprise.

Establish secure connections between Cloud
Connect and Media Routing Peripheral Gateway
(MR PG), and set up the Nginx reverse proxy
server certificate for the digital channels
interaction.

7

Part 2—Reverse Proxy Configurations

See Workflow to Configure Reverse
Proxy using Automated Installer, on page
92.

Set up and configure reverse proxy server for the
digital channel interaction.

8

Part 3—CCE Configurations

• For instructions about how to create
a newMRD, see the online help that
is integrated with theMedia Routing
Domain List tool.

• For instructions about how to map
the existing MRDs to the Digital
Routing media channels, see Set up
Media Channels.

Create a unique media routing domain (MRD)
for each media channel and map it to your media
channel if you want granular channel-specific
reporting and agent state control. Use the Media
Routing Domain List tool to create the MRDs.

For Emails and asynchronous social chat channels
such as SMS, Live Chat, Facebook Messenger,
WhatsApp, or Apple Messages for Business
consider a longer Start Timeout and Max
Duration for the Media Routing Domain.

You can also map existing MRDs to the Digital
Routing media channels. This will avoid having
to create new skill groups, precision queues, and
scripting logic changes to target the new media
channels.

9
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ReferenceTaskStep #

See the online help that is integrated with
the Application Path List tool

Associate the MRDs that you have created for
the digital channel integration using Webex
Connect to the system-defined application paths.

For every agent peripheral gateway, there is a
system-defined application path that gets created
with a suffix "UQ.Desktop". There is also an
associated system-defined application called
UQ.Desktop that automatically gets created in
the sytem and identifies the Cisco Finesse server
as a client to the Agent PG, to control Agent
states in MRDs created for digital channels. The
first number in the application path identifies the
Logical Controller ID of the PG. An example of
the system-defined application path is
5000.UQ.Desktop.

Note
If you create theMRDs through the Unified CCE
Administration portal, the MRDs get
automatically associated to the system-defined
application paths. If you have created theMRDs
using theMedia Routing Domain List tool under
Configuration Manager, you must explicitly
associate the MRD with the application path.

10

• For instructions about how to create
ECC variables, see the Add and
Maintain Expanded Call Variables
section in the online help that is
integrated with the tool.

• For the list of mandatory ECC
variables, see the ECC Variables for
Digital Routing Tasks, on page 95.

Create mandatory ECC variables in the Unified
CCE Administration portal (Overview > Call
Settings > Route Settings > Expanded Call
Variables). The ECC variables are required to
identify the incoming tasks as Digital Routing
tasks and the tasks to carry the Webex Engage
conversation ID.

11

See Manage Digital Channels.Configure digital channel capabilities for your
customer in the Unified CCE Administration
portal.

12

See the Example Scripts for Digital
Channel Interactions Using Webex
Connect section in the Scripting and
Media Routing Guide for Cisco Unified
ICM/Contact Center Enterprise.

Create routing scripts for digital channel
interaction.

13

SeeAgent Request orWebCallback using
Webex Connect, on page 112.

(Optional) You can configure an Agent Request
or Web Callback feature to allow your customers
to place a web callback request to the contact
center.

14
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ReferenceTaskStep #

Part 4—Cisco Finesse Configurations

Note
Ensure that you complete all the prerequisites listed in the Prerequisites to configure the Manage Digital
Channels gadget section in the Cisco Finesse Administration Guide before you proceed with Finesse
configurations to set up the Manage Digital Channels gadget.

See the Cloud Connect Server Settings
section in the Cisco Finesse
Administration Guide.

Provision Cloud Connect on Cisco Finesse.15

See the Add Manage Digital Channels
Gadget section in the Cisco Finesse
Administration Guide.

Add the Manage Digital Channels gadget to the
Cisco Finesse desktop layout.

16

Part 5—Webex Connect Configurations

See CCE Integration Nodes and Node
Authorizations.

Configure node authorizations inWebex Connect
to inject new tasks, retrieve a task's details, and
close tasks directly on CCE.

17

See the following sections:

• SMS

• Live Chat

• Email

• Facebook Messenger

• WhatsApp

• Apple Messages for Business

Configure channel assets for the required digital
channels such as SMS, Live Chat, Email,
Facebook Messenger, WhatsApp, and Apple
Messages for Business.

18

See Flow Configurations.Create flows using the Webex Connect Flow
Builder feature for the various digital channels
interactions such as SMS, Email, Facebook
Messenger, WhatsApp, Live Chat, and Apple
Messages for Business.

19

Part 6—Webex Engage Configurations

See Administration and Setup Guide for
Webex Engagewith Cisco Contact Center
Enterprise.

Set up the customer chat widget.20

Verify that the agents who are enabled for digital
channel interaction are synchronized to Webex
Engage.

21

Work with Manage Digital Channels gadget
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ReferenceTaskStep #

See the Cisco Contact Center Enterprise
Manage Digital Channels Gadget User
Guide.

After you complete your initial configurations to
enable digital channels interactions, the agents
and supervisors can start interacting with
customers using the Manage Digital Channels
gadget.

22

Onboarding with Existing Customer Organization
This section decribes how to provision digital channels if your customer is already using hybrid services such
as CCAI.

After completing the following steps, return to the Workflow for Enabling and Managing Digital Channel
Interactions topic and continue the configuration from step 4.

Table 11: Initial configurations to enable digital channel capabilities

ReferenceTaskStep #

Onboard hybrid services for customers using Control Hub

See the Set up hybrid services for your
organization.

Use Cisco Commerce Workspace (CCW), to
modify the customer's existing order to include
digital channels.

The Summary of Subscription page in CCW
shows the features a customer has subscribed to
during the onboarding process. This page displays
the list of features and includes the Order ID,
Subscription ID, Org Name, Org ID, subscribed
services, and the number of licenses.

Note
CCAI andWebex Connect are separate optional
add-on features. Depending on customer orders
in CCW, either CCAI, Webex Connect, or both
are available.

1

As a partner, enter a Customer Admintrator's Cisco email ID on the Users page in Control
Hub.

When you've provisioned CCAI for that customer, you already have an Organization since
it's part of the provisioning process. When you enter a customer email ID while provisioning
digital channels, Control Hub checks whether an organization is associated with that email
ID. If found, no new organization needs to be created. If not, the partner is notified and
prompted to create a new Organization.

2
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ReferenceTaskStep #

After hybrid services are set up, Digital services like Webex Connect are automatically
provisioned as described below.

As the initial Webex organization is already created in Step 2, auto-provisioning for Webex
Connect is initiated, and the Digital tab will briefly display the status of the provisioning
process.

Upon successful completion of the provisioning, the followingmessage is displayed: “Webex
Connect & Webex Engage have been provisioned, and you can start to set up digital channels
there.”

All partners and the customer administrators can start using Webex Connect right away to
set things up, without needing to create a new user login. They can access Control Hub and
then navigate to Contact Center > Tenant Settings > Digital to view and launch Webex
Engage and Connect. These are also available as quick link from the Control Hub. The user
management for these roles is automatically synced between CCE and Webex Connect.

Note
Partner administrators don't have access to Webex Engage.

3

Generate public key certificate using Cisco IdS
The Manage Digital Channel gadget authenticates with Webex Engage in the Single Sign-On (SSO) mode,
through tokens generated using public key cryptography. Use a secret private key to sign the tokens after
which you can verify the tokens using a freely distributed public key certificate. Cisco Identity Service (IdS)
generates the public and private keys that you can use to sign and verify the token. Cisco IdS exposes the CLI
or REST interfaces to fetch the public key certificate for verifying the token. A public certificate authority
(CA) must sign this public key certificate. You must then upload the CA signed public key certificate in
Control Hub to authenticate and enable communication between Webex Engage and the Manage Digital
Channel gadget.

You cannot use a self-signed certificate to provision digital channels in Webex Control Hub.Note

To generate the public key certificate:

Procedure

Step 1 Use SSH to log in to the Cisco IdS server's command line interface using the administrator credentials.
Step 2 Run the following CLI command to generate the Certificate Signing Request (CSR) that can be used to obtain a CA

signed certificate:
show ids token csr—Displays the CSR corresponding to the public key that is used to validate the tokens.

Step 3 Copy the entire CSR including the header and footer (-----BEGIN NEW CERTIFICATE REQUEST----- and -----END
NEW CERTIFICATE REQUEST-----) from the Cisco IdS console and upload the same to the CA provided interface for
generating the signed certificate.
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Step 4 Save the contents of the CA provided certificate generated using the CSR in step 3, into a file with extension .pem or
.der.

You must upload the certificate in Control Hub when you provision the Digital Channels for an Organization. For
instructions, see Provision Webex Connect digital services for your organization.

Note
After you upload the CA-signed certificate in Control Hub, Control Hub does not provide an option to view or confirm
the uploaded certificate. Save a local copy of the certificate for future reference.

Note
You need not upload the CA-signed certificate in the Cisco IdS server.

Regenerate public key certificate using Cisco IdS
To regenerate a public-private key pair:

Before you begin

You need to regenerate the public key certificate when the certificate is compromised, or when the CA-signed
certificate or the Cisco IdS certificate expire. Regenerating the certificates for token signing requires all agents
to logout and relogin to the Cisco Finesse desktop. Therefore, ensure that you plan for downtime to your
Contact Center before you regenerate the public-private key pair that Cisco IdS uses to authenticate agents.

Procedure

Step 1 Sign in to Cisco Identity Service Management using the following URL: https://<hostname of Cisco IdS server>:
8553/cmplatform.

Step 2 From the left navigation pane, choose Settings > Security > Keys and Certificates.
Step 3 In the Encryption/Signature Key area, click Regenerate.

After you regenerate the new key pair, you must reboot Cisco IdS so that the agents can relogin to their applications.
Ensure that a certificate authority signs the regenerated public-private key pair. Youmust reupload the CA signed certificate
to the Control Hub for your agents to resume their tasks in the Manage Digital Channel gadget. For instructions, see
Provision Webex Connect digital services for your organization.

Note
After you upload the CA-signed certificate in Control Hub, Control Hub does not provide an option to view or confirm
the uploaded certificate. Save a local copy of the certificate for future reference.
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Reverse proxy configuration for digital channel interaction
A reverse proxy server is an intermediary server that you must deploy in the Demilitarized Zone (DMZ) in
your network. The reverse proxy server forwards task requests and user configuration notifications from
Webex Connect and Webex Engage to the Digital Routing and DataConn services respectively, that are
running on the Cloud Connect platform. The task requests such as transfer and close that originate from Cisco
Finesse are directly invoked on the Digital Routing service.The reverse proxy configuration enables automatic
failover to the stand-by Cloud Connect in case of failures.

Reverse proxy deployment model
CCE supports the following two deployment models for reverse proxy:

• A pair of reverse proxy servers with physical load balancer.

• A pair of reverse proxy servers with DNS-based load balancer.

When using this deployment model with VPN-less Finesse, be sure to set up
separate FQDNs for the reverse proxy servers so that Finesse desktop can access
the specific reverse proxy IP addresses.

Note

The following diagram depicts the task flow and the reverse proxy deployment model.

The following describes tasks requests and Dataconn flow:

• The Cloud Connect receives task requests fromWebex Connect through either a single reverse proxy or
a pair of reverse proxy servers deployed in the DMZ network, that is front-ended with a Load Balancer.

• The tasks are sent through reverse proxy only to the active side of Cloud Connect in both the deployment
scenarios. That is, when a pair of reverse proxy servers are deployed, both the primary and the secondary
reverse proxy servers are connected only to the active side of Cloud Connect.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
91

Digital Channels Integration Using Webex Connect
Reverse proxy configuration for digital channel interaction



• The active side of the Digital Routing service can either be on the publisher node or on the subscriber
node of Cloud Connect. The following is the behaviour of the Digital Routing service and the DataConn
service during failover:

• The Digital Routing service supports automatic failover and all the task requests are routed through
the Digital Routing service on the new active node.

• The DataConn service runs only on the publisher node and does not failover to the subscriber node.
As a result, when there are new users created in CCE, the user configurations are not synchronized
in Webex Engage until the DataConn service on the publisher node is up and running.

The DataConn service is active only on the Cloud Connect publisher node.Note

Workflow to Configure Reverse Proxy using Automated Installer
Complete the following tasks to configure reverse proxy using the automated installer for digital channel
interaction:

For customers who've opted to set Country of Operation as Canada in Control Hub, you must install the reverse
proxy shipped as part of Cloud Connect 12.6(2)ES01. This is required to ensure that the traffic originating
from the tenants hosted in that data center pass through to Cloud Connect. For a list of mapping between
Country of Operation and Data Center, refer to https://help.webex.com/en-us/article/n0p6xa1/
Data-Locality-in-Webex-Contact-Center.

Note

Procedure

Step 1 Install and start the reverse proxy.

Note
• Authentication is not supported at the edge of reverse proxy for all the requests and protocols that are related to
digital channel interactions.

• Configuration of mapping file is not required for digital channel interactions.

Step 2 Configure the digital channel client hosts.
a) Add the list of trusted digital channel client IP addresses and the corresponding hostnames to the reverse proxy Cloud

Connect environment configuration file (cloudconnect.env). Use the variable,
NGX_CLOUDCONNECT_CLIENT_IPS to add the IP addresses of Webex Connect and Webex Engage to the
cloudconnect.env file.

Note
• The reverse proxy considers any requests as valid only if it receives requests from the configured hostnames or
IP addresses. For more information about the environment configuration files, see the Configure deployment
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environment configurations section in the Cisco Contact Center Enterprise Reverse Proxy Installation and
Upgrade Guide.

• All the currently available IP addresses of Webex Connect and Webex Engage are already added in the
'cloudconnect.env' file. Depending on your deployed datacenter, remove any IP addresses that you do not need.

b) Add load balancer or proxy IP addresses. For more information, see the Load Balancer, WAF, and Proxy support
for reverse-proxy deployments section in theCisco Contact Center Enterprise Reverse Proxy Installation and Upgrade
Guide.

Step 3 Configure the Mutual Transport Layer Security (mTLS) authentication between reverse proxy and Cloud Connect.
a) Add the list of trusted reverse proxy IP addresses and the corresponding hostnames on the publisher and subscriber

nodes of Cloud Connect. For details, see Add Proxy IP, on page 93.
b) Configure SSL certificate verification to establish communication between the reverse proxy host and the Digital

Routing service. For details, see Configure reverse proxy host verification, on page 94.

Add Proxy IP
You must add the list of trusted reverse proxy IP addresses and the corresponding hostnames on the publisher
and subscriber nodes of Cloud Connect. The Cloud Connect nodes consider any requests as valid only if they
receive the requests from the configured hostnames or IP addresses. Ensure that the allowed hosts contain
only the internal and external FQDN and IP address of the reverse proxy.

Do not add the hostname or IP address of the load balancer.Note

The following is an example of the CLI to add the hosts and IP addresses:

admin:utils system reverse-proxy allowed-hosts add 10.78.95.178
Source 10.78.95.178 successfully added
admin:utils system reverse-proxy allowed-hosts add proxy.xyz.com
Source proxy.xyz.com successfully added

Restart Cisco Web Proxy Service for the changes to take effect: utils service restart Cisco
Web Proxy Service

If the added hostname is not resolvable from a component, the following error is displayed:

admin:utils system reverse-proxy allowed-hosts add xyz.com

Either IPv4 address or hostname is invalid or is not resolvable. Now validating IPv6 address
for source xyz.com

Operation failed, please enter valid source(s). Source xyz.com is invalid

After adding proxy hosts as trusted hosts through CLI on individual nodes, you must upload proxy server
certificates to the Tomcat trust store of the respective components. This is required for proxy authentication
to work. Otherwise, the traffic from proxy will be rejected by the components. For information about generating
proxy certificates and uploading to the Tomcat trust store, see the Set up Nginx reverse proxy certificate and
Generate and Copy CA Certificates of VOS Components sections in the Security Guide for Cisco Unified
ICM/Contact Center Enterprise.
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The following is an example of the CLI to view the list of allowed hosts and IP addresses:

admin:utils system reverse-proxy allowed-hosts list

Source proxy.xyz.com successfully added list

The following source(s) are configured:

1. 10.78.95.178
2. proxy.xyz.com
3. proxy125.xyz.com

The following is an example of the CLI to delete an entry from the list of allowed hosts and IP addresses.
This command lists all the configured proxy hosts and IP addresses, and gets user input to delete specific or
all proxy hosts and IP addresses.

admin:utils system reverse-proxy allowed-hosts delete
Select the reverse-proxy source IP to delete:

1) 10.78.95.178
2) proxy.xyz.com
3) proxy125.xyz.com
4) all
5) quit

Please select an option (1 - 5 or "q" ): 1

Delete operation successful

Configure reverse proxy host verification
Reverse proxies are deployed in DMZ and are therefore security sensitive. So, the communication between
the proxy and the upstream server that it is proxying, is recommended to be secured to a higher degree. This
is achieved by having both the TLS certificates and the copy that is uploaded to the relevant servers be mutually
verified. Run the following CLI commands on the publisher and subscriber nodes of Cloud Connect to configure
SSL certificate verification for establishing communication between the reverse proxy host and the digital
routing service:

utils system reverse-proxy client-auth

This command has the following parameters:

• enable

• disable

• status

By default, the host authentication is enabled.

The following is an example of the CLI to view the status of the host authentication:

admin:utils system reverse-proxy client-auth status

SSL certificate verification for connections established from reverse proxy hosts is disabled

The following is an example of the CLI to enable the host authentication:
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admin:utils system reverse-proxy client-auth enable
SSL certificate verification enabled for connections established from reverse proxy hosts

Restart Cisco Web Proxy Service for the changes to take effect:
utils service restart Cisco Web Proxy Service

The following is an example of the CLI to disable the host authentication:

admin:utils system reverse-proxy client-auth disable
SSL certificate verification disabled for connections established from reverse proxy hosts

Restart Cisco Web Proxy Service for the changes to take effect:
utils service restart Cisco Web Proxy Service

Custom reverse proxy configuration
If you choose to not use the reverse proxy installer that Cisco has provided and want to deploy a custom
reverse proxy, see the Guidelines for Custom Reverse Proxy Deployment chapter in the Cisco Contact Center
Enterprise Reverse Proxy Installation and Upgrade Guide.

ECC Variables for Digital Routing Tasks
This section provides the list of Enterprise Call Control (ECC) Variables that you must configure for the
Digital Channel interaction. All ECC variables are of type scalar and they are case-sensitive.

Mandatory ECC Variables are present only in the default ECC payload. If you use custom ECC payload in
Media Routing Peripheral Interface Manager (MR PIM), you must add mandatory ECC variables to that
payload and associate the payload to a Network VRU.

To add the payload to Network VRU, do the following:

1. In the Configuration Manger > Network VRU Explorer tool, create a new Network VRU for Digital
Routing.

2. In the ECC Payload configuration, set the non-default ECC Payload list that contains the mandatory ECC
variables.

3. Choose PG Explorer > Peripheral > Digital Channels MR PIM .

4. Click Advanced tab.

5. Set the Network VRU configuration with the newly created Digital Channels Network VRU.

6. Click Save.

Note

You cannot change to custom ECC payload in PCCE 2000 agents deployment. The payload is auto created
with default ECC payload for network VRU

Note
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Table 12: ECC Variables

Mandatory / OptionalLengthTable SizeVariable

Mandatory11 character + the length
of the Cloud Connect
FQDN.

Used to hold the FQDN
of either the publisher
node or the subscriber
node of Cloud Connect.
The FQDN denotes the
Digital Routing service
node that injected the task
into CCE.

user_DR_Primary

Mandatory1 character + the length of
the Cloud Connect
FQDN.

Used to hold the FQDN
of either the publisher
node or the subscriber
node of Cloud Connect.
The FQDN denotes the
peer node of the Digital
Routing service, which
can be used as a backup,
in case the Primary node
is unavailable.

user_DR_Backup

Mandatory16 charactersUsed to hold the
Conversation ID of
Webex Engage, which the
Webex Connect injects.
The Cisco Finesse uses
this conversation ID to
load the media in the
Manage Digital Channels
gadget.

user_DR_MediaResourceID

OptionalUp to a maximum of 210
characters.

Used to display the
customer name in the
pop-over notification that
an agent views when a
task is received in the
Manage Digital Channels
gadget.

user_DR_CustomerName
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Mandatory / OptionalLengthTable SizeVariable

Optional8 characterUsed to populate the
media channel name for
the task, if you configure
and add this ECC variable
in the Unified Contact
Center Enterprise
Management portal. See
theDefine ECC variables
section in the Cisco
Unified Contact Center
Enterprise FeaturesGuide.

This is typically required
if you have mapped more
than one Digital Routing
media channel to the same
MRD but still want
unique task icons to
appear on the agent
desktop. For example, in
CCE, the system-defined
media channels, chat and
SMS are both mapped to
the sameMRD. If there is
a 1:1 mapping between
the media channel and
MRD, the system
automatically identifies
the icon to be displayed
on the desktop based on
the media channel with
which the task was
associated.

user_DR_MediaChannelName

1 If there are lengthy FQDNs, the Digital Routing service compresses the FQDN such that it is below
100 characters, and thereby allow ECC variable some space out of the 2000 bytes limit per call / task
to be saved by not having to send the long name. In such cases, the variable can be defined as 100
characters long in CCE. The Digital Routing service automatically fills in the first character to indicate
whether the following data is compressed or uncompressed. A prefix of 1 denotes compressed data,
while a prefix of 0 denotes uncompressed data.

Manage digital channels

To access this feature, ensure that you add Cloud Connect to the inventory in the Unified CCE Administration
portal and register it. Youmust also provision the digital channels feature for your organization. For instructions,
see Provision Webex Connect digital services for your organization.

Note
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As an administrator, perform the following configurations in the Unified CCEAdministration portal to manage
digital channel capabilities for your customers to reach business:

• Set up media channels such as email, social, voice callback. See Set up Media Channels, on page 98.

• Synchronize agents in AW database to Webex Engage database. See Configure User Sync, on page 102.

• Define Expanded Call Context (ECC) variables to assist agents with relevant information. See Define
ECC variables.

• Integrate Cloud Connect withWebex Connect using the Open Authorization v2.0 (OAuth v2.0) standard.
See Integrate Cloud Connect with Webex Connect.

• Customize the connection parameters between Cloud Connect and MR PG. See Manage connection
between Cloud Connect and MR PG, on page 106.

Set up Media Channels
Contact Center Enterprise (CCE) supports digital channels, such as Live Chat, Email, SMS, WhatsApp,
Facebook Messenger, and Apple Messages for Business with enhanced capabilities. These media channels
are mapped to media type and Media Routing Domains (MRDs) for providing granular channel-specific
reporting and agent state control. Based on this configuration, Cloud Connect associates the received task
request to the appropriate MRD.

MRDs are used to map agents' skill group with the media channels, based on which the agents are assigned
a task. You can map multiple media channels to the same MRD. For example, you can map SMS and Chat
channels to the same MRD. For more information on MRDs, see the Media Routing Domains section in the
Configuration Guide for Cisco Unified ICM Enterprise.

Media type is a broad category of media channels and it is different from the media class or MRD in CCE.

Webex Connect offers support for the pre-provisioned system defined media channels. You can add a custom
media channel if one of the many media channels that Webex Connect supports in the future has to be allowed
in the CCE system. If not, you can skip adding a Media Channel.

System-defined media channels cannot be deleted.Note

The Digital Routing service has internal sub-limits and different maximum queue time parameters that it
applies for tasks of a certain Media Type as defined by the Queue Settings. The media types areChat, Email,
Telephony (Voice Callback), and Social.

Queue Settings for media channels is used to configure the maximum queue limit and maximum queue time
for each media type, individually. For more information on configuring queue settings for media channels,
see Queue Settings.

To set up media channels:

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels > Digital Channel Settings >
Media Channel. The list of existing media channels is displayed in a grid. This is the default page.
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Step 2 Click New. On the New Media Channel page, do the following:
a) In the Name field, type the name of the media channel.
b) From the Media Type drop-down list, select the required media type.
c) In the Media Routing Domain field, search and select the MRD that you want to map to the media channel.

Step 3 Click Save. The channel is added to the list on the Digital Channel Settings page.

When you have created a media channel, you can modify only the Media Routing Domain field. If you want to modify
any other fields, you must delete the media channel and create afresh. To delete a media channel, hover over the media
channel and click the X icon.

Configure queue settings
The Digital Routing service maintains a queue for all the incoming tasks. The service accommodates up to a
maximum of 100,000 tasks in the queue at any given point in time. Out of these 100,000 tasks, you can
configure the maximum number of tasks that can be queued for each media type in the Digital Routing service.
The following are the default values in percentage for each media channel:

DescriptionQueue setting in %Media type

50,000 tasks can be queued for
Email.

50%Email

40,000 tasks can be queued for
SMS.

40%Social

5,000 tasks can be queued for
Voice callbacks.

5%Voice callback

5,000 tasks can be queued for live
chat.

5%Chat

You can also define the maximum duration for which a task remains in the queue for each media type.

The following are the scenarios in which the Digital Routing service rejects the tasks and sends them back to
Webex Connect:

• The number of tasks exceeds the maximum value that is configured for the media channel. For example,
consider that the Digital Routing service queue has 50,000 email tasks, which is the maximum queue
setting defined for the Email media channel. If Webex Connect further injects email tasks, the Digital
Routing service rejects the incoming tasks and sends them back to Webex Connect with an error code
of 20286 (MEDIA_TYPE_QUEUE_LIMIT_EXCEEDED). For example, a flow developer can decide
to provide appropriate messaging to the end customer and invoke other backend systems to denote queue
capacity issues.

• Task exceeds the maximum duration that is defined for the media channel. The Create Task node is
successful. There is a Closed webhook event triggered when the task gets autoclosed after exceeding the
maximum time in the queue, with a specific disposition code set to
CD_MAX_DIALOG_LIFETIME_EXCEEDED.

The flow debug logs show the error code returned by the Create Task node API call. For more information
about the Create Task node, see Create Task.
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The Digital Routing Service doesn't use the Maximum Queue Time from the MRD to decide if a task should
be dropped from the queue. Instead, it only considers the Queue Settings for the media type configured in the
Unified CCE Administration portal as described below. To avoid premature drops, make sure the Max Queue
Time configured in the MRD is more than the queue time configured in the Unified CCE Administration
portal.

Note

To configure the queue settings for the media channels:

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels> Digital Channel Settings >
Media Channel.

Step 2 Click Queue Settings.
Step 3 Enter the required values in percentage for each media channel.

Note
Make sure that the sum of the percentage values configured for all the media channels is 100.

Step 4 Define the duration in days, hours, and minutes for each media channel. This is the maximum duration for which a task
that belongs to the specific media channel remains in the queue after which it gets timed out.

Default DurationMedia Channel

3 daysEmail

3 daysSocial Media

2 hoursVoice callback

2 hoursChat

Step 5 Click Save.

Synchronize CCE agents to Webex Engage
For CCE agents to be able to take up the digital channel tasks that are initiated from Webex Connect, the
agent configuration details must be synchronized between the AW server and Webex Engage. The DataConn
service that is running on the Cloud Connect platform is responsible for synchronizing agent configurations.
The default periodic interval for synchronization is 30 minutes. Only the agent records created or updated
during the synchronization period will be synchronized with Webex Engage.

The Finesse Desktop SSO login depends on the agent information that is synchronized between AW server
and Webex Engage. The agent identity that is used to authenticate the login request, is possible only after this
synchronization is complete.
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Important considerations for agent synchronization
Consider the following when you synchronize agents between CCE andWebex Engage for the digital channel
integration:

• The synchronization of agents details is possible only on the publisher node of Cloud Connect. Also,
any update to the agent configuration takes effect only when the publisher node is up and running.

• Ensure that you create agents and update the agent configurations in CCE only. Do not create or update
agent configurations in Webex Engage.

• Ensure that you always have the agent details synchronized between CCE and Webex Engage for the
agents to be able to login to the Manage Digital Channels gadget.

• When you create a new agent in CCE, you must not associate the agent with an existing person record
that is already associated with another agent. If you do not select any person record in the Select Person
drop-down list in the ICM Configuration Manager > Tools > Explorer Tools > Agent Explorer tool,
a new person record is automatically created for the agent. Also, you must not associate one person record
with multiple agents.

• Do not change the agent's email address once the agent and person records are created, as the email is a
unique field. Duplicate agent records with the same email cannot exist; if they do, the Engage user sync
will fail unless one is deleted. For email updates or to remove and recreate an agent record, contact Cisco
Support.

• Once you delete an agent completely in CCE, that agent's status in Webex Engage may remain active
up to 24 hours. This is because deleted agents are synced once daily. The sync operates every 24 hours,
starting from the moment your Dataconn container was initially launched in the deployment. After this
task runs, the agents' status changes to inactive, but their records remain in Webex Engage.

Deleting an agent within Configuration Manager or CCE Administration Console without removing it
from the "Deleted Objects" list will not automatically update the user's status to Inactive in Webex
Engage.

Clearing the Support Digital Channel check box does not automatically mark the associated Webex
Engage user as Inactive.

Enable agents for digital channels
To enable agents for digital channel interaction:

Procedure

Step 1 In Unified Contact Center Enterprise Management, navigate toUsers > Agents.
Step 2 Select the agent for whom you want to enable digital channels, and then go to the Enable Digital Channels tab.
Step 3 Check the Support Digital Channel check box to enable the agent for digital channel interaction
Step 4 Click Save.

Configure SQL user account for digital channels
To configure SQL user account for digital channels:
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Procedure

Step 1 Launch Microsoft SQL Server Management Studio using System Administrator login credentials on the Administration
and Data Server.

Step 2 Navigate to Security > Logins, right-click Logins and select New Logins.
Step 3 On the General screen:

a) Enter the Login Name.
b) Select SQL Server authentication.
c) Enter and confirm the password.
d) Uncheck Enforce password policy.

Step 4 In the Server Roles page, check the Public check box.
Step 5 On the User Mapping page, do the following:

a) Check the Real-time database check box.
b) In the Database role membership for area, check the db_datareader check box.

Step 6 Click OK.

What to do next

Ensure that you configure SQL User Account on both the primary and secondary AW databases.

Configure User Sync
To synchronize the CCE agents who are configured for digital channel interactions with Webex Connect:

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels> Digital Channel Settings >
User Sync.

Note
The DataConn service is active only on the publisher node of Cloud Connect. Ensure that the publisher node is accessible
for you to view the User Sync page.

Step 2 In the Network Entry Point field, enter the hostname or FQDN of the load balancer or the reverse proxy server based
on your deployment. It is through this network entry point that the Webex Engage sends the response request to the
DataConn service for agent synchronization.

For more information about network entry point, see the Synchronize CCE agents to Webex Engage section in the
Solution Design Guide for Cisco Packaged Contact Center Enterprise.

Step 3 In the AW Database Details area, complete the following fields to configure the DataConn service for the Primary
and the Secondary Server:
a) In the AW Datasource Host field, enter the IP address or the host name of the AW server that has the agent

configurations.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
102

Digital Channels Integration Using Webex Connect
Configure User Sync

https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/products-technical-reference-list.html


b) In the Port field, enter the SQL port number of the AW database server.
c) In the Database Name field, enter the name of the AW database server.
d) In the Database User ID and Password fields, enter the user ID and password of the SQL user account that you

created for digital channels. For more information see the Configure SQL user account for digital channels section
in the Cisco Packaged Contact Center Enterprise Features Guide.

Step 4 Click Test Connection to make sure that the DataConn service can read the data from the AW Primary server.
Step 5 Switch on the Enable Failover toggle button to enable the failover to the Secondary AW server.
Step 6 To synchronize agents, choose one of the following options:

a. Enable the Enable Sync toggle button to automatically synchronize agents in an interval of 30 minutes.

b. Click Sync Now to manually synchronize the agents. This option is available only when the Current Sync Status
field appears as Scheduled.

Note
If you recreate your AWDatabase to fix any errors, ensure that you disable User Sync before starting with the recreation
process. Enable the User Sync only after the AW Database is created and synchronized with the central controller
database.

Step 7 In the Last sync field, view the date, time and status of the previous synchronization.
Step 8 In the Agents Sync Details field, view the number of agents that are synchronized successfully. The number of agents

appears as a clickable link. Click the link to view the list of agent records that have failed to synchronize and the list
of agent records that are pending for synchronization. You can choose to refresh the agent records at any given point
in time.

Step 9 In the Current Sync Status field, you can view one of the following statuses:

a. No sync is in progress or scheduled—This status appears when the Enable Sync toggle button is off.

b. Scheduled—This status appears when the Enable Sync toggle button is on.

c. In Progress—This status appears when the scheduled sync or manual sync is in progress.

d. Manual Sync Failed —This status appears when the manual sync has failed.

e. Unknown—When sync status is not available.

Step 10 Click Save.

Configure network entry point for agent synchronization using CLI

You must configure the network entry point for the DataConn service that is running on the Cloud Connect
platform. It is through this network entry point that the Webex Engage sends the return request in response
to the user configuration API request that the DataConn service sent to Webex Engage. For more information,
see the Synchronize CCE agents to Webex Engage section in the Solution Design Guide for Cisco Packaged
Contact Center Enterprise .

To configure the host for the network entry point, run the following command on the Cloud Connect console:

set cloudconnect dataconn settings

The following is the example of the CLI configuration:
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admin:set cloudconnect dataconn settings
Fetching existing configuration...
Enter the Config details to be saved:
Network Entry Point Host: proxyhost.domain.com
The config details updated successfully.

To display the host that is configured for the network entry point, run the following command on the Cloud
Connect console:

show cloudconnect dataconn settings

Field mapping between Webex Engage and CCE

Following table lists the payloads and attributes mapping between Webex Engage and the Contact Center
Enterprise (CCE):

RemarksCCE fieldsWebex Engage fields

User's first name will contain only alphanumerics.
All special characters from the given name will be
removed. If this field is empty, the first name will
be the username, which is obtained from the user's
email without domain name.

Person.FirstNamefirstName

User's last name will contain only alphanumerics.
All special characters from the family name will be
removed. If this field is empty, the last name will be
the first character of the username, which is obtained
from the user's email without domain name.

Person.LastNamelastName

Agent's login name. Single Sign-On (SSO)
authenticationmatches the Person.LoginName from
AWdatabase against the UPN or SamAccountName
data from Cisco IdP and is used as the user_id in the
SSO token. The Person.LoginName information is
uploaded as aliasID in Webex Engage database for
the purposes of token verification.

Person.LoginNamealiasId

Person.EmailemailId

Webex Engage uses this mapping to route the agent
to the correct interaction.

Agent.SkillTargetIDloginId

The Concurrency value is optional and is set to “99”
by default on Webex Engage.

Not mappedconcurrency

This is the fixed user role that is assigned to an agent.Fixed to customer_careroleType

If a deleted flag is set in the CCE, the value is
inactive.

Agent.Deletedstatus

By default, every user on Webex Engage is created
with the "loginUsingEmail" value as false.

falseloginUsingEmail

This is the fixed role that is assigned to team_agent.team_agentrole
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Define ECC variables
The Expanded Call Context (ECC) variables are data that are embedded within the call and are visible to the
agent on the Agent Desktop. ECC variables are passed back and forth in ECC payloads. ECC variables assist
the agent with relevant information without the customer having to repeat the same information.

To define the ECC variables:

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels > Digital Channel Settings >
ECC Variable.

Step 2 On the ECC Variable page, click the plus icon (+). The Add ECC Variable page appears with existing variables Name
and Enabled details. It excludes the built-in variables.

Step 3 Select the required variable. The ECC Variable page displays the newly added ECC variable.
Step 4 Click Save.

Integrate Cloud Connect with Webex Connect
You can integrate Cloud Connect with Webex Connect using the Open Authorization v2.0 (OAuth v2.0)
standard. You must configure Webex Connect client ID and client secret in the Digital Routing service for
the service to gain access to Webex Connect using the access token. This set of client credentials uniquely
identifies the Cloud Connect and its permissions to access Webex Connect.

The Cloud Connect Management service is active only on the publisher node of Cloud Connect.Note

To configure client credentials for OAuth v2.0 access token:

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels > Digital Channel Settings >
Integration.

Step 2 On the OAuth2 Authentication Details page, perform the following steps.
a) In the Name field, enter a name for the Cloud Connect integration. This field is editable.
b) In the Description field, enter a description of what the client application does.
c) In the Client Id and Client Secret fields, enter the client id and secret key that you can retrieve from the Webex

Connect portal (navigate to Assets > Integrations > CCE pre-built integrations > Actions > Manage).
d) In the field, enter the password that is provided to you at the time of registration. This is the secret key that was used

for generating the token.
e) Enter the access token URL that corresponds to the location of your Webex Connect tenant in the Token Request

URL field.
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For the list of access token URLs for various geographic regions, see the Event Authorization topic in the Webex
Connect Platform documentation.

To find in which region your Webex Connect tenant is hosted, see the Tenant Domain column in the Know Your
API Endpoints section in the Webex Connect Platform documentation.

f) From the Method drop-down list, select the POST method for Webex Connect integration.
g) From the Content Type drop-down list, select a media content type. This determines the response format. The

available options are application/json, application/xml, and application/x-www-form-urlencoded. For Webex
Connect integration, select application/x-www-form-urlencoded.

h) In the Access Token JSON path, enter the path in the JSON response to fetch the value of the access token. For the
Webex Connect integration, enter access_token.

i) (Optional) In the Header List section, click + icon to add a header name and value and click Add. The header name
and value are used to pass any additional information thatWebex Connect may require for Cloud Connect integration.

Step 3 Click Save to save the OAuth2 authentication details.
Step 4 Go to the Webhook tab to register the Webhook URL in the Digital Routing service. To fetch the Webhook URL:

a) In the Webex Connect portal, navigate to Assets > Integrations.
b) In the CCE pre-built integrations row, from theActions column, selectManage. TheManage Integration - Prebuilt

Integration page appears.
c) In the Inbound Events section, copy the Webhook URL.

Step 5 Paste the URL in the Webhook URL field in the Unified CCE Administration portal (Overview > Digital Channels >
Digital Channel Settings > Integration > Webhook).

Manage connection between Cloud Connect and MR PG
To customize the connection parameters between Cloud Connect and Media Routing Peripheral Gateway
(MR PG):

Procedure

Step 1 In the Unified CCE Administration portal, navigate to Overview > Digital Channels > Digital Channel Settings >
Advanced Settings.

Step 2 The Port is a display-only field and the default value is 38001. It is through this port that Cloud Connect and MR PG
communicates with each other.

Step 3 The Secured toggle switch is turned on by default. It is to establish a secured connection between Cloud Connect and
MR PG. You can turn-off this toggle switch to disable the secure connection.

Step 4 Click Save.

Disposition codes for digital channel interaction
The Webhook notification that the Digital Routing service invokes for a closed task contains a disposition
code that denotes the reason for the task closure. Using the disposition code in the Close Task, a flow designer
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can perform different actions as needed in the Webex Connect flow. For example, if a task fails after it has
been queued, an error message can be displayed to customers with the option to contact the business through
other support channels or schedule a callback, as opposed to a message indicating that the task has been closed
due to a system error.

The following are the list of disposition codes that are available for digital channel interaction:

Table 13: Disposition Codes

DescriptionDisposition code valueTask
Disposition

The task ended
normally.

CD_NORMAL_END_TASKNormal
End

This indicates the
disposition when an
agent initiates a task
transfer using the
Finesse desktop. The
transfer operation
triggers a Webhook
notification to Webex
Connect which would
trigger another NEW
task with the same
TaskID using the
Transferred workflow.

CD_TASK_TRANSFERTransfer

This occurs when
Finesse server detects
an Agent logout, or
when the Agent closes
the desktop while still
having digital channel
tasks that aren’t
completed or Closed
yet. The Finesse server
initiates a transfer of
the task to the same
script selector that
routed the original
task to the Agent.

CD_TASK_TRANSFERRED_ON_AGENT_LOGOUTTransfer

This indicates that the
task timed out while
waiting to be accepted
by an Agent. Finesse
invokes the
TaskAction API with
the Operation Code
"Routed-Transfer" to
redirect the task to
another agent.

CD_RING_NO_ANSWERTransfer
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DescriptionDisposition code valueTask
Disposition

The Digital Routing
service sends a
TRANSFERRED
Webhook notification
and waits for a
maximum of 15
seconds for Webex
Connect to complete
its side of the
processing, and for a
create task request to
be resubmitted from
Webex Connect with
the same TaskID. If
Webex Connect fails
to reinject the task into
the Digital Routing
service, then the
Digital Routing
service marks the task
as Closed with this
disposition code.

CD_TASK_TRANSFER_TIMEOUTTransfer

The task ended
because it exceeded
the maximum task
duration defined for
the Media Routing
Domain (MRD).

CD_MAX_DIALOG_LIFETIME_EXCEEDEDTask
Lifetime
Exceeded

The disposition code
is sent from Webex
Connect when the task
was abandoned by the
customer before an
agent was assigned to
the task.

CD_TASK_CUSTOMER_ABANDONCustomer
Abandoned

The customer
cancelled the task
before the agent began
working on the task.
In this task
disposition, the agent
has viewed the offered
task, but the dialog
was deleted before the
agent accepted the
task.

CD_TASK_ABANDONED_WHILE_OFFEREDCustomer
Abandoned
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DescriptionDisposition code valueTask
Disposition

The reason for the task
termination is
unknown.

UNKNOWNOther

The task gets closed
by Finesse when the
media can’t be loaded
in the Webex Engage
widget. This depends
on a mandatory ECC
variable that is used by
CCE to relay the
Webex Engage
ConversationID to
Finesse desktop. This
is to ensure that the
media can be loaded
in the widget, once the
Agent selects the task.

CD_TASK_INVALID_MEDIA_RESOURCE_IDOther

This indicates that the
task was in progress
when the connection
between the CTI
server and Finesse
went down, and the
task ended before the
connection was
reinitialized.When the
connection was
reinitialized, the Agent
PG ended the task.

CD_TASK_ENDED_DURING_APP_INITOther

This indicates that the
task could not be sent
to the MR PG owing
to an error. The task is
automatically marked
as Closed with this
disposition code.

CD_TASK_FAILED_SENDING_MR_REQUESTFailed
Task
Submission

Internal error in the
Digital Routing
service while
processing a new task
request. Such tasks get
automatically closed
with this disposition
code.

CD_FAILED_CREATING_NEW_TASK_EXECUTORFailed
Task
Submission
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DescriptionDisposition code valueTask
Disposition

The task failed as the
new task message was
invalid.

CD_FAILED_INVALID_NEW_TASK_MESSAGEFailure

The task failed as the
ICM media routing
was disabled.

CD_FAILED_MEDIA_ROUTING_DISABLEDFailure

The task failed as
there was no script to
run.

CD_FAILED_NO_SCRIPTFailure

The task failed as a
result of invalidMedia
Routing Domain ID.

CD_FAILED_INVALID_MRD_IDFailure

The task failed as a
result of ICM timeout.

CD_FAILED_ICM_TIMEOUTFailure

The task failed as a
result of invalid dialed
number or script
selector.

CD_FAILED_INVALID_SCRIPT_SELECTORFailure

The task failed
because there was no
agent available to be
assigned for the task.

CD_FAILED_NO_TARGETFailure

This disposition code
is as a result of a
Release Node being
used in the CCE
routing script to
terminate the task
purposely.

CD_FAILED_ROUTER_RELEASED_TASKFailure

The task failed as a
result of unknown
routing problem.

CD_FAILED_UNKNOWN_ROUTING_PROBLEMFailure

The task failed as it
was a duplicate new
task request.

CD_FAILED_DUPLICATE_NEW_TASK_REQUESTFailure

The task failed as the
service requested was
unsupported.

CD_FAILED_UNSUPPORTED_SERVICE_REQUESTEDFailure
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DescriptionDisposition code valueTask
Disposition

The task failed as
agent not a member of
the specified skill
group of the precision
queue.

CD_FAILED_AGENT_NOT_MEMBER_OF_QUEUEFailure

The task failed as the
specified Queue Type
or ID. was invalid.

CD_FAILED_INVALID_QUEUE_TYPE_OR_IDFailure

The task failed as the
dialog ID was invalid.

CD_FAILED_INVALID_DIALOG_IDFailure

The task failed as a
result of invalid agent
ID.

CD_FAILED_INVALID_AGENT_IDFailure

The task failed as the
agent exceeded the
task limit.

CD_FAILED_AGENT_OVER_TASK_LIMITFailure

The task failed as it
was unsupported by
the agent peripheral
gateway for the
service request.

CD_FAILED_UNSUPPORTED_AGENT_PERIPHERAL_GATEWAYFailure

The task failed as the
agent state was
invalid.

CD_FAILED_INVALID_AGENT_STATEFailure

The task failed as a
result of invalid queue
for Media Routing
Domain.

CD_FAILED_INVALID_QUEUE_FOR_MRDFailure

The task failed as no
pick pull node
available.

CD_FAILED_NO_PICK_PULL_NODEFailure

The task failed as a
result of agent not
ready.

CD_FAILED_AGENT_NOT_READYFailure

The session failed for
unknown reason.

CD_FAILED_UNKNOWNFailure

The session failed as
it was abandoned.

CD_FAILED_SESSION_ABANDONFailure

The communication
failed as a result of
router and PG failure.

CD_FAILED_COMM_FAILURE_ROUTER_AND_PGFailure
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Agent Request or Web Callback using Webex Connect
The Agent Request or Web Callback feature allows a customer to initiate a request on the web that results in
a call from an agent. Use the Webex Connect platform to allow your customers to place a Web Callback
request to the contact center. The customer needs to fill out a form with the preferred phone number to receive
a callback as soon as an agent is available. Use this feature to switch between media channels when the wait
time is more on a channel. For example, if the Live Chat media channel is experiencing an extended wait
time, you can offer your customers an option to receive a voice callback from the contact center instead of
the customer waiting in the Live Chat channel. The Webex Connect platform provides you the ability to route
the web callback requests towards Contact Center Enterprise along with call variables and ECC variables that
can carry customer-specific task context.

When CCE receives an agent request or a web callback request, it performs the following tasks:

• Processes the callback request.

• Routes the callback request to an agent and places a call from the agent's phone to the customer.

• Notifies the Webex Connect platform through a Closed Webhook notification that the agent has been
selected.

The callback request is automatically closed from the Digital Routing service.

Agent Request Scenarios

1. From the web, the customer requests to speak to an agent.

2. The customer receives feedback that the request is accepted.

3. The customer receives feedback that the call is queued and the estimated wait time.

4. The customer receives feedback that a call is on its way.

5. The agent's phone places an outbound call.

6. The agent is presented with call context.

ThenIf

The customer receives and answers the call, and speaks to the
agent.

The customer is available

The agent receives a busy tone.The customer is busy when the callback
occurs

The agent hears ringing.The customer does not answer when the
callback occurs

There is no impact on the agent.The customer cancels the callback before
an agent is selected
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Configure Web Callback
To configure a Web Callback request:

Table 14: Web Callback Configurations

ReferenceConfiguration detailsWhereConfigureStep
#

See the Add and
Maintain Call Types
section in the Cisco
Packaged Contact
Center Enterprise
Administration and
Configuration
Guide.

Create a Call Type for the Web
Callback request.

In the Unified CCE
Administration portal,
navigate to Overview >
Call Settings > Route
Settings > Call Type.

Call Type1

See the Add and
Maintain Dialed
Numbers section in
the Cisco Packaged
Contact Center
Enterprise
Administration and
Configuration
Guide.

1. From the Routing Type
drop-down list, selectDigital
Routing.

2. From the Media Routing
Domain drop-down list,
select Cisco_Voice.

3. From the Call Type
drop-down list, select the Call
Type that you created in step
1.

In the Unified CCE
Administration portal,
navigate to Overview >
Call Settings > Route
Settings > Dialed
Number.

DialedNumber2

See the Add and
Maintain Expanded
Call Variables
section in the Cisco
Packaged Contact
Center Enterprise
Administration and
Configuration
Guide.

Either use an existing ECC
variable or create a new ECC
variable for the callback request.

Note
Arrays are not supported with
the Web Callback feature. The
CCE solutions support the Latin
1 character set only for
Expanded Call Context variables
and Call variables.

In the Unified CCE
Administration portal,
navigate to Overview >
Call Settings > Route
Settings >Expanded Call
Variables.

Expanded Call
Variable

3
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ReferenceConfiguration detailsWhereConfigureStep
#

See the Add and
Maintain Network
VRU Scripts section
in the Cisco
Packaged Contact
Center Enterprise
Administration and
Configuration
Guide.

This network VRU script does
not refer to a script that you
create on a peripheral. This script
satisfies a configuration
requirement and provides a
messaging vehicle to get the
value of the estimated wait time
to the Webex Connect platform
using the MR PIM to fulfill the
API call.

Use the Manage Network VRU
Scripts gadget to create the new
network VRU script. Choose a
name (for example,
VoiceCallback) and enter that
name in both Name fields.

No configuration parameters are
required for the Network VRU
Script. Optionally, enter a
description. In the remaining
fields, leave the default values.
You reference this configuration
object when you configure the
Run External Script node in the
routing script.

In the Unified CCE
Administration portal,
navigate to Overview >
Call Settings > IVR
Settings > Network VRU
Scripts.

Network VRU
script

4
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ReferenceConfiguration detailsWhereConfigureStep
#

See the following
sections:

• For
instructions,
see the Create
Routing Script
and Schedule
Routing Script
sections in the
Cisco
Packaged
Contact Center
Enterprise
Administration
and
Configuration
Guide.

• For a script
example, see
the Example
Digital
Channel
Interactions
Using Webex
Connect in the
Scripting and
Media Routing
Guide for
Cisco Unified
ICM/Contact
Center
Enterprise.

Create a routing script and
schedule it for the Call Type that
you created in step 1.

Script EditorRouting script5

For more
information, see
Create Task.

In the Media Type and Media
Channel fields, select Web
Callback.

Webex Connect > CCE
Create Task

A
representative
flow using
CCE Create
Task node

6

In the Unified CCE Administration portal, navigate to Overview > Digital Channels > Digital Channel
Settings > Media Channel. You will see that the "Voice" media channel that has the Media Type field set
as Telephony is associated with the "Cisco_Voice" MRD. For more information, see Set up Media Channels,
on page 98.

In the Queue Settings page, ensure that you have the right number of Web Callback requests (which by
default is 5000 tasks) that you want to retain in the Digital Routing queue. For more information, see Configure
queue settings, on page 99.
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Agent Targeting Rule for Web Callback

In addition to the above configurations, ensure that the Agent Targeting rule for the Agent Peripheral also
applies to the MR PG routing client, which is required for the Digital Routing service, without which voice
calls cannot be routed.

Reporting

Webex Connect reporting
You can view reports related to digital channel information from within the Webex Connect tenant. For more
information, see Reports.

View and download the following reports from Webex Connect:

• Count of inbound messages at a channel level

• Count of outbound messages to customers at a channel level

• Flow of tasks counts

• Other standard dashboard reports

Digital Routing reporting
The Cisco Unified Intelligence Center reports include data for voice calls and Digital Routing tasks.

For more information about multichannel reporting data, see the Cisco Packaged Contact Center Enterprise
Reporting User Guide.

The Digital Routing media channels are mapped to MRDs and the Unified Intelligence Center reports can be
filtered based on these mapped MRDs. Use the following All Fields and Live Data report templates to view
the summary reports for each digital channel:

• Agent Real Time

• Agent Skill Group Real Time

• Peripheral Skill Group Real Time All Fields

• Precision Queue Real Time All Fields

• Agent Precision Queue Historical All Fields

• Agent Skill Group Historical All Fields

• Peripheral Skill Group Historical All Fields

• Precision Queue Abandon Answer Distribution Historical

• Precision Queue Interval All Fields

• Skill Group Abandon-Answer Distribution Historical

• Precision Queue - Live Data
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• Skill Group - Live Data

Digital Routing task-level reporting

The task-level reporting is not available in Cloud Connect. Tasks in the Digital Routing service remain in the
service memory only for 15 minutes after the tasks are closed. There is no persistence of closed tasks in the
Digital Routing service. This 15-minute interval is a system setting and you cannot modify it.

The individual tasks that are escalated to CCE can be queried using the Route_Call_Detail (RCD) and
Termination_Call_Detail (TCD). For more information see the All Tables chapter in the Database Schema
Handbook for Cisco Unified ICM/Contact Center Enterprise.
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C H A P T E R 9
Courtesy Callback

• Introduction, on page 119
• Callback Criteria , on page 120
• Sample Scripts and Audio Files for Courtesy Callback, on page 120
• Typical Use Scenario, on page 120
• Initial Setup, on page 121
• CCE Script for Courtesy Callback, on page 130
• Element Specifications, on page 135

Introduction
Courtesy Callback reduces the time callers have to physically wait on hold or in a queue. The feature enables
your system to offer callers (who meet your criteria) the option to receive a courtesy callback by the system
instead of waiting on the phone for an agent. The caller who has been queued by Unified CVP can hang up
and subsequently be called back when an agent is close to becoming available (preemptive callback).

Preemptive callback does not change the time a customer must wait to be connected to an agent, but rather
enables the caller to hang up and not be required to remain in queue listening to music. Callers who have
remained in queue or have undergone the callback treatment appears the same to agents answering the call.

If the caller decides to be called back by the system, they leave their name and phone number. Their request
remains in the system and when the system determines that an agent will be available soon (or is available),
then the system places a call back to the caller. The caller answers the call and confirms that they are the
original caller and the system connects the caller to the agent after a brief wait.

In the event that the caller cannot be reached after a configurable max number and frequency of retries, the
callback is aborted and the database status is updated appropriately. You can run reports to determine if any
manual callbacks are necessary based on your business rules.

Note that you cannot schedule a callback for a specific time.

There are a number of prerequisites and design considerations for using this feature. See the Cisco Unified
Customer Voice Portal Release Solution Reference Network Design (SRND) guide.

Note
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The Cisco Unified Customer Voice Portal Release Solution Reference Network Design (SRND) guide also
describes how the system determines customer wait time and when to call the customer for the callback.

Note

Callback Criteria
In your callback script, you can establish criteria for offering a caller a courtesy callback. Examples of callback
criteria include:

• Number of minutes a customer is expected to be waiting in queue that exceeds a maximum number of
minutes (based on your average call handling time per customer)

The included example scripts use this method for determining callback eligibility.Note

• Assigned status of a customer (gold customers may be offered the opportunity to be called back instead
of remaining on the line)

• The service a customer has requested (sales calls, or system upgrades, for example, may be established
as callback criteria)

Sample Scripts and Audio Files for Courtesy Callback
The courtesy callback feature is implemented using Unified CCE scripts. The installation provides a set of
modifiable example CCE scripts, call studio scripts, and audio files to get you started. You can use these
scripts in your implementation after making a few required changes.

For more information, see CCE Script for Courtesy Callback, on page 130.

Typical Use Scenario
If the caller decides to be called back by the system, they leave their name and phone number. Their request
remains in the system and the EWT fires when the system places a callback to the caller. The caller answers
the call and confirms that they are the original caller, and the system connects the caller to the agent after a
short wait.

Courtesy Callback is supported for IP originated calls as well.Note

A typical use of the Courtesy Callback feature follows this pattern:

1. The caller arrives at Unified CVP and the call is treated in the normal IVR environment.

2. The Call Studio and Packaged CCE Courtesy Callback scripts determine if the caller is eligible for a
callback based on the rules of your organization (such as in the prior list of conditions).

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
120

Courtesy Callback
Callback Criteria



3. If a courtesy callback can be offered, the system tells the caller the approximate wait time and offers to
call the customer back when an agent is available.

4. If the caller chooses not to use the callback feature, queuing continues as normal.

Otherwise, the call continues as indicated in the remaining steps.

5. If the caller chooses to receive a callback, the system prompts the caller to record their name and to key
in their phone number.

6. The system writes a database record to log the callback information.

If the database is not accessible, then the caller is not offered a callback and they are placed in queue.Note

7. The caller is disconnected from the TDM side of the call. However, the IP side of the call in Unified
CVP and Packaged CCE is still active. This keeps the call in the same queue position. No queue music
is played, so Voice XML gateway resources used during this time are less than if the caller had actually
been in queue.

8. When an agent in the service/skill category the caller is waiting for is close to being available (as
determined by your callback scripts), then the system calls the person back. The recorded name is
announced when the callback is made to insure the correct person accepts the call.

9. The system asks the caller, through an IVR session, to confirm that they are the person who was waiting
for the call and that they are ready for the callback.

If the system cannot reach the callback number provided by the caller (for example, the line is busy,
RNA, network problems, etc.) or if the caller do not confirm they are the caller, then the call is not sent
to an agent. The agent is always guaranteed that someone is there waiting when they take the call. The
system assumes that the caller is already on the line by the time the agent gets the call.

This feature is called preemptive callback as the system assumes that the caller is already on the line
by the time the agent gets the call and that the caller has to wait minimal time in queue before speaking
to an agent.

10. The system presents the call context on the agent screen-pop, as normal.

In the event that the caller cannot be reached after a configurable maximum number and frequency of retries,
the callback is aborted and the database status is updated appropriately. You can run reports to determine if
any manual callbacks are necessary based on your business rules.

See the Configuration and Administration Guide for Cisco Unified Customer Voice Portal
http://www.cisco.com/en/US/products/sw/custcosw/ps1006/products_installation_and_configuration_guides_
list.html guide which provides a call flow description of the function of the scripts that provide the Courtesy
Callback feature.

Initial Setup
The Courtesy Callback feature must be configured on the following servers/gateways:

• Ingress Gateway (IOS configuration)
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• Virtualized Voice Browser (no special configuration is required if you use VVB instead of VXML
Gateway)

• Reporting Server (through the Packaged CCE Administration Tool)

• Media Server (upload of Courtesy Callback media files)

• Unified CVP VXML Server (upload of Call Studio Scripts)

• Packaged CCE

Design Considerations
The following design considerations apply for Courtesy Callback feature:

• During Courtesy Callback, callback is made using the same Ingress Gateway through which the call
arrived.

In Courtesy Callback, outbound calls cannot be made using any other Egress
Gateway.

Note

• Calls that allow Callback must be queued using a Unified CVP VXML Server.

• The Unified CVP Reporting Server is a prerequisite for Courtesy Callback.

• Answering machine detection is not available for this feature. During the callback, the best that can be
done is to prompt the caller with a brief IVR session and acknowledge with DTMF that they are ready
to take the call.

• Calls that are transferred to agents using DTMF *8, TBCT, or hookflash cannot use the Courtesy Callback
feature.

• Callbacks are a best-effort function. After a limited number of attempts to reach a caller during a callback,
the callback is terminated and marked as failed.

• Customers must configure the allowed or blocked numbers that Callback is allowed to place calls through
the Unified CVP Operations Console.

• Media inactivity detection feature on the IOS Gateway can impact waiting callback calls. For more
information, see the Configuration Guide for Cisco Unified Customer Voice Portal (CVP).

• Courtesy Callback requires an accurate EWT calculation for its optimal behavior.

Consider the following recommendations to optimize the EWT, when using Precision Queues for Courtesy
Callback :

• Queue the calls to a single Precision Queue

• Do not include a Consider If expression when you configure a step.

• Do not include a wait time between steps or use only one step in the Precision Queue.
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Configure the Ingress Gateway
The ingress gateway where the call arrives is the gateway that processes the preemptive callback for the call,
if the caller elects to receive a callback.

A sip-profile configuration is needed on ISR for the courtesy callback feature, only when deploying an IOS-XE
version affected by CSCts00930. For more information on the defect, access the Bug Search Tool at
https://sso.cisco.com/autho/forms/CDClogin.html.

Note

For more information about sip-profile configuration, see Design Guide for Cisco Unified Customer Voice
Portal, at https://www.cisco.com/c/en/us/support/customer-collaboration/unified-customer-voice-portal/
products-implementation-design-guides-list.html.

Procedure

Step 1 Copy the survivability.tcl file from one of the following available sources:

• Directly from the CVP install iso.

• From the CVP server, Cisco\CVP\GWDownloads.

Step 2 Copy the survivability.tcl file to the flash memory of the Ingress gateway.
Step 3 Log in to the ingress gateway.
Step 4 If survivability is not already configured, configure it as described in the "Call Survivability" section of theConfiguration

Guide for Cisco Unified Customer Voice Portal at https://www.cisco.com/c/en/us/support/customer-collaboration/
unified-customer-voice-portal/products-installation-and-configuration-guides-list.html.

Step 5 To add services to the gateway, you must be in enabled-config application mode. Type these commands at the gateway
console:

GW81#en
GW81#config
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
GW81(config)#application
GW81(config-app)#

Step 6 Add the following to the survivability service:

param ccb id:<host name or ip of this gateway>;loc:<location name>;trunks:<number of callback trunks>

Where the definitions of the preceding fields are:

• id: A unique identifier for this gateway and is logged to the database to showwhich gateway processed the original
callback request.

• loc: An arbitrary location name specifying the location of this gateway.

• trunks: The number of DS0's reserved for callbacks on this gateway. Limit the number of T1/E1 trunks to enable
the system to limit the resources allowed for callbacks.

The following example shows a basic configuration:
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service cvp-survivability flash:survivability.tcl
param ccb id:10.86.132.177;loc:doclab;trunks:1
!

If you are updating the survivability service, or if this is the first time you created the survivability service, remember
to load the application using the command:

call application voice load cvp-survivability

Step 7 Create the incoming dial peer, or verify that the survivability service is being used on your incoming dial peer. For
example:

dial-peer voice 978555 pots
service cvp-survivability
incoming called-number 9785551234
direct-inward-dial
!

Note: We support both POTS and VoIP dial peers that point to a service provider.

Step 8 Create outgoing dial peers for the callbacks. These dial peers place the actual callback out to the PSTN. For example:

dial-peer voice 978554 pots
destination-pattern 978554....
no digit-strip
port 0/0/1:23
!

Step 9 Use the following configuration to ensure that SIP is set up to forward SIP INFO messaging:

voice service voip
signaling forward unconditional

Step 10 Save your changes.

Configure the Reporting Server

Before you begin

A Reporting Server is required for the Courtesy Callback feature. The Reporting Server must be installed
prior to completing the following task. For instructions, see the Cisco Packaged Contact Center Enterprise
Installation and Upgrade Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-installation-guides-list.html.

Procedure

Step 1 Log in to Packaged CCE Administration Tool.
Step 2 In Unified CCE Administration, choose Overview > Features > Courtesy Callback.
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Step 3 From the Site drop-down list, choose a site for which you want configure the Courtesy Callback feature.

By default, it is 'Main'.

Step 4 From the CVP Reporting Server drop-down list, choose a Reporting Server to use for storing Courtesy Callback data.

Note
The list includes all the Reporting Servers configured for the site.

If you leave the selection blank, no Reporting Server is associated with the Courtesy Callback deployment.

Step 5 In the Dialed Number Configuration section, complete the following:

DescriptionRequired?Fields

By default, the Unlimited option is selected, which is equivalent to
an unlimited number of callbacks offered per calling number. The
maximum value is 1000.

To limit the number of calls, from the same calling number that are
eligible to receive a callback:

a. Select the Limited option.

b. Enter a postive number in the text field to allowCourtesy Callback
to validate and allow the specified number of callbacks per calling
number.

YesMaximum Callbacks per
Dialed Number

Check the Allow unmatched Dialed Numbers check box to allow
callbacks to the dialed numbers that are not available in the Allowed
Dialed Number Patterns list.

Note
If no dialed numbers are present in the Allowed Dialed Number
Patterns list, then Courtesy Callback does not allow any callbacks.

YesAllow unmatched Dialed
Numbers

The list of allowed dialed numbers to which callbacks can be sent.

By default, the list includes preconfigured allowed dialed number
patterns.

To add a dialed number pattern:

a. Click the '+' icon and enter a dialed number pattern.

b. Click Add.

To remove a dialed number pattern, click the 'x' icon associated with
the number in the list.

NoAllowed Dialed Number
Patterns
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DescriptionRequired?Fields

The list of denied dialed numbers to which callbacks are never sent.

By default, the list includes preconfigured denied dialed number
patterns.

To add a dialed number pattern:

a. Click the '+' icon and enter a dialed number pattern.

b. Click Add.

To remove a dialed number pattern, click the 'x' icon associated with
the number in the list.

Denied numbers takes precedence over allowed numbers.

• Wildcarded DN patterns can contain "." and "X" in any position
to match a single wildcard character

• Any of the wildcard characters in the set ">*!T" will match
multiple characters but can only be used trailing values because
they will always match all remaining characters in the string

• The highest precedence of pattern matching is an exact match,
followed by the most specific wildcard match.

• When the number of characters are matched equally by
wildcarded patterns in both the Allowed Dialed Numbers and
Denied Dialed Numbers lists, precedence is given to the one in
the Denied Dialed Numbers list.

NoDenied Dialed Number
Patterns

Step 6 Click Save.

Configure the Media Server for Courtesy Callback
Several Courtesy-Callback-specific media files are included with the sample scripts for Courtesy Callback.

If you selected theMedia File installation option, during the Unified CVP install, the audio files were unzipped
and copied to C:\inetpub\wwwroot\en-us\app on the installation server.

Note

CCBAudioFiles.zip also contains media files for Say It Smart. During installation, these files are copied to
C:\inetpub\wwwroot\en-us\sys. Copy these files to your media server, if you do not have them
there already.

Note
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The sample scripts are set up to use the default location of http://<server>:<port>/en-us/app
for the audio files. Later in this configuration process you will change the <server> and <port> parameters in
the default location of the audio files in the example scripts to be your media server IP address and port
number.

Note

Configure Call Studio Scripts for Courtesy Callback
The Courtesy Callback feature is controlled by a combination of Call Studio scripts and ICM scripts. Refer
to the Solution Design Guide for Cisco Unified Contact Center Enterprise (formerly the Cisco Unified
Customer Voice Portal Solution Reference Network Design) at https://www.cisco.com/c/en/us/support/
customer-collaboration/unified-customer-voice-portal/products-implementation-design-guides-list.html for
a discussion of the script logic.

To configure the Call Studio scripts, perform the following procedure:

This example follows the BillingQueue example application.Note

Procedure

Step 1 Extract the example Call Studio Courtesy Callback scripts contained in CourtesyCallbackStudioScripts.zip to a folder
of your choice on the computer running Call Studio.

You can access the .zip file from the following two locations:

• From the Unified CVP install media in \CVP\Downloads and Samples\Studio
Samples\CourtesyCallbackStudioScripts

• From DevNet (Customer Voice Portal (CVP) > Downloads > Courtesy Callback Sample Scripts) at
https://developer.cisco.com/site/customer-voice-portal/downloads/courtesy-callback-scripts/

Step 2 Each folder contains a Call Studio project having the same name as the folder.

The five individual projects comprise the Courtesy Callback feature.

Do not modify the following scripts:

• CallbackEngine: Keeps the VoIP leg of the call alive when the caller elects to receive the callback (and hangs up)
and when the caller actually receives the callback. Do not modify this script.

• CallbackQueue: Handles the keepalive mechanism for the call when callers are in queue and listening to the music
played by BillingQueue.

Modify the following scripts to suit your business needs:

• BillingQueue: Determines the queue music played to callers.

• CallbackEntry: Modify the initial IVR treatment a caller receives when entering the system and is presented with
an opportunity for a callback.
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• CallbackWait: Modify the IVR treatment a caller receives when they respond to the callback.

Note
Do not change the CCB application names.

Step 3 Start Call Studio by selecting Start > Programs > Cisco > Cisco Unified Call Studio.
Step 4 In Call Studio, select File > Import.
Step 5 In the Import dialog box, expand the Call Studio folder and select Existing Call Studio Project Into Workspace .
Step 6 Click Next.
Step 7 In the Import Call Studio Project From File System dialog, browse to the location where you extracted the call studio

projects. For each of the folders that were unzipped, select the folder (for example BillingQueue) and click Finish.

The project is imported into Call Studio. Repeat this action for each of the five folders.

When you are finished importing the five folders, you should see five projects in the Navigator window in the upper
left.

Step 8 Update the Default Audio Path URI field in Call Studio to contain the IP address and port value for your media server.

For each of the Call Studio projects previously unzipped, complete the following steps:

a) Select the project in the Navigator window of Call Studio.
b) Click Project > Properties > Call Studio > Audio Settings.
c) On the Audio Settings window, modify the Default Audio Path URI field by supplying your server IP address and

port number for the <Server> and <Port> placeholders.
d) Click Apply, and then click OK.

Step 9 Billing Queue Project: If desired, change the music played to the caller while on hold.

You can also create multiple instances of this project if you want to have different hold music for different clients, for
example, BillingQueue with music for people waiting for billing, and SalesQueue with music for people waiting for
sales. You also need to point to the proper version (BillingQueue or SalesQueue) in the ICM script. In the ICM script,
the parameter queueapp=BillingQueue would also have a counterpart, queueapp=SalesQueue.

The CallbackEntry Project (in the following step) contains a node called SetQueueDefaults. This node contains the
value Keepalive Interval which must be greater than the length of the queue music you use. Refer to the Keepalive
Interval in the next step for details.

Step 10 If desired, in the CallbackEntry project, modify the caller interaction settings in the SetQueueDefaults node.

This step defines values for the default queue. You can insert multiple SetQueueDefaults elements here for each queue
name, if it is necessary to customize configuration values for a particular queue. If you do not have a SetQueueDefaults
element for a given queue, the configuration values in the default queue are used.

Note
You can define a Callback_Set_Queue_Defaults node withQueue Name parameter set to default. Configuration defined
in this default node will be picked whenever a queue type is encountered for which there are no explicitly defined
values.

a) In the Call Studio Navigator panel, open the CallBackEntry project and double click app.callflow to display the
application elements in the script window.

b) Open the Start of Call page of the script using the tab at the bottom of the script display window.
c) Select the SetQueueDefaults node.
d) In the Element Configuration panel, select the Setting tab and modify the following default settings as desired:
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For the SetQueueDefaults element, the caller interaction values in the Start of Call and theWants Callback elements,
may be edited.

Step 11 Perform the following steps.

a. Set the path for the storage of recorded caller names.

b. Select app.callflow.

c. In the CallbackEntry project, on the Wants Callback page, highlight the Record Name node and click the Settings
tab in the Element Configuration window of Call Studio.

d. In the Path setting, change the path to the location where you want to store the recorded names of the callers.

By default, Call Studio saves the path string in your VXML Server audio folder. If you are using the default path, you
can create a new folder called recordings in the %CVP_HOME%\VXMLServer\Tomcat\webapps\CVP\audio\
folder on the VXML Server. If you are using IIS as your media server, create a new folder called recordings under
C:\Inetpub\wwwroot\en-us\app and set that as the path for recordings.

Step 12 Set the name of the Record name file.

From the CallbackEntry project on the Wants Callback page, highlight the Add Callback to DB node and select the
Settings tab in the Element Configuration window of Call Studio.

Change the Recorded name file setting to match the location of the recording folder you created.

This setting references the URL of the recordings folder, whereas the Path setting references the file system path.

The AddCallback element setting in the CallbackEntry project is configured to do automatic recorded file deletions. If
automatic recorded file deletion is not desired, then remove the value of the Recorded name path setting in the
AddCallback element. This removal action assumes that you will be doing the deletion or management of the recorded
file yourself.

Step 13 In the CallbackEntry project on the Callback_Set_Queue_Defaults node, be sure the keepalive value (in seconds) is
greater than the length of the queue music being played. The default is 120 seconds.

Step 14 Save the CallbackEntry project.
Step 15 CallbackWait Project: Modifying values in the CallbackWait application.

In this application, you can change the IVR interaction that the caller receives at the time of the actual callback. The
caller interaction elements in CallbackWait > AskIfCallerReady (page) may be modified. Save the project after you
modify it. The WaitLoop retry count can also be modified from the default of six retries in the Check Retry element.
This will allow a larger window of time to pass before the call is dropped from the application. It is used in a failure
scenario when the CallbackServlet on the reporting server cannot be reached. For instance, in a reboot or a service
restart, this allows more time for the reporting server to reload the entry from the database when it is initializing. If the
reporting server is not online within the retry window, then the entry will not be called back.

Step 16 Validate each of the five projects associated with the Courtesy Callback feature by right-clicking each Courtesy Callback
project in the Navigator window and selecting Validate.

Deploy the VXML Application to VXML Server
You can deploy a VXML application to the VXML Server using the File Transfer feature in Packaged CCE
Administration web application.
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Procedure

Step 1 After validating and saving your applications, in the navigator panel of Call Studio (top left), right-click and select all
the applications you want to deploy.

Step 2 Click Deploy.
Step 3 In the Deploy Destination area, select Archive File and click Browse.
Step 4 Navigate to the archive folder that you have set up; for example,C:\Users\Administrator\Desktop\Sample.
Step 5 Enter the name of the file; for example, Samplefile.zip.
Step 6 Click Save.
Step 7 In the Deploy Destination area, click Finish.
Step 8 Log in to the Packaged CCE Administration web application from the principal AW machine.
Step 9 Choose Overview > Call Settings > IVR Settings > File Transfers.
Step 10 Click New to open the New File Transfer page.
Step 11 Click Add to Server to open the Upload File pop-up.

Note
You can upload one file at a time.

Step 12 Click Click to select and select a zip file to upload.
Step 13 Click Upload.

The file is uploaded to AW and listed under Available Files in the Server.

Note
You can hover over a row and click the x icon to delete a file from the server.

Step 14 Select one or more sites for the file transfer.
Step 15 On the Available Files in the Server list, select the files that you want to transfer and click Save.

This initiates the transfer of the selected files to VXML Server of the selected sites.

CCE Script for Courtesy Callback
The following discussion provides an overview of the scripts used for the courtesy callback feature. There
are nine numbered blocks, or sets of blocks, identified in the following figure.

In the following example, the yellow comment blocks describe first the value being set and then the place
where the value is being sent.

Note
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Figure 11: Setting Value for Courtesy Callback

The following bullets provide descriptions for the numbered blocks in the preceding graphic:

• Block 1: Enable callback or shut it off.

• Block 2: Compute average wait time. Once the caller is in queue, calculate the Estimated Wait Time
(EWT) for that queue and place the value in ToExtVXML[0].

If there is poor statistical sampling because of sparse queues and the wait time cannot be calculated in
the VXML Server, use the ICM-calculated estimated wait time.

One method of calculating EWT (the method used in this example) is:

ValidValue(((SkillGroup.%1%.RouterCallsQNow+1)
*
(ValidValue(SkillGroup.%1%.AvgHandledCallsTimeTo5,20))
/max(
SkillGroup.%1%.Ready,
(SkillGroup.%1%.TalkingIn
+
SkillGroup.%1%.TalkingOut
+
SkillGroup.%1%.TalkingOther))
),100)
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Modify this method if you are looking at multiple skill groups (when queuing to multiple skills).

• Block 3: Set up parameters to be passed.

• Block 4: Run this block and prompt the caller. If the caller does not accept the offer for a callback, keep
the caller in the queue and provide queue music.

• Block 5: Set up variables. Call flow returns to this block if the caller elects to receive a callback. Otherwise,
the call remains queuing in the queuing application (BillingQueue in this example) on the VXML Server.

• Block 6: Run external to Callback engine to keep the call alive. If the agent becomes available and there
is no caller, then agent can't interrupt (do not want an agent to pick up and have no one there).

• Block 7: Has the caller rejected the callback call? If no, then go to block 8.

• Block 8: Compute average wait time, as in block 2.

• Block 9: Set up variables.

• Block 10: Put caller briefly into queue (after caller accepts the actual callback call).

Modifiable Example Scripts and Sample Audio Files
The courtesy callback feature is implemented using Unified CCE scripts. Modifiable example scripts are
provided. These scripts determine whether or not to offer the caller a callback, depending on the callback
criteria (previously described). Sample audio files are also provided.

The example scripts and audio files are located on the CVP installation media in the \CVP\Downloads
and Samples\ folder.

The files provided are:

• CourtesyCallback.ICMS, the ICM script, in the ICMDownloads subfolder

• CourtesyCallbackStudioScripts.zip, a collection ofCall Studio scripts, in thehelloStudio
Samples subfolder.

The following example scripts are provided:

• BillingQueue: Plays queue music to callers. Can be customized.

• Callback Engine: Keeps the VoIP leg of the call alive when the caller elects to receive the callback
(and hangs up) and when the caller actually receives the callback. Do not modify this script.

• CallbackEntry: Initial IVR when caller enters the system and is presented with opportunity for a
callback. Can be customized.

• CallbackQueue: Handles the keepalive mechanism for the call when callers are in queue. Do not
modify this script.

• CallbackWait: Handles IVR portion of call when caller is called back. Can be customized.

• CCBAudioFiles.zip contains sample audio files that accompany the sample studio scripts.

To use CCBAudioFiles.zip, unzip the contents onto the media server. CCBAudioFiles.zip
has Courtesy Callback-specific application media files under en-us\app and media files for Say It
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Smart under en-us\sys. If you already have media files for Say It Smart on your media server, then
you only require the media files under en-us\app.

The Courtesy Callback sample files and scripts are also available on DevNet (Customer Voice Portal (CVP) >
Downloads >Courtesy Callback Sample Scripts) at https://developer.cisco.com/site/customer-voice-portal/
downloads/courtesy-callback-scripts/.

Note

Overview of CCE Script Configuration
The provided CCE script for Courtesy Callback contains the necessary sample elements for the Courtesy
Callback feature. However, you must merge this script into your existing CCE scripts.

As a starting point and to run a simple test, import the script into the CCE script editor, validate it with the
CCE script editor validation tool to locate nodes that need extra configuration (such as for Network VRU
scripts and expanded call variables), and then modify the script according to your existing CCE environment.

The general process is as follows:

Procedure

Step 1 Locate each queue point in every CCE script.

For example: Queue To Skill Group, Queue to Enterprise Skill Group, Queue to Scheduled Target or Queue to Agent.

Step 2 Categorize each queue point according to the pool of resources that it is queuing for.

Each unique pool of resources will ultimately require a queue in VXML Server if Courtesy Callback is going to be offered
for that resource pool. For example, using the following example, QueueToSkill X and QueueToSkill Z are queuing for
the exact same resource pool (despite the different queuing order). Queue to Skill Y, however, is queuing to a different
pool because it includes Skill Group D.

• QueueToSkillGroup X is queuing for Skill Group A, B, C in that order.

• QueueToSkillGroup Y is queuing for Skill Group A, C and D in that order.

• QueueToSkillGroup Z is queuing for Skill Group C, B, A in that order.

Step 3 Assign a unique name to each unique resource pool.

In the previous example, we use names ABC and ACD as example names.

Step 4 For each resource pool, decide whether callbacks will be allowed in that resource pool.

If yes, every occurrence of that resource pool in all ICM scripts must be set up to use VXML Server for queuing. This is
to ensure that the Courtesy Callback mechanism in the VXML Server gets a full, accurate picture of each resource pool
queue.

Step 5 For any queue point where Courtesy Callback will be offered, modify all CCE scripts that contain this queue point
according to the guidelines in the following CCE script examples.
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Configure the CCE Script
Some of the following configuration steps relate to the numbered blocks in the diagram and provide
understanding for CCE Script for Courtesy Callback. Steps that refer to specific blocks include a notation at
the beginning of the step.

For more information, see CCE Script for Courtesy Callback, on page 130.

Procedure

Step 1 Copy the CCE example script, CourtesyCallback.ICMS to the CCE Admin Workstation.

The example CCE script is available in the following locations:

• On the CVP install media in \CVP\Downloads and Samples\.

• On DevNet (Customer Voice Portal (CVP) > Downloads > Courtesy Callback Sample Scripts) at
https://developer.cisco.com/site/customer-voice-portal/downloads/courtesy-callback-scripts/

Step 2 Perform these steps:
a) Enable the user.CourtesyCallbackEnabled ECC variable.
b) Enable the user.microapp.ToExtVXML ECC variable and verify that it is set up as an array with a maximum array

size of 5 elements.
c) Enable the user.microapp.FromExtVXML ECC variable and verify that it is set up as an array with a maximum array

size of 4 elements.

Step 3 Make sure the VXML_Server_Interruptible and the VXML_Server_Noninterruptible Network VRU scripts exist.
Step 4 Once the script is open in Script Editor, open the Set media server node and specify the URL for your VXML Server.

For example: http://10.86.132.139:7000/CVP

With the current implementation of CVP, you do not have to specify the VXML Server URL. You do, however, have to
enter some numeric value; for example "1" (with quotes).

Step 5 Map the route and skill group to the route and skill group available for courtesy callback.
a) In Script Editor, select File > Import Script....
b) In the script location dialog, select the CourtesyCallback.ICMS script and click Open.
c) In the Import Script - Manual Object Mapping window, map the route and skill group to the route and skill group

available for courtesy callback (identified previously).

In Packaged CCE deployments, the route tool does not exist. Routes have one-on-one mappings with skill groups, so
when you create a skill group, a route is created with the same name.

Step 6 Block #2: If you wish to use a different estimated wait time (EWT), modify the calculation in block #2. You must do
this if you use a different method for calculating EWT or if you are queuing to multiple skill groups.

Step 7 Block #3: Set up the parameters to be passed to CallbackEntry (VXML application).

Note
This step assumes that you have already configured the CCE and expanded call variables not related to Courtesy Callback.

Variable values specific to Courtesy callback include:

ToExtVXML[0] = concatenate("application=CallbackEntry",";ewt=",Call.user.microapp.ToExtVXML[0])

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
134

Courtesy Callback
Configure the CCE Script

https://developer.cisco.com/site/customer-voice-portal/downloads/courtesy-callback-scripts/


ToExtVXML[1] = "qname=billing";

ToExtVXML[2] = "queueapp=BillingQueue;"

ToExtVXML[3] = concatenate("ani=",Call.CallingLineID,";");

Definitions related to these variables are:

• CallbackEntry is the name of the VXML Server application that is executed.

• ewt is calculated in Block #2.

• qname is the name of the VXML Server queue into which the call is placed. There must be a unique qname for each
unique resource pool queue.

• queueapp is the name of the VXML Server queuing application that is executed for this queue.

• ani is the caller's calling Line Identifier.

Step 8 Verify that you have at least one available skill group to map to the skill group in the example script.
Step 9 Save the script, then associate the call type and schedule the script.

For information about scheduling scripts, see the Cisco Packaged Contact Center Enterprise Administration and
Configuration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/
products-maintenance-guides-list.html.

Element Specifications
The example IVR scripts provided for Courtesy Callback work as installed. To change howCourtesy Callback
works, you can change the configuration of Courtesy Callback elements. This section lists the elements
associated with Courtesy Callback and briefly describes the purpose of each one.

Callback_Add
The Callback_Add element is used to add a callback object to the database after all the callback information
has been collected from the caller. In addition, it can be optionally configured to automatically delete old
recorded files at specified intervals. These recorded files are the files produced by the Record element when
the user records their name if they want a call back in the CallbackEntry application.

Callback_Disconnect_Caller
The Callback_Disconnect_Caller element is responsible for disconnecting the caller’s leg of the call. The
IP leg of the call for Unified CVP is preserved to hold the caller’s place in line until the callback is made
back to the caller.
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Callback_Enter_Queue
The Callback_Enter_Queue element is responsible for adding a new caller to the queue. This element must
be run for all callers even if the caller may not be offered a callback.

Callback_Get_Status
The Callback_Get_Status element is responsible for retrieving all information about the callback related
to the current call (if a callback exists).

Callback_Reconnect
The Callback_Reconnect element is responsible for reconnecting the caller’s leg of the call.

Callback_Set_Queue_Defaults
The Callback_Set_Queue_Defaults element is responsible for updating the DBServlet with the values that
should be used for each queue. There is always a default queue type. The values are used whenever a queue
type is encountered for which there are no explicitly defined values. For example, if an administrator has
defined values for a billing and default queues, but the caller is queued for mortgages. In that case, the
application uses the values from Callback_Set_Queue_Defaults.

Note
When the DBServlet is not reachable to check the callback status for the duration of keepalive interval, the
callback entry in the Reporting Server gets marked as a stale cached entry and subsequently gets cleared.
As a result, a callback is not initiated.

Callback_Update_Status
The Callback_Update_Status element is responsible for updating the database after a callback disconnect
or reconnect.

Callback_Validate
The Callback_Validate element is responsible for verifying whether or not a callback can be offered to
the caller during this call. Depending on the outcome of the validation, the Validate element exits with one
of four states.
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Callback_Wait
The Callback_Wait element is responsible for sleeping the application for X seconds. The application hands
control back to cvp_ccb_vxml.tcl with the parameter wait=X.
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C H A P T E R 10
Media Server

• About Media Server, on page 139
• Prepare a Media Server, on page 139
• Reference a Media Server in CCE Scripts, on page 141

About Media Server
Many of the optional features in Packaged CCE require a Cisco Unified Customer Voice Portal (CVP) media
server to store and serve supporting .wav files. This chapter describes how to set up a CVP media server. It
also describes expanded call variable settings that are related to the media server and requirements for accessing
a media server in call routing scripts.

The features that require a CVP media server include Agent Greeting, Courtesy Callback, Post-Call Survey,
and Whisper Announcement.

Prepare a Media Server
A media server is installed by default on each of the CVP servers in a Packaged CCE deployment.

Before you begin

When IIS is installed, ensure the Directory Browsing option is selected; if it is not, configure it by going to
Start >Control Panel >Administrative Tools > Server Manager. In the Server Managerwindow, navigate
to the IIS section and locate the Roles and Features section. Check if the required role services are installed,
and in the Common HTTP Features list, make sure to select Directory Browsing.

Procedure

Step 1 Ensure that IIS is properly configured and running on the server. It must be listening on port 80. To validate proper
configuration of the media server, launch a browser from a remote machine that is able to ping the CVP server and attempt
to access and play one of the default media files installed during the CVP installation such as
http://<cvp_ip>/en-us/app/en_1.wav. If the file is accessible, the media server is installed correctly.

Note
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Use Microsoft IIS with Unified CVP. This component is automatically installed as part of the CVP server package
installation.

Step 2 Ensure the server is accessible to CVP, Unified CCE, and your agent desktops.
Step 3 Perform the following steps:

a) On the taskbar, click Start, point to Administrative Tools, and then click Server Manager.
b) In the Server Manager hierarchy pane, expand Roles, and then click Web Server (IIS).
c) In the Web Server (IIS) pane, scroll to the Role Services section, and then click Add Role Services.
d) On the Select Role Services page of the Add Role Services wizard, expand FTP Server.
e) Select FTP Service

Note
To support ASP.NET membership or IIS Manager authentication for the FTP service, you need to select FTP
Extensibility.

f) Click Next.
g) On the Confirm Installation Selections page, click Install.
h) On the Results page, click Close.
i) In the sites section, click Add FTP Site. Provide a site name and path to the same location as the http directory

c:\inetpub\wwwroot.
j) Select your desired binding method, and specify to start immediately.
k) On the FTP SSL Settings, select Allow SSL Connections.
l) On the Authentication and Authorization section select the type of authentication required. If using basic, note the

name and password of the account.
m) Select the authorization; for anonymous select Anonymous users.
n) Set the read and write permissions.

Note
Make note of your FTP connection information -- connection type, user name, password, and port number.

Step 4 Make sure that the FTP and the IIS share the same root directory.

The recording application writes the file to the media server directory structure, and the greeting playback call uses IIS
to fetch the file. The en-us/app directory should be under the same root directory for FTP and IIS.

Step 5 Create a dedicated directory on the server to store your greeting files.

This lets you specify a lower cache timeout of 5 minutes for your agent greeting files that does not affect other more
static files you may be serving from other directories. By default, the Record Greeting application posts the .wav file
to the en-us/app directory under your web/ftp root directory. You may create a dedicated directory such as ag_gr
under the en-us/app directory, and then indicate this in the Unified CCE script that invokes the recording application.
Use the array for the expanded call variable call.user.microapp.ToExtVXML to send the ftpPath parameter to the
recording application. Make sure the expanded call variable length is long enough, or it may get truncated and fail.

Step 6 To allow re-recorded greetings to replace their predecessor in a reasonable amount of time while minimizing requests
for data to the media server from Cisco VVB, configure a cache expiration value in IIS Manager.

The ideal value varies depending on the number of agents you support and how often they re-record their greetings. Two
minutes may be a reasonable starting point.

To configure a cache expiration value in IIS Manager:
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a) Find the site you are using, go to the agent greeting folder you created (ag_gr), and then select HTTP Response
Headers.

b) Click Set Common Headers on Actions panel.
c) Select Expire Web Content and set the desired value.

Reference a Media Server in CCE Scripts

Specify Media Server in Routing Scripts
When you configure media servers in CVP, you can specify a default media server. The benefit to specifying
a default media server is that your scripts do not need a Set Variable node to access the default media server.
For this to work, you must make sure that the files a script requests are stored on the default server.

If you do not define a default media server, or if you define a default but the files that your script requires are
not stored on the default, then the script must include a Set Variable node to identify a media server.

To specify a media server that stores the files required by your script, use the following settings in the Set
Variable node:

• Object Type: Call.

• Variable: Must use the user.microapp.media_server expanded call variable.

• Value: Specify the HTTP path to the server. For example: “http://myserver.mydomain.net.” You must
enclose the path in quotes.

• Alternately you can specify an IP address in place of a hostname.

See the following example.

Specify Greeting File Locale and Application Directories in Routing Scripts
CVP uses a default storage directory for media files: <web_server_root>/en-us/app. The physical
location of the default storage directory is c:\inetpub\wwwroot\en-us\app. To take advantage of
this, Packaged CCE call routing scripts automatically add en-us/app to the server name when constructing
HTTP requests for media files. For example:

• If the script node that defines the media server has a value of “http://myserver.mydomain.com,” and

• The script node that defines which audio file to play has a value of “5050_1.wav” (for an agent with a
Person ID of 5050), then

• The HTTP request for the file is automatically constructed as
http://myserver.mydomain.com/en-us/app/5050_1.wav
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If your greeting audio files are stored in a different locale directory, you must add a Set Variable node to your
script that identifies the locale directory. As you must store your greeting files in a dedicated subdirectory
under the locale, you must always add a Set Variable node that identifies that directory.

Procedure

Step 1 Use these settings in the Set Variable node to specify your locale directory:

• Object Type: Call.

• Variable: Must use the user.microapp.locale expanded call variable.

• Value: Specify the directory name. For example: “pt-br” (Portuguese-Brazil). You must enclose the path in quotes.

Step 2 Use these settings in the Set Variable node to specify your application directory:

• Object Type: Call.

• Variable: Must use the user.microapp.app_media_lib expanded call variable.

• Value: Specify the directory name. For example: to use a directory “greet” in place of the default directory “app”,
enter “greet”. To use a sub-directory “greet” under “app” enter “app/greet”. You must enclose the path in quotes.

Verify Length for Media Server Locale and Application Directory Variables

Procedure

To configure ECC variables. In Unified CCE Administration, navigate to Overview > Call Settings > Route Settings >
Expanded Call Variables.

If you include Set Variable nodes for the media server, locale, and/or application directories, make sure that the values
you set for them do not exceed the Maximum Length settings for their corresponding expanded call variables.

For example, if you include a Set Variable node for themedia server with a value of “http://mysubdomain.mydomain.co.uk”,
the string is 33 characters long. Therefore, the Maximum Length setting for the user.microapp.media_server expanded
call variable must be 33 or greater. Otherwise, the server name is truncated in the HTTP request for the file and the file
is not found.
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C H A P T E R 11
Mobile Agent

• Mobile Agent, on page 143

Mobile Agent
Deployments that need connectivity from the agent desktop over the internet without using a VPN is supported
using the Reverse Proxy Automated Installer. Refer to the VPN-less Access to Finesse Desktop, on page 303.

Capabilities

Cisco Unified Mobile Agent Description
Mobile Agent enables an agent to use any PSTN phone and in case you want to use the VPN connection (for
agent desktop communications) see VPN-less Access to Finesse Desktop, on page 269.

Unified Mobile Agent supports call center agents using phones that your contact center enterprise solution
does not directly control. You can deploy a Mobile Agent as follows:

• Outside the contact center, by using an analog phone or a mobile phone in the home.

• On an IP phone connection that is not CTI-controlled by Unified CCE or Packaged CCE, or by an
associated Unified Communications Manager.

• On any voice endpoint of any ACD (including endpoints on other Unified Communication Managers)
that the contact center Unified Communication Manager can reach by a SIP trunk.

A Mobile Agent can use different phone numbers at different times; the agent enters the phone number at
login time. An agent can access the Mobile Agent functionality using any phone number that is included in
the Unified Communications Manager dial plan.

Agent Sign-In Flexibility

Agents can be either local agents or Mobile Agents, depending on how they sign in at various times.

Regardless of whether agents sign in as local or Mobile Agents, their skill groups do not change. Because
agents are chosen by existing selection rules and not by how they are connected, the same routing applies
regardless of how the agents log in. If you want to control routing depending on whether agents are local or
mobile, assign the agents to different skill groups and design your scripts accordingly.
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Connection Modes

Cisco Unified Mobile Agent allows system administrators to configure agents to use either call by call dialing
or a nailed connection, or the administrator can configure agents to choose a connection mode at login time.

Mobile Agents are defined as agents using phones not directly controlled by Unified CC, irrespective of their
physical location. (The term local agent refers to an agent who uses a phone that is under control of Unified
CC, irrespective of physical location.)

You can configure Mobile Agents using either of two delivery modes:

• Call by Call—In this mode, the Mobile Agent's phone is dialed for each incoming call. When the call
ends, the Mobile Agent's phone is disconnected before being made ready for the next call.

• Nailed Connection—In this mode, the agent is called at login time and the line stays connected through
multiple customer calls.

The administrator can select the Agent chooses option, which allows an agent to select a call delivery mode
at login.

Note

Call by Call

In a call by call delivery mode, theMobile Agent's phone is dialed for each incoming call. When the call ends,
the Mobile Agent's phone disconnects before is it made ready for the next call.

The call by call call flow works as follows:

1. At login, the agent specifies an assigned extension for a CTI port.

2. A customer call arrives in the system and, through normal Unified CCE configuration and scripting, is
queued for a skill group or an agent. (This is no different than existing processing for local agents.)

3. The system assigns an agent to the call. If the agent's Desk Setting is Unified Mobile Agent-enabled and
configured for either call by call or Agent chooses mode, the router uses the extension of the agent's CTI
port as a label.

4. The incoming call rings at the agent's CTI port. The JTAPI Gateway and PIM notice this but do not answer
the call.

5. A call to the agent is initiated on another CTI port chosen from a preconfigured pool. If this call fails,
Redirect on No Answer processing is initiated.

In call by call mode, the Answer Wait Time is 3 to 15 seconds longer than in a local agent inbound call
scenario. Specify a Redirect on No Answer setting large enough to accommodate the extra processing time.

Note

6. When the agent takes the remote phone off-hook to answer the call, the system directs the customer call
to the agent's call media address and the agent's call to the customer's call media address.

7. When the call ends, both connections are terminated and the agent is ready to accept another call.
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To configureMobile Agent in call by call delivery mode, you must set the wrap-up timer to at least one second
using the Agent Desktop Settings List tool in the Configuration Manager.

In call by call delivery mode, callers often perceive a longer ring time compared to nailed connection delivery
mode. This is because callers hear the ringtone during the call flow; ringing stops only after the agent answers.
From the Unified CCE reporting perspective, aMobile Agent in call by call delivery mode has a longer Answer
Wait Time for the same reason.

Note

Nailed Connections

In nailed connection delivery mode, the agent is called once, at login, and the phone line remains connected
through multiple customer calls. See the following figure.

Figure 12: Nailed Connection Call Flow

The nailed connection call flow for Unified CCE works as follows:

Call Flow for Unified CCE

1. At login, the agent specifies an assigned extension for a CTI port from a pool.

2. A call to the agent is initiated on another CTI port chosen from a preconfigured pool. The agent answers
the call. (The agent must answer this setup call to complete the connection and finalize the login procedure.)

3. A customer's call arrives in the system and, through normal Packaged CCE configuration and scripting,
is queued for a skill group or an agent. (This is no different than existing processing for local agents.)

4. The system assigns an agent to the call. If the agent's Desk Setting is Unified Mobile Agent-enabled and
configured for either nailed connection or Agent chooses mode, the router uses the extension of the agent's
CTI port as a label.

5. The incoming call rings at the agent's CTI port. The JTAPI Gateway and PIM notice this but does not
answer the call.

6. The agent desktop indicates a call is ringing and the agent clicks Answer.

7. When the agent indicates that they will answer the phone, the system directs the customer call to the
agent's call media address and the agent call to the customer's call media address.

8. When the call ends, the customer connection is terminated and the agent state is set to Ready.
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Call Flow for Packaged CCE

1. At login, the agent enters the directory number of the local CTI port (LCP) and the remote phone number
in the Desktop.

The remote phone number can be any phone number reachable by Unified CM.

When the agent clicks the Login button, a call is initiated to the agent's remote CTI port (RCP) and the
agent's remote phone rings.

2. When the agent answers the call, the call is then nailed up. This means that the agent will remain on this
call until the agent logs out or hangs up.

3. A customer's call arrives in the system and, through normal Packaged CCE configuration and scripting,
is queued for a skill group/precision queue. (This is no different than existing processing for local agents.)

4. When the agent clicks the Answer button, the voice path between the agent and the customer phone is
established, and the two parties can talk.

5. When the system assigns an agent to the call, the call is routed to the agent's LCP port. The agent then
hears the connect tone on the headset.

6. When the call ends, the customer connection is terminated and the agent state returns to Ready.

Connect Tone

The Connect Tone feature in the nailed connection mode enables the system to play a tone to the Mobile
Agent through the agent's headset to let the agent know when a new call is connected.

Unified CCE—In the nailed connection mode, you can configure an audible connect tone in addition to a call
arrival notice (on the desktop only).

Connect Tone is particularly useful when Auto Answer is enabled or the agent is an Outbound agent. Here
are its features:

• An audible tone (two beeps) is sent to the Mobile Agent headset when the call to the nailed connection
Mobile Agent is connected. It is a DTMF tone played by Unified CM and cannot be modified.

• The Connect Tone plays only when the nailed connectionMobile Agent receives a call, as in the following
examples:

• The agent receives a consultation call.

• The agent receives an outbound call.

• The Connect Tone does not play when the nailed connection Mobile Agent initiates a call, as in the
following examples:

• The agent makes a call.

• The agent makes the consultation call.

• Outbound direct preview call is made.

• Supervisor barge-in call is made.
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Agent Greeting and Whisper Announcement

TheAgent Greeting andWhisper Announcement features are available to UnifiedMobile Agents. The following
sections explain more about how these features apply to Unified Mobile Agents.

Agent Greeting

You can use the Agent Greeting feature to record a message that plays automatically to callers when they
connect to you. Your greeting message can welcome the caller, identify you, and include other useful
information.

Limitations

The following limitations apply to the Agent Greeting feature for Mobile Agents.

• On a Mobile Agent call flow, CUCM may return a 404 error due to the absence of an agent greeting,
leading to call failure. For more information and a workaround for this issue, see Agent Greeting Play
Script, on page 20.

• Unified CCE—If a Mobile Agent hangs up when an Agent Greeting plays, the customer still hears the
complete Agent Greeting before the call ends. This applies for both call by call and nailed-up calls.

In the Agent Greeting Call Type Report, this call does not appear as a failed agent
greeting call.

Note

• A supervisor cannot barge in when an Agent Greeting is playing.

• If a Peripheral Gateway (PG), JTAPI Gateway (JGW), or PIM failover occurs when an Agent Greeting
plays for a Mobile Agent, the call fails.

• If a Mobile Agent hangs up when an Agent Greeting plays, the customer still hears the complete Agent
Greeting before the call ends.

In the Agent Greeting Call Type Report, this call does not appear as a failed agent
greeting call.

Note

• Unified CCE—If a Peripheral Gateway (PG), JTAPI Gateway (JGW), or PIM failover occurs when an
Agent Greeting plays for a Mobile Agent, the call fails. This applies for both call-by-call and nailed-up
calls.

You can use Agent Greeting for Mobile Agents only with parent/child deployments that are approved by
Cisco Assessment-to-Quality (A2Q) with Design Mentoring Services (DMS).

Note

For more information about Agent Greeting, seeAgent Greeting, on page 5.
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Whisper Announcement

WithWhisper Announcement, agents can hear a brief prerecorded message just before they connect with each
caller. The announcement plays only to the agent; the caller hears ringing (based on existing ringtone patterns)
while the announcement plays. The announcement can contain information about the caller, such as language
preference or customer status. This information helps the agent prepare for the call.

Configuration Requirement

For the Whisper Announcement feature for Unified Mobile Agents, you require a Media Termination Point
(MTP) resource on an incoming SIP device.

Feature Requirements

Phone Requirements

A Unified Mobile Agent can use an analog, digital, or IP phone to handle calls.

Packaged CCE—When Unified Mobile Agent phones are located on a cluster and a SIP Trunk is used to
connect the cluster to another cluster under Packaged CCE control, you must either use SIP phones as Mobile
Agent phones or select mtp required on the Packaged CCE cluster to allow Mobile Agent calls to work.

Note

Conference Requirements

To use Agent Greeting forMobile Agents, youmust configure external conference-bridge (hardware) resources.
To estimate the number of required resources, you can use the following formula:

Number of conference bridge resources = Mobile Agent call rate × Average greeting time (in seconds)

For information about configuring external conference-bridge resources, see the dspfarm profile 1
for conference configuration section in the sample configuration gateway, listed in Media Termination
Points Configuration, on page 156.

CTI Port Requirements

You need two CTI ports (local and remote) for every logged-in Mobile Agent.

Unified Mobile Agent uses Unified CM CTI Port as a proxy for the agent's phone. When this proxy is set up,
whenever a Mobile Agent is selected to handle a customer call, the following happens:

• The call is directed to the CTI port extension.

• Packaged CCE or Unified CCE, using the JTAPI Gateway, intercepts the call arriving on the CTI Port
and directs Unified CM to connect the call to the Mobile Agent.

Unified CCE only—Unified Mobile Agent requires that maximum number of calls is set to 2 and busy trigger
is set to 1.

For Unified Mobile Agent to work properly, you must configure two CTI ports:

• One port to serve as the agent's virtual extension.

• The other port to initiate calls to the agent.
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You must assign these CTI ports to the Unified CCE or to the Packaged CCE application. The ports are
recognized by Unified CCE or Packaged CCE, when receiving the Unified CM configuration.

For these CTI ports in IPv6 enabled deployments, you have to set IP Addressing Mode to IPv4 Only. You
do this by creating a Common Device Configuration and referencing it to these CTI ports.

Important Considerations
Before you proceed, review the following Unified Mobile Agent limitations and considerations:

Failover

• During a failover, if an agent in call by call mode answers an alerting call, the call can drop. This occurs
because the media cannot be bridged when there is no active Peripheral Gateway (PG).

• During a prolonged PG failover, if an agent takes call control action for a UnifiedMobile Agent-to-Unified
Mobile Agent call, the call can drop. This occurs because the activating PG may not have information
for all agents and calls at that point.

• Unified Communications Manager failover causes a Mobile Agent call to be lost.

• If a call by call Mobile Agent initiates a call (including a supervisor call) and does not answer the remote
leg of the call before PG failover, the call fails. The agent must disconnect the remote agent call leg and
reinitiate the call.

Performance

• Unified CCE only—Mobile Agent call processing uses more server resources and therefore reduces the
maximum number of supported agents on both Unified CM and the Unified CCE Agent PG.

Unified CCE only—For more information about sizing Mobile Agents, see the Solution Design Guide
for Cisco Unified Contact Center Enterprise.

Packaged CCE only—For the total number of supported Unified Mobile Agents and more information
about Unified Mobile Agent capability, see Solution Design Guide for Cisco Packaged Contact Center
Enterprise at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-technical-reference-list.html.

• Because UnifiedMobile Agent adds processing steps to Unified CCE/Unified CCH default functionality,
Mobile Agents may experience some delay in screen popup windows.

• From a caller's perspective, the call by call deliverymode has a longer ring time compared with the nailed
connection delivery mode. This is because Unified CCE/Unified CCH does not start to dial the Mobile
Agent's phone number until after the call information is routed to the agent desktop. In addition, the
customer call media stream is not connected to the agent until after the agent answers the phone.

The caller hears a repeated ringtone while Unified CCE/Unified CCH makes these connections.

Configure the Codec Settings

The codec settings on the Peripheral Gateway andVoice Gatewaymust match. Perform the following procedure:
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Procedure

Step 1 Launch the Peripheral Gateway Setup.
Step 2 In the Peripheral Gateway Component Properties, select the UCM PIM and click Edit.
Step 3 In the CallManager Parameters section, select the appropriate codec from the Mobile Agent Codec drop down list.

Figure 13: Mobile Agent Codec Selection

Unsupported Features

The following is a list of unsupported features for Mobile Agent:

• Agent Request

• Unified CCE only—Blended Collaboration

• Unified CM-based Silent Monitoring

• Web Callback

Unified Mobile Agent Reporting
UnifiedMobile Agent-specific call data is contained in the following Cisco Unified Intelligence Center reports:
Agent TeamHistorical, Agent Real Time, and Agent Skill Group Historical. These “All Field” reports contain
information in multiple fields that show what kind of call the agent is on (nonmobile, call by call, nailed
connection) and the Unified Mobile Agent phone number.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
150

Mobile Agent
Unsupported Features



Unified CCE Only

Notes about Mobile Agents and reporting:

• The Mobile Agent must be logged in through the agent desktop for call data to be recorded in Unified
CC reports.

• Service level for Mobile Agent calls might be different than local agent calls, because it takes longer to
connect the call to the agent.

For example, a call by call Mobile Agent might have a longer Answer Wait Time Average than a local
agent. This is because Unified CCE/Unified CCH does not start to dial the Mobile Agent phone number
until after the call information is routed to the agent desktop. In addition, the customer call media stream
is not connected to the agent until after the agent answers the phone.

For more information about Unified Mobile Agent fields in the database schema, see Database Schema
Handbook for Cisco Unified Contact Center Enterprise.

Packaged CCE Only

The service level for Unified Mobile Agent calls might be different than the service level for local agent calls,
because it takes longer to connect the call to the agent.

For example, a call by call Mobile Agent might have a longer Answer Wait Time Average than a local agent.
This is because Packaged CCE does not start to dial the Mobile Agent phone number until after the call
information is routed to the agent desktop. In addition, the customer call media stream is not connected to the
agent until after the agent answers the phone.

Note

Initial Setup

Summary of Unified Mobile Agent System Configuration Tasks
The following table describes system configuration tasks for Unified Mobile Agent.

SeeTask

Unified CM CTI Port Configuration and MappingConfigure Unified CM CTI Port pools

Configure the Maximum Call Duration TimerConfigure Unified CM Call Duration Timer

Agent Desk Setting Configuration for UnifiedMobile
Agent

Configure Agent Desk Settings

Media Termination Points ConfigurationConfigure Media Termination Points

Unified CM CTI Port Configuration and Mapping
Unified Mobile Agent must have two CTI ports configured on Unified CM:

• A local CTI port, which Unified Mobile Agent uses as the agent's virtual extension.

• A remote CTI port, which Unified Mobile Agent uses to initiate a call to the Mobile Agent's phone.
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Naming Conventions for Local and Network Ports

• The local port must begin with the string LCP

• The remote port must begin with the string RCP.

• The remaining characters in the device names for the LCP and RCP pair must match. For example an
LCP port named LCP0000 has a corresponding RCP port named RCP0000.

Disable the Hold Tone for Music on Hold

If you want callers to hear music when a Mobile Agent places the caller on hold, you must assign Music on
Hold (MoH) resources to the ingress voice gateway or trunk that is connected to the caller (as you do with
traditional agents). In this case, the user or network audio source is specified on the local CTI port configuration.
Similarly, if a Mobile Agent must hear music when the system puts the agent on hold, you must assign MoH
resources to the ingress voice gateway or trunk that is connected to the Mobile Agent. In this case, the user
or network audio source is specified on the remote CTI port configuration.

Do not assign MoH resources to local ports and remote CTI ports, because it might affect the system
performance.

If a remote Mobile Agent calls over a nailed connection and if there is no active call to the agent, the agent
is put on hold. Enable MoH to the Mobile Agent phone for nailed connection calls. If MoH resources are an
issue, consider multicast MoH services.

If a remote Mobile Agent calls over a nailed connection, and if MoH is disabled, the hold tone plays to the
agent phone during the hold time. This depends on the call processing agent that controls the Mobile Agent
remote phone. For Unified CM, the hold tone is enabled by default (it is similar to the Mobile Agent connect
tone). Because the hold tone is similar to the connect tone, it can prevent agents from hearing the connect
tone. To prevent this issue, disable the hold tone.

Procedure

Step 1 Log in to Unified CM Administration and navigate to System > Service Parameters.
Step 2 From the Server drop-down list, choose a server.
Step 3 From the Service drop-down list choose Cisco CallManager service.
Step 4 Scroll down to the Tone on Hold Time field and set the value to 0.
Step 5 Click Save.

Note
Because Tone on Hold Time is a cluster-wide setting, it applies to all nodes, not just the currently selected node.

Configure Unified CM CTI Ports for Unified Mobile Agent

The following procedure applies to Packaged CCE.
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Procedure

Step 1 In Unified CM Administration, select Device > Phone.
Step 2 Click Add a New Phone.
Step 3 From Phone Type, select CTI Port.
Step 4 In Device Name, enter a unique name for the local CTI Port name; then click OK.

Using the naming convention format LCPyyyy:

• LCP identifies the CTI Port as a local device.

• yyyy is the local CTI Port.

The name LCP0000 represents the local port.

Step 5 In Description, enter text that identifies the local CTI port.
Step 6 Use the Device Pool drop-down list to choose where you want to assign the network CTI port.

Do not select Default. The device pool defines sets of common characteristics for devices.

Step 7 For Device Security Profile, select Cisco CTI Port - Standard SCCP Non-Secure Profile.
Step 8 Click Save.
Step 9 Click Apply config.
Step 10 In the Association section, select Add a New DN.
Step 11 Add a unique directory number for the CTI port you just created.
Step 12 In Maximum Number of Calls, enter 2.
Step 13 In Busy Trigger, enter 1.
Step 14 When finished, click Save, and click Apply config.
Step 15 Repeat the preceding steps to configure the network CTI port.

In Device Name, using the naming convention format RCPyyyy, where:

• RCP identifies the CTI port as the Remote CTI port where the call between the agent's remote device and the
Unified CM Port is nailed up at agent login time.

• yyyy is the network CTI port.

The name RCP0000 represents the local port.

Note
The port number for both LCP and RCP must be the same even though the directory numbers are different.

Step 16 In Description, enter text that identifies the network CTI port.
Step 17 Use the Device Pool drop-down list to choose where you want to assign the network CTI port.

Do not select Default. The device pool defines sets of common characteristics for devices.

Step 18 Click Save.
Step 19 In the Association Information section, select Add a New DN.
Step 20 Add a unique directory number for the CTI port you just created.
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The extension length can be different from the extension length of the LCP Port if your dial plan requires it.

Step 21 When finished, click Save, and click Close.

Map Local and Remote CTI Ports to Peripheral Gateway Users

Unified Mobile Agent must have two CTI ports configured on Unified CM:

• A local CTI port, which Unified Mobile Agent uses as the agent's virtual extension.

• A remote CTI port, which Unified Mobile Agent uses to initiate a call to the Mobile Agent's phone.

Naming Conventions for Local and Network Ports

• The local port must begin with the string LCP.

• The remote port must begin with the string RCP.

• The remaining characters in the device names for the LCP and RCP pair must match.

For example an LCP port named LCP0000 has a corresponding RCP port named RCP0000.

The following example applies to Unified CCE:

• For a local CTI Port pool name, configure a name in the format LCPxxxxFyyyy, where LCP identifies
a local CTI Port Pool, xxxx is the peripheral ID for the Unified CM PIM, and yyyy is the number of
local CTI Port.

Example: LCP5000F0000 represents CTI Port: 0 in a local CTI Port pool for the Unified CM PIM
with the peripheral ID 5000.

• For a network CTI Port pool name, use the same format, except substitute RCP as the first three
characters.

While you do not require a naming convention, the substrings identifying the
Unified CM PIM peripheral ID and the CTI Port must match for each
local/network pair.

Note

Procedure

Step 1 Add the CTI port as you would for an IP Phone.
Step 2 Use the naming convention described above to map the local and network CTI ports.

Note
Each local CTI port must have a corresponding network CTI port.

Step 3 Add a directory number for the local CTI port (that is, the agent's virtual extension).
Step 4 Map the local and network CTI ports with the PG user.
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Configure the Maximum Call Duration Timer
By default, Mobile Agents in nailed connection mode log out after 12 hours. This happens because a Unified
CM Service Parameter—the Maximum Call Duration Timer—determines the amount of time an agent phone
can remain in the Connected state after login.

If you anticipate that Unified Mobile Agent will be logged in longer than 12 hours, use the following
instructions to either one of the following:

• Increase the Maximum Call Duration Timer setting.

• Disable the timer entirely.

If your Mobile Agent deployment uses intercluster trunks between your CTI ports and your mobile agent's
phone, you must set these service parameters on both the local and remote Unified CM clusters.

Procedure

Step 1 In Unified CM Administration, choose System > Service Parameters.
Step 2 In the Server drop-down list, choose a server.
Step 3 In the Service drop-down list, choose Cisco CallManager Service.

The Service Parameters Configuration page appears.

Step 4 In the Cluster-wide Parameters (Feature - General) section, specify a Maximum Call Duration Timer setting.

To disable the timer, enter 0.

The default is 720 minutes (12 hours); the maximum setting allowed is 35791 minutes

Step 5 Click Save.

Agent Desk Setting Configuration for Unified Mobile Agent
You can configure Agent Desk Settings through the PCCE Administration tool.

Configure Desk Settings with Unified CCE Administration

Repeat the following procedure for each desk setting in your deployment.

Procedure

Step 1 In Unified CCE Administration, choose Overview > Desktop Settings > Desk Settings.
Step 2 Click New to create a new desk setting or click the name of an existing desk setting to edit it.
Step 3 Complete the required fields.
Step 4 From the Mobile Agent drop-down list, select one of the following options:

• Call by Call—In this mode, the agent's phone is dialed for each incoming call. When the call ends, the agent's phone
is disconnected before being made ready for the next call.
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• Nailed Up—In this mode, the agent is called at login time and the line stays connected through multiple customer
calls.

• Agent Chooses—In this mode, an agent can select the call delivery mode at login.

Step 5 Click Save.

Associate Desk Setting with a Mobile Agent—Packaged CCE
The following procedure applies to Packaged CCE only.

After you have configured agent desk settings, you need to associate the desk setting with a mobile agent.

Procedure

Step 1 Access Unified CCE Administration.
Step 2 Select Overview > User Setup > Agents.

The List of Agents window appears.

Step 3 Select the agent that you want to associate.

The Edit <agent> window appears.

Step 4 In the Desk Settings box, select the desk setting that has the Mobile Agent enabled.
Step 5 Click Save.

Media Termination Points Configuration
If you use SIP trunks, you must configure Media Termination Points (MTPs). You must also configure MTPs
if you use TDM trunks to create an interface with service providers.

Additionally, MTPs are required for Mobile Agent call flows that involve a Cisco Unified Customer Voice
Portal (CVP) solution. Because in DTMF signaling mode the Mobile Agent uses out-of-band signaling,
whereas Unified CVP supports in-band signaling, the conversion from out-of-band to in-band signaling
requires an MTP resource.

MTPsmay be allocated as required in deployments that use a mix of IPv4 and IPv6 connections.MTP resources
are allocated provided that the Media Resource Group List is configured on the IPV4 endpoint.

MTPs are available in the following forms, but not all are supported in Mobile Agent environments:

• Software-based MTPs in Cisco IOS gateways—use these MTPs for Mobile Agent as they provide codec
flexibility and improved scalability compared with other MTP options. The following is a sample
configuration on a gateway.

sccp local GigabitEthernet0/0
sccp ccm 10.10.10.31 identifier 1 priority 1 version 7.0
sccp ccm 10.10.10.131 identifier 2 priority 2 version 7.0
sccp
!
sccp ccm group 1
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associate ccm 1 priority 1
associate ccm 2 priority 2
associate profile 3 register gw84xcode
associate profile 1 register gw84conf
associate profile 2 register gw84mtp

!
dspfarm profile 3 transcode
codec g729abr8
codec g729ar8
codec g711alaw
codec g711ulaw
codec g729r8
codec g729br8
maximum sessions 52
associate application SCCP

!
dspfarm profile 1 conference
codec g729br8
codec g729r8
codec g729abr8
codec g729ar8
codec g711alaw
codec g711ulaw
maximum sessions 24
associate application SCCP

!
dspfarm profile 2 mtp
codec g711ulaw
maximum sessions software 500
associate application SCCP

• Hardware-basedMTPs in Cisco IOS gateways—TheseMTPs are supported. If you choose these, consider
the extra cost, codec restrictions, and scalability constraints.

• Software-based MTPs using the Cisco IP Voice Media Streaming Application—These MTPs are not
supported with Mobile Agents.

Because Unified CM-based software MTPs are used implicitly, you must add a special configuration to avoid
using thcce-in10360-01-pcceucceipv6support-1101em. Create a new Media Resource Group (MRG) as a
place holder, and place the software MTPs in that MRG. For instructions, refer to the Unified CM help
documentation.

Note

Ensure the sccp ccm configuration matches the Cisco Unified CM Group order used in the Device Pool
assigned to the Media Termination Point in CUCM > Media Resource.

Note

Configure Media Termination Points in Unified CM

Add MTP Resources to Unified CM

Perform these steps to add media termination points (MTPs) to Unified CM.
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Procedure

Step 1 In Unified CM Administration click Media Resources > Media Termination Point.
Step 2 Click Add New.
Step 3 ChooseCisco IOS Enhanced Software Media Termination Point from theMedia Termination Point Type drop-down

list.
Step 4 Enter an MTP name.

This name must match the device name you chose in IOS. In the example in the previous section, the MTP was called
gw84mtp, as from the config line: associate profile 2 gw84mtp.

Step 5 Choose the appropriate device pool.
Step 6 Click Save and then click Apply config.
Step 7 Navigate back toMedia Termination Point and ensure the newly added MTP is listed as being registered with <Unified

CM subscriber IP address> in the Status column.
Step 8 Repeat steps 1 through 7 for each Cisco Call Manager server group that you configured on each of your gateways.

Configure Media Termination Point Resources in Unified CM

The following section explains how to create media resource groups and media resource group lists.

Procedure

Step 1 Navigate to Media Resources > Media Resource Group in Unified CM Administration.
Step 2 Click Add New.
Step 3 Specify a name and description.
Step 4 From the Available Media Resources that you just created, move the devices from the Available to the Selected list by

clicking the down arrow.

Ensure that you do not include Unified CMSoftware resources. For example, type anything that starts with ANN_,MTP_,
or MOH_.

Step 5 Navigate to Media Resources > Media Resource Group List.
Step 6 Click Add New.
Step 7 Move the Media Resource Group you just created from the Available Media Resource Groups to the Selected Media

Resource Groups.
Step 8 Click Save.
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Associate Media Resource Group List with Device Pools

Procedure

Step 1 Navigate to System > Device Pool and click on the device pool that contains the CTI ports for Mobile Agent. If there
are multiple pools, perform the next step for each device pool that applies.

Step 2 From the Media Resource Group List, select the Media Resource Group list that you just created, click Save and then
click Apply config.

Quarantine Unified CM Software-Based Resources

Unified CM-based software MTPs are used by default. However, Cisco contact center deployments do not
support these resources because they may cause performance problems in call processing. Youmust quarantine
them with a special configuration. Perform the following steps:

Procedure

Step 1 Create a new Media Resource Group (MRG) as a place holder.
Step 2 Place the software MTPs in that MRG.

For further instructions, refer to the Unified CM help documentation.

Configure MTPs with SIP Trunks

If you use SIP trunks, you must configure MTPs. Mobile Agent cannot use an MTP with codec pass-through.
When you configure the MTP, you must select No pass through. KPML is not supported with Mobile Agent.

Procedure

Step 1 Log in to Unified CM Administration and select Device > Trunk.
Step 2 Select the trunk on which you want to configure MTPs.

At a minimum all trunks whose destination is unified CVP need to have this configuration. This requirement also applies
to all TDM trunks that are used to connect to Mobile Agent phones through service providers.

Step 3 Depending on the scenario listed below, perform the corresponding step. Note that if you configure trunk groups to
dynamically insert MTPs, only the calls that require MTPs use them.

• Insert MTPs for inbound and outbound calls through a given trunk: In the Trunk Configuration settings, check the
Media Termination Point Required check box.

• Dynamically allocate MTPs when Cisco Unified Intelligent Contact Management detects media or signaling
incompatibility between the caller and called endpoints: In the Trunk Group Configuration settings, for the DTMF
Signaling Method, select RFC2833.
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Enable Call Progress Tones for Agent-Initiated Calls

Procedure

When MTP Required is not enabled, extra configuration is required to enable an agent to hear call progress tones for
agent initiated calls. If instead you have dynamic MTP allocation by forcing mismatched DTMF settings, then configure
the Unified Communications Manager to enable Early Offer.

For information on configuring the Unified CommunicationsManager, see the Unified CommunicationsManager product
documentation at https://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/tsd-products-support-series-home.html. The Cisco Annunciator does not
generate ringback and other call progress tones, as it does for regular phones and softphones. Instead, Mobile Agent relies
on the called party generating these tones (and the early offer setting triggers sending these tones to the agent).

Note
This selection does not affect MTP sizing for IP Phones and other endpoints that support RFC2833 signaling, as is the
case for many Cisco phones.

Verify MTP Resource Utilization

Because Unified CM comes preconfigured with software MTP resources, these resources may sometimes be
used to provide MTP for Unified Mobile Agent calls without proper configuration. Cisco does not support
the use of Unified CM-based softwareMTPs. For information about how to quarantine the Unified CM-based
MTPs, see Quarantine Unified CM Software-Based Resources, on page 159. To ensure that the IOS-based
MTPs are being used for Unified Mobile Agents, perform the following verification steps:

Procedure

Step 1 Install the Unified CM Realtime monitoring tool. This tool can be downloaded under Application > Plugins within
Unified CM Administration.

Step 2 Place a call to a logged-in Mobile Agent.
Step 3 Open theUnified CMRealtimemonitoring tool and navigate to System >Performance >Open Performance Monitoring.
Step 4 Expand the node(s) that are associated with your IOS-based MTP resources and choose Cisco MTP Device.
Step 5 Double-click Resources Active and choose all of the available resources to monitor. This includes both IOS and Unified

CM-based resources. Ensure that the only resources that are active during the Mobile Agent phone call are the IOS-based
resources. Also, ensure that all UCM-based MTP resources are not active.

Step 6 Repeat the previous step for each node that has MTP resources associated with it.

Enable Mobile Agent Connect Tone
In a nailed connection, the system can play a tone to the Unified Mobile Agent through the agent headset to
let the agent know when a new call is connected. In the default Installation, the Mobile Agent Connect Tone
feature is disabled.

If you require Unified Mobile Agent Connect Tone, you must make the following change in the Windows
Registry for the key PlayMAConnectTone under the JTAPI GW PG registry entries.
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Before you begin

Associate MTP resources with the CUCM trunk that connects to the Agent Gateway.

Procedure

Step 1
Step 2 On the PG machine, open the Registry Editor (regedit.exe).
Step 3 Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems,

Inc.\ICM\<InstanceName>\PG1A\PG\CurrentVersion\JGWS\jgw1\JGWData\Config\PlayMAConnectTone.

The Edit DWORD Value dialog box appears.

Step 4 In the Value data: field, enter 1 to enable Mobile Agent Connect Tone and click OK.
Step 5 Exit the Registry Editor to save the change, and cycle the PG service.

Administration and Usage

Cisco Finesse
Finesse provides a browser-based desktop for agents and supervisors. Mobile agents can perform the same
call control functions as Packaged CCE agents. Mobile supervisors can perform all call control functions
except for silent monitoring.

Sign in to Cisco Finesse Desktop

Procedure

Step 1 Enter the following URL in your browser: https://FQDN of Finesse server, where FQDN is the fully-qualified domain
name of the Finesse server.

In an IPv6-enabled environment, you must include the port number in the URL (https://<FQDN of Finesse
server>:8445/desktop).

Step 2 In the ID field, enter your agent ID.
Step 3 In the Password field, enter your password.
Step 4 In the Extension field, enter your extension.

For a mobile agent, the extension represents the virtual extension for the agent, also known as the local CTI port (LCP).

Step 5 Check the Sign in as a Mobile Agent check box.

The Mode and Dial Number fields appear.

Step 6 From the Mode drop-down list, choose the mode you want to use.

In Call by Call mode, your phone is dialed for each incoming call and disconnected when the call ends.
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InNailed Connectionmode, your phone is called when you sign in and the line stays connected throughmultiple customer
calls.

Step 7 In the Dial Number field, enter the number for the phone you are using.

DescriptionOption

The agent ID.ID

Your supervisor assigns this password.Password

The agent's extension.Extension

Select to sign in as a Unified Mobile Agent.Sign in as Unified Mobile Agent

Call by Call or Nailed ConnectionMode

The number of the phone being used.Dial Number

Step 8 Click Sign In.

Note
In Nailed Connection mode, the desktop must receive and answer a setup call before sign-in is complete.

In Call by Call mode, the dial number provided is not verified. To ensure that the number is correct, verify the number
in the header on the Agent Desktop after sign-in is complete.

Verify Sign-In to Cisco Finesse

Procedure

Check to be sure the Finesse Agent Desktop displays the following in the header:

• Mobile Agent before your agent name

• The mode used (Call by Call or Nailed Connection)
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• The dial number you provided

Enable Ready State

You must be in Ready state to process incoming calls.

Procedure

Choose Ready from the drop-down list below the agent name.

Note
If you are in call-by-call mode, you must answer and end each incoming call on your physical phone. After you answer
a call, you must perform all other call control functions (such as Conference, Transfer, Hold, Retrieve) using the desktop.

With call-by-call connection, an agent cannot end one leg of a transfer without terminating it at the other end. The transfer
must either be fully completed or both legs completely dropped.

If you are in Nailed Connection mode, after you answer the initial setup call, you must perform all other call control
functions using the desktop.

Make a Call

Procedure

Step 1 From the drop-down list below the agent name, choose Not Ready.

Note
You must be in Not Ready state to make a call.

Step 2 Click Make a New Call.
Step 3 Enter the number you want to call on the keypad, and then click Call.

If you are in Call by Call mode, the CTI server sends a setup call to your phone. A message appears on the keypad that
states the following:

A call will be initiated to your phone which must be answered before an outbound
call to your destination can be made.

After the setup call is answered, the system establishes the outbound call to the destination specified.
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Serviceability
On a Mobile Agent call flow, CUCM may return a 404 error due to the absence of a agent greeting, leading
to call failure. To fix this issue, do the following:

1. Create a newRun External Script node.Map the backupmedia of the script to the agent greeting recording
(media file).

2. Add the Run External Script node between the failure path of the AgentGreeting Run External Script node
and the End node.

3. Connect the Run External Script node's success path to the existing Release Call node and failure path to
the existing End node.

This fix may add a short delay of one to two seconds to the call flow.

For information about Agent Greeting Play Script, on page 32.

Note
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C H A P T E R 12
Outbound Option

• Capabilities, on page 165
• Initial Setup and Maintenance, on page 168
• Administration and Usage, on page 191

Capabilities

Features
Outbound Option enables call centers to manage outbound calls. With Outbound Option, you can configure
a contact center to automatically dial customer contacts from imported lists and direct a call to an available
agent. This application transfers a call to an agent only if a live contact is reached.

A summary of major features in Outbound Option follows:

Automated dialing

The dialer automatically dials contact numbers, screens for busy signals, no answers, and answering
machines, and transfers calls to agents. The dialer transfers a call to an available agent only when it
reaches a live contact.

Campaigns

Users create calling campaigns using a set of tabs in a graphical user interface (GUI). A campaign is a
set of numbers that will be automatically dialed and a set of agents who will talk to contacted customers.

More specifically, a campaign consists of imported contact lists and agent skill groups.

Imported contact lists and Do Not Call lists

You can import lists of customers you want to call and lists of customers who you do not want to call.
You can configure Outbound Option to import both types of lists either by continuously polling or at
scheduled intervals. You can also specify whether imported lists will replace existing lists or be appended
to them.

Agent skill groups

You assign agents to campaigns by using skill groups. A skill group defines a set of agents with specific
capabilities, such as language skills, product knowledge, or training that is associated with a campaign.
Agents might belong to multiple skill groups and thus be part of multiple campaigns.
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Campaign management

Outbound Option uses a dialing list that is associated with a campaign and directs dialers to place calls
to customers. The dialer then directs contacted customers to agents.

Choice of dialing modes

Outbound Option supports the following dialing modes:

• Preview mode lets the agent preview the contact information on the desktop and decide whether
the SIP dialer should dial a contact.

• Direct Preview mode is similar to Preview mode; however, the dialer places the calls from the
agent's phone. This mode prevents abandoned calls and false positive detection of answering
machines.

• Progressive mode dials a configured number of calls per available agent.

• Predictive mode adjusts the number of calls dialed per agent based on the current abandon rate.

Callbacks
If a customer requests a callback for a later date and time, the agent can enter the request in the system,
and the dialer schedules the call appropriately. The following callback types are supported:

• Personal callbacks specify that the customer receive a callback from the same agent who made the
initial contact.

• Regular callbacks are handled by any available agent.

Call analysis

The Call Progress Analysis (CPA) feature uses a combination of call signaling and media stream analysis
to identify different types of calls, such as faxes andmodems, answeringmachines, and operator intercepts.

Sequential dialing

The sequential dialing feature allows up to ten phone numbers per customer record.

Abandoned and retry calls

You can configure campaigns to retry abandoned calls.

Campaign prefix digits for dialed numbers

You can configure a prefix for customer number, which can be used to identify specific campaigns.

Activity reports

Outbound Option reporting features include agent, campaign, dialer, and skill groups report templates.

Two-Way Replication

If you choose to enable Outbound Option, you can also enable Outbound Option High Availability.
Outbound Option High Availability supports two-way replication between the Outbound Option database
on Logger Side A and the Outbound Option database on Logger Side B.

Outbound API
Outbound API allows you to use REST APIs to create, modify, and delete Outbound Option campaigns.
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Outbound API provides a streamlined mechanism for creating campaigns with a single preconfigured query
rule and import rule.

Administrative scripts are not required for Outbound Option campaigns created with the Outbound API. If
an administrative script is provided, the information in the script overrides the information defined in the API.

Outbound API consists of the following APIs —

• Outbound Campaign API: Use this API to define new Outbound Option campaigns, and to view, edit,
or delete existing campaigns. You can also use this API to disable all campaigns at once (emergency
stop).

• Do Not Call API: Use this API to set the Do Not Call (DNC) import rule configuration for Outbound
Option. This prevents the Dialer from dialing the numbers on the DNC list.

• Import API: Use this API to import customer contact information for an Outbound Option campaign.

• Time Zone API: Use this API to list all available time zones and to get information for a specified time
zone. You also use this API with the Outbound Campaign API to set the default time zone for an Outbound
Option campaign.

• Campaign Status API: Use this API to get the real-time status of running Outbound Option campaigns.

• Personal Callback (PCB) API: Use this API to configure your Outbound Option campaign to handle
personal callbacks. You can create personal callback records individually or in bulk. You can also use
this API to update or delete personal callback records.

For more information about Outbound API, see the Cisco Packaged Contact Center Enterprise Developer
Reference Guide .

Dialing Modes
Outbound Option supports various dialing modes, described in the following sections.

All dialing modes reserve an agent at the beginning of every Outbound Option call cycle by sending a
reservation call to the agent.

Note

Predictive Dialing

In predictive dialing, the dialer determines the number of customers to dial per agent based on the number of
lines available per agent and the configured maximum abandon rate. The agent must take the call if that agent
is logged in to a campaign skill group.

A Predictive Dialer is designed to increase the resource utilization in a call center. It is designed to dial several
customers per agent. After reaching a live contact, the Predictive Dialer transfers the customer to a live agent
along with a screen pop to the agent’s desktop. The Predictive Dialer determines the number of lines to dial
per available agent based on the target abandoned percentage.

Outbound Option predictive dialing works by keeping outbound dialing at a level where the abandon rate is
below the maximum allowed abandon rate. Each campaign is configured with a maximum allowed abandon
rate. In Predictive mode, the dialer continuously increments the number of lines it dials per agent until the
abandon rate approaches the configured maximum abandon rate. The dialer lowers the lines per agent until
the abandon rate goes below the configured maximum. In this way, the dialer stays just below the configured
maximum abandon rate. Under ideal circumstances, the dialer internally targets an abandon rate of 85% of

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
167

Outbound Option
Dialing Modes

https://developer.cisco.com/docs/packaged-contact-center/
https://developer.cisco.com/docs/packaged-contact-center/


the configured maximum abandon rate. Due to the random nature of outbound dialing, the actual attainable
abandon rate at any point in time may vary for your dialer.

Preview Dialing

Preview dialing reserves an agent before initiating an outbound call and presents the agent with a popup
window. The agent can then Accept or Reject the call with the following results:

• Accept: The customer is dialed and transferred to the agent.

• Reject: The agent is released. The system then delivers another call to the agent, either another Preview
outbound call, or a new inbound call.

• Rejects-Close: The agent is released and the record is closed so it is not called again. The system then
delivers another call to the agent, either another Preview outbound call or a new inbound call.

Direct Preview Dialing

The Direct Preview mode is similar to the Preview mode, except that the dialer automatically places the call
from the agent's phone after the agent accepts. Because the call is initiated from the agent's phone, the agent
hears the ringing, and there is no delay when the customer answers. However, in this mode, the agent must
deal with answering machines and other results that the Dialer Call Progress Analysis (CPA) handles for other
campaign dialing modes.

• A zip tone is a tone that announces incoming calls. There is no zip tone in Direct Preview mode.

• If you select personal callback as the callback option for a Direct Preview mode campaign, a personal
callback is dialed in Preview mode. The personal callback is processed like a call in the Preview mode.

Note

Progressive Dialing

Progressive Dialing is similar to predictive dialing (see Predictive Dialing, on page 167). The only difference
is that in Progressive Dialing mode, Outbound Option does not calculate the number of lines to dial per agent,
but allows users to configure a fixed number of lines that will always be dialed per available agent.

In the Outbound dialer log, the Progressive dialing mode is also logged as Predictive.Note

Initial Setup and Maintenance
This section is intended for system administrators who install and configure Packaged CCE. It describes the
one-time tasks required to set up Outbound Option. It also discusses occasional upgrade and maintenance
tasks. It contains the following topics:

• Outbound SIP Dialer Call Flows, on page 169

• Unified CCE Configuration for Outbound Option, on page 171

• Unified Communications Manager and Gateway Configuration, on page 172
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• Outbound Option Software Installation Steps, on page 179

• Maintenance Considerations, on page 189

Outbound SIP Dialer Call Flows

Call Flow Diagram for Packaged CCE

This figure illustrates a transfer to agent call flow for a SIP dialer Outbound Option campaign.

Figure 14: SIP Dialer Agent Campaign Call Flow

The call flow works as follows:

1. You schedule the import and the campaign starts. Records are delivered to the dialer.

2. The dialer looks for an available agent through the media routing interface.

3. The media routing peripheral gateway (MR PG) forwards the request to the router.

4. The routing script identifies an agent and responds to the MR PG.

5. The MR peripheral interface manager (PIM) notifies the dialer that the agent is reserved.

6. The dialer signals the gateway to call the customer.

7. The gateway calls the customer and notifies the dialer of the attempted call.

8. Call Progress Analysis (CPA) is done at the gateway. When voice is detected, the gateway notifies the
dialer.
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9. The dialer directs the voice gateway to transfer the call to the reserved agent by the agent extension.

10. The gateway directs the call to the agent through Unified Communications Manager (using dial peer
configuration to locate the Unified Communications Manager). Media are set up between the gateway
and the agent's phone.

Unattended VRU Call Flow Diagram for Packaged CCE

This figure illustrates a transfer-to-VRU call flow for a SIP dialer Outbound Option campaign.

Figure 15: SIP Dialer Unattended IVR Campaign Call Flow

The call flow works as follows:

1. An unattended VRU campaign starts and schedules an import. Records are delivered to the dialer.

2. The dialer sends a SIP INVITE to the voice gateway to call a customer.

3. The gateway calls the customer.

4. Call Progress Analysis (CPA) detects an answering machine (AMD) and notifies the dialer.

5. The dialer sends a VRU route request to the MR PG.

6. The MR PG forwards the route request to the router which invokes the routing script.

7. The router sends the route response with the network VRU label to the MR PG.

8. The MR PG forwards the route response to the dialer.
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9. The dialer sends a SIP REFER request for the label to the voice gateway.

10. The voice gateway transfers the call to Unified CVP.

Unified CVP then takes control of the call.

Unified CCE Configuration for Outbound Option
This section provides procedures for configuring Unified CCE for Outbound Option.

Configure the Dialer Component
You deploy the Dialer as a single redundant pair for each Agent PG with agents who handle Outbound Option
calls.

Procedure

Step 1 Make sure that all Packaged CCE services are running.
Step 2 In the Unified CCE Configuration Manager, expand Outbound Option Option and double-click Dialer to display

the Outbound Option Option Dialer configuration window.
Step 3 Click Retrieve.
Step 4 Click Add to add a new dialer.
Step 5 Enter the required information on the Dialer General Tab. See the Configuration Manager Online Help for details of

these fields.

Note
When installing the dialer component, you must enter the Dialer Name in the Peripheral Gateway Setup exactly as
mentioned in the procedure. Otherwise, the dialer will not be able to register with the Campaign Manager.

Step 6 Click Save.
Step 7 Select the Port Map Selection tab to display the port map configuration. See the Configuration Manager Online Help

for details of configuring these mappings.
Step 8 Click Add

Step 9 Configure a set of ports and their associated extensions.

A Dialer can support 1500 ports. The allowed Telephony Port range is from 0 to 1499.

Step 10 Click OK. The port mappings appear on the Port Map Selection tab.
Step 11 Click Save to save all the configuration information.

Configure System Options

Procedure

Step 1 In Unified CCE Administration, choose Organization > Campaigns to open the Campaigns page.
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Step 2 Define the dialing time range to use for all your Outbound Option campaigns.

For more information on campaign configuration, refer theManage Campaigns section in theCisco Packaged
Contact Center Enterprise Administration and Configuration Guide.

Enable Expanded Call Context Variables
Perform the following steps to enable the expanded call context variables.

Procedure

Step 1 In Unified CCE Administration, click Overview > Call Settings > Route Settings > Expanded Call Variables.
Step 2 Enable all BAxxxx variables (BAAccountNumber, BABuddyName, BACampaign, BADialedListID, BAResponse,

BAStatus, and BATimezone).

What to do next

By default, the solution includes the predefined BAxxxx ECC variables in the "Default" ECC payload. You
can also create a custom ECC payload for your Outbound Option call flows. Always remember that you cannot
use an ECC variable unless it exists in one of the ECC payloads that you use for a call flow.

Packet Capture for Troubleshooting
For the SIP Dialer to capture data, ensure that the dialer on the Unified CCE PG machine uses the active
interface from the Ethernet Interface list. You can determine the active interface with a network protocol
analyzer tool such as Wireshark, which you can download from www.wireshark.org. The interface with
network packets is the active interface.

You can change the SIP Dialer packet capture parameters to use the active interface from theWindows Registry
Editor. Change the interface name option (-i) in the CaptureOptions key to the number of the active
interface. For example, to use the third interface, set the value for -i to -i 3.

Capture files are in theHKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems, Inc.\ICM\<customer
instance>\Dialer registry key location.

Unified Communications Manager and Gateway Configuration
In the next phase of Outbound Option installation, you set up Unified CommunicationsManager and its related
gateway.

The following table lists the steps that comprise Unified CM setup.

Table 15: Unified CM Configuration Steps for Deployments with SIP Dialer

ProcedureStep Number

Disable Ringback During Transfer to Agent for SIP, on page 1731

Configuration of Voice Gateways, on page 1752
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ProcedureStep Number

Configure SIP Trunks, on page 1783

Disable Ringback During Transfer to Agent for SIP
The voice gateway generates a ringback tone to the customer. To prevent the gateway from generating a
ringback, apply a SIP normalization script to the Unified Communications Manager SIP trunk.

Apply this SIP normalization script only to the SIP trunk that handles the inbound call from the voice gateway
for agent transfer.

• If your deployment uses the same gateway for both PSTN calls and the dialer, complete all steps, 1 to
13, to create a dedicated SIP trunk and apply the normalization script.

The trunk for PSTN calls still needs a 180 RINGING SIP message for inbound
calls to trigger the gateway to play ringback to the PSTN.

For more information, see the TechNote Disable Ringback During Transfer to
Agent for SIP at https://www.cisco.com/c/en/us/support/docs/
customer-collaboration/packaged-contact-center-enterprise/
200323-Cisco-Packaged-Contact-Center-Enterprise.html.

Note

• If your deployment has a dedicated SIP trunk to handle the agent transfer dialer, complete steps 1 to 2
and 8 to 13 to apply the normalization script to your SIP trunk.

Procedure

Step 1 Navigate to https://<IP_address>:8443 where <IP_address> identifies the Unified Communications
Manager server.

Step 2 Sign in to Unified Communications Manager.
Step 3 To create a SIP trunk security profile in Unified Communications Manager, select Communications Manager GUI >

System > Security > SIP Trunk Security Profile > [Add New].
The default port is 5060.
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Figure 16: SIP Security Profile

Step 4 Click Save.
Step 5 Create a new SIP trunk and add the new SIP Trunk Security Profile.

Figure 17: Create a New SIP Trunk

Step 6 Click Save.
Step 7 Click Reset.
Step 8 In Communications Manager GUI > Devices > Device Settings > SIP Normalization Scripts > [Create New],

enter the following SIP normalization script into the content field. All other values remain set to default.

M = {}
function M.outbound_180_INVITE(msg)
msg:setResponseCode(183, "Session in Progress")
end
return M
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Figure 18: Add Normalization Script

Step 9 Click Save.
Step 10 Associate the new normalization script with the SIP trunk.

Figure 19: Associate Script with Trunk

Step 11 Click Save.
Step 12 Click Reset.

Configuration of Voice Gateways
Telecom carriers sometimes send an ISDN alerting message without a progress indicator. This situation causes
the voice gateway to send a SIP 180 Ringing message, instead of a SIP 183 Session In Progress message, to
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the SIP dialer. The SIP dialer can process provisional messages such as 180, 181, 182, and 183 with or without
Session Description Protocol (SDP). When the SIP dialer receives these provisional messages without SDP,
the dialer does not perform Call Progress Analysis (CPA) and the Record CPA feature is disabled.

To enable the SIP dialer to perform CPA, add the following configuration to the POTS dial-peer of the voice
gateway: "progress_ind alert enable 8". This code sends a SIP 183 message to the SIP dialer.

Telecom carriers sometimes send an ISDN alerting message without a progress indicator. This situation causes
the voice gateway to send a SIP 180 Ringing message, instead of a SIP 183 Session In Progress message, to
the SIP dialer. The SIP dialer can process provisional messages such as 180, 181, 182, and 183 with or without
Session Description Protocol (SDP). The SIP Dialer processes the CPA information along with the SDP
information because the SDP information is part of these provisional messages. But if the dialer receives these
provisional messages without SDP, the dialer does not perform Call Progress Analysis (CPA) and the Record
CPA feature is disabled. If the next provisional message changes the SDP information, the dialer processes
the SDP information.

Enable 100rel for Outbound Option. Otherwise, Outbound calls from the SIP Dialer fail. The following two
sections provide examples of voice gateway configuration from the command line.

Configure Rel1xx Supported for Dial-Peer for the SIP Dialer

The following example shows how to enable rel1xx on a voice dial-peer for the SIP dialer. It uses 8989 for
the tag of the voice dial-peer.

GW(config)#config t
GW(config-dial-peer)#dial-peer voice 8989 voip
GW(config-dial-peer)#voice-class sip rel1xx supported 100rel
GW(config-dial-peer)#exit
GW(config)#exit
GW#wr

This short procedure results in the following dial-peer configuration. (Only the bolded line is relevant to this
discussion.)

dial-peer voice 8989 voip
incoming called-number 978T
voice-class sip rel1xx supported "100rel"
dtmf-relay rtp-nte h245-signal h245-alphanumeric
codec g711ulaw

Configure Outgoing Dial-Peer for a Dialing Customer

The following example shows how to configure an outgoing dial-peer for a dialing customer.

GW(config)#config t
GW(config-dial-peer)#dial-peer voice 97810 voip
GW(config-dial-peer)#destination-pattern 97810[1-9]
GW(config-dial-peer)#port 1/0:23
GW(config-dial-peer)#forward-digits all
GW(config-dial-peer)#exit
GW(config)#exit
GW#wr

This short procedure results in the following dial-peer configuration for a dialing customer.

dial-peer voice 97810 pots
destination-pattern 97810[1-9]
port 1/0:23
forward-digits all
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Configure Rel1xx Disable for Unified CVP Voice Dial-Peer

The following example shows how to disable rel1xx for a Unified CVP voice dial-peer. It uses 8989 for the
tag of the voice dial-peer.

GW(config)#config t
GW(config-dial-peer)#dial-peer voice 8989 voip
GW(config-dial-peer)#voice-class sip rel1xx disable
GW(config-dial-peer)#exit
GW(config)#exit
GW#wr

This short procedure results in the following dial-peer configuration. (Only the bolded line is relevant to this
discussion.)

dial-peer voice 8989 voip
description CVP SIP ringtone dial-peer
service ringtone
incoming called-number 9191T
voice-class sip rel1xx disable
dtmf-relay rtp-nte h245-signal h245-alphanumeric
codec g711ulaw
no vad

Configure an Outgoing Dial-Peer for Transferring Call to Agent

The following example shows the outgoing dial-peer configuration for transferring calls to agents.

dial-peer voice 11000 voip
destination-pattern 11T
session protocol sipv2
session target ipv4:10.10.10.31(this is Call Manager's IP address)
voice-class codec 1
voice-class sip rel1xx supported "100rel"
dtmf-relay rtp-nte h245-signal h245-alphanumeric
no vad

In a SIP Dialer with Unified CVP VRU deployment, dialer-related call flows do not invoke call-survivability
scripts that are enabled on an incoming POTS dial-peer in the Ingress gateway. However, enabling a
call-survivability script on an Inbound POTS dial-peer does not negatively affect dialer-related call flows.

Note

Configure Transcoding Profile for Cisco Unified Border Element

The following example shows the transcoding profile for Cisco UBE.

Transcoding impacts port density.Note

dspfarm profile 4 transcode universal
codec g729r8
codec g711ulaw
codec g711alaw
codec g729ar8
codec g729abr8
maximum sessions 250
associate application CUBE
!
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Configure Cisco Unified Border Element
While configuring Cisco UBE, ensure that you:

Procedure

Step 1 Configure the three dial-peers in the Cisco UBE. The dial-peers are used for:

• Incoming calls from the dialer.

• Outgoing calls to the terminating network from the Cisco UBE.

• Calls to be routed to the Cisco Unified Communications Manager.

Step 2 Issue the following commands globally to configure the Cisco UBE:

• no supplementary-service sip refer

• supplementary-service media-renegotiate

Note
Virtual CUBE does not support CPA. Use a dedicated physical gateway if your solution needs CPA.

Configure SIP Trunks
Unified CM is connected to the voice gateway or the SIP Proxy by SIP Trunks, which you configure on
Unified CM. Set up route patterns for the Dialer which are appropriate for your dial pattern.

See the System Configuration Guide for Cisco Unified Communications Manager for instructions on how to
configure SIP trunks. For information about logging in to Ingress , refer to the sections on configuring gateways
for Courtesy Callback in the Configuration Guide for Cisco Unified Customer Voice Portal.

Procedure

Configure an SIP trunk on Unified CM fromUnified CM to the voice gateway. Specify the IP address of the voice gateway
in the Destination field.

Configure E1 R2 Signaling
The Outbound Option Dialer may be configured with systems using the E1 R2 signaling protocol. E1 R2
signaling is a channel associated signaling (CAS) international standard that is used with E1 networks in
Europe, Latin America, Australia, and Asia. For more information, see E1 R2 Signaling Theory.

The high-level procedure for configuring an E1 R2 controller for use with the Outbound dialer is summarized
below. For full configuration details, see E1 R2 Signaling Configuration and Troubleshooting.
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Procedure

Step 1 Set up an E1 controller connected to the private automatic branch exchange (PBX) or switch. Ensure that the framing
and linecoding of the E1 are properly set for your environment.

Step 2 For E1 framing, choose either CRC or non-CRC.
Step 3 For E1 linecoding, choose either HDB3 or AMI.
Step 4 For the E1 clock source, choose either internal or line. Keep in mind that different PBX's may have different requirements

for their clock source.
Step 5 Configure line signaling.
Step 6 Configure interregister signaling.
Step 7 Customize the configuration with the cas-custom command.

Example E1 R2 Settings

controller E1 0/0/0
framing NO-CRC4
ds0-group 1 timeslots 1-15,17-31 type r2-digital r2-compelled ani
cas-custom 1
country telmex
category 2
answer-signal group-b 1
caller-digits 4
dnis-digits min 4 max 13
dnis-complete
timer interdigit incoming 1000
groupa-callerid-end

Outbound Option Software Installation Steps
This section discusses the tasks that are associated with installing Outbound Option and related components.
Before proceeding, navigate to the Side A Unified CCEAW-HDS-DDS and stop all ICM services there. Then
perform the steps in the following sections.

Software and Database Creation
In the next phase, you install the Outbound Option component software and create its database. The following
table lists the steps that comprise software installation and database creation.

Table 16: Software Installation and Database Creation Steps

ProcedureStep

Configure the Logger for Outbound Option, on page 1821

Create Outbound Option Database, on page 1812

Add MR PIM for Outbound 2000 Agent Deployment, on page 1843
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ProcedureStep

Install Dialer Component on the PG Virtual Machine, on page 1864

Outbound Option Database
Outbound Option uses a dedicated SQL database on the Logger. The installation includes creating this database.
The installer collects some business-related data to properly create the database.

If you enable Outbound Option High Availability, ensure that the Logger virtual machine datastore is large
enough to accommodate both the Logger database and the Outbound Option database on Logger Side A and
Logger Side B.

Consider these guidelines when determining minimum drive size:

• For a 4000 (or smaller) Agent Reference Design solution, add an extra 500 GB of disk space for the
Outbound Option database.

• For a 12000 Agent Reference Design solution, add an extra 1 TB of disk space for the Outbound Option
database.

When using Outbound Option High Availability on a Packaged CCE system, the maximum number of records
that can be imported without adding any extra disk space to the Rogger VM is one million.

Note

Outbound Option for High Availability: Preliminary Two-Way Replication Requirements
If you plan to set up Outbound Option for High Availability two-way replication, there are several preliminary
requirements.

Create an Outbound Option Database on Logger Side A and Side B

If you have enabled Outbound Option on Logger Side A in a previous release, you must:

• Stop all Logger services on Logger Side A.

• Perform a full database backup for the Outbound Option database on Logger Side A and restore it to
Logger Side B. Use SQL Server Management Studio (SSMS) to complete this task.

If you have not enabled Outbound Option in a previous release, you must create an Outbound Option database
on Logger Side A and Logger Side B. Use the ICMDBA utility to complete this task.

If the database replication fails and it is resolved, the Outbound Option HA must be enabled again. In such a
case, you must again synchronize the databases on the Active and Standby sides. Perform a full database
backup for the Outbound Option database on Active side and restore it to the Standby side.

Note

Define Logger Public Interface Hostname on Logger Side A and Logger Side B

As you configure Outbound Option for High Availability, you must define the Logger Public Interface
Hostname on both sides of the Logger. IP addresses are not allowed.
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Make Campaign Manager and Dialer Registry Setting Customizations on Both Side A and Side B

If you customize any Campaign Manager and Dialer registry settings on one side, you must make the same
updates for the registry settings on the other side.

Stop the Logger Service Before Enabling or Disabling Outbound Option High Availability

Before you enable or disable Outbound Option High Availability, stop the Logger service on the applicable
side or sides.

Create Outbound Option Database
Before you use Outbound Option, estimate the size for the Outbound Option database.

Procedure

Step 1 Collect the following information:

• The size, in bytes, of each customer record in the import file. If the size is less than 128 bytes, use 128. (RecordSize)

• The number of records that are imported. (RecordCount)

• Do the records from new imports replace or append to records that are already in the database?

Step 2 Estimate the contact table size as follows:

• If imports overwrite existing records: Do not change record count.

• If imports append to existing records: RecordCount = total number of rows kept in a customer table at a time.

• contact-table-size = RecordSize * RecordCount * 1.18

Step 3 Estimate the dialing list table size as follows:

• If imports overwrite existing records: RecordCount = number of rows imported * 1.5. (50%more rows are inserted
into the dialing list than are imported.)

• If imports append existing records: RecordCount = total number of rows kept in customer table at a time * 1.5

• dialing-list-table-size = rows in dialing list * 128 bytes * 4.63

Step 4 Calculate the database size using this formula:

(Number of rows in all DL tables * (size of one row + size of index) ) +
(Number of rows in personal call back table * (size of one row + size of index) ) +
(Number of rows in Contact List table * (size of one row + size of index))

Step 5 Start ICMDBA by entering ICMDBA in the Microsoft Windows Run dialog box or command window.
Step 6 Select the Logger. Then, select Database > Create.
Step 7 In the Create Database window, specify the Outbound Option database type.
Step 8 Click Add. The Add Device window appears.

Use this window to create a new data device and log device for the Outbound Option database. Specify the disk drive
letter and size in megabytes for each new device.
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Step 9 Click OK to create the device.
Step 10 Click Create, and then click Start.
Step 11 Click Close.

If necessary, you can later edit the device to change storage size, or remove a device, using the Database >
Expand option.

You cannot make manual changes to the contents of the Outbound Option database. Do not use triggers in
the Outbound Option database. Do not add or modify triggers for the dialing lists or personal callback list.
The Dialer_Detail table in the logger or HDS contains the information that custom applications require. Extract
that information from the historical database server (HDS) to a separate server where the custom application
can process the data without impacting the HDS.

Caution

If you have used the ICMDBA tool to create an Outbound Option database on Side B of Unified CCE Rogger
and you later uninstall Packaged CCE, you can manually delete the database after the uninstallation by using
SQL Server Management Studio (SSMS).

Note

When you use the Append option to import records to the Outbound Contact Table, the size of the Blended
Agent (BA) database keeps increasing and it occupies all the available space in the disk. Hence, you must
manually purge the Outbound Contact Table to create more space on the disk.

Note

What to do next

Youmust enable autogrowth on the Outbound Option database. For details, refer to the section about verifying
database configuration in the Outbound Option Guide for Unified Contact Center Enterprise.

Configure the Logger for Outbound Option
Use this procedure to configure the Logger for Outbound Option.

You can (optionally) configure the Logger to enable Outbound Option and Outbound Option High Availability.
Outbound Option High Availability facilitates two-way replication between the Outbound Option database
on Logger Side A and the Outbound Option database on Logger Side B. Use the ICMDBA tool to create an
outbound database on Side A and Side B; then set up the replication by using Web Setup.

Perform the following procedure on both the Side A and Side B Loggers to configure Outbound Option or
Outbound Option High Availability. Both Logger machines must be up and operational.

Before you configure the Logger for Outbound Option High Availability:

• Confirm that an Outbound Option database exists on Logger Side A and Logger Side B.

Important
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Procedure

Step 1 Open the Web Setup tool.
Step 2 Choose Component Management > Loggers.
Step 3 Choose the Logger that you want to configure, and click Edit.
Step 4 Click Next twice.
Step 5 On the Additional Options page, click the Enable Outbound Option check box.
Step 6 Click the Enable High Availability check box to enable Outbound Option High Availability on the Logger. Checking

this check box enables High Availability two-way replication between the Outbound Option database on Logger Side
A and the Outbound Option database on Logger Side B. Two-way replication requires that you check this check box
on the Additional Options page for both Logger Side A and Side B. If you disable two-way replication on one side,
you must also disable it on the other side.

You must enable Outbound Option in order to enable Outbound Option High Availability. Similarly, if you have enabled
High Availability, you must disable High Availability (uncheck the Enable High Availability check box) before you
can disable Outbound Option (uncheck the Enable Outbound Option check box).

Step 7 If you enable High Availability, enter a valid public server hostname address for Logger Side A and Logger Side B.
Entering a server IP address instead of a server name is not allowed.

Step 8 If you enable High Availability, enter the Active Directory Account Name that the opposite side Logger runs under
or a security group that includes that account.

Note
While using Outbound Option High Availability, if you want to change theLogger Public Interface orActive Directory
Account Name, you must disable Outbound Option High Availability using logger setup. Only after disabling Outbound
Option HA, change the Logger Public Interfaces or Active Directory Account Name, then re-enable Outbound
Option High Availability to update the new Logger Public Interface or Active Directory Account Name.

Step 9 Select the Syslog box to enable the Syslog event feed process (cw2kfeed.exe).

Note
The event feed is processed and sent to the Syslog collector only if the Syslog collector is configured. For more
information about the Syslog event feed process, see the Serviceability Guide for Cisco Unified ICM/Contact Center
Enterprise.

Step 10 Click Next.
Step 11 Review the Summary page, and click Finish.

Additional Two-Way Outbound Option Database Replication Consideration

Keep in mind the following consideration when setting up two-way replication.

Import to Active Side

Importing a local file succeeds only if you import it to the active side. To avoid having to identify which side
is active, you can use any of the following methods:

• Create aMicrosoftWindows file share that is accessible to both sides with the samemapping; for example,
//<machine_name>/drive/file, viewable from both sides.

Cisco Packaged Contact Center Enterprise Features Guide, Release 15.0(1)
183

Outbound Option
Additional Two-Way Outbound Option Database Replication Consideration

https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html


• Use Microsoft Windows Distributed File System (DFS). With DFS, you can set up a local drive that
DFS updates for you. DFS also makes sure that operations are replicated. For more information, see your
Microsoft documentation.

• For campaigns created by using the Outbound API, you can use the Import API to import contacts without
identifying the active side. For more information, see the Cisco Packaged Contact Center Enterprise
Developer Reference.

Add MR PIM for Outbound 2000 Agent Deployment

Procedure

Step 1 Access the Unified CCE PG on Side A.
Step 2 From Cisco Unified CCE Tools, select Peripheral Gateway Setup.
Step 3 In the Instance Components panel of the Components Setup screen, select the PG2A Instance component for Side

A. (Select PG2B for Side B.) Then click Edit.
Step 4 In the Peripheral Gateways Properties screen, click Media Routing. Then click Next.
Step 5 Click Yes at the prompt to stop the service.
Step 6 From the Peripheral Gateway Component Properties screen, click Add and select PIM2.

Note
Select PIM2 and peripheralID 5003 even if you are not using PIM1 for another machine.

Step 7 Configure with the client type of Media Routing as follows:
a) Check Enabled.
b) Enter MR2 or a name of your choice for the Peripheral name.
c) Enter 5003 for the Peripheral ID.
d) Enter Unified CCE PG Side A IP (Side B IP for PG2B) for the Application Hostname(1).
e) Retain the default value for the Application Connection port (1).
f) Enter Unified CCE PG Side B IP (Side A IP for PG2B) for the Application Hostname(2).
g) Retain the default value for the Application Connection port (2).
h) Enter 5 for the Heartbeat interval (sec).
i) Enter 10 for the Reconnect interval (sec).
j) Check the Enable Secured Connection option.

This establishes a secured connectionbetween MR PIM and Application Server.

Ensure that you provide the correct information in the Application Hostname (1) and Application Connection Port
(1) fields.

k) Click OK.

Step 8 Accept defaults and click Next until the Setup Complete screen opens.
Step 9 At the Setup Complete screen, check Yes to start the service. Then click Finish.
Step 10 Click Exit Setup.
Step 11 Repeat from Step 1 for the Unified CCE PG on Side B.
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Add MR PIM for Outbound 4000 and 12000 Agent Deployment

Procedure

Step 1 To create Network VRU, and configure Type 2 VRU, do the following:
a) From the Configuration Manager, select Tools > Explorer Tools > Network VRU Explorer.

The Network VRU Explorer window appears.

b) In the Network VRU Explorer window, click Retrieve to enable Add Network VRU.
c) Click Add Network VRU.

The Network VRU property tab appears.

d) In the Network VRU property tab, enter a Name for the VRU.
e) From the Type drop-down list, select Type 2.
f) Click Save.

For more information, see the Configuration Guide for Cisco Unified ICM Enterprise at
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
for detailed information about the Unified CCE Configuration Manager tools.

Step 2 To configure MR PG with Network VRU, do the following:
a) From the Configuration Manager, select Tools > Explorer Tools > PG Explorer.

The PG Explorer window appears.

b) In the PG Explorer window, click Retrieve.
c) Click the preconfiguredMR PG Main_<peripheral set name>_MR_PG, and selectMain_<peripheral

set name>_Outbound.
d) In the Advanced tab, select the Network VRU from the drop-down list that you created previously.
e) In the Peripheral tab, check Enable post routing.
f) In the Routing Client tab, select the Routing Type and Default Call Type drop-down as None.
g) Click Save.

Note
You must record the Peripheral ID displayed on the Peripheral tab for later use.

Step 3 To add MR PIM for Outbound, do the following:
a) Access the Unified CCE PG on Side A.
b) From Cisco Unified CCE Tools, select Peripheral Gateway Setup.
c) In the Instance Components pane of theComponents Setupwindow, select the next available PG instance component

for Side A and Side B.
d) Click Edit.
e) In the Peripheral Gateways Properties screen, click Media Routing.
f) Click Next.
g) Click Yes at the prompt to stop the service.
h) From the Peripheral Gateway Component Properties screen, click Add and select PIM2.

Note
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Select PIM2 and enter the Peripheral ID that you have recorded in Step 2, even if you are not using PIM1 for another
machine.

i) To configure with the client type of Media Routing, do the following:

1. Check Enabled.

2. Enter Main_<peripheral set name>_Outbound or a name of your choice for the peripheral name.

3. Enter the Peripheral ID that you recorded in Step 2.

4. Enter Unified CCE PG Side A IP (Side B IP for Side B PG) for the Application Hostname(1).

5. Retain the default value for the Application Connection port (1).

6. Enter Unified CCE PG Side B IP (Side A IP for Side A PG) for the Application Hostname(2).

7. Retain the default value for the Application Connection port (2).

8. Enter 5 for the Heartbeat interval (sec).

9. Enter 10 for the Reconnect interval (sec).

10. Check the Enable Secured Connection option.

This establishes a secured connectionbetween MR PIM and Application Server.

Ensure that you provide the correct information in the Application Hostname (1) and Application Connection
Port (1) fields.

11. Click OK.

j) Accept defaults and click Next until the Setup Complete screen opens.
k) At the Setup Complete screen, check Yes to start the service.
l) Click Finish.
m) Click Exit Setup.
n) Repeat from Step 1 for the Unified CCE PG on Side B.

Install Dialer Component on the PG Virtual Machine

Procedure

Step 1 Stop all Packaged CCE Services.
Step 2 On both the Side A and Side B PGs, run Peripheral Gateway Setup. Select Start > All Programs > Cisco Unified

CCE Tools > Peripheral Gateway Setup.
Step 3 In the Cisco Unified ICM/Contact Center Enterprise Components Setup dialog, select an instance from the left

column under Instances.
Step 4 Click Add in the Instance Components section.

The ICM Component Selection dialog opens.

Step 5 Click Outbound Option Dialer.
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The Outbound Option Dialer Properties dialog opens.

Note
Ensure the dialer name matches the one that you entered during the configuration of the Dialer Component.

Step 6 Check Production mode and Auto start at system startup, unless your Unified ICM support provider specifically
tells you otherwise. These options set the Dialer Service startup type to Automatic, so the dialer starts automatically
when the machine starts up.

The SIP (Session Initiation Protocol) Dialer Type is automatically selected.

Step 7 Click Next.
Step 8 Supply the following information on this page:

• In the SIP Dialer Name field, enter the name of the SIP dialer. For example,
Dialer_for_Premium_Calling_List. There is a 32-character limit. The name entered here must match
the name that is configured in Configuration Manager.

• For SIP Server Type, select Cisco voice gateway.

• In the SIP Server field, enter the hostname or IP address of the Cisco voice gateway.

Note
The SIP Server hostnames are restricted to a maximum of 16 characters.

• In the SIP Server Port field, enter the port number of the SIP Server port. Default is 5060.

Click Next.

Step 9 On the Outbound Option Dialer Properties dialog, specify the following information:

• Campaign Manager server—The hostname or IP address of the Outbound Option server (the hostname or IP
address of Unified CCE Rogger Side A) in Packaged CCE.

• Campaign Manager server A—If the Campaign Manager is set up as duplex, enter the hostname or IP address
of the machine where the Side A Campaign Manager is located. If the Campaign Manager is set up as simplex,
enter the same hostname or IP address in this field and the Campaign Manager server B field. You must supply
a value in this field.

• Campaign Manager server B—If the Campaign Manager is set up as duplex, enter the hostname or IP address
of the machine where the Side B Campaign Manager is located. If the Campaign Manager is set up as simplex,
enter the same hostname or IP address in this field and the Campaign Manager server A field. You must supply
a value in this field.

• Enable Secured Connection—Allows you to establish secured connection between the following:

• CTI server and dialer

• MR PIM and dialer

Check the Enable Secured Connection check box to enable secured connection.

Note
Before you enable secured connection between the components, ensure to complete the security certificate
management process.

For more information, see the Security Guide for Cisco Unified ICM/Contact Center Enterprise.
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• CTI server A—The hostname or IP address of Unified CCE PG Side A.

• CTI server port A—The port number that the dialer uses to create an interface with CTI server Side A. The
default is 42027.

• CTI server B—The hostname or IP address of Unified CCE PG Side B.

• CTI server port B—The port number that the dialer uses to create an interface with CTI server Side B. The default
is 43027.

• Heart beat—The interval between dialer checks for the connection to the CTI server, in milliseconds. The default
value is 500.

• Media routing port—The port number that the dialer uses to create an interface with the Media Routing PIM on
the Media Routing PG. The default is 38001. Make sure the Media routing port matches that of the MR PG
configuration.

Step 10 Click Next. A Summary screen appears.
Step 11 Click Next to begin the dialer installation.

Optional - Edit Dialer Registry Value for AutoAnswer

If you enable auto answer in the CallManager with a zip tone, you must disable auto answer in the
Dialer or Dialers, if there are more than one. A zip tone is a tone sent to the agent's phone to signal
that a customer is about to be connected.

To disable auto answer in the Dialer, after the Dialer process runs for the first time, change the value
of the following registry key to 0:

HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems,
Inc.\ICM\<instance_name>\Dialer\AutoAnswerCall

Auto Answer Configuration on Agent Phones
The dialer component is preconfigured during installation to auto answer Outbound Option related calls to
the Outbound Option agent. However, this default configuration does not provide a zip tone to the agent
(which notifies of incoming calls), so agents must monitor the agent application for incoming customer calls.

To enable zip tone, enable auto-answer on the agent’s phone configuration in Unified CM. This solution adds
about a second onto the transfer time. This solution is identical to the solution that is used for Unified CCE.

For Mobile Agents using the nailed connection, the Unified CM auto answer setting does not provide a zip
tone, but contact center enterprise does provide an option for playing a notification tone to the agent using
the agent desk settings.

Enabling auto answer in the agent desk settings or in the dialer component in conjunction with the Unified
CM can be problematic. Therefore, disable the auto answer option in the dialer component, and enable it either
in the agent desk settings or in Unified CM.
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Verify connections
The Diagnostic Framework Portico provides details about the health of the installation even before any
campaign configuration is initiated or before any call is placed. The interface contains the following details
about the dialer status.

Procedure

Step 1 Navigate to the Outbound Option Dialer component in the Diagnostic Framework Portico.

The Node Name is Dialer. The Process name is BADialer.

Step 2 Verify that the Campaign Manager (CM) has a status of Active (A).
Step 3 Verify that the CTI Server (CTI) has a status of Active (A).
Step 4 Verify that the number of Configured Ports equals the number of Ready Ports.
Step 5 Verify that the MR has a status of Active (A).

Maintenance Considerations
This section contains information about maintaining the Outbound Option application.

SIP Dialer Voice Gateway Over-capacity Errors
If your network monitoring tool receives an alarm in the SIP dialer about being over capacity, you can ignore
the alarm unless it becomes an ongoing issue. This section describes the source of the alarm and remedial
actions associated.

If the Voice Gateway in a SIP dialer implementation is over capacity, the SIP Dialer receives the following
message: SIP 503 messages if the SIP Dialer is deployed with Voice Gateway
only

If the percentage of SIP 503 messages reaches 1% of all messages, the SIP dialer raises an alarm.

Use one of the following measures to attempt to remedy the problem if Voice Gateway capacity becomes an
ongoing issue:

• Check the Voice Gateway configuration. If there are errors, fix them and reset Port Throttle to its original
value. Port Throttle (the calls-per-second rate at which the dialer dials outbound calls) is set on the Dialer
General tab in the Configuration Manager.

• Check the sizing information. Adjust the value of Port Throttle according to the documented guidelines.

• Enable the auto-throttle mechanism by setting the Dialer registry setting EnableThrottleDown to 1.

To set EnableThrottleDown, open the Registry Editor (regedit.exe) on the PG machine and navigate
to HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems, Inc.\ICM\<customerinstance>\Dialer.

The SIP dialer performs an automatic throttle down when the percentage of SIP 503 messages reaches 2% of
all messages, if the auto-throttle mechanism is enabled. This throttle downmeans that the SIP dialer decreases
the configured value of Port Throttle by approximately 10%.
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If one throttle down does not correct the problem, the SIP dialer performs more throttle downs until either
the problem is corrected or the value of Port Throttle is throttled down to 50% of the originally configured
value.

For each automatic throttle down, alarm and trace messages clearly provide detailed information about the
adjusted port throttle value, configured port throttle value, and time duration.

Even after the problem is corrected, the dialer does not automatically throttle back to the configured value.
To increase the throttle back to the configured value, run the updateportthrottle /portthrottle <configured
value> command using the process monitoring tool Procmon.

Update the North American Numbering Plan Data
The Regional Prefix Update Tool (RPUT) is used to update the Packaged CCE database to the latest North
American Local Exchange NPA NXX Database (NALENND).

You can use this tool only if Packaged CCE is using the North American Numbering Plan.

The RPUT is composed of the following two files (installed in the ICM\bin directory on the Unified CCE
AW-HDS-DDS server):

• region_prefix_data.txt (or the <DatafileName>)

Contains the data this tool uses to update the region prefix table in the Packaged CCE database. Note
that you should change paths to the ICM\bin directory.

• regionfix.exe

This executable reads the region_prefix_data.txt data file and updates the region prefix table.

The RPUT is run from the command line as described in the following procedure.

Procedure

Step 1 Open a command prompt (Select Start > Run, and enter cmd, then click OK).
Step 2 Change the path to ICM\bin.
Step 3 Enter the following at the prompt: regionfix.exe <DatafileName> (where <DatafileName> is the name of the data

file).

The Regional Prefix Update Tool then shows the version of the input data file and asks if you want to proceed. If you
proceed, the tool connects to the Packaged CCE database. The number of records that are to be updated, deleted, and
inserted appear. These records are put into three different files:

• region_prefix_update.txt (which includes preserved Custom Region Prefixes)

• region_prefix_new.txt

• region_prefix_delete.txt

Step 4 You can either delete or retain the entries present in the region_prefix_delete.txt file while performing the insertions and
updates. To retain the entries, type No when the tool prompts you to delete the entries. Type Yes to delete the entries.

Step 5 Check the contents of the files before proceeding.
Step 6 Answer Yes to proceed with the update.
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When the update is complete, the tool displays the following message:

Your region prefix table has been successfully updated.

Administration and Usage

Campaign Configuration

Campaign Task List
The following table lists the steps that are required to create both an agent and IVR campaign, and includes
references to more information about each task.

Procedure

Step 1 Configure one or more skill groups for the campaign.

See Configure a Skill Group, on page 192.

Step 2 Create a call type using the Packaged CCE Call Type gadget.

See Create a Call Type, on page 192.

Step 3 Configure a dialed number on the MR client using the Packaged CCE Dialed Number gadget.

This dialed number is for agent reservation. See Configure Dialed Numbers , on page 192.

Step 4 Configure the DN for Abandon to IVR on the MR PG for the SIP dialer.

See Configure Dialed Numbers , on page 192.

Step 5 Configure the DN for AMD to IVR on the MR PG for the SIP dialer.

See Configure Dialed Numbers , on page 192.

Step 6 Create a campaign using the Outbound Option Campaign tool.

See Create a Campaign, on page 192.

Step 7 Create routing scripts using the Script Editor.

See Set Up Routing Scripts, on page 199.

Step 8 Create an administrative script using the Script Editor.

See Set Up Administrative Scripts, on page 195.

Step 9 Configure the Voice gateway.
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See Voice Gateway and Unified CVP Configuration for a VRU Campaign, on page 193.

Configure a Skill Group
Add at least one skill group. For an agent campaign, add at least one agent to the skill group. Log the agent
in to the skill group, and make the agent ready for the agent campaign. You do not need to add an agent for
a VRU campaign skill group. For information about configuring skill groups, see the Cisco Packaged Contact
Center Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/
customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Create a Call Type

Procedure

The dialed numbers and routing scripts that you create reference call types, so create them as needed.

For information about creating call types, see the Cisco Packaged Contact Center Enterprise Administration and
Configuration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/
products-maintenance-guides-list.html. For example, you can create one call type for an agent campaign and another for
a VRU campaign. You need to associate the call types with the dialed numbers you created earlier.

Configure Dialed Numbers

Procedure

Configure at least two dialed numbers on the outbound routing client: one for the agent campaign and one for the VRU
campaign.

See the Cisco Packaged Contact Center Enterprise Administration and Configuration Guide at https://www.cisco.com/
c/en/us/support/customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html for
information about configuring dialed numbers.

Create a Campaign

Before you begin

The Campaign feature in the Packaged CCE webadmin is used to add, delete, and modify Outbound Option
campaigns.

Configure the following information:

• At least one skill group

• The following dialed numbers with Routing Type set to Outbound Voice:
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• One for accessing the agent reservation script (not required for transfer to VRU campaigns).

• One for transferring the call to the VRU for abandon treatment when no agents are available. This
number must be different from the previous number.

• One for transferring the call to the VRU for answering machine detection (AMD) or transfer to
VRU campaign treatment. This number can be the same as the previous number, but different from
the first number.

For more information, refer the Manage Campaign section in the Cisco Packaged Contact Center
Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/
customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Notes About Editing a Campaign in Progress
You can edit most campaign configuration settings while a campaign is running. The changes take effect with
new calls after the setting has been changed. However, do not edit the following settings while a campaign
is in progress:

• Do not modify the Maximum Attempts value. Modifying this value while a campaign is in progress
can cause a long delay in record retrieval and longer agent idle times.

• Do not delete a skill group while a campaign is in progress.

(Optional) Configure Personal Callbacks
Personalized Callback is an optional feature in Outbound Option. Personal Callback enables an agent to
schedule a callback to a customer for a specific date and time. A personal callback connects the agent who
originally spoke to the customer back to the customer at the customer-requested time.

Procedure

Enable the callback feature individually for each campaign that you create.

For more information, refer the Manage Campaign section in the Cisco Packaged Contact Center Enterprise
Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/products-maintenance-guides-list.html.

Voice Gateway and Unified CVP Configuration for a VRU Campaign
For a VRU campaign, you need to configure a dial-peer in the voice gateway. This dial peer is used to instruct
the voice gateway to transfer the call to Unified CVP. It must match the Network VRU label that is configured
on the MR routing client with type 10 Unified CVP network VRU.

In base configuration, this label is preconfigured with default value 66611110000. Follow the steps in this
example.
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Procedure

Step 1 Add a dial-peer to match the network VRU label in the outbound routing client.

Example:
dial-peer voice 6661111 voip
description ******To CVP1*****
destination-pattern 6661111T
session protocol sipv2
session target ipv4:10.10.10.10
voice-class codec 1
voice-class sip rel1xx supported "100rel"
dtmf-relay rtp-nte h245-signal h245-alphanumeric
no vad

Note
The call can be transferred to only one Unified CVP; in the above example, the call is transferred to CVP1.

Step 2 Configure a dial-peer for the VRU leg. This is the same dial-peer as the inbound call flow whose call is transferred to
Unified CVP.

Example:
dial-peer voice 777111 voip
description Used for VRU leg
service bootstrap
incoming called-number 7771111T
voice-class sip rel1xx disable
dtmf-relay rtp-nte h245-signal h245-alphanumeric
codec g711ulaw
no vad

Step 3 Create a Routing pattern on Unified CCE Administration.

After you complete this step, Unified CVP can route the call to Cisco VVB after it receives the run script request from
the router. This dialed pattern is the same one as the inbound call flow that transfers a call to VRU. If the base configuration
has not been changed, the pattern is 777111*.

Note
It is possible that Steps 2 and 3 were completed during installation. For more information, see the Cisco Packaged Contact
Center Enterprise Administration and Configuration Guide at https://www.cisco.com/c/en/us/support/
customer-collaboration/packaged-contact-center-enterprise/products-maintenance-guides-list.html

Outbound Option Scripting
Outbound Option uses Packaged CCE scripting configured on the Administrative Workstation to manage
campaigns.

There are two types of scripts:

• Administrative Scripts

• Agent Reservation Routing Scripts
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Administrative Scripts for Outbound Option

Outbound Option administrative scripts enable, disable, or throttle campaign skill groups for outbound
campaigns. The scripts can also automatically close out a skill group for a specific campaign. The administrative
scripts can use time or any other conditional factor that the script can access to close a skill group. You can
perform this scripting at the skill group level to provide more flexibility for managing larger campaigns with
multiple skill groups.

Enable a campaign skill group by setting the campaign mode to one of the available modes: Preview, Direct
Preview, Progressive, or Predictive. Schedule an administrative script to run at regular intervals. Disable the
campaign skill group in the administrative script by creating a script node to change the campaign mode to
inbound for that skill group.

An administrative script controls a campaign skill group. You can only map a campaign skill group to one
campaign at a time. Multiple administrative scripts controlling the same skill group can result in conflicting
campaign mode requests.

Both the Outbound API and administrative scripts can set the dialing mode for a campaign. The value set by
the administrative script takes precedence over the value set by the API.

Note

You can also use administrative scripts to control the percentage of agents that a campaign skill group can
use. A script can also set whether to use a skill group for other campaigns or inbound calls.

To allow the outbound control and percent configured values from Campaign Skill group (set by either the
ConfigurationManager Campaign Skill Group tab or the Campaign API) to apply without restarting the router.
If you use an administrative script to set the outbound control and percent variables in operation and if you
want to employ these configured value on the Campaign Skillgroup, set the outbound control and percent
variable to -1 in the administrative script accordingly.

Note

Set Up Administrative Scripts

Use the Script Editor application to create an administrative script for each skill group to set the
OutboundControl variable and the skill group reservation percentage. The Outbound Option Dialer uses the
value of this variable to determine which mode each skill group uses.

• If the OutboundControl variable is not set, the skill group defaults to inbound. See chapter 1, "Outbound
Business Concepts" for detailed information about Outbound Option outbound dialing modes.

• Make sure that the routing client for the translation route labels is Unified CM, whichmakes the outgoing
call.

Note

Perform the following steps to create the administrative script:
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Procedure

Step 1 Open the Script Editor application.
Step 2 Select File > New > Administrative Script.
Step 3 Create an administrative script.

One script can be used to control all Outbound Option skill groups or multiple scripts can control multiple Outbound
Option skill groups. For example, if you want to control skill groups at different times of the day, you need multiple
administrative scripts; however, if you are going to initialize the groups all in the same way, you need only one script
(with additional Set nodes).

Step 4 Set up the script with the following nodes (required): Start, Set Variable, and End.

The following diagram displays a simple administrative script where both the OutboundControl variable and the outbound
percentage are set for a skill group. A script in a production call center is typically more complex, perhaps changing these
variables according to time of day or service level.

Figure 20: Sample Administrative Script

Note
The Transfer to VRU feature requires an IF node in the administrative script to disable it if the VRU is not available.
Also, to ensure timely responses to VRU outages, set the administrative script to run every minute.

Step 5 Set the OutboundControl variable. Setting this variable enables contact center managers to control the agent mode.
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