afran]n
CISCO.

L]
g
-
=
S
i
.-
g
=
]
e

Solution Design Guide for Cisco Packaged Contact Center Enterprise,
12.5(1) & 12.5(2)

First Published: 2020-02-05
Last Modified: 2021-05-20

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS I1S" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©1994-2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

CONTENTS

PREFACE Preface xix
Change History  xix

About This Guide  xxi

Audience xxi

Related Documents  xxi

Communications, Services, and Additional Information  xxiii
Field Notice  xxiii

Documentation Feedback xxiv

Conventions  xxiv

CHAPTER 1 Cisco Unified Contact Center Solutions 1
Contact Center Enterprise Solutions 1
Packaged Contact Center Enterprise 2
Hosted Collaboration Solution for Contact Center 2
Unified Contact Center Enterprise 3

Contact Center Enterprise Solution Comparison 3

CHAPTER 2 Unified CCE Reference Designs 5
Introduction to the Reference Designs 5
Reference Designs and Deployment Types 6
Benefits of a Reference Design Solution 7
Specifications for a Reference Design Solution 7
Contact Center Enterprise Reference Designs 9
Virtual Machines Resource Provisioning Policy 11
2000 Agent Reference Designs 11
Support on the Cisco UCS C240 M5SX and Cisco UCS C240 M6SX Large TRC Servers 12

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

Support on the Cisco HX220c-M5SX TRC Server 13

4000 Agent Reference Designs 15
Support on the Cisco UCS C240 M5SX and Cisco UCS C240 M6SX TRC Servers 15
Support on the Cisco HX220c-M5SX TRC Server 17

12000 Agent Reference Designs 18
Support on the Cisco UCS C240 M5SX and Cisco UCS C240 M6SX Large TRC servers 18
Support on the Cisco HX220c-M5SX TRC Server 20
Reporting Users in the 12000 Agent Reference Design Model 22

Contact Director 23

Topologies for Reference Designs 23

CHAPTER 3 Contact Center Enterprise Solutions Overview 27
Contact Center Solutions Architecture 27
Packaged CCE Solution Architecture 27
Cisco HCS for Contact Center Solution Architecture 28
Unified CCE Solution Architecture 29
Core Components 30
Ingress, Egress, and VXML Gateways 31
Cisco TDM \oice Gateway 32
Cisco Unified Border Element 32
Cisco VXML Gateway 34
Cisco Unified Customer \oice Portal 34
CVP Call Server 36
CVP VXML Server 36
CVP Media Server 37
CVP Reporting Server 37
CVP Call Studio 37
CVP Infrastructure 38
Contact Center Enterprise 39
Terminology for Unified CCE Subcomponents 41
Unified CCE #
Router 41
Logger 42
Peripheral Gateway 42

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)



Contents .

Administration & Data Server 44
Live Data 51
Cisco Virtualized Voice Browser 53
Cisco Unified Communications Manager 53
Unified CM as an Egress Gateway 53
Unified CM Ingress Gateway 54
Call Processing Nodes 54
TFTP and Music on Hold Nodes 55
Cisco Finesse 55
Cisco Finesse Server Services 56
Agent Mobility 57
Cisco Unified Intelligence Center 57
Optional Cisco Components 58
Cisco Customer Collaboration Platform 59
Task Routing 59
Cisco Unified SIP Proxy 60
Enterprise Chat and Email 62
Enterprise Chat and Email Features 62
Cloud Connect 63
Third-Party Components 63
Load Balancers 63
Recording 64
Speech Servers - ASR/TTS 64
Wallboards 65
Workforce Management 66
Integrated Features 66
Agent Greeting 66
Application Gateway 67
Business Hours 67
Cisco Outbound Option 67
Courtesy Callback 68
Call Context 69
Call Variables 69
Custom SIP Headers 69

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

Expanded Call Context Variables 69
User-to-User Information 70
Database Integration 70
Database Lookup 70
Extension Mobility 7
Mixed Codecs 7
Mobile Agent 72
Phone Extension Support 72
Dual-Use Unified CM Clusters 73
Phone Extensions for Different User Types 73
Post Call Survey 74
Cisco Webex Experience Management 74
Precision Routing 74
Single Sign-on (SSO) 75
SAML 2.0 Authentication 75
Elements Used in SAML 2.0 75
Cisco Identity Service (1dS) 76
Authentication and Authorization Flow 76

Whisper Announcement 77

Call Flows 77

Comprehensive 78
Incoming Calls 79
Comprehensive with ICM Micro-Apps or CVP Call Studio Apps
Video Call Flow 83

Supplementary Services 84

Topologies 89

Contact Center Enterprise Architecture 90
Topology Types 90
Centralized Deployments 91

Local Agent Architecture 91

Local Agent Components 92

Local Agent Benefits 92

Local Agent Design Requirements 93

Distributed Deployments 94

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)

82



Contents .

Clustering Over the WAN 94
Global Deployments 95
Remote CVP Deployment 95
Remote Unified CM Deployment 96
Remote CVP and Unified CM Deployment 97
Remote Office Options 98
Remote Office with Agents 99
Remote Office with Agents and a Local Trunk 101
Home Agent with Cisco Virtual Office 109
Unified Mobile Agent 110
Solution Administration 113
Service Creation Environments 113
Solution Serviceability and Monitoring 114
Prime Collaboration Manager 115
Analysis Manager 115
Unified System CLI 116
Unified System CLI Modes of Operation 117
Analysis Manager vs Unified System CLI 117
Third-Party Network Management Tools 118
System Performance Monitoring Guidelines 118
End-to-End Individual Call Tracking 119

Localization 120

CHAPTER 4 Configuration Limits and Feature Availability for Reference Designs 121
Reference Design Configuration Limits 121

Agent Limits 122
Supervisor and Reporting User Limits 123
Access Control Limits 124
Outbound Campaign Limits 125
Precision Queue and Skill Groups Limits 126
Task Routing Limits 128
Dialed Number Limits 128
System Load Limits 129
Call Variable Limits 131

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

CHAPTER 5

Other Limits 132
Feature Availability for Reference Designs 135
Agent and Supervisor 135
\oice and Infrastructure 136
IP Phone Support 138
Administration Interfaces 138
VRU and Queueing 139
Reporting 139
Third-Party Integrations 142

Core Components Design Considerations 143
General Solution Requirements 143
Data Backup for Your Solution 143
NTP and Time Synchronization 143
Detailed Contact Center Enterprise Reference Design Topologies
Ingress, Egress, and VXML Gateways Design Considerations 146
I0S Gateway Roles 146
TDM-IP Gateway Design Considerations 147
Cisco Unified Border Element Design Considerations 147
VXML Gateway Design Considerations 150
Distributed Gateways 151
Local Trunks in Contact Center Enterprise Solutions 152
CVP Design Considerations 153
CVP Call Server Design Considerations 153
CVP VXML Server Design Considerations 154
CVP Media Server Design Considerations 154
CVP Reporting Server Design Considerations 159
CVP Call Studio Design Considerations 161
Unified CVP Coresidency 161
Contact Center Enterprise Design Considerations 161
Router Design Considerations 161
Logger Design Considerations 162

Peripheral Gateway Design Considerations 162

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)

Packaged Contact Center Enterprise Solution Design Considerations 143

144



Administration & Data Server Design Considerations 164
Live Data Server Design Considerations 165
Cisco Virtualized Voice Browser Design Considerations 165
Unified Communications Manager Design Considerations 166
Unified CM Connection to the Agent PG 166
Single-line and Multi-line Feature Support 169
MTP Usage on the Unified CM Trunk 170
Mobile and Remote Access 171
Cisco Finesse Design Considerations 171
Cisco Finesse REST APl 172
Cisco Finesse Agent Desktop 172
Cisco Finesse Supervisor Desktop 173
Cisco Finesse IP Phone Agent 173
Cisco Finesse Administration Console 174
Cisco Finesse Deployment Considerations 174
Cisco Unified Intelligence Center Design Considerations 180
Unified Intelligence Center Deployments 180
Unified Intelligence Center Reporting Node 182
Unified Intelligence Center Data Sources 182
Unified Intelligence Center in WAN Deployments 185
Unified Intelligence Center Administration 186
Throttling for Historical and Real-Time Reports 187
Reference Design and Topology Design Considerations 188
Unified CM SME Deployment 188
Global Deployments Considerations 189
UCS Network Design for Global Deployments 189
Call Survivability in Distributed Deployments 190
Optional Cisco Components Design Considerations 191
Customer Collaboration Platform Design Considerations 191
Task Routing Considerations 192
Unified SIP Proxy Design Considerations 196
Performance Matrix for CUSP Deployment 197
Call Disposition with CUSP 197

Enterprise Chat and Email Design Considerations 199

Contents .

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

Enterprise Chat and Email Deployment Options 200
Silent Monitoring Design Considerations 201
Unified CM-based Silent Monitoring Design Considerations 201
Call Transcript Design Considerations 202
Call Transcript Architecture 203
Call Transcript Sequential Call Flow 204
Third-Party Component Design Considerations 205
All-Event Client Limits 205
DNS Server Deployment Considerations 206
Load Balancer Design Considerations 206
Load Balancers for Cisco Finesse Sign-In 206
Load Balancers for Cisco Unified Intelligence Center (CUIC) 207
Load Balancers for CVP 207
Load Balancers for the Unified CCE Administration Tool 207
Load Balancers with Enterprise Chat and Email 208
Recording Design Considerations 208
Network-Based Recording Design Considerations 208
Call Transcript Design Considerations 210
Session Border Controllers 213
Third-Party SBC Use Without CUBE 214
Speech Recognition and Text to Speech 216

CHAPTER 6 High Availability and Network Design 217
High Availability Designs 217
High Availability and Virtualization 219
VMware High Availability Considerations 219
LAN and WAN Communications in Packaged CCE 220
Network Design for Reference Design Compliant Solutions 221
Tested Reference Configurations 221
Network Requirements for Cisco UCS B-Series Servers 222
C Series 223
PSTN Network Design Considerations 224
Active Directory and High Availability 225

Contact Center Enterprise Network Architecture 226

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)



Contents .

Network Link High Availability Considerations 226
IP-Based Prioritization and Quality of Service 229
UDP Heartbeat and TCP Keep-Alive 230
HSRP-Enabled Networks 231
Unified CCE Failovers During Network Failures 231
Response to Private Network Failures 232
Response to Public Network Failures 233
Response to Failures of Both Networks 235
Ingress, Egress, and VXML Gateway High Availability Considerations 235
High Availability for Ingress and Egress Gateways 237
Call Survivability During Failovers 237
High Availability for VXML Gateways 237
CVP High Availability Considerations 238
High Availability Factors to Balance 240
Call Survivability During Failovers 241
More Call Survivability Points 242
SIP Proxy Servers with CVP 243
Cisco Unified SIP Proxy Support 244
CUSP Deployment Options 244
CUSP Design for High Availability 245
Server Groups and CVP High Availability 246
Unified CCE High Availability Considerations 246
Redundancy and Fault Tolerance 246
Router High Availability Considerations 247
Device Majority and Failovers 247
Router Failover Scenarios 247
Logger High Availability Considerations 254
Logger Fails 254
Reporting Considerations 254
Peripheral Gateway High Availability Considerations 255
PG Weight 255
Record Keeping During Failovers 255
Agent PG Fails 255
CTI Server Fails 256

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

VRU PG Fails 257
Administration & Data Server High Availability Considerations 258
Administration and Data Server Fails 258
Live Data High Availability Considerations 259
Live Data Server Failover 260
Virtualized Voice Browser High Availability Considerations 261
Unified CM High Availability Considerations 261
Unified CM Redundancy 262
Unified CM Load Balancing 263
Cisco Finesse High Availability Considerations 263
Cisco Finesse IP Phone Agent Failure Behavior 264
Cisco Finesse Server Fails 264
Cisco Finesse Behavior When Other Components Fail 265
Unified Intelligence Center High Availability Considerations 266
Unified CM-based Silent Monitoring High Availability Considerations 267
Customer Collaboration Platform High Availability Considerations 267
Unified SIP Proxy High Availability Considerations 267
Enterprise Chat and Email High Availability Considerations 267
Load-Balancing Considerations for Enterprise Chat and Email 268
ECE Behavior When Other Components Fail 268
ASR TTS High Availability Considerations 269
Outbound Option High Availability Considerations 270
SIP Dialer Design Considerations 270
Outbound Option Record Handling During Fail Over 271
Campaign Manager High Availability Considerations 271
Dialer Behavior during Campaign Manager Failover 272

Single Sign-On High Availability Considerations 273

CHAPTER 7 Design Considerationsfor Integrated Features 275
Agent Greeting Considerations 275
Agent Greeting Phone Requirements for Local Agents 276
Agent Greeting Call Flows 277
Agent Greeting Design Impacts 278
Sizing Considerations with Agent Greeting 278

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)



Application Gateway Considerations 279
Application Gateway Call Flows 279
Application Gateway Design Impacts 280
Application Gateway Sizing Considerations 280
Business Hours Considerations 280
Business Hours Use Cases 281
Business Hours Design Impacts 281
Customer Virtual Assistant Considerations 281
Concepts for CVA 281
CVA Call Flows and Architecture 282
Dialogflow Element Call Flow 282
DialogflowIntent/DialogflowParam Element Call Flow 283
Cisco Outbound Option Considerations 285
Outbound Option Dialing Modes 286
Cisco Outbound Option Call Flows 287
Cisco Outbound Option Design Impacts 290
SIP Dialer Design Considerations 290
Outbound Option Deployments 291
Sizing for Outbound Option 295
SIP Dialer Throttling 296
SIP Dialer Recording 298
Outbound Option Bandwidth, Latency, and QoS Considerations
Distributed SIP Dialer Deployment 299
Courtesy Callback Considerations 302
Courtesy Callback Use Case 303
Courtesy Callback Call Flows 304
Courtesy Callback Design Impacts 305
Callback Time Calculations 306
Call Context Considerations 309
Expanded Call Context Variable Considerations 309
ECC Payload Use by Interface 310
Use of UUI in Contact Center Enterprise Solutions 311
Contact Center Al Services Considerations 312

Contact Center Al Services Call Flow 313

Contents .

299

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

Database Lookup Design Considerations 315
Database Lookup Call Flows 315
Database Lookup Sizing Considerations 316
Database Lookup Design Impacts 316
Mixed Codec Considerations 317
Mixed Codec Use Case 317
Mixed Codec Call Flows 317
Mixed Codec Design Impacts 318
Mobile Agent Considerations 318
Mobile Agent Call Flows 320
Mobile Agent Design Impacts 322
Agent Location and Call Admission Control Design 322
Dial Plans for Mobile Agent 323
Codec Design for Mobile Agent 323
Music on Hold with Mobile Agent 324
Cisco Finesse with Mobile Agent 324
DTMF Considerations with Mobile Agent 324
Session Border Controllers with Mobile Agent 325
Fault Tolerance for Mobile Agent 325
Sizing Considerations for Mobile Agent 325
Phone Extension Support Considerations 325
Monitored Secondary Extensions 326
Unmonitored Secondary Extensions 326
Call Type Considerations for Phone Extensions 326
E.164 Dial Plan Design 327
Post Call Survey Considerations 327
Post Call Survey Use Case 328
Post Call Survey Design Impacts 328
Webex Experience Management Considerations 329
Experience Management Call Flows 330
Experience Management Voice Survey 330
Experience Management Email/SMS Survey 332
Network Considerations 333

Webex Experience Management Digital Channel Survey Considerations

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)

333



Digital Channel Survey Call Flows 334
Digital Channel Survey (Email/Chat) 334
Network Consideration 335
Customer Journey Analyzer 335
Customer Journey Analyzer Data Call Flow 336
Data Security for Customer Journey Analyzer 336
Precision Routing Considerations 337
Precision Routing Use Case 337
Precision Routing Call Flows 337
Precision Routing Design Impacts 338
Precision Routing Attributes 338
Precision Routing Limitations 338
Throttling During Precision Queue Changes 338
Single Sign-On (SSO) Considerations 339
SSO Component Support 340
SSO Message Flow 340
SSO Design Impacts 340
Single Sign-On Support and Limitations 340
Contact Center Enterprise Reference Design Support for Single Sign-On
Coresidency of Cisco Identity Service by Reference Design 341
Reference Design Topology Support for SSO 341
User Management for SSO 342
Qualified Identity Providers 342
Whisper Announcement Considerations 344
Whisper Announcement Call Flows 345
Whisper Announcement Design Impacts 345
Whisper Announcement Media Files 346
Whisper Announcement with Transfers and Conferences 346

Whisper Announcement Sizing Considerations 346

CHAPTER 8 Bandwidth, Latency, and QoS Considerations 347
Bandwidth, Latency, and QoS for Core Components 347
Sample Bandwidth Usage by Core Components 347
Bandwidth, Latency, and QoS for Ingress, Egress, and VXML Gateway 348

n

Contents .

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

Bandwidth, Latency, and QoS for Unified CVP 348
Bandwidth Considerations for Unified CVP and VVB 348
Network Link Considerations for Unified CVP 350
Bandwidth Sizing 352
Network Latency 353
Port Usage and QoS Settings for Unified CVP 355
Bandwidth Provisioning and QoS Considerations for a WAN 355
Bandwidth, Latency, and QoS for Packaged CCE 356
Packaged CCE Bandwidth and Latency Requirements 356
Agent Desktop to Call Servers and Agent PGs 356
QoS Considerations for Packaged CCE 360
QoS for Virtualized Voice Browser 365
Bandwidth, Latency, and QoS for Unified CM 366
Bandwidth for Agent Phones to Unified CM Cluster 366
Bandwidth, Latency, and QoS for Cisco Finesse 366
Cisco Finesse Desktop Latency 367
QoS for Cisco Finesse 367
Bandwidth and Latency Considerations for Cisco IM&P 367
Bandwidth, Latency, and QoS for Unified Intelligence Center 368
Parameters for Reporting Bandwidth 368
Network Bandwidth Requirements 368
Unified Intelligence Center Sample Bandwidth Requirement 368
Bandwidth, Latency, and QoS for Cisco Live Data 369
Bandwidth Considerations for Cisco IdS 369
Bandwidth, Latency, and QoS for Optional Cisco Components 370
Bandwidth, Latency, and QoS for Enterprise Chat and Email 370
Bandwidth, Latency, and QoS for Silent Monitoring 370
Bandwidth, Latency, and QoS for Unified CM-Based Silent Monitoring 370
Bandwidth, Latency Consideration for Customer Journey Analyzer 370
Bandwidth and Latency Considerations for Cisco Answers 371
Bandwidth, Latency, and QoS for Optional Third-Party Components 371
Bandwidth, Latency, and QoS for ASR/TTS 31

CHAPTER 9 Sizing and Operating Conditions for Reference Designs 375

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)



Contents .

Sizing for Reference Design Solutions 375
Resource Use During a Contact 375
Contact Center Traffic Terminology 376
Erlang Calculators as Design Tools 378
Erlang-B Uses 379
Erlang-C Uses 379
Dynamic Configuration Limits for Unified CCE 379
Dynamic Limits for Skill Groups and Precision Queues Per Agent 380
Other Dynamic Sizing Factors 381
PG Agent Capacity with Mobile Agents 382
Configuration Limits for Reference Design Solutions 382
Sizing for Unified CVP 382
Sizing for Unified CM Clusters 391
Component and Feature Impacts on Scalability 394
Resource Requirements for Reporting 395
Cisco Virtualized Voice Browser Sizing 396
Sizing for Cisco Finesse 397
Sizing for Congestion Control 397
Deployment Type Descriptions 398
Congestion Treatment Mode 400
Congestion Control Levels and Thresholds 401
Congestion Control CPS Limits 402
Operating Considerations for Reference Design Compliant Solutions 403
Solution-Wide Support for Transport Layer Security — 403
Time Synchronization for Your Solution 403
Contact Center Enterprise Solution Support for IPv6 404

General IPv6 Design Considerations 406

CHAPTER 10 Avaya and ICM-to-ICM Gateway Support 409
Introduction 409
Configuration Limits and Scalability Constraints 410
Additional Sizing Factors 410
ACD Call Deployments and Sizing Implications 411
Agent Desktops 412

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .



. Contents

CTI Object Server 413

CHAPTER 11 Solution Security 415
Decouple CCE Authorizations from Active Directory 415
Organizational Units 416
Application-Created OUs 416
Active Directory Administrator-Created OUs 416

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)



Preface

 Change History , on page Xix
* About This Guide, on page xxi
« Audience, on page Xxi

« Related Documents, on page Xxi

« Communications, Services, and Additional Information, on page xxiii

* Field Notice, on page xxiii

» Documentation Feedback, on page xxiv

« Conventions, on page xxiv

Change History

This table lists the major changes made to this guide. The most recent changes appear at the top.

active mobile agents with
call-by-call connections per agent
PG

PG Agent Capacity with Mobile
Agents

Changes Section Date

Added Support for Unified CM 15.0 | Unified CCE Reference Designs | April, 2024
Added VAV and Agent Answers | Bandwidth Provisioning and QoS | Aug, 2023
bandwidth information. Considerations for a WAN

Added a note for OVA when VVB | Cisco Virtualized Voice Browser | April, 2023
fresh install is performed on a Sizing

medium or small Open Virtual

Appliance (OVA).

Increased configuration limit for | Agent Limits March, 2021

Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2) .




. Preface

. Solution Design Guide for Cisco Packaged Contact Center Enterprise, 12.5(1) & 12.5(2)

Preface |

Changes

Section

Date

Initial Release of Document for 12.5(1)

Added Reference Design layouts
and VM specifications on Cisco
UCS C240 M5SX and Cisco
Hyperflex HX220c M5SX TRC
servers for the following
deployment types:

« 2000 Agent Deployment
« 4000 Agent Deployment
* 12000 Agent Deployment

Contact Center Enterprise
Reference Designs

Added information on the new
Cisco Webex Experience
Management Featur e feature.

Contact Center Enterprise
Solutions Overview

Design Considerations for
Integrated Features

Added information on the new
Customer Virtual Assistance
Feature feature.

Design Considerations for
Integrated Features

Added shared ACD Line support
for both home and work phone on
two shared ACD lines

Design Considerations for
Integrated Features

Increased configuration limits for
the following:

* Outbound dialer maximum
calls per second per dialer

¢ Outbound dialer maximum
ports per SIP dialer

« Number of preview campaigns
per system

* Number of predictive
Campaigns per system (Agent
or VRU based)

* Predictive Campaign Skill
Groups per Peripheral

Outbound Campaign Limits

Removed information on Cisco
MediaSense, Cisco Remote Expert,
and Context Service which reached
its end of maintenance support.

February, 2020




| Preface

About This Guide [}

Changes Section Date

Added a chapter for the Avaya and | Avaya and ICM-to-ICM Gateway
ICM-to-ICM Gateway Support Support

Updated the topics with support for « Contact Center Enterprise
Avaya and ICM-to-ICM Gateway Solution Comparison

 Reference Designs and
Deployment Types

About This Guide

Audience

This guide provides design considerations and guidelines for deploying Cisco Unified Contact Center Enterprise
(Unified CCE) solutions. The guide combines information for all the components that might be present in
your solution. This guide assumes that you are familiar with basic contact center terms and concepts. Successful
deployment of Unified CCE solutions also requires familiarity with the information presented in the Cisco
Collaboration System Solution Reference Network Designs.

This guide focuses on the design process. Its goal is to present the necessary information to take your design
from starting concept to final submission. Details of installation, configuration, and administration of your
contact center enterprise solution are covered in other guides.

The first four chapters of the book give a broad perspective of the contact center enterprise solutions:
« Packaged Contact Center Enterprise
» Cisco Hosted Collaboration Solution for Contact Center

« Unified Contact Center Enterprise

For information about design considerations and guidelines specific to Packaged CCE, see the remaining
chapters.

The first three chapters in this guide are for anyone who wants a broad overview of the contact center enterprise
solutions.

The primary audience for the guide is people who design contact centers. The guide is also helpful for system
administrators who want a deeper understanding of how the components in a contact center enterprise solution
work together.

Related Documents

Consult these documents for details of these subjects that are not covered in this guide.
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Subject

Link

Compatibility Matrix for information on which
versions of which products are supported for a contact
center enterprise solution.

https://www.cisco.com/c/en/us/support/
customer-collaboration/
unified-contact-center-enterprise/
products-device-support-tables-list.html

https://www.cisco.com/c/en/us/support/
customer-collaboration/
packaged-contact-center-enterprise/
products-device-support-tables-list.html

https://www.cisco.com/c/en/us/support/
unified-communications/
hosted-collaboration-solution-contact-center/
products-device-support-tables-list.html

Cisco Unified Contact Center Enterprise Features
Guide for detailed information on the configuration
and administration of integrated features in your
solution.

http://www.cisco.com/c/en/us/support/
customer-collaboration/
unified-contact-center-enterprise/
products-feature-guides-list.html

Cisco Collaboration Systems Solution Reference
Network Designs for detailed information on the
Unified Communications infrastructure on which your
solution is built.

http://www.cisco.com/c/en/us/support/
unified-communications/
unified-communications-manager-callmanager/
products-implementation-design-guides-list.html

Cisco Packaged Contact Center Enterprise Features
Guide

Cisco Packaged Contact Center Enterprise
Administration and Configuration Guide for details
on Avaya and ICM-to-ICM configurations.

https://www.cisco.com/c/en/us/support/
customer-collaboration/
packaged-contact-center-enterprise/
products-maintenance-guides-list.html

You can find the full documentation of each of the components in the contact center enterprise solutions at

these sites:

Component Link

Cisco Packaged Contact
Center Enterprise

https://www.cisco.com/c/en/us/support/customer-collaboration/
packaged-contact-center-enterprise/tsd-products-support-series-home.html

Cisco Finesse

http://www.cisco.com/c/en/us/support/customer-collaboration/finesse/
tsd-products-support-series-home.html

Cisco Customer
Collaboration Platform

https://www.cisco.com/c/en/us/support/customer-collaboration/
unified-contact-center-express/tsd-products-support-series-home.htmi

Cisco Unified Customer
Voice Portal

http://www.cisco.com/c/en/us/support/customer-collaboration/
unified-customer-voice-portal/tsd-products-support-series-home.html

Cisco Unified Intelligence
Center

http://www.cisco.com/c/en/us/support/customer-collaboration/
unified-intelligence-center/tsd-products-support-series-home.html
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Component Link

Cisco Virtualized Voice | http://www.cisco.com/c/en/us/support/customer-collaboration/
Browser virtualized-voice-browser/tsd-products-support-series-home.html

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
« To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

« To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Field Notice

Cisco publishes Field Notices to notify customers and partners about significant issues in Cisco products that
typically require an upgrade, workaround, or other user action. For more information, see Product Field Notice
Summary at https://www.cisco.com/c/en/us/support/web/tsd-products-field-notice-summary.html.

You can create custom subscriptions for Cisco products, series, or software t