Postinstallation Tasks

« Configure the First Node, on page 1

« Configure the Second Node, on page 2

 Configure Network Protocol for the Unified Intelligence Center Cluster , on page 3
* Switch Network Deployment from LAN to WAN, on page 3

» Upload Self-Signed Certificate, on page 4

Configure the First Node

Before you begin
After a successful installation, perform one of the following:

« If the Cisco Unified Communications Manager (CUCM) cluster is using the self-signed certificate, upload
Tomcat certificates from al the nodes of CUCM cluster into the Unified CCX Tomcat trust store. To
upload certificates, use the Cisco Unified OS Administration interface (for example,
htt ps:// <uccx-host name>/ cnpl at f or m) or theset cert inport trust toncat CLI.

« If the Cisco Unified Communications Manager (CUCM) cluster isusing the CA signed certificate, upload
theroot CA certificate into Unified CCX Tomcat trust store.

Verify that the following users are added in Unified Communications Manager application:

« Unified CM Users - These are end users in Unified Communications Manager, who are assigned in
Unified CCX asadministrators. Using administrator credentials, you can login to the foll owing components
for Unified CCX:

* Unified CCX Application Administration

* Cisco Unified CCX Serviceability

* Cisco Finesse Administration

» Cisco Unified Intelligence Center Administration
» Cisco I dentity Service

These users are required to integrate Unified Communications Manager with Unified CCX. For information
on adding Unified CM users, see topic "Adding Usersto a User Group" under the “User Management
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. Configure the Second Node

Step 1

Step 2

Configuration” section and “User Group Configuration” sub section in the Cisco Unified Communications
Manager Administration Guide at:

https.//ww.cisco.com/c/en/us/support/unified-communi cati ons/unified-communi cati ons-manager-cal Imanager/
products-maintenance-guides-list.ntml.

Procedure

Loginto Cisco Unified CCX Administration page on the first node to initiate the configuration using the
following URL format:

http://<servername or | P address>/appadnin

Note Use the credentials entered for Appl i cati on User Nane and Application User
Passwor d during installation.

User IDs are case-sensitive when logging into the Unified CCX Administration web interface. To
make them case-insensitive, you must install 12.5(1) SU1 ES02.

Follow instructions on the screen to complete the configurations.

Note Usethe credentials of the Unified Communications Manager End User having administrator privileges
in Unified CCX to configure the application users (AXL users).

What to do next
Add Second Node

Configure the Second Node

Step 1

Step 2
Step 3

Restart node 1 followed by node 2 before initiating the configuration.

Procedure

Loginto Cisco Unified CCX Administration page of the second node to initiate the configuration.

Note Use the credentials entered for Appl i cati on User Nane and Application User
Passwor d during installation.

User IDs are case-sensitive when logging into the Unified CCX Administration web interface. To
make them case-insensitive, you must install 12.5(1) SU1 ESO2.

In the Welcome to Unified CCX Replication Wizard page, enter values for all the fields and click Next.
In the Component Activation page, wait until al the components get activated and then click Next.

If you have selected Networ k Deployment TypeasLAN, the Cisco Unified CCX Setup Result I nfor mation
page gets displayed.
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Step 4 If you have selected Networ k Deployment Type as WAN, enter appropriate values in Cisco Unified CM
Configuration page. Follow the instructions on the screen to compl ete the configurations.

Step 5 Restart the first node and then restart the second node.

Configure Network Protocol for the Unified Intelligence Center
Cluster

Cisco Unified Intelligence Center supports Multicast and TCP/IP as the network protocol. The default
configuration is Multicast.

If Unified CCX isinan HA over WAN deployment where Multicast is not supported, then the following CLI
command must be executed to configure the network protocol to TCF/IP:

* utilscuic cluster modetcp-ip

The CLI must be executed on both the nodes of the Unified Intelligence Center. Restart the Cisco Unified
Intelligence Center Service for the changes to take effect. To view the latest settings, you can execute the
following CLI commands:

« utils cuic cluster show

Switch Network Deployment from LAN to WAN

You can change a LAN-based two-node setup to work over WAN. To change the network deployment from
LAN to WAN for atwo-node setup, do the following:

Procedure

Step 1 Log in to the first node using the Unified CCX Administration web interface.
Step 2 Choose System > Server, and delete the second node from the list.

Step 3 Add the second node details again on the first node. See Add Second Node.
Step 4 Reinstall node 2. See Install Unified CCX on Second Node

Step 5 Configure the second node, and select the Networ k Deployment Type as WAN. See Configure Second
Node.

Step 6 Add or configure new Unified Communications Manager Telephony Call Control Groups for the second
node.

For more information, see the Unified CM Telephony Call Control Group configuration section in Cisco
Unified Contact Center Express Admin and Operations Guide.
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. Upload Self-Signed Certificate

Upload Self-Signed Certificate

The following procedure is an example for uploading the CUCM self-signed certificate to Unified CCX

)

Tomcat trust store.
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Note

Step 1
Step 2

Step 3

Step 4
Step 5

The same procedure can be followed to upload CCP and Standalone CUIC self-signed certificates.

Procedure

Log in to Cisco Unified OS Platform CLI using administrator credentials.

Enter the show cert own tomcat command to view the CUCM certificate details.

The CUCM certificate is displayed.

Copy the certificate information starting from- - - - - BEG N CERTI FI CATE- - - - - to
and press Enter.

Example:
A sample certificate is as follows:

----- BEG N CERTI FI CATE- - - - -

M | D+TCCAUGgAW BAgl QRVNGT nHt bGarlnNgJ 1pCf TANBgkghki GOwOBAQs FADBL
M5 WCQYDVQQGEW J Tj EOMAWGALUECGWFQDI TQO8x Dj AVBgNVBAS MBUNCQUI VVRAW
HAYDVQQDDBVsb2FkdWN eCluMs5j aXNj by5j b20x Ej AQBgNVBAgMCUt BUK5BVEFL
QTESMBAGAL UEBWWJI Gk FOROFMTI'1J FMB4XDTI wMIAxM A2NDQz N1oXDTl yMIAxM A2
NDQz NI owd TEL MAk GA1UEBhMCSU4x Dj AMBg NVBAo MBUNJ UONPMUAWDAYDVQQL DAVD
kFCVTEe MBWGALUEAWWD@hZHV] Y3gt bj EuY2l zY28uY29t MRl wEAYDVQQ DAl L
QVJ OQVRBSOEX Ej AQBgNVBACMCUJ BTkdBTE9SRTCCASI wDQYJ KoZI hve NAQEBBQAD
ggEPADCCAQuCggEBAMPL3K6Y C5i 7n/ Ki dl pae3KMoet 7BASV+I TOX7Wz9OV6M+-U
r QJPsSryN DMWMe UFf pY4pxaA5KDAHgh5pz W 887 c 7nmVEZI gb+t Jut bed EFeP
Q AbBLhLRYMG My gppVANT v YWRCDCQF aOVMUDTFACLFt F4xxyJ| +ov3AdRuHew7b
rwlwsnhl 2dR3z/ 0CI53wN5nmdPnmBEd83n5L1 xLEH3HZBf f z3anuJeHKkJgOTpTdd+
t WR3I Ou/ URaKcpci 9q06h6bW BnpYt M hScYnS0ZuqVU0aOlZa7e7C+v4/ CS1r OY
usnl QuLDZv/ i Vf uxcEOMbS8eqPxt H+0x4eK5| zECAWEAAaOBhDCBg TALBgNVH®@BE
BAMCAr QWHQYDVRO! BBYWFAY! KwYBBQUHAWEGCCs GAQUFBWMCVBO GAL Ud Dy QUBBTt

j I xZBx6x+k6r Z0zaq4PA+j WHz ASBgNVHRVBAF 8 ECDAGAQH AgEAMCAGALUdEQQZ
MBe CFVWv YVRLY2N4LWix LiNpc 2Nv L\v b TANBgk ghki GOWOBAQs FAAOCAQEAghe+
B3dukli nR5pnz| Wij KvYYmACt NeAn9t RYI K2Bi j KV6a0qDuZwSpNOdGbl Rr OepRI

t hf kZvQGDz 05VZ45nmVf x| a+wx T3Ur f nsoi Knmc XBdaYhSs EoKbmA HbsxwSkl RWh
nZat xwgl XTI uPbF5F9wWJ STHTTwPk 3P0pj ZENF09S5hY/ x DEM/wf Or nKUETHIJPt s
z4LAr PgdaFbmAy8YLCp1YBcO 9mdxQnUUn4di n6GNv5c9BYDKet PWKHhX8Hr 7gC2
RTyBJc9t nhGALj DOykokeSp+5u77Xug9ZCt Agi | i HZu7cWhQu9l RToi Fkl gah23+
XbRBY! ZpCbv7r d6Hb Q==

----- END CERTI FI CATE- - - - -

Log into Unified CCX CLI using administrator credentials.

END CERTI FI CATE- - - - -

Enter the set cert import trust tomcat command to provide the CUCM certificate details.

a) Paste the copied CUCM certificate details and press Ret ur n.
The CUCM certificate isimported to Unified CCX Tomcat trust store.
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