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Preface

Revised: January 15, 2015; 0L-30952-03

This document provides design considerations and guidelines for deploying Cisco Unified
Communications and Collaboration solutions, including Cisco Unified Communications Manager 10.x,
Cisco TelePresence System, and other components of Cisco Collaboration System Release 10.x.

This document has evolved from a long line of Solution Reference Network Design (SRND) guides
produced by Cisco over the past decade. As Cisco’s voice, video, and data communications technologies
have developed and grown over time, the SRND has been revised and updated to document those
technology advancements. This latest version of the SRND includes Cisco’s full spectrum of
collaboration technologies such as TelePresence, WebEx, and support for a wide range of end-user
devices. As Cisco continues to develop and enhance collaboration technologies, this SRND will continue
to evolve and be updated to provide the latest guidelines, recommendations, and best practices for
designing collaboration solutions.

This document should be used in conjunction with other documentation available at the following
locations:

e For other Solution Reference Network Design (SRND) documents:
http://www.cisco.com/go/ucsrnd

e For more information about the Cisco Unified Communications System:
http://www.cisco.com/go/unified-techinfo
http://www.cisco.com/en/US/products/sw/voicesw/index.html

¢ For more information about Cisco Unified Communications Manager:
http://www.cisco.com/en/US/products/sw/voicesw/ps556/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/sw/voicesw/products.html

¢ For information on Cisco TelePresence Video Communication Server:
http://www.cisco.com/en/US/products/ps11337/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps7060/index.html

¢ For other Cisco design guides:
http://www.cisco.com/go/designzone

¢ For all Cisco products and documentation:

http://www.cisco.com
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New or Changed Information for This Release
N

Note  Unless stated otherwise, the information in this document applies to all Cisco Collaboration
Systems 10.x releases.

Within each chapter of this guide, new and revised information is listed in a section titled What’s New
in This Chapter.

Although much of the content in this document is similar to previous releases of the Cisco Collaboration
SRND and the Cisco Unified Communications System SRND, it has been reorganized and updated
extensively to reflect more accurately the architecture of the current Cisco Collaboration Systems
Release. Cisco recommends that you review this entire document, starting with the Introduction,

page 1-1, to become familiar with the technology and the system architecture.

Revision History

This document may be updated at any time without notice. You can obtain the latest version of this
document online at:

http://www.cisco.com/go/ucsrnd

Visit this Cisco.com website periodically and check for documentation updates by comparing the
revision date of your copy with the revision date of the online document.

The following table lists the revision history for this document.

Revision Date Document Part Number |Comments

January 15, 2015 OL-30952-03 Updates for Cisco Collaboration System Release 10.6. For details, in
each chapter see What’s New in This Chapter.

April 26, 2014 OL-30952-02 Periodic update of various chapters. For details, in each chapter see
What’s New in This Chapter.

November 19, 2013 OL-30952-01 Initial version of this document for Cisco Collaboration System

Release 10.0.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
service request, and gathering additional information, see What’s New in Cisco Product Documentation
at: http://www.cisco.com/c/en/us/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.
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Cisco Product Security Overview

This product contains cryptographic features and is subject to United States and local country laws
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute, or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local
laws, return this product immediately.

Further information regarding U.S. export regulations may be found at:

http://www.access.gpo.gov/bis/ear/ear_data.html

Conventions

This document uses the following conventions:

Convention Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[ 1] Elements in square brackets are optional.

{xlylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.

[ ] Default responses to system prompts are in square brackets.

I # An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information, similar to a Timesaver.

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.
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Timesaver  Means the described action saves time. You can save time by performing the action described in
the paragraph.

A

Warning  IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

A

Warning  Statements using this symbol are provided for additional information and to comply with regulatory
and customer requirements.
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Revised: November 19, 2013; 0L-30952-03

Collaboration means working together to achieve a common goal. Not very long ago, the best way for
people to collaborate was for them to be in the same location at the same time so that they were in direct
contact with each other. In today’s globalized economy with decentralized business resources,
outsourced services, and increasing costs for office facilities and travel, bringing people together in the
same physical location is not the most efficient or effective way to collaborate. But with Cisco
Collaboration Solutions, workers can now collaborate with each other anytime, anywhere, with a
substantial savings in time and expenses.

Cisco Collaboration Solutions support the full range of voice, video, and data communications,
including the latest advances in mobile communications and social media. Cisco Collaboration Solutions
also provide an extensive set of applications and services that can be deployed either on premises or in
the cloud.

Cisco End-to-End Collaboration Solutions

Cisco Collaboration Technology comprises an array of products to build complete end-to-end
collaboration solutions for virtually any size or type of enterprise. Cisco Collaboration Solutions
consists of the following main elements, illustrated in conceptual form in Figure 1-1:

e Collaboration Infrastructure, page 1-2
e Collaboration Applications and Services, page 1-3

e The Collaboration User Experience, page 1-3
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Figure 1-1
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Collaboration Infrastructure

Cisco has long been recognized as the world leader in routing and switching technology. This technology
forms the core of the network infrastructure for Cisco Collaboration Solutions. The Quality of Service
(QoS) mechanisms available on Cisco switches and routers ensure that the voice, video, and data
communications will be of the highest quality throughout the network. In addition, Cisco gateways
provide a number of methods for connecting your enterprise’s internal network to an external wide area
network (WAN) as well as to the public switched telephone network (PSTN) and to legacy systems such
as a PBX. And for a smooth transition into the future, the Cisco Hosted Collaboration Solution (HCS)
enables Cisco partners to offer customers cloud-based, hosted collaboration services that are secure,
flexible, low-cost, scalable, and always current with the latest technology.

Cisco Collaboration Systems Release 10.x is deployed using virtualization with the VMware vSphere
ESXi Hypervisor. The Cisco Collaboration application nodes are deployed as virtual machines that can
run as single or multiple application nodes on a server. These virtualized applications can provide
collaboration services for small and medium businesses, and they can scale up to handle large global
enterprises such as Cisco.

In most cases you will want your collaboration sessions to be secure. That is why Cisco has developed
a number of security mechanism to protect each level of the collaboration path, from the network core
to the end-user devices.

Once your collaboration solution is implemented, you will want to monitor and manage it. Cisco has
developed a wide variety of tools, applications, and products to assist system administrators in
provisioning, operating, monitoring and maintaining their collaboration solutions. With these tools the
system administrator can monitor the operational status of network components, gather and analyze
statistics about the system, and generate custom reports.

[l Cisco Collaboration System 10.x SRND
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Collaboration Applications and Services

Cisco Collaboration Solutions incorporate a number of advanced applications and services, including:

Instant messaging (IM) and presence — The Cisco IM and Presence Service enables Cisco Jabber,
Cisco Unified Communications Manager applications, and third-party applications to increase user
productivity by determining the most effective form of communication to help connect collaborating
partners more efficiently.

Collaborative conferencing — Cisco WebEx incorporates audio, high-definition (HD) video, and
real-time content sharing in a platform that provides easy setup and administration of meetings,
interactive participation in the meeting, and the ability to join the meeting from any type of device
such as an IP phone, a tablet device, or a desktop computer.

Telepresence — Cisco TelePresence technology brings people together in real-time without the
expense and delay of travel. The Cisco TelePresence portfolio of products includes an array of
high-definition (HD) video endpoints ranging from individual desktop units to large multi-screen
immersive video systems for conference rooms. And Cisco TelePresence products are designed to
interoperate with other Cisco collaboration products such as Cisco WebEx and Cisco Unified IP
Phones with video capability.

Voice messaging — Cisco products provide several voice messaging options for large and small
collaboration systems, as well as the ability to integrate with third-party voicemail systems using
standard protocols.

Customer contact — Cisco Unified Contact Center products provide intelligent contact routing,
call treatment, and multichannel contact management for customer contact centers. Cisco Unified
Customer Voice Portal can be installed as a standalone interactive voice recognition (IVR) system,
or it can integrate transparently with the contact center to deliver personalized self-service for
customers. In addition, Cisco SocialMiner is a powerful tool for engaging with customers through
the social media.

Call recording — Cisco MediaSense can capture, preserve, and mine conversations for business
intelligence and can provide real-time monitoring of customer conversations with contact center
personnel.

The Collaboration User Experience

Collaboration is all about the user experience. When users have a good experience with collaboration
technology, they will use that technology more often and will achieve better results with it. That
translates into a bigger return on investment (ROI) for the enterprise that has adopted the collaboration
technology. And that is why Cisco has focused on making its collaboration technology easy, convenient,
and beneficial to use, with particular emphasis on the following enhancements to the user experience:

Wide variety of collaboration endpoints — Cisco produces a compete line of endpoint devices
ranging from basic voice-only phones, to phones with video and Internet capability, and to
high-resolution telepresence and immersive video devices. Cisco Collaboration Technology also
provides the ability to integrated third-party endpoint devices into the collaboration solution.

Cisco BYOD Smart Solution — With the Cisco Bring Your Own Device (BYOD) Smart Solution,
users can work from their favorite personal device, be it a smartphone, tablet, or PC. In addition to
enhancing the work experience, the Cisco BYOD Smart Solution ensures greater network security
and simplifies network management by providing a single policy for wired and Wi-Fi access across
your organization.
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¢ Mobile collaboration — Cisco mobile collaboration solutions provide mobile workers with
persistent reachability and improved productivity as they move between, and work at, a variety of
locations. Cisco mobility solutions include features and capabilities such as: Extension Mobility to
enable users to log onto any phone in the system and have that phone assume the user’s default phone
settings; Cisco Jabber to provide core collaboration capabilities for voice, video, and instant
messaging to users of third-party mobile devices such as smartphones and tablets; and Single
Number Reach to provide a single enterprise phone number that rings simultaneously on an
individual user’s desk phone and mobile phone.

¢ Social networking — Social media is not just for personal use anymore. With Cisco WebEx Social,
enterprises can bring the community dynamic and real-time collaboration potential of social media
into their business environment.

e Applications and service — As mentioned previously, Cisco has developed many advanced
applications and services to enrich the collaboration experience for end users (see Collaboration
Applications and Services, page 1-3). Whenever possible, Cisco strives to adhere to widely accepted
industry standards in developing its collaboration technology so that you can easily integrate
third-party applications and services into your collaboration solutions. In addition, the application
programming interfaces available with many Cisco collaboration products enable you to develop
your own custom applications.

About this Document

This document is a Solution Reference Network Design (SRND) guide for Cisco Collaboration
Solutions. It presents system-level requirements, recommendations, guidelines, and best practices for
designing a collaboration solution to fit your business needs.

This document has evolved from a long line of SRNDs produced by Cisco over the past decade. As
Cisco’s voice, video, and data communications technologies have developed and grown over time, the
SRND has been revised and updated to document those technology advancements. Early versions of the
SRND focused exclusively on Cisco’s Voice over IP (VoIP) technology. Subsequent versions
documented Cisco Unified Communications and added information on new technologies for mobile
voice communications, conferencing, instant messaging (IM), presence, and video telephony. This latest
version of the SRND now includes Cisco’s full spectrum of collaboration technologies such as
TelePresence, WebEx Social, and support for all types of end-user devices (Bring Your Own Device, or
BYOD). As Cisco continues to develop and enhance collaboration technologies, this SRND will
continue to evolve and be updated to provide the latest guidelines, recommendations, and best practices
for designing collaboration solutions.

Cisco Collaboration System 10.x SRND
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About this Document

How to Use this Document

This document is organized into four main parts:
e System Components and Architecture

The chapters in this part of the document describe the main components of Cisco Collaboration
Technology and explain how those components work together to form a complete end-to-end
collaboration solution. The main components include the network infrastructure, security, gateways,
trunks, media resources, endpoints, call processing agents, deployment models, and rich media
conferencing.

e (Call Control and Routing

The chapters in this part of the document explain how voice and video calls are established, routed,
and managed in the collaboration system. The topics covered in this part include call admission
control, dial plan, emergency services, and directory integration.

e Clients and Applications

The chapters in this part of the document describe the collaboration clients, applications, and
services that can be incorporated into your collaboration solution. The topics covered in this part
include Cisco Unified Communications Manager embedded applications, voice messaging, IM and
presence, collaboration clients, collaboration services, mobile collaboration, contact centers, and
call recording.

e System Provisioning and Management

The chapters in this part of the document explain how to size the components of your collaboration
solution, how to migrate to that solution, and how to manage it. The topics covered in this part
include sizing considerations, migration options, and network management.

For Experienced Users of this Document

Readers who are familiar with a previous version of this SRND or who are experienced at designing
Unified Communications and Collaboration solutions can use this document as a reference source. You
do not have to read every page or every chapter, but instead can search through this document for the
particular topics you need. You should also check this document monthly for updates to the topics of
interest to you.

For New Users of This Document

We realize that this document is long and that it contains an extensive amount of complex technical
information. It can seem intimidating, particularly if you are a first-time reader of this document or if
you do not have much experience with designing Unified Communications and Collaboration solutions.
To help orient you to this document and to Collaboration technology, we recommend that you start by
reading the overviews for the four main parts of this document:

e Overview of Cisco Collaboration System Components and Architecture, page 2-1
e Overview of Call Control and Routing, page 12-1

e Overview of Collaboration Clients and Applications, page 17-1

e Opverview of Collaboration System Provisioning and Management, page 26-1

These overviews describe the organization of this document and they provide a high-level view of the
overall architecture for Cisco Unified Communications and Collaboration solutions.
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After you read the main overviews, we recommend that you read and become familiar with the sections
of this document that are essential for the design of any and all Unified Communications and
Collaboration solutions. The following list provides links to those sections that apply to all designs, and
they are listed here in the order we recommend reading them:

Network Infrastructure
e LAN Infrastructure

- Power over Ethernet (PoE), page 3-13
— LAN Quality of Service (QoS), page 3-15
— QoS Design Considerations for Video, page 3-22
— Network Services, page 3-23
e  WAN Infrastructure
— WAN Quality of Service (QoS), page 3-37
— Bandwidth Provisioning, page 3-44
e Wireless LAN Infrastructure
— Design Considerations for Voice and Video over WLAN, page 3-59
— WLAN Quality of Service (QoS), page 3-65

Cisco Collaboration Security

e Access Security, page 4-6

Gateways, page 5-1
e All sections

Cisco Unified CM Trunks
e Unified CM Trunks Solution Architecture, page 6-3

e A Comparison of SIP and H.323 Trunks, page 6-4

e SIP Trunks Overview, page 6-6

e Session Initiation Protocol (SIP) Operation, page 6-7

e Unified CM SIP Trunk Features and Operation, page 6-15

e Unified CM Session Management Edition, page 6-39

e [P PSTN and IP Trunks to Service Provider Networks, page 6-53
¢ Cisco Unified Border Element, page 6-53

Media Resources

e Media Resources Architecture, page 7-2
e Annunciator, page 7-17
e Music on Hold, page 7-19

e Design Considerations for Media Resources, page 7-37

Cisco Collaboration System 10.x SRND
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Call Processing

Call Processing Architecture
— Call Processing Hardware, page 9-4
— Unified CM Cluster Services, page 9-5

Design Considerations for Call Processing, page 9-30

Collaboration Deployment Models

Deploying Unified Communications and Collaboration, page 10-2
Deployment Model Architecture, page 10-3
Common Design Criteria, page 10-5
Campus Deployments, page 10-9
Multisite Deployments with Centralized Call Processing, page 10-11
Multisite with Distributed Call Processing
— Best Practices for the Distributed Call Processing Model, page 10-24
— Leaf Unified Communications Systems for the Distributed Call Processing Model, page 10-24

Cisco Rich Media Conferencing

Types of Conferences, page 11-2
Cisco Rich Media Conferencing Architecture, page 11-4
Design Considerations for Cisco Rich Media Conferencing, page 11-42

Dial Plan

Dial Plan Fundamentals, page 14-3
Dial Plan Elements

— Cisco Unified Communications Manager, page 14-13
Recommended Design

— Globalized Dial Plan Approach on Unified CM, page 14-55

LDAP Directory Integration

What is Directory Integration?, page 16-3
Directory Access for Unified Communications Endpoints, page 16-4
Directory Integration with Unified CM
- Cisco Unified Communications Directory Architecture, page 16-7
— LDAP Synchronization, page 16-10
— LDAP Authentication, page 16-21
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Cisco Voice Messaging
e Voice Messaging Portfolio, page 19-2
e Messaging Deployment Models, page 19-4
e Messaging and Unified CM Deployment Model Combinations
— Cisco Unity Connection Messaging and Unified CM Deployment Models
Centralized Messaging and Centralized Call Processing, page 19-7
Cisco Unity Connection Survivable Remote Site Voicemail, page 19-8
Distributed Messaging with Centralized Call Processing, page 19-11
Combined Messaging Deployment Models, page 19-14
— Messaging Redundancy
Cisco Unity Connection, page 19-18
Centralized Messaging with Distributed Unified CM Clusters, page 19-22
e Best Practices for Voice Messaging
— Best Practices for Deploying Cisco Unity Connection with Unified CM
Managing Bandwidth, page 19-32
Native Transcoding Operation, page 19-33
Cisco Unity Connection Operation, page 19-34
Integration with Cisco Unified CM, page 19-35

After you have read the chapters and sections listed above, you can begin exploring other sections of this

document that contain more details relevant to your particular solution design.

Where to Find Additional Information

Because this document covers a wide spectrum of Cisco Collaboration products and possible solution
designs, it cannot provide all the details of individual products, features, or configurations. For that type

of detailed information, refer to the specific product documentation available at

http://www.cisco.com

This document provides general guidance on how to design your own collaboration solutions using
Cisco Collaboration technology. Cisco has also developed, tested, and documented specific solutions for
certain applications, and has made those solutions available for customers to copy and deploy. They are

part of the Cisco Validated Design program described and documented at

http://www.cisco.com/go/designzone
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CHAPTER

Overview of Cisco Collaboration System
Components and Architecture

Revised: November 19, 2013; 0L-30952-03

A solid network infrastructure is required to build a successful Unified Communications and
Collaboration system in an enterprise environment. Other key aspects of the network architecture
include selection of the proper hardware and software components, system security, and deployment
models.

Unified Communications and Collaboration over an IP network places strict requirements on IP packet
loss, packet delay, and delay variation (or jitter). Therefore, you need to enable most of the Quality of
Service (QoS) mechanisms available on Cisco switches and routers throughout the network. For the
same reasons, redundant devices and network links that provide quick convergence after network failures
or topology changes are also important to ensure a highly available infrastructure. The following aspects
are essential to the topic of Unified Communications and Collaboration networking and are specifically
organized here in order of importance and relevance to one another:

e Network Infrastructure — Ensures a redundant and resilient foundation with QoS enabled for
Unified Communications and Collaboration applications.

e Voice Security — Ensures a general security policy for Unified Communications and Collaboration
applications, and a hardened and secure networking foundation for them to rely upon.

¢ Deployment Models — Provide tested models in which to deploy Unified Communications and
Collaboration call control and applications, as well as best practices and design guidelines to apply
to Unified Communications and Collaboration deployments.

The chapters in this part of the SRND cover the networking subjects mentioned above. Each chapter
provides an introduction to the subject matter, followed by discussions surrounding architecture, high
availability, capacity planning, and design considerations. The chapters focus on design-related aspects
rather than product-specific support and configuration information, which is covered in the related
product documentation.

This part of the SRND includes the following chapters:
e Network Infrastructure, page 3-1

This chapter describes the requirements of the network infrastructure needed to build a Cisco
Unified Communications and Collaboration System in an enterprise environment. The sections in
this chapter describe the network infrastructure features as they relate to LAN, WAN, and wireless
LAN infrastructures. The chapter treats the areas of design, high availability, quality of service, and
bandwidth provisioning as is pertinent to each infrastructure.
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e Cisco Collaboration Security, page 4-1

This chapter presents guidelines and recommendations for securing Unified Communications and
Collaboration networks. The topics in this chapter range from general security, such as policy and
securing the infrastructure, to endpoint security in VLANS, on switch ports, and with QoS. Other
security aspects covered in this chapter include access control lists, securing gateways and media
resources, firewalls, data center designs, securing application servers, and network virtualization.

e Gateways, page 5-1

This chapter explores IP gateways, which are critical components of Unified Communications and
Collaboration deployments because they provide the path for connecting to public networks. This
chapter looks at gateway traffic types and patterns, protocols, capacity planning, and platform
selection, as well as fax and modem support.

e Cisco Unified CM Trunks, page 6-1

This chapter covers both intercluster and provider trunks, which provide the ability to route calls
over IP and to leverage various Unified Communications and Collaboration features and functions.
This chapter discusses H.323 and SIP trunks, codecs, and supplementary services over these trunks.

e Media Resources, page 7-1

This chapter examines components classified as Unified Communications and Collaboration media
resources. Digital signal processors (DSPs) and their deployment for call termination, conferencing
and transcoding capabilities, and music on hold (MoH) are all discussed. Media termination points
(MTPs), how they function, and design considerations with SIP and H.323 trunks are also covered.
In addition, design considerations surrounding Trusted Relay Points, RSVP Agents, annunciator,
MoH, and secure conferencing are included in the chapter.

¢ Collaboration Endpoints, page 8-1

This chapter discusses the various types of Unified Communications and Collaboration endpoints
available in the Cisco portfolio. Endpoints covered include software-based endpoints, wireless and
hard-wired desk phones, video endpoints, and analog gateways and interface modules for analog
connectivity based on time division multiplexing (TDM).

e (Call Processing, page 9-1

This chapter examines the various types of call processing applications and platforms that facilitates
voice and video call routing. The chapter examines the call processing architecture, including
platform options, clustering capabilities, and high availability considerations for call processing.

e (Collaboration Deployment Models, page 10-1

This chapter describes the deployment models for Cisco Unified Communications and
Collaboration Systems as they relate to the various network infrastructures such as a single site or
campus, multi-site environments, and data center solutions. This chapter covers these deployment
models and the best practices and design considerations for each model, including many other
subtopics pertinent to the model discussed.

¢ Cisco Rich Media Conferencing, page 11-1

This chapter explores rich media conferencing, which allows users of the Unified Communications
and Collaboration system to schedule, manage, and attend audio, video, and/or web collaboration
conferences. The chapter describes the different types of conferences as well as the software and
hardware conferencing components, including the Cisco TelePresence Video Communication
Server (VCS) and Multipoint Control Units (MCUs). The chapter also considers various aspects of
rich media conferencing, such as deployment models, video capabilities, H.323 and SIP call control
integrations, redundancy, and various solution recommendations and design best practices.

Cisco Collaboration System 10.x SRND
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Architecture

Architecture

The networking architecture lays the foundation upon which all other components of the Unified
Communications and Collaboration System are deployed. Figure 2-1 illustrates, in a generalized way,
the overall architecture of the Cisco Unified Communications and Collaboration System.

Figure 2-1 Cisco Unified Communications and Collaboration System Architecture
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All aspects of the Unified Communications and Collaboration System, including call routing, call
control, applications and services, and operations and serviceability, rely heavily on proper design and
deployment of the system architecture.

High Availability

Proper design of the network infrastructure requires building a robust and redundant network from the
bottom up. By structuring the LAN as a layered model (access, distribution, and core layers) and
developing the LAN infrastructure one step of the model at a time, you can build a highly available, fault
tolerant, and redundant network. Proper WAN infrastructure design is also extremely important for
normal operation on a converged network. Proper infrastructure design requires following basic
configuration and design best-practices for deploying a WAN that is as highly available as possible and
that provides guaranteed throughput. Furthermore, proper WAN infrastructure design requires deploying
end-to-end QoS on all WAN links.
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Wireless LAN infrastructure design becomes important when IP telephony is added to the wireless LAN
(WLAN) portions of a converged network. With the addition of wireless Unified Communications and
Collaboration endpoints, voice and video traffic has moved onto the WLAN and is now converged with
the existing data traffic there. Just as with wired LAN and wired WAN infrastructures, the addition of
voice and video in the WLAN requires following basic configuration and design best-practices for
deploying a highly available network. In addition, proper WLAN infrastructure design requires
understanding and deploying QoS on the wireless network to ensure end-to-end voice and video quality
on the entire network.

After designing and implementing the network infrastructure properly, you can add network and
application services successfully across the network, thus providing a highly available foundation upon
which your Unified Communications and Collaboration services can run.

Capacity Planning

Scaling your network infrastructure to handle the Unified Communications and Collaboration
applications and services that it must support requires providing adequate available bandwidth and the
capability to handle the additional traffic load created by the applications.

For a complete discussion of system sizing, capacity planning, and deployment considerations related to
sizing, refer to the chapter on Collaboration Solution Sizing Guidance, page 27-1.
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Revised: January 15, 2015; 0L-30952-03

This chapter describes the requirements of the network infrastructure needed to build a Cisco Unified
Communications System in an enterprise environment. Figure 3-1 illustrates the roles of the various
devices that form the network infrastructure, and Table 3-1 summarizes the features required to support
each of these roles.

Unified Communications places strict requirements on IP packet loss, packet delay, and delay variation
(or jitter). Therefore, you need to enable most of the Quality of Service (QoS) mechanisms available on
Cisco switches and routers throughout the network. For the same reasons, redundant devices and
network links that provide quick convergence after network failures or topology changes are also
important to ensure a highly available infrastructure

The following sections describe the network infrastructure features as they relate to:
e LAN Infrastructure, page 3-4
e  WAN Infrastructure, page 3-34
e Wireless LAN Infrastructure, page 3-53

Cisco Collaboration System 10.x SRND
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Figure 3-1 Typical Campus Network Infrastructure
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Table 3-1 Required Features for Each Role in the Network Infrastructure

Infrastructure Role

Required Features

Campus Access Switch

In-Line Power!

Multiple Queue Support
802.1p and 802.1Q

Fast Link Convergence

Campus Distribution or Core
Switch

Multiple Queue Support
802.1p and 802.1Q
Traffic Classification

Traffic Reclassification

WAN Aggregation Router

(Site that is at the hub of the
network)

Multiple Queue Support

Traffic Shaping

Link Fragmentation and Interleaving (LFI)?
Link Efficiency

Traffic Classification

Traffic Reclassification

802.1p and 802.1Q

Branch Router

(Spoke site)

Multiple Queue Support
LFI?

Link Efficiency

Traffic Classification
Traffic Reclassification

802.1p and 802.1Q

Branch or Smaller Site Switch

In-Line Power'

Multiple Queue Support
802.1p and 802.1Q

1. Recommended.
2. For link speeds less than 786 kbps.
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B What's New in This Chapter

What's New in This Chapter

Table 3-2 lists the topics that are new in this chapter or that have changed significantly from previous
releases of this document.

Table 3-2 New or Changed Information Since the Previous Release of This Document

New or Revised Topic Described in Revision Date
Disabling auto-registration on centralized TFTP  |Centralized TFTP Services, page 3-32 January 15, 2015
server

Removed information about Cisco Medianet No longer in this document January 15, 2015
Bandwidth provisioning for SIP signaling traffic |Provisioning for Call Control Traffic with January 15, 2015

Distributed Call Processing, page 3-52

Domain Name System (DNS) Domain Name System (DNS), page 3-23 November 19, 2013

QoS for virtual applications on Cisco UCS Servers |QoS Design Considerations for Virtual Unified November 19, 2013
Communications with Cisco UCS Servers,
page 3-20

LAN Infrastructure

Campus LAN infrastructure design is extremely important for proper Unified Communications
operation on a converged network. Proper LAN infrastructure design requires following basic
configuration and design best practices for deploying a highly available network. Further, proper LAN
infrastructure design requires deploying end-to-end QoS on the network. The following sections discuss
these requirements:

e LAN Design for High Availability, page 3-4
e LAN Quality of Service (QoS), page 3-15

LAN Design for High Availability

Properly designing a LAN requires building a robust and redundant network from the top down. By
structuring the LAN as a layered model (see Figure 3-1) and developing the LAN infrastructure one step
of the model at a time, you can build a highly available, fault tolerant, and redundant network. Once these
layers have been designed correctly, you can add network services such as DHCP and TFTP to provide
additional network functionality. The following sections examine the infrastructure layers and network
services:

e Campus Access Layer, page 3-5
e Campus Distribution Layer, page 3-10
e Campus Core Layer, page 3-12
e Network Services, page 3-23
For more information on campus design, refer to the Design Zone for Campus at

http://www.cisco.com/go/designzone
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Campus Access Layer

The access layer of the Campus LAN includes the portion of the network from the desktop port(s) to the
wiring closet switch. Access layer switches have traditionally been configured as Layer 2 devices with
Layer 2 uplinks to the distribution layer. The Layer 2 and spanning tree recommendations for Layer 2
access designs are well documented and are discussed briefly below. For newer Cisco Catalyst switches
supporting Layer 3 protocols, new routed access designs are possible and offer improvements in
convergence times and design simplicity. Routed access designs are discussed in the section on Routed
Access Layer Designs, page 3-7.

Layer 2 Access Design Recommendations

Note

Proper access layer design starts with assigning a single IP subnet per virtual LAN (VLAN). Typically,
a VLAN should not span multiple wiring closet switches; that is, a VLAN should have presence in one
and only one access layer switch (see Figure 3-2). This practice eliminates topological loops at Layer 2,
thus avoiding temporary flow interruptions due to Spanning Tree convergence. However, with the
introduction of standards-based IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) and 802.1s
Multiple Instance Spanning Tree Protocol (MISTP), Spanning Tree can converge at much higher rates.
More importantly, confining a VLAN to a single access layer switch also serves to limit the size of the
broadcast domain. There is the potential for large numbers of devices within a single VLAN or broadcast
domain to generate large amounts of broadcast traffic periodically, which can be problematic. A good
rule of thumb is to limit the number of devices per VLAN to about 512, which is equivalent to two Class
C subnets (that is, a 23-bit subnet masked Class C address). For more information on the campus access
layer, refer to the documentation on available at
http://www.cisco.com/en/US/products/hw/switches/index.html.

The recommendation to limit the number of devices in a single Unified Communications VLAN to
approximately 512 is not solely due to the need to control the amount of VLAN broadcast traffic.
Installing Unified CM in a VLAN with an IP subnet containing more than 1024 devices can cause the
Unified CM server ARP cache to fill up quickly, which can seriously affect communications between the
Unified CM server and other Unified Communications endpoints.

[ oL-30952-03
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Figure 3-2 Access Layer Switches and VLANSs for Voice and Data
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When you deploy voice, Cisco recommends that you enable two VLANS at the access layer: a native
VLAN for data traffic (VLANs 10, 11, 30, 31, and 32 in Figure 3-2) and a voice VLAN under Cisco 10S
or Auxiliary VLAN under CatOS for voice traffic (represented by VVIDs 110, 111, 310, 311, and 312
in Figure 3-2).

Separate voice and data VLANs are recommended for the following reasons:

Address space conservation and voice device protection from external networks

Private addressing of phones on the voice or auxiliary VLAN ensures address conservation and
ensures that phones are not accessible directly through public networks. PCs and servers are
typically addressed with publicly routed subnet addresses; however, voice endpoints may be
addressed using RFC 1918 private subnet addresses.

QoS trust boundary extension to voice devices

QoS trust boundaries can be extended to voice devices without extending these trust boundaries and,
in turn, QoS features to PCs and other data devices.

Protection from malicious network attacks

VLAN access control, 802.1Q, and 802.1p tagging can provide protection for voice devices from
malicious internal and external network attacks such as worms, denial of service (DoS) attacks, and
attempts by data devices to gain access to priority queues through packet tagging.

Ease of management and configuration

Separate VLANS for voice and data devices at the access layer provide ease of management and
simplified QoS configuration.

To provide high-quality voice and to take advantage of the full voice feature set, access layer switches
should provide support for:

802.1Q trunking and 802.1p for proper treatment of Layer 2 CoS packet marking on ports with
phones connected

Multiple egress queues to provide priority queuing of RTP voice packet streams

Cisco Collaboration System 10.x SRND
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The ability to classify or reclassify traffic and establish a network trust boundary

Inline power capability (Although inline power capability is not mandatory, it is highly
recommended for the access layer switches.)

Layer 3 awareness and the ability to implement QoS access control lists (These features are
recommended if you are using certain Unified Communications endpoints such as a PC running a
softphone application that cannot benefit from an extended trust boundary.)

Spanning Tree Protocol (STP)

~

Note

To minimize convergence times and maximize fault tolerance at Layer 2, enable the following STP
features:

PortFast

Enable PortFast on all access ports. The phones, PCs, or servers connected to these ports do not
forward bridge protocol data units (BPDUs) that could affect STP operation. PortFast ensures that
the phone or PC, when connected to the port, is able to begin receiving and transmitting traffic
immediately without having to wait for STP to converge.

Root guard or BPDU guard

Enable root guard or BPDU guard on all access ports to prevent the introduction of a rogue switch
that might attempt to become the Spanning Tree root, thereby causing STP re-convergence events
and potentially interrupting network traffic flows. Ports that are set to errdisable state by BPDU
guard must either be re-enabled manually or the switch must be configured to re-enable ports
automatically from the errdisable state after a configured period of time.

UplinkFast and BackboneFast

Enable these features where appropriate to ensure that, when changes occur on the Layer 2 network,
STP converges as rapidly as possible to provide high availability. When using Cisco stackable
switches, enable Cross-Stack UplinkFast (CSUF) to provide fast failover and convergence if a
switch in the stack fails.

UniDirectional Link Detection (UDLD)

Enable this feature to reduce convergence and downtime on the network when link failures or
misbehaviors occur, thus ensuring minimal interruption of network service. UDLD detects, and
takes out of service, links where traffic is flowing in only one direction. This feature prevents
defective links from being mistakenly considered as part of the network topology by the Spanning
Tree and routing protocols.

With the introduction of RSTP 802.1w, features such as PortFast and UplinkFast are not required
because these mechanisms are built in to this standard. If RSTP has been enabled on the Catalyst switch,
these commands are not necessary.

Routed Access Layer Designs

For campus designs requiring simplified configuration, common end-to-end troubleshooting tools, and
the fastest convergence, a hierarchical design using Layer 3 switching in the access layer (routed access)
in combination with Layer 3 switching at the distribution layer provides the fastest restoration of voice
and data traffic flows.

[ oL-30952-03
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Migrating the L2/L3 Boundary to the Access Layer

In the typical hierarchical campus design, the distribution layer uses a combination of Layer 2, Layer 3,
and Layer 4 protocols and services to provide for optimal convergence, scalability, security, and
manageability. In the most common distribution layer configurations, the access switch is configured as
a Layer 2 switch that forwards traffic on high-speed trunk ports to the distribution switches. The
distribution switches are configured to support both Layer 2 switching on their downstream access
switch trunks and Layer 3 switching on their upstream ports toward the core of the network, as shown
in Figure 3-3.

Figure 3-3 Traditional Campus Design — Layer 2 Access with Layer 3 Distribution
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Layer 3
Distribution IEi IE’
HSRP Active .E‘E .:.: HSRP
Root Bridge Standby
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The purpose of the distribution switch in this design is to provide boundary functions between the
bridged Layer 2 portion of the campus and the routed Layer 3 portion, including support for the default
gateway, Layer 3 policy control, and all the multicast services required.

An alternative configuration to the traditional distribution layer model illustrated in Figure 3-3 is one in
which the access switch acts as a full Layer 3 routing node (providing both Layer 2 and Layer 3
switching) and the access-to-distribution Layer 2 uplink trunks are replaced with Layer 3 point-to-point
routed links. This alternative configuration, in which the Layer 2/3 demarcation is moved from the
distribution switch to the access switch (as shown in Figure 3-4), appears to be a major change to the
design but is actually just an extension of the current best-practice design.
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Figure 3-4 Routed Access Campus Design — Layer 3 Access with Layer 3 Distribution
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In both the traditional Layer 2 and the Layer 3 routed access designs, each access switch is configured
with unique voice and data VLANSs. In the Layer 3 design, the default gateway and root bridge for these
VLANSs is simply moved from the distribution switch to the access switch. Addressing for all end
stations and for the default gateway remains the same. VLAN and specific port configurations remain
unchanged on the access switch. Router interface configuration, access lists, "ip helper," and any other
configuration for each VLAN remain identical but are configured on the VLAN Switched Virtual
Interface (SVI) defined on the access switch instead of on the distribution switches.

There are several notable configuration changes associated with the move of the Layer 3 interface down
to the access switch. It is no longer necessary to configure a Hot Standby Router Protocol (HSRP) or
Gateway Load Balancing Protocol (GLBP) virtual gateway address as the "router” interfaces because all
the VLANSs are now local. Similarly, with a single multicast router, for each VLAN it is not necessary
to perform any of the traditional multicast tuning such as tuning PIM query intervals or ensuring that the
designated router is synchronized with the active HSRP gateway.

Routed Access Convergence

The many potential advantages of using a Layer 3 access design include the following:
e Improved convergence
¢ Simplified multicast configuration
¢ Dynamic traffic load balancing
¢ Single control plane
¢ Single set of troubleshooting tools (for example, ping and traceroute)

Of these advantages, perhaps the most significant is the improvement in network convergence times
possible when using a routed access design configured with Enhanced Interior Gateway Routing
Protocol (EIGRP) or Open Shortest Path First (OSPF) as the routing protocol. Comparing the
convergence times for an optimal Layer 2 access design (either with a spanning tree loop or without a
loop) against that of the Layer 3 access design, you can obtain a four-fold improvement in convergence
times, from 800 to 900 msec for the Layer 2 design to less than 200 msec for the Layer 3 access design.

[ oL-30952-03
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For more information on routed access designs, refer to the document on High Availability Campus
Network Design — Routed Access Layer using EIGRP or OSPF, available at

http://www.cisco.com/application/pdf/en/us/guest/netsol/ns432/c649/ccmigration_09186a008081 1
468.pdf

Campus Distribution Layer

The distribution layer of the Campus LAN includes the portion of the network from the wiring closet
switches to the next-hop switch. For more information on the campus distribution layer switches, refer
to the product documentation available at

http://www.cisco.com/en/US/products/hw/switches/index.html

At the distribution layer, it is important to provide redundancy to ensure high availability, including
redundant links between the distribution layer switches (or routers) and the access layer switches. To
avoid creating topological loops at Layer 2, use Layer 3 links for the connections between redundant
Distribution switches when possible.

First-Hop Redundancy Protocols

In the campus hierarchical model, where the distribution switches are the L2/L.3 boundary, they also act
as the default gateway for the entire L2 domain that they support. Some form of redundancy is required
because this environment can be large and a considerable outage could occur if the device acting as the
default gateway fails.

Gateway Load Balancing Protocol (GLBP), Hot Standby Router Protocol (HSRP), and Virtual Router
Redundancy Protocol (VRRP) are all first-hop redundancy protocols. Cisco initially developed HSRP to
address the need for default gateway redundancy. The Internet Engineering Task Force (IETF)
subsequently ratified Virtual Router Redundancy Protocol (VRRP) as the standards-based method of
providing default gateway redundancy. More recently, Cisco developed GLBP to overcome some the
limitations inherent in both HSRP and VRRP.

HSRP and VRRP with Cisco enhancements both provide a robust method of backing up the default
gateway, and they can provide failover in less than one second to the redundant distribution switch when
tuned properly.

Gateway Load Balancing Protocol (GLBP)

Like HSRP and VRRP, Cisco's Gateway Load Balancing Protocol (GLBP) protects data traffic from a
failed router or circuit, while also allowing packet load sharing between a group of redundant routers.
When HSRP or VRRP are used to provide default gateway redundancy, the backup members of the peer
relationship are idle, waiting for a failure event to occur for them to take over and actively forward
traffic.

Before the development of GLBP, methods to utilize uplinks more efficiently were difficult to implement
and manage. In one technique, the HSRP and STP/RSTP root alternated between distribution node peers,
with the even VLANs homed on one peer and the odd VLANs homed on the alternate. Another technique
used multiple HSRP groups on a single interface and used DHCP to alternate between the multiple
default gateways. These techniques worked but were not optimal from a configuration, maintenance, or
management perspective.

GLBP is configured and functions like HSRP. For HSRP, a single virtual MAC address is given to the
endpoints when they use Address Resolution Protocol (ARP) to learn the physical MAC address of their
default gateways (see Figure 3-5).
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Figure 3-5 HSRP Uses One Virtual MAC Address
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Two virtual MAC addresses exist with GLBP, one for each GLBP peer (see Figure 3-6). When an
endpoint uses ARP to determine its default gateway, the virtual MAC addresses are checked in a
round-robin basis. Failover and convergence work just like with HSRP. The backup peer assumes the
virtual MAC address of the device that has failed, and begins forwarding traffic for its failed peer.

Figure 3-6 GLBP Uses Two Virtual MAC Addresses, One for Each GLBP Peer
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The end result is that a more equal utilization of the uplinks is achieved with minimal configuration. As
a side effect, a convergence event on the uplink or on the primary distribution node affects only half as
many hosts, giving a convergence event an average of 50 percent less impact.

For more information on HSRP, VRRP, and GLBP, refer to the Campus Network for High Availability
Design Guide, available at

http://www.cisco.com/application/pdf/en/us/guest/netsol/ns431/c649/ccmigration_09186a008093b
876.pdf
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Routing Protocols

Configure Layer 3 routing protocols such as OSPF and EIGRP at the distribution layer to ensure fast
convergence, load balancing, and fault tolerance. Use parameters such as routing protocol timers, path
or link costs, and address summaries to optimize and control convergence times as well as to distribute
traffic across multiple paths and devices. Cisco also recommends using the passive-interface command
to prevent routing neighbor adjacencies via the access layer. These adjacencies are typically
unnecessary, and they create extra CPU overhead and increased memory utilization because the routing
protocol keeps track of them. By using the passive-interface command on all interfaces facing the
access layer, you prevent routing updates from being sent out on these interfaces and, therefore, neighbor
adjacencies are not formed.

Campus Core Layer

The core layer of the Campus LAN includes the portion of the network from the distribution routers or
Layer 3 switches to one or more high-end core Layer 3 switches or routers. Layer 3-capable Catalyst
switches at the core layer can provide connectivity between numerous campus distribution layers. For
more details on the campus core layer switches, refer to the documentation on available at
http://www.cisco.com/en/US/products/hw/switches/index.html.

At the core layer, it is again very important to provide the following types of redundancy to ensure high
availability:

¢ Redundant link or cable paths
Redundancy here ensures that traffic can be rerouted around downed or malfunctioning links.
e Redundant devices

Redundancy here ensures that, in the event of a device failure, another device in the network can
continue performing tasks that the failed device was doing.

e Redundant device sub-systems

This type of redundancy ensures that multiple power supplies and modules are available within a
device so that the device can continue to function in the event that one of these components fails.

The Cisco Catalyst switches with Virtual Switching System (VSS) is a method to ensure redundancy in
all of these areas by pooling together two Catalyst supervisor engines to act as one. For more information
regarding VSS, refer to the product documentation available at

http://www.cisco.com/en/US/products/ps9336/index.html

Routing protocols at the core layer should again be configured and optimized for path redundancy and
fast convergence. There should be no STP in the core because network connectivity should be routed at
Layer 3. Finally, each link between the core and distribution devices should belong to its own VLAN or
subnet and be configured using a 30-bit subnet mask.

Data Center and Server Farm

Typically, Cisco Unified Communications Manager (Unified CM) cluster servers, including media
resource servers, reside in a firewall-secured data center or server farm environment. In addition,
centralized gateways and centralized hardware media resources such as conference bridges, DSP or
transcoder farms, and media termination points may be located in the data center or server farm. The
placement of firewalls in relation to Cisco Unified Communications Manager (Unified CM) cluster
servers and media resources can affect how you design and implement security in your network. For
design guidance on firewall placement in relation to Unified Communications systems and media
resources, see Firewalls, page 4-23.
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Because these servers and resources are critical to voice networks, Cisco recommends distributing all
Unified CM cluster servers, centralized voice gateways, and centralized hardware resources between
multiple physical switches and, if possible, multiple physical locations within the campus. This
distribution of resources ensures that, given a hardware failure (such as a switch or switch line card
failure), at least some servers in the cluster will still be available to provide telephony services. In
addition, some gateways and hardware resources will still be available to provide access to the PSTN
and to provide auxiliary services. Besides being physically distributed, these servers, gateways, and
hardware resources should be distributed among separate VLANSs or subnets so that, if a broadcast storm
or denial of service attack occurs on a particular VLAN, not all voice connectivity and services will be
disrupted.

Power over Ethernet (PoE)

A

PoE (or inline power) is 48 Volt DC power provided over standard Ethernet unshielded twisted-pair
(UTP) cable. Instead of using wall power, IP phones and other inline powered devices (PDs) such as the
Aironet Wireless Access Points can receive power provided by inline power-capable Catalyst Ethernet
switches or other inline power source equipment (PSE). Inline power is enabled by default on all inline
power-capable Catalyst switches.

Deploying inline power-capable switches with uninterruptible power supplies (UPS) ensures that IP
phones continue to receive power during power failure situations. Provided the rest of the telephony
network is available during these periods of power failure, then IP phones should be able to continue
making and receiving calls. You should deploy inline power-capable switches at the campus access layer
within wiring closets to provide inline-powered Ethernet ports for IP phones, thus eliminating the need
for wall power.

Caution

The use of power injectors or power patch panels to deliver PoE can damage some devices because power
is always applied to the Ethernet pairs. PoE switch ports automatically detect the presence of a device
that requires PoE before enabling it on a port-by-port basis.

In addition to Cisco PoE inline power, Cisco now supports the IEEE 802.3af PoE and the IEEE 802.3at
Enhanced PoE standards. For information on which Cisco Unified IP Phones support the 802.3af and
802.3at standards, refer to the product documentation for your particular phone models.

Energy Conservation for IP Phones

Cisco EnergyWise Technology provides intelligent management of energy usage for devices on the IP
network, including Unified Communications endpoints that use Power over Ethernet (PoE). Cisco
EnergyWise architecture can turn power on and off to devices connected with PoE on EnergyWise
enabled switches, based on a configurable schedule. For more information on EnergyWise, refer to the
documentation at

http://www.cisco.com/en/US/products/ps10195/index.html

When the PoE switch powers off IP phones for EnergyWise conservation, the phones are completely
powered down. EnergyWise shuts down inline power on the ports that connect to IP phones and does so
by a schedule or by commands from network management tools. When power is disabled, no verification
occurs to determine whether a phone has an active call. The power is turned off and any active call is
torn down. The IP phone loses registration from Cisco Unified Communications Manager and no calls
can be made to or from the phone. There is no mechanism on the phone to power it on, therefore
emergency calling will not be available on that phone.
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The IP phone can be restarted only when the switch powers it on again. After power is restored, the IP
phones will reboot and undergo a recovery process that includes requesting a new IP address,
downloading a configuration file, applying any new configuration parameters, downloading new
firmware or locales, and registering with Cisco Unified CM.

The EnergyWise schedule is configured and managed on the Cisco Network Infrastructure. It does not
require any configuration on the IP phone or on Cisco Unified CM. However, power consumption on the
phone can also be managed by a device profile configured on Unified CM. The energy saving options
provided by Unified CM include the following:

e Power Save Plus Mode, page 3-14
e Power Save Mode, page 3-14

Power Save Plus Mode

Note

Power Save Mode

In Power Save Plus mode, the phone on and off times and the idle timeout periods can be configured on
the IP phones. The Cisco IP Phones' EnergyWise Power Save Plus configuration options specify the
schedule for the IP phones to sleep (power down) and wake (power up). This mode requires an
EnergyWise enabled network. If EnergyWise is enabled, then the sleep and wake times, as well as other
parameters, can be used to control power to the phones. The Power Save Plus parameters are configured
in the product-specific device profile in Cisco Unified CM Administration and sent to the IP phones as
part of the phone configuration XML file.

During the configured power off period in this power saving mode, the IP phone sends a request to the
switch asking for a wake-up at a specified time. If the switch is EnergyWise enabled, it accepts the
request and reduces the power to the phone port, putting the phone to sleep. The sleep mode reduces the
power consumption of the phone to 1 watt or less. The phone is not completely powered off in this case.
When the phone is sleeping, the PoE switch provides minimal power that illuminates the Select key on
the phone. A user can wake up the IP phone by using the Select button. The IP phone does not go into
sleep mode if a call is active on the phone. Audio and visual alerts can optionally be configured to warn
users before a phone enters the Power Save Plus mode. While the phone is in sleep mode, it is not
registered to Cisco Unified CM and cannot receive any inbound calls. Use the Forward Unregistered
setting in the phone's device configuration profile to specify how to treat any inbound calls to the phone's
number.

The Cisco EnergyWise Power Save Plus mode is supported in Unified CM 8.6 and later releases, and it
requires phone firmware version 9.(2)1 or later. It is available on the Cisco Unified IP Phone 6900, 8900,
and 9900 Series.

In Power Save mode, the backlight on the screen is not lit when the phone is not in use. The phone stays
registered to Cisco Unified CM in this mode and can receive inbound calls and make outbound calls.
Cisco Unified CM Administration has product-specific configuration options to turn off the display at a
designated time on some days and all day on other days. The phone remains in Power Save mode for the
scheduled duration or until the user lifts the handset or presses any button. An EnergyWise enabled
network is not required for the Power Save mode. Idle times can be scheduled so that the display remains
on until the timeout and then turns off automatically. The phone is still powered on in this mode and can
receive inbound calls.

The Power Save mode can be used together with the Power Save Plus mode. Using both significantly
reduces the total power consumption by Cisco Unified IP Phones.
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For information on configuring these modes, refer to the administration guides for the Cisco Unified IP
Phones, available at the following locations:

e (Cisco Unified IP Phones 9900 Series

http://www.cisco.com/en/US/products/ps10453/prod_maintenance_guides_list.html
e Cisco Unified IP Phones 8900 Series

http://www.cisco.com/en/US/products/ps10451/prod_maintenance_guides_list.html
¢ Cisco Unified IP Phones 6900 Series

http://www.cisco.com/en/US/products/ps10326/prod_maintenance_guides_list.html

LAN Quality of Service (QoS)

Until recently, quality of service was not an issue in the enterprise campus due to the asynchronous
nature of data traffic and the ability of network devices to tolerate buffer overflow and packet loss.
However, with new applications such as voice and video, which are sensitive to packet loss and delay,
buffers and not bandwidth are the key QoS issue in the enterprise campus.

Figure 3-7 illustrates the typical oversubscription that occurs in LAN infrastructures.

Figure 3-7 Data Traffic Oversubscription in the LAN
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This oversubscription, coupled with individual traffic volumes and the cumulative effects of multiple
independent traffic sources, can result in the egress interface buffers becoming full instantaneously, thus
causing additional packets to drop when they attempt to enter the egress buffer. The fact that campus
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switches use hardware-based buffers, which compared to the interface speed are much smaller than those
found on WAN interfaces in routers, merely increases the potential for even short-lived traffic bursts to
cause buffer overflow and dropped packets.

Applications such as file sharing (both peer-to-peer and server-based), remote networked storage,
network-based backup software, and emails with large attachments, can create conditions where network
congestion occurs more frequently and/or for longer durations. Some of the negative effects of recent
worm attacks have been an overwhelming volume of network traffic (both unicast and broadcast-storm
based), increasing network congestion. If no buffer management policy is in place, loss, delay, and jitter
performance of the LAN may be affected for all traffic.

Another situation to consider is the effect of failures of redundant network elements, which cause
topology changes. For example, if a distribution switch fails, all traffic flows will be reestablished
through the remaining distribution switch. Prior to the failure, the load balancing design shared the load
between two switches, but after the failure all flows are concentrated in a single switch, potentially
causing egress buffer conditions that normally would not be present.

For applications such as voice, this packet loss and delay results in severe voice quality degradation.
Therefore, QoS tools are required to manage these buffers and to minimize packet loss, delay, and delay
variation (jitter).

The following types of QoS tools are needed from end to end on the network to manage traffic and ensure
voice quality:

e Traffic classification

Classification involves the marking of packets with a specific priority denoting a requirement for
class of service (CoS) from the network. The point at which these packet markings are trusted or not
trusted is considered the trust boundary. Trust is typically extended to voice devices (phones) and
not to data devices (PCs).

® Queuing or scheduling

Interface queuing or scheduling involves assigning packets to one of several queues based on
classification for expedited treatment throughout the network.

e Bandwidth provisioning

Provisioning involves accurately calculating the required bandwidth for all applications plus
element overhead.

The following sections discuss the use of these QoS mechanisms in a campus environment:
e Traffic Classification, page 3-16
e Interface Queuing, page 3-18
e Bandwidth Provisioning, page 3-19

e Impairments to IP Communications if QoS is Not Employed, page 3-19

Traffic Classification

It has always been an integral part of the Cisco network design architecture to classify or mark traffic as
close to the edge of the network as possible. Traffic classification is an entrance criterion for access into
the various queuing schemes used within the campus switches and WAN interfaces. Cisco IP Phones
mark voice control signaling and voice RTP streams at the source, and they adhere to the values
presented in Table 3-3. As such, the IP phone can and should classify traffic flows.

Table 3-3 lists the traffic classification requirements for the LAN infrastructure.
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Table 3-3 Traffic Classification Guidelines for Various Types of Network Traffic
Layer-3 Classification Layer-2 Classification
Type of Service (ToS) Differentiated Services

Application IP Precedence (IPP) Per-Hop Behavior (PHB) |Code Point (DSCP) Class of Service (CoS)

Routing 6 CS6 48 6

Voice Real-Time 5 EF 46 5

Transport Protocol

(RTP)

Videoconferencing AF41 34

IP video AF41 34

Immersive video CS4 32

Real-Time Interactive

Streaming video 3 AF31 26 3

Call signaling 3 CS3 24 3

Transactional data 2 AF21 18 2

Network management |2 CS2 16 2

Scavenger 1 CS1 1

Best effort 0 0 0 0

For more information about traffic classification, refer to the Enterprise QoS Solution Reference
Network Design (SRND), available at

http://www.cisco.com/go/designzone

Traffic Classification for Video Telephony

The main classes of interest for IP Video Telephony are:

Voice

Voice is classified as CoS 5 (IP Precedence 5, PHB EF, or DSCP 46).

Videoconferencing

Videoconferencing is classified as CoS 4 (IP Precedence 4, PHB AF41, or DSCP 34).

Call signaling

Call signaling for voice and videoconferencing is now classified as CoS 3 (IP Precedence 3, PHB
CS3, or DSCP 24) but was previously classified as PHB AF31 or DSCP 26.

Cisco highly recommends these classifications as best practices in a Cisco Unified Communications
network.

QoS Marking Differences Between Video Calls and Voice-Only Calls

The voice component of a call can be classified in one of two ways, depending on the type of call in
progress. A voice-only telephone call would have its media classified as CoS 5 (IP Precedence 5 or
PHB EF), while the voice channel of a video conference would have its media classified as CoS 4
(IP Precedence 4 or PHB AF41). All the Cisco IP Video Telephony products adhere to the Cisco
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Corporate QoS Baseline standard, which requires that the audio and video channels of a video call both
be marked as CoS 4 (IP Precedence 4 or PHB AF41). The reasons for this recommendation include, but
are not limited to, the following:

e To preserve lip-sync between the audio and video channels
e To provide separate classes for audio-only calls and video calls

The signaling class is applicable to all voice signaling protocols (such as SCCP, MGCP, and so on) as
well as video signaling protocols (such as SCCP, H.225, RAS, CAST, and so on).

Given the recommended classes, the first step is to decide where the packets will be classified (that is,
which device will be the first to mark the traffic with its QoS classification). There are essentially two
places to mark or classify traffic:

¢ On the originating endpoint — the classification is then trusted by the upstream switches and routers

¢ On the switches and/or routers — because the endpoint is either not capable of classifying its own
packets or is not trustworthy to classify them correctly

QoS Enforcement Using a Trusted Relay Point (TRP)

A Trusted Relay Point (TRP) can be used to enforce and/or re-mark the DSCP values of media flows
from endpoints. This feature allows QoS to be enforced for media from endpoints such as softphones,
where the media QoS values might have been modified locally.

A TRP is a media resource based upon the existing Cisco IOS media termination point (MTP) function.
Endpoints can be configured to "Use Trusted Relay Point," which will invoke a TRP for all calls.

For QoS enforcement, the TRP uses the configured QoS values for media in Unified CM's Service
Parameters to re-mark and enforce the QoS values in media streams from the endpoint.

TRP functionality is supported by Cisco IOS MTPs and transcoding resources. (Use Unified CM to
check "Enable TRP" on the MTP or transcoding resource to activate TRP functionality.)

Interface Queuing

After packets have been marked with the appropriate tag at Layer 2 (CoS) and Layer 3 (DSCP or PHB),
it is important to configure the network to schedule or queue traffic based on this classification, so as to
provide each class of traffic with the service it needs from the network. By enabling QoS on campus
switches, you can configure all voice traffic to use separate queues, thus virtually eliminating the
possibility of dropped voice packets when an interface buffer fills instantaneously.

Although network management tools may show that the campus network is not congested, QoS tools are
still required to guarantee voice quality. Network management tools show only the average congestion
over a sample time span. While useful, this average does not show the congestion peaks on a campus
interface.

Transmit interface buffers within a campus tend to congest in small, finite intervals as a result of the
bursty nature of network traffic. When this congestion occurs, any packets destined for that transmit
interface are dropped. The only way to prevent dropped voice traffic is to configure multiple queues on
campus switches. For this reason, Cisco recommends always using a switch that has at least two output
queues on each port and the ability to send packets to these queues based on QoS Layer 2 and/or Layer 3
classification. The majority of Cisco Catalyst Switches support two or more output queues per port. For
more information on Cisco Catalyst Switch interface queuing capabilities, refer to the documentation at
http://www.cisco.com/en/US/products/hw/switches/index.html
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Bandwidth Provisioning

In the campus LAN, bandwidth provisioning recommendations can be summarized by the motto, Over
provision and under subscribe. This motto implies careful planning of the LAN infrastructure so that the
available bandwidth is always considerably higher than the load and there is no steady-state congestion
over the LAN links.

The addition of voice traffic onto a converged network does not represent a significant increase in overall
network traffic load; the bandwidth provisioning is still driven by the demands of the data traffic
requirements. The design goal is to avoid extensive data traffic congestion on any link that will be
traversed by telephony signaling or media flows. Contrasting the bandwidth requirements of a single
G.711 voice call (approximately 86 kbps) to the raw bandwidth of a FastEthernet link (100 Mbps)
indicates that voice is not a source of traffic that causes network congestion in the LAN, but rather it is
a traffic flow to be protected from LAN network congestion.

Impairments to IP Communications if QoS is Not Employed

If QoS is not deployed, packet drops and excessive delay and jitter can occur, leading to impairments of
the telephony services. When media packets are subjected to drops, delay, and jitter, the user-perceivable
effects include clicking sound, harsh-sounding voice, extended periods of silence, and echo.

When signaling packets are subjected to the same conditions, user-perceivable impairments include
unresponsiveness to user input (such as delay to dial tone), continued ringing upon answer, and double
dialing of digits due to the user's belief that the first attempt was not effective (thus requiring hang-up
and redial). More extreme cases can include endpoint re-initialization, call termination, and the spurious
activation of SRST functionality at branch offices (leading to interruption of gateway calls).

These effects apply to all deployment models. However, single-site (campus) deployments tend to be less
likely to experience the conditions caused by sustained link interruptions because the larger quantity of
bandwidth typically deployed in LAN environments (minimum links of 100 Mbps) allows for some
residual bandwidth to be available for the IP Communications system.

In any WAN-based deployment model, traffic congestion is more likely to produce sustained and/or
more frequent link interruptions because the available bandwidth is much less than in a LAN (typically
less than 2 Mbps), so the link is more easily saturated. The effects of link interruptions can impact the
user experience, whether or not the voice media traverses the packet network, because signaling traffic
between endpoints and the Unified CM servers can also be delayed or dropped.
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QoS Design Considerations for Virtual Unified Communications with Cisco UCS

Servers

Unified Communications applications such as Cisco Unified Communications Manager (Unified CM)
run as virtual machines on top of the VMware Hypervisor. These Unified Communications virtual
machines are connected to a virtual software switch rather than a hardware-based Ethernet. The
following types of virtual software switches are available:

e VMware vSphere Standard Switch

Available with all VMware vSphere editions and independent of the type of VMware licensing
scheme. The vSphere Standard Switch exists only on the host on which it is configured.

e VMware vSphere Distributed Switch

Available only with the Enterprise Plus Edition of VMware vSphere. The vSphere Distributed
Switch acts as a single switch across all associated hosts on a datacenter and helps simplify
manageability of the software virtual switch.

e Cisco Nexus 1000V Switch

Cisco has a software switch called the Nexus 1000 Virtual (1000V) Switch. The Cisco Nexus 1000V
requires the Enterprise Plus Edition of VMware vSphere. It is a distributed virtual switch visible to
multiple VMware hosts and virtual machines. The Cisco Nexus 1000V Series provides policy-based
virtual machine connectivity, mobile virtual machine security, enhanced QoS, and network policy.

From the point of view of virtual connectivity, each virtual machine can connect to any one of the above
virtual switches residing on a blade server. When using Cisco UCS B-Series blade servers, the blade
servers physically connect to the rest of the network through a Fabric Extender in the UCS chassis to a
UCS Fabric Interconnect Switch (for example, Cisco UCS 6100 or 6200 Series). The UCS Fabric
Interconnect Switch is where the physical wiring connects to a customer's Ethernet LAN and FC SAN.

From the point of view of traffic flow, traffic from the virtual machines first goes to the software virtual
switch (for example, vSphere Standard Switch, vSphere Distributed Switch, or Cisco Nexus 1000V
Switch). The virtual switch then sends the traffic to the physical UCS Fabric Interconnect Switch
through its blade server's Network Adapter and Fabric Extender. The UCS Fabric Interconnect Switch
carries both the IP and fibre channel SAN traffic via Fibre Channel over Ethernet (FCoE) on a single
wire. The UCS Fabric Interconnect Switch sends IP traffic to an IP switch (for example, Cisco Catalyst
or Nexus Series Switch), and it sends SAN traffic to a Fibre Channel SAN Switch (for example, Cisco
MDS Series Switch).

Congestion Scenario

In a deployment with Cisco UCS B-Series blades servers and with Cisco Collaboration applications only,
network congestion or an oversubscription scenario is unlikely because the UCS Fabric Interconnect
Switch provides a high-capacity switching fabric, and the usable bandwidth per server blade far exceeds
the maximum traffic requirements of a typical Collaboration application.

However, there might be scenarios where congestion could arise. For example, with a large number of
B-Series blade servers and chassis, a large number of applications, and/or third-party applications
requiring high network bandwidth, there is a potential for congestion on the different network elements
of the UCS B-Series system (adapters, IO modules, Fabric Interconnects). In addition, FCoE traffic is
sharing the same network elements as IP traffic, therefore applications performing a high amount of
storage transfer would increase the utilization on the network elements and contribute to this potential
congestion.

To address this potential congestion, QoS should be implemented.

Cisco Collaboration System 10.x SRND
m. 0L-30952-03 |



| Chapter3

Network Infrastructure

LAN Infrastructure

QoS Implementation with Cisco UCS B-Series

Note

Note

Cisco UCS Fabric Interconnect Switches and adapters such as the Cisco VIC adapter perform QoS based
on Layer 2 CoS values. Traffic types are classified by CoS value into QoS system classes that determine,
for example, the minimum amount of bandwidth guaranteed and the packet drop policy to be used for
each class. However, Cisco Collaboration applications perform QoS marking at Layer 3 only, not at the
Layer 2. Hence the need for mapping the L3 values used by the applications to the L2 CoS values used
by the Cisco UCS elements.

The VMware vSphere Standard Switch, vSphere Distributed Switch, Cisco UCS Fabric Interconnect
switches, and other UCS network elements do not have the ability to perform this mapping between L3
and L2 values. Use the Cisco Nexus 1000V, which like the traditional Cisco switches, can perform this
mapping. For example, the Nexus 1000V can map PHB EF (real-time media traffic) to CoS 5 and
PHB CS3 (voice/video signaling traffic) to CoS 3.

Fibre Channel over Ethernet (FCoE) traffic has a reserved QoS system class that should not be used by
any other type of traffic. By default, this system class has a CoS value of 3, which is the same value
assigned to the system class used by voice and video signaling traffic in the example above. To prevent
voice and video signaling traffic from using the FCoE system class, assign a different CoS value to the
FCoE system class (2 or 4, for instance).

The decision to use the Nexus 1000V will vary on a case-by-case basis, depending on the available
bandwidth for Unified Communications applications within the UCS architecture. If there is a possibility
that a congestion scenario will arise, then the Nexus 1000V switch should be deployed.

If the Nexus 1000V is not deployed, it is still possible to provide some QoS, but it would not be an
optimal solution. For example, you could create multiple virtual switches and assign a different CoS
value for the uplink ports of each of those switches. For example, virtual switch 1 would have uplink
ports configured with a CoS value of 1, virtual switch 2 would have uplink ports configured with a CoS
value of 2, and so forth. Then the application virtual machines would be assigned to a virtual switch,
depending on the desired QoS system class. The downside to this approach is that all traffic types from
a virtual machine will have the same CoS value. For example, with a Unified CM virtual machine,
real-time media traffic such as MoH traffic, signaling traffic, and non-voice traffic (for example,
backups, CDRs, logs, Web traffic, and so forth) would share the same CoS value.
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QoS Design Considerations for Video

Cisco recommends using different DSCP markings for different video applications. Unified CM 9.x
provides support for different DSCP markings for immersive video traffic and videoconferencing (IP
video telephony) traffic. By default, Unified CM 9.x has preconfigured the recommended DSCP values
for TelePresence (immersive video) calls at CS4 and video (IP video telephony) calls at AF41.

Figure 3-8 depicts the different video applications in a converged environment using the recommended
DSCP values.

Figure 3-8 Recommended QoS Traffic Markings in a Converged Network
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Calculating Overhead for QoS

Unlike voice, real-time IP video traffic in general is a somewhat bursty, variable bit rate stream.
Therefore video, unlike voice, does not have clear formulas for calculating network overhead because
video packet sizes and rates vary proportionally to the degree of motion within the video image itself.
From a network administrator's point of view, bandwidth is always provisioned at Layer 2, but the
variability in the packet sizes and the variety of Layer 2 media that the packets may traverse from
end-to-end make it difficult to calculate the real bandwidth that should be provisioned at Layer 2.
However, the conservative rule that has been thoroughly tested and widely used is to over-provision
video bandwidth by 20%. This accommodates the 10% burst and the network overhead from Layer 2 to
Layer 4.
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Network Services

The deployment of an IP Communications system requires the coordinated design of a well structured,
highly available, and resilient network infrastructure as well as an integrated set of network services
including Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Trivial File
Transfer Protocol (TFTP), and Network Time Protocol (NTP).

Domain Name System (DNS)

DNS enables the mapping of host names and network services to IP addresses within a network or
networks. DNS server(s) deployed within a network provide a database that maps network services to
hostnames and, in turn, hostnames to IP addresses. Devices on the network can query the DNS server
and receive IP addresses for other devices in the network, thereby facilitating communication between
network devices.

A complete collaboration solution relies on DNS in order to function correctly for a number of services
and thus requires a highly available DNS structure in place. For basic IP telephony deployments where
reliance on DNS is not desired, Unified CM can be configured to support and ensure communication
between Unified CM(s), gateways, and endpoint devices using IP addresses rather than hostnames.

Deploying Unified CM without DNS

For basic IP telephony deployments where DNS is not desired, Cisco recommends that you configure
Unified CM(s), gateways, and endpoint devices to use IP addresses rather than hostnames. This should
be done during installation of the Unified CM cluster. During installation of the publisher and subscriber
nodes, Cisco recommends that you do not select the option to enable DNS. After the initial installation
of the publisher node in a Unified CM cluster, the publisher will be referenced in the server table by the
hostname you provided for the system. Before installation and configuration of any subsequent
subscriber nodes or the definition of any endpoints, you should change this server entry to the IP address
of the publisher node rather than the hostname. Each subscriber node added to the cluster should be
defined in this same server table by IP address and not by hostname. Each subscriber node should be
added to this server table one device at a time, and there should be no definitions for non-existent
subscriber nodes at any time other than for the new subscriber node being installed.

Deploying Unified CM with DNS

You should always deploy DNS servers in a geographically redundant fashion so that a single DNS
server failure will not prevent network communications between IP telephony devices. By providing
DNS server redundancy in the event of a single DNS server failure, you ensure that devices relying on
DNS to communicate on the network can still receive hostname-to-IP-address mappings from a backup
or secondary DNS server.

Unified CM can use DNS to:
¢ Provide simplified system management
e Resolve fully qualified domain names to IP addresses for trunk destinations
e Resolve fully qualified domain names to IP addresses for SIP route patterns based on domain name
e Resolve service (SRV) records to host names and then to IP addresses for SIP trunk destinations

e Provide certificate-based security
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Collaboration clients use DNS for:
e Single Sign-On (SSO)
e Jabber deployments requiring user registration auto-discovery
e C(Certificate-based security for secure signaling and media

When DNS is used, Cisco recommends defining each Unified CM cluster as a member of a valid
sub-domain within the larger organizational DNS domain, defining the DNS domain on each Cisco
Unified CM server, and defining the primary and secondary DNS server addresses on each Unified CM
server.

Table 3-4 shows an example of how DNS server could use A records (Hostname-to-IP-address
resolution), Cname records (aliases), and SRV records (service records for redundancy, load balancing,
and service discovery) in a Unified CM environment.

Table 3-4 Example Use of DNS with Unified CM

Host Name Type TTL Data
CUCM-Admin.clusterl.cisco.com |Host (A) 12 Hours |182.10.10.1

CUCMI .clusterl.cisco.com Host (A) Default 182.10.10.1
CUCM2.clusterl.cisco.com Host (A) Default 182.10.10.2
CUCM3.clusterl.cisco.com Host (A) Default 182.10.10.3
CUCM4.clusterl.cisco.com Host (A) Default 182.10.10.4
TFTP-serverl.clusterl.cisco.com |Host (A) 12 Hours |182.10.10.11
TFTP-server2.clusterl.cisco.com |Host (A) 12 Hours |182.10.10.12
CUPI1.clusterl.cisco.com Host (A) Default 182.10.10.15
CUP2.clusterl.cisco.com Host (A) Default 182.10.10.16
www.CUCM-Admin.cisco.com Alias (CNAME) |Default CUCM-Admin.cluster]l.cisco.com
_sip._tcp.clusterl.cisco.com. Service (SRV) Default CUCM1.cluster]l.cisco.com
_sip._tcp.clusterl.cisco.com. Service (SRV) Default CUCM2.clusterl.cisco.com
_sip._tcp.clusterl.cisco.com. Service (SRV) Default CUCM3.cluster]l.cisco.com
_sip._tcp.clusterl.cisco.com. Service (SRV) Default CUCM4.cluster]l.cisco.com

For Jabber clients, refer to the Cisco Jabber DNS Configuration Guide, available at

http://www.cisco.com/web/products/voice/jabber.html

Dynamic Host Configuration Protocol (DHCP)

DHCP is used by hosts on the network to obtain initial configuration information, including IP address,
subnet mask, default gateway, and TFTP server address. DHCP eases the administrative burden of
manually configuring each host with an IP address and other configuration information. DHCP also
provides automatic reconfiguration of network configuration when devices are moved between subnets.
The configuration information is provided by a DHCP server located in the network, which responds to
DHCP requests from DHCP-capable clients.

You should configure IP Communications endpoints to use DHCP to simplify deployment of these
devices. Any RFC 2131 compliant DHCP server can be used to provide configuration information to IP
Communications network devices. When deploying IP telephony devices in an existing data-only
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network, all you have to do is add DHCP voice scopes to an existing DHCP server for these new voice
devices. Because IP telephony devices are configured to use and rely on a DHCP server for IP
configuration information, you must deploy DHCP servers in a redundant fashion. At least two DHCP
servers should be deployed within the telephony network such that, if one of the servers fails, the other
can continue to answer DHCP client requests. You should also ensure that DHCP server(s) are
configured with enough IP subnet addresses to handle all DHCP-reliant clients within the network.

IP telephony endpoints can be configured to rely on DHCP Option 150 to identify the source of
telephony configuration information, available from a server running the Trivial File Transfer Protocol
(TFTP).

In the simplest configuration, where a single TFTP server is offering service to all deployed endpoints,
Option 150 is delivered as a single IP address pointing to the system's designated TFTP server. The
DHCP scope can also deliver two IP addresses under Option 150, for deployments where there are two
TFTP servers within the same cluster. The phone would use the second address if it fails to contact the
primary TFTP server, thus providing redundancy. To achieve both redundancy and load sharing between
the TFTP servers, you can configure Option 150 to provide the two TFTP server addresses in reverse
order for half of the DHCP scopes.

If the primary TFTP server is available but is not able to grant the requested file to the phone (for
example, because the requesting phone is not configured on that cluster), the phone will not attempt to
contact the secondary TFTP server.

Cisco highly recommends using a direct IP address (that is, not relying on a DNS service) for Option 150
because doing so eliminates dependencies on DNS service availability during the phone boot-up and
registration process.

Even though IP phones support a maximum of two TFTP servers under Option 150, you could configure
a Unified CM cluster with more than two TFTP servers. For instance, if a Unified CM system is
clustered over a WAN at three separate sites, three TFTP servers could be deployed (one at each site).
Phones within each site could then be granted a DHCP scope containing that site's TFTP server within
Option 150. This configuration would bring the TFTP service closer to the endpoints, thus reducing
latency and ensuring failure isolation between the sites (one site's failure would not affect TFTP service
at another site).

Phone DHCP Operation Following a Power Recycle

DHCP Lease Times

If a phone is powered down and comes back up while the DHCP server is still offline, it will attempt to
use DHCP to obtain IP addressing information (as normal). In the absence of a response from a DHCP
server, the phone will re-use the previously received DHCP information to register with Unified CM.

Configure DHCP lease times as appropriate for the network environment. Given a fairly static network
in which PCs and telephony devices remain in the same place for long periods of time, Cisco
recommends longer DHCP lease times (for example, one week). Shorter lease times require more
frequent renewal of the DHCP configuration and increase the amount of DHCP traffic on the network.
Conversely, networks that incorporate large numbers of mobile devices, such as laptops and wireless
telephony devices, should be configured with shorter DHCP lease times (for example, one day) to
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prevent depletion of DHCP-managed subnet addresses. Mobile devices typically use IP addresses for
short increments of time and then might not request a DHCP renewal or new address for a long period
of time. Longer lease times will tie up these IP addresses and prevent them from being reassigned even
when they are no longer being used.

Cisco Unified IP Phones adhere to the conditions of the DHCP lease duration as specified in the DHCP
server's scope configuration. Once half the lease time has expired since the last successful DHCP server
acknowledgment, the IP phone will request a lease renewal. This DHCP client Request, once
acknowledged by the DHCP server, will allow the IP phone to retain use of the IP scope (that is, the IP
address, default gateway, subnet mask, DNS server (optional), and TFTP server (optional)) for another
lease period. If the DHCP server becomes unavailable, an IP phone will not be able to renew its DHCP
lease, and as soon as the lease expires, it will relinquish its IP configuration and will thus become
unregistered from Unified CM until a DHCP server can grant it another valid scope.

In centralized call processing deployments, if a remote site is configured to use a centralized DHCP
server (through the use of a DHCP relay agent such as the IP Helper Address in Cisco 10S) and if
connectivity to the central site is severed, IP phones within the branch will not be able to renew their
DHCP scope leases. In this situation, branch IP phones are at risk of seeing their DHCP lease expire,
thus losing the use of their IP address, which would lead to service interruption. Given the fact that
phones attempt to renew their leases at half the lease time, DHCP lease expiration can occur as soon as
half the lease time since the DHCP server became unreachable. For example, if the lease time of a DHCP
scope is set to 4 days and a WAN failure causes the DHCP server to be unavailable to the phones in a
branch, those phones will be unable to renew their leases at half the lease time (in this case, 2 days). The
IP phones could stop functioning as early as 2 days after the WAN failure, unless the WAN comes back
up and the DHCP server is available before that time. If the WAN connectivity failure persists, all phones
see their DHCP scope expire after a maximum of 4 days from the WAN failure.

This situation can be mitigated by one of the following methods:
e Set the DHCP scope lease to a long duration (for example, 8 days or more).

This method would give the system administrator a minimum of half the lease time to remedy any
DHCP reachability problem. Long lease durations also have the effect of reducing the frequency of
network traffic associated with lease renewals.

e Configure co-located DHCP server functionality (for example, run a DHCP server function on the
branch's Cisco I0S router).

This approach is immune to WAN connectivity interruption. One effect of such an approach is to
decentralize the management of IP addresses, requiring incremental configuration efforts in each
branch. (See DHCP Network Deployments, page 3-26, for more information.)

N

Note The term co-located refers to two or more devices in the same physical location, with no
WAN or MAN connection between them.

DHCP Network Deployments

There are two options for deploying DHCP functionality within an IP telephony network:
¢ Centralized DHCP Server

Typically, for a single-site campus IP telephony deployment, the DHCP server should be installed
at a central location within the campus. As mentioned previously, redundant DHCP servers should
be deployed. If the IP telephony deployment also incorporates remote branch telephony sites, as in
a centralized multisite Unified CM deployment, a centralized server can be used to provide DHCP
service to devices in the remote sites. This type of deployment requires that you configure the ip
helper-address on the branch router interface. Keep in mind that, if redundant DHCP servers are
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deployed at the central site, both servers' IP addresses must be configured as ip helper-address.
Also note that, if branch-side telephony devices rely on a centralized DHCP server and the WAN
link between the two sites fails, devices at the branch site will be unable to send DHCP requests or
receive DHCP responses.

A

Note By default, service dhep is enabled on the Cisco IOS device and does not appear in the
configuration. Do not disable this service on the branch router because doing so will disable
the DHCP relay agent on the device, and the ip helper-address configuration command will
not work.

e Centralized DHCP Server and Remote Site Cisco IOS DHCP Server

When configuring DHCP for use in a centralized multisite Unified CM deployment, you can use a
centralized DHCP server to provide DHCP service to centrally located devices. Remote devices
could receive DHCP service from a locally installed server or from the Cisco IOS router at the
remote site. This type of deployment ensures that DHCP services are available to remote telephony
devices even during WAN failures. Example 3-1 lists the basic Cisco IOS DHCP server
configuration commands.

Example 3-1 Cisco I0S DHCP Server Configuration Commands

! Activate DHCP Service on the IOS Device

service dhcp

! Specify any IP Address or IP Address Range to be excluded from the DHCP pool
ip dhcp excluded-address <ip—address>\<ip—address—low> <ip-address-high>

! Specify the name of this specific DHCP pool, the subnet and mask for this
! pool, the default gateway and up to four TFTP

ip dhcp pool <dhcp-pool name>
network <ip-subnet> <mask>
default-router <default-gateway-ip>
option 150 ip <tftp-server-ip-1> ...

! Note: IP phones use only the first two addresses supplied in the option 150
! field even if more than two are configured.

Unified CM DHCP Sever (Standalone versus Co-Resident DHCP)

Note

Typically DHCP servers are dedicated machine(s) in most network infrastructures, and they run in
conjunction with the DNS and/or the Windows Internet Naming Service (WINS) services used by that
network. In some instances, given a small Unified CM deployment with no more than 1000 devices
registering to the cluster, you may run the DHCP server on a Unified CM server to support those devices.
However, to avoid possible resource contention such as CPU contention with other critical services
running on Unified CM, Cisco recommends moving the DHCP Server functionality to a dedicated
server. If more than 1000 devices are registered to the cluster, DHCP must not be run on a Unified CM
server but instead must be run on a dedicated or standalone server(s).

The term co-resident refers to two or more services or applications running on the same server or virtual
machine.
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Trivial File Transfer Protocol (TFTP)

Within a Cisco Unified CM system, endpoints such as IP phones rely on a TFTP-based process to acquire
configuration files, software images, and other endpoint-specific information. The Cisco TFTP service
is a file serving system that can run on one or more Unified CM servers. It builds configuration files and
serves firmware files, ringer files, device configuration files, and so forth, to endpoints.

The TFTP file systems can hold several file types, such as the following:
e Phone configuration files
e Phone firmware files
e Certificate Trust List (CTL) files
e Identity Trust List (ITL) files
e Tone localization files
e User interface (UI) localization and dictionary files
e Ringer files
e Softkey files
e Dial plan files for SIP phones

The TFTP server manages and serves two types of files, those that are not modifiable (for example,
firmware files for phones) and those that can be modified (for example, configuration files).

A typical configuration file contains a prioritized list of Unified CMs for a device (for example, an SCCP
or SIP phone), the TCP ports on which the device connects to those Unified CMs, and an executable load
identifier. Configuration files for selected devices contain locale information and URLSs for the
messages, directories, services, and information buttons on the phone.

When a device's configuration changes, the TFTP server rebuilds the configuration files by pulling the
relevant information from the Unified CM database. The new file(s) is then downloaded to the phone
once the phone has been reset. As an example, if a single phone's configuration file is modified (for
example, during Extension Mobility login or logout), only that file is rebuilt and downloaded to the
phone. However, if the configuration details of a device pool are changed (for example, if the primary
Unified CM server is changed), then all devices in that device pool need to have their configuration files
rebuilt and downloaded. For device pools that contain large numbers of devices, this file rebuilding
process can impact server performance.

Note  The TFTP server can perform a local database read from the database on its co-resident subscriber
server. Local database read not only provides benefits such as the preservation of user-facing features
when the publisher in unavailable, but also allows multiple TFTP servers to be distributed by means of
clustering over the WAN. (The same latency rules for clustering over the WAN apply to TFTP servers as
apply to servers with registered phones.) This configuration brings the TFTP service closer to the
endpoints, thus reducing latency and ensuring failure isolation between the sites.

When a device requests a configuration file from the TFTP server, the TFTP server searches for the
configuration file in its internal caches, the disk, and then alternate Cisco file servers (if specified). If
the TFTP server finds the configuration file, it sends it to the device. If the configuration file provides
Unified CM names, the device resolves the name by using DNS and opens a connection to the
Unified CM. If the device does not receive an IP address or name, it uses the TFTP server name or IP
address to attempt a registration connection. If the TFTP server cannot find the configuration file, it
sends a "file not found" message to the device.
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A device that requests a configuration file while the TFTP server is rebuilding configuration files or
while it is processing the maximum number of requests, will receive a message from the TFTP server
that causes the device to request the configuration file later. The Maximum Serving Count service
parameter, which can be configured, specifies the maximum number of requests that can be concurrently
handled by the TFTP server. (Default value = 500 requests.) Use the default value if the TFTP service is
run along with other Cisco CallManager services on the same server. For a dedicated TFTP server, use
the following suggested values for the Maximum Serving Count: 1500 for a single-processor system or
3000 for a dual-processor system.

The Cisco Unified IP Phones 8900 Series and 9900 Series request their TFTP configuration files over
the HTTP protocol (port 6970), which is much faster than TFTP.

An Example of TFTP in Operation

Every time an endpoint reboots, the endpoint will request a configuration file (via TFTP) whose name
is based on the requesting endpoint's MAC address. (For a Cisco Unified IP Phone 7961 with MAC
address ABCDEF123456, the file name would be SEPABCDEF123456.cnf.xml.) The received
configuration file includes the version of software that the phone must run and a list of Cisco Unified CM
servers with which the phone should register. The endpoint might also download, via TFTP, ringer files,
softkey templates, and other miscellaneous files to acquire the necessary configuration information
before becoming operational.

If the configuration file includes software file(s) version numbers that are different than those the phone
is currently using, the phone will also download the new software file(s) from the TFTP server to
upgrade itself. The number of files an endpoint must download to upgrade its software varies based on
the type of endpoint and the differences between the phone's current software and the new software.

TFTP File Transfer Times

Each time an endpoint requests a file, there is a new TFTP transfer session. For centralized call
processing deployments, the time to complete each of these transfers will affect the time it takes for an
endpoint to start and become operational as well as the time it takes for an endpoint to upgrade during a
scheduled maintenance. While TFTP transfer times are not the only factor that can affect these end
states, they are a significant component.

The time to complete each file transfer via TFTP is predictable as a function of the file size, the
percentage of TFTP packets that must be retransmitted, and the network latency or round-trip time.

At first glance, network bandwidth might seem to be missing from the previous statement, but it is
actually included via the percentage of TFTP packets that must be retransmitted. This is because, if there
is not enough network bandwidth to support the file transfer(s), then packets will be dropped by the
network interface queuing algorithms and will have to be retransmitted.

TFTP operates on top of the User Datagram Protocol (UDP). Unlike Transmission Control Protocol
(TCP), UDP is not a reliable protocol, which means that UDP does not inherently have the ability to
detect packet loss. Obviously, detecting packet loss in a file transfer is important, so RFC 1350 defines
TFTP as a lock-step protocol. In other words, a TFTP sender will send one packet and wait for a response
before sending the next packet (see Figure 3-9).
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Figure 3-9 Example of TFTP Packet Transmission Sequence

Round Trip Time = 10ms

\

Read Request

Time = 10ms <« Data Packet

Acknowledgement >
Time = 20ms <« Data Packet

Acknowledgement > 8
Time = 30ms <« Data Packet 2

If a response is not received in the timeout period (4 seconds by default), the sender will resend the data
packet or acknowledgment. When a packet has been sent five times without a response, the TFTP session
fails. Because the timeout period is always the same and not adaptive like a TCP timeout, packet loss
can significantly increase the amount of time a transfer session takes to complete.

Because the delay between each data packet is, at a minimum, equal to the network round-trip time,
network latency also is a factor in the maximum throughput that a TFTP session can achieve.

In Figure 3-10, the round-trip time has been increased to 40 ms and one packet has been lost in transit.
While the error rate is high at 12%, it is easy to see the effect of latency and packet loss on TFTP because
the time to complete the session increased from 30 ms (in Figure 3-9) to 4160 ms (in Figure 3-10).

Figure 3-10 Effect of Packet Loss on TFTP Session Completion Time

Round Trip Time = 40ms

Y

Read Request

Time = 40ms <« Data Packet
Acknowledgement >
Time = 80ms < Data Packet
Acknowledgement >
4 second timeout (Packet loss)
Acknowledgement > 2
Time =4 sec + 120ms = 4120ms < Data Packet 2

Use the following formula to calculate how long a TFTP file transfer will take to complete:
FileTransferTime = FileSize * [(RTT + ERR * Timeout) / 512000]
Where:
FileTransferTime is in seconds.
FileSize is in bytes.
RTT is the round-trip time in milliseconds.
ERR is the error rate, or percentage of packets that are lost.

Timeout is in milliseconds.
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512000 = (TFTP packet size) * (1000 millisecond per seconds) =
(512 bytes) * (1000 millisecond per seconds)

Cisco Unified IP Phone Firmware Releases 7.x have a 10-minute timeout when downloading new files.
If the transfer is not completed within this time, the phone will discard the download even if the transfer
completes successfully later. If you experience this problem, Cisco recommends that you use a local

TFTP server to upgrade phones to the 8.x firmware releases, which have a timeout value of 61 minutes.

Because network latency and packet loss have such an effect on TFTP transfer times, a local TFTP
Server can be advantageous. This local TFTP server may be a Unified CM subscriber in a deployment
with cluster over the WAN or an alternative local TFTP "Load Server" running on a Cisco Integrated
Services Router (ISR), for example. Newer endpoints (which have larger firmware files) can be
configured with a Load Server address, which allows the endpoint to download the relatively small
configuration files from the central TFTP server but use a local TFTP Server (which is not part of the
Unified CM cluster) to download the larger software files. For details on which Cisco Unified IP Phones
support an alternative local TFTP Load Server, refer to the product documentation for your particular
phone models (available at http://www.cisco.com).

The exact process each phone goes through on startup and the size of the files downloaded will depend
on the phone model, the signaling type configured for the phone (SCCP, MGCP, or SIP) and the previous
state of the phone. While there are differences in which files are requested, the general process each
phone follows is the same, and in all cases the TFTP server is used to request and deliver the appropriate
files. The general recommendations for TFTP server deployment do not change based on the protocol
and/or phone models deployed.

TFTP Server Redundancy

TFTP Load Sharing

Option 150 allows up to two IP addresses to be returned to phones as part of the DHCP scope. The phone
tries the first address in the list, and it tries the subsequent address only if it cannot establish
communications with the first TFTP server. This address list provides a redundancy mechanism that
enables phones to obtain TFTP services from another server even if their primary TFTP server has failed.

Cisco recommends that you grant different ordered lists of TFTP servers to different subnets to allow for
load balancing. For example:

e In subnet 10.1.1.0/24: Option 150: TFTP1_Primary, TFTP1_Secondary
e In subnet 10.1.2.0/24: Option 150: TFTP1_Secondary, TFTP1_Primary

Under normal operations, a phone in subnet 10.1.1.0/24 will request TFTP services from
TFTP1_Primary, while a phone in subnet 10.1.2.0/24 will request TFTP services from
TFTP1_Secondary. If TFTP1_Primary fails, then phones from both subnets will request TFTP services
from TFTP1_Secondary.

Load balancing avoids having a single TFTP server hot-spot, where all phones from multiple clusters
rely on the same server for service. TFTP load balancing is especially important when phone software
loads are transferred, such as during a Unified CM upgrade, because more files of larger size are being
transferred, thus imposing a bigger load on the TFTP server.
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Centralized TFTP Services

In multi-cluster systems, it is possible to have a single subnet or VLAN containing phones from multiple
clusters. In this situation, the TFTP servers whose addresses are provided to all phones in the subnet or
VLAN must answer the file transfer requests made by each phone, regardless of which cluster contains
the phone. In a centralized TFTP deployment, a set of TFTP servers associated with one of the clusters
must provide TFTP services to all the phones in the multi-cluster system.

In order to provide this single point of file access, each cluster's TFTP server must be able to serve files
via the central proxy TFTP server. This proxy arrangement is accomplished by configuring a set of
possible redirect locations in the central TFTP server, pointing to each of the other clusters’ TFTP
servers. This configuration uses a HOST redirect statement in the Alternate File Locations on the
centralized TFTP server, one for each of the other clusters. Each of the redundant TFTP servers in the
centralized cluster should point to one of the redundant servers in each of the child clusters. It is not
necessary to point the centralized server to both redundant servers in the child clusters because the
redistribution of files within each individual cluster and the failover mechanisms of the phones between
the redundant servers in the central cluster provide for a very high degree of fault tolerance.

Figure 3-11 shows an example of the operation of this process. A request from a phone registered to
Cluster 3 is directed to the centralized TFTP server configured in Cluster 1 (C1_TFTP_Primary). This
server will in turn query each of the configured alternate TFTP servers until one responds with a copy
of the file initially requested by the phone. Requests to the centralized secondary TFTP server
(C1_TFTP_Secondary) will be sent by proxy to the other clusters’ secondary TFTP servers until either
the requested file is found or all servers report that the requested file does not exist.

Figure 3-11 Centralized TFTP Servers
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Cisco does not recommend enabling auto-registration on the centralized TFTP node cluster. If
auto-registration is enabled on the centralized TFTP cluster and any of the alternate cluster TFTP nodes
are down, phones provisioned on those alternate TFTP clusters will get auto-registered to the centralized
TFTP cluster rather than registering to their home cluster.

Network Time Protocol (NTP)

NTP allows network devices to synchronize their clocks to a network time server or network-capable
clock. NTP is critical for ensuring that all devices in a network have the same time. When
troubleshooting or managing a telephony network, it is crucial to synchronize the time stamps within all
error and security logs, traces, and system reports on devices throughout the network. This
synchronization enables administrators to recreate network activities and behaviors based on a common
timeline. Billing records and call detail records (CDRs) also require accurate synchronized time.

Unified CM NTP Time Synchronization

Time synchronization is especially critical on Unified CM servers. In addition to ensuring that CDR
records are accurate and that log files are synchronized, having an accurate time source is necessary for
any future IPSec features to be enabled within the cluster and for communications with any external
entity.

Unified CM automatically synchronizes the NTP time of all subscribers in the cluster to the publisher.
During installation, each subscriber is automatically configured to point to an NTP server running on the
publisher. The publisher considers itself to be a master server and provides time for the cluster based on
its internal hardware clock unless it is configured to synchronize from an external server. Cisco highly
recommends configuring the publisher to point to a Stratum-1, Stratum-2, or Stratum-3 NTP server to

ensure that the cluster time is synchronized with an external time source.

Cisco recommends synchronizing Unified CM with a Cisco IOS or Linux-based NTP server. Using
Windows Time Services as an NTP server is not recommended or supported because Windows Time
Services often use Simple Network Time Protocol (SNTP), and Linux-based Unified CM cannot
successfully synchronize with SNTP.

The external NTP server specified for the primary node should be NTP v4 (version 4) to avoid potential
compatibility, accuracy, and network jitter problems. External NTP servers must be NTP v4 if IPv6
addressing is used.

Cisco 10S and Cat0S NTP Time Synchronization

Time synchronization is also important for other devices within the network. Cisco I0S routers and
Catalyst switches should be configured to synchronize their time with the rest of the network devices via
NTP. This is critical for ensuring that debug, syslog, and console log messages are time-stamped
appropriately. Troubleshooting telephony network issues is simplified when a clear timeline can be
drawn for events that occur on devices throughout the network.
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WAN Infrastructure

Proper WAN infrastructure design is also extremely important for normal Unified Communications
operation on a converged network. Proper infrastructure design requires following basic configuration
and design best practices for deploying a WAN that is as highly available as possible and that provides
guaranteed throughput. Furthermore, proper WAN infrastructure design requires deploying end-to-end
QoS on all WAN links. The following sections discuss these requirements:

e WAN Design and Configuration, page 3-34
e  WAN Quality of Service (QoS), page 3-37
e Bandwidth Provisioning, page 3-44

WAN Design and Configuration

Properly designing a WAN requires building fault-tolerant network links and planning for the possibility
that these links might become unavailable. By carefully choosing WAN topologies, provisioning the
required bandwidth, and approaching the WAN infrastructure as another layer in the network topology,
you can build a fault-tolerant and redundant network. The following sections examine the required
infrastructure layers and network services:

e Deployment Considerations, page 3-34
¢ Guaranteed Bandwidth, page 3-35
e Best-Effort Bandwidth, page 3-36

Deployment Considerations

WAN deployments for voice networks may use a hub-and-spoke, fully meshed, or partially meshed
topology. A hub-and-spoke topology consists of a central hub site and multiple remote spoke sites
connected into the central hub site. In this scenario, each remote or spoke site is one WAN-link hop away
from the central or hub site and two WAN-link hops away from all other spoke sites. A meshed topology
may contain multiple WAN links and any number of hops between the sites. In this scenario there may
be many different paths to the same site or there may be different links used for communication with
some sites compared to other sites. The simplest example is three sites, each with a WAN link to the
other two sites, forming a triangle. In that case there are two potential paths between each site to each
other site.

For more information about centralized and distributed multisite deployment models as well as
Multiprotocol Label Switching (MPLS) implications for these deployment models, see the chapter on
Collaboration Deployment Models, page 10-1.

WAN links should, when possible, be made redundant to provide higher levels of fault tolerance.
Redundant WAN links provided by different service providers or located in different physical
ingress/egress points within the network can ensure backup bandwidth and connectivity in the event that
a single link fails. In non-failure scenarios, these redundant links may be used to provide additional
bandwidth and offer load balancing of traffic on a per-flow basis over multiple paths and equipment
within the WAN.

Voice and data should remain converged at the WAN, just as they are converged at the LAN. QoS

provisioning and queuing mechanisms are typically available in a WAN environment to ensure that voice
and data can interoperate on the same WAN links. Attempts to separate and forward voice and data over
different links can be problematic in many instances because the failure of one link typically forces all
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traffic over a single link, thus diminishing throughput for each type of traffic and in most cases reducing
the quality of voice. Furthermore, maintaining separate network links or devices makes troubleshooting
and management difficult at best.

Because of the potential for WAN links to fail or to become oversubscribed, Cisco recommends
deploying non-centralized resources as appropriate at sites on the other side of the WAN. Specifically,
media resources, DHCP servers, voice gateways, and call processing applications such as Survivable
Remote Site Telephony (SRST) and Cisco Unified Communications Manager Express (Unified CME)
should be deployed at non-central sites when and if appropriate, depending on the site size and how
critical these functions are to that site. Keep in mind that de-centralizing voice applications and devices
can increase the complexity of network deployments, the complexity of managing these resources
throughout the enterprise, and the overall cost of a the network solution; however, these factors can be
mitigated by the fact that the resources will be available during a WAN link failure.

When deploying voice in a WAN environment, Cisco recommends that you use the lower-bandwidth
G.729 codec for any voice calls that will traverse WAN links because this practice will provide
bandwidth savings on these lower-speed links. Furthermore, media resources such as MoH should be
configured to use multicast transport mechanism when possible because this practice will provide
additional bandwidth savings.

Where calls are made over best-effort networks with no QoS guarantees for voice, consider using
Internet Low Bit Rate Codec (iLBC), which enables graceful speech quality degradation and good error
resilience characteristics in networks where frames can get lost. See Table 3-7 for details of bandwidth
consumption based on codec type and sample size.

Delay in IP Voice Networks

Recommendation G.114 of the International Telecommunication Union (ITU) states that the one-way
delay in a voice network should be less than or equal to 150 milliseconds. It is important to keep this in
mind when implementing low-speed WAN links within a network. Topologies, technologies, and
physical distance should be considered for WAN links so that one-way delay is kept at or below this
150-millisecond recommendation. Implementing a VoIP network where the one-way delay exceeds
150 milliseconds introduces issues not only with the quality of the voice call but also with call setup and
media cut-through times because several call signaling messages need to be exchanged between each
device and the call processing application in order to establish the call.

Guaranteed Bandwidth

Because voice is typically deemed a critical network application, it is imperative that bearer and
signaling voice traffic always reaches its destination. For this reason, it is important to choose a WAN
topology and link type that can provide guaranteed dedicated bandwidth. The following WAN link
technologies can provide guaranteed dedicated bandwidth:

e Leased Lines

e Frame Relay

e Asynchronous Transfer Mode (ATM)

e ATM/Frame-Relay Service Interworking

e Multiprotocol Label Switching (MPLS)

¢ Cisco Voice and Video Enabled IP Security VPN (IPSec V3PN)

These link technologies, when deployed in a dedicated fashion or when deployed in a private network,
can provide guaranteed traffic throughput. All of these WAN link technologies can be provisioned at

specific speeds or bandwidth sizes. In addition, these link technologies have built-in mechanisms that
help guarantee throughput of network traffic even at low link speeds. Features such as traffic shaping,
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fragmentation and packet interleaving, and committed information rates (CIR) can help ensure that
packets are not dropped in the WAN, that all packets are given access at regular intervals to the WAN
link, and that enough bandwidth is available for all network traffic attempting to traverse these links.

Dynamic Multipoint VPN (DMVPN)

Spoke-to-spoke DM VPN networks can provide benefits for Cisco Unified Communications compared
with hub-and-spoke topologies. Spoke-to-spoke tunnels can provide a reduction in end-to-end latency
by reducing the number of WAN hops and decryption/encryption stages. In addition, DMVPN offers a
simplified means of configuring the equivalent of a full mesh of point-to-point tunnels without the
associated administrative and operational overhead. The use of spoke-to-spoke tunnels also reduces
traffic at the hub, thus providing bandwidth and router processing capacity savings. Spoke-to-spoke
DMVPN networks, however, are sensitive to the delay variation (jitter) caused during the transition of
RTP packets routing from the spoke-hub-spoke path to the spoke-to-spoke path. This variation in delay
during the DM VPN path transition occurs very early in the call and is generally unnoticeable, although
a single momentary audio distortion might be heard if the latency difference is above 100 ms.

For information on the deployment of multisitt DMVPN WANs with centralized call processing, refer
to the Cisco Unified Communications Voice over Spoke-to-Spoke DMVPN Test Results and
Recommendations, available at http://www.cisco.com/go/designzone.

Best-Effort Bandwidth

There are some WAN topologies that are unable to provide guaranteed dedicated bandwidth to ensure
that network traffic will reach its destination, even when that traffic is critical. These topologies are
extremely problematic for voice traffic, not only because they provide no mechanisms to provision
guaranteed network throughput, but also because they provide no traffic shaping, packet fragmentation
and interleaving, queuing mechanisms, or end-to-end QoS to ensure that critical traffic such as voice will
be given preferential treatment.

The following WAN network topologies and link types are examples of this kind of best-effort
bandwidth technology:

e The Internet
e DSL

e (Cable

e Satellite

e Wireless

In most cases, none of these link types can provide the guaranteed network connectivity and bandwidth
required for critical voice and voice applications. However, these technologies might be suitable for
personal or telecommuter-type network deployments. At times, these topologies can provide highly
available network connectivity and adequate network throughput; but at other times, these topologies can
become unavailable for extended periods of time, can be throttled to speeds that render network
throughput unacceptable for real-time applications such as voice, or can cause extensive packet losses
and require repeated retransmissions. In other words, these links and topologies are unable to provide
guaranteed bandwidth, and when traffic is sent on these links, it is sent best-effort with no guarantee that
it will reach its destination. For this reason, Cisco recommends that you do not use best-effort WAN
topologies for voice-enabled networks that require enterprise-class voice services and quality.
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There are some new QoS mechanisms for DSL and cable technologies that can provide guaranteed
bandwidth; however, these mechanisms are not typically deployed by many service providers. For any
service that offers QoS guarantees over networks that are typically based on best-effort, it is important
to review and understand the bandwidth and QoS guarantees offered in the service provider's service
level agreement (SLA).

Upstream and downstream QoS mechanisms are now supported for wireless networks. For more
information on QoS for Voice over Wireless LANSs, refer to the Voice over Wireless LAN Design Guide,
available at
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns818/landing_wireless_uc.html.

WAN Quality of Service (QoS)

Before placing voice and video traffic on a network, it is important to ensure that there is adequate
bandwidth for all required applications. Once this bandwidth has been provisioned, voice priority
queuing must be performed on all interfaces. This queuing is required to reduce jitter and possible packet
loss if a burst of traffic oversubscribes a buffer. This queuing requirement is similar to the one for the
LAN infrastructure.

Next, the WAN typically requires additional mechanisms such as traffic shaping to ensure that WAN
links are not sent more traffic than they can handle, which could cause dropped packets.

Finally, link efficiency techniques can be applied to WAN paths. For example, link fragmentation and
interleaving (LFI) can be used to prevent small voice packets from being queued behind large data
packets, which could lead to unacceptable delays on low-speed links.

The goal of these QoS mechanisms is to ensure reliable, high-quality voice by reducing delay, packet
loss, and jitter for the voice traffic. Table 3-5 lists the QoS features and tools required for the WAN
infrastructure to achieve this goal.

Table 3-5 QoS Features and Tools Required to Support Unified Communications for Each WAN Technology and Link
Speed

WAN Technology Link Speed: 56 kbps to 768 kbps Link Speed: Greater than 768 kbps

Leased Lines e Multilink Point-to-Point Protocol (MLP) e LLQ

e MLP Link Fragmentation and Interleaving (LFI)
e Low Latency Queuing (LLQ)

e Optional: Compressed Real-Time Transport Protocol

(cRTP)
Frame Relay (FR) e Traffic Shaping e Traffic Shaping
e LFI (FRFE.12) e LLQ
e LLQ e Optional: VATS

e Optional: cRTP
e Optional: Voice-Adaptive Traffic Shaping (VATS)
e Optional: Voice-Adaptive Fragmentation (VAF)
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Table 3-5 QoS Features and Tools Required to Support Unified Communications for Each WAN Technology and Link
Speed (continued)
WAN Technology Link Speed: 56 kbps to 768 kbps Link Speed: Greater than 768 kbps
Asynchronous Transfer | ¢ TX-ring buffer changes e TX-ring buffer changes
Mode (ATM) e« MLP over ATM e LLQ
e MLP LFI
e LLQ
e Optional: cRTP (requires MLP)
Frame Relay and ATM e TX-ring buffer changes e TX-ring buffer changes
(Sselr\;j;e Inter-Working . N1 p over ATM and FR e MLP over ATM and FR
e MLPLFI e LLQ
e LLQ
e Optional: cRTP (requires MLP)
Multiprotocol Label e Same as above, according to the interface technology e Same as above, according to the

Switching (MPLS) interface technology

¢ Class-based marking is generally required to re-mark
flows according to service provider specifications * C(Class-based marking is
generally required to re-mark
flows according to service
provider specifications

The following sections highlight some of the most important features and techniques to consider when
designing a WAN to support both voice and data traffic:

e Traffic Prioritization, page 3-38
e Link Efficiency Techniques, page 3-40
e Traffic Shaping, page 3-42

Traffic Prioritization

In choosing from among the many available prioritization schemes, the major factors to consider include
the type of traffic involved and the type of media on the WAN. For multi-service traffic over an IP WAN,
Cisco recommends low-latency queuing (LLQ) for all links. This method supports up to 64 traffic
classes, with the ability to specify, for example, priority queuing behavior for voice and interactive
video, minimum bandwidth class-based weighted fair queuing for voice control traffic, additional
minimum bandwidth weighted fair queues for mission critical data, and a default best-effort queue for
all other traffic types.

Figure 3-12 shows an example prioritization scheme.
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Figure 3-12 Optimized Queuing for VoIP over the WAN
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Cisco recommends the following prioritization criteria for LLQ:

The criterion for voice to be placed into a priority queue is the differentiated services code point
(DSCP) value of 46, or a per-hop behavior (PHB) value of EF.

The criterion for video conferencing traffic to be placed into a priority queue is a DSCP value of 34,
or a PHB value of AF41. However, due to the larger packet sizes of video traffic, these packets
should be placed in the priority queue only on WAN links that are faster than 768 Kbps. Link speeds
below this value require packet fragmentation, but packets placed in the priority queue are not
fragmented, thus smaller voice packets could be queued behind larger video packets. For links
speeds of 768 Kbps or lower, video conferencing traffic should be placed in a separate class-based
weighted fair queue (CBWFQ).

A

Note One-way video traffic, such as the traffic generated by streaming video applications for
services such as video-on-demand or live video feeds, should always use a CBWFQ scheme
because that type of traffic has a much higher delay tolerance than two-way video
conferencing traffic

As the WAN links become congested, it is possible to starve the voice control signaling protocols,
thereby eliminating the ability of the IP phones to complete calls across the IP WAN. Therefore,
voice control protocols, such as H.323, MGCP, and Skinny Client Control Protocol (SCCP), require
their own class-based weighted fair queue. The entrance criterion for this queue is a DSCP value of
24 or a PHB value of CS3.

A
Note  Cisco has transitioned the marking of voice control protocols from DSCP 26 (PHB AF31)
to DSCP 24 (PHB CS3). However, some products still mark signaling traffic as DSCP 26

(PHB AF31); therefore, Cisco recommends that you reserve both AF31 and CS3 for call
signaling.

In some cases, certain data traffic might require better than best-effort treatment. This traffic is
referred to as mission-critical data, and it is placed into one or more queues that have the required
amount of bandwidth. The queuing scheme within this class is first-in-first-out (FIFO) with a
minimum allocated bandwidth. Traffic in this class that exceeds the configured bandwidth limit is
placed in the default queue. The entrance criterion for this queue could be a Transmission Control
Protocol (TCP) port number, a Layer 3 address, or a DSCP/PHB value.

All remaining enterprise traffic can be placed in a default queue for best-effort treatment. If you
specify the keyword fair, the queuing algorithm will be weighted fair queuing (WFQ).
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Scavenger Class

The Scavenger class is intended to provide less than best-effort services to certain applications.
Applications assigned to this class have little or no contribution to the organizational objectives of the
enterprise and are typically entertainment oriented in nature. Assigning Scavenger traffic to a minimal
bandwidth queue forces it to be squelched to virtually nothing during periods of congestion, but it allows
it to be available if bandwidth is not being used for business purposes, such as might occur during
off-peak hours.

e Scavenger traffic should be marked as DSCP CS1.

e Scavenger traffic should be assigned the lowest configurable queuing service. For instance, in
Cisco IOS, this means assigning a CBWFQ of 1% to Scavenger class.

Link Efficiency Techniques
The following link efficiency techniques improve the quality and efficiency of low-speed WAN links.

Compressed Real-Time Transport Protocol (cRTP)

You can increase link efficiency by using Compressed Real-Time Transport Protocol (cRTP). This
protocol compresses a 40-byte IP, User Datagram Protocol (UDP), and RTP header into approximately
two to four bytes. cRTP operates on a per-hop basis. Use cRTP on a particular link only if that link meets
all of the following conditions:

e Voice traffic represents more than 33% of the load on the specific link.
e The link uses a low bit-rate codec (such as G.729).
¢ No other real-time application (such as video conferencing) is using the same link.

If the link fails to meet any one of the preceding conditions, then cRTP is not effective and you should
not use it on that link. Another important parameter to consider before using cRTP is router CPU
utilization, which is adversely affected by compression and decompression operations.

cRTP on ATM and Frame Relay Service Inter-Working (SIW) links requires the use of Multilink
Point-to-Point Protocol (MLP).

Note that cRTP compression occurs as the final step before a packet leaves the egress interface; that is,
after LLQ class-based queueing has occurred. Beginning in Cisco IOS Release 12.(2)2T and later, cRTP
provides a feedback mechanism to the LLQ class-based queueing mechanism that allows the bandwidth
in the voice class to be configured based on the compressed packet value. With Cisco 10S releases prior
to 12.(2)2T, this mechanism is not in place, so the LLQ is unaware of the compressed bandwidth and,
therefore, the voice class bandwidth has to be provisioned as if no compression is taking place. Table 3-6
shows an example of the difference in voice class bandwidth configuration given a 512-kbps link with
G.729 codec and a requirement for 10 calls.

Note that Table 3-6 assumes 24 kbps for non-cRTP G.729 calls and 10 kbps for cRTP G.729 calls. These
bandwidth numbers are based on voice payload and IP/UDP/RTP headers only. They do not take into
consideration Layer 2 header bandwidth. However, actual bandwidth provisioning should also include
Layer 2 header bandwidth based on the type WAN link used.

Table 3-6 LLQ Voice Class Bandwidth Requirements for 10 Calls with 512 kbps Link Bandwidth
and G.729 Codec

Cisco I0S Release With cRTP Not Configured With cRTP Configured

Prior to 12.2(2)T 240 kbps 240 kbps'

12.2(2)T or later 240 kbps 100 kbps
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1. 140 kbps of unnecessary bandwidth must be configured in the LLQ voice class.

It should also be noted that, beginning in Cisco IOS Release 12.2(13)T, cRTP can be configured as part
of the voice class with the Class-Based cRTP feature. This option allows cRTP to be specified within a
class, attached to an interface via a service policy. This new feature provides compression statistics and
bandwidth status via the show policy interface command, which can be very helpful in determining the
offered rate on an interface service policy class given the fact that cRTP is compressing the IP/RTP
headers.

For additional recommendations about using cRTP with a Voice and Video Enabled IPSec VPN (V3PN),
refer to the V3PN documentation available at

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns817/landing_voice_video.html

Link Fragmentation and Interleaving (LFl)

For low-speed links (less than 768 kbps), use of link fragmentation and interleaving (LFI) mechanisms
is required for acceptable voice quality. This technique limits jitter by preventing voice traffic from being
delayed behind large data frames, as illustrated in Figure 3-13. The two techniques that exist for this

purpose are Multilink Point-to-Point Protocol (MLP) LFI (for Leased Lines, ATM, and SIW) and FRF.12

for Frame Relay.

Figure 3-13 Link Fragmentation and Interleaving (LFI)
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Voice-Adaptive Fragmentation (VAF)

In addition to the LFI mechanisms mentioned above, voice-adaptive fragmentation (VAF) is another LFI
mechanism for Frame Relay links. VAF uses FRF.12 Frame Relay LFI; however, once configured,
fragmentation occurs only when traffic is present in the LLQ priority queue or when H.323 signaling
packets are detected on the interface. This method ensures that, when voice traffic is being sent on the
WAN interface, large packets are fragmented and interleaved. However, when voice traffic is not present
on the WAN link, traffic is forwarded across the link unfragmented, thus reducing the overhead required
for fragmentation.

VAF is typically used in combination with voice-adaptive traffic shaping (see Voice-Adaptive Traffic

Shaping (VATS), page 3-43). VAF is an optional LFI tool, and you should exercise care when enabling
it because there is a slight delay between the time when voice activity is detected and the time when the
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LFI mechanism engages. In addition, a configurable deactivation timer (default of 30 seconds) must
expire after the last voice packet is detected and before VAF is deactivated, so during that time LFI will
occur unnecessarily. VAF is available in Cisco IOS Release 12.2(15)T and later.

Traffic Shaping

Traffic shaping is required for multiple-access, non-broadcast media such as ATM and Frame Relay,
where the physical access speed varies between two endpoints and several branch sites are typically
aggregated to a single router interface at the central site.

Figure 3-14 illustrates the main reasons why traffic shaping is needed when transporting voice and data
on the same IP WAN.

Figure 3-14 Traffic Shaping with Frame Relay and ATM

Central Site

Traffic Shaping: Why?
. Line speed mismatch

Remote to central site
over-subscription

To prevent bursting above
Committed Rate (CIR)
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253922

Remote Sites

Figure 3-14 shows three different scenarios:
1. Line speed mismatch

While the central-site interface is typically a high-speed one (such as T1 or higher), smaller remote
branch interfaces may have significantly lower line speeds, such as 64 kbps. If data is sent at full
rate from the central site to a slow-speed remote site, the interface at the remote site might become
congested, resulting in dropped packets which causes a degradation in voice quality.
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2. Oversubscription of the link between the central site and the remote sites

It is common practice in Frame Relay or ATM networks to oversubscribe bandwidth when
aggregating many remote sites to a single central site. For example, there may be multiple remote
sites that connect to the WAN with a T1 interface, yet the central site has only a single T1 interface.
While this configuration allows the deployment to benefit from statistical multiplexing, the router
interface at the central site can become congested during traffic bursts, thus degrading voice quality.

3. Bursting above Committed Information Rate (CIR)

Another common configuration is to allow traffic bursts above the CIR, which represents the rate
that the service provider has guaranteed to transport across its network with no loss and low delay.
For example, a remote site with a T1 interface might have a CIR of only 64 kbps. When more than
64 kbps worth of traffic is sent across the WAN, the provider marks the additional traffic as "discard
eligible." If congestion occurs in the provider network, this traffic will be dropped with no regard to
traffic classification, possibly having a negative effect on voice quality.

Traffic shaping provides a solution to these issues by limiting the traffic sent out an interface to a rate
lower than the line rate, thus ensuring that no congestion occurs on either end of the WAN. Figure 3-15
illustrates this mechanism with a generic example, where R is the rate with traffic shaping applied.

Figure 3-15 Traffic Shaping Mechanism
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Voice-Adaptive Traffic Shaping (VATS)

VATS is an optional dynamic mechanism that shapes traffic on Frame Relay permanent virtual circuits
(PVCs) at different rates based on whether voice is being sent across the WAN. The presence of traffic
in the LLQ voice priority queue or the detection of H.323 signaling on the link causes VATS to engage.
Typically, Frame Relay shapes traffic to the guaranteed bandwidth or CIR of the PVC at all times.
However, because these PVCs are typically allowed to burst above the CIR (up to line speed), traffic
shaping keeps traffic from using the additional bandwidth that might be present in the WAN. With VATS
enabled on Frame Relay PVCs, WAN interfaces are able to send at CIR when voice traffic is present on
the link. However, when voice is not present, non-voice traffic is able to burst up to line speed and take
advantage of the additional bandwidth that might be present in the WAN.

When VATS is used in combination with voice-adaptive fragmentation (VAF) (see Link Fragmentation
and Interleaving (LFI), page 3-41), all non-voice traffic is fragmented and all traffic is shaped to the CIR
of the WAN link when voice activity is detected on the interface.

As with VAF, exercise care when enabling VATS because activation can have an adverse effect on
non-voice traffic. When voice is present on the link, data applications will experience decreased
throughput because they are throttled back to well below CIR. This behavior will likely result in packet
drops and delays for non-voice traffic. Furthermore, after voice traffic is no longer detected, the
deactivation timer (default of 30 seconds) must expire before traffic can burst back to line speed. It is
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important, when using VATS, to set end-user expectations and make them aware that data applications
will experience slowdowns on a regular basis due to the presence of voice calls across the WAN. VATS
is available in Cisco IOS Release 12.2(15)T and later.

For more information on the Voice-Adaptive Traffic Shaping and Fragmentation features and how to
configure them, refer to the documentation at

http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_vats.html

Bandwidth Provisioning

Properly provisioning the network bandwidth is a major component of designing a successful IP
network. You can calculate the required bandwidth by adding the bandwidth requirements for each major
application (for example, voice, video, and data). This sum then represents the minimum bandwidth
requirement for any given link, and it should not exceed approximately 75% of the total available
bandwidth for the link. This 75% rule assumes that some bandwidth is required for overhead traffic, such
as routing and Layer 2 keep-alives. Figure 3-16 illustrates this bandwidth provisioning process.

Figure 3-16 Link Bandwidth Provisioning
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In addition to using no more than 75% of the total available bandwidth for data, voice, and video, the
total bandwidth configured for all LLQ priority queues should typically not exceed 33% of the total link
bandwidth. Provisioning more than 33% of the available bandwidth for the priority queue can be
problematic for a number of reasons. First, provisioning more than 33% of the bandwidth for voice can
result in increased CPU usage. Because each voice call will send 50 packets per second (with 20 ms
samples), provisioning for large numbers of calls in the priority queue can lead to high CPU levels due
to high packet rates. In addition, if more than one type of traffic is provisioned in the priority queue (for
example, voice and video), this configuration defeats the purpose of enabling QoS because the priority
queue essentially becomes a first-in, first-out (FIFO) queue. A larger percentage of reserved priority
bandwidth effectively dampens the QoS effects by making more of the link bandwidth FIFO. Finally,
allocating more than 33% of the available bandwidth can effectively starve any data queues that are
provisioned. Obviously, for very slow links (less than 192 kbps), the recommendation to provision no
more than 33% of the link bandwidth for the priority queue(s) might be unrealistic because a single call
could require more than 33% of the link bandwidth. In these situations, and in situations where specific
business needs cannot be met while holding to this recommendation, it may be necessary to exceed the
33% rule.
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From a traffic standpoint, an IP telephony call consists of two parts:

¢ The voice and video bearer streams, which consists of Real-Time Transport Protocol (RTP) packets
that contain the actual voice samples.

e The call control signaling, which consists of packets belonging to one of several protocols,
according to the endpoints involved in the call (for example, H.323, MGCP, SCCP, or (J)TAPI). Call
control functions are, for instance, those used to set up, maintain, tear down, or redirect a call.

Bandwidth provisioning should include not only the bearer traffic but also the call control traffic. In fact,
in multisite WAN deployments, the call control traffic (as well as the bearer traffic) must traverse the
WAN, and failure to allocate sufficient bandwidth for it can adversely affect the user experience.

The next three sub-sections describe the bandwidth provisioning recommendations for the following
types of traffic:

e Voice and video bearer traffic in all multisite WAN deployments (see Provisioning for Bearer
Traffic, page 3-45)

e (Call control traffic in multisite WAN deployments with centralized call processing (see Provisioning
for Call Control Traffic with Centralized Call Processing, page 3-49)

e (Call control traffic in multisite WAN deployments with distributed call processing (see Provisioning
for Call Control Traffic with Distributed Call Processing, page 3-52)

Provisioning for Bearer Traffic

Voice Bearer Traffic

The section describes bandwidth provisioning for the following types of traffic:
e Voice Bearer Traffic, page 3-45
e Video Bearer Traffic, page 3-48

As illustrated in Figure 3-17, a voice-over-IP (VoIP) packet consists of the voice payload, IP header,
User Datagram Protocol (UDP) header, Real-Time Transport Protocol (RTP) header, and Layer 2 Link
header. When Secure Real-Time Transport Protocol (SRTP) encryption is used, the voice payload for
each packet is increased by 4 bytes. The link header varies in size according to the Layer 2 media used.

Figure 3-17 Typical VoIP Packet

‘ < VolP Packet > ‘
Voice RTP UDP IP Link
payload Header | Header| Header Header B
X bytes 12 bytes 8 bytes 20 bytes X bytes

The bandwidth consumed by VoIP streams is calculated by adding the packet payload and all headers (in
bits), then multiplying by the packet rate per second, as follows:

Layer 2 bandwidth in kbps = [(Packets per second) * (X bytes for voice payload + 40 bytes for
RTP/UDP/IP headers + Y bytes for Layer 2 overhead) * 8 bits] / 1000

Layer 3 bandwidth in kbps = [(Packets per second) * (X bytes for voice payload + 40 bytes for
RTP/UDP/IP headers) * 8 bits] / 1000

Packets per second = [1/(sampling rate in msec)] * 1000
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Voice payload in bytes = [(codec bit rate in kbps) * (sampling rate in msec)] / 8

Table 3-7 details the Layer 3 bandwidth per VoIP flow. Table 3-7 lists the bandwidth consumed by the
voice payload and IP header only, at a default packet rate of 50 packets per second (pps) and at a rate of
33.3 pps for both non-encrypted and encrypted payloads. Table 3-7 does not include Layer 2 header
overhead and does not take into account any possible compression schemes, such as compressed
Real-Time Transport Protocol (cRTP). You can use the Service Parameters menu in Unified CM
Administration to adjust the codec sampling rate.

Table 3-7 Bandwidth Consumption for Voice Payload and IP Header Only
Voice Payload |Packets per Bandwidth per

CODEC Sampling Rate |in Bytes Second Conversation
G.711 and G.722-64k 20 ms 160 50.0 80.0 kbps
G.711 and G.722-64k (SRTP) |20 ms 164 50.0 81.6 kbps
G.711 and G.722-64k 30 ms 240 333 74.7 kbps
G.711 and G.722-64k (SRTP) |30 ms 244 333 75.8 kbps
iLBC 20 ms 38 50.0 31.2 kbps
iLBC (SRTP) 20 ms 42 50.0 32.8 kbps
iLBC 30 ms 50 333 24.0 kbps
iLBC (SRTP) 30 ms 54 333 25.1 kbps
G.729A 20 ms 20 50.0 24.0 kbps
G.729A (SRTP) 20 ms 24 50.0 25.6 kbps
G.729A 30 ms 30 33.3 18.7 kbps
G.729A (SRTP) 30 ms 34 33.3 19.8 kbps

A more accurate method for provisioning is to include the Layer 2 headers in the bandwidth calculations.
Table 3-8 lists the amount of bandwidth consumed by voice traffic when the Layer 2 headers are included
in the calculations.

Table 3-8 Bandwidth Consumption with Layer 2 Headers Included
Header Type and Size
ATM
53-Byte Cells
Ethernet PPP with a 48-Byte |Frame Relay |MLPPP MPLS WLAN
CODEC 14 Bytes 6 Bytes Payload 4 Bytes 10 Bytes 4 Bytes 24 Bytes
G.711 and G.722-64k |85.6 kbps  |82.4 kbps 106.0 kbps 81.6 kbps 84.0 kbps |81.6 kbps  |89.6 kbps
at 50.0 pps
G.711 and G.722-64k [87.2 kbps  |84.0 kbps 106.0 kbps 83.2 kbps 85.6 kbps  |83.2 kbps |N/A
(SRTP) at 50.0 pps
G.711 and G.722-64k |78.4 kbps |76.3 kbps  |84.8 kbps 75.7 kbps 77.3 kbps |75.7 kbps  |81.1 kbps
at 33.3 pps
G.711 and G.722-64k |79.5 kbps |77.4 kbps  |84.8 kbps 76.8 kbps 78.4 kbps |76.8 kbps |N/A
(SRTP) at 33.3 pps
iLBC at 50.0 pps 36.8 kbps  |33.6 kbps  |42.4 kbps 32.8 kbps 35.2kbps |32.8 kbps  |40.8 kbps
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Table 3-8 Bandwidth Consumption with Layer 2 Headers Included (continued)
Header Type and Size
ATM
53-Byte Cells
Ethernet PPP with a 48-Byte |Frame Relay |MLPPP MPLS WLAN
CODEC 14 Bytes 6 Bytes Payload 4 Bytes 10 Bytes 4 Bytes 24 Bytes
iLBC (SRTP) at 38.4 kbps [35.2 kbps  |42.4 kbps 34.4 kbps 36.8 kbps |34.4 kbps  |42.4 kbps
50.0 pps
iLBC at 33.3 pps 27.7 kbps  [25.6 kbps  [28.3 kbps 25.0 kbps 26.6 kbps 25.0 kbps 30.4 kbps
iLBC (SRTP) at 28.8 kbps  |26.6 kbps  |42.4 kbps 26.1 kbps 27.7kbps |26.1 kbps  |31.5 kbps
33.3 pps
G.729A at 50.0 pps 29.6 kbps  |26.4 kbps  |42.4 kbps 25.6 kbps 28.0 kbps |25.6 kbps  |33.6 kbps
G.729A (SRTP) at 31.2 kbps |28.0 kbps  |42.4 kbps 27.2 kbps 29.6 kbps  |27.2 kbps  |35.2 kbps
50.0 pps
G.729A at 33.3 pps 22.4 kbps 20.3 kbps 28.3 kbps 19.7 kbps 21.3 kbps |19.8 kbps 25.1 kbps
G729A (SRTP) at 23.5kbps |21.4 kbps  |28.3 kbps 20.8 kbps 22.4 kbps |20.8 kbps  |26.2 kbps
33.3 pps

While it is possible to configure the sampling rate above 30 ms, doing so usually results in very poor

voice quality. As illustrated in Figure 3-18, as sampling size increases, the number of packets per second
decreases, resulting in a smaller impact to the CPU of the device. Likewise, as the sample size increases,
IP header overhead is lower because the payload per packet is larger. However, as sample size increases,
so does packetization delay, resulting in higher end-to-end delay for voice traffic. The trade-off between
packetization delay and packets per second must be considered when configuring sample size. While this
trade-off is optimized at 20 ms, 30 ms sample sizes still provide a reasonable ratio of delay to packets

per second; however, with 40 ms sample sizes, the packetization delay becomes too high.
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Video Bearer Traffic

Figure 3-18 Voice Sample Size: Packets per Second vs. Packetization Delay
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For audio, it is relatively easy to calculate a percentage of overhead per packet given the sample size of
each packet. For video, however, it is nearly impossible to calculate an exact percentage of overhead
because the payload varies depending upon how much motion is present in the video (that is, how many
pixels changed since the last frame).

To resolve this inability to calculate the exact overhead ratio for video, Cisco recommends that you add
20% to the call speed regardless of which type of Layer-2 medium the packets are traversing. The
additional 20% gives plenty of headroom to allow for the differences between Ethernet, ATM, Frame
Relay, PPP, HDLC, and other transport protocols, as well as some cushion for the bursty nature of video
traffic.

Note that the call speed requested by the endpoint (for example, 128 kbps, 256 kbps, and so forth)
represents the maximum burst speed of the call, with some additional amount for a cushion. The average
speed of the call is typically much less than these values.
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Provisioning for Call Control Traffic

When Unified Communications endpoints are separated from their call control application by a WAN,
or when two interconnected Unified Communications systems are separated by a WAN, consideration
must be given to the amount of bandwidth that must be provisioned for call control and signaling traffic
between these endpoints and systems. This section discusses WAN bandwidth provisioning for call
signaling traffic where centralized or distributed call processing models are deployed. For more
information on Unified Communications centralized and distributed call processing deployment models,
see Collaboration Deployment Models, page 10-1.

Provisioning for Call Control Traffic with Centralized Call Processing

Note

In a centralized call processing deployment, the Unified CM cluster and the applications (such as
voicemail) are located at the central site, while several remote sites are connected through an IP WAN.
The remote sites rely on the centralized Unified CMs to handle their call processing.

The following considerations apply to this deployment model:

e Each time a remote branch phone places a call, the control traffic traverses the IP WAN to reach the
Unified CM at the central site, even if the call is local to the branch.

e The signaling protocols that may traverse the IP WAN in this deployment model are SCCP
(encrypted and non-encrypted), SIP (encrypted and non-encrypted), H.323, MGCP, and CTI-QBE.
All the control traffic is exchanged between a Unified CM at the central site and endpoints or
gateways at the remote branches.

As a consequence, you must provision bandwidth for control traffic that traverses the WAN between the
branch routers and the WAN aggregation router at the central site.

The control traffic that traverses the WAN in this scenario can be split into two categories:

e Quiescent traffic, which consists of keep-alive messages periodically exchanged between the branch
endpoints (phones and gateways) and Unified CM, regardless of call activity. This traffic is a
function of the quantity of endpoints.

e (Call-related traffic, which consists of signaling messages exchanged between the branch endpoints
and the Unified CM at the central site when a call needs to be set up, torn down, forwarded, and so
forth. This traffic is a function of the quantity of endpoints and their associated call volume.

To obtain an estimate of the generated call control traffic, it is necessary to make some assumptions
regarding the average number of calls per hour made by each branch IP phone. In the interest of
simplicity, the calculations in this section assume an average of 10 calls per hour per phone.

If this average number does not satisfy the needs of your specific deployment, you can calculate the
recommended bandwidth by using the advanced formulas provided in Advanced Formulas, page 3-50.

Given the assumptions made, and initially considering the case of a remote branch with no signaling
encryption configured, the recommended bandwidth needed for call control traffic can be obtained from
the following formula:

Equation 1A: Recommended Bandwidth Needed for SCCP Control Traffic without Signaling
Encryption.

Bandwidth (bps) = 265 * (Number of IP phones and gateways in the branch)
Equation 1B: Recommended Bandwidth Needed for SIP Control Traffic without Signaling Encryption.
Bandwidth (bps) = 538 * (Number of IP phones and gateways in the branch)
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If a site features a mix of SCCP and SIP endpoints, the two equations above should be employed
separately for the quantity of each type of phone used, and the results added.

Equation 1 and all other formulas within this section include a 25% over-provisioning factor. Control
traffic has a bursty nature, with peaks of high activity followed by periods of low activity. For this reason,
assigning just the minimum bandwidth required to a control traffic queue can result in undesired effects
such as buffering delays and, potentially, packet drops during periods of high activity. The default queue
depth for a Class-Based Weighted Fair Queuing (CBWFQ) queue in Cisco IOS equals 64 packets. The
bandwidth assigned to this queue determines its servicing rate. Assuming that the bandwidth configured
is the average bandwidth consumed by this type of traffic, it is clear that, during the periods of high
activity, the servicing rate will not be sufficient to "drain" all the incoming packets out of the queue, thus
causing them to be buffered. Note that, if the 64-packet limit is reached, any subsequent packets are
either assigned to the best-effort queue or are dropped. It is therefore advisable to introduce this 25%
over-provisioning factor to absorb and smooth the variations in the traffic pattern and to minimize the
risk of a temporary buffer overrun. This is equivalent to increasing the servicing rate of the queue.

If encryption is configured, the recommended bandwidth is affected because encryption increases the
size of signaling packets exchanged between Unified CM and the endpoints. The following formula
takes into account the impact of signaling encryption:

Equation 2A: Recommended Bandwidth Needed for SCCP Control Traffic with Signaling Encryption.

Bandwidth with signaling encryption (bps) = 415 * (Number of IP phones and gateways in the
branch)

Equation 2B: Recommended Bandwidth Needed for SIP Control Traffic with Signaling Encryption.

Bandwidth with signaling encryption (bps) = 619 * (Number of IP phones and gateways in the
branch)

If we now take into account the fact that the smallest bandwidth that can be assigned to a queue on a
Cisco IOS router is 8 kbps, we can summarize the values of minimum and recommended bandwidth for
various branch office sizes, as shown in Table 3-9.

Table 3-9 Recommended Layer 3 Bandwidth for Call Control Traffic With and Without Signaling Encryption
Branch Office Size Recommended Recommended Recommended Recommended
(Number of Bandwidth for SCCP Bandwidth for SCCP Bandwidth for SIP Bandwidth for SIP
IP Phones and Control Traffic (no Control Traffic (with Control Traffic (no Control Traffic (with
Gateways) encryption) encryption) encryption) encryption)

1to 10 8 kbps 8 kbps 8 kbps 8 kbps

20 8 kbps 9 kbps 11 kbps 12 kbps

30 8 kbps 13 kbps 16 kbps 19 kbps

40 11 kbps 17 kbps 22 kbps 25 kbps

50 14 kbps 21 kbps 27 kbps 31 kbps

100 27 kbps 42 kbps 54 kbps 62 kbps

150 40 kbps 62 kbps 81 kbps 93 kbps

Advanced Formulas

The previous formulas presented in this section assume an average call rate per phone of 10 calls per
hour. However, this rate might not correspond to your deployment if the call patterns are significantly
different (for example, with call center agents at the branches). To calculate call control bandwidth
requirements in these cases, use the following formulas, which contain an additional variable (CH) that
represents the average calls per hour per phone:

[l Cisco Collaboration System 10.x SRND
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Equation 3A: Recommended Bandwidth Needed for SCCP Control Traffic for a Branch with No
Signaling Encryption.

Bandwidth (bps) = (53 + 21 * CH) * (Number of IP phones and gateways in the branch)

Equation 3B: Recommended Bandwidth Needed for SIP Control Traffic for a Branch with No Signaling
Encryption.

Bandwidth (bps) = (138 + 40 * CH) * (Number of IP phones and gateways in the branch)

Equation 4A: Recommended Bandwidth Needed for SCCP Control Traffic for a Remote Branch with
Signaling Encryption.
Bandwidth with signaling encryption (bps) = (73.5 + 33.9 * CH) * (Number of IP phones and
gateways in the branch)
Equation 4B: Recommended Bandwidth Needed for SIP Control Traffic for a Remote Branch with
Signaling Encryption.

Bandwidth with signaling encryption (bps) = (159 + 46 * CH) * (Number of IP phones and gateways
in the branch)

Equations 3A and 4A are based on the default SCCP keep-alive period of 30 seconds, while equations
3B and 4B are based on the default SIP keep-alive period of 120 seconds.

Considerations for Shared Line Appearances

Calls placed to shared line appearances, or calls sent to line groups using the Broadcast distribution
algorithm, have two net effects on the bandwidth consumed by the system:

e Because all the phones on which the line is configured ring simultaneously, they represent a load on
the system corresponding to a much higher calls-per-hour (CH) value than the CH of the line. The
corresponding bandwidth consumption is therefore increased. The network infrastructure's
bandwidth provisioning requires adjustments when WAN-connected shared line functionality is
deployed. The CH value employed for Equations 3 and 4 must be increased according to the
following formula:

CHS = CHL * (Number line appearances) / (Number of lines)

Where CHS is the shared-line calls per hour to be used in Equations 3 and 4, and CHL is the
calls-per-hour rating of the line. For example, if a site is configured with 5 lines making an average
of 6 calls per hour but 2 of those lines are shared across 4 different phones, then:

Number of lines =5

Number of line appearances = (2 lines appear on 4 phones, and 3 lines appear on only one
phone) = (2%4) + 3 = 11 line appearances

CHL =6
CHS=6=(11/5)=13.2

e Because each of the ringing phones requires a separate signaling control stream, the quantity of
packets sent from Unified CM to the same branch is increased in linear proportion to the quantity of
phones ringing. Because Unified CM is attached to the network through an interface that supports
100 Mbps or more, it can instantaneously generate a very large quantity of packets that must be
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buffered while the queuing mechanism is servicing the signaling traffic. The servicing speed is
limited by the WAN interface's effective information transfer speed, which is typically two orders
of magnitude smaller than 100 Mbps.

This traffic may overwhelm the queue depth of the central site's WAN router. By default, the queue
depth available for each of the classes of traffic in Cisco IOS is 64. In order to prevent any packets
from being dropped before they are queued for the WAN interface, you must ensure that the
signaling queue's depth is sized to hold all the packets from at least one full shared-line event for
each shared-line phone. Avoiding drops is paramount in ensuring that the call does not create a race
condition where dropped packets are retransmitted, causing system response times to suffer.

Therefore, the quantity of packets required to operate shared-line phones is as follows:
— SCCEP protocol: 13 packets per shared-line phone
— SIP protocol: 11 packets per shared-line phone

For example, with SCCP and with 6 phones sharing the same line, the queue depth for the signaling
class of traffic must be adjusted to a minimum of 78. Table 3-10 provides recommended queue
depths based on the quantity of shared line appearances within a branch site.

Table 3-10 Recommended Queue Depth per Branch Site

Number of Shared Line Queue Depth (Packets)

Appearances SCcpP SIP
5 65 55
10 130 110
15 195 165
20 260 220
25 325 275

When using a Layer 2 WAN technology such as Frame Relay, this adjustment must be made on the
circuit corresponding to the branch where the shared-line phones are located.

When using a Layer 3 WAN technology such as MPLS, there may be a single signaling queue
servicing multiple branches. In this case, adjustment must be made for the total of all branches
serviced.

Provisioning for Call Control Traffic with Distributed Call Processing

In distributed call processing deployments, Unified CM Clusters, each following either the single-site
model or the centralized call processing model, are connected through an IP WAN. The signaling
protocol used to place a call across the WAN is SIP (H.323 trunks are no longer recommended between
Unified CM clusters). This SIP protocol control traffic that traverses the WAN belongs to signaling
traffic associated with a media stream, exchanged over an intercluster trunk when a call needs to be set
up, torn down, forwarded, and so on.

Because the total amount of control traffic depends on the number of calls that are set up and torn down
at any given time, it is necessary to make some assumptions about the call patterns and the link
utilization. Using a traditional telephony analogy, we can view the portion of the WAN link that has been
provisioned for voice and video as a number of virtual tie lines and derive the protocol signaling traffic
associated with the virtual tie lines.
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Assuming an average call duration of 2 minutes and 100 percent utilization of each virtual tie line, we
can derive that each tie line carries a volume of 30 calls per hour. This assumption allows us to obtain

the following formula that expresses the recommended bandwidth for call control traffic as a function of
the number of virtual tie lines.

Equation 6: Recommended Bandwidth Based on Number of Virtual Tie Lines.
Recommended Bandwidth (bps) = 116 * (Number of virtual tie lines)

If we take into account the fact that 8 kbps is the smallest bandwidth that can be assigned to a queue on
a Cisco IOS router, we can deduce that a minimum queue size of 8 kbps can accommodate the call
control traffic generated by up to 70 virtual tie lines or 2,100 calls per hour. This amount of 8 kbps for
SIP signaling traffic between clusters should be sufficient for most large enterprise deployments.

Wireless LAN Infrastructure

Wireless LAN infrastructure design becomes important when collaboration endpoints are added to the
wireless LAN (WLAN) portions of a converged network. With the introduction of Cisco Unified
Wireless endpoints, voice and video traffic has moved onto the WLAN and is now converged with the
existing data traffic there. Just as with wired LAN and wired WAN infrastructure, the addition of voice
and video in the WLAN requires following basic configuration and design best-practices for deploying
a highly available network. In addition, proper WLAN infrastructure design requires understanding and
deploying QoS on the wireless network to ensure end-to-end voice and video quality on the entire
network. The following sections discuss these requirements:

e Architecture for Voice and Video over WLAN, page 3-53

e High Availability for Voice and Video over WLAN, page 3-57

e Capacity Planning for Voice and Video over WLAN, page 3-59

e Design Considerations for Voice and Video over WLAN, page 3-59

For more information about voice and video over wireless LANs, refer to the Real-Time Traffic over
Wireless LAN Solution Reference Network Design Guide, available at

http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/RToOWLAN/CCVP_BK_R7805F2
0_00_rtowlan-srnd.html

Architecture for Voice and Video over WLAN

IP telephony architecture has used wired devices since its inception, but enterprise users have long
sought the ability to communicate while moving through the company premises. Wireless IP networks
have enabled IP telephony to deliver enterprise mobility by providing on-premises roaming
communications to the users with wireless IP telephony devices.

Wireless IP telephony and wireless IP video telephony are extensions of their wired counterparts, which
leverage the same call elements. Additionally, wireless IP telephony and IP video telephony take
advantage of wireless 802.11-enabled media, thus providing a cordless IP voice and video experience.
The cordless experience is achieved by leveraging the wireless network infrastructure elements for the
transmission and reception of the control and media packets.

The architecture for voice and video over wireless LAN includes the following basic elements,
illustrated in Figure 3-19:

e Wireless Access Points, page 3-54
e Wireless LAN Controllers, page 3-55
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Cisco Collaboration System 10.x SRND g


http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/RToWLAN/CCVP_BK_R7805F20_00_rtowlan-srnd.html

Chapter3  Network Infrastructure |

I Wireless LAN Infrastructure

e Authentication Database, page 3-55

e Supporting Wired Network, page 3-56

e Wireless Collaboration Endpoints, page 3-56
e Wired Call Elements, page 3-56

Figure 3-19 Basic Layout for a Voice and Video Wireless Network
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Wireless Access Points

The wireless access points enable wireless devices (Unified Communications endpoints in the case of
voice and video over WLAN) to communicate with wired network elements. Access points function as
adapters between the wired and wireless world, creating an entry-way between these two media. Cisco
access points can be managed by a wireless LAN controller (WLC) or they can function in autonomous
mode. When the access points are managed by a WLC they are referred as Lightweight Access Points,
and in this mode they use the Lightweight Access Point Protocol (LWAPP) or Control and Provisioning
of Wireless Access Points (CAPWAP) protocol, depending on the controller version, when
communicating with the WLC.

Figure 3-20 illustrates the basic relationship between lightweight access points and WLCs. Although the
example depicted in Figure 3-20 is for a CAPWAP WLC, from the traffic flow and relationship
perspective there are no discernible differences between CAPWAP and LWAPP, so the example also
applies to wireless LWAPP networks. Some advantages of leveraging WLCs and lightweight access
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points for the wireless infrastructure include ease of management, dynamic network tuning, and high
availability. However, if you are using the managed mode instead of the autonomous mode in the access
points, you need to consider the network tunneling effect of the LWAP-WLC communication
architecture when designing your solution. This network tunneling effect is discussed in more depth in
the section on Wireless LAN Controller Design Considerations, page 3-64.

Figure 3-20 Lightweight Access Point
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Wireless LAN Controllers

Many corporate environments require deployment of wireless networks on a large scale. The wireless
LAN controller (WLC) is a device that assumes a central role in the wireless network and helps to make
it easier to manage such large-scale deployments. Traditional roles of access points, such as association
or authentication of wireless clients, are done by the WLC. Access points, called Lightweight Access
Points (LWAPs) in the Unified Communications environment, register themselves with a WLC and
tunnel all the management and data packets to the WLCs, which then switch the packets between
wireless clients and the wired portion of the network. All the configurations are done on the WLC.
LWAPs download the entire configuration from WLCs and act as a wireless interface to the clients.

Authentication Database

The authentication database is a core component of the wireless networks, and it holds the credentials

of the users to be authenticated while the wireless association is in progress. The authentication database
provides the network administrators with a centralized repository to validate the credentials. Network

administrators simply add the wireless network users to the authentication database instead of having to
add the users to all the wireless access points with which the wireless devices might associate.

In a typical wireless authentication scenario, the WLC couples with the authentication database to allow
the wireless association to proceed or fail. Authentication databases commonly used are LDAP and
RADIUS, although under some scenarios the WLC can also store a small user database locally that can
be used for authentication purposes.
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Supporting Wired Network

The supporting wired network is the portion of the system that serves as a path between WLCs, APs, and
wired call elements. Because the APs need or might need to communicate to the wired world, part of the
wired network has to enable those communications. The supporting wired network consists of the
switches, routers, and wired medium (WAN links and optical links) that work together to communicate
with the various components that form the architecture for voice and video over WLAN.

Wireless Collaboration Endpoints

The wireless collaboration endpoints are the components of the architecture for voice and video over
WLAN that users employ to communicate with each other. These endpoints can be voice-only or enabled
for both voice and video. When end users employ the wireless communications endpoints to call a
desired destination, the endpoints in turn forward the request to their associated call processing server.
If the call is allowed, the endpoints process the voice or video, encode it, and send it to the receiving
device or the next hop of processing. Typical Cisco wireless endpoints are wireless IP phones, voice and
video software clients running on desktop computers, mobile smart phones connected through wireless
media, and mobile collaboration enterprise tablets.

Wired Call Elements

Whether the wireless collaboration endpoints initiate a session between each other or with wired
endpoints, wired call elements are involved in some way. Wired call elements (gateways and call
processing entities) are the supporting infrastructure, with voice and video endpoints coupled to that
infrastructure.

Wired call elements are needed typically to address two requirements:
e Call Control, page 3-56
e Media Termination, page 3-56

Call Control

Cisco wireless endpoints require a call control or call processing server to route calls efficiently and to
provide a feature-rich experience for the end users. The call processing entity resides somewhere in the
wired network, either in the LAN or across a WAN.

Call control for the Cisco wireless endpoints is achieved through a call control protocol, either SIP or
SCCP.

Media Termination

Media termination on wired endpoints occurs when the end users of the wireless endpoints communicate
with IP phones, PSTN users, or video endpoints. Voice gateways, IP phones, video terminals, PBX
trunks, and transcoders all serve as termination points for media when a user communicates through
them. This media termination occurs by means of coding and decoding of the voice or video session for
the user communication.
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High Availability for Voice and Video over WLAN

Providing high availability in collaboration solutions is a critical requirement for meeting the modern
demands of continuous connectivity. Collaboration deployments designed for high availability increase
reliability and up time. Using real-time applications such as voice or video over WLAN without high
availability could have very adverse effects on the end user experience, including an inability to make
voice or video calls.

Designing a solution for voice and video over WLAN with high availability requires focusing of the
following main areas:

e Supporting Wired Network High Availability, page 3-57
e WLAN High Availability, page 3-57
e Call Processing High Availability, page 3-59

Supporting Wired Network High Availability

When deploying voice and video over WLAN, the same high-availability strategies used in wired
networks can be applied to the wired components of the solution for voice and video over WLAN. For
example, you can optimize layer convergence in the network to minimize disruption and take advantage
of equal-cost redundant paths.

See LAN Design for High Availability, page 3-4, for further information about how to design highly
available wired networks.

WLAN High Availability

A unique aspect of high availability for voice and video over WLAN is high availability of radio
frequency (RF) coverage to provide Wi-Fi channel coverage that is not dependent upon a single WLAN
radio. The Wi-Fi channel coverage is provided by the AP radios in the 2.4 GHz and 5 GHz frequency
bands. The primary mechanism for providing RF high availability is cell boundary overlap. In general,
a cell boundary overlap of 20% to 30% on non-adjacent channels is recommended to provide high
availability in the wireless network. For mission-critical environments there should be at least two APs
visible at the required signal level (-67 dBm or better). An overlap of 20% means that the RF cells of
APs using non-adjacent channels overlap each other on 20% of their coverage area, while the remaining
80% of the coverage area is handled by a single AP. Figure 3-21 depicts a 20% overlap of AP
non-adjacent channel cells to provide high availability. Furthermore, when determining the locations for
installing the APs, avoid mounting them on reflective surfaces (such as metal, glass, and so forth), which
could cause multi-path effects that result in signal distortion.
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Figure 3-21
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Careful deployment of APs and channel configuration within the wireless infrastructure are imperative
for proper wireless network operation. For this reason, Cisco requires customers to conduct a complete
and thorough site survey before deploying wireless networks in a production environment. The survey
should include verifying non-overlapping channel configurations, Wi-Fi channel coverage, and required
data and traffic rates; eliminating rogue APs; and identifying and mitigating the impact of potential
interference sources.

Additionally, evaluate utilizing a 5 GHz frequency band, which is generally less crowded and thus
usually less prone to interference. If Bluetooth is used then 5 GHz 802.11a is highly recommended.
Similarly, the usage of Cisco CleanAir technology will increase the WLAN reliability by detecting radio
frequency interference in real time and providing a self-healing and self-optimizing wireless network.
For further information about Cisco CleanAir technology, refer to the product documentation available
at

http://www.cisco.com/en/US/netsol/ns1070/index.html

For further information on how to provide high availability in a WLAN that supports rich media, refer
to the Real-Time Traffic over Wireless LAN Solution Reference Network Design Guide, available at

http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/RToOWLAN/CCVP_BK_R7805F2
0_00_rtowlan-srnd.html
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Call Processing High Availability

For information regarding call processing resiliency, see High Availability for Call Processing,
page 9-15.

Capacity Planning for Voice and Video over WLAN

A crucial piece in planning for voice and video over WLAN is adequately sizing the solution for the
desired call capacity. Capacity is defined as the number of simultaneous voice and video sessions over
WLAN that can be supported in a given area. Capacity can vary depending upon the RF environment,
the collaboration endpoint features, and the WLAN system features. For instance, a solution using Cisco
Unified Wireless IP Phones 7925G on a WLAN that provides optimized WLAN services (such as the
Cisco Unified Wireless Network) would have a maximum call capacity of 27 simultaneous sessions per
channel at a data rate of 24 Mbps or higher for both 802.11a and 802.11g. On the other hand, a similar
solution with a wireless device such as a tablet making video calls at 720p and a video rate of 2,500 kbps
on a WLAN, where access points are configured as 802.11a/n with a data rate index of Modulation and
Coding Scheme 7 in 40 MHz channels, would have a maximum capacity of 7 video calls (two
bidirectional voice and video streams) per channel.

To achieve these capacities, there must be minimal wireless LAN background traffic and radio frequency
(RF) utilization, and Bluetooth must be disabled in the devices. It is also important to understand that
call capacities are established per non-overlapping channel because the limiting factor is the channel
capacity and not the number of access points (APs).

The call capacity specified by the actual wireless endpoint should be used for deployment purposes
because it is the supported capacity of that endpoint. For capacity information about the wireless
endpoints, refer to the following documentation:

e Cisco Unified IP Phones 7900 Series Design Guides

http://www.cisco.com/en/US/products/hw/phones/ps379/products_implementation_design_guides
_list.html

e Cisco Unified IP Phones 9900 Series Deployment Guide
http://www.cisco.com/en/US/products/ps10453/products_implementation_design_guides_list.html

For further information about calculating call capacity in a WLAN, refer to the Real-Time Traffic over
Wireless LAN Solution Reference Network Design Guide, available at

http://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/ RToOWLAN/CCVP_BK_R7805F2
0_00_rtowlan-srnd.html

Design Considerations for Voice and Video over WLAN

This section provides additional design considerations for deploying collaboration endpoints over
WLAN solutions. WLAN configuration specifics can vary depending on the voice or video WLAN
devices being used and the WLAN design. The following sections provide general guidelines and best
practices for designing the WLAN infrastructure:

e VLANS, page 3-60

¢ Roaming, page 3-60

e Wireless Channels, page 3-60

e Wireless Interference and Multipath Distortion, page 3-61
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e Multicast on the WLAN, page 3-62

e Wireless AP Configuration and Design, page 3-63

e Wireless LAN Controller Design Considerations, page 3-64
e  WAN Quality of Service (QoS), page 3-37

VLANs

Just as with a wired LAN infrastructure, when deploying voice or video in a wireless LAN, you should
enable at least two virtual LANs (VLANSs) at the Access Layer. The Access Layer in a wireless LAN
environment includes the access point (AP) and the first-hop access switch. On the AP and access switch,
you should configure both a native VLAN for data traffic and a voice VLAN (under Cisco IOS) or
Auxiliary VLAN (under CatOS) for voice traffic. This auxiliary voice VLAN should be separate from
all the other wired voice VLANS in the network. However, when the wireless clients (for example, smart
phones or software rich-media clients) do not support the concept of an auxiliary VLAN, alternative
packet marking strategies (for example, packet classification per port) must be applied to segregate the
important traffic such as voice and video and treat it with priority. When deploying a wireless
infrastructure, Cisco also recommends configuring a separate management VLAN for the management
of WLAN APs. This management VLAN should not have a WLAN appearance; that is, it should not
have an associated service set identifier (SSID) and it should not be directly accessible from the WLAN.

Roaming

To improve the user experience, Cisco recommends designing the cell boundary distribution with a 20%
to 30% overlap of non-adjacent channels to facilitate seamless roaming of the wireless client between
access points. Furthermore, when devices roam at Layer 3, they move from one AP to another AP across
native VLAN boundaries. When the WLAN infrastructure consists of autonomous APs, a Cisco Wireless
LAN Controller allows the Cisco Unified Wireless endpoints to keep their IP addresses and roam at
Layer 3 while still maintaining an active call. Seamless Layer 3 roaming occurs only when the client is
roaming within the same mobility group. For details about the Cisco Wireless LAN Controller and
Layer 3 roaming, refer to the product documentation available at

http://www.cisco.com/en/US/products/hw/wireless/index.html

Seamless Layer 3 roaming for clients across a lightweight access point infrastructure is accomplished
by WLAN controllers that use dynamic interface tunneling. Cisco Wireless Unified Communications
endpoints that roam across WLAN controllers and VLANs can keep their IP address when using the
same SSID and therefore can maintain an active call.

Note  In dual-band WLANS (those with 2.4 GHz and 5 GHz bands), it is possible to roam between 802.11b/g
and 802.11a with the same SSID, provided the client is capable of supporting both bands. However, this
can cause gaps in the voice path. If Cisco Unified Wireless IP Phones 7921 or 7925 are used, make sure
that firmware version 1.3(4) or higher is installed on the phones to avoid these gaps; otherwise use only
one band for voice. (The Cisco Unified Wireless IP Phone 7926 provides seamless inter-band roaming
from its first firmware version.)

Wireless Channels

Wireless endpoints and APs communicate by means of radios on particular channels. When
communicating on one channel, wireless endpoints typically are unaware of traffic and communication
occurring on other non-overlapping channels.

Optimal channel configuration for 2.4 GHz 802.11b/g/n requires a minimum of five-channel separation
between configured channels to prevent interference or overlap between channels. Non-overlapping
channels have 22 MHz of separation. Channel 1 is 2.412 GHz, channel 6 is 2.437 GHz, and channel 11
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is 2.462 GHz. In North America, with allowable channels of 1 to 11, channels 1, 6, and 11 are the three
usable non-overlapping channels for APs and wireless endpoint devices. However, in Europe where the
allowable channels are 1 to 13, multiple combinations of five-channel separation are possible. Multiple
combinations of five-channel separation are also possible in Japan, where the allowable channels are 1
to 14.

Optimal channel configuration for 5 GHz 802.11a and 802.11n requires a minimum of one-channel
separation to prevent interference or overlap between channels. In North America, there are 20 possible
non-overlapping channels: 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149,
153, 157, and 161. Europe and Japan allow 16 possible non-overlapping channels: 36, 40, 44, 48, 52, 56,
60, 64, 100, 104, 108, 112, 116, 132, 136, and 140. Because of the larger set of non-overlapping
channels, 802.11a and 5 Ghz 802.11n allow for more densely deployed WLANSs; however, Cisco
recommends not enabling all channels but using a 12-channel design instead.

Note that the 802.11a and 802.11n bands (when using channels operating at 5.25 to 5.725 GHz, which
are 15 of the 24 possible channels) do require support for Dynamic Frequency Selection (DFS) and
Transmit Power Control (TPC) on some channels in order to avoid interference with radar (military,
satellite, and weather). Regulations require that channels 52 to 64, 100 to 116, and 132 to 140 support
DFS and TPC. TPC ensures that transmissions on these channels are not powerful enough to cause
interference. DFC monitors channels for radar pulses and, when it detects a radar pulse, DFC stops
transmission on the channel and switches to a new channel.

AP coverage should be deployed so that no (or minimal) overlap occurs between APs configured with
the same channel. Same- channel overlap should typically occur at 19 dBm of separation. However,
proper AP deployment and coverage on non-overlapping channels requires a minimum overlap of 20%.
This amount of overlap ensures smooth roaming for wireless endpoints as they move between AP
coverage cells. Overlap of less than 20% can result in slower roaming times and poor voice quality.

Deploying wireless devices in a multi-story building such as an office high-rise or hospital introduces a
third dimension to wireless AP and channel coverage planning. Both the 2.4 GHz and 5.0 GHz wave
forms of 802.11 can pass through floors and ceilings as well as walls. For this reason, not only is it
important to consider overlapping cells or channels on the same floor, but it is also necessary to consider
channel overlap between adjacent floors. With the 2.4 GHz wireless spectrum limited to only three
usable non-overlapping channels, proper overlap design can be achieved only through careful
three-dimensional planning.

Careful deployment of APs and channel configuration within the wireless infrastructure are imperative
for proper wireless network operation. For this reason, Cisco requires that a complete and thorough site
survey be conducted before deploying wireless networks in a production environment. The survey
should include verifying non-overlapping channel configurations, AP coverage, and required data and
traffic rates; eliminating rogue APs; and identifying and mitigating the impact of potential interference
sources.

Wireless Interference and Multipath Distortion

Interference sources within a wireless environment can severely limit endpoint connectivity and channel
coverage. In addition, objects and obstructions can cause signal reflection and multipath distortion.
Multipath distortion occurs when traffic or signaling travels in more than one direction from the source
to the destination. Typically, some of the traffic arrives at the destination before the rest of the traffic,
which can result in delay and bit errors in some cases. You can reduce the effects of multipath distortion
by eliminating or reducing interference sources and obstructions, and by using diversity antennas so that
only a single antenna is receiving traffic at any one time. Interference sources should be identified during
the site survey and, if possible, eliminated. At the very least, interference impact should be alleviated by
proper AP placement and the use of location-appropriate directional or omni-directional diversity radio
antennas.
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Possible interference and multipath distortion sources include:
e Other APs on overlapping channels

e Other 2.4 GHz and 5 Ghz devices, such as 2.4 GHz cordless phones, personal wireless network
devices, sulphur plasma lighting systems, microwave ovens, rogue APs, and other WLAN
equipment that takes advantage of the license-free operation of the 2.4 GHz and 5 Ghz bands

e Metal equipment, structures, and other metal or reflective surfaces such as metal I-beams, filing
cabinets, equipment racks, wire mesh or metallic walls, fire doors and fire walls, concrete, and
heating and air conditioning ducts

e High-power electrical devices such as transformers, heavy-duty electric motors, refrigerators,
elevators, and elevator equipment

e High-power electrical devices such as transformers, heavy-duty electric motors, refrigerators,
elevators and elevator equipment, and any other power devices that could cause electromagnetic
interference (EMI)

Because Bluetooth-enabled devices use the same 2.4 GHz radio band as 802.11b/g/n devices, it is
possible that Bluetooth and 802.11b/g/n devices can interfere with each other, thus resulting in
connectivity issues. Due to the potential for Bluetooth devices to interfere with and disrupt 802.11b/g/n
WLAN voice and video devices (resulting in poor voice quality, de-registration, call setup delays, and/or
reduce per-channel-cell call capacity), Cisco recommends, when possible, that you deploy all WLAN
voice and video devices on the 5 GHz Wi-Fi band using 802.11a and/or 802.11n protocols. By deploying
wireless clients on the 5 Ghz radio band, you can avoid interference caused by Bluetooth devices.
Additionally, Cisco CleanAir technology is recommended within the wireless infrastructure because it
enables real-time interference detection. For more information about Cisco CleanAir technology, refer
to the product documentation available at

http://www.cisco.com/en/US/netsol/ns1070/index.html

802.11n can operate on both the 2.4 GHz and 5 GHz bands; however, Cisco recommends using 5 GHz
for Unified Communications.

Multicast on the WLAN

By design, multicast does not have the acknowledgement level of unicast. According to 802.11
specifications, the access point must buffer all multicast packets until the next Delivery Traffic Indicator
Message (DTIM) period is met. The DTIM period is a multiple of the beacon period. If the beacon period
is 100 ms (typical default) and the DTIM value is 2, then the access point must wait up to 200 ms before
transmitting a single buffered multicast packet. The time period between beacons (as a product of the
DTIM setting) is used by battery-powered devices to go into power save mode temporarily. This power
save mode helps the device conserve battery power.

Multicast on WLAN presents a twofold problem in which administrators must weigh multicast traffic
quality requirements against battery life requirements. First, delaying multicast packets will negatively
affect multicast traffic quality, especially for applications that multicast real-time traffic such as voice
and video. In order to limit the delay of multicast traffic, DTIM periods should typically be set to a value
of 1 so that the amount of time multicast packets are buffered is low enough to eliminate any perceptible
delay in multicast traffic delivery. However, when the DTIM period is set to a value of 1, the amount of
time that battery-powered WLAN devices are able to go into power save mode is shortened, and
therefore battery life is shortened. In order to conserve battery power and lengthen battery life, DTIM
periods should typically be set to a value of 2 or more.

For WLAN networks with no multicast applications or traffic, the DTIM period should be set to a value
of 2 or higher. For WLAN networks where multicast applications are present, the DTIM period should
be set to a value of 2 with a 100 ms beacon period whenever possible; however, if multicast traffic quality
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suffers or if unacceptable delay occurs, then the DTIM value should be lowered to 1. If the DTIM value
is set to 1, administrators must keep in mind that battery life of battery-operated devices will be
shortened significantly.

Before enabling multicast applications on the wireless network, Cisco recommends testing these
applications to ensure that performance and behavior are acceptable.

For additional considerations with multicast traffic, see the chapter on Media Resources, page 7-1.

Wireless AP Configuration and Design

Proper AP selection, deployment, and configuration are essential to ensure that the wireless network
handles voice traffic in a way that provides high-quality voice to the end users.

AP Selection

For recommends on deploying access points for wireless voice, refer to the documentation at
http://www.cisco.com/en/US/products/ps5678/Products_Sub_Category_Home.html.

AP Deployment

The number of devices active with an AP affects the amount of time each device has access to the
transport medium, the Wi-Fi channel. As the number of devices increases, the traffic contention
increases. Associating more devices to the AP and the bandwidth of the medium can result in poor
performance and slower response times for all the endpoint devices associated to the AP.

While there is no specific mechanism prior to Cisco Wireless LAN Controller release 7.2 to ensure that
only a limited number of devices are associated to a single AP, system administrators can manage
device-to-AP ratios by conducting periodic site surveys and analyzing user and device traffic patterns.
If additional devices and users are added to the network in a particular area, additional site surveys
should be conducted to determine whether additional APs are required to handle the number of endpoints
that need to access the network.

Additionally, APs that support Cisco CleanAir technology should be considered because they provide
the additional function of remote monitoring of the Wi-Fi channel.

AP Configuration
When deploying wireless voice, observe the following specific AP configuration requirements:

e Enable Address Resolution Protocol (ARP) caching.

ARP caching is required on the AP because it enables the AP to answer ARP requests for the
wireless endpoint devices without requiring the endpoint to leave power-save or idle mode. This
feature results in extended battery life for the wireless endpoint devices.

e Enable Dynamic Transmit Power Control (DTPC) on the AP.

This ensures that the transmit power of the AP matches the transmit power of the voice endpoints.
Matching transmit power helps eliminate the possibility of one-way audio traffic. Voice endpoints
adjust their transmit power based on the Limit Client Power (mW) setting of the AP to which they
are associated.

e Assign a Service Set Identifier (SSID) to each VLAN configured on the AP.

SSIDs enable endpoints to select the wireless VLAN they will use for sending and receiving traffic.
These wireless VLANs and SSIDs map to wired VLANS. For voice endpoints, this mapping ensures
priority queuing treatment and access to the voice VLAN on the wired network.
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e Enable QoS Element for Wireless Phones on the AP.

This feature ensures that the AP will provide QoS Basic Service Set (QBSS) information elements
in beacons. The QBSS element provides an estimate of the channel utilization on the AP, and Cisco
wireless voice devices use it to help make roaming decisions and to reject call attempts when loads
are too high. The APs also provide 802.11e clear channel assessment (CCA) QBSS in beacons. The
CCA-based QBSS values reflect true channel utilization.

e Configure two QoS policies on the AP, and apply them to the VLANSs and interfaces.

To ensure that voice traffic is given priority queuing treatment, configure a voice policy and a data
policy with default classifications for the respective VLANS. (See Interface Queuing, page 3-67, for
more information).

Wireless LAN Controller Design Considerations

When designing a wireless network that will service voice or video, it is important to consider the role
that the wireless LAN controller plays with regard to the voice and video media path if the access points
used are not autonomous or stand alone. Because all wireless traffic is tunneled to its correspondent
wireless LAN controller regardless of its point of origin and destination, it is critical to adequately size
the network connectivity entry points of the wireless controllers. Figure 3-22 is a representation of this
problem. If any mobile device tries to call another mobile device, the traffic has to be hairpinned in the
wireless LAN controller and sent to the receiving device. This includes the scenario where both devices
are associated to the same AP.

The switch ports where the wireless LAN controllers are connected should provide enough bandwidth
coverage for the traffic generated by collaboration devices, whether they are video or voice endpoints
and whether their traffic is control or media traffic.
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Figure 3-22 Traffic Concentrated at the Wireless LAN Controller Network Entry Point
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Additionally, the switch interface and switch platform egress buffer levels should match the maximum
combined burst you plan to support in your wireless network.

Failure to select adequate buffer levels could lead to packet drops and severely affect the user experience
of video over a wireless LAN, while lack of bandwidth coverage would cause packets to be queued and
in extreme cases cause delayed packets

WLAN Quality of Service (QoS)

Just as QoS is necessary for the LAN and WAN wired network infrastructure in order to ensure high
voice quality, QoS is also required for the wireless LAN infrastructure. Because of the bursty nature of
data traffic and the fact that real-time traffic such as voice and video are sensitive to packet loss and
delay, QoS tools are required to manage wireless LAN buffers, limit radio contention, and minimize
packet loss, delay, and delay variation.

However, unlike most wired networks, wireless networks are a shared medium, and wireless endpoints
do not have dedicated bandwidth for sending and receiving traffic. While wireless endpoints can mark
traffic with 802.1p CoS, ToS, DSCP, and PHB, the shared nature of the wireless network means limited
admission control and access to the network for these endpoints.
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Wireless QoS involves the following main areas of configuration:
e Traffic Classification, page 3-66
e User Priority Mapping, page 3-66
e Interface Queuing, page 3-67
e Wireless Call Admission Control, page 3-68

Traffic Classification

As with the wired network infrastructure, it is important to classify or mark pertinent wireless traffic as
close to the edge of the network as possible. Because traffic marking is an entrance criterion for queuing
schemes throughout the wired and wireless network, marking should be done at the wireless endpoint
device whenever possible. Marking or classification by wireless network devices should be identical to
that for wired network devices, as indicated in Table 3-11.

In accordance with traffic classification guidelines for wired networks, the Cisco wireless endpoints
mark voice media traffic or voice RTP traffic with DSCP 46 (or PHB EF), video media traffic or video
RTP traffic with DSCP 34 (or PHB AF41), and call control signaling traffic (SCCP or SIP) with
DSCP 24 (or PHB CS3). Once this traffic is marked, it can be given priority or better than best-effort
treatment and queuing throughout the network. All wireless voice and video devices that are capable of
marking traffic should do it in this manner. All other traffic on the wireless network should be marked
as best-effort or with some intermediary classification as outlined in wired network marking guidelines.
If the wireless voice or video devices are unable to do packet marking, alternate methods such as
port-based marking should be implemented to provide priority to video and voice traffic.

User Priority Mapping

While 802.1p and Differentiated Services Code Point (DSCP) are the standards to set priorities on wired
networks, 802.11e is the standard used for wireless networks. This is commonly referred as User Priority
(UP), and it is important to map the UP to its appropriate DSCP value. Table 3-11 lists the values for
collaboration traffic.

Table 3-11 QoS Traffic Classification

Traffic Type DSCP (PHB) 802.1p UP IEEE 802.11e UP
Voice 46 (EF) 5 6

Video 34 (AF41) 4 5

Voice and video control |24 (CS3) 3 4

For further information about 802.11e and its configuration, refer to your corresponding product
documentation available at

http://www.cisco.com/en/US/products/ps6302/Products_Sub_Category_Home.html
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Interface Queuing

Note

Once traffic marking has occurred, it is necessary to enable the wired network APs and devices to
provide QoS queuing so that voice and video traffic types are given separate queues to reduce the
chances of this traffic being dropped or delayed as it traverses the wireless LAN. Queuing on the wireless
network occurs in two directions, upstream and downstream. Upstream queuing concerns traffic
traveling from the wireless endpoint up to the AP, and from the AP up to the wired network. Downstream
queuing concerns traffic traveling from the wired network to the AP and down to the wireless endpoint.

For upstream queuing, devices that support Wi-Fi Multimedia (WMM) are able to take advantage of
queueing mechanisms, including priority queueing.

As for downstream QoS, Cisco APs currently provide up to eight queues for downstream traffic being
sent to wireless clients. The entrance criterion for these queues can be based on a number of factors,
including DSCP, access control lists (ACLs), and VLAN. Although eight queues are available, Cisco
recommends using only two queues when deploying wireless voice. All voice media and signaling traffic
should be placed in the highest-priority queue, and all other traffic should be placed in the best-effort
queue. This ensures the best possible queuing treatment for voice traffic.

In order to set up this two-queue configuration for autonomous APs, create two QoS policies on the AP.
Name one policy Voice, and configure it with the class of service Voice < 10 ms Latency (6) as the
Default Classification for all packets on the VLAN. Name the other policy Data, and configure it with
the class of service Best Effort (0) as the Default Classification for all packets on the VLAN. Then
assign the Data policy to the incoming and outgoing radio interface for the data VLAN(s), and assign
the Voice policy to the incoming and outgoing radio interfaces for the voice VLAN(s). With the QoS
policies applied at the VLAN level, the AP is not forced to examine every packet coming in or going out
to determine the type of queuing the packet should receive.

For lightweight APs, the WLAN controller has built-in QoS profiles that can provide the same queuing
policy. Voice VLAN or voice traffic is configured to use the Platinum policy, which sets priority
queueing for the voice queue. Data VLAN or data traffic is configured to use the Silver policy, which
sets best-effort queuing for the Data queue. These policies are then assigned to the incoming and
outgoing radio interfaces based on the VLAN.

The above configurations ensure that all voice and video media and signaling are given priority queuing
treatment in a downstream direction.

Because Wi-Fi Multimedia (WMM) access is based on Enhanced Distributed Channel Access (EDCA),
it is important to assign the right priorities to the traffic to avoid Arbitration Inter-Frame Space (AIFS)
alteration and delivery delay. For further information on Cisco Unified Wireless QoS, refer to the latest
version of the Enterprise Mobility Design Guide, available at
http://www.cisco.com/en/US/netsol/ns820/networking_solutions_design_guidances_list.html.
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Wireless Call Admission Control

To avoid exceeding the capacity limit of a given AP channel, some form of call admission control is
required. Cisco APs and wireless Unified Communications clients now use Traffic Specification
(TSPEC) instead of QoS Basic Service Set (QBSS) for call admission control.

Wi-Fi Multimedia Traffic Specification (WMM TSPEC) is the QoS mechanism that enables WLAN
clients to provide an indication of their bandwidth and QoS requirements so that APs can react to those
requirements. When a client is preparing to make a call, it sends an Add Traffic Stream (ADDTS)
message to the AP with which it is associated, indicating the TSPEC. The AP can then accept or reject
the ADDTS request based on whether bandwidth and priority treatment are available. If the call is
rejected, the client receives a Network Busy message. If the client is roaming, the TSPEC request is
embedded in the re-association request message to the new AP as part of the association process, and the
TSPEC response is embedded in the re-association response.

Alternatively, endpoints without WMM TSPEC support, but using SIP as call signaling, can be managed
by the AP. Media snooping must be enabled for the service set identifier (SSID). The client's
implementation of SIP must match that of the Wireless LAN Controller, including encryption and port
numbers. For details about media snooping, refer to the Cisco Wireless LAN Controller Configuration
Guide, available at

http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/guide/c70wlan.html

Note  Currently there is no call admission control support for video. The QoS Basic Service Set (QBSS)
information element is sent by the AP only if QoS Element for Wireless Phones has been enable on the
AP. (Refer to Wireless AP Configuration and Design, page 3-63.)
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Cisco Collaboration Security

Revised: January 15, 2015; 0L-30952-03

Securing the various components in a Cisco Collaboration Solution is necessary for protecting the
integrity and confidentiality of voice and video calls.

This chapter presents security guidelines pertaining specifically to collaboration applications and the
voice and video network. For more information on data network security, refer to the Cisco SAFE
Blueprint documentation available at

http://www.cisco.com/en/US/netsol/ns744/networking_solutions_program_home.html

Following the guidelines in this chapter does not guarantee a secure environment, nor will it prevent all
penetration attacks on a network. You can achieve reasonable security by establishing a good security
policy, following that security policy, staying up-to-date on the latest developments in the hacker and
security communities, and maintaining and monitoring all systems with sound system administration
practices.

This chapter addresses centralized and distributed call processing, including clustering over the WAN
but not local failover mechanisms such as Survivable Remote Site Telephony (SRST). This chapter
assumes that all remote sites have a redundant link to the head-end or local call-processing backup in
case of head-end failure. The interaction between Network Address Translation (NAT) and IP Telephony,
for the most part, is not addressed here. This chapter also assumes that all networks are privately
addressed and do not contain overlapping IP addresses.
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What's New in This Chapter

Table 4-1 lists the topics that are new in this chapter or that have changed significantly from previous
releases of this document.

Table 4-1 New or Changed Information Since the Previous Release of This Document

New or Revised Topic Described in: Revision Date

Certificate authority (CA) certificates Third-Party CA Certificates, page 4-20 January 15, 2015
Multiserver Certificates, page 4-20

Registration of remote endpoints Cisco Unified Border Element Phone Proxy, January 15, 2015
page 4-32

Cisco Expressway Cisco Expressway in a DMZ, page 4-34 January 15, 2015

Removed information about Cisco Intercompany |No longer in this document January 15, 2015

Media Engine (IME)

Removed the erroneous information about using | That information was incorrect and is no longer in |January 15, 2015
Gratuitous Address Resolution Protocol (GARP) |this document.
to prevent man-in-the-middle attacks against IP
phones

Minor updates for Cisco Collaboration Systems | Various sections of this chapter November 19, 2013
Release 10.0

General Security

This section covers general security features and practices that can be used to protect the voice data
within a network.

Security Policy

Cisco Systems recommends creating a security policy associated with every network technology
deployed within your enterprise. The security policy defines which data in your network is sensitive so
that it can be protected properly when transported throughout the network. Having this security policy
helps you define the security levels required for the types of data traffic that are on your network. Each
type of data may or may not require its own security policy.

If no security policy exists for data on the company network, you should create one before enabling any
of the security recommendations in this chapter. Without a security policy, it is difficult to ascertain
whether the security that is enabled in a network is doing what it is designed to accomplish. Without a
security policy, there is also no systematic way of enabling security for all the applications and types of
data that run in a network.

Note = While it is important to adhere to the security guidelines and recommendations presented in this chapter,
they alone are not sufficient to constitute a security policy for your company. You must define a corporate
security policy before implementing any security technology.
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This chapter details the features and functionality of a Cisco Systems network that are available to
protect the Unified Communications data on a network. It is up to the security policy to define which
data to protect, how much protection is needed for that type of data, and which security techniques to
use to provide that protection.

One of the more difficult issues with a security policy that includes voice and video traffic is combining
the security policies that usually exist for both the data network and the traditional voice network. Ensure
that all aspects of the integration of the media onto the network are secured at the correct level for your
security policy or corporate environment.

The basis of a good security policy is defining how important your data is within the network. Once you
have ranked the data according to its importance, you can decide how the security levels should be
established for each type of data. You can then achieve the correct level of security by using both the
network and application features.

In summary, you can use the following process to define a security policy:
¢ Define the data that is on the network.
¢ Define the importance of that data.

e Apply security based on the importance of the data.
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Security in Layers

This chapter starts with hardening the IP phone endpoints in a Cisco Unified Communications Solution
and works its way through the network from the phone to the access switch, to the distribution layer, into
the core, and then into the data center. (See Figure 4-1.) Cisco recommends building layer upon layer of
security, starting at the access port into the network itself. This design approach gives a network architect
the ability to place the devices where it is both physically and logically easy to deploy Cisco Unified
Communications applications. But with this ease of deployment, the security complexity increases
because the devices can be placed anywhere in a network as long as they have connectivity.

Figure 4-1 Layers of Security
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Secure Infrastructure

As the IP Telephony data crosses a network, that data is only as safe and secure as the devices that are
transporting the data. Depending on the security level that is defined in your security policy, the security
of the network devices might have to be improved or they might already be secure enough for the
transportation of IP Telephony traffic.

There are many best practices within a data network that, if used, will increase the entire security of your
network. For example, instead of using Telnet (which sends passwords in clear text) to connect to any of
the network devices, use Secure Shell (SSH, the secure form of Telnet) so that an attacker would not be
able to see a password in clear text.

Cisco Routers configured as gateways, Cisco Unified Border Element, and media resources can be
configured with Cisco IOS feature sets that provide the required media functionality but support only
Telnet and not Secure Shell (SSH). Cisco recommends that you use access control lists (ACLs) to control
who is permitted to connect to the routers using Telnet. It is more secure to connect to the gatekeeper
from a host that is in a secure segment of the network, because user names and passwords are sent over
Telnet in clear text.

You should also use firewalls, access control lists, authentication services, and other Cisco security tools
to help protect these devices from unauthorized access.

Physical Security

Just as a traditional PBX is usually locked in a secure environment, the IP network should be treated in
a similar way. Each of the devices that carries media traffic is really part of an IP PBX, and normal
general security practices should be used to control access to those devices. Once a user or attacker has
physical access to one of the devices in a network, all kinds of problems could occur. Even if you have
excellent password security and the user or attacker cannot get into the network device, that does not
mean that they cannot cause havoc in a network by simply unplugging the device and stopping all traffic.

For more information on general security practices, refer to the documentation at the following
locations:

e http://www.cisco.com/en/US/netsol/ns744/networking_solutions_program_home.html

e http://www.cisco.com/en/US/products/sves/ps2961/ps2952/serv_group_home.html

IP Addressing

IP addressing can be critical for controlling the data that flows in and out of the logically separated IP
Telephony network. The more defined the IP addressing is within a network, the easier it becomes to
control the devices on the network.

As stated in other sections of this document (see Campus Access Layer, page 3-5), you should use IP
addressing based on RFC 1918. This method of addressing allows deployment of an IP Telephony
system into a network without redoing the IP addressing of the network. Using RFC 1918 also allows
for better control in the network because the IP addresses of the voice endpoints are well defined and
easy to understand. If the voice and video endpoints are all addressed within a 10.x.x.x. network, access
control lists (ACLs) and tracking of data to and from those devices are simplified.

If you have a well defined IP addressing plan for your voice deployments, it becomes easier to write
ACLs for controlling the IP Telephony traffic and it also helps with firewall deployments.
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Using RFC 1918 enables you easily to deploy one VLAN per switch, which is a best practice for campus
design, and also enables you to keep the Voice VLAN free of any Spanning Tree Protocol (STP) loops.

If deployed correctly, route summarization could help to keep the routing table about the same as before
the voice and video deployment, or just slightly larger.

IPv6 Addressing

The introduction of IPv6 addressing has extended the network address space and increased the options
for privacy and security of endpoints. Though both IPv4 and IPv6 have similar security concerns, IPv6
provides some advantages. For example, one of the major benefits with IPv6 is the enormous size of the
subnets, which discourages automated scanning and reconnaissance attacks.

For a comparison of IPv6 and IPv4 in terms of security, refer to the IPv6 and IPv4 Threat Comparison
and Best-Practice Evaluation, available at:

http://www.cisco.com/web/about/security/security_services/ciag/documents/v6-v4-threats.pdf

When considering IPv6 as your IP addressing method, adhere to the best practices documented in the
following campus and branch office design guides:

® Deploying IPv6 in Campus Networks
http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/CampIPv6.html

e Deploying IPv6 in Branch Networks
http://www.cisco.com/en/US/docs/solutions/Enterprise/Branch/BrchIPv6.html

Access Security

This section covers security features at the Access level that can be used to protect the voice and data
within a network.

Voice and Video VLANs

Before the phone has its IP address, the phone determines which VLAN it should be in by means of the
Cisco Discovery Protocol (CDP) negotiation that takes place between the phone and the switch. This
negotiation allows the phone to send packets with 802.1q tags to the switch in a "voice VLAN" so that
the voice data and all other data coming from the PC behind the phone are separated from each other at
Layer 2. Voice VLANSs are not required for the phones to operate, but they provide additional separation
from other data on the network.

Voice VLANS can be assigned automatically from the switch to the phone, thus allowing for Layer 2 and
Layer 3 separations between voice data and all other data on a network. A voice VLAN also allows for
a different IP addressing scheme because the separate VLAN can have a separate IP scope at the
Dynamic Host Configuration Protocol (DHCP) server.

Applications use CDP messaging from the phones to assist in locating phones during an emergency call.
The location of the phone will be much more difficult to determine if CDP is not enabled on the access
port to which that phone is attached.
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There is a possibility that information could be gathered from the CDP messaging that would normally
go to the phone, and that information could be used to discover some of the network. Not all devices that
can be used for voice or video with Unified CM are able to use CDP to assist in discovering the voice
VLAN.

Third-party endpoints do not support Cisco Discovery Protocol (CDP) or 802.1Q VLAN ID tagging. To
allow device discovery when third-party devices are involved, use the Link Layer Discovery Protocol
(LLDP). LLDP for Media Endpoint Devices (LLDP-MED) is an extension to LLDP that enhances
support for voice endpoints. LLDP-MED defines how a switch port transitions from LLDP to
LLDP-MED if it detects an LLDP-MED-capable endpoint. Support for both LLDP and LLDP-MED on
IP phones and LAN switches depends on the firmware and device models. To determine if LLDP-MED
is supported on particular phone or switch models, check the specific product release notes or bulletins
available at:

e http://www.cisco.com/en/US/products/hw/phones/ps379/prod_release_notes_list.html
e http://www.cisco.com/en/US/products/sw/iosswrel/ps5012/prod_bulletins_list.html

If an IP phone with LLDP-MED capability is connected to a Cisco Catalyst switch running an earlier
Cisco IOS release that does not support LLDP, the switch might indicate that an extra device has been
connected to the switch port. This can happen if the Cisco Catalyst switch is using Port Security to count
the number of devices connected. The appearance of an LLDP packet might cause the port count to
increase and cause the switch to disable the port. Verify that your Cisco Catalyst switch supports LLDP,
or increase the port count to a minimum of three, before deploying Cisco IP Phones with firmware that
supports LLDP-MED Link Layer protocol.

H.323 clients, Multipoint Control Units (MCUs), and gateways communicate with Unified CM using the
H.323 protocol. Unified CM H.323 trunks (such as H.225 and intercluster trunk variants as well as the
RASAggregator trunk type) use a random port range rather than the well-known TCP port 1720.
Therefore, you must permit a wide range of TCP ports between these devices and the Unified CM
servers. For port usage details, refer to the latest version of the Cisco Unified Communications Manager
TCP and UDP Port Usage guide, available at:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

MCUs and gateways are considered infrastructure devices, and they typically reside within the
datacenter adjacent to the Unified CM servers. H.323 clients, on the other hand, typically reside in the
data VLAN.

Cisco TelePresence MCUs configured to run in SCCP mode communicate with the TFTP server(s) to
download their configuration, with the Unified CM servers for signaling, and with other endpoints for
RTP media traffic. Therefore, TFTP must be permitted between the MCU and the TFTP server(s), TCP
port 2000 must be permitted between the MCUs and the Unified CM server(s), and UDP ports for RTP
media must be permitted between the MCUs and the voice, data, and gateway VLANs.

There are many security features within a Cisco switch infrastructure that can be used to secure a data
network. This section describes some of the features that can be used in Cisco Access Switches to protect
the IP Telephony data within a network. (See Figure 4-2.) This section does not cover all of the security
features available for all of the current Cisco switches, but it does list the most common security features
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used across many of the switches that Cisco manufactures. For additional information on the security
features available on the particular Cisco gear deployed within your network, refer to the appropriate
product documentation available at

http://www.cisco.com

Figure 4-2 A Typical Access Layer Design to Which the Phones Attach
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Port Security: MAC CAM Flooding

A classic attack on a switched network is a MAC content-addressable memory (CAM) flooding attack.
This type of attack floods the switch with so many MAC addresses that the switch does not know which
port an end station or device is attached to. When the switch does not know which port a device is
attached to, it broadcasts the traffic destined for that device to the entire VLAN. In this way, the attacker
is able to see all traffic that is coming to all the users in a VLAN.

To disallow malicious MAC flooding attacks from hacker tools such as macof, limit the number of MAC
addresses allowed to access individual ports based on the connectivity requirements for those ports.
Malicious end-user stations can use macof to originate MAC flooding from random-source to
random-destination MAC addresses, both directly connected to the switch port or through the IP phone.
The macof tool is very aggressive and typically can fill a Cisco Catalyst switch content-addressable
memory (CAM) table in less than ten seconds. The flooding of subsequent packets that remain unlearned
because the CAM table is filled, is as disruptive and unsecure as packets on a shared Ethernet hub for
the VLAN that is being attacked.

Either port security or dynamic port security can be used to inhibit a MAC flooding attack. A customer
with no requirement to use port security as an authorization mechanism would want to use dynamic port
security with the number of MAC addresses appropriate to the function attached to a particular port. For
example, a port with only a workstation attached to it would want to limit the number of learned MAC
addresses to one. A port with a Cisco Unified IP Phone and a workstation behind it would want to set
the number of learned MAC addresses to two (one for the IP phone itself and one for the workstation
behind the phone) if a workstation is going to plug into the PC port on the phone. This setting in the past
has been three MAC addresses, used with the older way of configuring the port in trunk mode. If you
use the multi-VLAN access mode of configuration for the phone port, this setting will be two MAC
addresses, one for the phone and one for the PC plugged into the phone. If there will be no workstation
on the PC port, then the number of MAC addresses on that port should be set to one. These configurations
are for a multi-VLAN access port on a switch. The configuration could be different if the port is set to
trunk mode (not the recommended deployment of an access port with a phone and PC).
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Port Security: Prevent Port Access

Prevent all port access except from those devices designated by their MAC addresses to be on the port.
This is a form of device-level security authorization. This requirement is used to authorize access to the
network by using the single credential of the device's MAC address. By using port security (in its
non-dynamic form), a network administrator would be required to associate MAC addresses statically
for every port. However, with dynamic port security, network administrators can merely specify the
number of MAC addresses they would like the switch to learn and, assuming the correct devices are the
first devices to connect to the port, allow only those devices access to that port for some period of time.

The period of time can be determined by either a fixed timer or an inactivity timer (non-persistent
access), or it can be permanently assigned. In the latter case, the MAC address learned will remain on
the port even in the event of a reload or reboot of the switch.

No provision is made for device mobility by static port security or persistent dynamic port security.
Although it is not the primary requirement, MAC flooding attacks are implicitly prevented by port
security configurations that aim to limit access to certain MAC addresses.

From a security perspective, there are better mechanisms for both authenticating and authorizing port
access based on userid and/or password credentials rather than using MAC address authorization. MAC
addresses alone can easily be spoofed or falsified by most operating systems.

Port Security: Prevent Rogue Network Extensions

Port security prevents an attacker from flooding the CAM table of a switch and from turning any VLAN
into a hub that transmits all received traffic to all ports. It also prevents unapproved extensions of the
network by adding hubs or switches into the network. Because it limits the number of MAC addresses
to a port, port security can also be used as a mechanism to inhibit user extension to the IT-created
network. For example, if a user plugs a wireless access point (AP) into a user-facing port or data port on
a phone with port security defined for a single MAC address, the wireless AP itself would occupy that
MAC address and not allow any devices behind it to access the network. (See Figure 4-3.) Generally, a
configuration appropriate to stop MAC flooding is also appropriate to inhibit rogue access.

Figure 4-3 Limited Number of MAC Addresses Prevents Rogue Network Extensions

Only two MAC
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allowed on the
port: Shutdown
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If the number of MAC addresses is not defined correctly, there is a possibility of denying access to the
network or error-disabling the port and removing all devices from the network.
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DHCP Snooping: Prevent Rogue DHCP Server Attacks

Dynamic Host Configuration Protocol (DHCP) Snooping prevents a non-approved DHCP or rogue
DHCEP server from handing out IP addresses on a network by blocking all replies to a DHCP request
unless that port is allowed to reply. Because most phone deployments use DHCP to provide IP addresses
to the phones, you should use the DHCP Snooping feature in the switches to secure DHCP messaging.
Rogue DHCP servers can attempt to respond to the broadcast messages from a client to give out incorrect
IP addresses, or they can attempt to confuse the client that is requesting an address.

When enabled, DHCP Snooping treats all ports in a VLAN as untrusted by default. An untrusted port is
a user-facing port that should never make any reserved DHCP responses. If an untrusted DHCP-snooping
port makes a DHCP server response, it will be blocked from responding. Therefore, rogue DHCP servers
will be prevented from responding. However, legitimately attached DHCP servers or uplinks to
legitimate servers must be trusted.

Figure 4-4 illustrates the normal operation of a network-attached device that requests an IP address from
the DHCP server.

Figure 4-4 Normal Operation of a DHCP Request
IP / ’

—— I

DHCP Discover (Broadcast)

Y

DHCP Offer (Unicast)

A

DHCP Request (Broadcast)

Y

DHCP Ack (Unicast)

A

148894

* DHCP defined by RFC 2131

However, an attacker can request not just a single IP address but all of the IP addresses that are available
within a VLAN. (See Figure 4-5.) This means that there would be no addresses for a legitimate device
trying to get on the network, and without an IP address the phone cannot connect to Unified CM.
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Figure 4-5 An Attacker Can Take All Available IP Addresses on the VLAN
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DHCP Snooping: Prevent DHCP Starvation Attacks

DHCP address scope starvation attacks from tools such as Gobbler are used to create a DHCP
denial-of-service (DoS) attack. Because the Gobbler tool makes DHCP requests from different random
source MAC addresses, you can prevent it from starving a DHCP address space by using port security
to limit the number of MAC addresses. (See Figure 4-6.) However, a more sophisticated DHCP
starvation tool can make the DHCP requests from a single source MAC address and vary the DHCP
payload information. With DHCP Snooping enabled, untrusted ports will make a comparison of the
source MAC address to the DHCP payload information and fail the request if they do not match.

Figure 4-6 Using DHCP Snooping to Prevent DHCP Starvation Attacks
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DHCP Snooping prevents any single device from capturing all the IP addresses in any given scope, but
incorrect configurations of this feature can deny IP addresses to approved users.
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DHCP Snooping: Binding Information

Another function of DHCP Snooping is to record the DHCP binding information for untrusted ports that
successfully get IP addresses from the DHCP servers. The binding information is recorded in a table on
the Cisco Catalyst switch. The DHCP binding table contains the IP address, MAC address, lease length,
port, and VLAN information for each binding entry. The binding information from DHCP Snooping
remains in effect for the length of the DHCP binding period set by the DHCP server (that is, the DHCP
lease time). The DHCP binding information is used to create dynamic entries for Dynamic ARP
Inspection (DAI) to limit ARP responses for only those addresses that are DHCP-bound. The DHCP
binding information is also used by the IP source guard to limit sourcing of IP packets to only those
addresses that are DHCP-bound.

There is a maximum limit to the number of binding table entries that each type of switch can store for
DHCP Snooping. (Refer to the product documentation for your switch to determine this limit.) If you
are concerned about the number of entries in your switch’s binding table, you can reduce the lease time
on the DHCP scope so that the entries in the binding table time-out sooner. The entries remain in the
DHCP binding table until the lease runs out. In other words, the entries remain in the DHCP Snooping
binding table as long at the DHCP server thinks the end station has that address. They are not removed
from the port when the workstation or phone is unplugged.

If you have a Cisco Unified IP Phone plugged into a port and then move it to a different port, you might
have two entries in the DHCP binding table with the same MAC and IP address on different ports. This
behavior is considered normal operation.

Requirement for Dynamic ARP Inspection

Dynamic Address Resolution Protocol (ARP) Inspection (DAI) is a feature used on the switch to prevent
Gratuitous ARP attacks on the devices plugged into the switch and on the router. Although it is similar
to the Gratuitous ARP feature mentioned previously for the phones, Dynamic ARP protects all the
devices on the LAN, and it is not just a phone feature.

In its most basic function, Address Resolution Protocol (ARP) enables a station to bind a MAC address
to an IP address in an ARP cache, so that the two stations can communicate on a LAN segment. A station
sends out an ARP request as a MAC broadcast. The station that owns the IP address in that request will
give an ARP response (with its IP and MAC address) to the requesting station. The requesting station
will cache the response in its ARP cache, which has a limited lifetime. The default ARP cache lifetime
for Microsoft Windows is 2 minutes; for Linux, the default lifetime is 30 seconds; and for Cisco IP
phones, the default lifetime is 40 minutes.

ARP also makes the provision for a function called Gratuitous ARP. Gratuitous ARP (GARP) is an
unsolicited ARP reply. In its normal usage, it is sent as a MAC broadcast. All stations on a LAN segment
that receive a GARP message will cache this unsolicited ARP reply, which acknowledges the sender as
the owner of the IP address contained in the GARP message. Gratuitous ARP has a legitimate use for a
station that needs to take over an address for another station on failure.

However, Gratuitous ARP can also be exploited by malicious programs that want to illegitimately take
on the identity of another station. When a malicious station redirects traffic to itself from two other
stations that were talking to each other, the hacker who sent the GARP messages becomes the
man-in-the-middle. Hacker programs such as ettercap do this with precision by issuing "private" GARP
messages to specific MAC addresses rather than broadcasting them. In this way, the victim of the attack
does not see the GARP packet for its own address. Ettercap also keeps its ARP poisoning in effect by
repeatedly sending the private GARP messages every 30 seconds.
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Dynamic ARP Inspection (DAI) is used to inspect all ARP requests and replies (gratuitous or
non-gratuitous) coming from untrusted (or user-facing) ports to ensure that they belong to the ARP
owner. The ARP owner is the port that has a DHCP binding which matches the IP address contained in
the ARP reply. ARP packets from a DAI trusted port are not inspected and are bridged to their respective
VLANS.

Dynamic ARP Inspection (DAI) requires that a DHCP binding be present to legitimize ARP responses
or Gratuitous ARP messages. If a host does not use DHCP to obtain its address, it must either be trusted
or an ARP inspection access control list (ACL) must be created to map the host's [P and MAC address.
(See Figure 4-7.) Like DHCP Snooping, DAI is enabled per VLAN, with all ports defined as untrusted
by default. To leverage the binding information from DHCP Snooping, DAI requires that DHCP
Snooping be enabled on the VLAN prior to enabling DAI. If DHCP Snooping is not enabled before you
enable DAI, none of the devices in that VLAN will be able to use ARP to connect to any other device in
their VLAN, including the default gateway. The result will be a self-imposed denial of service to any
device in that VLAN.

Figure 4-7 Using DHCP Snooping and DAI to Block ARP Attacks
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Because of the importance of the DHCP Snooping binding table to the use of DAI, it is important to back
up the binding table. The DHCP Snooping binding table can be backed up to bootflash, File Transfer
Protocol (FTP), Remote Copy Protocol (RCP), slot0, and Trivial File Transfer Protocol (TFTP). If the
DHCP Snooping binding table is not backed up, the Cisco Unified IP Phones could lose contact with the
default gateway during a switch reboot. For example, assume that the DHCP Snooping binding table is
not backed up and that you are using Cisco Unified IP Phones with a power adapter instead of line
power. When the switch comes back up after a reboot, there will be no DHCP Snooping binding table
entry for the phone, and the phone will not be able to communicate with the default gateway unless the
DHCP Snooping binding table is backed up and loads the old information before traffic starts to flow
from the phone.

Incorrect configurations of this feature can deny network access to approved users. If a device has no
entry in the DHCP Snooping binding table, then that device will not be able to use ARP to connect to
the default gateway and therefore will not be able to send traffic. If you use static IP addresses, those
addresses will have to be entered manually into the DHCP Snooping binding table. If you have devices
that do not use DHCP again to obtain their IP addresses when a link goes down (some UNIX or Linux
machines behave this way), then you must back up the DHCP Snooping binding table.
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802.1X Port-Based Authentication

Note

The 802.1X authentication feature can be used to identify and validate the device credentials of a Cisco
Unified IP Phone before granting it access to the network. 802.1X is a MAC-layer protocol that interacts
between an end device and a RADIUS server. It encapsulates the Extensible Authentication Protocol
(EAP) over LAN, or EAPOL, to transport the authentication messages between the end devices and the
switch. In the 802.1X authentication process, the Cisco Unified IP Phone acts as an 802.1X supplicant
and initiates the request to access the network. The Cisco Catalyst Switch, acting as the authenticator,
passes the request to the authentication server and then either allows or restricts the phone from
accessing the network.

802.1X can also be used to authenticate the data devices attached to the Cisco Unified IP Phones. An
EAPOL pass-through mechanism is used by the Cisco Unified IP Phones, allowing the locally attached
PC to pass EAPOL messages to the 802.1X authenticator. The Cisco Catalyst Switch port needs to be
configured in multiple-authentication mode to permit one device on the voice VLAN and multiple
authenticated devices on the data VLAN.

Cisco recommends authenticating the IP phone before the attached data device is authenticated.

The multiple-authentication mode assigns authenticated devices to either a data or voice VLAN,
depending on the attributes received from the authentication server when access is approved. The 802.1X
port is divided into a data domain and a voice domain.

In multiple-authentication mode, a guest VLAN can be enabled on the 802.1x port. The switch assigns
end clients to a guest VLAN when the authentication server does not receive a response to its EAPOL
identity frame or when EAPOL packets are not sent by the client. This allows data devices attached to a
Cisco IP Phone, that do not support 802.1X, to be connected to the network.

A voice VLAN must be configured for the IP phone when the switch port is in a multiple-host mode.
The RADIUS server must be configured to send a Cisco Attribute-Value (AV) pair attribute with a value
of device-traffic-class=voice. Without this value, the switch treats the IP phone as a data device.

Dynamic VLAN assignment from a RADIUS server is supported only for data devices.

When a data or a voice device is detected on a port, its MAC address is blocked until authorization
succeeds. If the authorization fails, the MAC address remains blocked for 5 minutes.

When the 802.1x authentication is enabled on an access port on which a voice VLAN is configured and
to which a Cisco IP Phone is already connected, the phone loses connectivity to the switch for up to
30 seconds.

Most Cisco IP Phones support authentication by means of X.509 certificates using the EAP-Transport
Layer Security (EAP-TLS) or EAP-Flexible Authentication with Secure Tunneling (EAP-FAST)
methods of authentication. Some of the older models that do not support either method can be
authenticated using MAC Authentication Bypass (MAB), which enables a Cisco Catalyst Switch to
check the MAC address of the connecting device as the method of authentication.

To determine support for the 802.1X feature configuration, refer to the product guides for the Cisco
Unified IP Phones and the Cisco Catalyst Switches, available at http://www.cisco.com.

For configuration information, refer to the IP Telephony for 802.1x Design Guide, available at

http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/TrustSec_1.99/IP_Tele/IP_Teleph
ony_DIG.html
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Cisco Unified IP Phones contain built-in features to increase security on an IP Telephony network.
These features can be enabled or disabled on a phone-by-phone basis to increase the security of an IP
Telephony deployment. Depending on the placement of the phones, a security policy will help determine
if these features need to be enabled and where they should be enabled. (See Figure 4-8.)

Figure 4-8 Security at the Phone Level

Access

The following security considerations apply to IP phones:
e PC Port on the Phone, page 4-15
e PC Voice VLAN Access, page 4-16
e Web Access Through the Phone, page 4-17
e Settings Access, page 4-17
e Authentication and Encryption, page 4-18
e VPN Client for IP Phones, page 4-20

Before attempting to configure the security features on a phone, check the documentation at the
following link to make sure the features are available on that particular phone model:

http://www.cisco.com/en/US/products/sw/voicesw/index.html

PC Port on the Phone

The phone has the ability to turn on or turn off the port on the back of the phone, to which a PC would
normally be connected. This feature can be used as a control point to access the network if that type of
control is necessary.

Depending on the security policy and placement of the phones, the PC port on the back of any given
phone might have to be disabled. Disabling this port would prevent a device from plugging into the back
of the phone and getting network access through the phone itself. A phone in a common area such as a
lobby would typically have its port disabled. Most companies would not want someone to get into the
network on a non-controlled port because physical security is very weak in a lobby. Phones in a normal
work area might also have their ports disabled if the security policy requires that no device should ever
get access to the network through a phone PC port. Depending on the model of phone deployed, Cisco
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Unified Communications Manager (Unified CM) can disable the PC port on the back of the phone.
Before attempting to enable this feature, check the documentation at the following link to verify that this
features is supported on your particular model of Cisco Unified IP Phone:

http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html

PC Voice VLAN Access

Because there are two VLANS from the switch to the phone, the phone needs to protect the voice VLAN
from any unwanted access. The phones can prevent unwanted access into the voice VLAN from the back
of the phone. A feature called PC Voice VLAN Access prevents any access to the voice VLAN from the
PC port on the back of the phone. When disabled, this feature does not allow the devices plugged into
the PC port on the phone to "jump" VLANSs and get onto the voice VLAN by sending 802.1q tagged
information destined for the voice VLAN to the PC port on the back of the phone. The feature operates
one of two ways, depending on the phone that is being configured. On the more advanced phones, the
phone will block any traffic destined for the voice VLAN that is sent into the PC port on the back of the
phone. In the example shown in Figure 4-9, if the PC tries to send any voice VLAN traffic (with an
802.1q tag of 200 in this case) to the PC port on the phone, that traffic will be blocked. The other way
this feature can operate is to block all traffic with an 802.1q tag (not just voice VLAN traffic) that comes
into the PC port on the phone.

Currently, 802.1q tagging from an access port is not normally used. If that feature is a requirement for
the PC plugged into the port on the phone, you should use a phone that allows 802.1q tagged packets to
pass through the phone.

Before attempting to configure the PC Voice VLAN Access feature on a phone, check the documentation
at the following link to make sure the feature is available on that particular phone model:

http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html

Figure 4-9 Blocking Traffic to the Voice VLAN from the Phone PC Port
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Web Access Through the Phone

Each Cisco Unified IP Phone has a web server built into it to help with debugging and remote status of
the phone for management purposes. The web server also enables the phones to receive applications
pushed from Cisco Unified Communications Manager (Unified CM) to the phones. Access to this web
server can be enabled or disabled on a phone by means of the Web Access feature in the Unified CM
configuration. This setting can be global, or it could be enabled or disabled on a phone-by-phone basis.

If the web server is globally disable but it is needed to help with debugging, then the administrator for
Unified CM will have to enable this feature on the phones. The ability to get to this web page can be
controlled by an ACL in the network, leaving network operators with the capability to get to the web
page when needed.

With the Web Access feature disabled, the phones will be unable to receive applications pushed to them
from Unified CM.

Unified CM can be configured to use either HTTPS only or both HTTPS and HTTP for web traffic to
and from the IP phones. However, if HTTPS only is configured, this does not by itself close port 80 on
the IP phone's web server. It is preferable to use ACLs to restrict HTTP traffic, and configure

Unified CM for HTTPS only.

Settings Access

Each Cisco Unified IP Phone has a network settings page that lists many of the network elements and
detailed information that is needed for the phone to operate. This information could be used by an
attacker to start a reconnaissance on the network with some of the information that is displayed on the
phone's web page. For example, an attacker could look at the settings page to determine the default
gateway, the TFTP server, and the Unified CM IP address. Each of these pieces of information could be
used to gain access to the voice network or to attack a device in the voice network.

This access can be disabled on individual phones or by using bulk management to prevent end users or
attackers from obtaining the additional information such as Unified CM IP address and TFTP server
information. With access to the phone settings page disabled, end users lose the ability to change many
of the settings on the phone that they would normally be able to control, such as speaker volume,
contrast, and ring type. It might not be practical to use this security feature because of the limitations it
places on end users with respect to the phone interface. The settings access can also be set as restricted,
which prevents access to network configuration information but allows users to configure volume, ring
tones, and so forth.

For more information on the phone settings page, refer to the latest version of the Cisco Unified
Communications Manager Administration Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
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Cisco TelePresence Endpoint Hardening

Cisco TelePresence endpoints have multiple configuration options for securing them against attacks. The
security features vary among the different endpoints, and not all are enabled at default. These features
include:

e Secure management over HTTPS and SSH
¢ Administrative passwords

¢ Device access

¢ Signaling and media encryption

Cisco TelePresence endpoints support management through Secure Shell (SSH) and Hyper-Text
Transfer Protocol over Secure Sockets Layer (HTTPS). Access to the endpoints using HTTP, HTTPS,
SSH, or Telnet can be configured in the Network Services setting on the endpoint itself.

The endpoints ship with default administrative passwords, and Cisco recommends changing the
passwords at the time of installation. Access to management functions should be restricted to authorized
users with administrative privileges. If the default administrative passwords are used, then the video
stream can be viewed by anyone accessing the administrative page with the password.

The endpoints can be assigned to users who are given access based on defined roles and privileges.
Passwords and PINs can be specified for those users to enable SSH or Telnet and web-based access. A
credential management policy should be implemented to expire and change passwords periodically and
to time-out logins when idle. This is necessary for limiting access to the devices to verified users.

Authentication and Encryption

Cisco Collaboration Solutions use Transport Layer Security (TLS) and Secure Real-time Transport
Protocol (SRTP) for signaling and media encryption.

Transport Layer Security (TLS)

The Transport Layer Security (TLS) protocol is designed to provide authentication, data integrity, and
confidentiality for communications between two applications. TLS is based on Secure Sockets Layer
(SSL) version 3.0, although the two protocols are not compatible. TLS operates in a client/server mode
with one side acting as the "server" and the other side acting as the "client." TLS requires TCP as the
reliable transport layer protocol to operate over.

Cisco Collaboration devices use TLS to secure SIP or SCCP signaling in the following scenarios:
¢ Between Unified CM and the endpoints registered to it
¢ Between TelePresence devices and the TelePresence primary codec

e Between Cisco TelePresence Management Suite (TMS), Unified CM, and/or Cisco TelePresence
Video Communication Server (VCS)

Secure Real-Time Transport Protocol (SRTP)

Secure RTP (SRTP), defined in IETF RFC 3711, details the methods of providing confidentiality and
data integrity for both Real-time Transport Protocol (RTP) voice and video media, as well as their
corresponding Real-time Transport Control Protocol (RTCP) streams. SRTP accomplishes this through
the use of encryption and message authentication headers.

In SRTP, encryption applies only to the payload of the RTP packet. Message authentication, however, is
applied to both the RTP header and the RTP payload. Because message authentication applies to the RTP
sequence number within the header, SRTP indirectly provides protection against replay attacks as well.

Cisco Collaboration System 10.x SRND
m. 0L-30952-03 |



| Chapter4

Cisco Collaboration Security

Endpoint Security

SRTP uses Advanced Encryption Standards (AES) with a 128-bit encryption key as the encryption
cipher. It also uses Hash-based Message Authentication Code Secure Hash Algorithm-1 (HMAC-SHA1)
as the authentication method.

Voice and Video System

Unified CM can be configured to provide multiple levels of security to the phones within a voice system,
if those phones support those features. This includes device authentication and media and signaling
encryption using X.509 certificates. Depending on your security policy, phone placement, and phone
support, the security can be configured to fit the needs of your company.

For information on which Cisco Unified IP Phone models support specific security features, refer to the
documentation available at

http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html

To enable security on the phones and in the Unified CM cluster, refer to the Cisco Unified
Communications Manager Security Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

When the Public Key Infrastructure (PKI) security features are properly configured in Unified CM, all
supported phones will have the following capabilities:

¢ Integrity — Does not allow TFTP file manipulation but does allow Transport Layer Security (TLS)
signaling to the phones when enabled.

¢ Authentication — The image for the phone is authenticated from Unified CM to the phone, and the
device (phone) is authenticated to Unified CM. All signaling messages between the phone and
Unified CM are verified as being sent from the authorized device.

¢ Encryption — For supported devices, signaling and media can be encrypted to prevent
eavesdropping.

e Secure Real-time Transport Protocol (SRTP) — Is supported to Cisco IOS gateways and on
phone-to-phone communications. Cisco Unity also supports SRTP for voicemail.

Unified CM supports authentication, integrity, and encryption for calls between two
Cisco Unified IP Phones but not for all devices or phones. To determine if your device supports these
features, refer to the documentation available at

http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html

Unified CM uses certificates for securing identities and enabling encryption. The certificates can be
either Manufacturing Installed Certificates (MIC) or Locally Significant Certificates (LSC). MICs are
already pre-installed and LSCs are installed by Unified CM's Cisco Certificate Authority Proxy Function
(CAPF). Unified CM creates self-signed certificates, but signing of certificates by a third-party
certificate authority (CA) using PKCS #10 Certificate Signing Request (CSR) is also supported. When
using third-party CAs, the CAPF can be signed by the CA, but the phone LSCs are still generated by the
CAPF. When MICs are used, the Cisco CA and the Cisco Manufacturing CA certificates act as the root
certificates. When LSCs are generated for natively registered endpoints, the CAPF certificate is the root
certificate.

Auto-registration does not work if you configure the cluster for mixed mode, which is required for device
authentication. The cluster mixed-mode information is included in the CTL file downloaded by the
endpoints. The CTL file configuration requires using a CTL client to sign the file. The CTL client is a
separate application that is installed on a Windows PC, and it uses the Cisco Security Administrator
Security Token (SAST), USB hardware device, to sign the CTL file.

Cisco TelePresence Management Suite (TMS) provides TLS certificates to verify its identity when
generating outbound connections.
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Application layer protocol inspection and Application Layer Gateways (ALGs) that allow IP Telephony
traffic to traverse firewalls and Network Address Translation (NAT) also do not work with signaling
encryption. Not all gateways, phones, or conference are supported with encrypted media.

Encrypting media makes recording and monitoring of calls more difficult and expensive. It also makes
troubleshooting VoIP problems more challenging.

Third-Party CA Certificates

The certificates generated by default are Cisco Unified CM self-signed certificates. In a deployment
where a third-party CA is implemented, Certificate Signing Requests (CSR) can be used for establishing
the third-party CA as the root CA for the Cisco Unified devices. This requires that both the signed
application certificate and the CA root certificate from the CA or PKCS#7 Certificate Chain (DER
format) containing both the application certificate and CA certificates must be obtained.

The CAPF LSCs used by the Cisco endpoints are locally signed. However, third-party CA signed LSCs
are also supported. Implementing such support involves importing the third-party CA certificate into the
Unified CM trust store and configuring Unified CM's CAPF service to use the off-system CA as the
certificate issuer for the endpoints.

Multiserver Certificates

Cisco Unified Communications operating system supports generating multiserver certificates with
Subject Alternative Names (SAN) extensions for the Tomcat service, CallManager service, and IM and
Presence Service. This functionality adds support for a single SAN certificate per application service
(Tomcat, XMPP, Callmanager) across multiple nodes in a cluster. The multiserver certificate can contain
multiple FQDNs or domains present in SAN extensions.

Implementation of a multiserver certificate requires using a third-party CA in the deployment. The
multiserver Certificate Signing Request (CSR) can be generated on any server, and the corresponding
Certificate can be uploaded from any other server in the cluster. The parent domain field and the
Common Name (CN) fields are editable during the CSR generation process for both the single and
multiserver CSR.

VPN Client for IP Phones

Cisco Unified IP Phones with an embedded VPN client provide a secure option for connecting phones
outside the network to the Unified Communications solution in the enterprise. This functionality does
not require an external VPN router at the remote location, and it provides a secure communications
tunnel for Layer 3 and higher traffic over an untrusted network between the phone at the deployed
location and the corporate network.

The VPN client in Cisco Unified IP Phones uses Cisco SSL VPN technology and can connect to both
the Cisco ASA 5500 Series VPN head-end and the Cisco Integrated Services Routers with the Cisco 10S
SSL VPN software feature. The voice traffic is carried in UDP and protected by Datagram Transport
Layer Security (DTLS) protocol as part of the VPN tunnel. The integrated VPN tunnel applies only to
voice and IP phone services. A PC connected to the PC port cannot use this tunnel and needs to establish
its own VPN tunnel for any traffic from the PC. Cisco Virtualization Experience Infrastructure (VXI)
clients connected to the PC port on a Cisco Unified IP Phone can be configured to join the VPN tunnel.
The MAC address of the VXI client must be added to the phone's device profile configuration to allow
it access to the tunnel.
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For a phone with the embedded VPN client, you must first configure the phone with the VPN
configuration parameters, including the VPN concentrator addresses, VPN concentrator credentials, user
or phone ID, and credential policy. Because of the sensitivity of this information, the phone must be
provisioned within the corporate network before the phone can attempt connecting over an untrusted
network. Deploying the phone without first staging the phone in the corporate network is not supported.

The settings menu on the phone's user interface allows the user to enable or disable VPN tunnel
establishment. When the VPN tunnel establishment is enabled, the phone starts to establish a VPN
tunnel. The phone can be configured with up to three VPN concentrators to provide redundancy. The
VPN client supports redirection from a VPN concentrator to other VPN concentrators as a load balancing
mechanism.

For instructions on configuring the phones for the VPN client, refer to the latest version of the Cisco
Unified Communications Manager Administration Guide, available at:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

Quality of Service

Quality of Service (QoS) is a vital part of any security policy for an enterprise network. Even though
most people think of QoS as setting the priority of traffic in a network, it also controls the amount of
data that is allowed into the network. In the case of Cisco switches, that control point is at the port level
when the data comes from the phone to the Ethernet switch. The more control applied at the edge of the
network at the access port, the fewer problems will be encountered as the data aggregates in the network.

QoS can be used to control not only the priority of the traffic in the network but also the amount of traffic
that can travel through any specific interface. Cisco Smartports templates have been created to assist in
deploying voice QoS in a network at the access port level.

A rigorous QoS policy can control and prevent denial-of-service attacks in the network by throttling
traffic rates.

As mentioned previously in the lobby phone example, Cisco recommends that you provide enough flow
control of the traffic at the access port level to prevent any attacker from launching a denial-of-service
(DoS) attack from that port in the lobby. The configuration for that example was not as aggressive as it
could be because the QoS configuration allowed traffic sent to the port to exceed the maximum rate, but
the traffic was remarked to the level of scavenger class. Given a more aggressive QoS policy, any amount
of traffic that exceeded that maximum limit of the policy could just be dropped at the port, and that
"unknown" traffic would never make it into the network. QoS should be enabled across the entire
network to give the IP Telephony data high priority from end to end.

For more information on QoS, refer to the chapter on Network Infrastructure, page 3-1, and the
Enterprise QoS Solution Reference Network Design (SRND) Guide available at

http://www.cisco.com/go/designzone
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Access Control Lists

This section covers access control lists (ACLs) and their uses in protecting voice data.

VLAN Access Control Lists

You can use VLAN access control lists (ACLs) to control data that flows on a network. Cisco switches
have the capability of controlling Layers 2 to 4 within a VLAN ACL. Depending on the types of switches
in a network, VLAN ACLs can be used to block traffic into and out of a particular VLAN. They can also
be used to block intra-VLAN traffic to control what happens inside the VLAN between devices.

If you plan to deploy a VLAN ACL, you should verify which ports are needed to allow the phones to
function with each application used in your IP Telephony network. Normally any VLAN ACL would be
applied to the VLAN that the phones use. This would allow control at the access port, as close as possible
to the devices that are plugged into that access port.

ACLs provide the ability to control the network traffic in and out of a VLAN as well as the ability to
control the traffic within the VLAN.

VLAN ACLs are very difficult to deploy and manage at an access-port level that is highly mobile.
Because of these management issues, care should be taken when deploying VLAN ACLs at the access
port in the network.

Router Access Control Lists

As with VLAN ACLs, routers have the ability to process both inbound and outbound ACLs by port. The
first Layer 3 device is the demarcation point between voice data and other types of data when using voice
and data VLANSs, where the two types of data are allowed to send traffic to each other. Unlike the VLAN
ACLs, router ACLs are not deployed in every access device in your network. Rather, they are applied at
the edge router, where all data is prepared for routing across the network. This is the perfect location to
apply a Layer 3 ACL to control which areas the devices in each of the VLANSs have the ability to access
within a network. Layer 3 ACLs can be deployed across your entire network to protect devices from each
other at points where the traffic converges. (See Figure 4-10.)
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Figure 4-10 Router ACLs at Layer 3
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There are many types of ACLs that can be deployed at Layer 3. For descriptions and examples of the
most common types, refer to Configuring Commonly Used IP ACLs, available (with Cisco partner login
required) at

http://cisco.com/en/US/partner/tech/tk648/tk361/technologies_configuration_example09186a0080
100548.shtml

Depending on your security policy, the Layer 3 ACLs can be as simple as not allowing IP traffic from
the non-voice VLANS to access the voice gateway in the network, or the ACLs can be detailed enough
to control the individual ports and the time of the day that are used by other devices to communicate to
IP Telephony devices. As the ACLs become more granular and detailed, any changes in port usage in a
network could break not only voice but also other applications in the network.

If there are software phones in the network, if web access to the phone is allowed, or if you use the
Attendant Console or other applications that need access to the voice VLAN subnets, the ACLs are much
more difficult to deploy and control.

For IP phones restricted to specific subnets and limited to a voice VLAN, ACLs can be written to block
all traffic (by IP address or IP range) to Unified CMs, voice gateways, phones, and any other voice
application that is being used for voice-only services. This method simplifies the ACLs at Layer 3
compared to the ACLs at Layer 2 or VLAN ACLs.

Firewalls can be used in conjunction with ACLs to protect the voice servers and the voice gateways from
devices that are not allowed to communicate with IP Telephony devices. Because of the dynamic nature
of the ports used by IP Telephony, having a firewall does help to control opening up a large range of ports
needed for IP Telephony communications. Given the complexities that firewalls introduce into a network
design, you must take care in placing and configuring the firewalls and the devices around the firewalls
to allow the traffic that is considered correct to pass while blocking the traffic that needs to be blocked.

IP Telephony networks have unique data flows. The phones use a client/server model for signaling for
call setup, and Unified CM controls the phones through that signaling. The data flows for the IP
Telephony RTP streams are more like a peer-to-peer network, and the phones or gateways talk directly
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to each other via the RTP streams. If the signaling flows do not go through the firewall so that the firewall
can inspect the signaling traffic, the RTP streams could be blocked because the firewall will not know
which ports need to be opened to allow the RTP streams for a conversation.

A firewall placed in a correctly designed network can force all the data through that device, so capacities
and performance need to be taken into account. Performance includes the amount of latency, which can
be increased by a firewall if the firewall is under high load or even under attack. The general rule in an
IP Telephony deployment is to keep the CPU usage of the firewalls to less than 60% for normal usage.
If the CPU runs over 60%, it increases the chance of impacting IP phones, call setup, and registration.
If the CPU usage stays at a sustained level above 60%, the registered IP phones will be affected, quality
of calls in progress will degrade, and call setup for new calls will suffer. In the worst case, if the sustained
CPU usage stays above 60%, phones will start to unregister. When this happens, they will attempt to
re-register with Unified CM, thus increasing the load on the firewalls even more. If this were to happen,
the effect would be a rolling blackout of phones unregistering and attempting to re-register with
Unified CM. Until the CPU usage of the firewall decreases to under 60% sustained load, this rolling
blackout would continue and most (if not all) of the phones would be affected. If you are currently using
a Cisco firewall in your network, you should monitor the CPU usage carefully when adding IP Telephony
traffic to your network so that you do not adversely affect that traffic.

There are many ways to deploy firewalls. This section concentrates on the Cisco Adaptive Security
Appliance (ASA) in the active/standby mode in both routed and transparent scenarios. Each of the
configurations in this section is in single-context mode within the voice sections of the firewall
configurations.

All of the Cisco firewalls can run in either multiple-context or single-context mode. In single-context
mode, the firewall is a single firewall that controls all traffic flowing through it. In multiple-context
mode, the firewalls can be turned into many virtual firewalls. Each of these contexts or virtual firewalls
have their own configurations and can be controlled by different groups or administrators. Each time a
new context is added to a firewall, it will increase the load and memory requirements on that firewall.
When you deploy a new context, make sure that the CPU requirements are met so that voice RTP streams
are not adversely affected.

Adaptive Security Appliances have limited support for application inspection of IPv6 traffic for Unified
Communications application servers and endpoints. Cisco recommends not using IPv6 for Unified
Communications if ASAs are deployed in your network.

An ASA with No Payload Encryption model disables Unified Communications features.

A firewall provides a security control point in the network for applications that run over the network. A
firewall also provides dynamic opening of ports for IP Telephony conversations if that traffic is running
through the firewall.

Using its application inspection capability, the firewall can inspect the traffic that runs though it to
determine if that traffic is really the type of traffic that the firewall is expecting. For example, does the
HTTP traffic really look like HTTP traffic, or is it an attack? If it is an attack, then the firewall drops that
packet and does not allow it to get to the HTTP server behind the firewall.

Not all IP Telephony application servers or applications are supported with firewall application layer
protocol inspection. Some of these applications include Cisco Unity voicemail servers, Cisco Unified
Attendant Console, Cisco Unified Contact Center Enterprise, and Cisco Unified Contact Center Express.
ACLs can be written for these applications to allow traffic to flow through a firewall.
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The timers for failover on the firewalls are set quite high by default. To keep from affecting voice RTP
streams as they go through the firewall if there is a failover, Cisco recommends reducing those timer
settings to less than one second. If this is done, and if there is a failover, the amount of time that the RTP
streams could be affected will be less because the firewalls will fail-over quicker and there will be less
impact on the RTP streams during the failover time.

When firewalls are placed between different Unified Communications components, the application
inspection must be enabled for all protocols used for communications between the components.
Application inspection can fail in call flow scenarios used by features such as Silent Monitoring by
Unified Communications Manager, when the firewall is between the remote agent phones and the
supervisor phones.

Unified Communications devices using TCP, such as Cisco Unified Communications Manager, support
the TCP SACK option to speed up data transfer in case of packet loss. But not all firewalls support the
TCP SACK option. In that case, TCP sessions established between Unified Communications devices
through such a firewall will encounter problems if they attempt to use the TCP SACK option, and the
TCP session might fail. Therefore, the firewalls should provide full support for the TCP SACK option.
If support is not available, then the firewalls should be able to modify the TCP packets during the
three-way handshake and to disable TCP SACK option support so that the endpoints will not attempt to
use this option.

To determine if the applications running on your network are supported with the version of firewall in
the network or if ACLs have to be written, refer to the appropriate application documentation available at

http://www.cisco.com

The ASA firewall in routed mode acts as a router between connected networks, and each interface
requires an IP address on a different subnet. In single-context mode, the routed firewall supports Open
Shortest Path First (OSPF) and Routing Information Protocol (RIP) in passive mode. Multiple-context
mode supports static routes only. ASA version 8.x also supports Enhanced Interior Gateway Routing
Protocol (EIGRP). Cisco recommends using the advanced routing capabilities of the upstream and
downstream routers instead of relying on the security appliance for extensive routing needs. For more
information on the routed mode, refer to the Cisco Security Appliance Command Line Configuration
Guide, available at

http://www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_lis
t.html

The routed ASA firewall supports QoS, NAT, and VPN termination to the box, which are not supported
in the transparent mode (see Transparent ASA, page 4-26). With the routed configuration, each interface
on the ASA would have an IP address. In the transparent mode, there would be no IP address on the
interfaces other then the IP address to manage the ASA remotely.

The limitations of this mode, when compared to the transparent mode, are that the device can be seen in
the network and, because of that, it can be a point of attack. In addition, placing a routed ASA firewall
in a network changes the network routing because some of the routing can be done by the firewall. IP
addresses must also be available for all the interfaces on the firewall that are going to be use, so changing
the IP addresses of the routers in the network might also be required. If a routing protocol or RSVP is to
be allowed through the ASA firewall, then an ACL will have to be put on the inside (or most trusted)
interface to allow that traffic to pass to the outside (or lesser trusted) interfaces. That ACL must also
define all other traffic that will be allowed out of the most trusted interface.
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Transparent ASA

Note

The ASA firewall can be configured to be a Layer 2 firewall (also known as "bump in the wire" or
"stealth firewall"). In this configuration, the firewall does not have an IP address (other than for
management purposes), and all of the transactions are done at Layer 2 of the network. Even though the
firewall acts as a bridge, Layer 3 traffic cannot pass through the security appliance unless you explicitly
permit it with an extended access list. The only traffic allowed without an access list is Address
Resolution Protocol (ARP) traffic.

This configuration has the advantage that an attacker cannot see the firewall because it is not doing any
dynamic routing. Static routing is required to make the firewall work even in transparent mode.

This configuration also makes it easier to place the firewall into an existing network because routing does
not have to change for the firewall. It also makes the firewall easier to manage and debug because it is
not doing any routing within the firewall. Because the firewall is not processing routing requests, the
performance of the firewall is usually somewhat higher with inspect commands and overall traffic than
the same firewall model and software that is doing routing.

With transparent mode, if you are going to pass data for routing, you will also have to define the ACLs
both inside and outside the firewall to allow traffic, unlike with the same firewall in routed mode. Cisco
Discovery Protocol (CDP) traffic will not pass through the device even if it is defined. Each directly
connected network must be on the same subnet. You cannot share interfaces between contexts; if you
plan on running multiple-context mode, you will have to use additional interfaces. You must define all
non-IP traffic, such as routing protocols, with an ACL to allow that traffic through the firewall. QoS is
not supported in transparent mode. Multicast traffic can be allowed to go through the firewall with an
extended ACL, but it is not a multicast device. In transparent mode, the firewall does not support VPN
termination other than for the management interface.

If a routing protocol or RSVP is to be allowed through the ASA firewall, then an ACL will have to be
put on the inside (or most trusted) interface to allow that traffic to pass to the outside (or lesser trusted)
interfaces. That ACL must also define all other traffic that will be allowed out of the most trusted
interface.

For more information on the transparent mode, refer to the Cisco Security Appliance Command Line
Configuration Guide, available at

http://www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_lis
t.html

Using NAT in transparent mode requires ASA version 8.0(2) or later. For more information, refer to the
Cisco ASA 5500 Series Release Notes at
http://www.cisco.com/en/US/docs/security/asa/asa80/release/notes/asarn80.html.

Network Address Translation for Voice and Video

The Network Address Translation (NAT) device translates the private IP addresses inside the enterprise
into public IP addresses visible on the public Internet. Endpoints inside the enterprise are internal
endpoints, and endpoints in the public Internet are external endpoints.

When a device inside the enterprise connects out through the NAT, the NAT dynamically assigns a public
IP address to the device. This public IP address is referred to as the public mapped address or the
reflexive transport address. When the NAT forwards this packet to a device on the public Internet, the
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packet appears to come from its assigned public address. When external devices send packets back to
the NAT at the public address, the NAT translates the IP addresses back to the internal private addresses
and then forwards the packets to the internal network.

The NAT functionality is often part of the firewall and is therefore sometimes referred to as a NAT/FW.
NATs map a large set of internal, private IP addresses into a smaller set of external, public IP addresses.
The current public IPv4 address space is limited, and until IPv6 emerges as a ubiquitous protocol, most
enterprises will have a limited number of IPv4 public addresses available. The NAT allows an enterprise
with a large number of endpoints to make use of a small pool of public IP addresses. The NAT
implements this functionality by dynamically mapping an internal IP address to an external IP address
whenever an internal endpoint makes a connection out through the NAT. Each of these mappings is called
a NAT binding.

The major complication in implementing NAT for voice and video devices occurs because the signaling
protocols for voice and video include source addresses and ports in the protocol signaling messages.
These source addresses provide the destination addresses that remote endpoints should use for return
packets. However, internal endpoints use addresses from the private address space, and a NAT without
an Application Layer Gateway (ALG) does not alter these internal addresses. When the remote endpoint
receives a message, it cannot route packets to the private IP address in the message. Fixing this problem
requires enabling an ALG, for example a SIP, H.323, or SCCP 'fixup', on the NAT device that can inspect
the contents of the packet and implement address translation for the media IP addresses and port numbers
encapsulated in the signaling messages.

A NAT ALG is similar to a firewall ALG, but a NAT ALG actually changes (maps) the addresses and
ports in the signaling messages. The NAT ALG cannot inspect the contents of encrypted signaling
messages.

Data Center

Within the data center, the security policy should define what security is needed for the IP Telephony
applications servers. Because the Cisco Unified Communications servers are based on IP, the security
that you would put on any other time-sensitive data within a data center could be applied to those servers
as well.

If clustering over the WAN is being used between data centers, any additional security that is applied
both within and between those data centers has to fit within the maximum round-trip time that is allowed
between nodes in a cluster. In a multisite or redundant data center implementation that uses clustering
over the WAN, if your current security policy for application servers requires securing the traffic
between servers across data center firewalls, then Cisco recommends using IPSec tunnels for this traffic
between the infrastructure security systems already deployed.

To design appropriate data center security for your data applications, Cisco recommends following the
guidelines presented in the Data Center Networking: Server Farm Security SRND (Server Farm Security
in the Business Ready Data Center Architecture), available at

http://www.cisco.com/go/designzone
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Gateways, Trunks, and Media Resources

Gateways and media resources are devices that convert an IP Telephony call into a PSTN call. When an
outside call is placed, the gateway or media resource is one of the few places within an IP Telephony
network to which all the voice RTP streams flow.

Because IP Telephony gateways and media resources can be placed almost anywhere in a network,
securing an IP Telephony gateway or media resource might be considered more difficult than securing
other devices, depending on your security policy. However, depending on which point trust is established
in the network, the gateways and media resources can be quite easy to secure. Because of the way the
gateways and media resources are controlled by Unified CM, if the path that the signaling takes to the
gateway or media resource is in what is considered a secure section of the network, a simple ACL can
be used to control signaling to and from the gateway or media resource. If the network is not considered
secure between the gateways (or media resources) and where the Unified CMs are located (such as when
a gateway is located at a remote branch), the infrastructure can be used to build IPSec tunnels to the
gateways and media resources to protect the signaling. Most networks would most likely use a
combination of the two approaches (ACL and IPSec) to secure those devices.

For H.323 videoconferencing devices, an ACL can be written to block port 1720 for H.225 trunks from
any H.323 client in the network. This method would block users from initiating an H.225 session with
each other directly. Cisco devices might use different ports for H.225, so refer to the product
documentation for your equipment to see which port is used. If possible, change the port to 1720 so that
only one ACL is needed to control signaling.

Because we use QoS at the edge of the network, if an attacker can get into the voice VLAN and determine
where the gateways and media resources are, QoS at the port would limit how much data the attacker
would be able to send to the gateway or media resource. (See Figure 4-11.)

Figure 4-11 Securing Gateways and Media Resources with IPSec, ACLs, and QoS
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Some gateways and media resources support Secure RTP (SRTP) to the gateways and media resources
from the phones, if the phone is enabled for SRTP. To determine if a gateway or media resource supports
SRTP, refer to the appropriate product documentation at:

http://www.cisco.com

For more information on IPSec tunnels, refer to the Site-to-Site IPSec VPN Solution Reference Network
Design (SRND), available at:

http://www.cisco.com/go/designzone

Putting Firewalls Around Gateways

Some very interesting issues arise from placing firewalls between a phone making a call and the gateway
to the PSTN network. Stateful firewalls look into the signaling messages between Unified CM, the
gateway, and the phone, and they open a pinhole for the RTP streams to allow the call to take place. To
do the same thing with a normal ACL, the entire port ranges used by the RTP streams would have to be
open to the gateway.

There are two ways to deploy gateways within a network: behind a firewall and in front of a firewall. If
you place the gateway behind a firewall, all the media from the phones that are using that gateway have
to flow through the firewall, and additional CPU resources are required to run those streams through the
firewall. In turn, the firewall adds control of those streams and protects the gateway from
denial-of-service attacks. (See Figure 4-12.)

Figure 4-12 Gateway Placed Behind a Firewall
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The second way to deploy the gateway is outside the firewall. Because the only type of data that is ever
sent to the gateway from the phones is RTP streams, the access switch's QoS features control the amount
of RTP traffic that can be sent to that gateway. The only thing that Unified CM sends to the gateway is
the signaling to set up the call. If the gateway is put in an area of the network that is trusted, the only
communication that has to be allowed between Unified CM and the gateway is that signaling. (See
Figure 4-12.) This method of deployment decreases the load on the firewall because the RTP streams are
not going through the firewall.
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Unlike an ACL, most firewall configurations will open only the RTP stream port that Unified CM has
told the phone and the gateway to use between those two devices as long as the signaling goes through
the firewall. The firewall also has additional features for DoS attacks and Cisco Intrusion Prevention
System (IPS) signatures to look at interesting traffic and determine if any attackers are doing something
they should not be doing.

As stated in the section on Firewalls, page 4-23, when a firewall is looking at all the signaling and RTP
streams from phones to a gateway, capacity could be an issue. Also, if data other than voice data is
running through the firewall, CPU usage must be monitored to make sure that the firewall does not affect
the calls that are running through the firewall.

Firewalls and H.323

H.323 utilizes H.245 for setting up the media streams between endpoints, and for the duration of that
call the H.245 session remains active between Unified CM and the H.323 gateway. Subsequent changes
to the call flow are done through H.245.

By default, a Cisco firewall tracks the H.245 session and the associated RTP streams of calls, and it will
time-out the H.245 session if no RTP traffic crosses the firewall for longer than 5 minutes. For topologies
where at least one H.323 gateway and the other endpoints are all on one side of the firewall, the firewall
will not see the RTP traffic. After 5 minutes, the H.245 session will be blocked by the firewall, which
stops control of that stream but does not affect the stream itself. For example, no supplementary services
will be available. This default behavior can be changed in firewall configuration so that the maximum
anticipated call duration is specified.

The advantage of the configuration change from default is that it prevents H.323 from losing any call
functionality when all endpoints are on the same side of the firewall.

Secure Audio and Video Conferencing

A Cisco TelePresence MCU conference bridge is required for providing secure voice and video
conferencing for both video-enabled Cisco IP Phones and Cisco TelePresence endpoints. While

Cisco IOS ISR G2 routers can support audio and video conferencing, they do not yet support encryption
for such conferences.

Implementing encrypted media and signaling between Unified CM, its endpoints, and the MCU, requires
configuring the SIP trunk between the Unified CM server and the MCU as a secure SIP trunk. The SIP
trunk configuration must also be set to allow SRTP. (See Figure 4-13.) The MCU certificates need to be
uploaded to the Unified CM trust store, and the certificate Common Name should be configured as the
X.509 subject name on the SIP trunk profile. The callmanager.pem certificate from Unified CM should,
in turn, be uploaded to the MCU.

This configuration enables both secure signaling and HTTPS for management traffic between
Unified CM and the Cisco TelePresence MCU.
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Figure 4-13 Unified CM and Cisco TelePresence MCU Secure Integration
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Unified CM Trunk Integration with Cisco Unified Border Element

Unified CM trunks provide an additional point of IP connectivity between the enterprise network and
external networks. Additional security measures must be applied to these interconnects to mitigate
threats inherent in data and IP telephony applications. Implementing a Cisco Unified Border Element
between the Unified CM trunks and the external network provides for more flexible and secure
interoperability options.

The Cisco Unified Border Element is a Cisco IOS software feature that provides voice application
demarcation and security threat mitigation techniques applicable to both voice and data traffic. Cisco
Unified Border Element can be configured in conjunction with Cisco 10S Firewall, Authentication, and
VPN features on the same device to increase security for the Unified CM trunks integrated with service
provider networks or other external networks. These Cisco I0S security features can serve as a defense
against outside attacks and as a checkpoint for the internal traffic exiting to the service provider's
network through the router. Infrastructure access control lists (ACLs) can also be used to prevent
unauthorized access, DoS attacks, or distributed DoS (DDoS) attacks that originate from the service
provider or a network connected to the service provider's network, as well as to prevent intrusions and
data theft.

Cisco Unified Border Element is a back-to-back user agent (B2BUA) that provides the capability to hide
network topology on signaling and media. It enables security and operational independence of the
network and provides NAT service by substituting the Cisco Unified Border Element IP address on all
traffic.

Cisco Unified Border Element can be used to re-mark DSCP QoS parameters on media and signaling
packets between networks. This ensures that traffic adheres to QoS policies within the network.

Cisco IOS Firewall features, used in combination with Cisco Unified Border Element, provide
Application Inspection and Control (AIC) to match signaling messages and manage traffic. This helps
prevent SIP trunk DoS attacks and allows message filtering based on content and rate limiting.

Cisco Unified Border Element allows for SIP trunk registration. This capability is not available in
Unified CM SIP trunks.

[ oL-30952-03

Cisco Collaboration System 10.x SRND g



Chapter4  Cisco Collahoration Security |

W Cisco Unified Border Element Phone Proxy

Cisco Unified Border Element can register the enterprise network's E.164 DID numbers to the service
provider's SIP trunk on behalf of the endpoints behind it. If Cisco Unified Border Element is used to
proxy the network's E.164 DID numbers, the status of the actual endpoint is not monitored. Therefore
unregistered endpoints might still be seen as available.

Cisco Unified Border Element can connect RTP enterprise networks with SRTP over an external
network. This allows secure communications without the need to deploy SRTP within the enterprise. It
also supports RTP-SRTP interworking, but this is limited to a small number of codecs, including G.711
mulaw, G.711 alaw, G.729abr8, G.729ar8, G.729br8, and G.72918.

Certain SIP service providers require SIP trunks to be registered before they allow call service. This
ensures that calls originate only from well-known endpoints, thus making the service negotiation
between the enterprise and the service provider more secure. Unified CM does not support registration
on SIP trunks natively, but this support can be accomplished by using a Cisco Unified Border Element.
The Cisco Unified Border Element registers to the service provider with the phone numbers of the
enterprise on behalf of Cisco Unified Communications Manager.

For configuration and product details about Cisco Unified Border Element, refer to the documentation at:
e http://www.cisco.com/en/US/products/sw/voicesw/ps5640/index.html

e http://www.cisco.com/en/US/products/sw/voicesw/ps5640/products_installation_and_configuration_
guides_list.html

Cisco Unified Border Element Phone Proxy

Cisco Unified Border Element (CUBE) supports remote connectivity with Cisco SIP phones and allows
the establishment of a secure application layer connection for both signaling (SIP-TLS) and media
(Secure RTP) through the Internet. In this scenario, CUBE acts as a proxy, enabling registration of these
phones with Cisco Unified CM. This support enables communication between devices used by remote
users on different logical networks, in both cloud-based and on-premises deployments.

In a phone proxy implementation, CUBE is placed between Unified CM and the endpoint. The remote
endpoint connects to the TFTP service on CUBE to get configuration information such as the Certificate
Trust List (CTL) file and phone-specific configuration settings. The phone then registers with the
Unified CM. In the deployment shown in Figure 4-14, Unified CM and the phone configuration operate
in unsecured mode (TCP to Real-Time Transport Protocol). The phone configuration can be changed to
operate in a secure mode (Transport Layer Security Secure to Real-Time Transport Protocol) if needed.
When the phone registration is completed, the phone can invoke all normal call services.

Cisco Collaboration System 10.x SRND
m. 0L-30952-03 |


http://www.cisco.com/en/US/products/sw/voicesw/ps5640/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/sw/voicesw/ps5640/index.html

| Chapter4

Cisco Collaboration Security

Cisco TelePresence Video Communication Server (VCS) W

Figure 4-14 Cisco Unified Border Element (CUBE) Phone Proxy
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For information on supported devices and versions, refer to the Cisco Unified Border Element product
documentation available at

http://www.cisco.com/c/en/us/products/unified-communications/unified-border-element/index.htm
1

Cisco TelePresence Video Communication Server (VCS)

The Cisco TelePresence Video Communication Server (VCS) and Unified CM can be configured to
interwork with each other using SIP trunks.

Secure interworking of these two systems when using a SIP trunk is achieved by configuring the SIP
trunk to use TLS for signaling. For Unified CM to make a TLS connection to Cisco VCS, the
Unified CM server must trust the VCS's server certificate. The VCS certificate from the issuing
Certificate Authority (CA) used by VCS needs to be uploaded to the Unified CM server's trust store,
allowing it to trust a root certificate that in turn trusts the VCS's certificate. Unified CM's
callmanager.pem certificate, in turn, needs to be available in the CA's trust.

This process can be simplified by using a common certificate authority for both Unified CM and VCS.
If both VCS and Unified CM have been loaded with valid certificates from the same certificate authority
and the root CA is already loaded onto Unified CM, then no further work is required.

The Unified CM SIP trunk for the VCS then needs to be configured to have a SIP trunk security profile
that specifies the VCS certificate's Common Name (CN) as the X.509 Subject Name, has TLS enabled,
and allows SRTP.
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On VCS, the neighbor zone to Unified CM must be configured to allow TLS. When the zone is
configured to use media encryption for calls, end-to-end TLS and SRTP are enabled for calls between
Unified CM and VCS endpoints (see Figure 4-15).

Figure 4-15 Unified CM and Cisco VCS Secure Integration
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Unified CM supports H.235 pass-through as a security mechanism when interacting with H.323 video
devices, and it has added support for Secure Real-Time Transport Protocol (SRTP) encryption of the
video and audio media streams of video calls of Cisco SIP video endpoints. However, interworking of
H.235 to SRTP is not currently supported in Unified CM. Whenever H.235 and SRTP are needed in a
video deployment, Cisco recommends registering the H.323 endpoints to a Cisco VCS as a gatekeeper
and using SIP-to-H.323 interworking, while providing SRTP for the SIP video endpoints in the
Unified CM side and a secure SIP trunk to the VCS. If the H.323 video endpoints are configured to use
H.235 with the VCS, the call can be encrypted end-to-end.

Cisco Expressway in a DMZ

Cisco Expressway can establish video communication calls with devices outside the enterprise network
and across the Internet. The Expressway must be placed outside the private network used by the Cisco
Collaboration solution to allow external callers to access the device. It can be deployed either on the
public Internet or in a demilitarized zone (DMZ). By default, firewalls block unsolicited incoming
requests, so the firewall must be configured to allow Expressway to establish a constant connection with
Unified CM.

Expressway-C is a SIP Proxy and communications gateway for Cisco Unified CM. It is configured with
a traversal client zone to communicate with Expressway-E to allow inbound and outbound calls to
traverse the NAT device. Expressway-E is a SIP Proxy for devices that are located remotely (outside the
enterprise network). It is configured with a public network domain name.

Cisco Expressway uses X.509 certificates for HTTPS, SIP TLS, and connections to systems such as
Cisco Unified CM, LDAP, and syslog servers. It uses its list of trusted CA certificates, and it is preferable
to use certificates signed by a third-party CA in this deployment. This simplifies the certificate
configuration and exchange between Expressway-C, Expressway-E, and Unified CM, and it reduces
management overhead.
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For a list of the Unified CM security features and how to enable them, refer to the Cisco Unified
Communications Manager Security Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

Before enabling any of the Unified CM security features, verify that they will satisfy the security
requirements specified in your enterprise security policy for these types of devices in a network. For
more information, refer to the Cisco ASA 5500 Series Release Notes at

http://www.cisco.com/en/US/docs/security/asa/asa80/release/notes/asarn80.html

Single Sign-On

The Single Sign-On (SSO) feature allows end users to log into a Windows domain and have secure access
to the Unified Communication Manager's User Options page and the Cisco Unified Communications
Integration for Microsoft Office Communicator (CUCIMOC) application.

Configuring Single Sign-On requires integration of Cisco Unified CM with third-party applications,
including Microsoft Windows Servers, Microsoft Active Directory, and the ForgeRock Open Access
Manager (OpenAM). For configuration details, refer to the latest version of the Cisco Unified
Communications Manager Features and Services Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

SELinux on the Unified CM and Application Servers

Cisco Unified Communications System application servers use Security Enhanced Linux (SELinux) as
the Host Intrusion Prevention software. SELinux enforces policies that look at the behavior of the traffic
to and from the server, and the way the applications are running on that server, to determine if everything
is working correctly. If something is considered abnormal, then SELinux's access rules prevent that
activity from happening.

Connection rate limiting for DoS protection, and network shield protection for blocking specific ports,
are configured using [PTables. The settings for the host-based firewall can be accessed using the
Operating System Administration page of the Cisco Unified Communications server.

SELinux cannot be disabled by an administrator, but it can be set to a permissive mode. It should be made
permissive strictly for troubleshooting purposes. Disabling SELinux requires root access and can be
done only by remote support from Cisco Technical Assistance Center (TAC).

General Server Guidelines

Your Unified CM and other IP Telephony application servers should not be treated as normal servers.
Anything you do while configuring the system could affect calls that are trying to be places or that are
in progress. As with any other business-class application, major configuration changes should be done
within maintenance windows to keep from disrupting phone conversations.

Standard security policies for application servers might not be adequate for IP Telephony servers. Unlike
email servers or web servers, voice servers will not allow you to refresh a screen or re-send a message.
The voice communications are real-time events. Any security policy for IP Telephony servers should
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ensure that work that is not related to configuring or managing the voice systems is not done on the IP
Telephony servers at any time. Activities that might be considered normal on application servers within
a network (for example, surfing the internet) should not take place on the IP Telephony servers.

In addition, Cisco provides a well defined patch system for the IP Telephony servers, and it should be
applied based on the patch policy within your IT organization. You should not patch the system normally
using the OS vendor’s patch system unless it is approved by Cisco Systems. All patches should be
downloaded from Cisco or from the OS vendor as directed by Cisco Systems, and applied according to
the patch installation process.

You should use the OS hardening techniques if your security policy requires you to lock down the OS
even more than what is provided in the default installation.

To receive security alerts, you can subscribe to the Cisco Notification service at:

http://www.cisco.com/cisco/support/notifications.html

Deployment Examples

This section presents examples of what could be done from a security perspective for a lobby phone and
a firewall deployment. A good security policy should be in place to cover deployments similar to these

types.

Lobby Phone Example

The example in this section illustrates one possible way to configure a phone and a network for use in
an area with low physical security, such as a lobby area. None of the features in this example are required
for a lobby phone, but if your security policy states more security is needed, then you could use the
features listed in this example.

Because you would not want anyone to gain access to the network from the PC port on the phone, you
should disable the PC port on the back of the phone to limit network access (see PC Port on the Phone,
page 4-15). You should also disable the settings page on the phone so that potential attackers cannot see
the IP addresses of the network to which the lobby phone is connected (see Settings Access, page 4-17).
The disadvantage of not being able to change the settings on the phone usually will not matter for a lobby
phone.

Because there is very little chance that a lobby phone will be moved, you could use a static IP address
for that phone. A static IP address would prevent an attacker from unplugging the phone and then
plugging into that phone port to get a new IP address (see IP Addressing, page 4-5). Also, if the phone
is unplugged, the port state will change and the phone will no longer be registered with Unified CM. You
can track this event in just the lobby phone ports to see if someone is trying to attach to the network.

Using static port security for the phone and not allowing the MAC address to be learned would mean that
an attacker would have to change his MAC address to that of the phone, if he were able to discover that
address. Dynamic port security could be used with an unlimited timer to learn the MAC address (but
never unlearn it), so that it would not have to be added. Then the switch port would not have to be
changed to clear that MAC address unless the phone is changed. The MAC address is listed in a label on
the bottom of the phone. If listing the MAC address is considered a security issue, the label can be
removed and replaced with a "Lobby Phone" label to identify the device. (See Switch Port, page 4-7.)
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A single VLAN could be used and Cisco Discovery Protocol (CDP) could be disabled on the port so that
attackers would not be able to see any information from the Ethernet port about that port or switch to
which it is attached. In this case, the phone would not have a CDP entry in the switch for E911 emergency
calls, and each lobby phone would need either a label or an information message to local security when
an emergency number is dialed.

A static entry in the DHCP Snooping binding table could be made because there would be no DHCP on
the port (see DHCP Snooping: Prevent Rogue DHCP Server Attacks, page 4-10). Once the static entry
is in the DHCP Snooping binding table, Dynamic ARP Inspection could be enabled on the VLAN to keep
the attacker from getting other information about one of the Layer 2 neighbors on the network (see
Requirement for Dynamic ARP Inspection, page 4-12).

With a static entry in the DHCP Snooping binding table, IP Source Guard could be used. If an attacker
got the MAC address and the IP address and then started sending packets, only packets with the correct
IP address could be sent.

A VLAN ACL could be written to allow only the ports and IP addresses that are needed for the phones
to operate (see VLAN Access Control Lists, page 4-22). The following example contains a very small
ACL that can be applied to a port at Layer 2 or at the first Layer 3 device to help control access into the
network (see Router Access Control Lists, page 4-22). This example is based on a Cisco 7960 IP Phone
being used in a lobby area, without music on hold to the phone or HTTP access from the phone.

Firewall Deployment Example (Centralized Deployment)

The example in this section is one way that firewalls could be deployed within the data center, with
Unified CMs behind them (see Figure 4-16). In this example, the Unified CMs are in a centralized
deployment, single cluster with all the phones outside the firewalls. Because the network in this
deployment already contained firewalls that are configured in routed mode within the corporate data
center, the load was reviewed before the placement of gateways was determined. After reviewing the
average load of the firewall, it was decided that all the RTP streams would not transverse the firewall in
order to keep the firewalls under the 60% CPU load (see Putting Firewalls Around Gateways, page 4-29).
The gateways are placed outside the firewalls, and ACLs within the network are used to control the TCP
data flow to and from the gateways from the Unified CMs. An ACL is also written in the network to
control the RTP streams from the phones because the IP addresses of the phones are well defined (see
IP Addressing, page 4-5). The voice applications servers are placed within the demilitarized zone
(DMZ), and ACLs are used at the firewalls to control access to and from the Unified CMs and to the
users in the network. This configuration will limit the amount of RTP streams through the firewall using
inspects, which will minimize the impact to the firewalls when the new voice applications are added to
the existing network.
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Figure 4-16 Firewall Deployment Example
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Securing Network Virtualization

This section describes the challenges with providing homogenous connectivity for communications
between virtual networks and a technique for overcoming these challenges. It assumes familiarity with
Virtual Route Forwarding and Network Virtualization. Network design principles for these technologies
are described in the Network Virtualization documentation available at
http://www.cisco.com/go/designzone.

This discussion is not meant as an endorsement to use virtualization as a method to increase the security
of a Unified Communications solution. Its purpose is to explain how such deployments can layer Unified
Communications onto the existing infrastructure. Refer to the Network Virtualization documentation for
evaluating the advantages and disadvantages of virtualization technology.

When a network is based on virtualization technology, there is a logical separation of traffic at Layer 3,
and separate routing tables exist for each virtual network. Due to the lack of routing information, devices
in different virtual networks cannot communicate with one another. This environment works well for
client-server deployments where all user endpoints communicate with devices in the data center only,
but it has issues for providing peer-to-peer communication. Regardless of how the virtual networks are
arranged — whether by department, location, type of traffic (data or voice), or some other basis — the core
issue is the same: endpoints in different Virtual Private Network Routing and Forwarding tables (VRFs)
do not have the capability to communicate to one another. Figure 4-17 shows a solution that uses a shared
VREF located in the data center to provide connectivity between a software-based phone located in one
VREF and a hardware phone located in another VRF. This solution may also apply to other variants of
this situation. Network Virtualization requires that fire-walling of the data center be implemented for the
demarcation between the data center and the campus networks, and the following discussion shows how
this can be implemented.
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Scenario 1: Single Data Center

Figure 4-17 Single Data Center
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This scenario is the simplest to implement and is an incremental configuration change beyond the usual
network virtualization implementation. This design incorporates a data center router with the capability
to route packets to any VRF, and it is called the fusion router. (Refer to the Network Virtualization
documentation for details on the configuration of the fusion router.) The deployment scenario for
enabling peer-to-peer communications traffic utilizes the fusion router for routing between VRFs and
the firewall capabilities for securing access to the data center.

The following base requirements apply to this scenario:

e Campus routers send packets for other campus VRFs toward the fusion router via default routing,
so all router hops must route by default to the fusion router. The data center shared VRF has route
information about each campus VRF. All VRFs other than the shared VRF have no direct
connectivity.

e A Unified CM cluster is located in a shared VRF in the data center, and communication within that
shared VREF is totally unhindered.

Cisco Collaboration System 10.x SRND
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e The shared VRF is located in the data center. If multiple data centers exist, the shared VRF spans
all the data centers.

The application layer gateway at the data center edge specifies access lists to open ports for TFTP and
SCCP or SIP sessions originated on the outside toward the Unified CM cluster in the data center. TFTP
is required to allow phones to download their configuration and software images from their TFTP server,
and SCCP or SIP is required to allow them to register with the Unified CM cluster. Refer to Unified CM
product documentation for a list of appropriate port numbers for the particular version of software used.

In this scenario, all call signaling from communication devices in each VRF passes through the
application layer gateway, and inspection of that signaling allows the application layer gateway to
dynamically open the necessary UDP pinholes for each VRF for the RTP traffic to pass from the outside
of the firewall toward the fusion router. Without the inspection occurring on the firewalls, each RTP
stream that originates from an endpoint on the outside is not allowed to pass through the firewall. It is
the inspection of the call control signaling that allows the UDP traffic to be forwarded through the
firewall.

This deployment model provides a method to allow communication devices on a VRF-enabled network
to have peer-to-peer connectivity. The application layer gateway provides secure access to the shared
VLAN and the fusion router. All media streams between different VRFs do not take the most direct path
between endpoints. The media is backhauled to the data center to be routed via the fusion router.

Scenario 2: Redundant Data Centers

When redundant data centers are involved, the scenario becomes more complicated. It is necessary to
ensure that the call setup signaling passes though the same application layer gateway that the
corresponding RTP stream is going to use. If the signaling and media take different paths, a UDP pinhole
is not opened. Figure 4-18 illustrates an example of a problematic scenario. The hardware phone on the
left is controlled by the subscribers in the data center on the left, and the corresponding call control
signaling passes through the left firewall. Pinholes are opened in that firewall for the RTP stream.
However, the routing might not guarantee that the RTP media stream follows the same path, and the
firewall on the right blocks that stream.
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Figure 4-18 Call Signaling and Media Take Different Paths
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The solution is to utilize Trusted Relay Point (TRP) functionality. (See Figure 4-19.) Subscribers in each
data center can invoke TRPs that provide anchoring of the media and ensure that the media streams flow
through the appropriate firewall. A phone controlled by a subscriber in the left data center must invoke
a TRP in that data center, and a phone controlled by a subscriber in the right data center must invoke a
TRP located in the right data center. The TRP provides an IP address that enables a specific host route
for media that can ensure the exact same routing path as the call signaling. This is used to ensure that
signaling and media pass via the same firewall, thus solving the issue.
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Figure 4-19 Redundant Data Centers with TRPs
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TRPs are media termination point resources that are invoked at the device level for any call involving
that device. Each device has a configuration checkbox that specifies whether a TRP should be invoked.

Conclusion

This chapter did not cover all of the security that could be enabled to protect the voice and video data
within your network. The techniques presented here are just a subset of all the tools that are available to
network administrators to protect all the data within a network. On the other hand, even these tools do
not have to be enabled within a network, depending on what level of security is required for the data
within the network overall. Choose your security methods wisely. As the security within a network
increases, so do the complexity and troubleshooting problems. It is up to each enterprise to define both
the risks and the requirements of its organization and then to apply the appropriate security within the
network and on the devices attached to that network.
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Gateways provide a number of methods for connecting a network of collaboration endpoints to the
Public Switched Telephone Network (PSTN), a legacy PBX, or external systems. Voice and video
gateways range from entry-level and standalone platforms to high-end, feature-rich integrated routers
and chassis-based systems.

This chapter explains important factors to consider when selecting a Cisco gateway to provide the
appropriate protocol and feature support for your voice and video network. The main topics discussed
in this chapter include:

¢ Understanding Cisco Gateways, page 5-2
e Gateway Selection, page 5-3

¢ Gateways for Video Telephony, page 5-12
e Gateways Best Practices, page 5-15

e Fax and Modem Support, page 5-21

What's New in This Chapter

Table 5-1 lists the topics that are new in this chapter or that have changed significantly from previous
releases of this document.

Table 5-1 New or Changed Information Since the Previous Release of This Document

New or Revised Topic Described in Revision Date
Minor updates to add the Cisco ISR 4000 Series Various sections of this chapter January 15, 2015
DTMF Relay for MGCP gateways MGCP Gateway, page 5-7 March 31, 2014
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Understanding Cisco Gateways

This section presents an overview of the following types of gateways:
e TDM and IP Trunking Gateways, page 5-2
e Cisco Analog Gateways, page 5-2
e C(Cisco Digital Trunk Gateways, page 5-3
¢ Cisco TelePresence ISDN Link, page 5-3

TDM and IP Trunking Gateways

Until approximately 2006, the only way for an enterprise to connect its internal voice and video network
to services outside the enterprise was by means of TDM gateways to the traditional PSTN. Cisco offers
a full range of TDM and serial gateways with analog and digital connections to the PSTN as well as to
PBXs and external systems. TDM connectivity covers a wide variety of low-density analog (FXS and
FXO0), low density digital (BRI), and high-density digital (T1, E1, and T3) interface choices.

Starting around 2006, new voice and video service options to an enterprise became available from
service providers, often as SIP trunk services. Using a SIP trunk for connecting to PSTN and other
destinations outside the enterprise involves an IP-to-IP connection at the edge of the enterprise's
network. The same functions traditionally fulfilled by a TDM or serial gateway are still needed at this
interconnect point, including demarcation, call admission control, QoS, troubleshooting boundary,
security checks, and so forth. For voice and video SIP trunking connections, the Cisco Unified Border
Element and the Cisco Video Communication Server (VCS) fulfills these functions as an interconnect
point between the enterprise and the service provider network.

The remainder of this chapter discusses in detail Cisco TDM gateway platforms. A brief section also
covers the Cisco serial gateways. Cisco Unified Border Element and Cisco Video Communication Server
are discussed in greater detail in the chapter on Cisco Unified CM Trunks, page 6-1.

Cisco gateways enable voice and video endpoints to communicate with non-IP and external
telecommunications devices. There are two types of Cisco gateways, analog and digital. Both types
support voice calls, but only digital gateways support video.

Cisco Analog Gateways

There are two categories of Cisco analog gateways, station gateways and trunk gateways.
e Analog station gateways

Analog station gateways connect Unified CM to Plain Old Telephone Service (POTS) analog
telephones, interactive voice response (IVR) systems, fax machines, and voice mail systems. Station
gateways provide Foreign Exchange Station (FXS) ports.

e Analog trunk gateways

Analog trunk gateways connect Unified CM to PSTN central office (CO) or PBX trunks. Analog
trunk gateways provide Foreign Exchange Office (FXO) ports for access to the PSTN, PBXs, or key
systems, and E&M (recEive and transMit, or ear and mouth) ports for analog trunk connection to a
legacy PBX. Analog Direct Inward Dialing (DID) and Centralized Automatic Message Accounting
(CAMA) are also available for PSTN connectivity.
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Cisco analog gateways are available on the following products and series:
e Cisco Voice Gateways VG204, VG224, and VG350

e Cisco Integrated Services Routers Generation 2 (ISR G2) 1900, 2900, 3900, and 4000 Series with
appropriate PVDMs and service modules or cards

Cisco Digital Trunk Gateways

A Cisco digital trunk gateway connects Unified CM to the PSTN or to a PBX via digital trunks such as
Primary Rate Interface (PRI), Basic Rate Interface (BRI), serial interfaces (V.35, RS-449, and EIA-530),
or T1 Channel Associated Signaling (CAS). Digital T1 PRI and BRI trunks can be used for both video
and audio-only calls.

Cisco digital trunk gateways are available on the following products and series:

e Cisco Integrated Services Routers Generation 2 (ISR G2) 1900, 2900, 3900, and 4000 Series with
appropriate PVDMs and service modules or cards

e C(Cisco TelePresence ISDN GW 3241 and MSE 8321
e Cisco TelePresence Serial GW 3340 and MSE 8330

Cisco TelePresence ISDN Link

The Cisco TelePresence ISDN Link is a compact appliance for in-room ISDN and external network
connectivity supporting Cisco TelePresence EX, MX, SX, and C Series endpoints. While traditional
voice and video gateways are shared resources that provide connectivity between the IP network and the
PSTN for many endpoints, each Cisco ISDN Link is paired with a single Cisco endpoint. For more
information, refer to Cisco TelePresence ISDN Link documentation available at

http://www.cisco.com/en/US/products/ps12504/tsd_products_support_series_home.html

Gateway Selection

When selecting a gateway for your voice and video network, consider the following factors:
e Core Feature Requirements, page 5-3
e Gateway Protocols for Call Control, page 5-4

¢ Core Feature Requirements, page 5-6

Core Feature Requirements

Gateways used by voice and video endpoints must meet the following core feature requirements:
¢ Dual tone multifrequency (DTMF) relay capabilities
e Supplementary services support

Supplementary services are basic telephony functions such as hold, transfer, and conferencing.
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e Fax/modem support

Fax over IP enables interoperability of traditional analog fax machines with IP telephony networks.
The fax image is converted from an analog signal and is carried as digital data over the packet
network.

e Redundancy support

Cisco Unified Communications is based on a distributed model for high availability. Unified CM
clusters provide for Unified CM redundancy. The gateways must support the ability to “re-home” to
a secondary Unified CM in the event that a primary Unified CM fails. Some gateways may register
to a Cisco VCS, in which case the gateway must support the ability to "re-home" to a secondary
Cisco VCS if the primary fails.

Refer to the gateway product documentation to verify that any gateway you select for an enterprise
deployment can support the preceding core requirements. Additionally, every collaboration
implementation has its own site-specific feature requirements, such as analog or digital access, DID, and
capacity requirements.

Gateway Protocols for Call Control

Cisco Unified Communications Manager (Unified CM) supports the following IP protocols for
gateways:

e Session Initiation Protocol (SIP)
e H.323
¢ Media Gateway Control Protocol (MGCP)
¢ Skinny Client Control Protocol (SCCP)
Cisco Video Communication Server (VCS) supports the following IP protocols for gateways:
e Session Initiation Protocol (SIP)
e H.323

SIP is the recommended call signaling protocol because it aligns with the overall Cisco Collaboration
solution and the direction of new voice and video products. However, protocol selection might depend
on site-specific requirements and the current installed base of equipment. Existing deployments might
be limited by the gateway hardware or require a different signaling protocol for a specific feature.

For example, placement of certain Cisco video gateways within the network depends upon the existing
call control architecture. Both the Cisco ISDN and serial gateways are optimized for video calls and were
initially designed to work with the Cisco VCS. The Cisco TelePresence Serial Gateway 8330 and 3340
platforms are recommended to register with a Cisco VCS using H.323, as shown in Figure 5-1.

Cisco Collaboration System 10.x SRND
m. 0L-30952-03 |



| Chapter5

Gateways

Gateway Selection W

Figure 5-1 Cisco TelePresence Serial Gateway Registered to Cisco VCS
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The Cisco TelePresence ISDN Gateway 8321 and 3241 support SIP beginning with version 2.2 and later.
This means that the Cisco 8321 and 3241 gateways can either register to VCS using H.323 (as shown in
Figure 5-2) or trunk directly to Unified CM using SIP (as shown in Figure 5-3).

Figure 5-2 Cisco TelePresence ISDN Gateway Registered to Cisco VCS
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Figure 5-3 Cisco TelePresence ISDN Gateway Registered to Cisco Unified CM

Unified CM

ISDN
Gateway

348692

Serial

In addition, the Unified CM deployment model being used can influence gateway protocol selection.
(Refer to the chapter on Collaboration Deployment Models, page 10-1.)

Core Feature Requirements

This section describes how each protocol (SCCP, H.323, MGCP, and SIP) supports the following
gateway feature requirements:

e DTMF Relay, page 5-6
e Supplementary Services, page 5-7

e Unified CM Redundancy, page 5-10

DTMF Relay

Dual-Tone Multifrequency (DTMF) is a signaling method that uses specific pairs of frequencies within
the voice band for signals. A 64 kbps pulse code modulation (PCM) voice channel can carry these signals
without difficulty. However, when using a low bite-rate codec for voice compression, the potential exists
for DTMF signal loss or distortion. An out-of-band signaling method for carrying DTMF tones across
an IP infrastructure provides an elegant solution for these codec-induced symptoms.

SCCP Gateways

The Cisco VG248 carries DTMF signals out-of-band using Transmission Control Protocol (TCP)
port 2002. Out-of-band DTMF is the default gateway configuration mode for the VG248.

H.323 Gateways

H.323 gateways, such as the Cisco 4000 Series products, can communicate with Unified CM using the
enhanced H.245 capability for exchanging DTMF signals out-of-band. This capability is enabled
through the command line interface (CLI) of the 4000 Series gateway and the dtmf-relay command
available in its dial-peers.
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MGCP Gateway

Note

SIP Gateway

Gateway Selection

Cisco I0S-based platforms can use MGCP for Unified CM communication. Within the MGCP protocol
is the concept of packages. The MGCP gateway loads the DTMF package upon start-up. The MGCP
gateway sends symbols over the control channel to represent any DTMF tones it receives. Unified CM
then interprets these signals and passes on the DTMF signals, out-of-band, to the signaling endpoint.

The method used for DTMF can be configured using the gateway CLI command:
mgcp dtmf-relay voip codec all mode { DTMF method}

An MGCP gateway cannot be forced to advertise only in-band DTMF. On enabling in-band DTMF relay,
the MGCP gateway will advertise both in-band and out-of-band (OOB) DTMF methods. Unified CM
determines which method should be selected and informs the gateway using MGCP signaling. If both
the endpoints are MGCP, there is no ability to invoke in-band for DTMF relay because after enabling
in-band DTMF, both sides will advertise in-band and OOB DTMF methods to Unified CM. Unified CM
will always select OOB if in-band and OOB capabilities are supported by the endpoints.

Cisco IOS and ISDN gateways can use SIP for Unified CM communication. They support various
methods for DTMF, but only the following methods can be used to communicate with Unified CM:

e Named Telephony Events (NTE), or RFC 2833
e Unsolicited SIP Notify (UN) (Cisco IOS gateways only)
e Key Press Markup Language (KPML)

The method used for DTMF can be configured using the gateway CLI command dtmf-relay under the
respective dial-peer.

For more details on DTMF method selection, see the section on Calls over SIP Trunks, page 7-10.

Supplementary Services

SCCP Gateways

H.323 Gateways

Supplementary services provide user functions such as hold, transfer, and conferencing. These are
considered basic telephony features and are more common in voice calls than in video calls.

The Cisco SCCP gateways provide full supplementary service support. The SCCP gateways use the
Gateway-to-Unified CM signaling channel and SCCP to exchange call control parameters.

H.323v2 implements Open/Close LogicalChannel and the emptyCapabilitySet features. The use of
H.323v2 by H.323 gateways eliminates the requirement for an MTP to provide supplementary services.
A transcoder is allocated dynamically only if required during a call to provide access to G.711-only
devices while still maintaining a G.729 stream across the WAN.

Once an H.323v2 call is set up between a Cisco IOS gateway and an IP endpoint, using the Unified CM
as an H.323 proxy, the endpoint can request to modify the bearer connection. Because the Real-Time
Transport Protocol (RTP) stream is directly connected to the endpoint from the Cisco IOS gateway, a
supported media codec can be negotiated.
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MGCP Gateway

Figure 5-4 and the following steps illustrate a call transfer between two IP phones:

1. If IP Phone 1 wishes to transfer the call from the Cisco IOS gateway to Phone 2, it issues a transfer
request to Unified CM using SCCP.

2. Unified CM translates this request into an H.323v2 CloseLogicalChannel request to the Cisco I0S
gateway for the appropriate SessionlD.

3. The Cisco IOS gateway closes the RTP channel to Phone 1.

4, Unified CM issues a request to Phone 2, using SCCP, to set up an RTP connection to the Cisco I0S
gateway. At the same time, Unified CM issues an OpenLogicalChannel request to the Cisco I0S
gateway with the new destination parameters, but using the same SessionID.

5. After the Cisco IOS gateway acknowledges the request, an RTP voice bearer channel is established
between Phone 2 and the Cisco IOS gateway.

Figure 5-4 H.323 Gateway Supplementary Service Support
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The MGCP gateways provide full support for the hold, transfer, and conference features through the
MGCEP protocol. Because MGCP is a master/slave protocol with Unified CM controlling all session
intelligence, Unified CM can easily manipulate MGCP gateway voice connections. If an IP telephony
endpoint (for example, an IP phone) needs to modify the session (for example, transfer the call to another
endpoint), the endpoint would notify Unified CM using SCCP. Unified CM then informs the MGCP
gateway, using the MGCP User Datagram Protocol (UDP) control connection, to terminate the current
RTP stream associated with the Session ID and to start a new media session with the new endpoint
information. Figure 5-5 illustrates the protocols exchanged between the MGCP gateway, endpoints, and
Unified CM.
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Figure 5-5 MGCP Gateway Supplementary Service Support
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The Unified CM SIP trunk interface to Cisco SIP gateways supports supplementary services such as
hold, blind transfer, and attended transfer. The support for supplementary services is achieved via SIP
methods such as INVITE and REFER. The corresponding SIP gateway must also support these methods
in order for supplementary services to work. For more details, refer to the following documentation:

Cisco Unified Communications Manager System Guide
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
Cisco I0S SIP Configuration Guide
http://www.cisco.com/en/US/docs/ios/voice/sip/configuration/guide/12_4t/sip_12_4t_book.html
Cisco TelePresence ISDN Gateway documentation

http://www.cisco.com/en/US/products/ps11448/tsd_products_support_series_home.html
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Unified CM Redundancy

An integral piece of the collaboration solution architecture is the provisioning of low-cost, distributed
PC-based systems to replace expensive and proprietary legacy PBX systems. This distributed design
lends itself to the robust fault tolerant architecture of clustered Unified CMs. Even in its most simplistic
form (a two-system cluster), a secondary Unified CM should be able to pick up control of all gateways
initially managed by the primary Unified CM.

SCCP Gateways

Upon boot-up, the Cisco VG224, VG248, and ATA 188 gateways are provisioned with Unified CM
server information. When these gateways initialize, a list of Unified CMs is downloaded to the gateways.
This list is prioritized into a primary Unified CM and secondary Unified CM. In the event that the
primary Unified CM becomes unreachable, the gateway registers with the secondary Unified CM.

H.323 VolIP Call Preservation for WAN Link Failures

H.323 call preservation enhancements for WAN link failures sustain connectivity for H.323 topologies
where signaling is handled by an entity that is different from the other endpoint, such as a gatekeeper

that provides routed signaling or a call agent (such as Cisco Unified CM) that brokers signaling between
the two connected parties. Call preservation is useful when a gateway and the other endpoint are located
at the same site but the call agent is remote and therefore more likely to experience connectivity failures.

H.323 call preservation covers the following types of failures and connections.
Failure Types:
e  WAN failures that include WAN links flapping or degraded WAN links.

e (Cisco Unified CM software failure, such as when the ccm.exe service crashes on a Unified CM
SErver.

e LAN connectivity failure, except when a failure occurs at the local branch.
Connection Types:
e (Calls between two Cisco Unified CM controlled endpoints under the following conditions:
— During Unified CM reloads.

— When a Transmission Control Protocol (TCP) connection used for signaling H.225.0 or H.245
messages between one or both endpoints and Unified CM is lost or flapping.

— Between endpoints that are registered to different Unified CMs in a cluster, and the TCP
connection between the two Unified CMs is lost.

— Between IP phones and the PSTN at the same site.

e (Calls between a Cisco IOS gateway and an endpoint controlled by a softswitch, where the signaling
(H.225.0, H.245 or both) flows between the gateway and the softswitch and media flows between
the gateway and the endpoint:

— When the softswitch reloads.

— When the H.225.0 or H.245 TCP connection between the gateway and the softswitch is lost, and
the softswitch does not clear the call on the endpoint.

— When the H.225.0 or H.245 TCP connection between softswitch and the endpoint is lost, and
the softswitch does not clear the call on the gateway.

e (Call flows involving a Cisco Unified Border Element running in media flow-around mode that
reload or lose connection with the rest of the network.
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Note that, after the media is preserved, the call is torn down later when either one of the parties hangs
up or media inactivity is detected. In cases where there is a machine-generated media stream, such as
music streaming from a media server, the media inactivity detection will not work and then the call might
hang. Cisco Unified CM addresses such conditions by indicating to the gateway that such calls should
not be preserved, but third-party devices or the Cisco Unified Border Element would not do this.

Flapping is defined for this feature as the repeated and temporary loss of IP connectivity, which can be
caused by WAN or LAN failures. H.323 calls between a Cisco I0S gateway and Cisco Unified CM may
be torn down when flapping occurs. When Unified CM detects that the TCP connection is lost, it clears
the call and closes the TCP sockets used for the call by sending a TCP FIN, without sending an H.225.0
Release Complete or H.245 End Session message. This is called quiet clearing. The TCP FIN sent from
Unified CM could reach the gateway if the network comes up for a short duration, and the gateway will
tear down the call. Even if the TCP FIN does not reach the gateway, the TCP keepalives sent from the
gateway could reach Unified CM when the network comes up. Unified CM will send TCP RST messages
in response to the keepalives because it has already closed the TCP connection. The gateway will tear
down H.323 calls if it receives the RST message.

Configuration of H.323 call preservation enhancements for WAN link failures involves configuring the
call preserve command. If you are using Cisco Unified CM, you must enable the Allow Peer to Preserve
H.323 Calls parameter from the Service Parameters window.

The call preserve command causes the gateway to ignore socket closure or socket errors on H.225.0 or
H.245 connections for active calls, thus allowing the socket to be closed without tearing down calls using
those connections.

MGCP gateways also have the ability to fail over to a secondary Unified CM in the event of
communication loss with the primary Unified CM. When the failover occurs, active calls are preserved.

Within the MGCP gateway configuration file, the primary Unified CM is identified using the call-agent
<hostname> command, and a list of secondary Unified CM is added using the ccm-manager
redundant-host command. Keepalives with the primary Unified CM are through the MGCP
application-level keepalive mechanism, whereby the MGCP gateway sends an empty MGCP notify
(NTFY) message to Unified CM and waits for an acknowledgement. Keepalive with the backup
Unified CMs is through the TCP keepalive mechanism.

If the primary Unified CM becomes available at a later time, the MGCP gateway can “re-home,” or
switch back to the original Unified CM. This re-homing can occur either immediately, after a
configurable amount of time, or only when all connected sessions have been released.

Redundancy with Cisco IOS SIP gateways can be achieved similarly to H.323. If the SIP gateway cannot
establish a connection to the primary Unified CM, it tries a second Unified CM defined under another
dial-peer statement with a higher preference.

By default the Cisco IOS SIP gateway transmits the SIP INVITE request 6 times to the Unified CM IP
address configured under the dial-peer. If the SIP gateway does not receive a response from that
Unified CM, it will try to contact the Unified CM configured under the other dial-peer with a higher
preference.

Cisco IOS SIP gateways wait for the SIP 100 response to an INVITE for a period of 500 ms. By default,
it can take up to 3 seconds for the Cisco IOS SIP gateway to reach the backup Unified CM. You can

change the SIP INVITE retry attempts under the sip-ua configuration by using the command retry invite
<number>. You can also change the period that the Cisco IOS SIP gateway waits for a SIP 100 response
to a SIP INVITE request by using the command timers trying <time> under the sip-ua configuration.
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One other way to speed up the failover to the backup Unified CM is to configure the command monitor
probe icmp-ping under the dial-peer statement. If Unified CM does not respond to an Internet Control
Message Protocol (ICMP) echo message (ping), the dial-peer will be shut down. This command is useful
only when the Unified CM is not reachable. ICMP echo messages are sent every 10 seconds.

The Cisco ISDN Gateway can connect to Unified CM via SIP trunk starting with Unified CM release 9.0
and ISDN Gateway release 2.2 and later. The ISDN Gateway SIP configuration consists of entering an
IP address, hostname, DNS A record, or DNS SRV record for outbound SIP connections. Redundancy
can be achieved by utilizing DNS SRV records with appropriate weight and priority so that, if the
primary Unified CM fails, the ISDN Gateway will send outbound SIP calls to the secondary Unified CM.

Gateways for Video Telephony

Video gateways terminate video calls into an IP telephony network or the PSTN. Video gateways are
different from voice gateways because they have to interact with the ISDN or serial links that support
video and convert that call to a video call on the IP network using protocols such as H.323 or SIP.
Enterprises can consider separate gateways for voice calls and video calls, or they can have integrated
gateways that route both voice and video calls.

The following key considerations can help you decide if you need separate gateways for voice and video
or an integrated gateway:

e Dial plan — If the enterprise has the flexibility of a separate dial plan for video users, it can use
separate video gateways that allow it to keep existing enterprise dial plans.

e Video users — If the enterprise has a large number of users who primarily use voice rather than
video, then Cisco recommends using separate video gateways to service the video call users.

e Locations — If the enterprise has a large number of distributed locations with video users at many
locations, then Cisco recommends using an integrated gateway to reduce total cost of ownership
(TCO).

e Additional video capabilities such as video IVR, auto attendant, and bonding across trunks —
Dedicated video gateways support advanced features that integrated gateways do not support.

¢ Protocol — Gateway protocol can be an important factor to align with enterprise policies and
standards.

e Device management — Ease of maintenance, management, and troubleshooting can be an important
factor. Dedicated gateways provide a better user interface (GUI) for management and configuration,
while integrated gateways can provide better troubleshooting. However, these factors are dependent
on the respective products.

Dedicated Video Gateways

Enterprises that have an extensive voice infrastructure with voice gateways can add dedicated video
gateways so that users can make video calls through them to the PSTN. The Cisco ISDN Gateway and
Serial Gateways are examples of dedicated video gateways. Although these products support audio-only
calls, they were designed specifically with video users in mind. They support a wide range of
video-centric protocols and features.

Figure 5-6 shows an enterprise deployment that can use existing protocols for its voice gateways and add
video gateways so that Unified CM users can make voice and video calls to the PSTN.
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The Cisco video gateways, while excellent for video calls, do not support all of the telephony features
that Cisco voice gateways offer. Cisco video gateways have the following characteristics:

e The Serial Gateway supports only H.323 for IP connectivity.

e The ISDN Gateway supports H.323 and SIP (starting with release 2.2) for IP connectivity.

e They support T1/E1-PRI, BRI, V.35, RS-449, and EIA-530.

e They support H.261, H.263, H.263+, and H.264 video codecs.

e They support G.711, G.722, G.722.1, and G.728; but they do not support G.729 audio.

e They support H.320, H.233, H.234, H.235 (AES), H.239, H.221, FTP, RTP, HTTP, HTTPS, DHCP,

SNMP, and NTP.

As a result of these differences in the products, the Cisco TDM and Serial Gateways are not
recommended as replacements for Cisco voice gateways. IP Telephony customers who want to add video
to their communications environment should deploy both types of gateways and use the Cisco voice
gateways for all voice calls and use the Cisco video gateways for video calls only. Customers might also
have to procure separate circuits for voice and video from their PSTN service provider, depending on
which model of Cisco gateway is deployed.

Also consider how calls will be routed across the IP network to a remote gateway for the purpose of
providing toll bypass, and how calls will be re-routed over the PSTN in the event that the IP network is
unavailable or does not have enough bandwidth to complete the call. More specifically, do you want to
invoke automated alternate routing (AAR) for video calls?
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Integrated Video Gateways

Although not recommended, enterprises may consider an integrated device for voice and video gateway
functionality. This provides the enterprise the advantages of managing fewer devices and keeping the
dial plan simple. The gateway processes the call as a voice call if it is voice and as a video call if it is
video.

Cisco IOS, ISDN, and Serial Video gateway have the following characteristics:
e Provide H.323 and SIP support (except Serial Gateway, which is H.323 only)
e Supports H.261, H.263, H.263+, and H.264 video codec
e Provides extensive called and calling transformation capabilities
e Provides extensive logging and troubleshooting capabilities
The following considerations apply for deploying Cisco IOS, ISDN, and Serial Video gateways:
¢ Consider the capacity needed on PSTN links for additional video calls.

¢ Consider the need of devices to use content sharing such as Binary Floor Control Protocol (BFCP),
and the additional bandwidth that will be used on the IP network.

e Consider if users need features such as far-end camera control or DTMF that is used for conferences
that the gateway needs to support.

Configuring the Gateways in Unified CM

You can configure a Cisco TelePresence ISDN Gateway in either of the following ways:

e Configure a SIP trunk pointing to the ISDN gateway (as shown in Figure 5-3), and add appropriate
Unified CM route patterns pointing to the SIP trunk.

e Configure a SIP trunk from Unified CM to Cisco VCS. Have the ISDN gateway (or Serial gateway
in this case) register to the VCS using H.323 (as shown in Figure 5-2.

The Cisco TelePresence Serial Gateway cannot be trunked directly to Unified CM. It must register to
Cisco VCS, which in turn has a SIP trunk to Unified CM.

Either way, the goal is have all inbound calls received by the gateways sent to Unified CM so that
Unified CM can decide how to route the calls. See the chapter on Cisco Unified CM Trunks, page 6-1,
for more details on how to configure the SIP trunk between Unified CM and VCS.

Call Signaling Timers

Due to the delay inherent in H.320 bonding, video calls can take longer to complete than voice calls.
Several timers in Unified CM are tuned, by default, to make voice calls process as fast as possible, and
they can cause video calls to fail. Therefore, you must modify the following timers from their default
values in order to support H.320 gateway calls:

e H.245TCSTimeout
e Media Exchange Interface Capability Timer
e Media Exchange Timer

Cisco recommends that you increase each of these timers to 25 by modifying them under the Service
Parameters in Unified CM Administration. Note that these are cluster-wide service parameters, so they
will affect calls to all types of devices, including voice calls to existing Cisco voice gateways.
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Bearer Capabilities of Cisco 10S Voice Gateways

H.323 calls use the H.225/Q.931 Bearer Capabilities Information Element (bearer-caps) to indicate what
type of call is being made. A voice-only call has its bearer-caps set to "speech" or "3.1 KHz Audio" while
a video call has its bearer-caps set to "Unrestricted Digital Information." Some devices do not support
Unrestricted Digital Information bearer-caps. Calls to these devices might fail if Unified CM attempts
the call as a H.323 video call.

Unified CM decides which bearer-caps to set, based on the following factors:
e Whether the calling and/or called devices are video-capable
e  Whether the region in Unified CM is configured to allow video for calls between those devices

Unified CM supports retrying the video call as audio, and this feature can be enabled through
configuration. When Unified CM makes a video call with bearer-caps set to "Unrestricted Digital" and
the call fails, Unified CM then retries the same call as an audio call with the bearer-caps set to "speech."

When using H.323, Cisco IOS gateways can service calls as voice or video, based on the bearer
capabilities it receives in the call setup. When using SIP, the gateway translates the ISDN capabilities
into SDP for call negotiations.

If the Cisco voice gateway uses MGCP to communicate with Unified CM, the problem will not occur
because Unified CM does not support video on its MGCP protocol stack and because, in MGCP mode,
Unified CM has complete control over the D-Channel signaling to the PSTN.

Gateways Best Practices

This section addresses the following best practices with regard to gateways:
e Tuning Gateway Gain Settings, page 5-15
e Routing Inbound Calls from the PSTN, page 5-16
e Routing Outbound Calls to the PSTN, page 5-17
e Automated Alternate Routing (AAR), page 5-18
e Least-Cost Routing, page 5-20

Tuning Gateway Gain Settings

Connecting a Cisco Unified Communications network to the PSTN through gateways requires that you
properly address media quality issues arising from echo and signal degradation due to power loss,
impedance mismatches, delay, and so forth. For this purpose, you must establish a Network
Transmission Loss Plan (NTLP), which provides a complete picture of signal loss in all expected voice
paths. Using this plan, you can identify locations where signal strength must be adjusted for optimum
loudness and effective echo cancellation. Note that not all carriers use the same loss plan, and that the
presence of cellular networks adds further complexity in creating the NTLP. Cisco does not recommend
adjusting input gain and output attenuation on gateways without first completing such an NTLP. For
more information, refer to Echo Analysis for Voice Over IP, available at

http://www.cisco.com/en/US/docs/ios/solutions_docs/voip_solutions/EA_ISD.pdf
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Routing Inbound Calls from the PSTN

Use one of the following methods to route inbound calls from the PSTN:

e Assign a single directory number to each user for both video and voice calls. This method is not
recommended because all calls would have to be received from the PSTN on a video gateway,
including audio-only calls. This would waste valuable video gateway resources and be hard to scale.

e Assign at least two different directory numbers to each video-enabled device in the Unified CM
cluster, with one line for audio and another line for video. With this method, the outside (PSTN)
caller must dial the correct number to enable video.

e For video calls, have outside callers dial the main number of the video gateway. Cisco ISDN and
Serial gateways offer an integrated auto-attendant that prompts the caller to enter the extension
number of the party they are trying to reach. Unified CM will then recognize that it is a video call
when ringing the destination device. This method relieves the caller from having to remember two
different DID numbers for each called party, but it adds an extra step to dialing an inbound video
call.

S

Note  The outside video endpoints must support DTMF in order to enter the extension of the called
party at the IVR prompt.

The following example illustrates the second method:

A user has a Cisco Unified IP Phone with video capabilities enabled. The extension of the

IP Phone is 51212, and the fully qualified DID number is 1-408-555-1212. To reach the user
from the PSTN for a voice-only call, people simply dial the DID number. The CO sends calls
to that DID number through T1-PRI circuit(s) connected to a Cisco Voice Gateway. When the
call is received by the gateway, Unified CM knows that the gateway is capable of audio only, so
it negotiates only a single audio channel for that call. Conversely, for people to reach the user
from the PSTN for a video call, they must dial the main number of the video gateway and then
enter the user’s extension. For example, they might dial 1-408-555-1000. The CO would send
calls to that number through the T1-PRI circuit(s) connected to a Cisco ISDN video gateway.
When the call is received by the gateway, an auto-attendant prompt asks the caller to enter the
extension of the person they are trying to reach. When the caller enters the extension via DTMF
tones, Unified CM knows that the gateway is capable of video, so it negotiates both audio and
video channels for that call.

Gateway Digit Manipulation

The Cisco TelePresence ISDN Gateways 8321 and 3241 and the Cisco TelePresence Serial Gateways
8330 and 3340 all have capabilities for digit manipulation. It is possible to set up multiple dial plan rules
on these video gateways. These rules match based on calling and/or called number and work in either
the IP-to-PSTN or PSTN-to-IP direction. When an inbound call matches a configured dial plan rule, the
ISDN or Serial gateway can take one of the following actions:

e Reject the call
¢ Enter the Auto Attendant
e Place a call to a number (or IP address, hostname, or URI in the case of a PSTN-to-IP call)

When the action is to place a call to a number, the original called number or parts of it can be used in
the new number to call.
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For more details, refer to the following documentation:
e Cisco TelePresence ISDN Gateway documentation, available at
http://www.cisco.com/en/US/products/ps11448/tsd_products_support_series_home.html
e Cisco TelePresence Serial Gateway documentation, available at

http://www.cisco.com/en/US/products/ps11605/tsd_products_support_series_home.html

Routing Outbound Calls to the PSTN

Use one of the following methods to route outbound calls to the PSTN:

e Assign different access codes (that is, different route patterns) for voice and video calls. For
example, when the user dials 9 followed by the PSTN telephone number they are trying to reach, it
could match a route pattern that directs the call out a voice gateway. Similarly, the digit 8 could be
used for the route pattern that directs calls out a video gateway.

e Assign at least two different directory numbers on each video-enabled device in the Unified CM
cluster, with one line for audio and another line for video. The two lines can then be given different
calling search spaces. When users dial the access code (9, for example) on the first line, it could be
directed out a voice gateway, while dialing the same access code on the second line could direct the
call out a video gateway. This method alleviates the need for users to remember two different access
codes but requires them to press the correct line on their phones when placing calls. However not
all Cisco video endpoints support multiple lines at this time, in which case prefixes would be the
preferred method for routing outbound calls to the PSTN.

Video Gateway Call Bandwidth

The Cisco TelePresence ISDN Gateway dial plan rules can be configured so that calls with a certain
prefix are limited to a maximum amount of bandwidth on the ISDN connection to the PSTN. This is
useful to ensure that a single call cannot monopolize the entire PRI link. When you configure a service
prefix in the gateway, you can choose one of the following maximum speeds:

e 128 kbps
e 192 kbps
e 256 kbps
e 320 kbps
e 384 kbps
e 512 kbps
e 768 kbps
e 1152 kbps
e 1472 kbps

Calls from an IP endpoint toward the PSTN can include the service prefix at the beginning of the called
number in order for the gateway to decide which service to use for the call. Optionally, you can configure
the default prefix to be used for calls that do not include a service prefix at the beginning of the number.
This method can become quite complex because users will have to remember which prefix to dial for the
speed of the call they wish to make, and you would have to configure multiple route patterns in
Unified CM (one for each speed).
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Note

Two global settings on the Cisco TelePresence ISDN Gateway can be used to set a minimum or
maximum bandwidth value for incoming and outgoing ISDN calls. The dial plan cannot override this
value with a higher maximum bandwidth; however, a dial plan can impose a lower bandwidth for
particular calls.

Automated Alternate Routing (AAR)

When the IP network does not have enough bandwidth available to process a call, Unified CM uses its
call admission control mechanism to determine what to do with the call. Unified CM performs one of
the following actions with the call, depending on how you have configured it:

¢ Fail the call, playing busy tone to the caller and displaying a Bandwidth Unavailable message on the
caller’s screen

e Retry a video call as an audio-only call

¢ Use automated alternate routing (AAR) to re-route the call over an alternative path, such as a PSTN
gateway

The Retry Video Call as Audio option takes effect only on the terminating (called) device, thus allowing
the flexibility for the calling device to have different options (retry or AAR) for different destinations.

If a video call fails due to bandwidth limitations but automated alternate routing (AAR) is enabled,
Unified CM will attempt to reroute the failed call as a video call to the AAR destination. If AAR is not
enabled, the failed call will result in a busy tone and an error message will be sent to the caller. (See
Figure 5-7.)

Figure 5-7 Possible Scenarios for a Video Call
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To provide AAR for voice or video calls, you must configure the calling and called devices as members
of an AAR group and configure an External Phone Number Mask for the called device. The External
Phone Number Mask designates the fully qualified E.164 address for the user’s extension, and the AAR
group indicates what digits should be prepended to the External Phone Number Mask of the called device
in order for the call to route successfully over the PSTN.

For example, assume that user A is in the San Jose AAR group and user B is in the San Francisco AAR
group. User B's extension is 51212, and the External Phone Number Mask is 6505551212. The AAR
groups are configured to prepend 91 for calls between the San Jose and San Francisco AAR groups.
Thus, if user A dials 51212 and there is not enough bandwidth available to process the call over the IP
WAN between those two sites, Unified CM will take user B's External Phone Number Mask of
6505551212, prepend 91 to it, and generate a new call to 916505551212 using the AAR calling search
space for user A.

By default, all video-capable devices in Unified CM have the Retry Video Call as Audio option enabled
(checked). Therefore, to provide AAR for video calls, you must disable (uncheck) the Retry Video Call
as Audio option. Additionally, if a call admission control policy based on Resource Reservation Protocol
(RSVP) is being used between locations, the RSVP policy must be set to Mandatory for both the audio
and video streams.

Furthermore, Unified CM looks at only the called device to determine whether the Retry Video Call as
Audio option is enabled or disabled. So in the scenario above, user B's phone would have to have the
Retry Video Call as Audio option disabled in order for the AAR process to take place.

Finally, devices can belong to only one AAR group. Because the AAR groups determine which digits to
prepend, AAR groups also influence which gateway will be used for the rerouted call. Depending on
your choice of configuration for outbound call routing to the PSTN, as discussed in the previous section,
video calls that are rerouted by AAR might go out a voice gateway instead of a video gateway. Therefore,
carefully construct the AAR groups and the AAR calling search spaces to ensure that the correct digits
are prepended and that the correct calling search space is used for AAR calls.

While these considerations can make AAR quite complex to configure in a large enterprise environment,
AAR is easier to implement when the endpoints are strictly of one type or the other. When endpoints are
capable of both audio and video calls (such as Cisco Unified IP Phone 9971 or a Cisco TelePresence
System EX90), the configuration of AAR can quickly become unwieldy. Therefore, Cisco recommends
that large enterprise customers who have a mixture of voice and video endpoints give careful thought to
the importance of AAR for each user, and use AAR only for select video devices such as dedicated
videoconference rooms or executive video systems. Table 5-2 lists scenarios when it is appropriate to
use AAR with various device types.
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Table 5-2 When to Use AAR with a Particular Device Type
Device Type Device is used to call:  |Enable AAR? Comments
IP Phone Other IP Phones and Yes Even when calling a video-capable device, the
video-capable devices source device is capable of audio-only, thus
AAR can be configured to route calls out a
voice gateway.
Cisco Jabber or Cisco  |Other video-capable Yes Because the device is used strictly for video
Unified IP Phone 9971 |devices only calls, you can configure the AAR groups
accordingly.
IP Phones and other No It will be difficult to configure the AAR groups
video-capable devices to route audio-only calls differently than video
calls.
H.323 or SIP client Other video-capable Yes Because the device is used strictly for video
devices only calls, you can configure the AAR groups
accordingly.
IP Phones and other No It will be difficult to configure the AAR groups
video-capable devices to route audio-only calls differently than video
calls

Least-Cost Routing

[l Cisco Collaboration System 10.x SRND

Least-cost routing (LCR) and tail-end hop-off (TEHO) are very popular in VoIP networks and can be
used successfully for video calls as well. In general, both terms refer to a way of configuring the call
routing rules so that calls to a long-distance number are routed over the IP network to the gateway closest
to the destination, in an effort to reduce toll charges. Unified CM supports this feature through its rich
set of digit analysis and digit manipulation capabilities, including:

e Partitions and calling search spaces
e Translation patterns

e Route patterns and route filters

e Route lists and route groups

Configuring LCR for video calls is somewhat more complicated than for voice calls, for the following
reasons:

e Video calls require their own dedicated gateways, as discussed previously in this chapter
e Video calls require much more bandwidth than voice calls

With respect to dedicated gateways, the logic behind why you might or might not decide to use LCR for
video calls is very similar to that explained in the section on Automated Alternate Routing (AAR),
page 5-18. Due to the need to have different types of gateways for voice and video, it can become quite
complex to configure all the necessary partitions, calling search spaces, translation patterns, route
patterns, route filters, route lists, and route groups needed for LCR to route voice calls out one gateway
and video calls out another.

With respect to bandwidth requirements, the decision to use LCR depends on whether or not you have
enough available bandwidth on your IP network to support LCR for video calls to/from a given location.
If the current bandwidth is not sufficient, then you have to determine whether the benefits of video calls
are worth the cost of either upgrading your IP network to make room for video calls or deploying local
gateways and routing calls over the PSTN. For example, suppose you have a central site with a branch
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office connected to it via a 1.544-Mbps T1 circuit. The branch office has twenty video-enabled users in
it. A 1.544-Mbps T1 circuit can handle at most about four 384-kbps video calls. Would it really make
sense in this case to route video calls up to the central site in order to save on toll charges? Depending
on the number of calls you want to support, you might have to upgrade your 1.544-Mbps T1 circuit to
something faster. Is video an important enough application to justify the additional monthly charges for
this upgrade? If not, it might make more sense to deploy a Cisco video gateway at the branch office and
not bother with LCR. However, placing local Cisco video gateways at each branch office is not
inexpensive either, so ultimately you must decide how important video-to-PSTN calls are to your
business. If video is not critical, perhaps it is not worth upgrading the bandwidth or buying video
gateways but, instead, using the Retry Video Call as Audio feature to reroute video calls as voice-only
calls if they exceed the available bandwidth. Once a call is downgraded to voice-only, local gateway
resources and bandwidth to perform LCR become more affordable and easier to configure.

Fax and Modem Support

For information on fax and modem support across Cisco gateways refer to the following documentation:
e The Gateways chapter of the Cisco Unified Communications System 9.0 SRND, available at
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/9x/gateways.html
e Fax, Modem, and Text Support over IP Configuration Guide, available at

http://www.cisco.com/en/US/docs/ios-xml/ios/voice/fax/configuration/15-mt/vf-15-mt-book.html
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Cisco Unified CM Trunks

Revised: April 11, 2014; OL-30952-03

A trunk is a communications channel on Cisco Unified Communications Manager (Unified CM) that
enables Unified CM to connect to other servers. Using one or more trunks, Unified CM can receive or
place voice, video, and encrypted calls, exchange real-time event information, and communicate in other
ways with call control servers and other external servers.

Trunks are an integral and crucial part of a Cisco Collaboration System deployment, hence it is important
to understand the types of trunks available, their capabilities, and design and deployment considerations
such as resiliency, capacity, load balancing, and so forth.

There are two basic types of trunks that can be configured in Unified CM:
e SIP and H.323 trunks, both of which can be used for external communications
e Intercluster trunks (ICTs)

While H.323 trunks are still supported, SIP trunks are the recommended trunk type for Unified
Communication deployments because SIP trunks provide additional features and functionality not
available with H.323 trunks. This chapter provides a comparative overview of the capabilities of H.323
and SIP trunks, but the focus of this chapter is on SIP trunks, their operation, and features for Unified
Communications deployments. For detailed information on H.323 trunk capabilities and operation, refer
to the Cisco Unified CM Trunks chapter of the Cisco Collaboration 9.x SRND, available at

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/collab09/trunks.html

For more details on the applications of Unified CM trunks, refer to their respective sections in the
following chapters of this document:

e (Collaboration Deployment Models, page 10-1

e Media Resources, page 7-1

e (Call Admission Control, page 13-1

e Cisco Unified CM IM and Presence Service, page 20-1

[ oL-30952-03
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What's New in This Chapter

~

Note

This chapter has been revised significantly for the current release of this document. Cisco recommends

that you read this entire chapter before attempting to deploy trunks in your Collaboration and Unified

Communications System.

Table 6-1 lists the topics that are new in this chapter or that have changed significantly from previous

releases of this document.

Table 6-1

New or Changed Information Since the Previous Release of This Document

New or Revised Topic

Described in:

Revision Date

Best Effort Early Offer

Unified CM SIP Trunks — Delayed Offer, Early
Offer, and Best Effort Early Offer, page 6-19

Design and Configuration Recommendations for
SIP Trunks, page 6-37

Various other sections and illustrations in this
chapter

April 11, 2014

Minor updates for SME deployment
recommendations

Unified CM Session Management Edition,
page 6-39

April 11, 2014

MTP-Less SIP Early Offer

MTP-Less Early Offer, Best Effort Early Offer,
and SME Media Transparency, page 6-25

November 19, 2013

H.323 trunk information has been removed from
this chapter, and the chapter has been rewritten to
focus on SIP trunks and their operation and
features.

For information on H.3213 trunks, refer to the
Cisco Unified CM Trunks chapter of the Cisco
Collaboration 9.x SRND, available at

http://www.cisco.com/go/ucsrnd

November 19, 2013

[l Cisco Collaboration System 10.x SRND
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Unified CM Trunks Solution Architecture

Cisco Unified CM uses the mechanism of IP trunks to exchange call-related information with other
components of a Unified Communications solution. Given their importance in this respect, it is
important to develop the system architecture of the IP trunks with proper regard to the protocol, feature
and service expectations, performance requirements, and so forth.

Figure 6-1 illustrates the role of IP trunks in system connectivity. The illustration does not show all
possible connections from the Unified CM cluster.

Figure 6-1 IP Trunks Provide Connections to Unified CM
Service Provider Service Provider

|P_PSTN -. |P_PS'|\'N
e T W
Sk s

= Unified CM Cluster Session Management Cluster

.

348639

Unified CME Gateway IP PBX SIP Trunks

Calls are directed toward trunks as defined by the dial plan, using the route pattern construct. A route
pattern can use a trunk either directly or through a route list. The route list, if used, consists of one or
more route groups, each of which contains one or more trunks. An individual trunk within a route group
may be configured to be selected in either a top-down or circular fashion. For outgoing calls, Unified CM
selects one of the trunks associated in this fashion with the route pattern. Before it accepts an incoming
call, Unified CM verifies whether a trunk is defined to the remote address from which the call is
received.

[ oL-30952-03
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A Comparison of SIP and H.323 Trunks

Cisco Unified CM trunk connections support both SIP and H.323. The decision to use SIP or H.323 is
driven by the unique feature(s) offered by each protocol. Over the past several releases, as SIP has grown
in popularity among both Unified Communications vendors and customers, the features and
functionality supported by SIP trunks have grown to the point where SIP trunks offer a richer set of
features than H.323 trunks, making SIP trunks the recommended choice for Unified Communications
deployments. Today, most customers are migrating away from H.323 trunks and gatekeeper-based
Unified Communications deployments to those that use SIP trunks only, with Cisco Unified
Communications Manager Session Manager Edition as the trunk and dial plan aggregation platform.

As can be seen in Table 6-2, while SIP and H.323 trunks share many of the same features for trunk
connections between Cisco devices, SIP trunks support several features that are not supported by H.323
trunks. For trunk connections to other vendors' products and to service provider networks, SIP is the
most commonly deployed protocol today and is growing in usage as Unified Communications products
and networks using protocols such as H.323 migrate to SIP.

Table 6-2 compares some of the features offered over SIP and H.323 trunks between Unified CM

clusters.

Table 6-2 Comparison of SIP and H.323 Features on Cisco Unified CM Trunks
Feature SIP H.323
Calling Line (Number) Identification Presentation |Yes Yes
Calling Line (Number) Identification Restriction |Yes Yes
Calling Name Identification Presentation Yes Yes
Calling Name Identification Restriction Yes Yes
Connected Line (Number) Identification Yes Yes
Presentation

Connected Line (Number) Identification Yes Yes
Restriction

Connected Name Identification Presentation Yes Yes
Connected Name Identification Restriction Yes Yes
Alerting Name Yes No
Call Transfer (Blind/Attended) Yes/Yes Yes/Yes
Call Forward All Yes Yes
Call Forward Busy Yes Yes
Call Forward No Reply Yes Yes
QSIG Call Completion to Busy Subscriber Yes Yes
QSIG Call Completion No Reply Yes Yes
QSIG Path Replacement Yes Yes
Subscribe/Notify, Publish - Presence Yes No
Message Waiting Indication (MWI: lamp ON, Yes No
lamp OFF)

Call Hold/Resume Yes Yes
Music On Hold (unicast and multicast) Yes Yes

Cisco Collaboration System 10.x SRND
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Table 6-2 Comparison of SIP and H.323 Features on Cisco Unified CM Trunks (continued)
Feature SIP H.323
DTMF-relay RFC 2833, KPML H.245 Out Of Band

(OOB), Unsolicited
Notify (OOB)

(OOB)!

SIP Early Offer

Yes - MTP may be
required

N/A

Best Effort Early Offer

Yes - No MTPs used.
SIP Early Offer sent if
possible; if not, SIP
Delayed Offer sent.

N/A

SIP Delayed Offer

Yes

N/A

H.323 Fast Start N/A Yes - MTP always
required for Outbound
Fast Start - Voice Calls
Only supported
Accept Audio Codec Preference in Received Offer |Yes No

Codecs with MTP for SIP Early Offer/ H323 Fast
Start

All codecs supported
when Early Offer
support for voice and
video calls -
Mandatory (insert
MTP if needed) or
Early Offer support
for voice and video
calls - Best Effort (no
MTP inserted) is
selected

G.711, G.729 when
MTP Required is
selected

G.711, G.723, G.729
only

Video Yes Yes
Video codecs H.261, H.263, H.263+, |H.261, H.263, H.263+,
H.264 AVC H.264 AVC

Video Presentation sharing (BFCP) Yes No
Multi-Level Precedence and Preemption (MLPP) |Yes Yes

T.38 Fax Yes Yes
Signalling Authentication Digest, TLS No
Signalling Encryption TLS No

Media Encryption (audio) SRTP SRTP
RSVP-based QoS and call admission control Yes No

Support for + character Yes No
Incoming Called Party Transformations Yes Yes
Incoming Calling Party Transformations Yes Yes
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SIP Trunks

Table 6-2 Comparison of SIP and H.323 Features on Cisco Unified CM Trunks (continued)
Feature SIP H.323

Connected Party Transformation Yes Yes

Outbound Calling Party Transformations Yes Yes

Outbound Called Party Transformations Yes Yes

Outbound Calling/Called Party Number Type
Setting

SIP does not support
Number Type

Unified CM, Unknown,
National, International,
Subscriber

Outbound Called/Called Party Numbering Plan
Setting

SIP does not support
Number Plan

Unified CM, ISDN,
National Standard,
Private, Unknown

Trunk destination - State detection mechanism OPTIONS Ping Per call attempt
IPv6, Dual Stack, ANAT Yes No
Protocol modification scripts for interoperability |Yes No
Run on All Unified CM Nodes Yes Yes
Up to 16 Destination Addresses Yes Yes
URI based calls Yes No
Geo Location support Yes Yes

1. H.323 trunks support signalling of RFC 2833 for certain connection types.

Overview

SIP trunks provide connectivity to other SIP devices such as gateways, Cisco Unified CM Session
Management Edition, SIP proxies, Unified Communications applications, and other Unified CM
clusters. Today, SIP is arguably the most commonly chosen protocol when connecting to service
providers and Unified Communications applications. Cisco Unified CM provides the following SIP

trunk and call routing features:
e Runs on all Unified CM nodes
e Up to 16 destination IP addresses per trunk
e SIP OPTIONS ping keep-alives

e Early Offer support for voice and video calls Mandatory (insert MTP if needed)

e Early Offer support for voice and video calls Best Effort (No MTP inserted) — also known as Best

Effort Early Offer

e Audio codec preference (and Accept Audio Codec Preference in Received Offer)

e SIP trunk normalization and transparency scripts for interoperability

e SIP REFER transparency

e H.264 Video with Desktop Presentation (Binary Floor Control Protocol (BFCP)) and Far End

Camera Control (FECC)

The SIP trunk features available in the current release of Unified CM make SIP the preferred choice for
new and existing trunk connections. The QSIG over SIP feature provides parity with H.323 intercluster
trunks and can also be used to provide QSIG over SIP trunk connections to Cisco IOS gateways (and on

[l Cisco Collaboration System 10.x SRND
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to QSIG-based TDM PBXs). The ability to run on all Unified CM nodes and to handle up to

16 destination IP addresses improves outbound call distribution from Unified CM clusters and reduces
the number of SIP trunks required between clusters and devices. SIP OPTIONS ping provides dynamic
reachability detection for SIP trunk destinations, rather than per-call reachability determination. Early
Offer support for voice and video calls Mandatory (insert MTP if needed) and Best Effort Early
Offer eliminate the use of MTPs to create an Early Offer for voice, video, and encrypted calls over SIP
trunks. With Best Effort Early Offer, Unified CM sends only SIP Early Offer if the media
characteristics of the calling device can be determined (for example, a call from a SIP-based IP phone
over a Best Effort Early Offer trunk). If the media characteristics of the calling device cannot be
determined (for example, for an inbound SIP Delayed Offer call forwarded over a Best Effort SIP Early
Offer trunk), SIP Delayed Offer is sent instead.

SIP trunk normalization and transparency using Lua scripts improve native Unified CM interoperability
with third-party unified communications systems. Normalization allows inbound and outbound SIP
messages and SDP information to be modified on a per-SIP-trunk basis. Transparency allows

Unified CM to pass SIP headers, parameters, and content bodies from one SIP trunk call leg to another,
even if Unified CM does not understand or support the parts of the message that are being passed
through.

These features are discussed in detail later in this section.

For the complete list of new enhancements for SIP trunks, refer to the Cisco Unified Communications
Manager product release notes available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_release_notes_list.html

Session Initiation Protocol (SIP) Operation

This section explains how Unified CM SIP trunks operate and describes several key SIP trunk features
that should be taken into account when designing and deploying Unified CM SIP trunks.

SIP Offer/Answer Model

Cisco Unified CM uses the SIP Offer/Answer model for establishing SIP sessions, as defined in

RFC 3264. In this context, an Offer is contained in the Session Description Protocol (SDP) fields sent
in the body of a SIP message. The Offer typically defines the media characteristics supported by the
device (media streams, codecs, directional media attributes, IP address, and ports to use). The device
receiving the Offer sends an Answer in the SDP fields of its SIP response, with its corresponding
matching media streams, codec, directional media attributes, and the IP address and port number on
which it wants to receive the media streams. Once the Offer and Answer have been exchanged, two-way
media can be established between the calling and called endpoints. Unified CM uses this Offer/Answer
model to establish SIP sessions as defined in the key SIP standard, RFC 3261.

RFC 3261 defines two ways that SDP messages can be sent in the Offer and Answer. These two methods
are commonly known as Delayed Offer and Early Offer, and support for both methods by User Agent
Client/Servers is required by specification RFC 3261. In the simplest terms, an initial SIP Invite sent
with SDP in the message body defines an Early Offer, whereas an initial SIP Invite without SDP in the
message body defines a Delayed Offer.

Delayed Offer and Early Offer are the two options available to all standards-based SIP switches for
media capabilities exchange. Most vendors have a preference for either Delayed Offer or Early Offer,
each of which has its own set of benefits and limitations.

[ oL-30952-03
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Unified CM SIP trunks support both SIP Delayed Offer and SIP Early Offer. By default, SIP trunks are
configured as Delayed Offer and support voice, video and encrypted calls. For Early Offer calls, there
are three possible trunk configuration options:

e MTP Required option selected on the SIP trunk — An MTP is inserted for every call.

e Early Offer support for voice and video calls Mandatory (insert MTP if needed) — A SIP
Profile option, where Unified CM inserts a media termination point (MTP) if the media
characteristics of the calling device cannot be determined (for example, for an inbound Delayed
Offer call forwarded over an Early Offer SIP trunk).

e Early Offer support for voice and video calls Best Effort (no MTP inserted) — A SIP Profile
option, where an Early Offer is sent only if the media characteristics of the calling device can be
determined. If the media characteristics cannot be determined, a Delayed Offer is sent.

Unified CM Early Offer trunk configuration for Delayed Offer, Early Offer, and Best Effort Early Offer
is discussed in the section on Unified CM SIP Trunks — Delayed Offer, Early Offer, and Best Effort Early
Offer, page 6-19.

SIP Delayed Offer

In a Delayed Offer, the session initiator (calling device) does not send its capabilities in the initial Invite
but waits for the called device to send its capabilities first (for example, the list of codecs supported by
the called device, thus allowing the calling device to choose the codec to be used for the session).
Figure 6-2 shows an example of a SIP Delayed Offer.

Figure 6-2 SIP Delayed Offer
INVITE R INVITE _
- 100 Trying ~ 100 Trying
. 180 Ringing _’@(_ < 180 Ringing
) 200 OK with SDP (Offer) €Ll ~ 200 OK with SDP (Offer)

ACK with SDP (Answer) ACK with SDP (Answer)

»

Two-Way Media

348640

SIP Early Offer

In an Early Offer, the session initiator (calling device) sends its capabilities (for example, codecs
supported, IP address, and UDP port number for RTP) in the SDP body contained in the initial Invite
(thus allowing the called device to choose the codec for the session). Although both Early Offer and
Delayed Offer are mandatory parts of the SIP standard, Early Offer is often preferred by third-party
unified communications vendors, and it is almost always used by IP PSTN service providers. Service
providers use a feature of Early Offer that allows one-way media to be established to the calling device
on receipt of the SDP Offer in the initial INVITE. This one-way media feature is used to play
announcements to the caller (for example, Unknown Number) before call charges commence. (Call
charges typically commence after two-way media is established and the final acknowledgment (ACK)
for the transaction is received.)

A

Note  SIP-based Cisco Unified IP Phones send Early Offer. (See Figure 6-3.)

Cisco Collaboration System 10.x SRND
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Figure 6-3 SIP Early Offer
INVITE with SDP (Offer) R INVITE with SDP (Offer) N
100 Trying_; ~ 100 Trying
< 180 Ringing _)@(_ < 180 Ringing
200 OK with SDP (Answer) < 2 200 OK with SDP (Answer)
Two-Way Media
= > 3
ACK ACK 3

v
v

Provisional Reliable Acknowledgement (PRACK)

SIP defines two types of responses to SIP Requests: Final Responses and Provisional Responses.

Final Responses (for example, 2XX, 3XX, and 4XX Responses) convey the result of a processed Request
(such as an INVITE) and are sent reliably (which means they are acknowledged).

Provisional Responses (all 1XX Responses) provide information on the progress of the request, but they
are not sent reliably, so the sender of a provisional response does not know that it has been received. For
this reason SDP information is not sent in unreliable 1XX responses.

Provisional Reliable Acknowledgment (PRACK) is an extension to the SIP protocol that allows 1XX
responses to be sent reliably. PRACK is useful because it provides reliability of 1XX responses for
interoperability scenarios with the PSTN, and it can also be used to reduce the number of SIP messages
that need to be exchanged before setting up two-way media. (See Figure 6-4 and Figure 6-5.)

PRACK can be used over SIP trunks using Early Offer or Delayed Offer, and it is often called Early
Media. PRACK is supported by the majority of Cisco Collaboration products and is a generally
recommended feature.

Figure 6-4 SIP Early Offer with Early Media (PRACK)

INVITE w/SDP Supported:100rel INVITE w/SDP Supported:100rel

~ 100 Trying — ~ 100 Trying
w — n w
183 Progress w/SDP Require:100rel 183 Prog_]ress w/SDP Require:100rel

Two-Way Media
< >
PRACK _ PRACK .

200 OK (PRACK) ) 200 OK (PRACK)
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Figure 6-5 SIP Delayed Offer with Early Media (PRACK)
INVITE Supported:100rel - INVITE Supported:100rel
~ 100 Trying ) 100 Trying
183 Progress w/SDP Require:100rel 2% 183 Progress w/SDP Require:100rel
b «|M|-> b B

PRACK with SDP (Answer)

PRACK with SDP (Answer) .

»
»

Two-Way Media
< >
200 OK (PRACK) _ 200 OK (PRACK)

348643

A
A

Note 100 Trying Responses indicate that Unified CM has received the INVITE. 180 Ringing and 183 Session
in Progress Responses indicate that the user is being alerted of the call and are used to send information
about the called user in SIP header messages and, if PRACK is used, in the SDP content in SIP message
bodies.

Session Description Protocol (SDP) and Media Negotiation
SDP is the companion protocol of SIP. Defined in RFC 4566, SDP is used to describe media
characteristics and to negotiate the media type, format, and associated parameters for a multimedia

session between endpoints. These media characteristics are described by a series of one-line fields in a
SDP message.

Session Description Protocol (SDP) and Voice Calls

The example in Table 6-3, Table 6-4, and Figure 6-6 illustrates an SDP Offer and Answer for a voice

call.

Table 6-3 Voice Call - SDP Offer

SDP Message Field Description

v=0 SDP version (currently version 0)

0=CiscoCCM-SIP 2000 1 IN IP4 10.10.199.250 |Origin (contains Unified CM IP address)

s=SIP Call Session name

c=IN IP4 10.10.199.130 Connection data (endpoint IP address)

t=00 Timing (0 0 = permanent session)

m=audio 16444 RTP/AVP 0 8 18 101 Media description — UDP port, RTP payload type
for offered codecs (in preference order), and
DTMF

a=rtpmap:0 PCMU/8000 G.711 mu-law codec

a=ptime:20 Packetization (sampling) interval (ms)

a=rtpmap:8 PCMA/8000 G.711 a-law codec

a=ptime:20 Packetization (sampling) interval (ms)

Cisco Collaboration System 10.x SRND
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Table 6-3 Voice Call - SDP Offer (continued)

SDP Message Field Description

a=rtpmap:18 G729/8000 G.729 codec

a=ptime:20 Packetization (sampling) interval (ms)
a=sendrecv Media direction

a=rtpmap:101 telephone-event/8000 RFC 2833 in-band DTMF
a=fmtp:101 0-15 DTMF characters supported

The corresponding SDP Answer describes the media characteristics of the endpoint that receives the
Offer and the voice codec selected by the endpoint for two-way voice media (see Table 6-4).

Table 6-4 Voice Call - SDP Answer
SDP Message Field Description
v=0 SDP version (currently version 0)
0=CiscoCCM-SIP 2000 1 IN IP4 10.10.199.251 |Origin (contains Unified CM IP address)
s=SIP Call Session name
c=IN1P4 10.10.199.179 Connection data (endpoint IP address)
t=00 Timing (0 0 = permanent session)
m=audio 28668 RTP/AVP 0 101 Media description — UDP port, RTP payload type
for the selected codec, and DTMF
a=rtpmap: 0 PCMU/8000 G.711 mu-law codec
a=ptime:20 Packetization (sampling) interval (ms)
a=sendrecv Media direction
a=rtpmap:101 telephone-event/8000 RFC 2833 in-band DTMF
a=fmtp:101 0-15 DTMF characters supported
Figure 6-6 Negotiated Voice Call
a9 SIP Trunk P %
____ «|M]> € 3
.......... 10.10.199.250 10.10.199.251
10.10.199.130 10.10.199.179
RTP UDP Port 16444 RTP UDP Port 28668
G.711 Audio codec < : > G.71 Audio codec
Two-way Audio Audio Two-way Audio
RFC 2833 DTMF RFC 2833 DTMF
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Session Description Protocol (SDP) and Video Calls

For voice calls, symmetric media flows with a common voice codec are negotiated by the endpoints. For
video media flows, it is commonly desirable for the send and receive media capabilities to be
asymmetric. The requirement for asymmetry stems from a number of use cases such as broadband
services where the upload and download speeds are different (often by an order of magnitude). In
addition, video encoding is more CPU intensive than decoding video, and video endpoints can typically
decode at higher resolution than they can encode. Because of these requirements, the video codec
capabilities sent in an SDP Offer and Answer should be considered as the receive capabilities of the
respective endpoints and are commonly asymmetric.

Table 6-5 shows the SDP Offer for a voice and video call.

Table 6-5 Voice and Video Call - SDP Offer

SDP Message Field Description

v=0 SDP version (currently version 0)

0=CiscoCCM-SIP 161095 1 INIP4 10.10.199.250 |Origin (contains Unified CM IP address)

s=SIP Call Session name

t=00 Timing (0 0 = permanent session)

m=audio 16444 RTP/AVP 0 8 18 101 Audio media — Port number and audio codecs
listed by payload type in preference order and
DTMF payload type

c=IN IP4 10.10.199.130 Connection data (endpoint IP address)
Attributes of multiple audio codecs and DTMF

m=video 16446 RTP/AVP 98 99 Media description — UDP port and RTP payload
type for offered video codecs (in preference order)

c=IN1P4 10.10.199.130 Endpoint IP address

a=rtpmap:98 H264/90000 H.264 video codec

a=fmtp:98 H.264 codec media attributes

profile-level-id=428016;packetization-mode=1;m

ax-mbps=245000;max-fs=9000;max-cpb=200;ma

x-br=5000;max-rcmd-nalu-size=3456000;max-s

mbps=245000;max-fps=6000

a=rtpmap:99 H263-1998/90000 H.263 video codec

a=fmtp:99 H.263 codec media attributes

QCIF=1;CIF=1;CIF4=1;CUSTOM=352,240,1

a=rtcp-fb:* nack pli RTCP for packet loss indication

a=rtcp-fb:* ccm tmmbr RTCP for video rate adaptation

Notice that the H.264 and H.263 codecs offered in this SDP message contain a range of additional
parameters that describe the receive capabilities of the endpoint. As shown in Table 6-6 for the
negotiated H.264 codec in the SDP Answer, these parameters do not need to be symmetrical.
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Table 6-6 Voice and Video Call - SDP Answer

SDP Message Field Description

v=0 SDP version (currently version 0)

0=CiscoCCM-SIP 112480 1 IN IP4 10.10.199.251 |Origin (contains Unified CM IP address)

s=SIP Call Session name

t=00 Timing (0 0 = permanent session)

m=audio 28668 RTP/AVP 0 101 Audio media — Port number, selected audio codec,
and DTMF payload type

c=IN1P4 10.10.199.179 Connection data (endpoint IP address)
Attributes of selected G.711 audio codec and
DTMF

m=video 28670 RTP/AVP 98 H.264 codec selected for video

c=IN1P4 10.10.199.179 Endpoint IP address

a=rtpmap:98 H264/90000 H.264 codec details

a=fmtp:98 Media attributes of the selected H.264 codec.

profile-level-id=428016;packetization-mode=Lim |p 10 1evel id and packetization mode must be

ax-mbps= ;max-fs= ;max-cpb=200;ma . . . .

. symmetric for the negotiated call; other attributes
x-br=5000;max-rcmd-nalu-size= ;max-s : .
bps— . f0s=6000 need not be symmetric and represent the receive

mbps= -max-Ips= capabilities of the endpoint.

a=rtcp-fb:* nack pli RTCP for packet loss indication

a=rtcp-fb:* ccm tmmbr RTCP for video rate adaptation

The Profile Level ID and Packetization Mode must be symmetrical for the negotiated video call. The
Profile Level ID describes a minimum subset of H.264 features, resolution, frame rate, and bit rate
supported by the endpoint. The Packetization Mode describes how video samples can be encapsulated
and sent in RTP packets. The media attributes, which follow the Profile Level ID and Packetization
Mode, need not be symmetrical and indeed are not all symmetrical for the negotiated video call shown
in Table 6-6 and Figure 6-7.
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Figure 6-7 Negotiated Voice and Video Call
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For video desktop and presentation sharing, the endpoints negotiate an additional RTP video channel to
transmit the shared content (presentation slides, for example) and a UDP channel for BFCP, which
manages shared access to resources within the video or conference call. (See Figure 6-8.) BFCP is

described in RFC 4582 and RFC 4583.

Far End Camera Control (FECC)

Far End Camera Control allows a user to select a video source and to control camera actions such as pan,
tilt, zoom and focus. Endpoints using FECC negotiate an additional RTP channel for camera control.
(See Figure 6-8.) FECC is described in H.281, H.224, and RFC 4573.

[l Cisco Collaboration System 10.x SRND

0L-30952-03 |



| Chapter6 Cisco Unified CM Trunks

Unified CM SIP Trunk Features and Operation

Figure 6-8 Audio and Video Call with Presentation Sharing and Far End Camera Control
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Unified CM SIP Trunk Features and Operation

This section explains how Unified CM SIP trunks operate and describes several key SIP trunk features
that should be taken into account when designing and deploying Unified CM SIP trunks.

Run on All Unified CM Nodes

Cisco Unified CM provides a configuration option for allowing SIP trunk calls to be made or received
on any call processing subscriber node in the cluster.

SIP Trunks — Run on All Nodes and the Route Local Rule

When the Run on all Active Unified CM Nodes option is checked on a SIP trunk, Unified CM creates
an instance of the SIP trunk daemon on every call processing subscriber within the cluster, thus allowing
a SIP trunk call to be made or received on any call processing subscriber. (Prior to this feature, up to
three nodes could be selected per trunk by using Unified CM Groups.) With Run on all Active
Unified CM Nodes enabled, outbound SIP trunk calls originate from the same node on which the
inbound call (for example, from a phone or trunk) is received (based on the Route Local rule). The Run
on all Active Unified CM Nodes feature overrides the trunk's Unified CM Group configuration.
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For SIP trunks, the Route Local rule operates as follows:

For outbound SIP trunk calls, when a call from a registered phone or inbound trunk arrives at a
Unified CM node, Unified CM checks to see if an instance of the selected outbound trunk exists on
the same node where the inbound call arrived. If so, Unified CM uses this node to establish the
outbound trunk call.

Enabling Run on all Active Unified CM Nodes on SIP trunks is highly recommended because this
feature allows outbound calls to originate from, and be received on, any call processing node within the
cluster. Run on all Active Unified CM Nodes can also eliminate calls from being set up between call
processing nodes within the same cluster before being established over the outbound SIP trunk.

As with all Unified CM SIP trunks, the SIP daemons associated with the trunk will accept inbound calls
only from end systems with IP addresses that are defined in the trunk's destination address fields. When
multiple SIP trunks to the same destination(s) are using the same call processing nodes, a unique
incoming and destination port number must be defined per trunk to allow each trunk to be identified
uniquely.

Route Lists — Run on All Nodes and the Route Local Rule

Although this is not specifically a SIP trunk feature, running route lists on all nodes provides benefits
for trunks in route lists and route groups. Running route lists on all nodes improves outbound call
distribution by using the Route Local rule to avoid unnecessary intra-cluster call setup traffic.

For route lists, the Route Local rule operates as follows:

For outbound calls that use route lists (and associated route groups and trunks), when a call from a
registered phone or inbound trunk arrives at the node with the route list instance, Unified CM checks
to see if an instance of the selected outbound trunk exists on the same node as the route list. If so,
Unified CM uses this node to establish the outbound trunk call.

If both the route list and the trunk have Run on all Active Unified CM Nodes enabled, outbound call
distribution will be determined by the node on which the inbound call arrives. If the selected outbound
trunk uses Unified CM Groups instead of running on all nodes, Unified CM applies the Route Local rule
if an instance of the selected outbound trunk exists on the same node on which the inbound call arrived.
If an instance of the trunk does not exist on this node, then Unified CM forwards the call (within the
cluster) to a node where the trunk is active.

If the route list does not have Run on all Active Unified CM Nodes enabled, an instance of the route

list will be active on one node within the cluster (the primary node of the route list's Unified CM Group).
If the selected outbound trunk is also active on the primary node of the route list's Unified CM Group,
the Route Local rule will apply, resulting in sub-optimal outbound call distribution because all outbound
trunk calls will originate from this node.

Cisco strongly recommends enabling Run on all Active Unified CM Nodes on all route lists and SIP
trunks.

Up to 16 SIP Trunk Destination IP Addresses

SIP trunks can be configured with up to 16 destination IP addresses, 16 fully qualified domain names,
or a single DNS SRV entry. Support for additional destination IP addresses reduces the need to create
multiple trunks associated with route lists and route groups for call distribution between two Unified
Communications systems, thus simplifying Unified CM trunk design. This feature can be used in
conjunction with the Run on all Active Unified CM Nodes feature. (See Figure 6-9 and Figure 6-10.)
Bear in mind, however, that the SIP daemons associated with a Unified CM SIP trunk will accept
inbound calls only from end systems with IP addresses that are defined in the trunk's destination address
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fields. Use a single SIP trunk with one or more destination addresses to connect a Unified CM cluster to
one other unified communications system. If trunk fail-over is required, create an additional trunk to the
fail-over unified communications system and use route lists and route groups to order trunk selection.
Unified CM randomly distributes outbound calls over the configured SIP trunk destination addresses.
Figure 6-9 SIP Trunks with Run on All Unified CM Nodes and Multiple Destination Addresses
SIP
. o~ .
— € € 5
<M]>
Figure 6-10 SIP Trunks and Route Lists with Run on All Unified CM Nodes Enabled
Trunk B (-d'lb'
SIP - Route List instance 3
<
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SIP Trunks Using DNS

Using a DNS SRV entry as the destination of a SIP trunk might be preferable to defining multiple
destination IP addresses in certain situations such as the following:

e SRV host prioritization is required

¢ SRV host weighting is required

e More than 16 destination IP addresses are required

¢ DNS SRV resolution is a requirement of the destination Unified Communications system

N

Note If the configuration option Destination Address is an SRV is selected, only a single SRV entry can be
added as the trunk destination. (For example, Destination Address = clusterl.cisco.com. Port = 0.)

Figure 6-11 shows the call flow for a SIP trunk using DNS SRV to resolve the addresses to a destination
Unified CM cluster. However, this destination could also be a third-party unified communications
system.

Figure 6-11 Call Flow for Intercluster SIP Trunk Using DNS SRV
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Figure 6-11 illustrates the following steps in the call flow:
1. The IP phone in Cluster 1 calls 87522001.

2. The call matches a route pattern of 8752XXXX that is pointing to the SIP trunk with DNS SRV of
cluster2.foo.com. CUCM-4 in Cluster 1 is the node handling this call because the phone and the SIP
trunk are both registered to it. CUCM-4 sends a DNS SRV lookup for cluster2.foo.com.

3. The DNS server replies with two records: CUCM-D.cluster2.foo.com and
CUCM-C.cluster2.foo.com. Because CUCM-D.cluster2.foo.com has a higher priority, the call is
attempted to this Unified CM. Before sending the SIP Invite, another DNS lookup is done for
CUCM-D.cluster2.foo.com.

4, CUCM-4 sends a SIP Invite to 87522001 @cluster2.foo.com, with destination address set to the IP
address of CUCM-D.

5. Unified CM interprets this call as a local call because the host portion of the uniform resource
identifier (URI) matches the Cluster FQDN enterprise parameter. Cluster 2 does not have any SIP
trunk configured with a destination of CUCM-4, so it does a DNS SRV lookup for all domains
configured under the SIP trunks with DNS SRV. In this case, the example shows a single trunk with
a DNS SRV destination of clusterl.foo.com.

6. The DNS server returns two entries, and one of them matches the source IP address of the Invite.
The cluster accepts the call and extends it to extension 8§7522001.

The DNS A Look-up is not shown in this call flow.

SIP OPTIONS Ping

The SIP OPTIONS Ping feature can be enabled on the SIP Profile associated with a SIP trunk to
dynamically track the state of the trunk's destination(s). When this feature is enabled, each node running
the trunk's SIP daemon will periodically send an OPTIONS Request to each of the trunk's destination IP
addresses to determine its reachability and will send calls only to reachable nodes. A destination address
is considered to be "out of service" if it fails to respond to an OPTIONS Request, if it sends a Service
Unavailable (503) response or Request Timeout (408) response, or if a TCP connection cannot be
established. The overall trunk state is considered to be "in service" when at least one node receives a
response (other than a 408 or 503) from a least one destination address. SIP trunk nodes can send
OPTIONS Requests to the trunk's configured destination IP addresses or to the resolved IP addresses of
the trunk's DNS SRV entry. Enabling SIP OPTIONS Ping is recommended for all SIP trunks because it
allows Unified CM to track trunk state dynamically rather than determining trunk destination state on a
per-node, per-call, and time-out basis.

Unified CM SIP Trunks — Delayed Offer, Early Offer, and Best Effort Early Offer

This section provides guidance on the use of Delayed Offer, Early Offer, and Best Effort Early Offer with
Unified CM SIP trunks.

Unified CM SIP Delayed Offer

The default configuration for Unified CM SIP trunks is to use Delayed Offer (SIP INVITE sent without
SDP content). Using this default configuration, all outbound calls over the SIP trunk send SIP Delayed
Offer. Media termination points (MTPs) are not used in the outbound INVITE or to generate SDP content

[ oL-30952-03
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in the Answer sent in response to a received Offer. However, MTPs may be used to address DTMF
transport mismatches. Use this default configuration if you want all calls sent over the SIP trunk to send
Delayed Offer. Voice, video and encrypted calls are supported.

Unified CM SIP Early Offer

Two configurable options are available to enable Early Offer for all outbound calls over Unified CM SIP
trunks:

e Media Termination Point Required

e Early Offer support for voice and video calls Mandatory (insert MTP if needed)

Early Offer Using Media Termination Point Required

Enabling the Media Termination Point Required option on the SIP trunk assigns an MTP from the
trunk's media resources group (MRG) to every inbound and outbound call. (See Figure 6-12.) This
statically assigned MTP supports either the G.711 or G.729 codec only, thus limiting media to voice calls
only, using the selected codec type. Enabling Early Offer using Media Termination Point Required has
been superseded by Early Offer support for voice and video calls Mandatory (insert MTP if needed)
and Early Offer support for voice and video calls Best Effort (no MTP inserted). Early Offer using
Media Termination Point Required can be useful in cases where voice media for inbound and
outbound calls needs to be anchored to a single IP address (that of the MTP).

Figure 6-12 SIP Early Offer with Media Termination Point Required
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Early Offer Using Early Offer support for voice and video calls Mandatory (insert MTP if needed)

Enabling Early Offer support for voice and video calls Mandatory (insert MTP if needed) on the
SIP Profile associated with the SIP trunk inserts an MTP only if the calling device cannot provide
Unified CM with the media characteristics required to create the Early Offer. In general, Early Offer
support for voice and video calls Mandatory (insert MTP if needed) is recommended over Media
Termination Point Required because this configuration option reduces MTP usage and can support
voice, video, and encrypted calls. (see Figure 6-13).
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For outbound calls over a SIP trunk configured as Early Offer support for voice and video calls
Mandatory (insert MTP if needed), Unified CM inserts an MTP to create an SDP Offer in the following
cases only:

e An inbound call to Unified CM is received over a Delayed Offer SIP trunk
e An inbound call to Unified CM is received over an H.323 Slow Start trunk
e An inbound call is received from an older SCCP-based IP phone registered to Unified CM

As a general rule, Early Offer calls of this type that use MTPs support voice only, but they are not limited
to a single voice codec (as they are with Early Offer using MTP Required). These calls support only
audio in the initial call setup but can be escalated mid-call to support video and SRTP if the call media
is renegotiated (for example, after hold or resume).

MTP resources are not required for incoming INVITE messages, whether or not they contain an initial
Offer SDP.

Figure 6-13 Early Offer support for voice and video calls - Mandatory (insert MTP if needed
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Unified CM does not need to insert an MTP to create an outbound Early Offer call over a SIP trunk if
the inbound call to Unified CM is received by any of the following means:

e On a SIP trunk using Early Offer

e On an H.323 trunk using Fast Start

¢ On an MGCP trunk

¢ From a SIP-based IP phone registered to Unified CM

¢ From newer SCCP-based Cisco Unified IP Phone models registered to Unified CM

For the above devices, Unified CM uses the media capabilities of the endpoint and applies the codec
filtering rules based on the region-pair of the calling device and outgoing SIP trunk to create the offer
SDP for the outbound SIP trunk call. In most cases, the offer SDP will have the IP address and port
number of the endpoint initiating the call. This is assuming that Unified CM does not have to insert an
MTP for other reasons such as a DTMF mismatch, TRP requirements, or a transcoder requirement when
there is no common codec between the regions of the calling device and the SIP trunk.

When Early Offer support for voice and video calls Mandatory (insert MTP if needed) is configured
on a trunk's SIP Profile, calls from older SCCP-based phones, SIP Delayed Offer trunks, and H.323 Slow
Start trunks will cause Unified CM to allocate an MTP. The MTP is used to generate an offer SDP with
a valid media port and IP address. The MTP will be allocated from the media resources associated with
the calling device rather than from the outbound SIP trunk's media resources. (This prevents the media
path from being hair-pinned via the outbound SIP trunk's MTP). If the MTP cannot be allocated from
the calling device's media resource group list (MRGL), then the MTP allocation is attempted from the
SIP trunk's MRGL.

For calls from older SCCP phones registered to Unified CM, some of the media capabilities of the
calling device (for example, supported voice codecs, video codecs, and encryption keys if supported) are
available for media exchange through the Session Description Protocol (SDP). Unified CM will create
a superset of the endpoint and MTP codec capabilities and apply the codec filtering based on the
applicable region-pair settings. The outbound Offer SDP will use the MTP's IP address and port number
and can support voice, video, and encrypted media. Note that a Cisco IOS-based MTP should be used
and configured to support the pass-through codec.

Older SCCP-based IP phones such as the Cisco Unified IP Phone 7902, 7905, 7910, 7912, 7920, 7935,
7940, and 7960 require the use of an MTP when they make calls over a SIP trunk with the Early Offer
for voice and video Mandatory (insert MTP if needed) feature enabled. If you have a significant
number of these phone types deployed in a cluster, consider deploying Delayed Offer trunks instead of
Early Offer for voice and video Mandatory (insert MTP if needed). If Early Offer for voice and
video Mandatory (insert MTP if needed) trunks are used, provision MTP resources in the cluster
equivalent to the number of busy hour calls over those SIP trunks that use this Early Offer feature.

When Unified CM receives an inbound call on an H.323 Slow Start or SIP Delayed Offer trunk, the
media capabilities of the calling device are not available when the call is initiated. In this case,
Unified CM must insert an MTP and will use its IP address and UDP port number to advertise all
supported audio codecs (after region pair filtering) in the Offer SDP of the initial INVITE sent over the
outbound SIP trunk. When the Answer SDP is received on the SIP trunk, if it contains a codec that is
supported by the calling endpoint, then no additional offer-answer transaction is needed. In case of codec
mismatch, Unified CM can either insert a transcoder to address the mismatch or send a Re-INVITE or
UPDATE to trigger media negotiation. Calls from H.323 Slow Start or SIP Delayed Offer trunks support
only audio in the initial call setup, but they can be escalated mid-call to support video and SRTP if the
call media is renegotiated (for example, after Hold or Resume).
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Best Effort Early Offer [Early Offer support for voice and video calls Best Effort (no MTP inserted)]

Best Effort Early Offer can be enabled on the SIP Profile associated with the SIP trunk, and it is the
recommended configuration for all Unified CM and Unified CM Session Management Edition (SME)
trunks. Best Effort Early Offer trunks never use MTPs to create an Early Offer and, depending on the
calling device, may initiate an outbound SIP trunk call using either Early Offer or Delayed Offer. Best
Effort Early Offer SIP trunks support voice, video, and encrypted calls.

Best Effort Early Offer SIP trunks send outbound calls with an Early Offer (INVITE with SDP content)
in the following situations:

¢ An inbound call to Unified CM or SME is received over a SIP trunk using Early Offer.

e An inbound call to Unified CM or SME is received over an H.323 trunk using Fast Start.
e An inbound call to Unified CM or SME is received over an MGCP trunk.

e A call is initiated from a SIP-based IP phone registered to Unified CM.

e A call is initiated from a newer model SCCP-based Cisco Unified IP Phone registered to
Unified CM.

Best Effort Early Offer trunks send outbound calls with a Delayed Offer (INVITE without SDP
content) in the following situations:

e An inbound call to Unified CM or SME is received over a Delayed Offer SIP trunk.
¢ An inbound call to Unified CM or SME is received over an H.323 Slow Start trunk.
e A call is initiated from an older model SCCP-based IP phone registered to Unified CM.
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Best Effort Early Offer
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Media resources such as MTPs for DTMF translation, trusted relay points (TRPs), and transcoders for
codecs mismatches can still be associated with and used by a Best Effort Early Offer trunk. Note that
with Best Effort Early Offer, MTPs are never used to create an Early Offer or to create an Answer in
response to a received Offer.

Using Best Effort Early Offer for all SIP trunks in your enterprise simplifies Cisco Collaboration
System network design and deployments, and it eliminates the need to use MTPs to generate an Offer.
Note, however, that Cisco Collaboration call control systems, applications, and gateways may receive
either an Early Offer or Delayed Offer call over a Best Effort Early Offer trunk, and they should be
able to receive either. All Cisco Collaboration System applications support the receipt of either Early
Offer or Delayed Offer calls.

In certain cases (for example, calls via a Cisco Unified Border Element Session Border Controller (SBC)
to a service provider's IP PSTN), Early Offer must always be sent to the I[P PSTN. In these situations,
use Cisco Unified Border Element’s Delayed Offer to Early Offer feature to convert a received Delayed
Offer to Early Offer.

If your Cisco Collaboration System application must receive either Early Offer only or Delayed Offer
only, you can use a Unified CM SIP trunk configured for Early Offer (using Early Offer support for
voice and video calls Mandatory (insert MTP if needed) or MTP Required) or Delayed Offer,
respectively, to connect to this application. With single Unified CM cluster deployments, these trunk
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choices are straightforward. For multi-cluster deployments interconnected via Unified CM Session
Management Edition, where a single SIP trunk can be shared to reach many end Cisco Collaboration
Systems, Best Effort Early Offer is recommended for all SME trunks. For more information on the
design considerations for Best Effort Early Offer, see Summary of SIP Trunk Recommendations for
Multi-Cluster SME Deployments, page 6-44.

MTP-Less Early Offer, Best Effort Early Offer, and SME Media Transparency

Figure 6-15

MTP-Less Early Offer is a special SIP trunk configuration for Unified CM Session Manager Edition
(SME) cluster versions that do not support the Best Effort Early Offer feature. Best Effort Early Offer
provides the same functionality as MTP-Less Early Offer; but whereas MTP-Less Early Offer
deployments require that no media resources are configured on the SME cluster, with Best Effort Early
Offer, media resources can be configured if needed. SME deployments using only Best Effort Early
Offer or MTP-Less Early Offer SIP trunks allow you to deploy an SME cluster that is media
transparent (no media resources are required in the SME cluster) because all media negotiation takes
place in the leaf Unified Communications systems, which insert media resources (MTPs, transcoders,
and so forth) as required. (See Figure 6-15.)

MTP-Less Early Offer takes advantage the Unified CM SIP service parameter Fail Call Over SIP
Trunk if MTP Allocation Fails. The default setting for this service parameter is False, thus allowing
an inbound Delayed Offer call to proceed over the outbound SIP trunk (configured for Early Offer) as a
Delayed Offer call if no MTP resources are available.

Using MTP-Less Early Offer for SME Media Transparency

Leaf Cluster Early Offer Early Offer Leaf Cluster
— s —
SME Cluster "
SIP with no @
@ MTP-Less Early Offer Media Resources 3

To configure a media-transparent SME cluster using MTP-less Early Offer:
e Use only SIP trunks on the SME cluster.

e Enable all trunks with Early Offer support for voice and video calls Mandatory (insert MTP if
needed).

e Disable the IPVMS service on all SME nodes. This disables Unified CM media termination points,
conferencing, music on hold, and annunciator resources.
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e Do not associate any Cisco IOS media resources with the SME cluster.
e Configure SIP trunk DTMF settings to No Preference (the default setting).
e Enable Accept Audio Codec Preference in Received Offer on all SME SIP trunks.

Figure 6-16 Using Best Effort Early Offer for SMIE Media Transparency
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Leaf Cluster Early Offer Early Offer Leaf Cluster
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To configure a media-transparent SME cluster using Best Effort Early Offer:
e Use only SIP trunks on the SME cluster.
e Enable all trunks with Best Effort Early Offer.
e Configure SIP trunk DTMF settings to No Preference (the default setting).
¢ Enable Accept Audio Codec Preference in Received Offer on all SME SIP trunks.

Note  Media resources can be deployed in an SME cluster where Best Effort Early Offer SIP trunks are
configured, but these resources will be used only if one or more SIP trunks are configured as Delayed
Offer or Early Offer. In these cases, calls to and from Early Offer or Delayed Offer trunks are not media
transparent and can invoke media resources if a DTMF or codec mismatch is encountered.

Media Termination Points

MTPs are used by Unified CM for the following purposes:
e To deliver a SIP Early Offer over SIP trunks
e To address DTMF transport mismatches
e To act as an RSVP agent
e To act as a Trusted Relay Point (TRP)

e To provide conversion between IPv4 and IPv6 for RTP streams
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MTPs are available in three forms:

e Software MTPs in Cisco IOS gateways — Available with any Cisco IOS T-train software release and
scaling up to 5,000 sessions (calls) on the Cisco Aggregation Services Routers (ASR) 1000 Series
with Route Processor RP2.

e Hardware MTPs in Cisco IOS gateways — Available with any Cisco IOS T-train software release,
hardware MTPs use on-board DSP resources and scale calls according to the number of DSPs
supported on the Cisco router platform.

e Cisco Unified CM software MTPs using the Cisco IP Voice Media Streaming Application on a
Unified CM subscriber node

Cisco IOS MTPs are recommended over Unified CM MTPs because Cisco IOS MTPs provide additional
scalability and greater functionality, such as support for additional codec types, multiple media streams,
and the pass-through codec. (For details, see the section on Media Termination Point (MTP), page 7-8.)

The following example configuration is for a Cisco IOS software MTP:

!

sccp local Vlan5

sccp cem 10.10.5.1 identifier 5 version 8.6.2

! Communications Manager IP address (10.10.5.1)

sccp

!

sccp ccm group 5

bind interface Vlan5

associate ccm 5 priority 1

associate profile 5 register MTPO0O0OE83783C50

! MTP name (MTPOOOE83783C50) ... must match the Unified CM MTP name.
|
dspfarm profile 5 mtp

description software MTP

codec g7l1lulaw

codec pass-through

maximum sessions software 500

associate application SCCP

DTMF Transport over SIP Trunks

There are several methods of transporting DTMF information between SIP endpoints. In general terms,
these methods can be classified as out-of-band and in-band signalling. In-band DTMF transport methods
send either raw or signalled DTMF tones within the RTP stream, and they need to be handled and
interpreted by the endpoints that generate and/or receive them. Out-of-band signalling methods transport
DTMEF tones outside of the RTP path, either directly to and from the endpoints or through a call agent
such as Cisco Unified CM, which interprets and/or forwards these tones as required.

Out-of-band (OOB) SIP DTMF signalling methods include Unsolicited Notify (UN), Information
(INFO), and Key Press Mark-up Language (KPML). KPML (RFC 4730) is the OOB signalling method
preferred by Cisco and is supported by Cisco Unified CM, Cisco IOS platforms (Release 12.4 and later),
and most models of Cisco Unified IP Phones. INFO is not supported by Unified CM.

In-band DTMF transport methods send DTMF tones as either raw tones in the RTP media stream or as
signalled tones in the RTP payload using RFC 2833. Among SIP product vendors, RFC 2833 has become
the predominant method of sending and receiving DTMF tones and is supported by the majority of Cisco
voice products.
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Because in-band signalling methods send DTMF tones in the RTP media stream, the SIP endpoints in a
session must either support the transport method used (for example, RFC 2833) or provide a method of
intercepting this in-band signalling and converting it. If the two endpoints are using a back-to-back user
agent (B2BUA) server for the call control (for example, Cisco Unified CM) and the endpoints negotiate
different DTMF methods between each device and call control agent, then the call control agent
determines how to handle the DTMF differences, either through MTP insertion or by OOB methods.
With Unified CM, a DTMF transport mismatch (for example, in-band to out-of-band DTMF) is resolved
by inserting a media termination point (MTP), which terminates the RTP stream with in-band DTMF
signalling (RFC 2833), extracts the DTMF tones from the RTP stream, and forwards these tones
out-of-band to Unified CM, where they are then forwarded to the endpoint supporting out-of-band
signalling. For DTMF mismatches, the inserted MTP is always in the media path between the two
endpoints. In-band DTMF packets are identified by their RTP Payload type, extracted by Unified CM,
and converted to out-of-band DTMF, while RTP media packets pass transparently through the MTP.

In-band DTMF tones can also be transported as raw (audible) tones in the RTP media stream. This
transport method is not widely supported by Cisco products and, in general, is not recommended as an
end-to-end DTMF transport mechanism. In-band audio DTMF tones can generally be reproduced
reliably when using high-bandwidth codecs such as G.711 a-law or mu-law, but they are not suitable for
use with low-bandwidth codecs such as G.729. In cases where in-band audio is the only available DTMF
transport mechanism, the Cisco Unified Border Element can be used to translate the in-band audio
DTMEF signalling into RFC 2833 signalling.

Three DTMF options are available on Unified CM SIP trunks:
e DTMF Signalling Method: No Preference

In this mode, Unified CM attempts to minimize the usage of MTP resources by selecting the most
appropriate DTMF signalling method for the call.

If both endpoints support RFC 2833 in-band DTMF, then no MTP is required.

If both devices support any out-of-band DTMF mechanism, then Unified CM uses KPML or
Unsolicited Notify over the SIP trunk.

If both devices support both RFC 2833 In Band DTMF and Out of Band DTMF, then RFC 2833 is
preferred.

The only case where an MTP is required is when one of the endpoints supports only out-of-band
DTMF and the other supports only RFC 2833 in-band DTMF.

The majority of Cisco Collaboration System endpoints support both in-band and out-of-band
DTMF.

e DTMF Signalling Method: RFC 2833

By placing a restriction on the DTMF signalling method across the trunk, Unified CM is forced to
allocate an MTP if any one or both of the endpoints do not support RFC 2833 in-band DTMF. In this
configuration, the only time an MTP will not be allocated is when both endpoints support RFC 2833
in-band DTMF.

e DTMF Signalling Method: OOB and RFC 2833

In this mode, the SIP trunk signals to use both out-of-band (OOB) DTMF (KPML or Unsolicited
Notify) and RFC 2833 in-band DTMF across the trunk, and it is the most intensive MTP usage
mode. The only cases where MTP resources will not be required is when both endpoints support
both RFC 2833 in-band DTMF and out-of-band DTMF.

Cisco recommends configuring the DTMF Signalling Method to No Preference on Unified CM SIP
trunks. This setting allows Unified CM to make an optimal decision for DTMF and to minimize MTP
allocation.
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Codec Selection over SIP Trunks

Before media can be established between communicating entities, both the entities must agree on the
codec(s) that they want to use. This codec (or codecs, if both audio and video are involved) is derived
from the intersection of codecs supported by communicating entities involved and the configured policy
in Unified CM, configured by region settings.

The region settings in Unified CM provide for configurable audio codec preference lists. In addition to
the default Lossy and Low Loss audio codec preference lists that can be selected via a region's Link Loss
Type, multiple custom audio codec preference lists can also be created. Audio codec preference lists can
be used for codec selection for calls within a region and between regions. The Maximum Audio Bit Rate
is still applied for calls within a region and between regions; but rather that using the highest audio
quality codec (as in earlier Unified CM releases) based on the maximum bit rate setting, the codec
selection is made based on the codec order in the audio codec preference list and the codecs that the
endpoints support. (See Figure 6-17 and Figure 6-18.)

An Audio Codec Preference List is a list of all the codec types supported by Unified CM. The preference
order of this list of codecs can be modified and saved as a custom preference list. (Note that codecs
cannot be removed from the Audio Codec Preference List). The list of codecs used for codec negotiation
during call setup is the subset of codecs supported by the device and those in the codec preference list,
limited by the maximum audio bit rate for the region or region pair.

Figure 6-17 and Figure 6-18 show examples of how codecs are selected for codec negotiation during call
setup.

Figure 6-17 Codec Selection with Maximum Audio Codec Bit Rate of 64 kbps

Region A Region A-C Codec Region C
Preference List
(1) G.722 >
(2)G.711 SIP INVITE
2 CHIE Codec Preference in Offer SDP
4)........ | 1) G.711
E vt (2) G.729
u ™IS
Codecs Region A-C _
Supported Maximum SIP Trunk with Early Offer
by device Audio
G.711 Bitrate 8
G.729 64kbps g
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Figure 6-18 Codec Selection with Maximum Audio Codec Bit Rate of 48 kbps
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For calls between two Unified CM clusters over SIP intercluster trunks, audio codec preference lists
allow the codec to be selected for a call based upon the codec preferences of the calling and called
devices. By grouping devices in each cluster into regions based on their codec preferences, a single
intercluster trunk can be used to support multiple calls, with each call type using its preferred codec.
(See Figure 6-19.)

Audio Codec Preference Lists for Voice and Fax Calls Between Two Unified CM Clusters

Figure 6-19
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Configure equivalent inter-region audio codec preference lists for each device type in each cluster to
ensure that a common codec is selected for each device type, irrespective of call direction or trunk
configuration. If the audio codec preference lists in each cluster are not equivalent, the codecs used per
call can vary based on call direction and trunk configuration. (Ordinarily, the codec preference order is
not honoured by the cluster receiving the codec preference list.)

Do not use SIP trunks configured for Early Offer with MTP Required enabled if codec preference is
required. This trunk configuration inserts an MTP for inbound and outbound calls, which is limited to a
single audio codec only, thereby overriding codec preference and selection.

Accept Audio Codec Preferences in Received Offer

In deployments where calls can pass through more than one Unified CM cluster (for example, SME
deployments), the inter-region audio codec preference list of the intermediary Unified CM (SME)
cluster can override the preferred codec selection between the calling and called devices. To ensure that
the endpoints' codec preferences are honoured as calls pass through SME, enable the SIP Profile feature
Accept Audio Codec Preferences in Received Offer on all SME SIP trunks. (See Figure 6-20.)

Figure 6-20 SME Deployment Using "Accept Audio Codec Preferences in Received Offer” on SIP Trunks
Accept Audio Codec Preferences
in Received Offer
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S

Note

The Accept Audio Codec Preferences in Received Offer feature is available only on SIP trunks (a SIP
Profile feature). This feature does not offer consistent results if used in an SME deployment where the
SME cluster uses a combination of SIP, H.323, and/or MGCP trunks. Therefore, the Accept Audio
Codec Preferences in Received Offer feature should be used when the SME cluster is deployed using
only SIP trunks.

Cisco Unified CM and Cisco Unified Border Element SIP Trunk Codec Preference

Unified CM audio codec preference lists can be used in Unified Communications deployments with
Cisco Unified Border Element to simplify configuration of SIP trunks between Unified CM and Unified
Border Element. For example, instead of using dedicated SIP trunks to the Unified Border Element for
voice and fax calls, a single Unified CM SIP trunk can be used where the codec preference for each
device type is honored as calls pass through the Unified Border Element.

In Figure 6-21 the Voice Class Codec Preference lists defined on Cisco Unified Border Element’s
inbound and outbound dial peers do not change the preference of the listed codecs in the received Offer.
Cisco Unified Border Element does codec filtering on the received Offer, both on the inbound and
outbound dial-peer, and passes across the common codecs in the same preference order as received in
the inbound Offer to the peer leg.

If codecs, in addition to those received in an Offer, are defined in the voice class codec list, then these
codecs will be appended to those received in the ordered list and sent out in the outbound Offer.

Thus, a single inbound and outbound dial-peer can be configured on Cisco Unified Border Element for
all device types. Cisco recommends using the same voice class codec preference list for both the inbound
and outbound dial-peer, with that list containing the codecs that you want to negotiate with the service
provider. As mentioned above, the order of the codecs will be dictated first by the order received in the
inbound Offer and then by the order defined in the voice class codec preference list.

Figure 6-21 Cisco Unified CM and Cisco Unified Border Element SIP Trunk Codec Preference
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SIP Trunk Transport Protocols

Note

SIP trunks can use TCP, TLS (which runs over TCP), or UDP as a message transport protocol.

Unified CM provides a native interworking function for SIP trunks using different transport protocols.
TCP is recommended within Cisco Collaboration Systems networks because it is a reliable and
connection-orientated protocol with the capability to fragment and re-assemble large SIP messages.
UDP is not connection-orientated or reliable (message delivery is not guaranteed), and it relies on the
SIP Invite Retry count and SIP Trying timers to detect and respond to far-end device failures. Cisco
recommends using SIP OPTIONS Ping to dynamically track the state of each destination IP address on
each SIP trunk and the collective state of the trunk as a whole.

For more information on SIP trunk timer tuning, refer to the configuration example and technical notes at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a
008082d76a.shtml

Although TCP is the recommended transport protocol within a Cisco Collaboration Systems network,
most service providers prefer to use UDP because it has a lower processing overhead than TCP. Cisco
Unified Border Element can be used to provide TCP-based SIP trunk connections to the Cisco
Collaboration Systems network and UDP-based SIP trunk connections to service provider networks.

Secure SIP Trunks

Securing SIP trunks involves two processes:
e Configuring the trunk to encrypt media (see Media Encryption, page 6-33)
¢ Configuring the trunk to encrypt signalling (see Signalling Encryption, page 6-33)

Media Encryption

Media encryption can be configured on SIP trunks by checking the trunk's SRTP allowed check box. It
is important to understand that enabling SRTP allowed causes the media for calls to be encrypted, but
the trunk signalling will not be encrypted and therefore the session keys used to establish the secure
media stream will be sent unencrypted. It is therefore important that you ensure that signalling between
Unified CM and its destination SIP trunk device is also encrypted so that keys and other security-related
information do not get exposed during call negotiations.

Signalling Encryption

SIP trunks use TLS for signalling encryption. TLS is configured on the SIP Security Profile associated
with the SIP trunk, and it uses X.509 certificate exchanges to authenticate trunk devices and to enable
signalling encryption.

Certificates can be either of the following:

e Imported to each Unified CM node from every device that wishes to establish a TLS connection to
that node's SIP trunk daemon

¢ Signed by a Certificate Authority (CA), in which case there is no need to import the certificates of
the remote devices; only the CA certificate needs to be imported
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Unified CM provides a bulk certificate import and export facility. However, for SIP trunks using Run on
all Active Unified CM Nodes and up to 16 destination addresses, using a Certificate Authority provides
a centralized and less administratively burdensome approach to setting up signalling encryption on SIP
trunks.

For more information on TLS for SIP trunks, refer to the latest version of the Cisco Unified
Communications Manager Security Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

For information on certificate authorities, refer to the Certificate Authority (CA) information in the latest
version of the Cisco Unified Communications Operating System Administration Guide, available at

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

If the system can establish a secure media or signalling path and if the end devices support SRTP, the
system uses an SRTP connection. If the system cannot establish a secure media or signalling path, or if
at least one device does not support SRTP, the system uses an RTP connection. SRTP-to-RTP fall-back
(and vice versa) may occur for transfers from a secure device to a non-secure device or for conferencing,
transcoding, music on hold, and so on.

For SRTP-configured devices, Unified CM classifies a call as encrypted if the SRTP Allowed check box
is checked for the device and if the SRTP capabilities for the devices are successfully negotiated for the
call. If these criteria are not met, Unified CM classifies the call as non-secure. If the device is connected
to a phone that can display security icons, the phone displays the lock icon when the call is encrypted.

MTPs that are statically assigned to a SIP trunk by means of the MTP Required checkbox do not
support SRTP because they do not support the pass-through codec.

To ensure that SRTP is supported for all calls, configure the SIP trunk for Delayed Offer or Best Effort
Early Offer.

Where Early Offer support for voice and video calls Mandatory (insert MTP if needed) is
configured for devices that support encryption, all calls that do not need to use MTPs can support SRTP.
When an MTP is inserted into the call path, this dynamically inserted MTP supports the pass-through
codec, and encrypted calls are supported in the following cases:

e If the calling device is an older SCCP-based phone registered to Unified CM, SRTP can be
negotiated in the initial call setup.

e Ifthe call arrives inbound to Unified CM on a Delayed Offer SIP trunk or an H.323 Slow Start trunk,
SRTP will not be negotiated in the initial call setup because no security keys are available, but the
call can be escalated mid-call to support SRTP if the call media is renegotiated (for example, after
hold or resume).

If Unified CM dynamically inserts an MTP for reasons other than Early Offer, such as for a Trusted
Relay Point or as an RSVP agent, then SRTP will be supported with an MTP that supports the
pass-through codec (Cisco IOS MTPs).

In-band to out-of-band DTMF conversion using MTPs does not function for SRTP encrypted media
streams because the MTP is unable to decrypt the DTMF packets.
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User Identity and SIP Trunks

A calling user's name and number can be sent over Unified CM SIP trunks in the following SIP message
headers:

Message Header Examples
From: From: "Jim Bob" <sip:1000@10.10.199.250>

From: "Anonymous" <sip:localhost>
To: To: "Nick Cave" <sip:2000@10.10.100.251>
P-Asserted-Identity: P-Asserted-Identity: "Jim Bob" <sip:1000@10.10.199.250>
Remote-Party-ID: Remote-Party-ID: "Jim Bob" <sip:1000@10.10.199.250>

The From and To message headers sent in SIP Requests and Responses indicate the direction of the call.
(The From header represents the calling user and the To header represents the called user.) The From and
To headers remain the same in all SIP Requests and Responses for the call.

SIP allows the From header to be made anonymous so that the calling user information is not presented
to the called user.

The P-Asserted-Identity and Remote-Party-ID headers (if present) always contain the user's identity. The
user information contained in SIP messages with these identity headers is directional, so that the headers
contain the calling user's identity in an Initial INVITE and the called user's identity in Responses. The
P-Asserted-Identity and Remote-Party-ID headers can be used to trace the identity of an anonymous call.

By default, both the P-Asserted-Identity and Remote-Party-ID headers are sent over Unified CM SIP
trunks, but they can be disabled. The usage of P-Asserted-Identity and Remote-Party-ID headers will
depend upon the device that the Unified CM SIP trunk is connected to. P-Asserted-Identity is a more
recent standard and more commonly used than Remote-Party-ID. The P-Asserted-Identity standard
(RFC 3325) is considered to be more secure than Remote-Party-ID because it supports authentication
between untrusted SIP Realms. For SIP trunk connections to untrusted networks, configure Unified CM
to send a P-Preferred-Identity header instead of a P-Asserted-Identity header. Unified CM will respond
to a Digest authentication challenge for the sent the P-Preferred-Identity header.

Caller ID Presentation and Restriction

As discussed above the calling user's name and number can be anonymized in the From header in SIP
messages sent over a SIP trunk. Calling name and number presentation and restriction can be enabled in
three ways:

¢ By configuring calling name and calling number presentation or restriction in a translation pattern
associated with the calling device

¢ By configuring calling name and calling number presentation or restriction on the Unified CM trunk
¢ By configuring the P-Asserted-Identity related, SIP Privacy value on the Unified CM SIP trunk

These caller ID presentation and restriction configuration options operate in the following precedence
order (highest precedence first):

1. SIP Privacy value
2. Trunk configuration

3. Device configuration
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Called and Calling Party Number Normalization and SIP Trunks

As calls traverse the edge between the public PTSN or IP PTSN and the private enterprise network, the
called and calling party numbers sent in call setup messages should ideally be normalized to a globally
routable international format such as +E.164. How and where these numbers are normalized depends
upon the type of PSTN network to which your enterprise is connected:

ISDN and Q.931 PSTN Networks

Calls within ISDN and Q.931 PSTN networks provide additional information in the Number Type fields
of call setup messages to classify called and calling numbers. Number-types can be one of four types:
Unknown, Subscriber, National, or International. For calls from the PSTN to the enterprise network, the
number-type parameter can be used by the enterprise to globalize the calling number to its +E.164 value
by prefixing it with the appropriate digits. Using a globalized PSTN calling number within the enterprise
allows calls to be returned to the PSTN caller with little or no additional digit manipulation. Depending
on the number format sent by the service provider, the enterprise called number might also have to be
modified to match that of the enterprise dial plan. Cisco recommends deploying a +E.164 dial plan
within the enterprise.

For more details and examples on how these number-types are used and dial plan recommendations, refer
to the chapter on Dial Plan, page 14-1.

SIP-Based IP PSTN Networks

Calls from SIP-based IP PSTN networks do not include number type information in SIP messages. In
this case, the IP PSTN service provider should present the PSTN calling number using a globally
routable international representation (for example, a +E.164 number). Depending on the number format
sent by the service provider, the enterprise called number might have to be modified to match that of the
enterprise dial plan. Cisco recommends deploying a +E.164 dial plan within the enterprise.

If the service provider sends the PSTN calling number in +E.164 format and the called number in a
format that matches that used by the enterprise dial plan (+E.164 recommended), then little or no
changes need to be made to these numbers within the enterprise.

The inability of SIP to transport the number type implies that the normalization of the calling number
must be performed before the call is presented to Unified CM’s call routing process. One place where
the transformation can be performed is on the ingress SIP gateway. The following example configuration
shows the translation rules that can be defined on a Cisco IOS gateway to accomplish this
transformation:

voice translation-rule 1
rule 1 // /+4940/ type subscriber subscriber
rule 2 // /+49/ type national national
rule 3 // /+/ type international international

voice translation-profile 1
translate calling 1

dial-peer voice 300 voip
translation-profile outgoing 1
destination-pattern .T
session protocol sipv2
session target ipv4:9.6.3.12

When configured as in the example above, a Cisco IOS gateway using SIP to communicate with
Unified CM will send calling party information digits normalized to the E.164 format, including the +
sign. The Unified CM configuration will receive all calls from this gateway with a numbering type of
"unknown" and will not need to add any prefixes.
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For more details on configuring translation rules, refer to the Voice Translation Rules document,
available at

http://www.cisco.com/en/US/tech/tk652/tk90/technologies_tech_note09186a0080325e8e.shtml

Unified CM can set the calling party number of outgoing calls to the normalized global format. The
number-type in outgoing calls from the SIP trunk will be "unknown," and the Cisco IOS gateway should
change it to International if no stripping is done, or perform a combination of stripping and numbering
type change if required by the connected service provider.

Reasons for Using Only SIP Trunks in Cisco Collaboration Systems

Deployments

For Cisco Collaboration Systems networks consisting of one or more Unified CM clusters, Unified
Communications applications, Session Border Controllers, and gateways, using SIP as the sole
interconnecting trunk protocol allows you to build a simplified Collaboration Systems network with a
rich set of common features.

When compared to other trunk protocols, SIP trunks today support a number of unique features, such as:

e SIP OPTIONS Ping which tracks the overall operational status of the trunk and the state of each
trunk’s destination nodes.

¢ Codec Preference Lists and the ability to accept the codec preferences received in an SDP Offer.
e Support for H.264 video with BFCP-based presentation sharing and Far End Camera Control.

e SIP message normalization and transparency, which provides powerful script-based functionality
for SIP trunks that can be used to transparently forward and/or modify SIP messages and message
body (SDP) contents as they traverse Unified CM. Normalization and transparency scripts are
designed to address SIP interoperability issues, allowing Unified CM to interoperate with SIP-based
third-party PBXs, applications, and IP PSTN services.

¢ Support for IPv4 only, IPv6 only, or Dual Stack (IPv4 and IPv6) ANAT-enabled SIP trunks.

Design and Configuration Recommendations for SIP Trunks

When designing and deploying a SIP-based Cisco Collaboration Systems network, Cisco recommends
that you use the following SIP trunk features:

Best Effort Early Offer for Unified CM Leaf Clusters and SME Clusters

Using only SIP trunks configured as Best Effort Early Offer, eliminates MTP usage for Early Offer
creation in leaf clusters and makes SME clusters transparent to media negotiation. With Best Effort
Early Offer, the SIP trunk sends an Early Offer only if it has enough information about the calling
device's media capabilities to create the Offer; if it does not have this information, it sends a Delayed
Offer instead.

Prior to Best Effort Early Offer, the decision to use Delay Offer or Early Offer on leaf cluster trunks
was typically based upon the number of older SCCP endpoints registered to the cluster. Because older
SCCP endpoints require the insertion of an MTP to create an Offer for calls over Early Offer SIP trunks,
where large numbers of SCCP endpoints exist within the cluster, Delayed Offer was preferred to avoid
MTP usage. Best Effort Early Offer removes the need to decide upon Early Offer or Delayed Offer SIP
trunk configuration based on the type of endpoints registered to the cluster.
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In Cisco Collaboration System deployments, receipt of Early Offer only may be required by non-Cisco
Unified Communications applications and services. There are two options to address the requirement
that Early Offer is always received:

e Cisco Unified Border Element provides a SIP Delayed Offer to Early Offer feature for voice calls,
which converts inbound Delayed Offer calls to outbound Early Offer calls, thus allowing
Unified CM and SME to use Best Effort Early Offer trunks. A typical example of this use case is
service provider IP PSTN connections, which typically must always receive SIP Early Offer.

e For enterprise Unified Communications applications that accept only SIP Early Offer, a dedicated
Early Offer SIP trunk can be used from the Unified CM Leaf cluster to the Unified Communications
application. If a large number of MTPs are required on the Early Offer SIP trunk, consider using the
Cisco Unified Border Element Delayed Offer to Early Offer conversion feature.

In SME clusters, Best Effort Early Offer performs the same role as MTP-Less Early Offer by making
the SME cluster transparent to media negotiation, which in turn forces media decisions to be made by
the end Unified Communications system where, if required, media resources can be inserted to address
DTMF or codec mismatch issues. Media resources must not be associated with MTP-Less Early Offer
SME trunks. If needed, media resources can be associated with Best Effort Early Offer trunks.

Run on All Unified CM Nodes

This feature is supported on SIP trunks and route lists, and it greatly simplifies call routing from and
through Unified CM and SME clusters. Cisco highly recommends enabling the Run on all Unified CM
nodes feature on all SIP trunks and route lists. Call routing is simplified through a combination of the
Run on all Unified CM nodes and the Route Local features, whereby phone calls over SIP trunks will
always originate from the Unified CM node where the phone is registered. Likewise for trunk to trunk
calls, the outbound SIP trunk call will always originate from the Unified CM node on which the inbound
Trunk call arrived. Enabling Run on all Unified CM nodes on all SIP trunks and route lists eliminates
the need to set up calls between call processing nodes within the cluster, which can be useful when
clustering over the WAN is deployed within a Unified CM or SME cluster.

Up to 16 SIP Trunk Destination IP Addresses

SIP trunks can be configured with up to 16 destination IP addresses, 16 fully qualified domain names,
or a single DNS SRV entry. Support for additional destination IP addresses reduces the need to create
multiple trunks associated with route lists and route groups for call distribution between two Unified
Communications systems, thus simplifying Unified CM trunk design. When IP addresses are used as
destinations on a SIP trunk, Unified CM randomly distributes calls across all defined destination IP
addresses.

SIP OPTIONS Ping

Enable the SIP OPTIONS Ping feature on the SIP Profile associated with a SIP trunk to dynamically
track the state of each the trunk's destinations and the overall state of the trunk.

PRACK

PRACK provides reliability of 1XX responses for interoperability scenarios with the PSTN, and it can
also be used to reduce the number of SIP messages that need to be exchanged before setting up two-way
media. Enable PRACK through the SIP Rell XX Options parameter on the SIP Profile associated with
the trunk.

SIP Trunk DTMF Signalling Method — No Preference

Using DTMF Signalling Method: No Preference is recommended on SIP trunks because in this mode
Unified CM attempts to minimize the usage of MTP resources by selecting the most appropriate DTMF
signalling method (in-band or out-of-band) for the call.
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Unified CM Session Management Edition

Cisco Unified Communications Manager Session Management Edition (Unified CM SME) is the
recommended trunk and dial plan aggregation platform in multi-site distributed call processing
deployments. SME is essentially a Unified CM cluster with trunk interfaces only and no IP endpoints. It
enables aggregation of multiple unified communications systems, referred to as leaf systems. (See
Figure 6-22.)

SIP trunks are highly recommended for SME and Leaf Unified Communications systems because SIP
offers additional features and functionality not available in H.323 and MGCP trunks. As discussed later
in this section, there are certain trunk features that are exclusive to SME designs that use SIP trunks only.
If your Unified Communications network must support H.323 or MGCP trunk connections to gateways
or other Unified Communications applications, to preserve the SIP-only trunk features in your SME
cluster, connect these H.323 and/or MGCP trunks to leaf Unified Communications systems instead of
SME.

Cisco Unified CM Session Management Edition (SME) supports the following call types:
e Voice calls
e Video calls
¢ Encrypted calls
e Fax calls

Unified CM Session Management Edition may also be used to connect to the PSTN and third-party
unified communications systems such as PBXs and centralized unified communications applications.
Figure 6-22 Multisite Distributed Call Processing Deployment with Unified CM Session Management Edition
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When to Deploy Unified CM Session Management Edition

Cisco recommends deploying Unified CM Session Management Edition if you want to do any of the
following:

¢ C(Create and manage a centralized dial plan

Rather than configuring each unified communications system with a separate dial plan and trunks
to connect to all the other unified communications systems, Unified CM Session Management
Edition allows you to configure the leaf unified communications systems with a simplified dial plan
and trunk(s) pointing to the SME cluster. Unified CM Session Management Edition holds the
centralized dial plan and corresponding reachability information about all the other unified
communications systems.

N

Note Running ILS GDPR on SME and Unified CM leaf clusters further simplifies dial plan
administration because individual directory numbers, E.164 numbers corresponding to DN,
route patterns (for internal and external number ranges), and URISs can be distributed using
the ILS service. This approach simplifies dial plan administration by reducing the required
number of route patterns to one SIP route pattern per call control system (Unified CM
cluster, for example), instead of a route pattern for each unique number range. For more
information on ILS and GDPR, see Intercluster Lookup Service (ILS) and Global Dial Plan
Replication (GDPR), page 10-30.

e Provide centralized PSTN access

Unified CM Session Management Edition can be used to aggregate PSTN access to one (or more)
centralized PSTN trunks. Centralized PSTN access is commonly combined with the reduction or
elimination of branch-based PSTN circuits.

e Centralize applications

The deployment of Unified CM Session Management Edition enables commonly used applications
such as conferencing or voice mail to connect directly to the SME cluster, thus reducing the
overhead of managing multiple trunks to leaf systems.

e Aggregate PBXs for migration to a Unified Communications system

Unified CM Session Management Edition can provide an aggregation point for multiple PBXs as
part of the migration from legacy PBXs to a Cisco Unified Communications System. If ILS GDPR
is deployed, the number ranges and/or URIs supported by each third party system can also be
imported into ILS GDPR and reached by means of a SIP route pattern and corresponding SIP trunk.
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Differences Between Unified CM Session Management Edition and Standard
Unified CM Clusters

The Unified CM Session Management Edition software is exactly the same as Unified CM. However,
Unified CM software has been enhanced to satisfy the requirements of this new deployment model.
Unified CM Session Management Edition is designed to support a large number of trunk-to-trunk
connections, and as such it is subject to the following design considerations:

Capacity and Sizing

It is important to size the Unified CM Session Management cluster correctly based on the expected
BHCA traffic load between leaf Unified Communications systems (for example, between Unified CM
clusters and PBXs), to and from any centralized PSTN connections, and to any centralized applications.
Determine the average BHCA and call holding time for users of your Unified Communications system,
and share this information with your Cisco account Systems Engineer (SE) or Cisco Partner to size your
Unified CM Session Management Edition cluster correctly. For more information on SME sizing, see
the chapter on Collaboration Solution Sizing Guidance, page 27-1.

SME Trunks

Although SME supports SIP, H.323, and MGCP trunks, Cisco highly recommends SIP as the trunk
protocol of choice for SME and Unified CM leaf clusters running Cisco Unified Communications
System Release 8.5 and later versions.

Using only SIP trunks in the SME cluster allows you deploy a "media transparent” cluster where media
resources (when required) are inserted by the end or leaf Unified Communications system and never by
SME. Using only SIP trunks also allows you use extended round-trip times (RTTs) between SME nodes
when clustering over the WAN.

SME SIP trunks should be configured as Best Effort Early Offer trunks. Leaf Unified CM cluster SIP
trunks should also be configured as Best Effort Early Offer.

SME Transparency for Media Negotiation

When a media resource such as an MTP or transcoder is needed to allow a call to proceed successfully,
these resources should be allocated by the edge or leaf Unified Communications systems. If SME trunk
media resources are used for a call traversing the SME cluster, the media path call will hairpin through
the SME media resource. By using SIP trunks only and Best Effort Early Offer (or MTP-less Early
Offer), an SME cluster can be deployed without media resources. If or when media resources are
required, they can be provided by the edge or leaf Unified Communications system.

Clustering over the WAN with SME CoW+

With Cisco Unified CM 9.1 and later releases, SME deployments support round-trip times (RTTs) of up
to 500 ms between SME cluster nodes. (See Figure 6-23.) This extended RTT applies only to SME
clusters (80 ms is the maximum RTT for standard Unified CM cluster designs) and is subject to the
following design restrictions:

e SME deployments with extended clustering over the WAN (CoW+) round-trip times are supported
with SIP trunks only. All SIP trunks must be configured as either all Best Effort Early Offer
(preferred) or all MTP-less Early Offer and must use the Run on all Unified CM Nodes feature
so that calls are not routed between nodes within the SME cluster. H.323, MGCP, and SCCP
protocols are not supported for SME deployments with extended clustering over the WAN round-trip
times.

¢ No endpoints or CTI devices are configured or registered to the SME cluster.
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e No media resources such as MTPs, trusted relay points (TRPs), RSVP agents, or transcoders are
configured or registered to the SME cluster. (To disable media resources hosted on Unified CM
nodes, deactivate the IPVMS service on each node within the cluster.)

e A minimum of 1.544 Mbps (T1) bandwidth is required for Intra-Cluster Communication Signalling
(ICCS) traffic between sites.

e In addition to the bandwidth required for Intra-Cluster Communication Signalling (ICCS) traffic, a
minimum of 1.544 Mbps (T1) bandwidth is required for database and other inter-server traffic
between the publisher node and every remote subscriber node.

Note  As with all SME designs, your SME design must be reviewed and approved by the Cisco SME Team
prior to deployment.

The upgrade process for an SME cluster consists of two key parts:

e Version switch-over — The call processing node is rebooted and initialized with the new software
version (this takes approximately 45 minutes per server).

e Database replication — The subscriber's database is synchronized with that of the publisher node.

The time taken to complete this database replication phase depends on the number of subscribers nodes
in the cluster and the RTT between the publisher and subscriber nodes. The database replication process
has a minimal impact of the subscriber's call processing capability and typically can be run as a
background process during normal SME cluster operation. Avoid making changes to the SME cluster
configuration during the database replication phase because this increases the time it takes to complete
the replication.

For SME clusters deployed with extended RTTs, before upgrading the cluster, run the following
administrator-level CLI command on the publisher node:

utils dbreplication setprocess 40

This command improves replication setup performance and reduce database replication times.
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Figure 6-23 Unified CM Session Management Edition — Clustering over the WAN with Extended Round Trip Times
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Unified CM Versions

Using the latest Cisco Collaboration Systems Release and SIP trunks across all Unified CM leaf clusters
and the SME cluster enables your deployment to benefit from common cross-cluster features such as
codec preference lists, ILS, GDPR, and Enhanced Locations call admission control (CAC). If you do not
wish to upgrade to the latest Unified CM version on all clusters, the lowest recommended version is
Cisco Unified CM 8.5 using SIP trunks because this version includes features that improve and simplify
call routing through Unified CM and Session Management Edition clusters.
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Summary of SIP Trunk Recommendations for Multi-Cluster SME Deployments

This section provides a summary of the SIP trunk recommendations and operation for multi- cluster
deployments with Unified CM Session Management Edition.

Recommendations for Unified CM Leaf Clusters:

Configure one SIP trunk to each set of SME nodes in each regional data center. For example, if there
are four regional SME data centers, create four SIP trunks in each leaf cluster (see Figure 6-24). This
allows calls from all SME nodes to be received and accepted by the leaf clusters. Enable Run on all
Unified CM nodes on all of these trunks.

Place two or more of these leaf cluster SIP trunks into a route list and route groups for path
redundancy to the SME CoW+ cluster.

Best Effort Early Offer is recommended for all leaf cluster SIP trunks.

In Unified Communications deployments, receipt of Early Offer only might be required by
non-Cisco Unified Communications applications and services. For leaf clusters, there are two
options to address the requirement that Early Offer is always received:

- Cisco Unified Border Element provides a SIP Delayed Offer to Early Offer feature for voice
calls, which converts inbound Delayed Offer calls to outbound Early Offer calls, thus allowing
Unified CM and SME to use Best Effort Early Offer trunks. A typical example of this use case
is for service provider IP PSTN connections via Cisco Unified Border Element, which typically
must always receive SIP Early Offer.

— For enterprise Unified Communications applications that accept only SIP Early Offer, a
dedicated Early Offer SIP trunk can be used from the Unified CM Leaf cluster to the Unified
Communications application. If a large number of MTPs are required on the Early Offer SIP
trunk, consider using the Cisco Unified Border Element Delayed Offer to Early Offer
conversion feature instead.

Enable the IPVMS service on all leaf cluster nodes. Activate conferencing, music on hold, and
annunciator resources as required. (Deactivating IPVMS-based MTPs is recommended.)

As required, configure and associate Cisco IOS media resources (MTPs, conferencing, and
transcoding) with the leaf cluster.

Configure SIP trunk DTMF settings to No Preference (the default setting).
Enable SIP Options Ping and PRACK.

If required, configure and apply codec preference lists.
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Figure 6-24 Recommended Trunk Configuration for CoW Leaf Cluster Trunks
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Recommendations for Session Management Edition Clusters:
e Use only SIP trunks on the SME cluster.

¢ Configure one SIP trunk from the SME cluster to each leaf cluster (see Figure 6-25). Enable Run
on all Unified CM nodes on these trunks, and configure trunk destinations to every call processing
node in the leaf clusters.

¢ Best Effort Early Offer is recommended for all SME cluster SIP trunks.

If receipt of Early Offer only is required by non-Cisco Unified Communications applications and
services connected to SME clusters, there are two options to address the requirement:

— Cisco Unified Border Element provides a SIP Delayed Offer to Early Offer feature for voice
calls, which converts inbound Delayed Offer calls to outbound Early Offer calls, thus allowing
Unified CM and SME to use Best Effort Early Offer trunks only. A typical example of this use
case is for service provider IP PSTN connections via Cisco Unified Border Element, which
typically must always receive SIP Early Offer.

— For enterprise Unified Communications applications that accept only SIP Early Offer, if a
dedicated Early Offer SIP trunk is used from the SME cluster to the Unified Communications
application, media resources will have to be associated with the SME trunks, which if used will
cause unwanted media hair-pinning. The media resources typically used in this case are MTPs
to create an Early Offer or address DTMF mismatches and transcoders to address codec
mismatches. Using media resources in the SME cluster is not generally recommended; as an
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alternative, consider using the Cisco Unified Border Element Delayed Offer to Early Offer

feature between SME and the Unified Communications application, or use a direct trunk to the
application from the leaf cluster.

conferencing, music on hold, and annunciator resources.

Figure 6-25
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The outbound leaf cluster will originate a SIP trunk call from the same node that the calling device is
registered to (using the Route Local rule). The leaf cluster will randomly select a destination address
from the SIP trunk route list. (For the example in Figure 6-26, the first-choice trunk is selected.)

Outbound calls from the SME cluster will originate from the same node that the inbound call arrived on
(using the Route Local rule). With Run on all Unified CM nodes enabled on all SME trunks, calls will
never be set up between call processing nodes within the SME cluster. The SME cluster will randomly
select a destination address on the SIP trunk pointing toward the destination leaf cluster.
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For inbound SIP trunk calls to the destination leaf cluster, calls may be extended from the call processing
node on which the inbound call arrived, to the node where the called device is registered.

Media resources, if needed, will be inserted by the leaf clusters (or end Unified Communications
systems). If the device in the calling leaf cluster SIP trunk uses Delayed Offer, the media decision will
be made by this cluster, which will insert media resources (MTPs and/or transcoders) as required. If the
device in the calling leaf cluster SIP trunk send an Early Offer, the media decision will be made by the
destination leaf cluster, which will insert media resources (MTPs and/or transcoders) as required.

Figure 6-26

Recommended Trun