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New and Changed Information
The following table provides an overview of the significant changes to the features in this guide up to this
current release. The table does not provide an exhaustive list of all changes made to the guide or of the new
features up to this release.

Table 1: New Features and Changed Behavior in Unified Communications Manager and IM and Presence Service

DateSeeDescriptionFeature or Change

March 31, 2021——Initial Release of
Document for Release 14

October 27, 2021——Initial Release of
Document for Release
14SU1

October 27, 2021Potential Issues with
Firmware Installs

Unified Communications
Manager supports HTTP
range requests (RFC7233)
support on TFTP and
Proxy TFTP (if the
download file is at least
100MB).

Spectralink/Saturn and
Mars (Support download
of large files fromCUCM
TFTP)

October 27, 2021SSO Redirect URI for
Webex Apps

This feature enhances the
security of Cisco
Jabber/Webex Client that
uses the external browser
to perform SSO to be
cross launched by the
browser using SSO
Redirect URI.

SSO Redirect URI for
Webex Apps
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14SU2/adminGd/cucm_b_administration-guide-14su2/cucm_b_test-adminguide_chapter_0110.html#reference_C27A4A0F5506B9DC73B48AA2943FC2B9
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14SU2/adminGd/cucm_b_administration-guide-14su2/cucm_b_test-adminguide_chapter_0110.html#reference_C27A4A0F5506B9DC73B48AA2943FC2B9
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/rel_notes/14_0_1/SU1/cucm_b_release-notes-for-cucm-imp-14su1.html#concept_DF880F2E6C0AB8E19DDCB957ED59EB43
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/rel_notes/14_0_1/SU1/cucm_b_release-notes-for-cucm-imp-14su1.html#concept_DF880F2E6C0AB8E19DDCB957ED59EB43


DateSeeDescriptionFeature or Change

October 27, 2021Configure TFTP Server
Dynamically

Configure TFTP Server
Manually

Enable SIP OAuth Mode

Certificate Signing
Request Fields

Unified Communications
Manager supports TFTP
Proxy in SIP OAuth
deployments.

TFTP proxy support for
Oauth

October 27, 2021Certificate Signing
Request Fields

As part of this CDET we
will be able to upload
multiple certificates from
a single certificate
authority using the
certificate name
convention Common
Name_SerialNumber.

CSCvu05478 : Unable to
upload multiple
certificates from same
certificate authority

October 27, 2021FIPS 140-2 SetupAs part of this feature we
will upgrade to CiscoJ
5.3.7 version in 12.5 SU6
and 14 SU1.

CSCvz05710 - CiscoJ
upgrade to 5.3.6 version
backport to 12.5 SU6

June 16, 2022——Initial Release of
Document for Release
14SU2

June 16, 2022FIPS 140-2 Setup

FIPS Mode Restrictions

Web Requests From
CCMAdmin or CCMUser
to Cisco Unified
CommunicationsManager

CiscoSSL and Ciscofom
is upgraded from version
6 to 7 in Unified
CommunicationManager.

Cisco SSL7 upgrade

June 16, 2022FIPS 140-2 Setup

FIPS Mode Restrictions

CiscoSSL and Ciscofom
is upgraded from version
6 to 7 in Unified
CommunicationManager.

CiscoSSL6x to
CiscoSSL7x upgrade
(VOS modules, being
done by Adaptation team)

June 16, 2022Configure Online
Certificate Authority
Settings

This feature supports the
automatic enrollment of
certificates with CAs
having inbuilt EST server
mode.

Enrollment over Secure
Transport Support
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_b_system-configuration-guide-14_chapter_011111.html#CUCM_TK_CD73B01B_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_b_system-configuration-guide-14_chapter_011111.html#CUCM_TK_CD73B01B_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_b_system-configuration-guide-14_chapter_011111.html#CUCM_TK_CC0CFD7A_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_b_system-configuration-guide-14_chapter_011111.html#CUCM_TK_CC0CFD7A_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14SU2/cucm_b_feature-configuration-guide-for-cisco14su2/cucm_m_sip-oauth-mode-on-unified.html#task_9D7DCA527F9CF0E66F19E512A6845FEF
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter20.pdf#nameddest=unique_10
cucm_b_security-guide-14su2_chapter20.pdf#nameddest=unique_10
cucm_b_security-guide-14su2_chapter20.pdf#nameddest=unique_11
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_m_tcp-and-udp-port-usage-12-0.html#CUCM_RF_TBA55F2A_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_m_tcp-and-udp-port-usage-12-0.html#CUCM_RF_TBA55F2A_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_m_tcp-and-udp-port-usage-12-0.html#CUCM_RF_TBA55F2A_00
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/14/systemConfig/cucm_b_system-configuration-guide-14su2/cucm_m_tcp-and-udp-port-usage-12-0.html#CUCM_RF_TBA55F2A_00
cucm_b_security-guide-14su2_chapter20.pdf#nameddest=unique_10
cucm_b_security-guide-14su2_chapter20.pdf#nameddest=unique_11
cucm_b_security-guide-14su2_chapter6.pdf#nameddest=unique_12
cucm_b_security-guide-14su2_chapter6.pdf#nameddest=unique_12
cucm_b_security-guide-14su2_chapter6.pdf#nameddest=unique_12


DateSeeDescriptionFeature or Change

June 16, 2022External Phone Number
Mask

Unified Communications
Manager supports
masking of External
Phone Number for all
configured line numbers
for the latest phone
models.

EPNM multi line
enhancement (TFTP
work)

June 16, 2022Certificate Signing
Request Fields

This feature introduces an
option to include the
Organization Unit field in
the Certificate Signing
Request.

Making OU not
mandatory as part of CSR
generation

May 18, 2023Initial Release of
Document for Release
14SU3

May 18, 2023Certificate Revocation
Configuration

This feature introduces
certificate revocation list,
where the CA will have a
list of digital certificates
that have been revoked
before their actual or
assigned expiration date.

Certificate Revocation
List Support
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/rel_notes/14_0_1/SU2/cucm_b_release-notes-for-cucm-imp-14su2.html#concept_6DBDAAAD583FF802DB2FF8448DE1DE31
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/rel_notes/14_0_1/SU2/cucm_b_release-notes-for-cucm-imp-14su2.html#concept_6DBDAAAD583FF802DB2FF8448DE1DE31
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_9
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_13
cucm_b_security-guide-14su2_chapter5.pdf#nameddest=unique_13
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